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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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technically revised. It also incorporates:the Amendment ISO 15765-4:2011/Amd 1:2013.

ISO
com

procedures used to develop this document and those intended for its further maint
cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria hee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bntion is drawn to the possibility that some of the elements of this documenb may be the
ent rights. ISO shall not be held responsible for identifying any or all such ‘patent rightg
patent rights identified during the development of the document will.be'in the Introduct
he ISO list of patent declarations received (see www.iso.org/patents)-

trade name used in this document is information given for the,eonvenience of users ar
Stitute an endorsement.

an explanation on the meaning of ISO specific terms and expressions related to
pssment, as well as information about ISO’s adherence to the WTO principles in thg
riers to Trade (TBT) see the following URL: Forewerd - Supplementary information

committee responsible for this document is ISO/TC 22, Road vehicles, Subcommittee §
munication.

5 third edition cancels and replaces.the second edition (ISO 15765-4:2011), which

15765 consists of the following parts, under the general title Road vehicles —
munication over Controller Area-Network (DoCAN)Y:

Part 1: General information/and use case definition
Part 2: Transport protocol and network layer services

Part 4: Requirenients for emissions-related systems

enance are

ded for the
e with the

 subject of
. Details of
ion and/or

d does not

Conformity
Technical

C 31, Data

has been

Diagnostic

1)

ISO 15765-3 Implementation of unified diagnostic services (UDS on CAN) has been withdrawn and replaced
by ISO 14229-3 Road vehicles — Unified diagnostic services (UDS) — Part 3: Unified diagnostic services on CAN
implementation (UDSonCAN)
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Introduction

This part of ISO 15765 has been established in order to define common requirements for vehicle
diagnostic systems implemented on a Controller Area Network (CAN) communication link, as specified
in ISO 11898. Although primarily intended for diagnostic systems, it also meets requirements from
other CAN-based systems needing a network layer protocol.

To achieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference Model, in
accordance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication systems into
seven layers as shown in Table 1.

Table 1 +— Enhanced and legislated OBD diagnostic specifications applicable to the OSHayef's
Vehicle-
0SI 7 lavers a manufacturer- Legislated OBD Legislated WWH-OBD
Y enhanced (on-board diagnostics) (on-board diagnostics)
diagnostics
Applichtion ISO 14229-1,
Uaye} 7) 190 14229-3 1SO 15031-5 1S0 27145-3,1S0 14229-1
[SO 15031-2, ISO'27145-2, SAE 1930-DA,
Vehicle ISO 15031-5, SAE J1979-DA,
Presentation manufacturer ISO 15031-6, SAE J2012-DA,
(laye} 6) eneclfic SAE J1930-DA, SAE J1939-DA (SPNs),
p SAE J1979-DA, SAE J1939-73
SAE J2012-DA Appendix A (FMIs)
Session (Jayer 5) [SO.14229-2
Transport|protocol 1SO 15765-4
layef 4 - - -
(layef 4) IS0 15765-2  |ISO 15765-2 1S0 157652
Network (layer 3)
. [SO 15765-4,
Data link {layer 2) [SO 11898-1 [SO 11898-1 1SO 11898-1
[SO 11898-1, ISO 15765-4 ISO 2714514
ISO 11898-2,
Physical (layer 1) 150 1})?98_3’ ISO 11898-1, ISO 11898-1,
y Y : 1SO 11898-2 1SO 11898-2
vehicle
manufacturer
spécific
a7 layers agcording to ISOAEC 7498-1 and ISO/IEC 10731

The applic
services es

The transp

to be indep

on-board diag

nostics (OBD).

For other application areas, ISO 15765 can be used with any CAN physical layer.

Vi

ition layerservices covered by ISO 14229-3 have been defined in compliance with diagndstic
tablished'in ISO 14229-1 and ISO 15031-5, but are not limited to use only with them.
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Scope

5 part of ISO 15765 specifies requirements for Controller Area Networks (CAN)'Where
frollers comply with on-board diagnostics (OBD) or world-wide harmonizéd-on-board
IWH-OBD) regulations. The network presumes the use of an external test-equipment for
repair diagnostics, as defined by the regulations. The CAN network requirements for
the external test equipment are based on the specifications of. {SO 15765-2, ISO 11
11898-2.

5 part of ISO 15765 places restrictions on those International Standards for the fulfily

1lated CAN communications comply with external test. equipment requirements.

5 part of ISO 15765 defines the requirements to_successfully establish, maintain and|
munication with a vehicle that implements the.réquirements of the OBD/WWH-OBD 11
b-and-play communication capabilities among vehicles and test equipment are defined to
roperation of external test equipment and vehicles. This part of ISO 15765 details all of th
1irements to achieve this goal.

5 part of ISO 15765 is the entry pointfor DoCAN (Diagnostic communication over Cont
work). Based on the results of the-initialization, the external test equipment determ
focol and diagnostic services are-supported by the vehicle’s emissions-related system:

legislated OBD: ISO 1503 1-(all parts);
legislated WWH-0BD: ISO 27145 (all parts).

Normative references

following \decuments, in whole or in part, are normatively referenced in this docume

€ Oor more

0
Eiagnostics

inspection
the vehicle
898-1 and

hent of the

1lations. It does not specify in-vehicle CAN bus architecture, but seeks to ensure that the vehicle’s

terminate
egulations.
assure the
e OSI layer

roller Area
nes which

nt and are

spensable/for its application. For dated references, only the edition cited applies. F¢r undated
rences,the latest edition of the referenced document (including any amendments) appligs.

wn

ISO

11898-1, Road vehicles — Controller area network (CAN) — Part 1: Data link layer a

hd physical

signalling

ISO 11898-2, Roadvehicles — Controller area network (CAN) — Part 2: High-speed medium access unit

ISO 15031-5, Road vehicles — Communication between vehicle and external equipment for emissions-
related diagnostics — Part 5: Emissions-related diagnostic services

ISO 15765-2, Road vehicles — Diagnostic communication over Controller Area Networks (DoCAN) —
Part 2: Transport protocol and network layer services

ISO 27145-3, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-
OBD) communication requirements — Part 3: Common message dictionary
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ISO 27145-4, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics

(WWH-0BD) communication requirements — Part 4: Connection between vehicle and test equipment

3 Term

s, definitions, symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 15765-2 apply.

3.2 Sympols

Symbol Definition Unit

Cac1, Cac2 capacitance of a.c. termination F

CcaN H capacitance between CAN_H and ground potential F

CcaN L capacitance between CAN_L and ground potential F

CDIFF capacitance between CAN_H and CAN_L F

Af oscillator tolerance Hz

IcABLE maximum cable length between OBD/WWH-0BD connector andexternal test m
equipment

Prop_Seg propagation segment

Phase_Seg] phase segment 1

Phase_Seg3 phase segment 2

Rac1, RAc2 resistance of a.c. termination Q

Sync_Seg synchronization segment

tBIT bit time us

tBIT RX receive bit time us

tBIT TX transmit bit time us

tCABLE external-test-equipment cable propagation delay (without external test equipment |us
CAN interface delay)

tsEG1 timing segment 1 us

tsSEG2 timing segment 2 us

tsyw resynchronization/jump width s

tSYNCSEG synchronization segment us

tTooL externattest equipment CAN interface propagation delay (without external test us
equipment cable delay)

to time.quantum us

3.3 Abbreviated terms

BS block size

CAN controller area networks

CF consecutive frame

DLC data length code

DoCAN diagnostic communication over CAN

ECU electronic control unit

ECM engine control module

FC flow control

FF first frame

FS flow status

2 © IS0 2016 - All rights reserved
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OBD on-board diagnostics

SA source address

SF single frame

SJw synchronization jump width

SP nominal sample point

TA target address

TCM transmission control module

WWH-0BD world-wide harmonized on-board diagnostics

4 |Conventions

[SO|15765 is based on the conventions specified in the OSI Service Conventions (ISO/IEC 1
as they apply for diagnostic services.

5 |Document overview

Figlire 1 illustrates the most applicable application implementations utilizing the DoCAN pr

© ISO 2016 - All rights reserved
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@
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Data link layer and
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1SO 11898-1 CAN
1SO 15765-4 DoCAN

-

ISO 11898-1 CAN
ISO 15765-4 DoCAN
IS0 27145-4 WWH-
OBD

-

N/

1SO 11898 CAN

Part 1: Data link layer and physical signalling
Part 2: High-speed medium access unit
Part 3: Low-speed, fault-tolerant, medium-

dependent interface

Part 5: High-speed medium access unit

with low-power mode

—

1ISO 11898 CAN
Part 1: Data link
layer and physical
signalling
Part 2: High-speed
medium access unit
1SO 15765-4 DoCAN

1SO 11898 CAN
Part 1: Data link
layer and physical
signalling
Part 2: High-speed
medium access unit
1SO 27145-4 WWH-
OBD

Figure 1 — Diagnostic communication over CAN document reference according to OSI model

“_F

6 External test equipment initialization sequence

6.1 General

The external test equipment shall support the initialization sequence specified in this part of ISO 15765

(see Figure 2).

4

-~ O

© ISO 2016 - All rights reserved
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The purpose of the external test equipment initialization sequence is to automatically detect whether
the vehicle supports legislated OBD or WWH-OBD on CAN using the physical layer specified in Clause 12.

Furthermore, the initialization sequence determines the communication compliance status of vehicles
by analysing their responses to

ISO 15031-5 service 0116 0016 (PID supported) requests, or

[SO 27145-3 service 2216 F816 1016 (DID protocol identification) request with a positive

response.

Only vehlcles that follow the WWH OBD reglmen w1ll have ECUS that reply to the functlonal request

Sery
ser
eit
thid

For

ice 0116 PID 0014 support earlier OBD commumcatlon methods Vehlcles that do not
er request do not support regulated OBD diagnostics under this part of ISO 15765, 6.1
procedure.

each legislated OBD/WWH-OBD service that requires the determination of “supported” i

enal request
respond to
b describes

formation,

the|external test equipment has to update its list of expected responding, legislated OBD/WWH-

OBI
legi

Thd
500
the

a)
b)
NOT

The
CA]
(no

D ECUs prior to any data parameter requests. For applicable services,'see either 1SO 1
slated OBD) or I1SO 27145-3 (for legislated WWH-0BD).

external test equipment initialization sequence supports §ingle baudrate initializ
kBit/s) and multiple baudrate initialization (e.g. 250 kBit/s’and 500 kBit/s) and is sep
following tests:

11 bit CAN identifier validation;
29 bit CAN identifier validation.
E See 6.2.2.

external test equipment initialization sequence contains provisions for legacy vehicles y
| (same or different physical layer as defined for legislated OBD/WWH-0BD) or a differe
1-CAN) on the CAN pins of the ISO,15031-3 diagnostic connector.

b031-5 (for

ation (e.g.
hrated into

sing either
ht protocol
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Connect External Test Equipment to
OBD/WWH-OBD Diagnostic
Connector

set first baudrate

\J

~N
(Set baudrate of the CAN interfaceto | o

Initialization sequence

baudeata-atbandiataRecaid

J

\

Perform baudrate validation
(11 bit CAN-ID, Service 0x01, PID 0x00)
Refer to figure 3

OK

\/

OK (Perform ISO 15031-5 OBD response
validation (11 bit CAN-ID)

Refer to figure 4

NOTOK
Y

(29 bit CAN-ID, Service 0x01, PID 0x00)

( Transmit ISO 15031-5 OBD request

)

w

L Refer to figure 4

e S S M

next
baudrate

Select next
baudrate

no futher
baudrate
available

] external test equipment

Only if supported by \

Transmit ISO 27145-
(11 bit CAN-ID, Servi

3 WWH-0BD request
ce 0x22, PID 0xF810)

\

OK Perform ISO 27145-3 WWH-0BD
response validation (11 bit CAN-ID)

Refer to

figure 5

\

NOTOK

Transmit ISO 27145-
(29 bit CAN-ID, Servi

3 WWH-0BD request
ce 0x22, PID 0xF810)

\i

Y

UK PEITOTNT IS0 27 1TH5-5 W WIT-ODD

Refer to

response validation (29 bit CAN-ID)

NOT OR

figure 5

1SO 15765-4
compliant

IS0 27145-4 )

—_— - --—--——-—- - - - - - - - - - - - - - - - - - - - - - - - — — — — — — — — — — — —— —— —— —— —— —— —

~— .

6.2 and 6.3 describe the external test equipment initialization to determine baudrate and CAN identifier

4

Not ISO 15765-4 compliant
Not ISO 27145-4 compliant

Figure 2 — Initialization sequence overview

(11 bit or 29 bit) for OBD (ISO 15031) and WWH-OBD (ISO 27145).

6
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Baudrate validation procedure

1 BaudrateRecord

By default, the parameter “baudrateRecord” contains all baudrates specified in 12.3. The content of
the baudrateRecord can be superseded by any other list of baudrates, e.g. single 500 kBit/s baudrate as
specified in 12.3.3.

The baudrateRecord shall be used to specify the type of initialization to be performed. If the

bau

Figlire 3 shall be performed using the specified multiple baudrates (e.g. 250 kBit/s and 500

legi
tim

6.2

Thd
baul

If multiple baudrates are specified in the baudrateRecord paranieter, the procedure as
FigII

formed including a baudrate detection procedure as defined in Figure 4.

Slated OBD/WWH-0OBD baudrates, the external test equipment shall use théappropriz
ng parameter values defined in 12.3.

2 Baudrate validation

re 3 shall be used to determine the baudrate to be used in communication with the vehi

external test equipment shall set up its CAN interfacéising the first baudrate conta
drateRecord. It shall use the CAN bit timing parameterwalues defined for this baudrate (|

drateRecord parameter contains a single baudrate, then a single-baudrate initialization sequence

rateRecord
e shall be

kBit/s). For
te CAN bit

defined in
Cle.

ned in the
see 12.3).
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~
Perform baudrate validation

(1) Transmit request message
functional 11 bit request CAN
Identifier, Service 0x01, PID 0x00 as
specified in ISO 15031-5

CANerror
detected ?

Discennect from
CAN bus
Reset CAN
Controller

Timeout N_AS
(25ms) elapsed ?

Tx done ?

/_______________________________\

Key

1 Following the CAN interface setup, the external‘test equipment shall connect to the CAN bus and immediafely
transmjt a functionally addressed request message with service 0116 (read supported PIDs) using the
legislattd OBD/WWH-OBD 11 bit funetional request CAN identifier as defined in 10.5.2.

NOTE [The immediate transmission.is'needed in order to activate the CAN error monitoring as specified
further{down, since initializing the.CAN controller at the wrong baudrate without transmitting any data can
leave the CAN controller in a state of generating error frames on the CAN bus.

2 The external test equipmentshall check for any CAN error. If the request message is successfully transmittled
onto the CAN bus, the external test equipment shall indicate a successful transmission and proceed with tle
validatijon of the CAN(identifier as specified in 6.3.

3 Ifan acknowledge-(ACK) check error is detected, then the external test equipment shall continue to retry the
transm|ssion of the request message until the 25 ms timeout (N_As) has elapsed.

4  If any ofherCAN error occurred, or an acknowledge check error still occurs after the 25 ms (N_As) timeouf
has elapsed, then the external test equipment shall disconnect its CAN interface from the CAN bus.

5 Proceed with sequence according to Figure 4.

6  The external test equipment shall check whether more baudrates are contained in the baudrateRecord. If the
end of the baudrateRecord is not reached, the external test equipment shall set up its CAN interface using
the next baudrate in the baudrateRecord and restart the baudrate validation at step (1) in Figure 3. If no
further baudrate is contained in the baudrateRecord, it shall be assumed that the request was not transmitted
successfully. This indicates that the vehicle complies with neither this part of ISO 15765 nor ISO 27145-4.

Figure 3 — Perform baudrate validation

8 © IS0 2016 - All rights reserved
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.3 External test equipment error detection provisions

Where the vehicle uses a CAN with a physical layer different from that specified for OBD/WWH-0OBD
(see Clause 12) or a non-CAN protocol on the CAN pins of the OBD/WWH-0OBD connector, the transmit
procedure specified in this part of ISO 15765 shall guarantee that in all cases, the external test
equipment will detect that the vehicle does not support CAN as specified for legislated OBD/WWH-0BD
and will stop the transmission of the request message immediately.

Where the vehicle uses CAN and the physical layer in accordance with Clause 12, the transmit procedure
given as follows shall guarantee that in all cases, the external test equipment will detect that it uses
the wrong baudrate for the transmission of the request message and will stop disturbing the CAN bus

imn
whyd
inte
ECU

To &

The
con
bee

6.3

6.3
The

n the external test equipment is disconnected), the external test equipment will-disa
rface prior to the situation where the internal error counters of the legislated OBD/
(s) reach critical values.

chieve this, the external test equipment shall implement the following provisions:
possibility to immediately stop sending during transmission of any CAN-frame;

— the CAN interface should be disconnected within 12 us frontreception of a bus f
signal. The maximum time for the disconnection is 100 ps;

— with the CAN interface disconnected, the external test'equipment shall not be able {
dominant bits on the CAN bus;

possibility to immediately detect any frame error onthe CAN bus.

second provision implies that the external test equipment cannot solely rely on the

h reached (refer to SO 11898-1 for further\details).
CAN identifier validation procedure

1 CAN identifier validation procedure OBD

OB
OB

The

response handling procedure shall be used to receive 11 bit CAN identifier response

-related ECUs are, detected, this procedure also builds the list of available ECUs on thg
-compliant vehigele,

froil legislated OBD ECU(s)-or to indicate that no response message has been received. If

response validation procedure shall be performed as defined in Figure 4, after the

identifier requeést message transmit procedure (see Figure 3) has succeeded (“OK”).

Lroller error handling since it will most likely:flag a frame error only after the “bus-off”

hediately. Under normal in-vehicle conditions (i.e. no error frames during in-vehicle comunication

le its CAN
WWH-0OBD

ame error

o transmit

usual CAN
state has

P messages
legislated
e legislated

[1 bit CAN

© ISO 2016 - All rights reserved
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Key

10

- Perform ISO 15031-5 OBD response validation \

[(1) Start P2can_ciient \ - ( Retransmit request J

timer k message

| |
| .
| |
| .
| |
! A i
_______________________ N
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| I for fur]ith functiol;lal l I negative I !
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|
| | L I
] | |
i | | | |
| I |
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' | L |
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i | | | response ? | |
| [
| | I | ]
| l ) l Iy
i N oy N I / |
| 1 |
il )
©) | worokx | ok

If the transmission of the previously transmitted request message was successful (“OK”), the external test
equipment shall start the P2CAN_Client (see ISO 15031-5) application timer and listen for the physical
response CAN identifiers as defined in 10.5.

If the external test equipment determines a P2¢can timeout and no response message has been started, then
the external test equipment has verified that 11 bit or 29 bit CAN identifiers (whichever was used in the
previously transmitted request message) are not used for legislated OBD communication. In addition, this
means that the external test equipment has determined that the vehicle supports CAN, using the specified
physical layer and the currently selected baudrate contained in the baudrateRecord parameter.
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The start of a response message can either be the reception of a FirstFrame or SingleFrame which uses one
of the specified legislated OBD 11 bit or 29 bit CAN identifiers (whichever was used in the former request
message). If at least one response message is started, then the external test equipment shall continue to
receive this previously started response message (only applies to multiple-frame response messages) and
shall accept further response messages, within P2¢aN client, Which use one of the specified 11 bit or 29 bit

physical response CAN identifiers (whichever was used in the former request message).

When all started response messages are completely received (positive and negative responses) and the
P2¢AN client application timer has elapsed, the external test equipment shall analyse whether negative

responses have been received.

If one or more of the received response messages are negative responses to the previously transmitted
request with response code 2174 (busyRepeatRequest), the external test equipment shall restart the response

6.3

A fuynctionally addressed service 2216 F81¢ 1016 (protocol identification) request using thg

WW
resj

validation procedure at step (1) after a minimum delay of 200 ms. If the negative response(s) appé
six subsequent sequences, the external test equipment shall assume that the vehicle is not complis
ISO 15031-5. This implies that a legislated OBD-compliant system shall provide a positive respons|
maximum of five retries.

Assuming that each negative response with NRC 2114 is received shortly before P2 elap§es, the tot]
available for the vehicle to correctly respond results in 1 250 ms.

If a legislated OBD ECU responds with any other negative response code or a legislated OBD ECU 1
with a response which cannot be interpreted according to ISO 15031-5, the external test equipme
assume that the vehicle is not compliant with ISO 15031-5 (“NOT OK”).

If no negative or invalid response was detected in accordance with step:(4), the external test equif
verified that the vehicle supports 11 bit or 29 bit CAN identifiers (whichever was used in the form
message) for legislated OBD communication. The external test equipment shall build a list of the d|

PIDs based on the received physical responses. This step finishes the initialization sequence and v
vehicle’s compliance with this part of ISO 15765.

If the support of 11 bit CAN identifiers for legislated QBD’communication cannot be verified, a fun
addressed request message with service 011¢ (read Supported PIDs) using the legislated OBD 29 |
functional request CAN identifier as defined in 10:5:3, shall be transmitted and the response validg
procedure shall be repeated as defined in Figure#4. If no support of 11 bit and 29 bit CAN identifie
for legislated OBD communication can be verified, the detection of WWH-0OBD-compliant ECUs sh
performed as specified in Figure 5.

Vehicle is compliant with this part ofJSO15765.

Figure 4 —Rerform ISO 15031-5 OBD response validation

2 CAN identifier.validation procedure WWH-OBD

/H-OBD 11 bit functional request CAN identifier, as defined in 10.5.2, shall be transmitt
bonse validation procedure shall be performed as defined in Figure 5.
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r Perform ISO 27145-3 WWH-OBD response validation |
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I | | | response ? | |
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|
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| N — ————— / |
| 1 |
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(6) NOTOK (7)| oK

If the transmission of the previous WWH-0BD request message (as defined in Figure 2) was successful, the
external test equipment shall start the P2¢aN client (See 1SO 27145-3) application timer and listen for the
physical response CAN identifiers as defined in 10.5.

If the external test equipment determines a P2¢can timeout, then no response message has been started and
the external test equipment has verified that 11 bit or 29 bit CAN identifiers (whichever was used in the
previously transmitted request message) are not used for legislated WWH-OBD communication.
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The start of a response message can either be the reception of a FirstFrame or SingleFrame which

uses one

of the specified legislated WWH-0OBD 11 bit or 29 bit CAN identifiers (whichever was used in the former
request message). If at least one response message is started, then the external test equipment shall continue
to receive this previously started response message (only applies to multiple-frame response messages) and

shall accept further response messages, within P2¢aN client, Which use one of the specified 11 bit o
physical response CAN identifiers (whichever was used in the former request message).

r 29 bit

When all started response messages are completely received (positive and negative responses) and the

P2¢AN client application timer has elapsed, the external test equipment shall analyse whether negative
responses have been received. If one or more of the received response messages are negative responses to
the previously transmitted request messages with response code 2116 (busyRepeatRequest), the external test

equipment shall restart the response validation procedure at step (1) after a minimum delay of 20

0 ms. If the

7

Thd
per
pre

Negative response(s) appear(s) on SiX subsequent sequences the external test equipment shall asy
the vehicle is not compliant with ISO 27145-3. This implies that a legislated WWH-0OBD-compliant
shall provide a positive response within a maximum of five retries.

Assuming that each negative response with NRC 2114 is received shortly before P2 elapses, the tot
available for the vehicle to correctly respond results in 1 250 ms.

If a legislated WWH-OBD ECU responds with any other negative response code ora‘legislated WW
ECU responds with a response which cannot be interpreted in accordance with I§0*27145-3, the |
equipment shall assume that the vehicle is not compliant with ISO 27145-3.

If no negative or invalid response was detected in accordance with step (4),the external test equif
verified that the vehicle supports 11 bit or 29 bit CAN identifiers (whichever was used in the form
message) for legislated WWH-OBD communication. The external test€quipment shall build a list g
detected legislated WWH-OBD-related ECUs which responded to.thé request message of service 2
and then read supported DIDs based on the received physical responses.

verified that the vehicle is ISO 27145-4 compliant.

If this list does not contain at least one WWH-0BD-compliant ECU, it shall be assumed that the velj
not support the CAN identifier used in the previously:\transmitted request.

0K”), a functionally addressed request message with service 221¢ (read supported PIDs) using thg
WWH-0BD 29 bit functional request CAN identifier as defined in 10.5.3 shall be transmitted. After
transmission of the request, the external test equipment shall repeat the response validation sequ
specified in Figure 5. If neither a 11 bitor a 29 bit CAN identifier can be verified as supported, it
assumed that the vehicle is not comipliant with ISO 27145 (“NOT OK”).

Vehicle is ISO 27145-4 compliant.

Figure 5 ~<Perform ISO 27145-3 WWH-0OBD response validation

Application layer

application layer is the seventh level of the seven-layer OSI model. It interfaces dire
forms ‘common application services for the application processes. It also issues requ
sentation layer.

ume that
system

hl time

H-OBD
kternal test

ment has
br request
fthe

P16 F81016

If the list contains at least one WWH-0BD-compliant ECU, the initialization sequence is finished and it is

icle does

If the support of 11 bit CAN identifiers for legislated WWH-OBD communication cannot be verified (“NOT

legislated
successful
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following:
legislated OBD: diagnostic services as defined in ISO 15031-5;
legislated WWH-0BD: diagnostic services as defined in ISO 27145-3.

A vehicle which complies with

defined in

— legislated OBD shall respond to ISO 15031-5 requests from the external test equipment, and

— legislated WWH-OBD shall respond to ISO 27145-3 requests from the external test equipment.

The external test equipment shall be capable of supporting a list of detected legislated
OBD/WWH-0BD-related ECUs (generated during the initialization sequence as defined in Clause 6).
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8 Session layer

[SO 14229

-2 defines the session layer service requirements.

All legislated OBD/WWH-0BD communication shall take place during the default diagnostic session.

There shall always be exactly one diagnostic session active in a legislated OBD-related ECU. A legislated
OBD/WWH-0BD ECU shall always start the default diagnostic session when powered up. If no other
diagnostic session is started, then the default diagnostic session shall run as long as the legislated
OBD/WWH-0BD ECU is powered.

A legislate
legislated

There is ng
the default
9 Trans

The requir
CAN FD is
UDS servid

10 Netw

10.1 Gen

The netwo
ECU(s) (frd
the restric

diagnostic session active.

jport protocol layer

ements of ISO 15765-2 are applicable for legislated OBD purposg€s-with the exception
not allowed. In addition, the FirstFrame escape sequence is only allowed when ISO 142}
es are used for legislated OBD.

prk layer

bral

[k layer of the external test equipment and the'legislated OBD/WWH-0BD-compliant veh
m the external test equipment point of view) shall be in accordance with ISO 15765-2
fions/additions given in 10.2 to 10.5.

10.2 Network layer parameters

10.2.1 Timing parameter values

Table 2 sp¢
the legisla
OBD/WWH

The listed
external t
OBD-comp
requireme
absolutely

14

pcifies the network layertiming parameters to be used by the external test equipment
ed OBD-compliant_vehicle (from the external test equipment point of view) for legislg
[-OBD communication.

performance-requirement values are the binding communication requirements for
st equipmént and the legislated OBD/WWH-0OBD ECU(s) considered as being legislz
iant. The“timeout values are defined to be higher than the values for the performd

cannot be met (owing to external conditions such as high bus load).

DBD/WWH-0BD in the default dlagnostlc session and under normal operatlng conditiohy.

for

need for any diagnostic service to be sent to the legislated OBD/WWH-0BD ECU(s) to Keep

that
9-1

icle
and

and
ted

the
ted
nce

hts dn/order to overcome communication conditions where the performance requirenfent
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Table 2 — Network layer timeout and performance requirement values

Parameter Timeout value Performance requirement value
N_As / N_Ar 25 ms —

N_Bs 75 ms —

N_Br — (N_Br + N_Ar) <25 ms

N_Cs — (N_Cs + N_As) <50 ms

N_Cr 150 ms —

NOTE

5765-2. Due

to application layer timing requirements, the following performance requirement for the transmissid
frame or the first frame of an ECU response message applies: P2¢caN, Ecu + N_As 4= P2¢AN_max-

10.

10.
Thd

val

Thip implies that the external test equipment shall use thesée values when transmitting F
frames, but will still need to support the transport protocol as defined in [SO 15765-2.

A detailed dpcr‘ripfinn of the network laver fiming parameter values can be found in ISOQ 1

p.2 Definition of Flow Control parameter values

2.2.1 Flow Control parameters

BlockSize (BS) and SeparationTime (STmin) parameter values are limited for the ex
eqL:Iilpment and the server/ECU. Despite limiting these values, both,shall be capable of adapting to any
id parameter in a FlowControl frame.

n of a single

ternal test

owControl

10.2.2.2 External test equipment
The external test equipment shall use the following network layer parameter values defined in Table 3
for |ts FlowControl frames sent in response tothe reception of a FirstFrame.
Table 3 — External test equipment Flow Control parameter values
Parameter Name Value Description
No FlowControl wait frames are allowed for legislated
OBD/WWH-0BD. The FlowControl frame sent by the extgrnal test
WaitFrame equipment following the FirstFrame of an ECU response message
NIWFTmax Transmis€ion 0 shall contain the FlowStatus (FS) set to 0 (ClearToSend), which
forces the ECU to start immediately after the reception of the
FlowControl frame with the transmission of the
ConsecutiveFrame(s).
A single FlowControl frame shall be transmitted by the ekternal
BS BlockSize 0 test equipment for the duration of a segmented message fransfer.
This unique FlowControl frame shall follow the First Fraine of an
ECU response message.
This value allows the ECU to send ConsecutiveFrames, following
STmln SCIJC[I at;UllT;lllC S thc F}U \AY CUlltl U} fl [29994w DCllt b)’ thc CAtCl ua} tCDt Cl.ibl;}.llllc t aS faSt

as possible.

If a reduced implementation of the ISO 15765-2 network layer is done in a legislated OBD/WWH-0OBD ECU, covering only
the above listed FlowControl frame parameter values (BS, STmin), then any FlowControl frame received during legislated
OBD/WWH-0BD communication and using different FlowControl frame parameter values as defined in this table, shall be
ignored by the receiving legislated OBD/WWH-OBD ECU (treated as an unknown network layer protocol data unit).

10.2.2.3 Legislated WWH-OBD server/ECU

The WWH-OBD server/ECU shall use the network layer parameter values defined in Table 4 for its
FlowControl frames sent in response to the reception of a FirstFrame.

© ISO 2016 - All rights reserved
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Table 4 — Legislated WWH-0BD server/ECU Flow Control parameter values

Parameter

Name Value Description

BS

The server/ECU shall select the best value to accommodate the
vehicle’s network and specifically gateway limitations. It is

as fast as possible.

EXAMPLE
BS parameter value should be set to 8 to ensure that the external
test equipment will not cause an overflow condition in the gate-

wav's
4

0016
BlockSize .
FF1¢

recommended that a value of zero be used to make the transmission

If an in-vehicle gateway can buffer eight messages, the

buffer.

STmin

This value allows the external test equipment to send
ConsecutiveFrames, following the FlowControl frame sentlby a
server/ ECU, as fast as supported by the WWH-0BD-compliant
vehicle’s network.

The receiving server/ECU shall transmit a valuéAfor STyj, which
can be handled by the vehicle’s network and gateway architectur
However, the server/ECU shall be capable.of receiving CAN framg
of the same transmission with an inter-frame time of zero
milliseconds.

SeparationTime

It must be ensured that vehicle netvorks and gateways can hand
a maximum inter-frame separation time of 5 ms for long data
transmissions to the server/ECU.

le

wn @

10.2.3 M4

10.2.3.1 I

The maxin
vehicle shz
receiving S
parallel.

10.2.3.2 1

Addresses
CAN identi
which resp
requests, i
timing per

The physic
be unique

Iximum number of legislated 0BD/WWH-0BD ECUs

egislated OBD/WWH-0OBD-related ECUs - with 11 bit CAN identifiers

ium number of legislated OBD/WWH:OBD-related ECUs with 11 bit CAN identifiers
1l not exceed eight. The network layer of the external test equipment shall be capabl
egmented data from eight legislated OBD/WWH-OBD ECUs with 11 bit CAN identifier]

egislated OBD/WWH-0BD-related ECUs with 29 bit CAN identifiers
in the ranges defined in Table 5 are available for legislated OBD/WWH-0BD ECUs with 2¢

ond to external\test equipment compliant to either ISO 15031-4/SAE, J1978 or ISO 2714
5 only limited by the available address ranges as defined in Table 5 and response mes§
formance (P2¢lient_ max) requirements.

al ECU diagnostic address (‘XX16') of an ECU embedded in the physical CAN identifiers s
oran ‘ECU in a given vehicle.

na

P of

S in

) bit

fiers. The maximum-humber of legislated OBD/WWH-0OBD ECUs with 29 bit CAN identifjers,

5-6
age

hall

Table 5 — Physical ECU diagnostic addresses/ranges for 29 bit CAN identifiers

Address (‘XX16’)/range

Description

0016 - 3216 Vehicle manufacturer reserved address range

3416 - EF16 Vehicle manufacturer reserved address range
NOTE The addresses/ranges defined in Table 5 may also be used for ECUs which are not subject to legislative
requirements.
16 © IS0 2016 - All rights reserved
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10.3 Addressing formats

10.3.1 Normal and fixed addressing format
For legislated OBD/WWH-0OBD communication, the following shall be used:
— only the normal addressing format (as defined in ISO 15765-2), in the case of 11 bit CAN identifiers;

— only the normal fixed addressing format (as defined in ISO 15765-2), in the case of 29 bit CAN
identifiers.

10.83.2 Functional addressing

Furctional addressed services require that the data content does not exceed the singlel/fram¢ limitation
as defined in ISO 15765-2.

Figlire 6 illustrates the functional request CAN identifier usage and related reSpeonse.

Functional Physical
request response
A ., N
r N7
Functional Physical
request CAN-ID request CAN-IB

External test

>
legislated CF CF
OBD ECU
Physical Physical Physical
response CAN- response CAN-  response CAN-
ID ID ID
Key:

CAN frame payload area indicating
the ISO 15765-2 frame type

& CAN ID field of CAN frame

Figure 6 — Functional request CAN identifier usage

10.8.3 _Rhysical addressing

Each - WWH-0OBD-related server/ECU shall be capable of receiving physically addressed messages
on the network layer up to the maximum supported message length as defined in ISO 27145-3. This
requirement does not apply to ISO 15031-5-related request messages.

The external test equipment shall be capable of transmitting physically addressed request messages on
the WWH-OBD-compliant network layer up to the maximum supported message length as defined in
[SO 27145-3.

NOTE This implies that all services as defined in Figure 7 can be transmitted as physical requests.
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Physical Physical
request response
A A
- N/ \
Physical Physical Physical
request CAN-ID request CAN-ID request CAN-ID

External test

equipment ﬁ CF | ﬁ CF |

\
-+

WWH-@BD
ECU FC SF
Physical Physical
response response
Key: CAN-ID CAN-ID
FF
CAN frame payload area indicating
the ISO 15765-2 frame type
» CAN ID field of CAN frame
Figure 7 — Physical request CAN identifier usage
10.4 CAN|identifier requirements

10.4.1 Ex

The extern
OBD comnj
OBD/WWH

10.4.2 Le

From the
legislated

— suppol
messa

— suppol

— accept

fernal test equipment

al test equipment shall support 11 bit. and 29 bit CAN identifiers for legislated OBD/W
unication, for which it shall only aceept CAN identifiers which fit into the defined legisld
[-OBD CAN identifier ranges for 12 bit or 29 bit CAN identifiers (see 10.5).

islated OBD/WWH-OBD server/ECU

external test equipment point of view, each legislated OBD/WWH-OBD ECU in a g
DBD/WWH-0BD-compliant vehicle shall

t either 11 bit'qr 29 bit CAN identifiers for legislated OBD/WWH-OBD request and respd
res;

t one pait’of physical request and response CAN identifiers in accordance with 10.5;

the functional request CAN identifier of the supported CAN identifier set (11 bit or 29

VH-
ted

ven

nse

bit,

see 10!

—ertepebonaaddresseddesishate L QR DN B OB D rogues restries

— accept the physical request CAN identifier associated with the physical response CAN identifier for
physically addressed FlowControl frames sent by the external test equipment (see 10.5);

— accept the physical request CAN identifier for physically addressed SingleFrames or FirstFrames
frames of the legislated OBD/WWH-OBD request messages sent by the external test equipment
(see 10.5).

18
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10.5 Mapping of diagnostic addresses

10.5.1 Legislated OBD/WWH-OBD CAN identifiers

The following subclauses specify the 11 bit and 29 bit CAN identifiers to be used for legislated
OBD/WWH-0OBD diagnostics. Both sets of CAN identifiers represent the mapping of diagnostic
addresses into CAN identifiers as follows. Table 6 defines the diagnostic addresses versus type of CAN
identifier, whether physical or functional. For 11 bit CAN identifiers, the mapping of the target address
(TA) and source address (SA) into a CAN identifier is implied. Table 7 specifies the 11 bit CAN identifiers
to be used for legislated OBD/WWH-0BD diagnostics.

Table 6 — Definition of diagnostic addresses versus type of CAN identifier

CAN identifier Target address Source address TA type Message
(TA) (SA) (TAtype) type
[Mtype)

Furctional Legislated OBD/WWH-0OBD External test equipment = F11¢{Hfunctional | dlagnostics
request system = 331¢
Physical . _ Legislated OBD/WWH<OBD physical d]agnostics
response External test equipment = Fl14 ECU = XX1¢
Physical Legislated OBD/WWH-0OBD External test equipment = F11¢ | physical d]agnostics
request ECU = XX16
XX1e ECU physical diagnostic address.
NOTE  For detailed descriptions of parameters TA, SA, TAtype and Mtype, see ISO 15765-2.

For|legislated OBD/WWH-OBD:

— |the functional request CAN identifier shall.bgjised for functionally addressed request megsages sent
by the external test equipment. This particular CAN identifier represents the TA 331¢|(legislated
OBD/WWH-0BD functional system) and’SA F11¢ (external test equipment);

— |the physical response CAN identifier shall be used for physically addressed respons¢ messages
sent by the legislated OBD/WWH-0OBD ECU(s). This particular CAN identifier represerjts TA Fl1¢
(external test equipment) and the physical diagnostic address (SA) of the ECU(s);

— |the physical request CAN-identifier shall be used for physically addressed request mefssages and
for all FlowControlframes sent by the external test equipment. This particular CAN identifier
represents the physical diagnostic address (TA) of the ECU and SA F11¢ (external test equipment).

The server identifier (physical diagnostic address) of a legislated OBD/WWH-0OBD ECU shal| be unique
to algiven legislated OBD/WWH-0OBD-compliant vehicle.

Theg CAN identifiers specified for legislated OBD/WWH-0OBD may also be used for enhanced gliagnostics
if this usage does not interfere with legislated OBD/WWH-0BD.

10.5: 211 bitCAN Tdemtifiers

Table 7 specifies the 11 bit CAN identifiers for legislated OBD/WWH-OBD, based on the defined mapping
of the diagnostic addresses.

© IS0 2016 - All rights reserved 19
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Table 7 — 11 bit legislated OBD/WWH-OBD CAN identifiers

CAN identifier Description
7DF16 CAN identifier for functionally addressed request messages sent by external test
equipment

7E016 Physical request CAN identifier from external test equipment to ECU #1
7E816 Physical response CAN identifier from ECU #1 to external test equipment
7E116 Physical request CAN identifier from external test equipment to ECU #2
7E916 Physical response CAN identifier from ECU #2 to external test equipment
7E3T6 Physicat Tequest CAN Tdemtifier fronT extermat test equipment to ECU#3
7EA16 Physical response CAN identifier from ECU #3 to external test equipment
7E316 Physical request CAN identifier from external test equipment to ECU #4
7EB16 Physical response CAN identifier ECU #4 to the external test equipment
7E416 Physical request CAN identifier from external test equipment to ECU #5
7EC16 Physical response CAN identifier from ECU #5 to external test equipment
7Eb16 Physical request CAN identifier from external test equipment to ECU #6
7ED16 Physical response CAN identifier from ECU #6 to external tést-equipment
7Eb16 Physical request CAN identifier from external test equipment to ECU #7
7EE16 Physical response CAN identifier from ECU #7 to extexnal test equipment
7ET16 Physical request CAN identifier from external test€quipment to ECU #8
7El16 Physical response CAN identifier from ECU #8\to external test equipment

While not refjuired for current implementations, itis strongly recommendéd (and may be required by applicable legislatjon)
that for futufe implementations, the following 11 bit CAN identifier assignments be used:

— 7E016/TE816 for ECM (engine control module);

— 7E116/TE916 for TCM (transmission control module).

10.5.3 29|bit CAN identifiers

Tables 8 alllcd 9 specify the 29 bit CAN identifiers for legislated OBD/WWH-0BD, based on the defined
the diagnostic addressessThe 29 bit CAN identifiers shall comply with the normal fixed
addressing format according to ISQ-15765-2, summarized in Table 8.

mapping o

Thble 8 — Summary-of 29 bit CAN identifier format — Normal fixed addressing

CANIID bit position 28..24 23..16 15..8 7..0
Functiona] CAN identifiér 1816 DB16 TA SA
Physical CAN identifier 1816 DA1e TA SA

Table 9 — 29 bit legislated OBD/WWH-OBD CAN identifiers

CAN identifier

Description

1816 DB16 3316 Fl16

Functional request CAN identifier from external test equipment to ECUs with #3314

1816 DA16 XX16 Fl16

Physical request CAN identifier from external test equipment to ECU #XX14

1816 DA16 F116 XX16

Physical response CAN identifier from ECU #XX16 to external test equipment

in SAE]J2178/1.

While not required for current implementations, it is strongly recommended (and may be required by applicable
legislation) that for future implementations, the physical ECU addresses be used in accordance with the assignments found

The physical ECU diagnostic address of an ECU (‘XX14') embedded in the physical CAN identifiers shall
be unique for a legislated OBD/WWH-OBD ECU in a given vehicle.
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ISO 15765-4:2016(E)

10.6 Support of ECUNAME reporting

Each legislated OBD-compliant server/ECU, which responds to external test equipment compliant to
either ISO 15031-4/SAE J1978 or I1SO 27145-6 requests, is required to support the InfoType “ECUNAME”
(see SAE J1979-DA). The mapping between a server/ECU address and the name (ECUNAME) of the
server/ECU shall be performed by the external test equipment. This requirement is intended to replace
the recommendation from Table 8 referencing SAE ]J2178.

11 Data link layer

resfrictions/additions. The external test equipment CAN controller shall be able to transmitand receive

Alliof ISO 11898-1 is applicable for legislated OBD/WWH-OBD purposes, with thel following
11 Bit and 29 bit CAN identifiers (see 10.2).

Theg CAN DLC (data length code) contained in every diagnostic CAN frame shall glways be s¢t to 8. The
unused data bytes of a CAN frame are undefined. Any diagnostic CAN frame witha DLC valye less than
8 shall be ignored by the receiving entity.

12 (Physical layer

12.1 General

The physical layer and physical signalling of the externalitest equipment shall be in accorflance with
[SO[11898-1 and ISO 11898-2, with the restrictions and‘additions as specified in 12.2 through 12.4.

12.2 External test equipment baudrates

The external test equipment shall support the‘legislated OBD/WWH-OBD baudrates. Thede can vary
bechpuse of legislation. Where the applicablélegislation does not specify baudrates, use

a) |250KkBit/s, or
b) |500 kBit/s.

12.3 External test equipmiént CAN bit timing

12.8.1 CAN bit timing parameter values

The specified CANVbit timing parameter values apply to the external test equipment. The legislated
OBI)/WWH-0BD=compliant vehicle may use different CAN bit timing parameter values to [achieve its
legislated O@BD/WWH-0BD-compliant baudrate, however, it shall be able to communicate with the
defined external test equipment.

The fallowing specifies the required CAN bit timing parameter settings for the external testlequipment
based on the timing parameter definitions given in ISO 11898-1. All requirements are specified for
operation at 250 kBit/s and 500 kBit/s. The bit timing is according to ISO 11898-1. The CAN controller
shall support the protocol specifications CAN 2.0A (standard format) and CAN 2.0B passive (29 bit ID
extended format) and shall be in accordance with ISO 11898-1.

For example, the enhanced protocol for higher clock tolerance shall be supported (e.g. tolerate 2 bit
message intermission) and extended frame messages shall not be disturbed unless bit errors are
detected.
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