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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governfmentar, I _Iaison with IS0, also take part I the WOrK. SO collaborates closely with] the
Internationgl Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internationgl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part2.
The main task of technical committees is to prepare International Standards. Draft International Standgards
adopted byl the technical committees are circulated to the member bodies for voting-, Publication ag an
Internationgl Standard requires approval by at least 75 % of the member bodies casting'a.vote.

Attention is|drawn to the possibility that some of the elements of this document miay be the subject of pgtent
rights. ISO ghall not be held responsible for identifying any or all such patent rights.

ISO 15765-4 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee S[C 3,
Electrical apd electronic equipment.

This secongl edition cancels and replaces the first edition (ISOA15765-4:2005), which has been technigally
revised.

ISO 15765 fonsists of the following parts, under the genefal titte Road vehicles — Diagnostic communication
over Contrdller Area Network (DoCAN):

— Part 1:|General information and use case definition
— Part 2:|Transport protocol and network layer services
—  Part 3:[Implementation of unified.diagnostic services (UDS on CAN)")

— Part 4:|Requirements for emissions-related systems

1) 1SO 15765-3 will be replaced by ISO 14229-3.

iv © 1S0O 2011 — All rights reserved
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Introduction

ISO 15765-4:2011(E)

This part of ISO 15765 has been established in order to define common requirements for vehicle diagnostic
systems implemented on a Controller Area Network (CAN) communication link, as specified in 1ISO 11898.
Although primarily intended for diagnostic systems, it also meets requirements from other CAN-based
systems needing a network layer protocol.

To

laygrs as shown in Table 1.

achieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference
accprdance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication systemg

Model, in
into seven

Table 1 — Enhanced and legislated OBD diagnostic specifications applicable to the OS| layers

Vehicle manufacturer

Legislated OBD

Legislated WWH-OBD

Applicability OS17 layers enhanced diagnostics (on-board diagnostics) (on-board diagnostics)
. ISO 14229-1
Application (layer 7) ' ISO 150315 ISO 27145-3, ISP 14229-1
Seven layers ISO 14229-3
agcording to ~ _
ISQ/IEC 7498-1 SO 15?;’5 3%,'083(1)-(155031 5 | Is0/PAS 27145-2, 4AE 1930-DA,
and Presentation (layer 6) Vehicle manufacturer SAE J1930-DA SAE J1979-DA, SAE J2012-DA,
ISQ/IEC 10731 v specific NSAE J1979-DA. SAE J1939 Appenflix C (SPN),
SAE J2012-DA. SAE J1939-73 Appéndix A (FMI)
Session (layer 5) 1ISO 14229-2 1ISO 1422p-2
Transport protocol
(layer 4) ISO 157662 ISO 15765-2, 'ISS% 11577%5";’
ISO 15765-4 5765-
Network (layer 3) ’
ISO 11898-2 ISO 27145-4
Data link (layer 2) IS® 11898-1 ISO 15765-4,
ISO 11898-1,
Physical (layer 1) User defined 1ISO 11898-2
Thel| application layer services’ covered by ISO 14229-3 have been defined in compliance with diagnostic
seryices established in 1ISO.14229-1 and ISO 15031-5, but are not limited to use only with them.
Thel transport protacel-and network layer services covered by this part of ISO 15765 have been dgfined to be
indgpendent of the-physical layer implemented, and a physical layer is only specified for legislated on-board

diad

For jothertapplication areas, ISO 15765 can be used with any CAN physical layer.

nostics (OBD).

© 1SO 2011 — All rights reserved
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INT

ERNATIONAL STANDARD

ISO 15765-4:2011(E)

Road vehicles — Diagnostic communication over Controller
Area Network (DoCAN) —

diagnostics
bection and

Part 4.

Requirements for emissions-related systems

1 [Scope

Thig part of 1ISO 15765 specifies requirements for controller area networks {(€AN) where ome or more
conjrollers comply with on-board diagnostics (OBD) or world-wide harmonized on-board
(WWH-0OBD) regulations. The network presumes the use of an external test equipment for ins

repair diagnostics, as defined by the regulations. The CAN network requirements for the vehi

extq

This
It d
con

This
conf
Plug
inte

rnal test equipment are based on the specifications of ISO 15765-2,~1SO 11898-1 and ISO 118

part of ISO 15765 places restrictions on those International Standards for the fulfilment of the
bes not specify in-vehicle CAN bus architecture, but seeks<to ensure that the vehicle's reg
munications comply with external test equipment requirements.

part of 1SO 15765 defines the requirementsfo~ successfully establish, maintain ang
munication with a vehicle that implements the “requirements of the OBD/WWH-OBD
-and-play communication capabilities among®vehicles and test equipment are defined to
roperation of external test equipment and vehicles. This part of ISO 15765 details all of th

requirements to achieve this goal.

Thisg
resu
sup

2

The)
refe

part of ISO 15765 is the entry peintfor DoOCAN (Diagnostic communication over CAN). Bz
Its of the initialization, the externaltest equipment determines which protocol and diagnostic s
pborted by the vehicle's emissions-felated system:

legislated OBD: ISO 15037 (all parts),

legislated WWH-OBD: ISO 27145 (all parts).

Normative references

following referenced documents are indispensable for the application of this document,
rences, only the edition cited applies. For undated references, the latest edition of the

doc

Cle and the
98-2.

regulations.
Llated CAN

terminate
regulations.
assure the
e OS| layer

sed on the
ervices are

For dated
referenced

iment (including any amendments) applies

ISO 11898-1, Road vehicles — Controller area network (CAN)— Part 1: Data link layer and physical
signalling

ISO 11898-2, Road vehicles — Controller area network (CAN) — Part 2: High-speed medium access unit

ISO 15031-3, Road vehicles — Communication between vehicle and external equipment for emissions-related
diagnostics — Part 3: Diagnostic connector and related electrical circuits, specification and use

ISO 15031-5, Road vehicles — Communication between vehicle and external equipment for emissions-related
diagnostics — Part 5: Emissions-related diagnostic services

© 1SO 2011 — All rights reserved
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ISO 15765-2, Road vehicles — Diagnostic communication over Controller Area Networks (DoCAN) — Part 2:
Transport protocol and network layer services

ISO 27145-3 2), Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics
(WWH-OBD) communication requirements — Part 3: Common message dictionary

ISO 27145-4 3), Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics

(WWH-0OBD) communication requirements — Part 4: Connection between vehicle and test equipment

3 Terms;-definitions-symbeols-and-abbreviated-terms

3.1 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 15765-2 apply.
3.2 Sympols
Symbol Definition Unit
Cac1, Caco capacitance of a.c. termination A
CcaN_H capacitance between CAN_H and ground potential R
Cean_ L capacitance between CAN_L and ground potential A
CpiFF capacitance between CAN_H and CAN_L R
Af oscillator tolerance Hg
IcABLE maximum cable length between OBD/WWH-OBP,connector and external test equipment oy
Prop_Seg propagation segment
Phase_Seg phase segment 1
Phase_Seg? |phase segment 2
Rac1, Raco resistance of a.c. termination (¢
Sync_Seg synchronization segment
BIT bit time ub
IBIT_RX receive bit time u$
IBIT_TX transmit bit time u$
{CABLE gxternal-test-equipment cable propagation delay (without external test equipment CAN ub
interface)delay)
tSEG1 timing segment 1 VI
tSEG2 timing segment 2 VI
tsgw resynchronization jump with us
ISYNCSEG synchronization segment us
f100L ggﬁgnglelt:st equipment CAN interface propagation delay (without external test equipment us
y)
tq time quantum us

2) To be published. (Revision of ISO/PAS 27145-3:2006)
3) To be published. (Revision of ISO/PAS 27145-4:2006)

© 1S0O 2011 — All rights reserved
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3.3 Abbreviated terms

ISO 15765-4:2011(E)

BS block size

CAN controller area networks

CF consecutive frame

DLC data length code

DoCAN diagnostic communication over CAN
ECU electronic control unit

ECM engine control module

FC flow control

FF first frame

FS flow status

OBD on-board diagnostics

SA source address

SF single frame

SJV| synchronization jump width

SP nominal sample point

TA target address

TCM transmission contrel module
WWH-OBD world-wide harmenized on-board diagnostics
4 |Conventions

ISO[15765 is based on the conventions specified in the OSI Service Conventions (ISO/IEC 107
they apply fof diagnostic services.

81:1994) as

© 1SO 2011 — All rights reserved
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5 Document overview

Figure 1 illustrates the most applicable application implementations utilizing the DoCAN protocol.

1SO 15765-1
DoCAN
General information and
use case definition
Enhaneed 'H-OBD Emissions
Diagnostics related OBD
/ \ 1ISO 14229-1 UDS 1ISO 15031-5
e . 1SO 14229-3 1SO 27145-3 oo
O$l Layer 7 Spemfl_catlon and _ UDSonCAN WWH-OBD I?mlssmr_\s-relat_ed
Application requirements gl diagnostic setvices
/- Vehicle | 1SO 27145-2 1ISO 15031-2, -5, 6
0$l Layer 6 Manufacturer WWH-OBD Emissions-related
Pr¢sentation specific OBD data definition
4 ) ISO 14229-2 UDS 1ISO 14229-2 UDS
O$l Layer 5 Sessiop layer 1 » Sessionlayer services
Bession services o
|
| Standardized Service Primitive Interface
|
1
CAN diagnostic communication protocol (DoCAN)
]
e \ ISO 27145-4 ISO 15765-4
WWH-OBD DoCAN
O$I Layer 4 18015765-2 DoCAN
Transport |
\ / Transport
p’g:;“' ISO 15765-2 ISO 15765-2
e N network | DoCAN DoCAN
0$1 Layer 3 layer services
etwork
/- \ 1SO 118981 CAN 1SO 11898-1 CAN ISO 11898-1 CAN
: D link | Data link |
0$l Layer 2 D:ta ‘Imll( I:clyerlali.nd | ::‘t: ;;:ysiag:Ir ;:13 ;;'I:ys?g:Ir
Qata Link physical signalling signalling signalling
/- 1SO 11898-3: CAN ISO-T898-2—CAN hsmgn 2: CAN IEE ;;;;n 2: CAN
LS, FT, i c High-speed igh-
. High-speed gh-spee High-speed
OSl Layer 1 medium-dependent mediug1 aczess unit medium access medium access
Physical Interface | unit unit

Figure 1 — Diagnostic communication over CAN document reference according to OSI model

© 1S0O 2011 — All rights reserved
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6

6.1

ISO 15765

External test equipment initialization sequence

General

-4:2011(E)

The external test equipment shall support the initialization sequence specified in this part of ISO 15765.
See Figure 2.

The purpose of the external test equipment initialization sequence is to automatically detect whether the
vehicle supports legislated OBD or WWH-OBD on CAN using the physical layer specified in Clause 12.

Eurt _the—imitiafizati ; . I . . F

ana

Onl
0x2
PID
sup

For
extq

ISO

The)
mul

a)
b)
NOT
The

(san
ont

ysing their responses to:

ISO 15031-5 service 0x01 0x00 (PID supported) requests, or

ISO 27145-3 service 0x22 0xF810 (DID protocol identification) request with a positive responsg.

P DID 0xF810 for protocol identification. Vehicles that respond only to the functional request s
0x00 support earlier OBD communication methods. Vehicles that do*not respond to either reg
port regulated OBD diagnostics under this part of ISO 15765. Subclalse 6.3 describes this pro

rnal test equipment has to update its list of expected responding legislated OBD/WWH-OBD
ny data parameter requests. For applicable services, see either ISO 15031-5 (for legislats
27145-3 (for legislated WWH-OBD).

external test equipment initialization sequence supports single baudrate initialization (e.g. 50(
iple baudrate initialization (e.g. 250 kBit/s and 500 kBit/s) and is separated into the following te

11 bit CAN identifier validation, and
29 bit CAN identifier validation.

E See 6.2.2.

external test equipment(injtialization sequence contains provisions for legacy vehicles using

he or different physical tayer as defined for legislated OBD/WWH-OBD) or a different protoco
he CAN pins of the IS©15031-3 diagnostic connector.

vehicles by

a)
-

vehicles that follow the WWH-OBD regimen will have ECUs that reply to'theé functional reqliest service

ervice 0x01
uest do not
cedure.

each legislated OBD/WWH-OBD service that requires the determination of “supported” infofmation, the

ECUs prior
d OBD) or

kBit/s) and
JEH

either CAN
(non-CAN)

© 1SO 2011 — All rights reserved
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( N\
Connect external test equipment to
OBD/WWH-OBD diagnostic
connector

\\ J/

Set first baudrate

Set baudrate of the CAN interface to

P N
Initialization sequence

baudrate of baudrateRecord

!

Perform baudrate validation
(11 bit CAN-ID, Service 0x01, PID 0x00)
Refer to Figure 3

‘OK

OK Perform ISO 15031-5 OBD response

validation (11 bit CAN-ID)
Refer to Figure 4

‘ NOT OK

(29 bit CAN-ID, Service 0x01, PID 0x00)

!

Perform I1ISO 15031-5 OBD response

[ Transmit ISO 15031-5 OBD request ]

OK

[ validation (29 bit CAN-ID)
L Refer to Figure 4

NOT OK

NOT OK | select next

Next
baudrate

baudrate

NO further
baudrate
available

Only if supported by

(11 bit CAN-ID, Service 0x22, DID 0xF810)

!

oK Perform ISO 27145-3 WWH-OBD
response validation (11 bit CAN-ID)
Refer to Figure 5

‘ NOT OK

[ Transmit |ISO.27145-3 WWH-OBD request ]

(29 bit CAN-ID, Service 0x22, DID 0xF810)

!

( \
OK Perform ISO 27145-3 WWH-OBD NOT OK

Transmit ISO 27145-3 WWH-OBD request ]

external test equipment

~

response validation (29 bit CAN-ID)
Refer to Figure 5

.

J

[

1ISO 15765-4
compliant

J

compliant

1ISO 27145-4 ] [Not 1SO 15765-4 compliant]

Not ISO 27145-4 compliant

Figure 2 — Initialization sequence overview

© 1S0O 2011 — All rights reserved
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Subclauses 6.2 and 6.3 describe the external test equipment initialization to determine baudrate and CAN
identifier (11 bit or 29 bit) for OBD (ISO 15031) and WWH-OBD (ISO 27145).

6.2 Baudrate validation procedure

6.2.1 BaudrateRecord

By default, the parameter “baudrateRecord” contains all baudrates specified in 12.3. The content of the
baudrateRecord can be superseded by any other list of baudrates, e.g. single 500 kBit/s baudrate as specified
in 12.3.3.

Thel baudrateRecord shall be used to specify the type of initialization to be performed. If the baudrateRecord
parameter contains a single baudrate, then a single-baudrate initialization sequence shall bé perfarmed using
the pecified single baudrate (e.g. 500 kBit/s). If the baudrateRecord parameter contains-multiplg baudrates,
then a multiple-baudrate initialization sequence shall be performed including a baudrate“detectiop procedure
as defined in Figure 4.

Figdre 3 shall be performed using the specified multiple baudrates (e.g. 250 kBit/s and 500 [kBit/s). For

legislated OBD/WWH-OBD baudrates, the external test equipment shall use the appropriate CAN bit timing
parameter values defined in 12.3.

6.2.2 Baudrate validation

If multiple baudrates are specified in the baudrateRecord parameter, the procedure as defined|in Figure 3
shall be used to determine the baudrate to be used in commuhication with the vehicle.

The| external test equipment shall set up its CANuinterface using the first baudrate contajned in the
baufrateRecord. It shall use the CAN bit timing parameter values defined for this baudrate (see 12{3).

© 1SO 2011 — All rights reserved 7
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O

[ Perform baudrate validation
(1) Transmit request message:

functional 11 bit request CAN identifier,

service 0x01, PID 0x00 as specified in

1ISO 15031-5
CH L ) @ )
| —t other 4—j f
| YES | | error | | |
| CAN error - ACK error? Lo I
| detected? | | | | |
| [ [ |
| [ [ |
| [ [ |
| [ [ |
| [ [ |
| [ [ |
| [ [ |
| [ [ - |
| | o N A | - (l'_:)|sconnect from |
| [ Imeout N_, || AN bus |
| Tx done? 1 (25 ms) elapsed? I & |- ResetCAN |
| [ 1Ol controller |
| [ [ |
| [ [ |
| [ [ |
| [ [ |
| — [ |
S N o Jo J

N\
(5) OK (6) NOT OK

1 Following the CAN interface set-up, the external test'equipment shall connect to the CAN bus and immediately
transmit p functionally addressed request message with service 0x01 (read supported PIDs) using the legislated
OBD/WWH-OBD 11 bit functional request CAN-identifier as defined in 10.5.2.

NOTE The immediate transmission _is.needed in order to activate the CAN error monitoring as specified fufther
down, sipce initializing the CAN controller at the wrong baudrate without transmitting any data can leave the CAN
controllef in a state of generating error frames on the CAN bus.

2 The extdrnal test equipment shall.check for any CAN error. If the request message is successfully transmitted ont;t the
CAN bug, the external test equipment shall indicate a successful transmission and proceed with the validation of the
CAN ideptifier as specified.in"6.3.

3 If an ackhowledge (ACK) check error is detected, then the external test equipment shall continue to retry the
transmispion of the reguest message until the 25 ms timeout (N_As) has elapsed.

If any otfer CAN error occurred, or an acknowledge check error still occurs after the 25 ms (N_As) timeout has

then the.external test equipment shall disconnect its CAN interface from the CAN bus.
with'sequence according to Figure 4.

mal’test equipment shall check whether mare baudrates are contained in the baudrateRecord If the end

pf

the baudrateRecord is not reached, the external test equipment shall set up its CAN interface using the next baudrate
in the baudrateRecord and restart the baudrate validation at step (1) in Figure 3. If no further baudrate is contained in
the baudrateRecord, it shall be assumed that the request was not transmitted successfully. This indicates that the
vehicle complies with neither this part of ISO 15765 nor ISO 27145-4.

4

elapsed,
5 Proceed
6 The extd
8

Figure 3 — Perform baudrate validation

© 1S0O 2011 — All rights reserved


https://standardsiso.com/api/?name=c2293706a6df2781be2cbf1213136b95

ISO 15765-4:2011(E)

6.2.3 External test equipment error detection provisions

Where the vehicle uses a CAN with a physical layer different from that specified for OBD/WWH-OBD (see

Clause 12) or a non-CAN protocol on the CAN pins of the OBD/WWH-OBD connector, the transmi

t procedure

specified in this part of ISO 15765 shall guarantee that in all cases, the external test equipment will detect that
the vehicle does not support CAN as specified for legislated OBD/WWH-OBD and will stop the transmission of

the request message immediately.

Where the vehicle uses CAN and the physical layer in accordance with Clause 12, the transmit procedure
given as follows shall guarantee that in all cases, the external test equipment will detect that it uses the wrong
baudrate for the transmission of the request message and will stop disturbing the CAN bus immediately.
Under normal in-vehicle conditions (i.e. no error frames during in-vehicle communication when {he external

test|lequipment is disconnected), the external test equipment will disable its CAN interface priof{o
whgre the internal error counters of the legislated OBD/WWH-OBD ECU(s) reach critical values.

To achieve this, the external test equipment shall implement the following provisions:
— |Possibility to immediately stop sending during transmission of any CAN frameé:

— the CAN interface should be disconnected within 12 ys from regeption of a bus frame
The maximum time for the disconnection is 100 ps;

— with the CAN interface disconnected, the external test-equipment shall not be able
dominant bits on the CAN bus;

— |Possibility to immediately detect any frame error on the*CAN bus.

Thel second provision implies that the external test eqlipment cannot solely rely on the usual CA

he situation

brror signal.

to transmit

N controller

errdr handling since it will most likely flag a frame errar only after the “bus-off” state has been reached (refer to

ISO[11898-1 for further details).
6.3| CAN identifier validation procedure

6.3.1 CAN identifier validation procedure OBD

Thel| response handling procedute shall be used to receive 11 bit CAN identifier response meg
legislated OBD ECU(s) or to'indicate that no response message has been received. If legislated (
ECUs are detected, this procedure also builds the list of available ECUs on the legislated OB
vehicle.

The| response validation procedure shall be performed as defined in Figure 4, after the 11 bit CA
requiest message-transmit procedure (see 6.2.2, Figure 3) has succeeded (“OK”).

sages from
DBD-related
D-compliant

AN identifier

© 1SO 2011 — All rights reserved
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O

4 A
Perform ISO 15031-5 OBD response validation
(1) Start P2, c"em] ( Retransmit request
timer - J L message
o |
| [ |
lvEs Ll N |
| P2 e - |
[ fmeout? i RECEIVE response(s) I
| . / |
| [ |
| [ |
| [ |
| [ |
| [ |
| [ |
I Response I I P2 an_ciient timeout NO I
| started? I and all started responses |
| | completed? |
| [ |
| [ [
| [ |
o o ]
N~
5) 4)
Busy
RepeatRequest Max. number
negative of retries
response? exceeded?

Build list with d_etected ECUs Any other

based on physical responses negative

for further f_unc_tlonal response?

communication
NO
YES Valid positive NO
response?
J L
.
(6) NOT OK (7) OK

10

Figure 4 (continued)
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A fu
111
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If the transmission of the previously transmitted request message was successful (“OK”), the external test equipment
shall start the P2caN client (S€€ 1SO 15031-5) application timer and listen for the physical response CAN identifiers as
defined in 10.5. B

If the external test equipment determines a P2¢an timeout and no response message has been started, then the
external test equipment has verified that 11 bit or 29 bit CAN identifiers (whichever was used in the previously
transmitted request message) are not used for legislated OBD communication. In addition, this means that the
external test equipment has determined that the vehicle supports CAN, using the specified physical layer and the
currently selected baudrate contained in the baudrateRecord parameter.

The start of a response message can either be the reception of a FirstFrame or SingleFrame which uses one of the
specified legislated OBD 11 bit or 29 bit CAN identifiers (whichever was used in the former request message). If at
least one response message is started, then the external test equipment shall continue to receive this previously

started response—message—{ fnnl\l opnluac o mulhr\la frame response maeeagne\ and-shall anr\anf further response

messages, within P2caN clients WhICh use one of the specmed 11 bit or 29 bit physical response CA
whichever was used in the former request message).

\When all started response messages are completely received (positive and negative responses) and the

received.

f one or more of the received response messages are negative responses to the preyiously transmitted
fesponse code 0x21 (busyRepeatRequest), the external test equipment shall yréstart the respon
procedure at step (1) after a minimum delay of 200 ms. If the negative response(s) appear(s) on six
sequences, the external test equipment shall assume that the vehicle is not compliant with ISO 15031-5

Assuming that each negative response with NRC 0x21 is received shortly(before P2 elapses, the total t
for the vehicle to correctly respond results in 1 250 ms.

f a legislated OBD ECU responds with any other negative response ‘eode or a legislated OBD ECU reg
Fesponse which cannot be interpreted according to 1ISO 15031-5, the external test equipment shall ass
vehicle is not compliant with ISO 15031-5 (“NOT OK?”).

f no negative or invalid response was detected in accordance with step (4), the external test equipmen|

egislated OBD communication. The external test equipment shall build a list of the detected legislated
FCUs which responded to the request message -of/service 0x01 and read supported PIDs based on
physical responses. This step finishes the initialization sequence and verifies the vehicle's compliance wi
SO 15765.

f the support of 11 bit CAN identifiers for Jegislated OBD communication cannot be verified, a functiona
Fequest message with service 0x01 (read-supported PIDs) using the legislated OBD 29 bit functional

n Figure 4. If no support of 11 bit.and 29 bit CAN identifiers for legislated OBD communication can be
Hetection of WWH-OBD-compliant-ECUs shall be performed as specified in Figure 5.
Vehicle is compliant with thig part of ISO 15765.

Figure 4 — Perform ISO 15031-5 OBD response validation

R CAN identifier validation procedure WWH-OBD

nctionally addressed service 0x22 0xF810 (protocol identification) request using the legislated
itfunctional request CAN identifier, as defined in 10.5.2, shall be transmitted and the respons

ppplication timer has elapsed, the external test equipment shall analyse whether negative| responseg

hat a legislated OBD-compliant system shall provide a positive response within:a maximum of five retrieq.

N identifiers

P2caN_client
have been

request with
e validation
subsequent
This implies

me available

ponds with a
Lme that the

has verified

hat the vehicle supports 11 bit or 29 bit CAN identifiers \(Whichever was used in the former request [nessage) for

OBD-related
the received
h this part of

ly addressed
request CAN

dentifier as defined in 10.5.3, shall be‘transmitted and the response validation procedure shall be repeatg¢d as defined

verified, the

WWH-OBD
e validation

h I} [Tl . ] (P [ I
prObUUUIU olldall U PTriurtticu ds UcTimncu it iguic J.
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Perform 1SO 27145-3 WWH-OBD response validation
(1) Start P2, c"em] ( Retransmit request
timer - J L message
(2 ‘i 3)
YES P2 ) ( )
timeouts ‘Kecelve TESPONSE(S )‘

P2 can ciient fimeout NO
and all started responses

completed?

Response
started?

—_—— - }—_

Build list of ECUs supporting Busy

DID 0xF810 based on RepeatReguest Max. number
i negative of retries
physical responses for further Ao

physical communication response?

Any other
negative
response?

At least one
WWH-OBD compliant

ECU detected?

b

Valid positive
response?

,______-______________________“
—_———

(6) NOT OK (7) OK

Figure 5 (continued)
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1  If the transmission of the previous WWH-OBD request message (as defined in Figure 2) was successful, the external
test equipment shall start the P2can ciient (S€€ 1SO 27145-3) application timer and listen for the physical response
CAN identifiers as defined in 10.5.

2 If the external test equipment determines a P2¢5N timeout then no response message has been started and the
external test equipment has verified that 11 bit or 29 bit CAN identifiers (whichever was used in the previously
transmitted request message) are not used for legislated WWH-OBD communication.

3 The start of a response message can either be the reception of a FirstFrame or SingleFrame which uses one of the
specified legislated WWH-OBD 11 bit or 29 bit CAN identifiers (whichever was used in the former request message).
If at least one response message is started, then the external test equipment shall continue to receive this previously
started response message (only applies to multiple-frame response messages) and shall accept further response
messages, within P2can client: Which use one of the specified 11 bit or 29 bit physical response CAN identifiers

whicheverwas-used-inthe former reauest messaas)
<t Io7

4 When all started response messages are completely received (positive and negative responses) and thg P2caN client
hpplication timer has elapsed, the external test equipment shall analyse whether negative respansep have been
Feceived. If one or more of the received response messages are negative responses to the previously transmitted
request messages with response code 0x21 (busyRepeatRequest), the external test equipmeéent shall restart the
Fesponse validation procedure at step (1) after a minimum delay of 200 ms. If the negativé/response(s) appear(s) on
5iX subsequent sequences the external test equipment shall assume that the veéhicle is not cgmpliant with
SO 27145-3. This implies that a legislated WWH-OBD-compliant system shall proyide a positive respgnse within a
maximum of five retries.

Assuming that each negative response with NRC 0x21 is received shortly before-P2 elapses, the total tjme available
for the vehicle to correctly respond results in 1 250 ms.

f a legislated WWH-OBD ECU responds with any other negative respofise code or a legislated WWH-OBD ECU
responds with a response which cannot be interpreted in accordance with ISO 27145-3, the external tept equipment
shall assume that the vehicle is not compliant with ISO 27145-3.

5 Jf no negative or invalid response was detected in accordance with*step (4), the external test equipmen} has verified
hat the vehicle supports 11 bit or 29 bit CAN identifiers (whichever was used in the former request [nessage) for
egislated WWH-OBD communication. The external test equipment shall build a list of the detectgd legislated
WWH-OBD-related ECUs which responded to the request message of service 0x22 0xF810 and then repd supported
PIDs based on the received physical responses.

f the list contains at least one WWH-OBD-complian ECU, the initialization sequence is finished and it ig verified that
he vehicle is ISO 27145-4-compliant.

f this list does not contain at least one WWHK-OBD-compliant ECU, it shall be assumed that the veh{cle does not
support the CAN identifier used in the previously transmitted request.

6 |f the support of 11 bit CAN identifiers for legislated WWH-OBD communication cannot be verified (“NOT OK”), a
functionally addressed request message with service 0x22 (read supported PIDs) using the legislateq WWH-OBD
P9 bit functional request CAN identifier as defined in 10.5.3 shall be transmitted. After successful transnpission of the
Fequest, the external test equipment shall repeat the response validation sequence as specified in Figu’r} 5. If neither
B 11 bit nor a 29 bit CAN idéntifier can be verified as supported, it shall be assumed that the vehicle is pot compliant
with 1ISO 27145 (“NOT OK?).

7 Mehicle is ISO 27145-4-compliant.

Figure 5 — Perform ISO 27145-3 WWH-OBD response validation
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7 Application layer

The application layer is the seventh level of the seven-layer OSI model. It interfaces directly to and performs
common application services for the application processes. It also issues requests to the presentation layer.

The application layer for the emissions-related diagnostic services shall be implemented as defined in:

legislated OBD: diagnostic services as defined in ISO 15031-5;

legislated WWH-OBD: diagnostic services as defined in ISO 27145-3.

A vehicle w

The exterpal test equipment shall be capable of supporting a list of\detected legisl
OBD/WWH}OBD-related ECUs (generated during the initialization sequence as defined in Clause 6).

8 Session layer

ISO 14229-P defines the session layer service requirements.

All legislateg OBD/WWH-OBD communication shall take place during the default diagnostic session.
There shalll always be exactly one diagnostic session active, in a legislated OBD-related ECU. A legisl
OBD/WWHIOBD ECU shall always start the default diagnostic session when powered up. If no g
diagnostic session is started, then the default diagnostic session shall run as long as the legisl
OBD/WWHLOBD ECU is powered.

A legislated OBD/WWH-OBD ECU shall be-capable of providing all diagnostic functionality defined

legislated G

There is no|
default diag

legislated OBD shall respond to ISO 15031-5 requests from the external test equipment;

legislated WWH-OBD shall respond to ISO 27145-3 requests from the external test equipmeént.

hich complies with:

BD/WWH-OBD in the default diagnostic session and under normal operating conditions.

need for any diagnostic service to be sent to the legislated OBD/WWH-OBD ECU(s) to keep
nostic session active.

9 Trangport protocol layer

The requirements of IS 15765-2 are applicable for legislated OBD and WWH-OBD purposes.

10 Network layer

hted

hted
ther
hted

for

the

10.1 General

The network layer of the external test equipment and the legislated OBD/WWH-OBD-compliant vehicle
ECU(s) (from the external test equipment point of view) shall be in accordance with 1ISO 15765-2 and the
restrictions/additions given in 10.2 to 10.5.

14
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10.2 Network layer parameters

10.2.1 Timing parameter values

Table 2 specifies the network layer timing parameters to be used by the external test equipment and the
legislated OBD-compliant vehicle (from the external test equipment point of view) for legislated
OBD/WWH-OBD communication.

The listed performance requirement values are the binding communication requirements for the external test
equipment and the legislated OBD/WWH-OBD ECU(s) considered as being legislated OBD-compliant. The
timeout—values are defined to be highnr than-the values for the pnr’fnrmnnr‘n rnqnirnmnnfe in order to
ovefcome communication conditions where the performance requirement absolutely cannot be'mgt (owing to
extgrnal conditions such as high bus load).

Table 2 — Network layer timeout and performance requirementvalues

Parameter Timeout value Performance requirement yalue
N_As/N_Ar 25 ms —
N _Bs 75 ms —
N_Br — (N_Br+ N_Ar) <25 ms
N_Cs — (N_Cs + N_As) <50 ms
N_Cr 150 ms —
NOTE A detailed description of the network layer fiming parameter values can be found in ISO 157p5-2. Due to

appljcation layer timing requirements, the following perfformance requirement for the transmission of a single|frame or the
first frame of an ECU response message applies: P2gan, cu + N_AS < P2caAN_max-

10.2.2 Definition of Flow Control parameter values

10.2.2.1 Flow Control parameters
Thel BlockSize (BS) and SeparationTime (ST,,;,) parameter values are limited for the external tesf equipment
and|the server/ECU. Despite limiting these values, both shall be capable of adapting to any valid garameter in
a FlpwControl frame.

Thig implies that the.external test equipment shall use these values when transmitting FlowContro| frames but
will till need totsupport the transport protocol as defined in ISO 15765-2.

10.2.2.2 External test equipment

Thelexternal test equipment shall use the following network laver parameter values defined in Tdble 3 for its
FlowControl frames sent in response to the reception of a FirstFrame.

© 1SO 2011 — All rights reserved 15


https://standardsiso.com/api/?name=c2293706a6df2781be2cbf1213136b95

ISO 15765-4:2011(E)

Table 3 — External test equipment Flow Control parameter values

Parameter Name Value Description
No FlowControl wait frames are allowed for legislated OBD/WWH-OBD. The
WaitFrame FlowControl frame sent by the external test equipment following the FirstFrame
N_WFT nax Transmission 0 of an ECU response message shall contain the FlowStatus (FS) set to 0
(ClearToSend), which forces the ECU to start immediately after the reception of
the FlowControl frame with the transmission of the ConsecutiveFrame(s).
A single FlowControl frame shall be transmitted by the external test equipment
BS BlockSize 0 for the duration of a segmented message transfer. This unique FlowControl
frame shall follow the First Frame of an FClU response message
ST SeparationTime 0 This value allows the ECU to send ConsecutiveFrames, following*|the
min P FlowControl frame sent by the external test equipment as fast as possible.
If a reduced implementation of the 1ISO 15765-2 network layer is done in a legislated OBD/WWH-OBD ECU, covering
only the abpve listed FlowControl frame parameter values (BS, ST,), then any FlowControl framé received dufing
legislated OBD/WWH-OBD communication and using different FlowControl frame parameter valuestas defined in |this
table, shall lbe ignored by the receiving legislated OBD/WWH-OBD ECU (treated as an unknowntnetwork layer protpcol
data unit).
10.2.2.3 LUegislated WWH-OBD server/ECU
The WWH{OBD server/ECU shall use the network layer parametér Values defined in Table 4 fof its
FlowContro] frames sent in response to the reception of a FirstFrame.
Table 4 — Legislated WWH-OBD server/[ECU.Flow Control parameter values
Parameter Name Value Description
The server/ECU,shall select the best value to accommodate the vehicle's netWork
and specifically._gateway limitations. It is recommended that a value of zerq be
0x00 | used to makethe transmission as fast as possible.
BS BlockSize .

OxFF [EXAMPLE If an in-vehicle gateway can buffer eight messages, the BS paramnjeter
valyé~should be set to eight to ensure that the external test equipment will not caus¢ an
qvetflow condition in the gateway's buffer.

This value allows the external test equipment to send ConsecutiveFranpes,

following the FlowControl frame sent by a server/ECU, as fast as supported by

the WWH-OBD-compliant vehicle's network.

The receiving server/ECU shall transmit a value for ST, which can be handgled
ST SeparationTime | 0.5 by the vehicle's network and gateway architecture. However, the server/BCU

min P "% | shall be capable of receiving CAN frames of the same transmission with an irter-

frame time of zero milliseconds.

It must be ensured that vehicle networks and gateways can handle a maxinjum

inter-frame separation time of 5ms for long data transmissions to |the

server/ECU.

10.2.3 Maximum number of legislated OBD/WWH-OBD ECUs

The maximum number of legislated OBD/WWH-OBD-related ECUs in a vehicle shall not exceed eight. The
network layer of the external test equipment shall be capable of receiving segmented data from eight
legislated OBD/WWH-OBD ECUs in parallel.

16

© 1S0O 2011 — All rights reserved


https://standardsiso.com/api/?name=c2293706a6df2781be2cbf1213136b95

ISO 15765-4:2011(E)

10.3 Addressing formats

10.3.1 Normal and fixed addressing format
For legislated OBD/WWH-OBD communication,

— only the normal addressing format (as defined in ISO 15765-2) — in the case of 11 bit CAN identifiers, —
or

— only the normal fixed addressing format (as defined in ISO 15765-2) — in the case of 29 bit CAN
identifiers

shall be used.

10.3.2 Functional addressing

Functional addressed services require that the data content does not exceed the Single frame ljmitation as
defiped in ISO 15765-2.

Figdre 6 illustrates the functional request CAN identifier usage and related reSponse.

Functional Physical
request response
A A
- N N
Functional Physical
request CAN-ID request CAN-ID

External test

equipment
OBD ECU CF_| CF_|

Physical Physical Physical
response response  response
CAN-ID CAN-ID CAN-ID

Key:

CAN frame payload area indicating
the ISO 15765-2 frame type

CAN-ID field of CAN frame

Figure 6 — Functional request CAN identifier usage

10.3.3 Physical addressing

Each WWH-OBD-related server/ECU shall be capable of receiving physically addressed messages on the
network layer up to the maximum supported message length as defined in ISO 27145-3. This requirement
does not apply to ISO 15031-5-related request messages.

The external test equipment shall be capable of transmitting physically addressed request messages on the
WWH-OBD-compliant network layer up to the maximum supported message length as defined in ISO 27145-3.

NOTE This implies that all services as defined in Figure 7 can be transmitted as physical requests.
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External test

Physical Physical
request response
Al A
4 N\ 7 N
Physical Physical Physical
request request request
CAN-ID CAN-ID CAN-ID

equipment ‘ CF_| ‘ CF_|

WH-QBD

10.4 CAN

10.4.1 External test equipment

The extern

communication, for which it shall only accept. CAN identifiers which fit into the defined legislated OBD/W

OBD CAN i

104.2 Leg

From the e
OBD/WWH

18

suppor|
messa

supporf 6ne pair of physical request and response CAN identifiers in accordance with 10.5;

F’
ECU = >
Physical Physical
response response
CAN-ID CAN-ID
Key:

CAN frame payload area indicating
the ISO 15765-2 frame type

CAN-ID field of CAN frame

Figure 7 — Physical request CAN identifier usage

identifier requirements

| test equipment shall support 14_bit and 29 bit CAN identifiers for legislated OBD/WWH-(

Hentifier ranges for 11 bit or,29:bit CAN identifiers (see 10.5).

islated OBD/WWH-OBD server/ECU

kternal test equipment point of view, each legislated OBD/WWH-OBD ECU in a given legisl
LOBD-compliant.vehicle shall:

either 41)bit or 29 bit CAN identifiers for legislated OBD/WWH-OBD request and respd
JES;

DBD
VH-

hted

nse

accept the functional request CAN identifier of the supported CAN identifier set (11 bit or 29 bit —

see 10

.5) for functionally addressed legislated OBD/WWH-OBD request messages;

accept the physical request CAN identifier associated with the physical response CAN identifier for
physically addressed FlowControl frames sent by the external test equipment (see 10.5);

accept the physical request CAN identifier for physically addressed SingleFrames or FirstFrames frames
of the legislated OBD/WWH-OBD request messages sent by the external test equipment (see 10.5).
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10.5 Mapping of diagnostic addresses

10.5.1 Legislated OBD/WWH-OBD CAN identifiers

The following subclauses specify the 11 bit and 29 bit CAN identifiers to be used for legislated OBD/WWH-
OBD diagnostics. Both sets of CAN identifiers represent the mapping of diagnostic addresses into CAN
identifiers as follows. Table 5 defines the diagnostic addresses versus type of CAN identifier, whether physical
or functional. For 11 bit CAN identifiers, the mapping of the target address (TA) and source address (SA) into
a CAN identifier is implied. Table 6 specifies the 11 bit CAN identifiers to be used for legislated OBD/WWH-
OBD diagnostics.

Table 5 — Definition of diagnostic addresses versus type of CAN identifier

ClAN identifier Target address Source address TAtype Megsage type
(TA) (SA) (TAtype) (Mtype)
Fur]ctional request | Legislated OBD/WWH-OBD External test equipment = OxF 1), | _functional dilagnostics

system = 0x33

Physical response External test equipment = OxF1 Legislatg%Sthg)\(/;/(\;(VH-OBD physical diagnostics

Physical request Legislated OBD/WWH-OBD External test equipment = OxF1 physical diggnostics
ECU = 0xXX

OxXX ECU physical diagnostic address

NOTE For detailed descriptions of parameters TA, SA, TAtype and Mtype, see ISO 15765-2.

For|egislated OBD/WWH-OBD:

— |the functional request CAN identifier shall-be used for functionally addressed request messapes sent by
the external test equipment; this particutar CAN identifier represents the TA 0x33 (legislated OBD/WWH-
OBD functional system) and SA OxF1*(external test equipment);

— |the physical response CAN identifier shall be used for physically addressed response messages sent by
the legislated OBD/WWH-OBD ECU(s); this particular CAN identifier represents TA OxF1 (gxternal test
equipment) and the physical diagnostic address (SA) of the ECU(s);

— |the physical request.CAN identifier shall be used for physically addressed request message$ and for all
FlowControl frames sent by the external test equipment; this particular CAN identifier represents the
physical diagnostic address (TA) of the ECU and SA OxF1 (external test equipment).

The| server identifier (physical diagnostic address) of a legislated OBD/WWH-OBD ECU shall be |unique to a
givgn legislated OBD/WWH-OBD-compliant vehicle.

The| CAN identifiers specified for legislated OBD/WWH-OBD may also be used for enhanced djagnostics if
this usage does not interfere with legisiated OBD/WWH-OBD.
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10.5.2 11 bit CAN identifiers

Table 6 specifies the 11 bit CAN identifiers for legislated OBD/WWH-OBD, based on the defined mapping of
the diagnostic addresses.

Table 6 — 11 bit legislated OBD/WWH-OBD CAN identifiers

CAN identifier Description
0x7DF CAN identifier for functionally addressed request messages sent by external test equipment
Ox7EO Physical request CAN identifier from external test equipment to ECU #1
OX7E8 Physical response CAN identifier from ECU #1 to external test equipment
Ox7E1 Physical request CAN identifier from external test equipment to ECU #2
OX7E9 Physical response CAN identifier from ECU #2 to external test equipment
Ox7E2 Physical request CAN identifier from external test equipment to ECU #3
OX7EA Physical response CAN identifier from ECU #3 to external test equipment
OX7E3 Physical request CAN identifier from external test equipment to, ECY #4
Ox7EB Physical response CAN identifier ECU #4 to the external test equipment
Ox7E4 Physical request CAN identifier from external test equipment to ECU #5
Ox7EC Physical response CAN identifier from ECU #5 to external test equipment
OX7E5 Physical request CAN identifier from external test equipment to ECU #6
Ox7ED Physical response CAN identifier from ECU #6 to external test equipment
Ox7E6 Physical request CAN identifier from extérnal test equipment to ECU #7
OX7EE Physical response CAN identifier from ECU #7 to external test equipment
OX7E7 Physical request CAN identifierfrom external test equipment to ECU #8
OX7EF Physical response CAN identifier from ECU #8 to external test equipment
While not required for current implementations; it is strongly recommended (and may be required by applicgble
legislation) that for future implementations/the following 11 bit CAN identifier assignments be used:
— Ox7EO0/px7ES8 for ECM (engine control module);
— Ox7E1/Px7E9 for TCM (transmiission control module).
10.5.3 29 Lit CAN identifiers
Table 7 anq Table 8 specify the 29 bit CAN identifiers for legislated OBD/WWH-OBD, based on the deffned
mapping of [theydiagnostic addresses. The 29 bit CAN identifiers shall comply with the normal fixed addresking

format according 1o IS0 1o/7/0690-Z, summarized In Table 7.

Table 7 — Summary of 29 bit CAN identifier format — Normal fixed addressing

CAN ID bit position 28 24 23 16 15 8 7 0
Functional CAN identifier 0x18 0xDB TA SA
Physical CAN identifier 0x18 OxDA TA SA
NOTE The CAN identifier values given in this table use the default value for the priority information in accordance with
1ISO 15765-2.
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Table 8 — 29 bit legislated OBD/WWH-OBD CAN identifiers

CAN identifier Description
0x18 DB 33 F1 Functional request CAN identifier from external test equipment to ECUs with #33
0x18 DA XX F1 Physical request CAN identifier from external test equipment to ECU #XX
0x18 DA F1 XX Physical response CAN identifier from ECU #XX to external test equipment

While not required for current implementations, it is strongly recommended (and may be required by applicable
legislation) that for future implementations, the physical ECU addresses be used in accordance with the assignments
found in SAE J2178/1.

The| maximum number of legislated OBD/WWH-OBD ECUs in a legislated OBD/WWH-OBD:compliant vehicle
shal|l not exceed eight. The physical ECU diagnostic address of an ECU ('0xXX') embédded in {he physical
CAN identifiers shall be unique for a legislated OBD/WWH-OBD ECU in a given vehicle:

11 |Data link layer
All [of 1SO 11898-1 is applicable for legislated OBD/WWH-OBD" purposes, with the following
restfictions/additions. The external test equipment CAN controller shall-be able to transmit and receive 11 bit
and|29 bit CAN identifiers (see 10.2).
The| CAN DLC (data length code) contained in every diagnostic CAN frame shall always be set tp eight. The

unuped data bytes of a CAN frame are undefined. Any diagnostic CAN frame with a DLC value lesfs than eight
shall be ignored by the receiving entity.

12 |Physical layer

12.1 General

Thel physical layer and physical, signalling of the external test equipment shall be in accofdance with
ISO[11898-1 and ISO 11898-2, with'the restrictions and additions as specified in 12.2 through 12.4.

12.2 External test equipment baudrates

Thel external test equipment shall support the legislated OBD/WWH-OBD baudrates. These can vary because
of lggislation. Where the applicable legislation does not specify baudrates, use:

a) |250 kBit/syor

b) |500 KBit/s.

12.3 External test equipment CAN bit timing

12.3.1 CAN bit timing parameter values

The specified CAN bit timing parameter values apply to the external test equipment. The legislated
OBD/WWH-OBD-compliant vehicle may use different CAN bit timing parameter values to achieve its
legislated OBD/WWH-OBD-compliant baudrate, however, it shall be able to communicate with the defined
external test equipment.

The following specifies the required CAN bit timing parameter settings for the external test equipment based

on the timing parameter definitions given in 1SO 11898-1. All requirements are specified for operation at
250 kBit/s and 500 kBit/s. The bit timing is according to ISO 11898-1. The CAN controller shall support the
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protocol specifications CAN 2.0A (standard format) and CAN 2.0B passive (29 bit ID extended format) and
shall be in accordance with ISO 11898-1.

For example, the enhanced protocol for higher clock tolerance shall be supported (e.g. tolerate 2 bit message
intermission) and extended frame messages shall not be disturbed unless bit errors are detected.

The CAN bit timing parameter values used in this part of ISO 15765 are based on equivalent terms in

ISO 11898-1:

— IsyncseG = Sync_Seg =1*1q,

— IsEGH = Prop_Seg + Phase_Seg1 = 1817 — 'SYNCSEG — 'SEG2>

— IsEg2 = Phase_Seg2,

— Igyw = resynchronization jump width,

— BT = tg (nominal bit time),

— 1q = time quantum,

— SP = nominal sample point position = (1 - iggg,/7gT) * 100 %.

Compliancg with the nominal bit time tolerance requirement given 4n“this part of 1ISO 15765 is dirgctly
dependent pn the CAN system clock tolerance of the external test equipment and the programmed nomingl bit
time value.|In a typical CAN controller, the nominal bit time valuekmust be an integer multiple of its sygtem
clock periods. When the programmable nominal bit time value is’set exactly to the required nominal bit fime
value, accuracy is only affected by the system clock tolerance; Otherwise, the accuracy is dependent ypon
both the dgviation of the programmed bit time value from.the nominal bit time value and the system dock
tolerance. The contributions from drift or ageing of the system clock source and from the inability to achjeve
the desired nominal bit time value are additive; the bit time tolerance specification must be met after

consideratiq

Figure 8 illu

n of both.

strates the partitioning of the CAN(bit\time.

Nominal bit time

Sync_Seg Prop_Seq Phase_Seg 1 Phase_Seg 2

FSYNCSEG ISEG 1 I'seg2

22

Nominal sample point (SP) position
in single data sampling mode

Figure 8 — Partitioning of CAN bit time
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