International

Standard
ISO 15765-2
Road vehicles — Diagnostic Fourth edition
communication over Controller 2024-04
Area Network (DoCAN) —
Part 2:
Transpprt protocol and network
layer services
Véhicules routiers — Communication de diagnostic sur:
gestionnaire fle réseau de communication (DoCAN)—
Partie 2: Progocole de transport et services de la couche réseau
Reference number
ISO 15765-2:2024(en) © 1SO 2024



https://standardsiso.com/api/?name=6c95e4ad77a4680933d0bd1b3c4fe9fe

ISO 15765-2:2024(en)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2024

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© IS0 2024 - All rights reserved
ii


https://www.iso.org
https://standardsiso.com/api/?name=6c95e4ad77a4680933d0bd1b3c4fe9fe

ISO 15765-2:2024(en)

Contents Page
FOT@WOIM. ... v
IIIETOMUICEION ... vi
1 SCOPI ...tk 1
2 Normative references
3 Terms and definitions
4 Symbols and abbreviated TEITIIS. ... 2
41 SYTNIDIOLS . 2
4.7 ADDTEVIATEM TETTILS ..ot e e 3
5 CANVENTIONS ... (o W 4
ISP 11898-1 CAN data link layer eXtensSion ...l bt v
6.] CAN CC and CAN FD frame feature comparison
6.2 Mapping of transport and network layer attributes to CAN data frames® ... 5
7 T_PData abstract service primitive interface definition ... 7, 7
7.1 B D = 7= T <) (T o< AU SO
7.2 T_Data interface........
7.3 Data type definitions
8 Tifansport and network layer services
8.1 L0Tc] 1<) =) OO 40 4SO
8.2 Transport and network layer abstract service priftitives ... o 9
8.2.1  DAA.T@Q it T i
8.2.2 Data.con....
8.2.3 Data_FF.ind..
8.2.4  Dataind...f
8.2.5 ChangeParameter.req
8.2.6  ChangeParameter.COM ...l it 11
8. Service data Unit SPeCIfiCation . S ..o e 12
8.3.1 Mtype, message type
8.3.2 Al address INfOrmation ...
8.3.3  SL NG e
8.3.4 <MessageData>:
8.3.5 <Parameter>
ST S 220 =0 0 0 U= (=) V£ U L0 U<
8.3.7  KRESUIED). e
8.3.8 <Result_ChangeParameter>
8.4 ASP T_Data'to TL_Data interface parameter Mapping ..o, 16
9 Transporttayer protocol
9.1 Pretocol functions ...
9.7 Single frame message transmission.........
9.3 Multiple frame message transmission
9.4 Tramsportayer ProtoCol Qata TS e
9.4.1  ProtocCOl data UNIT Y PES ...t
9.4.2 SFTL_PDU
0.4.3  FEF TL_PDU ..o
044 CF TL_PDU ..ot
9.4.5 FCTL_PDU..ci

9.4.6 TL_PDU field specification

9.5 Transmit data length (TX_DL) cONfigUIation. ...
9.5.1 Definition of TX_DL configuration Values........... e
9.5.2 Verifying the correctness of received CAN frames
9.5.3 Receiver determination RX DL ... seoeeeeeeeeeeee e
9.6 Protocol control information SPeCifiCation ...

© IS0 2024 - All rights reserved
iii


https://standardsiso.com/api/?name=6c95e4ad77a4680933d0bd1b3c4fe9fe

ISO 15765-2:2024(en)

0.6. 1 TL_PCL e 22
9.6.2 SingleFrame TL_PCI parameter definition ... 23
9.6.3 FirstFrame TL_PCI parameter definition
9.6.4 ConsecutiveFrame TL_PCI parameter definition
9.6.5 FlowControl TL_PCI parameter definition ...

9.7 Maximum number of FC.WAIT frame transmissions (Cty, wrTmax)
9.8  Transportlayer tiMing ...
0.8.1  TIIMNG PATAIMIETETS ..o
0.8.2  TransPOrt layer tIMEOULS ...
9.8.3 Unexpected arrival of TL_PDU
9.8.4 Wait frame error NandliNg. ...
9.9 Interleaving of messages
10 Ndtwork layer protocol ...
1011  Protocol data unit field specification
10.1.1 NL_PDU format ........cocccicis
10.1.2 Address information (NL_AT) .o e | e 37
10j2 Creating CAN frames based on NL_TAtype and TX_DL ...y Gt 37
1013  Mapping of the NL_PDU fields
10.3.1 AddresSing fOrMAtS. ... S s
10.3.2 Normal addreSSINg ... b e
10.3.3 Normal fixed addressing
10.3.4 Extended addressing...............
10.3.5 MiXed addIreSSINE. ... e
11 D3ta lINK Iayer USAZE ... gl Yoo
1111  Data link layer SErvice Parameters ... S
1112 Datalink layer interface services........
1113  CAN frame data length code (DLC).......
11.3.1 DLC parameter-....
11.3.2 CAN frame data
11.3.3 Data length code (DLC) error handling
Annex A [normative) Use of normal fixed and nrixed addressing according to SAE J1939-21.._|........... 43
Annex B [normative) RESEIrved CAN IDS i e 46
BIDLIOGIGPRY ..o e | 47

© IS0 2024 - All rights reserved
iv


https://standardsiso.com/api/?name=6c95e4ad77a4680933d0bd1b3c4fe9fe

ISO 15765-2:2024(en)

Foreword

ISO (the I

nternational Organization for Standardization) is a worldwide federation of national standards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee

has been

established has the right to be represented on that committee. International organizations,

governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1.In partlcular the different approval criteria needed for the dlfferent types

of ISO dogumen

ISO/IECD

[SO draw
patent(s).
rights in
patent(s)
this may
WWwWWw.iso.

les of the
irectives, Part 2 (see WWW.is0. org/dlrectlves)

5 attention to the possibility that the implementation of this document may involve-the|use of (a)
ISO takes no position concerning the evidence, validity or applicability of any claimged patent
respect thereof. As of the date of publication of this document, ISO had not ¥eceived ngtice of (a)
which may be required to implement this document. However, implemefiters are cautioned that
hot represent the latest information, which may be obtained from the patent database ayailable at
pbrg /patents. ISO shall not be held responsible for identifying any or allysuch patent righty.

Any trad{
constitutd

For an ex

related tp conformity assessment, as well as information about ISO's adherence to the Wo

Organizat

This docy
communid

This four
revised.

The main
— restr
— intro
— move
— clarif

Alistof a

e name used in this document is information given for the convenience of users and| does not
e an endorsement.

blanation of the voluntary nature of standards, the meaning of ISO specific terms and e

ion (WTO) principlesin the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.

ment was prepared by Technical Committee ISQ/TC 22, Road vehicles, Subcommittee SC 31, Data
ation.

th edition cancels and replaces the third ‘edition (ISO 15765-2:2016), which has been tg¢chnically

changes are as follows:

Ictured the document to achieve compatibility with OSI 7-layers model;
luced T_Data abstract seryice primitive interface to achieve compatibility with ISO 1422p-2;
d all transport layer protocol-related information to Clause 9;
ication and edjterial corrections.

| parts in the’ISO 15765 series can be found on the ISO website.

complete

isting of these bodies can be found at www.iso.org/members.html.

Any feed‘xfack of<questions on this document should be directed to the user’s national standards body. A
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Introduction

ISO 15765-2:2024(en)

The ISO 15765 series defines common requirements for vehicle diagnostic systems using the controller area

network (CAN), as specified in the ISO 11898 series.

The ISO 15765 series presumes the use of external test equipment for inspection, diagnostics, repair and

other possible use cases connected to the vehicle.

This document defines the requirements to enable the in-vehicle CAN network to successfully establish,
maintain and terminate communication with the devices externally connected to the diagnostic link
connector.

This docu
model, in
into seve
specified
documen

ment has been structured according to the open systems interconnection (O5l) basic
accordance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communicatio
1 layers. When mapped on this model, the OSI layer 4 and OSI layer 3 framewaork.req

systems

J:reference
irements

pr referenced in the [SO 15765 series are structured according to Figure 1, whichyshows the related
s of OSI layer 4 and OSI layer 3.

T_Data abstract service primitive (ASP) interface

Diagnostic communication over Controller Area Network (DoCAN)

0SI-4
Transport
Layer

0SI-3
Network
Layer

ISO 15765-2
DoCAN

Transport
protocol and
network layer
services

O

ISO 15765-4
DoCAN

Requirements
for emissions-
related systems

O

ISO 15765-5
DoCAN

Specification for
an in-vehicle
network
connected to the
diagnostic link
connector

O

Figure 1 — DoCAN:document reference according to the OSI model

S
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Road vehicles — Diagnostic communication over Controller
Area Network (DoCAN) —

Part 2

Transport protocol and network layer services

1 Scop

This docu
tailored t
specified

The diagy
abstract g

This docu

— enhal
non-e

—  emiss
— worlg
— endo
The trans

NOTE
implement

2 Normative references

The folloy
requirem
the latest

ISO/IEC 7

I1SO 11898-13, Road vehicles — Controller area network (CAN) — Part 1: Data link layer and physical

p meet the requirements of CAN-based vehicle network systems on controler area ne
in ISO 11898-1.

1ced vehicle diagnostics (emissions-related system diagnestics beyond legislated fun

e

ment specifies a transport and network layer protocol with transport and netwerk layefr services

fworks as

ostic communication over controller area network (DoCAN) protocol supports the stapdardized

ervice primitive interface as specified in [SO 14229-2 (UDS).

ment supports different application layer protocols such as:

missions-related system diagnostics);
ions-related on-board diagnostics (OBD) as specified in the ISO 15031 series and SAE J19
-wide harmonized on-board diagnostics (WWH-0BD) as specified in the ISO 27145 serig
flife activation of on-board pyrotechnic devices (the ISO 26021 series).

port protocol specifies an unconfirméd communication.

Ctionality,

79 series;

s; and

This document does not determine whether CAN CC, CAN FD or both are recommended or required to be

ed by other standards referencing this document.

ying documents arereferred to in the text in such a way that some or all of their content cpnstitutes
bnts of this doeument. For dated references, only the edition cited applies. For undated rgferences,

edition of the’referenced document (including any amendments) applies.

}98-1, Information technology — Open Systems Interconnection — Basic Reference Model: The Basic Model

3 Terms and definitions

signalling

For the purposes of this document, the terms and definitions given in ISO/IEC 7498-1, ISO 11898-1 and the

following

apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISOO0

nline browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

1) Third edition under preparation. Stage at the time of publication: ISO/FDIS 11898-1:—.
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31

CAN_DL

CAN frame data length

physical length of CAN frame data/payload (3.2) in bytes

Note 1 to entry: See Table 2.

3.2
payload
synonym for (CAN) data field as specified in ISO 11898-1

3.3

TX_DL
transmit|data link layer data length
parameter configuring the maximum usable payload (3.2) length in bytes of the data link/layer in the
transmitter for the application that implements the network layer

Note 1 to gntry: The TX_DL is a fixed configuration value on the sender side for the PDU transmission.

3.4

RX_DL

received|data link layer data length
parametefr retrieving the maximum usable payload (3.2) length in bytes of the data link layer in the receiver
for the application that implements the network layer

Note 1 to gntry: The RX_DL value is retrieved from the FirstFrame (FF) AN DL (3.1) of a segmented PDU gnd is used
to verify the correct data length of ConsecutiveFrames (CF).

4 Symbols and abbreviated terms

4.1 Symbols

CTL BUFFER OVFLW ComParam transpont [ayer buffer overflow

CrL_cFsN ComParam trafisport layer consecutive frame sequence number

Cry pLc ComParamtransport layer data length code

CrL_ERROR ComParam transport layer error

CrL FeFs ComParam transport layer flow control flow status

CrL_FcBs ComParam transport layer flow control block size

Cri_rers(drs) ComParam transport layer flow control flow status continue to send
Cri_rers(dveriv ComParam transport layer flow control flow status overflow

CrL_FCSTmin ComParam transport layer {1ow COntrol separation time minimuin

CTL_FCFS(WAIT) ComParam transport layer flow control flow status wait

CTL_INVALID_FS ComParam transport layer error invalid flow status

Cr1 ok ComParam transport layer ok

CTL_RX_ON ComParam transportlayer receiver error to indicate that the receiving entity did not

accept flow control parameter changes during this segmented message reception

CTL_TIMEOUT A ComParam transport layer timeout A sender and receiver

© IS0 2024 - All rights reserved
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CTL_TIMEOUT_BS
CTL_TIMEOUT_CF
CTL_UNEXP_PDU
CTL_WFT_OVRN
CTL_WFTmaX

CTL_WRONG_PARAMETER

ISO 15765-2:2024(en)

ComParam transport layer sender timeout B sender

ComParam transport layer receiver timeout C receiver

ComParam transport layer error unexpected protocol data unit

ComParam transport layer wait frame transmissions overrun

ComParam transport layer flow status wait frame transmissions maximum

ComParam transport layer error wrong parameter

CTL_WRONG=S
CTL_WRONG_VALUE
t
trL_Ar
tTL_As
tTL_Br
trL_Bs
trL_cr

t1_cs

4.2 Abbreviated terms

For the pyrposes of this document, the following abbreviated terms apply.

ComParam transportlayer error wrong segment number
ComParam transport layer error wrong value

time

timing parameter transport layer receiver timing value Ar
timing parameter transport layer sender timing value As
timing parameter transport layer receiver timing value Br
timing parameter transport layer sender tithing value Bs
timing parameter transport layer receiver timing value Cr

timing parameter transport layer sernder timing value Cs

AE address extension

Al address information

CAN controller area network

CAN CC CAN with static arbitration and data phase bit rate
CAN_DL CANframe data length

CANFD CAN with flexible data phase bit rate

CF consecutive frame

ChangePqrameter layer service name

ComParam communication parameter

CTS continue to send

Data. abstract service primitive service name
DoCAN diagnostic communication over CAN
ECU electronic control unit

FC flow control

© IS0 2024 - All rights reserved
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FF first frame

FF_DL first frame data length in bytes
FMI failure mode indicator

Mtype message type

N/A not applicable

PCI protocol control information
PClItype protocol control information type
PDU protocol data unit

SA source address

SDU service data unit

TA target address

TAtype target address type

NL network layer

OBD on-board diagnostics

OSI Open Systems Interconnection
PCI protocol control information

RTR remote transmission request
RX_DL received data link layer data length
SF single frame

SF_DL single framesdata length in bytes
SN sequence-number

SPN suspect parameter number
TX_DL transmit data link layer data length
UDS unified diagnostic services
WWH-OjD world-wide harmonized OBD

5 Conventions

This document is based on the conventions discussed in the OSI service conventions (ISO/IEC 10731) as they
apply for diagnostic services.

© IS0 2024 - All rights reserved
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6 IS0 11898-1 CAN data link layer extension

6.1 CAN

CC and CAN FD frame feature comparison

ISO 11898-1 specifies variable length CAN frames with a maximum payload size dependent on the protocol
device used. A CAN CC protocol device can transmit/receive frames with payload sizes ranging from 0 byte
to 8 byte per frame.

A CAN FD (flexible data rate) protocol device can transmit/receive frames with payload sizes from 0 byte to

64 byte. A CAN FD protocol device is also capable of transmitting/receiving CAN CC frames.

Therefore, the segmented transfer of data using FirstFrame (FF), FlowControl (FC) and ConsecutiveFrame

(CF) type[frames shattsupporta vartabte configurable paytoad tengtitwithout ciranging the origingl protocol
concept.
Table 1 oytlines the different features of the CAN frame types provided by ISO 11898-1.
Table 1 — CAN frame feature comparison
RefNo Feature CAN CC CAN FD
#1 Payload length 0 to 8 bytes: data length code (DLC) 0 to 8 Yes Yes
#2 Payload length 8 bytes: data length code (DLC) 9 to 152 Yes No
#3 Payload length 12 to 64 bytesP: data length code (DLC) 9 to 15 No Yes
#4 Different bit rates supported for the arbitration and data phaseg/of a No Yes
CAN frame
#5 Remote transmission request (RTR) Yes No
a2 For CAN CC, the DLC values 9 to 15 are automatically reduced to the&alue of 8 which leads to the maximum possilple CAN_DL
for CAN C(C
b CAN Fp does not support all payload lengths between 8 bytes and 64 bytes (e.g. a CAN FD frame with 10 meanjingful data
bytes requjres a payload length of 12 bytes); see Table 2.

6.2 Mapping of transport and network layer attributes to CAN data frames

Figure 2 shows the mapping of CAN parameters onto the data link layer addressing informationf NL_AI It
illustrates$ the validity and applicability.of transport/network layer parameters and the resulting yupport of
CAN CC versus CAN FD data link layer.

Figure 2 fescribes this for thé example of using either normal or normal fixed addressing. For

extended

addressinlg and mixed addfressing, the concept in general also applies but the mapping of the NL_AI
parametejr onto the CAN. frame differs.

© IS0 2024 - All rights reserved
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|

"1

- N
TX CAN CAN ID DLC
data frame subfield subfield 2, Y, D, 2 D.. | Dy D,
N\ Y )
Y
b NL_AI valid resulting CAN CAN
DLC value CAN_DL CC FD
TA, SA, TAtype TX DL<8 2t08 2to0 8 yes yes
TXDL>8 | 2to15 2 50.8’,,1“2’,16’ 2,0' no yes
27, 32,40, 07

Key

a2 DLC vplue results in a CAN_DL value (n), which is the physical length of a CAN frame data/payload; in tle receiver,
CAN_DL is used to determine the sender TX_DL value.

b The shown NL_AI mapping is an example for normal and normal fixed addressing only.
For 11-bit CAN identifiers, the mapping of the NL_Al target address (TA) and source address (SA) into a CAN identifier

is imglied.

Figure 2 — Illustration of transport and network layer attributes niapping to the CAN data frame
subfields

Table 2 sHows the data length code value between CAN CC and CAN FD.

Table 2 — CAN CC/CAN FD datalength comparison table

Data length code (DLC)

CAN CC data length (CAN:DL)

CAN FD data length (CAN_DL)

0 0 0
1 1 1
2 2 2
3 3 3
4 4 4
5 5 5
6 6 6
7 7 7
8 8 8
9 82 12
10 82 16
11 82 20
12 8a 24
13 8a 32
14 82 48
15 82 64

for CAN CC.

a  For CAN CC, the DLC values 9 to 15 are automatically reduced to the value of 8 which leads to the maximum possible CAN_DL

© IS0 2024 - All rights reserved
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7 T_Data abstract service primitive interface definition

7.1 T_Data services

The Open Systems Interconnection (OSI) defines abstract service primitives (ASP) as an implementation-
independent description of an interaction between a service user and a service provider. The abstract
service primitives are defined for a particular service transition.

The ASP interface defines the service and parameter mappings beween OSI layers.

Figure 3 shows the T _pata.req (request), T pData.ind (indication), T DatasoM.ind (indication), and T Data.
con (confirmation) service interface.

Sender

~

N + 1)-layer
ervice user)

~
o

SAP N-layer
(service
provider)

request

o——T Data.req—p-——-

service interface

Key
t tinfe

serjvice access point

redd back from N-layer service provider

7.2 T_Data interface

The ASP T pata interfac€e)is independent (abstraction) of the transport protocol used in the OSIH

Receiver 1 Qq/b‘

(service
provider)

Des

N-layer SAP | (N + 1):layer

indi t{bﬁd
I-& |

-—»e——T_DataSOM . ind—»

(service user)

service interface

connects fhe sessionlayer (0OSI-5) and the various transport layers (OSI-4).

The ASP 1 patadnterface shall support the services as specified in Table 3.

Table 3 — ASP r_pata interface

Figure 3 — T_Data.req, T-Data.ind, T_DataSOM.ind and T_Data.con service interfacg

4 layer. It

ASP

Description

T Data.req

This service is used by the T Data interface to request the transfer of a message.

T Data.ind

This service is used to signal to the T Data interface the completion of a message reception.

T DataSOM.ind

reception.

This service is used to signal to the T Data interface the beginning of a segmented message

T Data.con

This service confirms to the T_Data interface that the requested service has been carried
out (successfully or not).

© IS0 2024 - All rights reserved
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7.3 Data type definitions

This requ

irement specifies the data types of the abstract service primitive interface parameters.

The data types shall be in accordance to:

— Enum = 8-bit enumeration;

— Unsigned Byte = 8-bit unsigned numeric value;

— Unsigned Word = 16-bitunsigned numeric value;

— Unsigned Long = 32-bitunsigned numeric value;

— Byte [array = sequence of 8-bit aligned data;

— Word |array = sequence of 16-bit aligned data;

— Bit dtring = 8-bitbinary coded.

8 Transport and network layer services

8.1 General

In order to describe the functioning of the transport and network layér, it is necessary to conside

provided

All transp
of service

— aser
infor

— asery
uppe

— a Ser]

to higher layers and the internal operation of the transpgrtand network layer.

ortand network layer services have the same generalstructure. To define the services, th
primitive are specified:

7ice request primitive, used by higher communication layers or the application to pa
mation and data required to be transmitted.to the network layer;

rice indication primitive, used by the network layer to pass status information and receiv
' communication layers or the applieation;

vice confirmation primitive, used by the network layer to pass status information

communication layers or the application.

This serv
primitive

jce specification does not;specify an application programming interface but only a set
5 that are independentof any implementation.

All transport and network-layer services have the same general format. Service primitives are \

the form:

service 1

hame . type (

parameter A,
parameter B

[, parameter C, ...]

I services

ree types

Es control

pd data to

to higher

pf service

vritten in

)

where “service_name” is the name of the service, e.g. TL_/NL_Data, “type” indicates the type of service
primitive, and “parameter A, parameter B [,parameter C, ...]” are the TL_/NL_SDU as a list of values passed
by the service primitive. The square brackets indicate that this part of the parameter list is optional.

The service primitives define how a service user (e.g. diagnostic application) cooperates with a service
provider (e.g. network layer). The following service primitives are specified in this document: request,
indication and confirm.

— Using the service primitive request (service name.req), a service user requests a service from the
service provider.

© IS0 2024 - All rights reserved
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Using the service primitive indication (service name.ind), the service provider informs a service user about
an internal event of the network layer or the service request of a peer protocol layer entity service user.

With the service primitive confirm (service name.con), the service provider informs the service user
about the result of a preceding service request of the service user.

The service interface defines a set of services that are needed to access the functions offered by the transport
and network layer, i.e. transmission/reception of data and setting of protocol parameters.

Two types of service are defined:

a)

b)

communication services: these services, of which the following are defined, enable the transfer of up to
4 294 967 295 bytes of data:

iy

2)

3)
4)

protdcol parameter setting services: these services, of which-the following are defined, ¢
dynamic setting of protocol parameters:

(w)

bta.req: this service is used to request the transfer of data. If necessary, the netW
boments the data;

wn

Deta FF.ind: this service is used to indicate the beginning of a segmented message recept
upper layer;

Dita.ind: this service is used to provide received data to the higher layers;

Dita.con: this service confirms to the higher layers that the requested-service has been c
($uccessfully or not);

ork layer

ion to the

hrried out

nable the

1) changeParameter.req: this service is used to request'the dynamic setting of specifi¢ internal
plarameters;
2) changeParameter.con: this service confirms tothe upper layer that the request to change|a specific
pirotocol has completed (successfully or not).
8.2 Transport and network layer abstract service primitives
8.2.1 Djata.req
The servige primitive requests transmission of < Messagebata > with < Length > bytes from the sender to the
receiver fleer entities identified by the address information in sa, Ta, Tatype [and 2aE] (see 8.3 for garameter
definition).
Data.req (
Mbype
5a
TA
TAtype
[AE]
<MessageData>
<Length>

)

Each time the pata.reqg service is called, the transport and network layer shall indicate the completion (or
failure) of the message transmission to the service user by issuing a bata.con service call.

© IS0 2024 - All rights reserved
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8.2.2 Data.con

The pata.con service is issued by the transport and network layer. The service primitive confirms the
completion of a pata.req service identified by the address information in sa, T2, Tatype [and aE]. The
parameter < Result > provides the status of the service request (see 8.3 for parameter definition).

Data.con (

Mtype
SA

TA
TAtype

(Al

<Result>
)

8.2.3 Dlata_FF.ind

The pata |FF.ind service is issued by the transport and network layer. The service‘primitive indicgtes to the
adjacent ypper layer the arrival of a FirstFrame (FF) of a segmented messagereceived from a peef protocol
entity, iddntified by the address information in sa, Ta, Tatype [and aE] (see 8.840r parameter definifion). This
indication shall take place upon receipt of the FF of a segmented message!

Data FF|ind (

Mtype
SA

TA
TAtype

[AE]
<Length>)

The pata |[FF.ind service shall always be followed by a pata.ind service call from the transport angl network
layer, indjcating the completion (or failure)'ef message reception.

A pata_ F¥.ind service call shall only be issued by the transport and network layer if a correct Fff message
segment has been received.

If the trahsport and network layer detect any type of error in an FF, then the message is ignored by the
transportand network layerafrd no pata FF.ind is issued to the adjacent upper layer.

If the trapsport and netWwork layer receive an FF with a data length value (FF_DL) that is greatef than the
issued to

; ; primitive
indicates < Result > events and delivers < MessageData > with < Length > bytes received from a peer protocol
entity identified by the address information in sz, Ta, Tatype [and 2E] to the adjacent upper layer (see 8.3 for
parameter definition).

The parameters < MessageData > and < Length > are valid only if < Result > equals OK.
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Data.ind (

The pata

completidn (or failure) of a segmented message reception.

If the tra

transporfand network layer and no pata. ind is issued to the adjacent upper layer.

825 C

The servi
entity. Th

A paramsdter change is always possible, except after reception of the\FF (pata FFr.ind) and until
reception

ChangeP

This is an

82.6 C

The serv

identified,

ChangeP

Mtype

SA

TA

TAtype

[AE]
<MessageData>
<Length>
<Result>

)

ind service call is issued after reception of a SingleFrame (SF) message or as an indicat

hsport and network layer detect any type of error in an SF, then the messagelis ignor

hangeParameter.req

E < Parameter Value >is assigned to the < parameter > (see 8.3 for parameter definition)

of the corresponding message (pata. ind).
rameter.req (

Mtype
SA
TA
TAtype
[AE]
<ParametebkX>

<Parameter Value>

)
optional service that.can’be replaced by fixed parameter values.

hangeParametef.con

ce primitive.confirms completion of a changeParameter.con service applying to a
by the address information in sa, Ta, Tatype [and 2E] (see 8.3 for parameter definition).

rameter.con (

Mtype

ion of the

ed by the

ce primitive is used to request the change of an internal parametér’s value on the local protocol

he end of

message

SA
TA
TAtype
[AE]
<Parameter>

<Result ChangeParameter>
)
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8.3 Service data unit specification

8.3.1 Mtype, message type

Type: enumeration

Range: diagnostics, remote diagnostics

Description: the parameter Mtype is used to identify the type and range of address information parameters
included in a service call. This document specifies a range of two values for this parameter. The intention
is that users of this document can extend the range of values by specifying other types and combinations
of address information parameters to be used with the transport and network layer protocol specified in

this docu
specified

ameter is

£ 10 L. L £ odd 13a-f£, 43 | £, £l N4
IICIIL. T'UI CTdUIl SUUIT TITVV Aausc Ul AUUITSS TIIIVULIIIIdAdUIVUILL, d TICVV VdIiut 1IUlL UIIv l'lL_y PC }qu

to identify the new address information.

Requirenyents:

— IfMtype = diagnostics, then the address information (1) shall consist of the parameters sa, Taa

— If Mtype = remote diagnostics, then the address information (a1) shall consistof the paramet]
TAtyde and AE.

8.3.2 A], address information

8.3.2.1

Al description

These parameters refer to addressing information. As a whole;the Al parameters are used to id

source ad

dress (s2), the target address (T2) of message senderstand recipients, as well as the commn]

model for{the message (Tatype) and the optional address extéension (ae).

8.3.2.2

Type: 8 bifts

SA, source address

Range: 0(;4 to FF4

Descripti

8.3.2.3

Type: 8 bilts

n: the sa parameter is used to encode the sending network layer protocol entity.

TA, target address

Range: 0(;4 to FF¢

Descripti
function

8.3.2.4

n: the Taparameter is used to encode one or multiple (depending on the Tatype: ph
1) receiving network layer protocol entities.

nd TAtype.

ers SA, T3,

entify the
unication

fysical Or

TAtype, target address type

Type: enumeration

Range: se

e Table 4

Description: the parameter Tatype is an extension to the TA parameter. It is used to encode the
communication model used by the communicating peer entities of the transport and network layer. The

following

requirements are supported:

— the transport and network layer protocol is capable of carrying out parallel transmission of different
messages that are not mapped onto the same NT_AT;
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— error handling for unexpected PDUs only pertains to messages with the same Al:

— CAN CC frames will not cause a CAN FD message to be terminated and vice-versa;

— this explicitly prevents mixing CAN FD/CAN CC frame types in a single message.

Table 4 specifies the allowed combinations of Tatype communication models.

Table 4 — Allowed combinations of TAtype communication models

TAtype Physical/Functional addressing <Format>
TAtype #1 Physical? .
— - - CAN base format (CAN CC, 11-bit)

TAtype #3 Fomctiomat
TAtype #3 Physical? )

- CAN FD base format (CAN FD, 11-bit)
TAtype #4 FunctionalP
TAtype #] Physical? )

- CAN extended format (CAN CC, 29-bit)
TAtype #¢ Functionalb
TAtype #] Physical?

- CAN FD extended format (CAN FD,»29-bit)
TAtype #8 Functionalb

a  Physichl addressing (1 to 1 communication) is supported for all types of network layex messages.

b Functipnal addressing (1 to n communication) shall only be supported for SingleFranie transmission.
Figure 4 shows an example of an enhanced diagnostic tool CAN CC request for normal addressing (TAtype #2).
Enhanced diagnostic tool | F1 |[ XX, || TAtype #2 | | ECU |
P LsallTA ] [ TAype 1 |y
NL_AI 1S0
janzoq | |l [Asa | [aTa | [aragpe ||| | = b aa [ asa | [ara | [ arawpe || 200
J | |
| |
| |
| |
1S0
vazzod | |51 [ssa ] [sa ] [smape ] | | sar [ssa ] [sa | [ sTanpe | f|}450.
| |
| |
| |
1S0 ' ! 1S0
azp9-4 | | LAt [TLsa | [1Lma | [ rirape ||| | ran [risa ] [rura [ mmagpe | o s
| |
I |
| |
1SO ! ! 1SO
157654 | |NL-AT[Nisa | [NLTA | [ N dpe | | ! NL_AT[NLsA | [nuTa | | NLTAgpe | | [ D )
| |
+ e e | +
50 — Lo, | [ cave | — 150
11898- | <identifiep>. | | <format> | B | CAN controller i | ] | <identifier> | | <format> | 1898-1
CAN CC frame mode
Figure 4|— Example of enhanced diagnostic tool CAN CC request for normal addressing (TAtype #2)
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Enhanced diagnostic tool | [FL, |[ XX, ][ TAtype #4 | | ECU |
! [sa [ TA] [ Tagpe || 4
a2 | A1 [Asa ] [ama ] [aragpe || l — l i aar [asa ] [ara] [amawee || |00,
[}
! |
I
1412539-2 S_Al | 5.5A | | S.TA | | S_TAtype | i | [s.ar | 5.54 | | S.TA | | S_TAtype | 141255)9-2
| I
! |
14125209_3 TAL | TLsA| [TLTA] | TL TAYPE | i i TAL | TLSA| |TLTA| | TL TAYPE | 14125;)9_3
| I
! |
1517525_W NL_AI| NLsA | [NLTA| [ NL TAtype ||| i NL_AI| NL.SA| [ NLTA| | NL TAtype | 51;525_2
+ e __ : f
o | 7oF, || canep | — o
11898-1 | <identifier> | | <format> | ™ CAN controller in ™ | <identifier> | | <forrpae | 11898-1
| CAN FD frame mode |

Figure 5|— Example of enhanced diagnostic tool CAN FD request for normal addressing (TAtype #4)

8.3.2.5 [AE, network address extension
Type: 8 bifts
Range: 0(;4 to FF4

Descriptipn: the NL_AE parameter is used to extend the available address range for large networks and
to encodq both sending and receiving network layer entities of sub-networks other than the local network
where th¢ communication takes place. NL_AE is only part of the addressing information if Mtypg is set to
remote dipgnostics.

8.3.3 <Length>
Type: 32 bits
Range: 0400 0001, to FFFF FFFF g

Descriptipn: this parameter includes the length of data to be transmitted/received.

8.3.4 <MessageData>
Type: string of bytes
Range: ndt applicable

Descriptipn:this parameter includes all data that the higher-layer entities exchange.

8.3.5 <Parameter>

Type: enumeration

Range: Cry, pestmin Cr1._reBs

Description: these parameters identify parameters of the transport layer.

8.3.6 <Parameter_Value>

Type: 8 bits
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Range: 00,4 to FF¢

Description: this parameter is assigned to a protocol parameter <parameter> as indicated in 9.6.5.3 and
9.6.5.4.

8.3.7

<Result>

Type: enumeration

Range: CTL_BUFFER_OVFLW' CTL_ERROR' CTL_INVALID_FS' CTL_OK' CTL_TIMEOUT_A' CTL_TIMEOUT_BS' CTL_TIMEOUT_Cr’ CTL_

UNEXP_PDU’
Description: this parameter contains the status relating to the outcome of a service execution.
more errgrs are discovered at the same time, then the transport and network layer entities shg

paramete

CTL_B

This

Flow
trans
parar
canb

CTL_E

This
netw
the s¢

CTL_IP
This Y
inaF
CTL_O
This

servi
CTL_T

This
TIMEO

tTL_TIMEOUT. Bs

This
Bs It

CTL_WRONG_SN' CTL_WFT_OVRN

r value found first in this list when indicating the error to the higher layers.

UFFER_OVFLW
value is issued to the service user upon receipt of a FlowContpolD(FC) TL_}
btatus = OVFLW. It indicates that the buffer on the receiver side, 6fya segmented

heter in the FirstFrame and therefore, the transmission of the segmented message was g
e issued to the service user on the sender side only.
RROR

s the general error value. It is issued to the service user<when an error has been detect
brk layer and no other parameter value can be used to'beétter describe the error. It can b
rvice user on both the sender and receiver sides.

VALID_FS

lowControl (FC) NL_PDU; it can be issu€d to the service user on the sender side only.

K
value means that the service ‘execution has been completed successfully; it can be is
Ce user on both the sender and receiver sides.
MEOUT_A

yalue is issued to th®protocol user when the timer ty, ,./ty| s has passed its time-out

yalue is-isSued to the service user when the timer tg; g, has passed its time-out value ty
fanbeissued to the service user on the sender side only.

If two or
11 use the

DU with
message

mission cannot store the number of bytes specified by the FirstFrame DataLength (FF_DL)

borted. It

ed by the
issued to

Falue is issued to the service user when an.invalid or unknown FlowStatus value has been received

sued to a

yalue Cpp,

UT Asmax/ CTL TIMEOQUT Armax 1t €Can be issued to service users on both the sender and receiver sides.

._TIMEOUT_

trL I

EOUT_Cr

This value is issued to the service user when the timer ty; (. has passed its time-out value t1 tiMeouT
¢ it can be issued to the service user on the receiver side only.

CTL_UNEXP_PDU

This value is issued to the service user upon receipt of an unexpected protocol data unit; it can be issued
to the service user on the receiver side only.
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CTL_WFT_OVRN

This value is issued to the service user when the receiver has transmitted Cr wprmayx FlowControl TL_
PDUs with FlowStatus = WAIT in a row and following this, it cannot meet the performance requirement
for the transmission of a FlowControl TL_PDU with FlowStatus = CTS. It can be issued to the service
user on the receiver side only.

CTL_WRONG_SN

This value is issued to the service user upon receipt of an unexpected SequenceNumber (PCI.SN) value;
it can be issued to the service user on the receiver side only.

8.3.8 <Dncnlf_{'hangnparamnfnr>

Type: en
Range: (]
Descripti

Cr o
This

servi
CrLr
This Y
mess
Crw
This
<Pard
Crw
This Y

<Parg

8.4 ASP T_Data to TL_Data interface parameter mapping

The trang
by the T 1
of the und

The trang
interface

eration

L_OK’ CTL_RX_ON' CTL_WRONG_PARAMETER' CTL_WRONG_VALUE

n: this parameter contains the status relating to the outcome of a service,execution.

K

value means that the service execution has been completed successfully; it can be i
Ce user on both the sender and receiver sides.

X_ON

ralue is issued to the service user to indicate that the sexvice did not execute since recepf
hge identified by <a1> was taking place; it can be issued’to the service user on the receiver

RONG_PARAMETER

alue is issued to the service user to indicatethat the service did not execute due to an
meter>; it can be issued to a service user.on both the receiver and sender sides.

RONG_VALUE

meter Value>; it can be issuéd to a service user on both the receiver and sender sides.

port layer ASP intetface specifies a set of services that are needed to access the functio
ata interface, i-€-fransmission/reception of data parameters. The T_pata interface is inc
erlying tranSpott layer protocol used in the OSI-4 layer.

port layep protocol shall support the mapping of the ASP T pata parameters to th
hs specified in Table 5.

sued to a

ion of the
side only.

Iindefined

Falue is issued to the service user-to indicate that the service did not execute due to an ouf-of-range

s offered
ependent

P TL Data
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Table 5 — ASP T_Data to TL_Data interface parameter mapping

T_Data TL_Data .req | .ind | .con Description
T Mtype TL_Mtype X X X packet transport protocol type
T_AI[TAtype] TL_AI[TAtype] X X X address information [target address type]
T_AI[SA] TL_AI[SA] X X X address information [source address]
T_AI[TA] TL_AI[TA] X X X address information [target address] to be
added to PDUif T AI[TAtype] = DiagExtAddr
T AI[AE] TL_AI[AE] X X X address information [address ex-
tension] to be added to PDU if T_
AT [TAtype] = RDiagMixAddr
T_PDU_Lepgth TL_PDU_Length X X - T PDU Length =length of A PDU
T_Data TL_Data X X - TL Data field of the TL PDU
T Result TL Result - X X result
Key
X  suppqrted
— notsupported
9 Transport layer protocol
9.1 Prqtocol functions
This docyment specifies an unconfirmed transport layer commutnication protocol for the exchange of data

between petwork nodes, e.g. from ECU to ECU, or between external test equipment and an ECU. If t

be transfq
The trans

— trans|

— repoiting of transmission/reception conipletion (or failure).

9.2 Sin|

Figure 6 dhows an example of an iinsegmented message transmission.

rred does not fit into a single CAN frame, a segméntation method is provided.
port layer protocol performs the following functions:

mission/reception of messages up to 4,294 967 295 (232 - 1) data bytes;

gle frame message transmission

Sender Receiver

SingleFrame (SF TL_PDU)

he data to

Key

t time

Figure 6 — Example of an unsegmented message

9.3 Multiple frame message transmission

Transmission of longer messages is performed by segmenting the message and transmitting multiple
TL_PDUs. Reception of longer messages is performed by receiving multiple TL_PDUs and reassembling of
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received data bytes (concatenation). The multiple TL_PDUs are called FirstFrame (for the first TL_PDU of
the message) and ConsecutiveFrame (for all the following TL_PDUs).

The receiver of a segmented TL_PDU message has the possibility of adapting the transmission throughout to
its capability by means of the FlowControl mechanism, using the FlowControl protocol data units (FC TL_PDU).

Messages that are larger than the maximum SF_DL allowed by the used TX_DL are segmented into:

— a FirstFrame protocol data unit (FF TL_PDU), containing the first set of data bytes; and

— one or more ConsecutiveFrame protocol data units (CF TL_PDU), each containing consecutive sets of
data bytes. The last (or only) CF TL_PDU contains the last set of data bytes.

The mess - . -
the sendef to help the receiver reassemble them in the same order.

Figure 7 dhows an example of a segmented message transmission.

Sender

—_—
FirstFrame (FF TL_PDU)

FlowControl frame (FC TL_PDU)

—_—
ConsecutiveFrame (CF TL_PDU)

—_—
ConsecutiveFrame (CF TL_PDU)

—_
ConsecutiveFrame (CF TL_PDU)

ElowControl frame (FC TL_PDU)

.

— (-
ConsecutiveFrame (CF TL_PDU)
— 0
ConsecutiveFrame (CF TL_PDU)
t v
Key
t time

o

Receiver

I S

I——
I——

T
—

Figure 7 — Example of a segmented message

mber) by

The FlowControl FC TL_PDU is used to adjust the sending behaviour of the sender to the transport layer

capabilities of the receiver.
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9.4 Transport layer protocol data units

9.4.1 Protocol data unit types

The communication between the peer protocol entities of the transport layer in different nodes is done by
means of exchanging TL_PDUs.

This document specifies four different types of transportlayer protocol data units, SingleFrame (SF TL_PDU),
FirstFrame (FF TL_PDU), ConsecutiveFrame (CF TL_PDU) and FlowControl (FC TL_PDU), which are used
to establish a communication path between the peer transport layer entities, to exchange communication
parameters, to transmit user data and to release communication resources.

9.4.2 SFTL_PDU

The SF TL_PDU is identified by the SingleFrame protocol control information (SF TL_PCI)~Fhe SF TL_PDU
shall be sent out by the sending network entity and can be received by one or multiplermeceiving network
entities. If shall be sent out to transfer a service data unit that can be transferred via a single servi¢e request
to the netjwork layer and to transfer unsegmented messages.

9.4.3 FFTL_PDU

The FF TL_PDU is identified by the FirstFrame protocol control information (FF TL_PCI). The FF TL_PDU
shall be spnt out by the sending network entity and received by a uniqtié receiving network entity for the
duration pf the segmented message transmission. It identifies the-first TL_PDU of a segmented message
transmitted by a network sending entity. The receiving networld layer entity shall start assembling the
segmente(d message on receipt of an FF TL_PDU.

9.4.4 CFTL_PDU

The CF TL_PDU is identified by the ConsecutiveFrame protocol control information (CF TL_PCI). The CF TL_
PDU transfers data segments (TL_Data) of the service data unit message data (<Messagebata>). Al] TL_PDUs
transmittled by the sending entity after the FF TL.PDU shall be encoded as CF TL_PDUs. The receiving entity
shall pasq the assembled message to the seryice user of the network receiving entity after the lgst CF TL_
PDU has been received. The CF TL_PDU shall be sent out by the sending network entity and rec¢ived by a
unique regeiving network entity for the duration of the segmented message transmission.

9.4.5 FCTL_PDU

The FC TL_PDU is identified by the FlowControl protocol control information (FC TL_PCI). The FC TL_PDU
instructsfa sending network entity to start, stop or resume transmission of CF TL_PDUs. It shall be sent by
the receiying network layer entity to the sending network layer entity, when ready to receive more data,

b) theldst GF TL_PDU of a block of ConsecutiveFrames, if further ConsecutiveFrames need to be $ent.

'R ' F during a
segmented message transmlss1on or to abort the transmlssmn of a segmented message if the length
information (FF_DL) in the FF TL_PDU transmitted by the sending entity exceeds the buffer size of the
receiving entity.

9.4.6 TL_PDU field specification

9.4.6.1 TL_PDU format

The protocol data unit (TL_PDU) enables the transfer of data between the network layer in one node and the
network layer in one or more other nodes (peer protocol entities). All TL_PDUs consist of two fields, as given
in Table 6.
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Table 6 — TL_PDU format

Protocol control information Data field

TL_PCI A_PDU

9.4.6.2 Protocol control information (TL_PCI)

The TL_PCI field identifies the type of TL_PDUs exchanged. It is also used to exchange other control
parameters between the communicating transport layer entities.

NOTE

For a detailed specification of all TL_PCI parameters, see 9.6.

9.4.6.3

The A_PD[U in the TL_PDU is used to transmit the service user data received in the <Messagepata> |
| Data.req service call. The <MessageData>, if needed, is segmented into smallerparts th
._PDU data field before they are transmitted over the network.

in the TL|
into the T}

The size d

9.5 Trd

Data field (A_PDU)

f data field depends on the TL_PDU type and the value of TX_DL.

nsmit data length (TX_DL) configuration

9.5.1 Diefinition of TX_DL configuration values

The trans
for the ap
defined a
definition
data lengt

Table 7 dg

mit data length (TX_DL) configures the maximum usable”payload length of the data
plication that implements the transport layer as specified in this document. The TX_D[L value is
5 the real payload length in bytes to provide simple‘calculations and sanity checks for t
s for TL_PCI types specified in 9.6. The valid TX \DE*values are derived from the payload
h code (DLC) values from 8 to 15 (see ISO 11898+1).

scribes valid transmit data length (TX_DL) values.

Table 7 — Definitien of TX_DL configuration values

arameter
ht each fit

link layer

he length
length for

TX_DI Description

<8 Invalid
This range of values js'invalid.

=8 Configured CAN frame maximum payload length of 8 byte
For the use withISO 11898-1 CAN CC type frames and CAN FD type frames:
— Valid DLC-value range: 2 to 8;
— Valid«CAN_DL value range: 2 to 8.

>8 Configured CAN frame maximum payload length greater than 8 byte

For-thie use with ISO 11898-1 CAN FD type frames only:
—¢ Valid DLC value range: 2 to 15;
— Valid CAN_DL value range: 2 to 8, 12, 16, 20, 24, 32, 48, 64;

— Valid TX_DL value range: 12, 16, 20, 24, 32, 48, 64;
— CAN_DL < TX_DL.

9.5.2 Verifying the correctness of received CAN frames

Due to the fact that the TX_DL configuration of the sending node is not known by the receiver, the receiving
node shall always adapt to the TX_DL settings of the sender.

The locally configured TL_TAtype allows checking the received CAN frame type (CAN CC/CAN FD) and is
used to ignore wrong TL_TAtype frames. Once the TL_TAtype is correct, the different TL_PCltype values can
be checked and assumptions on the RX_DL (the transmitters TX_DL) can be made.
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Figure 8 shows how to process incoming CAN frames.

( Receive CAN frame )

NL_AI
matches the local
configuration of
CAN (FD)

Yes

not the correct CAN frame type |

No i

TL_PCltype is the
high nibble of TL_PCI

Ignore frame

[._PCltype = 1
(FF)

N

e

[L_PCltype = 2
(CF)

No

[L_PCltype =3
(FO)

Ignore frame

a CAN_DL shallbe correct if the value matches RX_DL for all CF TL_PDUs except for the last (or only) CF TL_P
(or onfly).CE TL_PDU shall pass this checkif CAN_DLis less or equal than RX_DLand the requirements in 9.6 .4

l Yes

Check for valid SF_DL and
process Single Frame (SF)

byte #1 i
et | CANDL>8 |
e N\ 4-bit
CAN ITdIIIC .
fLPCltype =0 Yes payload length No b Stg_;?f IZ?A]/urfill)Ele
(SF) CAN_DL<8 y

equals zetro

RX_DL:=

max (8, CAN_DL)
Valid RX_DL values: 8,
12,16, 20, 24, 32, 48, 64

Yes

12-bit

FF_DL value in.
byte #1 and byte #2

equalszero

Gét-8-bit SF_DL valu
from byte #2.
Message data start offs

t+1

Get 32-bit FF_DL value
byte #3 (MSB) to byte
Message data start offs

rom
6.
t +4

Check for valid FF_DL and
process First Frame (FF)

Yes

CAN_DL
correct for the
determined
RX_DL

a

Ignore ff|

Process Consecul
Frame (CF)

five

Frame

Process Flow Control (FC)

RX_DI. comes from the FF TL_PDU and is fixed for this TL_PDU reception process.

DU; the last
|.2 are met;

9.5.3

Figure 8 — Verifying received CAN frames

Receiver determination RX_DL

To determine the RX_DL from a received FF TL_PDU, the payload length in bytes (CAN_DL) is used.

NOTE

For CAN_DL values less than 8 bytes, the RX_DL value is invalid.
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— For CAN_DL values equal to 8 bytes, the RX_DL value shall be 8.

— For CAN_DL values greater than 8 bytes, the RX_DL value equals the CAN_DL value.

Table 8 specifies the received CAN_DL to RX_DL mapping table.

9.6 Prc

9.6.1 T

Each TL_PDU is identified by means of a TL_PCI. See Table 9 and-Table 10.

Table 9 sy

Table 8 — Received CAN_DL to RX_DL mapping table

. PCI

Received CAN_DL RX_DL
Oto7 invalid

8 8

12 12

16 16

20 20

24 24

32 32

48 48

64 64

tocol control information specification

ecifies the TL_PCltype bit values.

Table 9 — Definition-of TL_PCItype bit values

TL_PCI blyte #1 -
bits 7 ko 4 Description
0009, SingleFrame (SF TL_PDU)

(0,4) For unsegmented messages with CAN_DL < 8, the message length is embedded in lower hibble of
the only PCI byte (byte#1). For unsegmented messages with CAN_DL > 8, the SingleFrame escape
sequence shall beised where the lower nibble of the first PCI byte (byte #1) is set to OOE'OZ and
the message length/is embedded in the second PCI byte (byte #2). SingleFrame (SF) shalll be used
to support thé tvansmission of messages that can fit in a single CAN frame.

0001, FirstFrame. (FF TL_PDU)

(114 A FirstErame (FF) shall only be used to support the transmission of messages that canngt fit in
a single’CAN frame, i.e. segmented messages. On receipt of a FirstFrame (FF), the receiving net-
work layer entity shall start assembling the segmented message.
= For segmented messages with a message length < 4 095, the lower nibble of the firdt PCI byte

(byte #1) and the second PCI byte (byte #2) includes the message length.
FUI D\,Slll\,llt\,d ul\,ooas\,o \A4 ;th da ul\,ooas\, }\.«llsth 4 C{J\S, thb r;l OtFl allic \ID\IGP‘I Sequence
shall be used where the lower nibble of the first PCI byte (byte #1) is set to 0000, and the
second PCI byte (byte #2) is set to zero. The message length is embedded in the following four
PCI bytes (byte #3 to byte #6, MSB first).

0010, ConsecutiveFrame (CF TL_PDU)

(216) When sending segmented data, all consecutive frames following the FF are encoded as Consecu-

tiveFrame (CF). On receipt of a ConsecutiveFrame (CF), the receiving network layer entity shall
assemble the received data bytes until the whole message is received. The receiving entity shall
pass the assembled message to the adjacent upper protocol layer after the last frame of the mes-
sage has been received without error.
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Table 9 (continued)

TL_PCI byte #1 N
bits 7 to 4 Description
0011, FlowControl (FC TL_PDU)

(316) The purpose of FlowControl (FC) is to regulate the rate at which CF TL_PDUs are sent to the
receiver. Three distinct types of FlowControl (FC) protocol control information are specified to
support this function. The type is indicated by a field of the protocol control information called
FlowStatus (FS), as specified in 9.6.5.1.

4,6toFig Reserved
This range of values is reserved by this document.

Table 10 ghows a summary of TL_PCI bytes.

Table 10 — Summary of TL_PCI bytes

TL_PCI bytes
TL_PDU name Byte #1
. . Byte #2 Byte #3 Byte#4 | Byte #5 | [Byte #6
Bits7to4 | Bits3to 0
SingleFrame (SF) . . \)_ . .
(CAN DL k8) 0000, SF_DL . \%
SingleFrame (SF) . Q)] . . .
(CAN DL} 8)2 0000, 0000, SF_DL (\<<
. 4
FirstFrame (FF) Q
(8 < FE_DI, < 4 095) 0001, FE_DL RN B B —
FirstFrame (FF)
(4 095 < FF_DL 0001, 0000, 0000 0000, FF_DL
<4294 947 295)P
ConsecutiyveFrame (CF) 0010, CrL_cFrsN ’\\@1‘ = = = =
FlowContfol (FC) 0011, Cry,_Fcs Crirees | Cri_FcsTmin N/A N/A N/A
a2 Messages with CAN_DL > 8 shall use an escape segiience where the lower nibble of byte #1 is set to 0 (invalid lgngth). This
indicates t¢ the transport layer that the value of SF DL.s determined based on the next byte in the frame (byte #2). A CAN_DL is
specified t¢ be greater than 8, this definition is onlyyalid for CAN FD type frames.
b Messages larger than 4 095 bytes shall use an escape sequence where the lower nibble of byte #1 and all bits in byte #2 are
setto 0 (inyalid length). This indicates to thetransportlayer that the value of FF_DL is determined based on the next 32 bits in the
frame (bytp #3 is the MSB and byte #6 the.LSB).
NOTE Byte numbers with.dash lines are not utilized for PCI information, but depending on the Tl PDU, it is
possible tHat they are utilizedfor'payload data.
9.6.2 SingleFrame ‘TE_PCI parameter definition
9.6.2.1 [SF TL'PCI byte
The parafnéeter SingleFrame data length (SF_DL) is used in the SF TL_PDU to specify the number jof service
message gl_rrh'l‘h—f_]TSFDL_lﬁ_d_fh_Fﬂ‘#ﬁ_ra a bytes. Ihe ranges of vall —DI values depend on the contigured transmit data link layer

data length (TX_DL) and the actual payload to be transmitted (see Table 11 and Table 12). If the value of
TX_DL > 8 and the payload size results in CAN_DL exceeding 8, then bits 0 to 3 of the first PCI byte (byte #1)

are set to

0 and the SF_DL is embedded in the second PCI byte (byte #2); see Table 11.
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Table 11 — Definition of SF_DL values with CAN_DL < 8

Value bits 7 to 4 Description

0000, Reserved

This value is reserved by this document.
0001, to 0110, |SingleFrame DataLength (SF_DL)

SF_DL shall be assigned the value of the service parameter <Length>.

0111, SingleFrame DataLength (SF_DL) with normal addressing only
SF_DL shall be assigned the value of the service parameter <Length>.
SF_DL =7 is only allowed with normal addressing.

other yatues avalid
This range of values is invalid.
NOTE 1 |[SF_DLis encoded in the low nibble of first TL_PCI byte (byte #1) value.

Table 12 — Definition of SF_DL values (CAN_DL > 8)

Value Description
0000 9000, Reserved
OOOOt D110, This value is reserved by this document.
0000 p111, SingleFrame DataLength (SF_DL) with extended addressing or mixed addressing
SF_DL shall be assigned the value of the service parameter <Length>.
SF_DL =7 is only allowed with extended addressing or mixed addressing.
0000 fooo, SingleFrame DataLength (SF_DL)
(CAN_tI;L -3) SF_DL shall be assigned the value of the service parameter <Length>.
(CAN_DL - 2) SingleFrame DataLength (SF_DL) with normal addressing only
SF_DL shall be assigned the valu€ of the service parameter <Length>.
SF_DL = (CAN_DL - 2) is onlyallowed with normal addressing.
other yalues Invalid

This range of values js invalid.

NOTE 2

9.6.2.2
Received

— if the
ignor

— if the

fram¢

SF_DLis encoded in the second TL_PCI byte (byte #2) value. This is only allowed for CAN FD typ|

SF_DL error handling
CAN_DL is lessoréqual to 8:

transport layer receives an SF TL_PDU, where SF_DL is equal to 0, then the transport I
e the received SF TL_PDU;

transport layer receives an SF TL_PDU, where SF_DL is greater than (CAN_DL - 1) of thg
b when using normal addressing or greater than (CAN DL - 2) of the received frame for extended or

e frames.

pyer shall

b received

mixed addressing, then the transport layer shall ignore the received SF TL_PDU;

— inthe case of CAN frame data padding (see 11.3.2.1), if the transport layer receives an SF TL_PDU, where
the CAN_DL does not equal to 8, then the transport layer shall ignore the received SF TL_PDU;

— in the case of CAN frame data optimization (see 11.3.2.2), if the transport layer receives an SF TL_PDU,
where the value of SF_DL does not match the valid values shown in Table 13, then the transport layer
shall ignore the received SF TL_PDU.
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Table 13 — Allowed SF_DL values for a given addressing scheme with optimized CAN_DL

DL=7

Addressing CAN_DL value
type 0to1 2 3 4 5 6 7
Normal | Invalid | SEDL=1 | SEDL=2 | SFDL=3 | SEDL=4 | SEDL=5 | SEDL=6 | SE_
M”t‘:g o | Invalid | Invalid | SEDL=1 | SEDL=2 | SF.DL=3 | SE.DL=4 | SE.DL=5 | SF_

DL=6

Received CAN_DL is greater than 8:

— ifthe transportlayer receives an SF TL_PDU, where the low nibble of the first PCI byte is not 0000,, then

the transport layer shall ignore the received SF TL_PDU;

— if the|transport layer receives an SF TL_PDU, where the value of SF_DL does not fall into the\w
showp in Table 14, then the transport layer shall ignore the received SF TL_PDU.

hlid range

Table 14 — Allowed SF_DL values for a given CAN_DL greater than 8 and addfessing scheme
Address$ing CAN_DL value
typq 12 16 20 24 32 48 64
Normhl 8< 11< 15< 19< 23%& 31< 47 <
SF.DL<10 | SF_.DL<14 SF DL<18 | SFDL<22 | SF.DL<30 | SF.DL<46 | SHDL<62
Mixed of ex- 7 < 10 < 14 < 18 < 22 < 30< 46 <
tendgd SF_ DL<9 SF_ DL <13 SF DL<17 | SF.DL<21 4 SF.DL<29 | SF.DL<45 | SHDL<61
9.6.3 FjrstFrame TL_PCI parameter definition
9.6.3.1 [FirstFrame DataLength (FF_DL) parameter definition
The paramneter FF_DL is used in the FF TL_PDU to specify the number of service message data bytg¢s. For the

sender, thle range of valid FF_DL values depends onjthe addressing scheme and the configured trarjsmit data
link layer|data length (TX_DL). The minimum, yalues of FF_DL (FF_DL_ ;) based on addressing scheme and
TX_DL ar¢ specified in Table 15.

Table 15 — Minimuim value of FF_DL based on the addressing scheme

Condition FF_DL_/;, value

If the confligured TX_DL is 8 and mormal addressing is used. B
If the conliigured TX_DL is 8.and“mixed or extended addressing is used. 7
If the conliigured TX_DL X8%nd normal addressing is used. TX_PL-1
If the conﬂigured TX_BL> 8 and mixed or extended addressing is used. TX_ﬂ)L -2

The recei

retrieved

vatue of RX_DL from the CAN_DL of the FF TL_PDU (see 9.5.3 for definition of how th¢

determines RX_DLJ-

Only messages larger than 4 095 bytes in length shall use the escape sequence where the lower nibble of the
first PCI byte (byte #1) and the entire second PCI byte (byte #2) have all bits set to 0. This tells the transport
layer that the FF_DL is to be determined based on a 32-bit value contained in byte #3 (MSB) through byte #6

(LSB) of the first frame.
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Table 16 — Valid FF_DL values

Value Description

0to (FF.DL,;,-1) |Invalid

This range of values is invalid.

FF_DL_,;, to 4 095 FirstFrame DataLength (FF_DL) without escape sequence

(byte #2) and the most significant bit (MSB) is bit 3 of the first TL_PCI byte (byte

shall be assigned the value of the service parameter <Length>.

The encoding of the segmented message length results in a 12-bit length value (FF_
DL) where the least significant bit (LSB) is specified to be bit 0 of the second TL_PCI byte

maximum segmented message length supported is equal to 4 095 bytes of user data. It

#1). The

4

4294 96

S6-te FirstFrame Datalength-(FF-DBl)with-eseapesequenee———————
7 295 (2°2-1) The encoding of the segmented message length results in a 32-bit length value (F
where the least significant bit (LSB) is specified to be bit 0 of the sixth TL-PCI'by
(byte #6) and the most significant bit (MSB) is bit 7 of the third TL_PCLbyte (byt
maximum segmented message length supported is equal to 4 294 967 295 bytes
data. It shall be assigned the value of the service parameter <Length>-

F DL)

e

e #3). The
f user

9.6.3.2

If the tray

FF_DL error handling

sport layer receives a TL_PDU indicating an FF TL_PDU and CAN\DPL < 8, then the trans

shall igno[e the FF TL_PDU.

If the tra
buffer siz
reception

If the tra

sport layer receives an FF TL_PDU with an FF_DL that is' greater than the availablq
e, then this shall be considered as an error condition. The transport layer shall abort th¢
and send an FC TL_PDU with the parameter FlowStatus'= Overflow.

hsport layer receives a FirstFrame with an FF_Dh‘that is less than FF_DL the trans

min’

shall ignofre the received FF TL_PDU and not transmit an FC TL_PDU.

NOTE
sequence i

If an FF T
all bits of
and not ty

9.64 C

9.6.4.1
The paylo

in the red
contain le

9.6.4.2

Legacy devices that only support the 12-bit.wersion of FF_DL does not send an FC TL_PDU if
5 used as these devices would interpret FE.DL to be less than FF_DL ;, and as such, not send an H

[._PDU is received with the escape.Sequence (where all bits of the lower nibble of PCI by

port layer

P receiver
P message

bort layer

the escape
C TL_PDU.

te #1 and

PCI byte #2 are set to 0) and the FE_DL < 4 095, then the transport layer shall ignore the Ff TL_PDU

ansmitan FC TL_PDU.
pnsecutiveFrame TL_PCljparameter definition

CF TL_PCI byte

ad datalength GAN_DL of the received CAN frame shall match the RX_DL value, which is dg
eption process of the FF TL_PDU. Only the last CF TL_PDU in the multi-frame transmi
ss than-R¥X. DL bytes.

Transmitter requirements for last consecutive frame

termined
bsion may

A transmitter of a multi-frame message shall send the last (or only) consecutive frame with only the required
number of bytes. See examples below for clarification (normal addressing).

EXAMPLE

EXAMPLE
frame opti

1 Alast CF TL_PDU with 9 data bytes is sent padded to 12 bytes.

2 Alast CF TL_PDU with 3 bytes of data is sent with a CAN_DL of 8 or 4 [dependent upon the use of CAN

mization (see 11.3.2.1 and 11.3.2.2)].
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SequenceNumber (SN) parameter definition

The parameter SN is used in the CF TL_PDU (ConsecutiveFrames) to specify the following:

the numeric ascending order of the CF TL_PDU;

that the SN shall start with zero for all segmented messages; the FF TL_PDU shall be assigned the value

zero; it does not include an explicit SequenceNumber in the TL_PCI field but shall be treated as the

segm

thatt

ent number zero;

he SN of the first CF TL_PDU shall be set to one;

that the SN shall be incremented by one for each new CF TL_PDU that is transmitted during a segmented

messfge ransmisSsion;
— that the SN value shall not be affected by any FC TL_PDU;
— that Wwhen the SN reaches the value of 15, it shall wraparound and be set to zero for, the-next CF TL_PDU.
This shallflead to the sequence given in Table 17.
Table 17 — Summary of SN definition
TL_PDU FF CF CF CF CF CF CF CF
SN 016 1i6 Eie Feo 016 1i6
See Table|18 for a definition of SN values.
Table 18 — Definition of SN values
Value Description
0,6to Flg  |SequenceNumber (Cyy, cpsn)
The SequenceNumber (SN) shall be encoded in the lower nibble bits of TL_PCI byte #1. The 11 cpsn
shall be set to a value within the range of 0,4 to Fy. )
9.6.4.4 [SequenceNumber (SN) error handling
If a CF TL_PDU message is receivediwith an unexpected SequenceNumber not in accordance| with the
definitior] in 9.6.4.3, the messageeception shall be aborted and the transport layer shall initiate 4 TL_Data.
ind servige call with the parameter <t1._result> = Cr, wrong sy (Wrong sequence number) to th¢ adjacent
upper layer.
9.6.5 FlowControl TL\PCI parameter definition
9.6.5.1 [FlowStatus (FS) parameter definition
The parameter FlowStatus (Cp, gcps) indicates whether the sending network entity can proceed with the
messagetrqncmiccinn -

A sending network entity shall support all specified (not reserved) values of the Cr|, pcps parameter.

Table 19 s

pecifies the Cry, gcps values.
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Table 19 — Definition of Cy gcps values

Value

Description

ContinueToSend (Cry,_gcrs(crs))
The FlowControl ContinueToSend parameter shall be encoded by setting the lower nibble

TL_PCI byte #1 to “0”. It shall cause the sender to resume the sending of ConsecutiveFrames. The
meaning of this value is that the receiver is ready to receive a maximum of Cy, gcps (BlockSize)

number of ConsecutiveFrames.

of the

Wait (Cry,_gcrswarr))

The FlowControl Wait parameter shall be encoded by setting the lower nibble of the TL_PCI byte #1
to “1”. It shall cause the sender to continue to wait for a new FlowControl TL_PDU and to restart its

Cr1_nepe timer. If FlowStatus is set to Wait, the values of €, rrne (BlockSize) and Copy proor,

in (Sepa-

rationTime minimum) in the FlowControl message are not relevant and shall be ignored,

Overflow (CTL_FCFS(OVFLW))

The FlowControl Overflow parameter shall be encoded by setting the lower nibple of the
PCI byte #1 to “2”. It shall cause the sender to abort the transmission of a segmented mes§
make a TL_Data.con service call with the parameter <TL_Result> = Cy guRFER ovELw- 11
FlowStatus parameter value is only allowed to be transmitted in the FCTL\PDU that follo
TL_PDU and shall only be used if the message length FF_DL of the received FF TL_PDU exd
buffer size of the receiving entity. If FlowStatus is set to Overflow, theyvalues of Cy; gcgs (
and Cpp, pestmin (SeparationTime minimum) in the FC TL_PDU arenot relevant and shall b

'L_

age and

s TL_PCI
ws the FF
eeds the
BlockSize)
P ignored.

316to 16

Reserved

This range of values is reserved by this document.

9.6.5.2 [FlowStatus (FS) error handling

If an FC [TL_PDU is received with an invalid (reserved) ES parameter value, the message tra
shall be gborted and the transport layer shall initiate a TL_Data.con service call with the parani
rResult> o Cpp, nyaLip rs (invalid FlowStatus) to the adjacent upper layer.

9.6.5.3 |BlockSize (Cyyp, pcps) parameter definition

BlockSize{ (Cry, pcps): the maximum numbervof CF TL_PDUs the receiver allows the sender to se
waiting f¢r an authorization to continue transmission of the following CF TL_PDUs. When Cr, pcy
zero by tHe receiver, the sender is not waiting for an authorization to continue the transmission.

The Crp, gfgs parameter shall be enceded in byte #2 of the FC TL_PCL.

The units|of Cy, pcps are theabsolute number of CF TL_PDUs per block.

EXAMPLE

If C1), pepsds-€qual to 20, then the block consists of 20 CF TL_PDUs.

hsmission
eter <TL

nd before
glis setto

Only the last block of ConsecutiveFrames in a segmented data transmission may have less than the Cy; gcgs
number of CF TL_.PDUs. )

Table 20 provides an overview of the FC TL_PCI byte.
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Table 20 — Definition of Ct; gcgs values

Value Description
0046 BlockSize (Cyy, pcps)

The Cty, pcgs parameter value 0 shall be used to indicate to the sender that no more FC TL_PDUs
shall be sent during the transmission of the segmented message. The sending transport layer entity
shall send all remaining CF TL_PDUs without any stop for further FC TL_PDUs from the receiving
transport layer entity.

This range of |, pcps parameter values shall be used to indicate to the sender the maximum num-
ber of CF TL_PDUs (ConsecutiveFrames) that can be received without an intermediate FC TL_PDU
from the receiving transport layer entity.

9.6.5.4 |[SeparationTime minimum (Cry, gcstmin) Parameter definition

SeparatiopTime minimum (Cyp, pesmiy): the minimum time the sender is to wait between transmission of
two CF TI,_PDUs.

The Cry, gkstmin Parameter shall be encoded in byte #3 of the FC TL_PDU (TL_PCL).

This time]|is specified by the receiving entity. The Cr|, pcsryin Parameter vatue-specifies the minignum time
gap allowjed between the transmissions of two CF TL_PDUs (Consecutivekrame) transport profocol data
units, see|Table 21.

Table 21 — Definition of Cry, pcstiin Values

Valup Description

0044 to fF1¢ |SeparationTime minimum (Cyj, gcsTmin) range: 0 ms to 127 ms
The units of Cr}, pesmin i the range 00,4 to-7F ;¢ (0 to 127) are absolute milliseconds [ms].

8044 to FO;4, |Reserved

This range of values is reserved bythis document.

Fl,,to 9,4 |SeparationTime minimum (Cyy Fcstmin) Fange: 100 ps to 900 ps

The units of Cr}, pesmip in the range F1,4 to F9,4 are even multiples of 100 ps, where parameter
value F1,, represents 100 us and parameter value F9,4 represents 900 ps.

FA,cto FFi; |Reserved

This range of valués iSreserved by this document.

The megsurement of theCE€r) pesry, starts after completion of transmission of a CF TL_PDU
(ConsecutiveFrame) and ends at the request for the transmission of the next CF TL_PDU.

EXAMPLE If Crp,_pcSfmin 1S €qual to 10 (0Ay¢), then the minimum SeparationTime authorized between CF TL_PDUs
equals 10 ms.

The Flow[Contrel*mechanism (see Figure 9) allows the receiver to inform the sender about the Jreceiver’s
capabilities;Which the sender shall conform to.

As the values for Cry, pcgs and Cpp, pesTmin are provided by every received FC TL_PDU, two different modes
for the adoption of these values are available for the receiver of a segmented message:

— dynamic: Cpp, gegs and Crp, gestmin are updated for the subsequent TL_PDU communication for this
message;

— static: constant Cp, pcgs and Cry, gesmin Values are used for the communication for this message.

All blocks, except the last one, consist of CF TL_PDUs. The last one contains the remaining CF TL_PDUs (from
1 up to Cry,_peps)-

Each time the sender/receiver waits for a TL_PDU from the receiver/sender, a timeout mechanism allows
detection of a transmission failure (see 9.8.2).
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By means of FC TL_PDUs, the receiver has the possibility of authorizing transmission of the following CF TL_
PDUs to delay transmission of that authorization or to deny reception of a segmented message in the case that
the number of bytes to be transferred exceeds the number of bytes that can be stored in the receiver buffer:

a)  Cry_pcrs(crs): flow control flow status “ContinueToSend”, the authorization to continue;

b)  Crp_persewarr): flow control flow status request to continue to “WAIT”;

c) CTL_FCFS&OVFLW): flow control flow status buffer overflow, the indication that the number of bytes

specifie

the buffer of the receiver entity.

in the FF TL_PDU of the segmented message exceeds the number of bytes that can be stored in

There is an upper limit to the number of Cy| pcpswair) @ receiver is allowed to send in a row, called Cry, g¢

WFTmax* T

Figure 9 s

Key

1S parameter 1S a system design constant and 1s not transmitted in the FC TL_PDU.

hows the segmentation on the sender side and reassembly on the receiver side with FC 7|

“~TL_FCSTmin

Sen

der Receiver

FirstFrame (FF TL_PDU)

FlowControl (FC TL_PDU) with
< C t

t tim

TL_FCBS’ “TL_FCSTmin

% _______________________________
ConsecutiveFrame (CF TL_PDU)

-___________________________________X_)

—_—
ConsecutiveFrame (CF TL_PDU)

I

ConsecutiveFramey(CF TL_PDU)

\

FlowControl (FC TL_PDU) with

< C t

TL_FCBS’ “TL_FCSTmin

e
ConsecutiveFrame (CF TL_PDU)

— O D

ConsecutiveFrame (CF TL_PDU)

T,

L_PDUs.

CTLAFCBS

CTLAFCBS

Figure 9 — FlowControl (FC) mechanism

9.6.5.5 SeparationTime minimum (Cry, pcstmin) €rror handling

Ifan FC TL_PDU message is received with areserved Cyp pestmin Parameter value, then the sending transport
layer entity shall use the longest Cry pestmin Value specified by this document (7F;4 = 127 ms) instead of the
value received from the receiving transport layer entity for the duration of the ongoing segmented message
transmission.
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If the time between two subsequent CF TL_PDUs of a segmented data transmission (tp, a¢ + t11, c¢) s smaller
than the value commanded by the receiver via Cpp pestmin there is no guarantee that the receiver of the
segmented data transmission correctly receives and processes all TL_PDUs. In any case, the receiver of the
segmented data transmission is not required to monitor adherence to the Cy; gcstmin Value.

9.6.5.6 Dynamic Cyy, gcgs/Cry,_pcstmin Values in subsequent FC TL_PDUs

If the server is the receiver of a segmented message transfer (i.e. the sender of the FC TL_PDU), it may choose
either to use the same values for Cpy,_pcps and Cpy,_pegrmin in subsequent FC TL_PDUs with Cyy,_gcpg(crs) of the
same segmented message or to vary these values from FC TL_PDU to FC TL_PDU.

If the client, connected to an ISO 15765-compliant in-vehicle diagnostic network, is the receiver of a
segment e - T Tl._Fces and
Cr1_rcsTm{n in subsequent FC TL_PDUs with Cry,_gcps(crs) Of the same segmented message.

If the client is the sender of a segmented data transmission (i.e. the receiver of the FC TL_PDU), it shall adjust
to the valpes of Cpy, pcps and Cry,_pestmin from each FC TL_PDUs with Cry, geps(crs) received during the same
segmented data transmission.

NOTE For in-vehicle gateway (i.e. routing takes place on OSI layer 4; see ISO 14229~2}; the vehicle mapufacturer
chooses either that the FC TL_PDU parameters Cr|, pcgs and Crp, pestmin Vary durifig the transmission pf a single

segmented message or that these parameters are static values. Depending onCthis design decision, the vehicle
manufactyrer ensures that the server is compatible with the respective in-vehicle gateway.

9.7 Magkimum number of FC.WAIT frame transmissions (€gj ‘wrrmax)

The purppse of this variable is to avoid communication sender nodes being potentially hooked up|in case of
a fault cojdition whereby the latter could be waiting continuously. This parameter is local to communication
peers and is not transmitted and is hence not part of the F¢FL_PDU.

— The {rf, wrrmax Parameter shall indicate how many FC TL_PDU with Crj, pcpsewair) €an be transmitted
by the receiver in a row.

— The {71, wrrmay Parameter upper limit shall be user defined at system generation time.

— The (|, wrrmax Parameter shall only be used on the receiving transport layer entity during message
reception.

— [Ifthe{ prmaxparametervalueissettozero,thenFCTL_PDUshallrelyuponCry, peps(crs)(ContinfieToSend)
only. FC TL_PDU with Cpy,_gepsewarry (WAIT) shall not be used by that transport layer entity.

9.8 Trdnsport layer timing

9.8.1 Tjming parameters

Performapce réquirement values are the binding communication requirements to be met] by each
communifation peer in order to be compliant with this document. A certain application may uge specific
performaphe@requirements within the ranges specified in Table 22.

Timeout values are specified to be higher than the values for the performance requirements within
the ranges specified in Table 22 in order to ensure a working system and to overcome communication
conditions, where the performance requirement can absolutely not be met (e.g. high bus load). Specified
timeout values shall be treated as the lower limit. The real timeout shall occur no later than the specified
timeout value +50 %.

The transport layer shall issue an appropriate service primitive to the network layer service user upon
detection of an error condition.

If a communication path is established between peer protocols entities, identified by NL_AI (see 8.3.2.1
and 10.1.2 for further details), a single set of transport layer timing parameters is assigned statically to
this communication path. For the selection of the transport layer timing parameters, no other information
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besides NL_AI is used. If different transport layer timing parameters are required for different use cases,
then separate communication paths shall be established using different NL_AI parameters, e.g. different NL_
TA and/or NL_SA shall be defined for each individual use case that requires different transport layer timing
parameters.

Figure 10 shows the transport layer timing parameters of an unsegmented message while Table 22 specifies
the transport layer timing parameter values and their corresponding start and end positions based on the
data link layer services.

ISO 15765-2 ISO 15765-2

Sender Sender Start Start Receiver Receiver
TL_Data L_Data | 1 L_Data TL_Data
It

Resta Stop.

Sender Receiver

SingleFrame
(SF TL_PDU)

J—

Key
t time
a  Senddr TL_Data.req: the session layer issues a message to the transport/network layer.

Senddr L_Data.req: the transport/network layer transmits the SingleFrame TL_PDU to the data link layerf and starts
the ty|, 5s timer.

b  Receiyer L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frame.

Receiyer TL_Data.ind: the transport/network layérissues to the session layer the completion of the SingleFrame
TL_PD)U.

Senddr L_Data.con: the data link layer confirms to the transport/network layer that the CAN fram¢ has been
ackngwledged; the sender stops the ty, ,gtimer.

Senddr TL_Data.con: the transport/network layer issues to the session layer the completion of the SinglgFrame TL_
PDU.

Figure 10 — Placementof transport layer timing parameters — Unsegmented messajge

Figure 11|shows the transport layer timing parameters of a segmented message.
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Sender
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Sender
L_Data

Start Start

Sender
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Stop

FirstFrame
(FF TL_PDU)

ElowControl

Receiver
L_Data

Receiver
TL_Data

Receiver

FC TL_PDU(CTS)

ConsecutiveFrame
(CF TL_PDU)

=

ConsecutiveFrame
(CF TL_PDU)

FlowControl
FC TL_PDU(WAIT)

FlowControl
FC TL_PDU(CTS)

ConsecutiveFrame
(CF TL_PDU)

last
ConsecutiveFrame
(CF TL_PDU)

time

Sender TL Data.req: the session layer issues a message to the transport/network layer.

Sender L Data.req:the transport/network layer transmits the FirstFrame TL_PDU to the data link layer and starts

the ty), 5¢ timer.

Receiver L Data.ind:the data link layer issues to the transport/network layer the reception of the CAN frame;

the receiver starts the ¢y,

Receiver TL DataFF.ind: the transport/network layer issues to the session layer the reception of a FirstFrame

pr timer.

TL_PDU of a segmented message.

Sender L Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been

acknowledged; the sender stops the 1 »s timer and starts the ¢ty gs timer.
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C Receiver L Data.req: the transport/network layer transmits the FlowControl TL_PDU (ContinueToSend and
BlockSize value = 2;) to the data link layer and starts the ¢y, 5, timer.

d sender L Data.ind:the datalink layer issues to the transport/network layer the reception of the CAN frame; the
sender stops the ¢y gs timer and starts the ¢y, ¢ timer.
Receiver L Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been
acknowledged; the receiver stops the ¢, ,, timer and starts the ¢y, ¢, timer.

e Sender L Data.req: the transport/network layer transmits the first ConsecutiveFrame TL_PDU to the data link
layer and starts the tr) 4 timer.

f  Receiver L Data.ind:the data link layer issues to the transport/network layer the reception of the CAN frame;
the receiver restarts the ty ., timer.

Sender L Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been
acknowledged: the sender stops the Ley e timer and starts the &y o timer according to the separation time value
(Cri_pEstmin) Of the previous FlowControl TL_PDU.

g Senddqr L_Data.req: whenthe ¢y ¢stimer is elapsed (Crp, pegrmin), the transport/network layer transimijts the next
ConsgcutiveFrame TL_PDU to the data link layer and starts the tyy,_as timer.

h  Recejver L Data.ind:the data link layer issues to the transport/network layer the reception of the CAN frame;
the refeiver stops the tr), (, timer and starts the tyy, g, timer.

Sendgr L Data.con: the data link layer confirms to the transport/network layer that'the CAN framp has been
ackngwledged; the sender stops the ¢y ¢ timer and starts the tr, g timer; the seénder is waiting fqr the next
Flow(ontrol TL_PDU.

i Recejver L Data.req: the transport/network layer transmits the FlowCentrol TL_PDU (Wait) to the data link
layer find starts the ¢y 4, timer.

j Sendgr L Data.ind:the data link layer issues to the transport/networkilayer the reception of the CAN|frame; the
sender restarts the tr, gg timer.
Recejver L Data.con: the data link layer confirms to the transport/network layer that the CAN framle has been
ackngwledged; the receiver stops the tyy, 5, timer and starts the tqy/p, timer.

k  Recejver L Data.req: the transport/network layer transmits the FlowControl TL_PDU (ContinueToSgnd) to the
data lfnk layer and starts the ty;, 5, timer.

1 Sendgr L Data.ind:the data link layer issues to the transport/network layer the reception of the CAN|frame; the
sender stops the tr), gg timer and starts the tyy, ¢ timer.
Recejver L Data.con: the data link layer confitms to the transport/network layer that the CAN framle has been
ackngwledged; the receiver stops the ¢y, 5, timier and starts the ¢y ¢, timer.

m Sendgr L Data.req: the transport/network layer transmits the ConsecutiveFrame TL_PDU to the datj link layer
and sfarts the ty 5 timer.

n  Recejver L Data.ind:the data linkilayer issues to the transport/network layer the reception of the AN frame;
the receiver restarts the ty) ., timer

Sendqr L Data.con: the datalink layer confirms to the transport/network layer that the CAN framp has been
ackndwledged; the sendercstops the tyy, s timer and starts the ¢y, ¢ timer according to the separation|time value
(CrL, FfsTmin) Of the previous FlowControl TL_PDU.

0 Sendgr L_Data.regiwhen the ¢y ¢, timer is elapsed (Cpy, pestmin), the transport/network layer transnjits the last
ConsgcutiveFrame.TL_PDU to the data link layer and starts the ty;, _As timer.

p Recejver L Datla.ind:the data link layer issues to the transport/network layer the reception of the AN frame;
the receiver.stops the tr|, ¢, timer.

Rece]vef\TL Data.ind: the transport/network layer issues to the session layer the completion of the fegmented
messqge.

Sender L Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been
acknowledged; the sender stops the ty;_,, timer.

Sender TL Data.con: the transport/network layer issues to session layer the completion of the segmented
message.

Figure 11 — Placement of transport layer timing parameters — Segmented message

Table 22 specifies the transport layer timing parameter values and their corresponding start and end
positions based on the data link layer services.
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Table 22 — Transport layer timing parameter values

Timing L. Data link layer service Timeout Performance
Description
parameter Start End ms ms
tr_as Time for transmission of the L_Data.req L_Data.con 11000 —
CAN frame (any TL_PDU) on the
sender side
tTL Ar Time for transmission of the L_Data.req L_Data.con 11000 —
CAN frame (any TL_PDU) on the
receiver side
T Bs Time until reception of the next |L Data.con (FF)|L Data.ind [1000 —
FlowControl TL PDU L Data.con (CF) |(FCTL PDU)
L Data.ind (FC)
trL Br Time until transmission of the |L Data.ind (FF)|L Data.req |[N/A (E108¢* Fri_ar)
next FlowControl TL_PDU L Data.ind (CF)|(FC TL_PDU) <
L Data.con (FC) (0,9 tr, gdtimeout)
tr_cs Time until transmission of the |L _Data.ind (FC)|L Data.req |[N/A (1L cs * FrL_as)
next ConsecutiveFrame TL_PDU |L_Data.con (CF) |(CF TL_PDU) <
(0,9 x ty, ,{timeout)
trL cr Time until reception of the next |L_Data.con (FC)|L Data.ind |1000 —
Consecutive Frame TL_PDU L Data.ind (CF) |(CF TL_PDU)

9.8.2 Transport layer timeouts

Table 23 dpecifies the cause and action in a transport layer timeout:

Table 23 — Transport layer tiniéout error handling

he sender side or preceding EirstFrame TL_PDU or
ConsecutiveFrame TL_PDU mot'received (lost, overwrit-
en) on the receiver side

Data.con with <TL Result>=Cy[,

Error Cause Action
tr, as  |fAny TL_PDU not transmitted in time on the sender side Abort message transmission and issjyie TL
Data.con Wlth <TL_ReSUlt> . CTL_’J:MEOUT_AS
tr,_ar |fAny TL_PDU not transmitted in time onthe receiver side |Abort message reception and issue TJL_Data.
ind Wlth <TL_R€SUlt> = CTLiTIMEOUr] " Ar
trL Bs FlowControl TL_PDU not received (I0st, overwritten) on |Abort message transmission and is

sIe TL
IMEOUT_Bs

en) on the receiverside or preceding FC TL_PDU not

tTL cr IgonsecutiveFrame TLAPDU not received (lost, overwrit-
eceived (lost, ovetwritten) on the sender side

Abort message reception and issue T
ind Wlth <TL_ReSUlt> = CTL TIMEOU

L. Data.
'Cr

9.8.3

Unexpected'arrival of TL_PDU

An unexpected;TL_PDU is defined as one that has been received by a node outside the expectedl order of

TL_PDUs/|Itcould be a TL_PDU defined by this document (SF TL_PDU, FF TL_PDU, CF TL_PDU or F(

TL_PDU)

tannot be

that is reteized gut of the normal pvpnr‘fnr‘] order or else it could be an unknown TL PDU that

interpreted by the definitions given in this document.

As a general rule, arrival of an unexpected TL_PDU from any node shall be ignored, with the exception of
SF TL_PDUs and physically addressed FF TL_PDUs; functionally addressed FF TL_PDUs shall be ignored.
When the specified action is to ignore an unexpected TL_PDU, this means that the transport layer shall not
notify the upper layers of its arrival.

Depending on the transport layer design decision to support full- or half-duplex communication, the
interpretation of “unexpected” differs:

a) with half-duplex, point-to-point communication between two nodes is only possible in one direction
at a time;
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b) with full-duplex, point-to-point communication between two nodes is possible in both directions at once.

In addition to this network layer design decision, it is necessary to consider the possibility that a reception
or transmission from/to a node with the same address information (NL_AI) as contained in the received
unexpected NL_PDU is in progress.

Table 24 specifies the transport layer behaviour in the case of the reception of an unexpected TL_PDU,
in consideration of the actual transport layer internal status and the design decision to support half- or
full-duplex communication. Table 24 only applies if the received NL_PDU contains the same NL_AI as the
reception or transmission that is in progress at the time the TL_PDU is received.

If the NL_AI of the received NL_PDU is different from the expected received NL_AI segmented message, an
on-going reception/transmission shall be continued.

For a seg]nented transmission or reception, the same NL_AI as currently being processed means|the same

NL_AI in the received NL_PDUs associated with the message.
Tablle 24 — Handling of unexpected arrival of TL_PDU with same NL_AI ascurrently being
processed
Reception of
NWL stajtus FCTL_ | Unknown
SF TL_PDU FF TL_PDU CF TL.PDU PDU [L_PDU
Segmentefd Full-duplex: ifa recep- |Full-duplex: if a reception |Full-duplex: if a Ignore? |Ighore
transmit in tion is in progress, refer |is in progress, refer to reception is in pro-
progress to table cell [“SF TL_ table cell [“FF TL_PDU” | gress, refer to table
PDU” | “Segmented “Segmented receive in pro- «¢ell [“CF TL_PDU" |
receive in progress”]; gress”]; otherwise, process.|“Segmented receive in
otherwise, process the |the FF TL_PDU as the.sta¥t |progress”].
SF TL_PDU as the start |of a new reception.
of a new reception.
Half-duplex: ignore Half-duplex: ignore Half-duplex: ignore
Segmentefd Terminate the current |Terminate the currentre- |IgnoreP: if awaited, Ignore |Ighore
receive in reception, reporta ceptionAeporta TL Data. |processthe
progress TL Data.ind, with indywith <TL Result>set |CFTL_PDU inthe
<TL Result>setto to TEZUNEXP_PDU, to the |on-going reception
TL_UNEXP_PDU, to the | upper layer, and process the |and perform the
upper layer, and process\FF TL_PDU as the startof a |required checks
the new reception. (e.g. Cyp, cpsy in right
SF TL_PDU as therstart order); otherwise,
of a new receptioir ignore it.
Idle¢ Process the SHITL_PDU |Process the Ignore Ignore |Ighore
as the startof a new FF TL_PDU as the startofa
reception. new reception.
a  FCTL_PDU paraineter error handling is described separately in 9.6.5.2 and 9.6.5.5.

ing of alunexpected SN is described separately in 9.6.4.4.

¢ Neithef asggmented transmission nor a segmented reception is in progress. This status “Idle” only describes th
layer itself o frreteatt trabitt T i i
anew (SF TL_PDU) request or provide a diagnostic buffer for the data of a multi-frame request (FF TL_PDU).

P transport
le to accept

9.8.4 Wait frame error handling

If the receiver has transmitted Cp wprmax 1N @an FC TL_PDU(WAIT) in a row and, following this, it cannot
meet the performance requirement for the transmission of a Cr, pcps(crs) FC TL_PDU(CTS), then the receiver
side shall abort the message reception and issue a TL_Data.ind with <TL_Result> set to Cp; wrr ovry tO the
higher layer.

The sender of the message is informed about the aborted message reception via a T, bata.con with <T1_
Result> set to typ, tivpout Bs (Pecause of the missing FC TL_PDU from the receiver, a t|, tiygout s timeout
occurs in the sender).
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9.9 Interleaving of messages

The network layer protocol shall be capable of carrying out parallel transmission of different messages that
are not mapped onto the same NL_AI This is necessary to ensure that the receiving peer is able to reassemble
the received network protocol data units in a consistent manner. This scheme enables, for example, gateway
operation that needs to handle different message transmissions concurrently across distinct sub-networks.

10 Network layer protocol

10.1 Protocol data unit field specification

10.1.1 NL_PDU format

The protca
the netwq
givenin T

col data unit (NL_Data) enables the transfer of data between the network layercin-one
rk layer in one or more other nodes (peer protocol entities). All NL_PDUs consist of threg
able 25.

Table 25 — NL_PDU format

node and
 fields, as

\ddress information Protocol control information Data field

NL_AI TL_PCI A_PDU

10.1.2 A
The NL_A

received in the NL_SDU (NL_SA, NL_TA, NL_TAtype [and NL_AE]) shall be copied and included in th

The NL_A

The NL_A
and sendg

NOTE

10.2 Cre

CAN fran
NL_AI th

10.3 Ma

10.3.1 A

The exchd
addressin

ddress information (NL_AI)

[ is used to identify the communicating peer entities.0f the network layer. The NL_AI in

[ shall be included (repeated) in every NL_PDU\tHat is transmitted.

I contains address information that identifies the type of message exchanged and the r¢
r between whom data exchange takes:place.

For a detailed description of addressinformation, see 8.3.2.

ating CAN frames based on NL_TAtype and TX_DL

es are generated based upon NL_AI (see 8.3.2), the configured addressing format for
e configured TX_DL value and the size of the message to be transmitted.

pping of the NL.-PDU fields

ddressing formats

nge of network layer data is supported by three addressing formats: normal, extended 4
g Each addressing format requires a different number of CAN frame data bytes to encap,

formation
 NL._PDU.

cipient(s)

the given

nd mixed
sulate the

addressir

transported within a single CAN frame depends on the type of addressing format chosen.

=y Ao R | LR . ) e 4= 1 1 Y al 4] 4] 1 £ b
& HITUTIIAUUIT dS5UTTAITU WILIT ULIIT Udld TU UT TALIAITZTU. CUIISTUUTIITLY, UIT ITUIITUTT Ul \.ata yteS

8.3.2.1 to 8.3.2.5 specify the mapping mechanisms for each addressing format based on the data link layer

services and service parameters specified in ISO 11898-1.

10.3.2 N

ormal addressing

For 11-bit CAN identifiers, the mapping of the NL_Al target address (TA) and source address (SA) into a CAN

identifier

is implied.

Table 26 specifies the mapping of NL_PDU parameters into CAN frame where the addressing format is
normal and NL_TAtype indicates the message is physical.

© IS0 2024 - All rights reserved
37


https://standardsiso.com/api/?name=6c95e4ad77a4680933d0bd1b3c4fe9fe

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions  
	4 Symbols and abbreviated terms 
	4.1 Symbols 
	4.2 Abbreviated terms 

	5 Conventions 
	6 ​ISO 11898-1 CAN data link layer extension 
	6.1 CAN CC and CAN FD frame feature comparison 
	6.2 Mapping of transport and network layer attributes to CAN data frames 

	7 T_Data abstract service primitive interface definition 
	7.1 T_Data services 
	7.2 T_Data interface 
	7.3 Data type definitions 

	8 Transport and network layer services 
	8.1 General 
	8.2 Transport and network layer abstract service primitives 
	8.2.1 Data.req 
	8.2.2 Data.con 
	8.2.3 Data_FF.ind 
	8.2.4 Data.ind 
	8.2.5 ChangeParameter.req 
	8.2.6 ChangeParameter.con 

	8.3 Service data unit specification 
	8.3.1 Mtype, message type 
	8.3.2 AI, address information 
	8.3.3 ​<Length> 
	8.3.4 ​<MessageData> 
	8.3.5 ​<Parameter> 
	8.3.6 ​<Parameter_Value> 
	8.3.7 ​<Result> 
	8.3.8 ​<Result_ChangeParameter> 

	8.4 ASP T_Data to TL_Data interface parameter mapping 

	9 Transport layer protocol 
	9.1 Protocol functions 
	9.2 Single frame message transmission 
	9.3 Multiple frame message transmission 
	9.4 Transport layer protocol data units 
	9.4.1 Protocol data unit types 
	9.4.2 SF TL_PDU 
	9.4.3 FF TL_PDU 
	9.4.4 CF TL_PDU 
	9.4.5 FC TL_PDU 
	9.4.6 TL_PDU field specification 

	9.5 Transmit data length (TX_DL) configuration 
	9.5.1 Definition of TX_DL configuration values 
	9.5.2 Verifying the correctness of received CAN frames 
	9.5.3 Receiver determination RX_DL 

	9.6 Protocol control information specification 
	9.6.1 TL_PCI 
	9.6.2 SingleFrame TL_PCI parameter definition 
	9.6.3 FirstFrame TL_PCI parameter definition 
	9.6.4 ConsecutiveFrame TL_PCI parameter definition 
	9.6.5 FlowControl TL_PCI parameter definition 

	9.7 Maximum number of FC.WAIT frame transmissions (CTL_WFTmax) 
	9.8 Transport layer timing 
	9.8.1 Timing parameters 
	9.8.2 Transport layer timeouts 
	9.8.3 Unexpected arrival of TL_PDU 
	9.8.4 Wait frame error handling 

	9.9 Interleaving of messages 

	10 Network layer protocol 
	10.1 Protocol data unit field specification 
	10.1.1 NL_PDU format 
	10.1.2 Address information (NL_AI) 

	10.2 Creating CAN frames based on NL_TAtype and TX_DL 
	10.3 Mapping of the NL_PDU fields 
	10.3.1 Addressing formats 
	10.3.2 Normal addressing 
	10.3.3 Normal fixed addressing 
	10.3.4 Extended addressing 
	10.3.5 Mixed addressing 


	11 Data link layer usage 
	11.1 Data link layer service parameters 
	11.2 Data link layer interface services 
	11.3 CAN frame data length code (DLC) 
	11.3.1 DLC parameter 
	11.3.2 CAN frame data 
	11.3.3 Data length code (DLC) error handling 


	Annex A (normative)  Use of normal fixed and mixed addressing according to SAE J1939-21 
	Annex B (normative)  Reserved CAN IDs 
	Bibliography 

