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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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procedures used to develop this document and those intended for its further maint
Cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria nee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bntion is drawn to the possibility that some of the elements of this documenb may be the
ent rights. ISO shall not be held responsible for identifying any or all su¢chy patent rights
patent rights identified during the development of the document will.be'in the Introduct
he ISO list of patent declarations received (see www.iso.org/patents)-

trade name used in this document is information given for the,eonvenience of users ar
Stitute an endorsement.

an explanation on the meaning of ISO specific terms and expressions related to
pssment, as well as information about ISO’s adherence to the WTO principles in thg
riers to Trade (TBT) see the following URL: Forewerd - Supplementary information

committee responsible for this document is ISO/TC 22, Road vehicles, Subcommittee §
munication.

5 third edition cancels and replaces.the second edition (ISO 15765-2:2011), which

15765 consists of the following parts, under the general title Road vehicles —
munication over Controller Area-Network (DoCAN)Y:

Part 1: General information/and use case definition
Part 2: Transport protocol and network layer services

Part 4: Requirenients for emissions-related systems
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C 31, Data
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1)

ISO 15765-3 Implementation of unified diagnostic services (UDS on CAN) has been withdrawn and replaced
by ISO 14229-3 Road vehicles — Unified diagnostic services (UDS) — Part 3: Unified diagnostic services on CAN
implementation (UDSonCAN)
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Introduction

This part of ISO 15765 has been established in order to define common requirements for vehicle
diagnostic systems implemented on a controller area network (CAN) communication link, as specified
in ISO 11898-1. Although primarily intended for diagnostic systems, it also meets requirements from
other CAN-based systems needing a network layer protocol.

To achieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference Model in
accordance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication systems into
seven layers as shown in Table 1.

Table 1 — Enhanced and legislated on-board diagnostics specifications applicable to the-O5I
layers
Vehicle-
0SI 7 lavers a manufacturer- Legislated OBD Legislated WWH-OBD
Y enhanced (on-board diagnostics) (on-board diagnostics)
diagnostics
Applicption ISO 14229-1, i i B
(layef 7 1SO 14229-3 ISO 15031-5 [SO.27145-3,1S0 14229-1
[SO 15031-2, IS0 27145-2, SAE 1930-DA,
Vehicle ISO 15031-5, SAE J1979-DA,
Presentation manufacturer ISO 15031-6, SAE J2012-DA,
(layef 6) specific SAE J1930-DA, SAE J1939-DA (SPNs),
p SAE J1979-DA, SAE J1939-73
SAE J2012-DA: Appendix A (FMIs)
Session (Jayer 5) [S0"14229-2
Transport|protocol 1SO 15765-4
layef 4 - - o
(layer 4) IS0 15765-2  |ISO 15765-2 150 15765.2
Network (layer 3)
. [SO 15765-4,
Data link (layer 2) 1SO 11898-1 1SO-11898-1 1SO 11898-1
ISO 11898-1, ISO 15765-4 ISO 2714514
[SO 11898-2,
physical laer 1 ISOTIBI8E,™ 1 150 118981, 1S0 11898-1,
y Y : 1SO 11898-2 1SO 11898-2
vehicle
manufacturer
specific
a7 layers agcording to ISO/IEC 7498-1 and ISO/IEC 10731

The applic
services e
ISO 142291

htion layer'services covered by ISO 14229-3 have been defined in compliance with diagng
btablishied in ISO 14229-1 and ISO 15031-5 but are not limited to use only with th
3ds also compatible with most diagnostic services defined in national standards or veH

stic
em.
icle

manufactu

er'S SPecitications:

For other application areas, ISO 15765 can be used with any CAN physical layer.

Vi
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Scope

5 part of ISO 15765 specifies a transport protocol and network layer seryices tailor
requirements of CAN-based vehicle network systems on controller aredmetworks a
SO 11898-1. It has been defined in accordance with the diagnostic, 'services est3
14229-1 and ISO 15031-5 but is not limited to use with them and is also eompatible with
munication needs for in-vehicle networks.

11898-1 specifies variable length CAN frames with a maximtim payload size depend
s ranging from 0 bytes to 8 bytes per frame. A CAN FIX (flexible data rate) protocol

hble of transmitting/receiving CLASSICAL CAN frames,

5 part of ISO 15765 provides the transport'protocol and network layer services to suppo

enhanced vehicle diagnostics (emissions-related system diagnostics beyond legislated fu
non-emissions-related system diagnostics),

emissions-related on-board:-diagnostics (OBD) as specified in ISO 15031,
world-wide harmonized.on-board diagnostics (WWH-0BD) as specified in ISO 27145, ay
end of life activatiofh on on-board pyrotechnic devices (ISO 26021).
transport protocol specifies an unconfirmed communication.

E This\part of ISO 15765 does not determine whether CLASSICAL CAN, CAN FD or both arere
bquired.to.be implemented by other standards referencing this part of ISO 15765.

bd to meet
5 specified
blished in
most other

ent on the

focol device used. A CLASSICAL CAN protocol device can £ransmit/receive frames with payload

device can
vice is also

diagnostic communication over controller sate€a network (DoCAN) protocol supports the
stapdardized service primitive interface as specified'in ISO 14229-2 (UDS).

't different

ctionality,

d

rfommended

2

 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model — Part 1

1SO 11898-1:20152), Road vehicles — Controller area network (CAN) — Part 1: Data link layer and physical
signalling

2) The dated reference is to the first version of ISO 11898-1 that includes the definition of CAN FD. Versions after
the dated reference are also valid. Future dated references are valid for CAN FD.
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 7498-1, ISO 11898-1 and

the following apply.

3.11

CAN frame data length

CAN_DL

physical le

] ol al
ISUIUru

MNLE i L 1 pa 1 &
NV ITAdIIT Udid/ pdyludu 11 vy tcs

Note 1 to enftry: See Table 3.

3.1.2
transmit ¢
TX_DL

configures
application

Jata link layer data length

Note 1 to enftry: The TX_DL is a fixed configuration value on the sender side for the PDU transmission.

3.1.3

Received data link layer data length

RX_DL
retrieved
application

Note 1 to erftry: The RX_DL value is retrieved from the FirstErame (FF) CAN_DL of a segmented PDU and is
correct data length of ConsecutiveFrames (CF)!

to verify thg

3.2 Abb

For the pui

BRS

BS

CAN
CAN_DL
CANFD

CLASSICAL

CF

CAN

CTS

maximum usable payload length in bytes of the @data link layer in the receiver for
that implements the network layer as defined in this part of ISO 15765

reviated terms

poses of this part of ISO 15765, the following abbreviated terms apply.

bit rate switch

BlockSize

controllér area network

CAN-frame data link layer data length in bytes

controller area network with flexible data rate and larger payload as defined in
[SO 11898-1

controller area network with static data rate and up to 8 data bytes as defined in
[SO 11898-1

ConsecutiveFrame

continuetosend

the maximum usable payload length in bytes of the data link layer in the'transmitter for{the
that implements the network layer as defined in this part of ISO 15765

the

used

DLC
DoCAN
ECU

FC

FF
FF_DL
FMI

FS
Mtype
N/A

CAN frame data link layer data length code
diagnostic communication over CAN
electronic control unit

FlowControl

FirstFrame

FirstFrame data length in bytes

failure mode indicator

FlowStatus

message type

not applicable

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=1d2cf5c47ab79d7976ef784e1b869df3

ISO 15765-2:2016(E)

N_AE network address extension

N_AI network address information

N_Ar network layer timing parameter Ar

N_As network layer timing parameter As

N_Br network layer timing parameter Br

N_Bs network layer timing parameter Bs
N_ChangeParameter network layer service name

N_Cr network layer timing parameter Cr

N_(3 NETWOTK layer tIMINg parameter Cs

N_:I)ata network data

N_RCI network protocol control information
N_RCltype network protocol control information type
N_EDU network protocol data unit

N_JA network source address

N_§DU network service data unit

N_TA network target address

N_TAtype network target address type

N_USData network layer unacknowledged segmented'data transfer service name
NW network

NWL network layer

OBD on-board diagnostics

0SI Open Systems Interconnection

PCI protocol control information

RX|DL received data link layey data length in bytes
SF SingleFrame

SF_PL SingleFrame datalength in bytes

SN SequenceNumber

SPN suspeet.parameter number

STrhin SeparationTime minimum

TX|DL transmit data link layer data length in bytes
UD§ unified diagnostic services

WWH-OBD world-wide harmonized OBD

4 |Conventions

Thip dnternational Standard is based on the conventions discussed in the OSI service c

pnventions

IS(_} JAG o Yol Waleio X Y 41 1 £ pa 4 -
( [ILG IU701)d5 UHITY dpPppPly TUL UIdgITUSTIU STIVILTS.

5

Document overview

Figure 1 illustrates the most applicable application implementations utilizing the DoCAN protocol.
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Session

1ISO 14229-2 UDS
Session layer

S

S

|
|
|
|
|
|
' |
| f "
| Enhanced Legislated Legislated
! Diagnostics OBD WWH-OBD
! |
e N\
| ISSO 1i;22‘:i'1n"[:3 subset 1SO 14229-3 Em'isoi 1:°_?;1 ;St d 1SO 27145-3
|| OSlLayer7 pegiiLaton »|  UDSoncAN N e WWH-OBD
| Application requirements L OBD services
| |
( \ Vehicle I 1SO 15031-2, -5, -6
0S| Layer 6 manufacturer l Emissions-related I\?V?NZH-,:)ASDZ
Presentation specific | OBD data definition
|

services

ISO 14229-2 UDS
Session layer services

OSl Layer 4
Transport

—
R

OSl Layer 3
Network

—/
SR

OSl Layer 2
Data Link

N
)

OSl Layer 1
Physical

T
CAN diagnostic communication protocol (DQCAN)

ISO 15765-2 DoCAN

Transport protocol

and network layer
services

N

N

%

% ISO 15765-2 DoCAN
protocol and network layer services

ISO 15765-4 DoCAN

for

i
e
N

elated sy

\/_\

1SQ11888-1 CAN
|_Datalink layer and
physical signalling

o

I1SO 11898-1 CAN
ISO 15765-4 DoCAN

-

1SO 11898-1 CAN
I1SO 15765-4 DoCAN
1SO 27145-4 WWH-
OoBD

-

\._/ 1SO 11898 CAN
Part/7"Data link layer and physical signalling

~Part 2: High-speed medium access unit
rt 3: Low-speed, fault-tolerant, medium-

it dependent interface

Part 5: High-speed medium access unit

with low-power mode

1SO 11898 CAN
Part 1: Data link
layer and physical
signalling
Part 2: High-speed
medium access unit
1SO 15765-4 DoCAN

1SO 11898 CAN
Part 1: Data link
layer and physical
signalling
Part 2: High-speed
medium access unit
1SO 27145-4 WWH-
OBD

Figure 1 — DoCAN document reference according to the OSI model

6 IS0 11898-1 CAN data link layer extension

6.1 CLASSICAL CAN and CAN FD frame feature comparison

ISO 11898-1 CLASSICAL CAN frames support payload lengths up to a maximum of 8 bytes. ISO 11898-1
CAN FD frames support payload lengths up to a maximum of 64 bytes. Therefore, the segmented
transfer of data using FirstFrame (FF), FlowControl (FC) and ConsecutiveFrame (CF) type frames
needs to be implemented with a variable configurable payload length without changing the original
protocol concept. The SF frame type has also been adapted to support the increased payload length
allowed with CAN FD frames.

4 © IS0 2016 - All rights reserved
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Table 2 outlines the different features of the CAN frame types provided by ISO 11898-1.

Table 2 — CAN frame feature comparison

RefNo Feature CLASSICAL CAN CANFD
Payload length 0..8 bytes
#1 Data length code (DLC) 0..8 Yes Yes
Payload length 8 bytes
#2 Data length code (DLC) 9..152 Yes No
o Payload length 12..64 bytesb N Yes
o Data length code (DLC) 9..15 i N
44 Different bit rates supported for the arbitration and No vds
data phases of a CAN frame.
#5 Remote transmission request (RTR) Yes Np
a  |For CLASSICAL CAN, the DLC values 9..15 are automatically reduced to the value of 8 which leads to the maximum
pospible CAN_DL for CLASSICAL CAN.
b |CAN FD does not support all payload lengths between 8 bytes and 64 bytes (e.g. a.CAN FD frame with 1 meaningful
datfq bytes requires a payload length of 12 bytes); see Table 3 and 10.4.2.3.

6.2

Figiire 2 shows the mapping of CAN parameters onto<the’ network/transport layer

Illustration of CAN parameters for transport protocoland network layer s¢

rvices

pddressing

infgrmation N_AL It illustrates the validity and applicability of network/transport layer parameters
and) the resulting support of CLASSICAL CAN vs. CAN‘FD data link layer. Figure 2 describes this for
the|example of using either normal or normal fixed.@ddressing. For extended addressing [and mixed
addrt;essing, the concept in general also applies but'the mapping of the N_AI parameter onfo the CAN
framne differs.
3 Y
\ data phase
A
e N
CLASSICAL CAN /.
11/29  CANFD/
bits BRS | 1 \ +
s N
TX|CAN Frame CAN ID n.}o;'mat DLC Dy D, Ds Dy Dn2 | Duna D,
2\ - J/ W—J CLASSICAL
\ N Al valid resulting CAN CAN FD
A DLC CAN_DL (n) supported || supported
s N
N_TA, N_SA, N_TAtype TX_DL =8 2-8 2-8 yes yes
;\ TX_DL>8 2-15 ZZ_}:,' ;ZZ,' 41_3" 622' no yes
\ J
v
|
Key
1 DLC value results in a CAN_DL value (n), which is the physical length of a CAN frame data/payload; in the

©IS

receiver, CAN_DL is used to determine the sender TX_DL value
the shown N_AI mapping is an example for normal and normal fixed addressing only

the bit rate switch (BRS) in the ‘Format’ information defines the transmission speed of the data phase

Figure 2 — Illustration of CAN parameters for network layer services

02016 - All rights reserved
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Table 3 — CLASSICAL CAN/CAN FD data length comparison table

Data l(eﬁlfg’ code | -y ASSICAL CAN data length (CAN_DL) CAN FD data length (CAN_DL)

0 0 0

1 1 1

2 2 2

3 3 3

4 4 4

5 5

b 6 6

/ 7 7

B 8 8

D 8a 12

10 8a 16

11 8a 20

12 8a 24

13 8a 32

14 8a 48

15 8a 64

a  For CLASSICAL CAN, the DLC values 9..15 are automatically reduced¢e_the value of 8 which leads to the maxinpum

possible CAN_DL for CLASSICAL CAN.

6.3 Addjtional requirements for CAN FD

If a CAN FD protocol device is used, this partsef ISO 15765 can be configured to create either
CLASSICAIL CAN or CAN FD type frames. When CAN FD type frames are enabled for the data link lgyer,

two new options need to be supported as follows.

a)

b)

Accommodating differentmaximum payload length values requires the addition of a new configurati
variable “tfansmit datalink layer data length” (TX_DL) for the transmitting node as specified in 9.5}

The BRS bit which is part of a CAN FD frame and is used to determine if the data phase is t¢ be
transmitted at a different bit rate\than the arbitration phase. The bitrate of the data phase is
definefl to be equal or higher than'the arbitration bitrate. Bit rate switching does not influence|the
transplort protocol itself (see Figure 2).

The mpximum allowed,payload length (CAN_DL, 8 .. 64 bytes); see Table 3.

—

on

The configurable*TX_DL value acts as a switch and upper bound for the valid CAN frame data lengths

(CAN_DL) for the' transmitting node.

— TX_DLequatto8:

The transport protocol behaves identical to previous versions of this International Standard based
on ISO 11898-1 (CLASSICAL CAN with 8 byte payload). See RefNo #1 in Table 2. CAN Frames
created by the protocol for transmission shall only use DLC values 2..8. This applies to both,
CLASSICAL CAN and CAN FD type frames;

TX_DL greater than 8:

Only ISO 11898-1 CAN FD type frames shall be used. DLC values 2..15 are allowed. See RefNo #1
and RefNo #3 in Table 2.

© ISO 2016 - All rights reserved
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Network layer overview

General

This part of ISO 15765 specifies an unconfirmed network layer communication protocol for the
exchange of data between network nodes, e.g. from ECU to ECU, or between external test equipment
and an ECU. If the data to be transferred does not fit into a single CAN frame, a segmentation method is
provided.

In order to describe the functioning of the network layer, it is necessary to consider services provided

to

7.2

The
net

Twq

a)

b)

H | 1 d 41 rands. 1 4 £21 4 A |
ISHITIHIdyTLS AU LIIT ITICT AT UPTL AUIUIT UT LT TITUWUT R 1d Y €T

Services provided by network layer to higher layers

service interface defines a set of services that are needed to access the functions offq
vork layer, i.e. transmission/reception of data and setting of protocol parameters.

types of service are defined.
Communication services:

These services, of which the following are defined, enable the transfer of up to 4 294 96
of data.

1) N_USData.request: This service is used to request:the transfer of data. If necessary, t
layer segments the data.

2) N_USData_FF.indication: This service is used to signal the beginning of a segmente
reception to the upper layer.

3) N_USData.indication: This service is.used to provide received data to the higher laye

4) N_USData.confirm: This service‘confirms to the higher layers that the requested ¢
been carried out (successfully.or not).

Protocol parameter setting Services:

parameters.

1) N_ChangeParameter.request: This service is used to request the dynamic setting
internal papameters.

2) N_ChaungeParameter.confirm: This service confirms to the upper layer that the
change a specific protocol has completed (successfully or not).

red by the

[ 295 bytes

he network

d message

I's.

ervice has

These services, of which”the following are defined, enable the dynamic setting ¢f protocol

of specific

request to

© ISO 2016 - All rights reserved
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7.3 Internal operation of network layer

The internal operation of the network layer provides methods for segmentation, transmission with
FlowControl, and reassembly. The main purpose of the network layer is to transfer messages that might
or might not fit in a single CAN frame. Messages that do not fit into a single CAN frame are segmented
into multiple parts, where each can be transmitted in a CAN frame.

Figure 3 shows an example of an unsegmented message transmission.

Sender Receiver

\

SingleFrame (SF)

\

Figure 3 — Example'6f an unsegmented message

Figure 4 sHows an example of a segmented message transmission.
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Sender Receiver

\ FirstFrame
FlowControl frame /
LEC)

/ S0
T ConsecutiveFrame

ConsecutiveFrame

ConsecutiveFrame

(cP) —
S

FlowControl frame

. — (FO)

ConsecutiveFrame

ConsecutiveFrame

\J y

Figure 4 — Example of a segmented message

FlowControl is used to adjust the sender to the network layer capabilities of the receiver. This
FlowControl scheme allows the use of diagnostic gateways and sub-networks.
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8 Network layer services

8.1 General

All network layer services have the same general structure. To define the services, three types of
service primitive are specified as follows:

— aservice request primitive, used by higher communication layers or the application to pass control
information and data required to be transmitted to the network layer;

— a service-ndication primitive, used hy the network ]aynr to pass status information and received

data tq upper communication layers or the application;

— a servjce confirmation primitive, used by the network layer to pass status information)to higher
commyinication layers or the application.

This servi¢e specification does not specify an application programming interface/but only a st of
service primitives that are independent of any implementation.

All network layer services have the same general format. Service primitives arewritten in the form|

service_name.type (

parameter A,
parameter B
[[parameter C, ...]

where “serfvice_name” is the name of the service, e.g. N_USData, “type” indicates the type of seryice
primitive, aind “parameter A, parameter B [,parameter C,.]” are the N_SDU as a list of values passedl by
the servicg primitive. The square brackets indicate that’this part of the parameter list may be emptj.

The service primitives define how a service user {(€.g. diagnostic application) cooperates with a seryice
provider (¢.g. network layer). The following serizice primitives are specified in this part of ISO 15765:
request, infication and confirm.

— Using the service primitive requesty(service_name.request), a service user requests a service ffom
the seijvice provider.

— Using the service primitive-indication (service_name.indication), the service provider informs a
servicg¢ user about an interhal event of the network layer or the service request of a peer protpcol
layer entity service user.

— With the service primitive confirm (service_name.confirm), the service provider informs the seryice
user alpout the pesult of a preceding service request of the service user.
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8.2 Specification of network layer service primitives

8.2.1 N_USData.request

The service primitive requests transmission of <MessageData> with <Length> bytes from the sender
to the receiver peer entities identified by the address information in N_SA, N_TA, N_TAtype [and N_AE]
(see 8.3 for parameter definition).

N_USData.request (

Mtype

NS

N_TA

N_TAtype
[N_AE]
<MessageData>
<Length>

)

Each time the N_USData.request service is called, the network layer shall signal the comjpletion (or
failyire) of the message transmission to the service user by issuing an N_USData.confirm seryice call.

8.2J2 N_USData.confirm

Theg N_USData.confirm service is issued by the network dayer. The service primitive copfirms the
conppletion of an N_USData.request service identified by-the address information in N_SA, N_TA, N_
TAtlype [and N_AE]. The parameter <N_Result> providées-the status of the service request (see 8.3 for
parpmeter definition).

N_USData.confirm (

Mtype
N_SA

N_TA
N_TAtype
[N_AE]
<N_Result>

)

8.2/3 N_USData_FF.indication

Theg N_USData_FF.indication service is issued by the network layer. The service primitive ipdicates to
the[adjacent upperlayer the arrival of a FirstFrame (FF) of a segmented message received from a peer
protocol entity, identified by the address information in N_SA, N_TA, N_TAtype [and N_AE] [see 8.3 for
parpmeter definition). This indication shall take place upon receipt of the FF of a segmented |message.

N_USData’FF.indication (

Mtype
N_SA
N_TA
N_TAtype
[N_AE]
<Length>)

The N_USData_FF.indication service shall always be followed by an N_USData.indication service call
from the network layer, indicating the completion (or failure) of message reception.

An N_USData_FF.indication service call shall only be issued by the network layer if a correct FF message
segment has been received.

If the network layer detects any type of error in an FF, then the message shall be ignored by the network
layer and no N_USData_FF.indication shall be issued to the adjacent upper layer.
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If the network layer receives an FF with a data length value (FF_DL) that is greater than the available
receiver buffer size, then this shall be considered as an error condition and no N_USData_FF.indication
shall be issued to the adjacent upper layer.

8.2.4 N_USData.indication

The N_USData.indication service is issued by the network layer. The service primitive indicates <N_
Result> events and delivers <MessageData> with <Length> bytes received from a peer protocol entity
identified by the address information in N_SA, N_TA, N_TAtype [and N_AE] to the adjacent upper layer
(see 8.3 for parameter definition).

The paramleters <MessageData> and <Length> are valid only if <N_Result> equals N_OK.

N_USData.ipdication (

Mtype

N_SA

N_TA

N_TAtype
[N_AE]
<MessageData>
<Length>
<N_Result>

)

The N_USData.indication service call is issued after reception of.a‘SingleFrame (SF) message or a$ an
indication pf the completion (or failure) of a segmented message reception.

If the netwprk layer detects any type of error in an SF, then thé‘message shall be ignored by the network
layer and rjo N_USData.indication shall be issued to the adjacent upper layer.

8.2.5 N_fhangeParameters.request

The servic¢ primitive is used to request the change of an internal parameter’s value on the local protpcol
entity. The|<Parameter_Value> is assigned tothe <Parameter> (see 8.3 for parameter definition).

A parametpr change is always possibleyexcept after reception of the FF (N_USData_FF.indication) and
until the end of reception of the corrésponding message (N_USData.indication).

N_ChangePrameter.request (

Mtype

N_SA

N_TA

N_TAtype

[N_AE]
<Parameter>
<Parameter_Value>

)

This is an optional service that can be replaced by implementation of fixed parameter values.
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8.2.6 N_ChangeParameter.confirm

The service primitive confirms completion of an N_ChangeParameter.confirm service applying to
a message identified by the address information in N_SA, N_TA, N_TAtype [and N_AE] (see 8.3 for
parameter definition).

N_ChangeParameter.confirm (

Mtype
N_SA
N_TA
N_TAtype

8.3

8.3

Typle: enumeration

Ran

Desicription: The parameter Mtype shall be used to identify the type and range of address i

[N_AE]
<Parameter>
<Result_ChangeParameter>

)

Service data unit specification

1 Mtype, message type

ge: diagnostics, remote diagnostics

hformation

parpmeters included in a service call. This part of ISO«15765 specifies a range of two valyes for this

parpmeter. The intention is that users of this part af,ISO 15765 can extend the range o
sperifying other types and combinations of address fnformation parameters to be used with t

layg

new value for the Mtype parameter shall be specified to identify the new address informatig

8.3

8.3

Thd
the
con

r protocol specified in this part of ISO 15765:*For each such new range of address infq

If Mtype = diagnostics, then the address information N_AI shall consist of the paramsg
N_TA, and N_TAtype.

N_SA, N_TA, N_TAtype, and:.N:AE.
2 N_AI address information

2.1 N_Al description

se parameters refer to addressing information. As a whole, the N_AI parameters are used
source address (N_SA), the target address (N_TA) of message senders and recipients, as
munjcation model for the message (N_TAtype) and the optional address extension (N_A

[ values by
ne network
rmation, a
n.

ters N_SA,

If Mtype = remote diagnostics, then the address information N_AI shall consist of the parameters

to identify
well as the

L,
B
).

8.3

2.:2) N_SA, network source address

Typ

e: 8 bits

Range: 0016 to FF16

Description: The N_SA parameter shall be used to encode the sending network layer protocol entity.

8.3.2.3 N_TA, network target address

Type: 8 bits

Range: 0016 to FF16

©IS
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Description: The N_TA parameter shall be used to encode one or multiple (depending on the N_TAtype:
physical or functional) receiving network layer protocol entities.

8.3.2.4 N_TAtype, Network target address type

Type: enumeration

Range: see

Table 4

Description: The parameter N_TAtype is an extension to the N_TA parameter. It shall be used to encode
the communication model used by the communicating peer entities of the network layer (see Figure 2).

The follow

The n4
messa

CL

Th
Table 4 def]

ng requirements shall be supported.

ptwork layer protocol shall be capable of carrying out parallel transmission of|\diffe
bes that are not mapped onto the same N_ALI

Error handling for unexpected PDUs only pertains to messages with the same N_AL

ASSICAL CAN frames will not cause a CAN FD message to be terminated.and vice-versa.
is explicitly prevents mixing CAN FD/CLASSICAL CAN frame typesin a single message.

ines the allowed combinations of N_TAtype communication models.

Table 4 — Allowed combinations of N_TAtype communication models

fent

N_TA

Physical/Functional

addressing <Format>

Lype

N_TAtype 4

1 Physicala

N_TAtype 4

Functionalb CAN baseformat (CLASSICAL CAN, 11-bit)
unctiona

N_TAtype 4

Physicala

N_TAtype 4

Functionalb CANFD base format (CAN FD, 11-bit)
unctiona

N_TAtype 4

Physicala

N_TAtype 4

Functionald CAN extended format (CLASSICAL CAN, 29-bit)
unctiona

N_TAtype #

Physicala

N_TAtype 4

2
3
4
5
6
7
8

Functionald CAN FD extended format (CAN FD, 29-bit)
unctiona

a

Physica
b

Functio

addressing (1 to 1 communication) shall be supported for all types of network layer messages.

hal addressing (1 to/.communication) shall only be supported for SingleFrame transmission.

Figure 5 and Figure 6 show examples of allowed N_TAtype communication models and depict

involved sj

q

Figure 5
addressing

ecific parameters.

hows»an example of an enhanced diagnostic tool CLASSICAL CAN request for nor
(N_TAtype #2).

the

mal

14
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Enhanced Diagnostic Tool [ F146 ][ XX16 |[N_TAtype #2] ECU
— R O [V | —
g | N_AI | 3
2 [|A_AI | ASA | | ATA | |A_TAtype| : = : A_AI | ASA | | ATA | |A_TAtype| g
(=] =3
=] I | =
— | | —
& | | 8
g||S_Al | S_SA | | S_TA | |s_TAtype| | I S_Al | S_SA | | S_TA | |S_TAtype| g
2 I I E
2] ! I [+]
R | | R
2T AI | T_SA | | T_TA | |T_TAtype| | 1|T Al | T_SA | | T_TA | |T_TAtype| g
9 I | 2
L= | | L=
5] ! I ]
B | | g
5[IN_AI | N_SA | | N_TA| |N_TAtype| : IIN_AI | N_SA | | N_TA| |N_I'Atype| 5
(=] I =3
=] I | L]
v I $
7] o, | [CSIOAL ] H
§ | <identifier> | | <format> | > CAN Controllerm L | <identifier> | | <format> | §
2] CLASSICAL CAN frame mode 122]]
Figure 5 — Example of enhanced diagnostic tool CLASSICAL.CAN request for normal addressing

(N_TAtype #2)

Figiire 6 shows an example of an enhanced diagnostic tool CAN FD request for normal addfessing (N_
TAtlype #4).
Enhanced Diagnostic Tool [ F146 ][ XX1s |[N_TAtype #4] ECU
= TS 7 TS | -
8 o N_AI | g
S 1A_AI | A_SA | | A_TA | |A_TAtype| : = : A_Al | A_SA | | A_TA | |A_ [‘Atype| g
2] | | 2]
— [ I —
& ! | 3
g{|s_Al | S_SA | | S_TA | |S_TAtype| : : S_Al | S_SA | | S_TA | |s_ “Atype| g
5 I I 2
— : I —
& I : g
2| T_AI | T_SA | | T_TA| |T_TAtype| | 1 | T_AI | T_SA | | T_TA | |T_ [‘Atype| 3
s I I -
il | | Bl
— | | [ ]
3 [ | 8
& [IN_AI | N_SA | | N_TA | |N_TAtype| : : N_AI | N_SA | | N_TA | |N_ rAtype| B
[=] =3
=] | | =]
+ e J *
(5] | 7DF1s | | CAN FD (5]
[ =N
g | <identifier> | | <format> | —> T T > | <identifier> | | <format> | g
2] CAN FD frame mode 12

Figure 6 — Example of enhanced diagnostic tool CAN FD request for normal addressing (N_
TAtype #4)

8.3.2.5 N_AE, network address extension
Type: 8 bits

Range: 0016 to FF16
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Description: The N_AE parameter is used to extend the available address range for large networks
and to encode both sending and receiving network layer entities of sub-networks other than the local
network where the communication takes place. N_AE is only part of the addressing information if
Mtype is set to remote diagnostics.

8.3.3

<Length>

Type: 32 bits

Range: 0000 000116 to FFFF FFFF14

Descriptio

834 <M

: This parameter includes the length of data to be transmitted/received.

[essageData>

Type: string of bytes

Range: not

Descriptio

8.3.5 <P

applicable

n: This parameter includes all data that the higher-layer entities exehange.

Aarameter>

Type: enumeration

Range: STy

Descriptio

8.3.6 <P

Type: 8 bit

in, BS

: This parameter identifies a parameter of the nétwork layer.

arameter_Value>

3

Range: 001) to FF1¢

Descriptio
and 9.6.5.4

8.3.7 <N

| Result>

Type: enumeration

Range: N |
UNEXP_PD

Descriptio
or more er

OK, N_TIMEOUT_A, N_TIMEOUT_Bs, N_TIMEOUT_Cr, N WRONG_SN, N_INVALID_FS,

U, N WET_OVRN, N_BUFFER_OVFLW, N_ERROR

1: This parameter contains the status relating to the outcome of a service execution. If

i: This parameter is assigned, to a protocol parameter <Parameter> as indicated in 9.6

5.3

fwo

rors are discovered at the same time, then the network layer entity shall use the param

bter

value foundTiTstin this 1ist when Idicating the error to the higher layers.

N_OK

This value means that the service execution has been completed successfully; it can be issued to a
service user on both the sender and receiver sides.

N_TIMEOUT_A

This value is issued to the protocol user when the timer N_Ar/N_As has passed its time-out value
N_Asmax/N_Armax; it can be issued to service users on both the sender and receiver sides.

16
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N_TIMEOUT_Bs

This value is issued to the service user when the timer N_Bs has passed its time-out value N_Bspyax;

it can be issued to the service user on the sender side only.

N_TIMEOUT_Cr

This value is issued to the service user when the timer N_Cr has passed its time-out value N_Crpyax;

it can be issued to the service user on the receiver side only.

N_WRONG_SN

This value is issued to the service user upon receipt of an unexpected SequenceNumb
value; it can be issued to the service user on the receiver side only.

N_INVALID_FS

er (PCLLSN)

This value is issued to the service user when an invalid or unknown FlowStatus valuge has been

received in a FlowControl (FC) N_PDU; it can be issued to the service usepon the sender
N_UNEXP_PDU

This value is issued to the service user upon receipt of an unexpected protocol data un
issued to the service user on the receiver side only.

N_WFT_OVRN

This value is issued to the service user when the receiver has transmitted N WFTmax F
N_PDUs with FlowStatus = WAIT in a row and-following this, it cannot meet the pg
requirement for the transmission of a FlowControl N_PDU with FlowStatus = ClearToSen
issued to the service user on the receiver side‘only.

N_BUFFER_OVFLW

This value is issued to the service user upon receipt of a FlowControl (FC) N
FlowStatus = OVFLW. It indicdtes that the buffer on the receiver side of a segmente
transmission cannot store thé.number of bytes specified by the FirstFrame DatalLeng
parameter in the FirstErame and therefore the transmission of the segmented mg
aborted. It can be issued te'the service user on the sender side only.

N_ERROR

This is the geperal error value. It shall be issued to the service user when an error has beg
by the network/layer and no other parameter value can be used to better describe the d
be issued tothe service user on both the sender and receiver sides.

8 ,<Result_ChangeParameter>

side only.

t; it can be

owControl
rformance
d. It can be

|[PDU with
d message
th (FF_DL)
ssage was

n detected
rror. It can

Type cnumeration

Range: N_OK, N_RX_ON, N WRONG_PARAMETER, N WRONG_VALUE

Description: This parameter contains the status relating to the outcome of a service execution.

N_OK

This value means that the service execution has been completed successfully; it can be
service user on both the sender and receiver sides.

© ISO 2016 - All rights reserved
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— N_RX_ON

This value is issued to the service user to indicate that the service did not execute since reception
of the message identified by <N_AI> was taking place; it can be issued to the service user on the
receiver side only.

— N_WRONG_PARAMETER

This value is issued to the service user to indicate that the service did not execute due to an
undefined <Parameter>; it can be issued to a service user on both the receiver and sender sides.

— N_WR

NC YALLLE

This v
range

9 Trans

9.1 Profocol functions

The transp

— transmission/reception of messages up to 4 294 967 295 (232-1) data bytes;

— report

9.2 SingleFrame transmission

9.2.1 SingleFrame transmission with TX DL =8

Transmiss
(TX_DL -

PINU_VIILUL

hlue is issued to the service user to indicate that the service did not execute due to an ou
<Parameter Value>; it can be issued to a service user on both the receiver and sender sid

jport layer protocol

ort layer protocol shall perform the following functions:

ing of transmission/reception completion (or failure).

on of messages of up to six (TX_DL - 2,in’'the case of extended or mixed addressing) or se

-of-

ven

[, in the case of normal addressing);data bytes is performed via transmission of a unique

N_PDU (se¢ 9.4.2), called SF (see Figure 7).

Reception pf messages of up to six or seven data bytes is performed via reception of a unique N_PDT.
e il 7 s — - i
: Higher Layer of ' : Higher Layer of :
| the Sender | | the Receiver |
! N_SDU up to 6 /7 | l N_SDUup to 6/7 |
i data bytes ' | data bytes '
! (TX.DLE) ! ! (RX.DL = 8) !
I P | L |
r——tr=————- -] C—————-- al
| | Transmission | |
. ' to peer entity . :
| SF N_PDU | | SFN_PDU |
. : | > : :
! Network Layer of l l Network Layer of l
| the Sender l | the Receiver l

Figure 7 — Example of a SingleFrame (SF) transmission (TX_DL = 8)
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2 SingleFrame transmission with TX D > 8

Transmission of messages of up to TX_DL - 3 (in the case of extended or mixed addressing) or TX_
DL - 2 (in the case of normal addressing) data bytes is performed via transmission of a unique N_PDU
(see 9.4.2), called SF.

Reception of messages of up to TX_DL - 3 or TX_DL - 2 data bytes is performed via reception of a
unique N_PDU.

9.3

Multiple-frame transmission

Tra
N_P
recq
the

Thd
toi
(FC

Mes

Thd
the

The
cap

The

b)

As 1
for

DUs. Reception of longer messages is performed by receiving multiple N_PDUs andreass
bived data bytes (concatenation). The multiple N_PDUs are called FirstFrame (for ‘the firg
message) and ConsecutiveFrame (for all the following N_PDUs).

receiver of a multiple N_PDU message has the possibility of adapting the/transmission {
[s capability by means of the FlowControl mechanism, using the FlowControl protocol
N_PDU).

sages that are larger than the maximum SF_DL allowed by the used TX_DL are segmente
a FirstFrame protocol data unit (FF N_PDU), containing thefirst set of data bytes, and

one or more ConsecutiveFrame protocol data units (CE NCPDU), each containing consecu
data bytes. The last (or only) CF N_PDU contains the last set of data bytes.

message length is transmitted in the FF N_PDU;Al CF N_PDUs are numbered by the sen
receiver reassemble them in the same order.

FlowControl mechanism (see Figure 8) allows the receiver to inform the sender about th
hbilities, which the sender shall conforat to.

se capabilities are defined as follows:

BlockSize (BS): The maximum, number of N_PDUs the receiver allows the sender to §
waiting for an authorizationito continue transmission of the following N_PDUs. When
zero by the receiver, the-sender is not waiting for an authorization to continue the trans

SeparationTime minimum (ST in): The minimum time the sender is to wait between tr
of two CF N_PDUs:

he values forBSand STpi, are provided by every received FlowControl frame, two diffe
the adoptionrof these values are available for the receiver of a segmented message:

dynamic: BS and ST, are updated for the subsequent PDU communication for this mes

hsmission of longer messages is performed by segmenting the message and transmittilllg multiple

embling of
t N_PDU of

hroughput
data units

d into

tive sets of
der to help
b receiver’s
end before
BS is set to
mission.

hnsmission

rfent modes

sage;

static: constant BS and STy, values are used for the communication for this message.

See 9.6.5.6 for possible implementation decisions and requirements for vehicle diagnosis.

All blocks, except the last one, will consist of BS N_PDUs. The last one will contain the remaining N_
PDUs (from 1 up to BS).

Each time the sender/receiver waits for an N_PDU from the receiver/sender, a timeout mechanism
allows detection of a transmission failure (see 9.8.2).

By means of FC N_PDUs, the receiver has the possibility of authorizing transmission of the following
CF N_PDUs to delay transmission of that authorization or to deny reception of a segmented message in
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the case that the number of bytes to be transferred exceeds the number of bytes that can be stored in
the receiver buffer:

a) FC.CTS: continue to send, the authorization to continue;

b) FC.WAIT: the request to continue to wait;

c¢) FC.OVFLW: buffer overflow, the indication that the number of bytes specified in the FirstFrame
of the segmented message exceeds the number of bytes that can be stored in the buffer of the
receiver entity.

There IS a L ik 1 L £ DCIAIALT 1 1 11 d & 3 11 N
I uP}JCl ITIIIIU LU LU TITUIIIUCT Ul T'U.VVIAT T Jd TULUIVUOT 10 dIIUVVLOU LU OUIIU 11T d TUVV, LdIlICy —
WFThax- This parameter is a system design constant and is not transmitted in the FC N_PDU.
Figure 8 sHows the segmentation on the sender side and reassembly on the receiver side.
Sender Receiver
\ FirstFrame
(FF) \
FlowControl frame /
/ (FC) with BS, STpymin
£ A
HE ConsecutiveFrame
@ (CF)
Y \.
@
A g
ConsecutiveFrame _é"
(CF) b
\ %
2
\ m
ConsecutiveFrame
(CF)
Y
FlowControl frame /
/ (FC) with BS, STy,
A
ConsecutiveFrame g
o \ v
X
[
=
-]
Consecutivekrame 7
(CF) 3
\
\J \J
Figure 8 — FlowControl (FC) mechanism
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9.4 Transport layer protocol data units

9.4.1 Protocol data unit types

The communication between the peer protocol entities of the network layer in different nodes is done
by means of exchanging N_PDUs.

This part of ISO 15765 specifies four different types of transport layer protocol data units, SingleFrame
(SF N_PDU), FirstFrame (FF N_PDU), ConsecutiveFrame (CF N_PDU) and FlowControl (FC N_PDU),
which are used to establish a communication path between the peer network layer entities, to exchange

9.4{2 SFN_PDU

Theg SF N_PDU is identified by the SingleFrame protocol control information (SEW_PCI).[The SF N_
PDU shall be sent out by the sending network entity and can be received by ofie-or multiplg receiving
netvork entities. It shall be sent out to transfer a service data unit that can¢pe transferred yia a single
seryice request to the data link layer and to transfer unsegmented messages.

9.4{3 FFN_PDU

Theg FF N_PDU is identified by the FirstFrame protocol controlinformation (FF N_PCI). Thq FF N_PDU

sha
dur]

1 be sent out by the sending network entity and received by‘a'unique receiving network er]
htion of the segmented message transmission. It identifies the first N_PDU of a segmentg

trapsmitted by a network sending entity. The receivinginetwork layer entity shall start assq

tity for the
d message
mbling the

segmented message on receipt of a FF N_PDU.

9.4{4 CFN_PDU

Theg CF N_PDU is identified by the ConsecutiveFrame protocol control information (CF N_PCI). The
CF IN_PDU transfers segments (N_Data) of the service data unit message data (<MesgageData>).

All
recs
afte
ent

N_PDUs transmitted by the sending.entity after the FF N_PDU shall be encoded as CF N
biving entity shall pass the assembled message to the service user of the network recei
r the last CF N_PDU has been received. The CF N_PDU shall be sent out by the sendif
ty and received by a unigque receiving network entity for the duration of the segmente

trampsmission.

9.4

The
inst
by t
dat

5 FCN_PDU

FC N_PDU is-identified by the FlowControl protocol control information (FC N_PCI). The

he receiving network layer entity to the sending network layer entity, when ready to re
h, after’correct reception of

amFF N_PDU, or

a)

| PDUs. The
ving entity
g network
d message

FC N_PDU

ructs a sending network entity to start, stop or resume transmission of CF N_PDUs. It shall be sent

ceive more

b) the last CF N_PDU of a block of ConsecutiveFrames, if further ConsecutiveFrames need to be sent.

The FC N_PDU can also inform a sending network entity to pause transmission of CF N_PDUs during
a segmented message transmission or to abort the transmission of a segmented message if the length
information (FF_DL) in the FF N_PDU transmitted by the sending entity exceeds the buffer size of the
receiving entity.
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9.4.6 Protocol data unit field description

9.4.6.1 N_PDU format

The protocol data unit (N_PDU) enables the transfer of data between the network layer in one node and
the network layer in one or more other nodes (peer protocol entities). All N_PDUs consist of three (3)
fields, as given in Table 5.

Table 5 — N_PDU format

Addressinformatiom————Protocolcontrotinformation Patafireld—
N_AI N_PCI N_Data
9.4.6.2 Address information (N_AI)
The N_AI i§ used to identify the communicating peer entities of the network layer. The\NZAl information
received in the N_SDU (N_SA, N_TA, N_TAtype [and N_AE]) shall be copied and included in the N_PD. If
the message data (<MessageData> and <Length>) received in the N_SDU requires segmentation for|the
network layer to transmit the complete message, the N_AI shall be copied afid-included (repeated) in
every N_PIDU that is transmitted.
This field [contains address information that identifies the type-of message exchanged and |the
recipient(s) and sender between whom data exchange takes place.
NOTE For a detailed description of address information, see 8.32.
9.4.6.3 Hrotocol control information (N_PCI)
This field iflentifies the type of N_PDUs exchanged. It is@lso used to exchange other control paramefers
between the communicating network layer entities:
NOTE For a detailed specification of all N_PCI parameters, see 9.6.
9.4.6.4 Data field (N_Data)
The N_Datp in the N_PDU is used~te-transmit the service user data received in the <MessageDgta>
parameter|in the N_USData.request service call. The <MessageData>, if needed, is segmented |nto
smaller parts that each fit inte-the N_PDU data field before they are transmitted over the network.
The size offN_Data depends en the N_PDU type, the address format chosen, and the value of TX_DL.
9.5 Tranpsmit data‘'link layer data length (TX_DL) configuration
9.5.1 Deéfinition of TX_DL configuration values

The transmit data [ink Tayer data Tength (TX_DL) configures the maximum usable payload Iength of the
data link layer for the application that implements the network layer as defined in this part of ISO 15765.
The TX_DL value is defined as the real payload length in bytes to provide simple calculations and sanity
checks for the length definitions for N_PCI types specified in 9.6. The valid TX_DL values are derived from
the payload length for data length code (DLC) values from 8 to 15 (see ISO 11898-1:2015, DLC table).

With TX_DL equal to 8, the protocol described in this part of ISO 15765 behaves identical to previous
versions of this part of ISO 15765 which is based on ISO 11898-1 (CAN with 8 byte payload). Table 6
describes valid transmit data link layer data length (TX_DL) values.
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Table 6 — Definition of TX_DL configuration values

TX_DL Description
<8 Invalid

This range of values is invalid.

=8 Configured CAN frame maximum payload length of 8 bytes

For the use with ISO 11898-1 CLASSICAL CAN type frames and CAN FD type frames:
— Valid DLC value range: 2..8;

— Valid CAN_DL value range: 2..8.

>8 Configured CAN frame maximum payload length greater than 8 bytes

For the use with ISO 11898-1 CAN FD type frames only:

— Valid DLC value range: 2..15;

— Valid CAN_DL value range: 2..8, 12, 16, 20, 24, 32, 48, 64;
— Valid TX_DL value range: 12, 16, 20, 24, 32, 48, 64;

— CAN_DL < TX_DL.

9.5)2 Creating CAN frames based on N_TAtype and TX DL

CAN frames are generated based upon N_AI (see 8.3.2), the configured addressing format (see 10.3.1)
for the given N_AI, the configured TX_DL value, and the size"of the message to be transmittef.

9.5]3 Verifying the correctness of received CAN frames

Duq to the fact that the TX_DL configuration ofithe sending node is not known by the r¢ceiver, the
rec¢iving node shall always adapt to the TX_DLGettings of the sender.

Thelocally configured N_TAtype allows chec¢king the received CAN frame type (CLASSICAL CAIN/CAN FD)
and| is used to ignore wrong N_TAtype frames. Once the N_TAtype is correct, the different|N_PCltype
valges can be checked and assumptienson the RX_DL (the transmitters TX_DL) can be madg.

See|Figure 9 for a complete statexflow chart to process incoming CAN frames.
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( Receive CAN frame )
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nibble of N_PCI byte
(Byte #1) pm——————e -
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-
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Key

1 CAN_DL shall be correct if the value matches RX_DL for all CF’s except for the last (or only) CF; the last (or
only) CF shall pass this check if CAN_DL is less or equal than RX_DL and the requirements in 9.6.4.2 are met;
RX_DL comes from the FF and is fixed for this PDU reception process

Y

Figure 9 — State flow — Verifying received CAN frames
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9.5.4 Receiver determination RX_DL

To determine the RX_DL from areceived FirstFrame N_PDU, the payload length in bytes (CAN_DL) is used.

— For CAN_DL values less than 8 bytes, the RX_DL value is invalid.3)

For CAN_DL values equal to 8 bytes, the RX_DL value shall be 8.

For CAN_DL values greater than 8 bytes, the RX_DL value equals the CAN_DL value.

Table 7 defines the received CAN_DL to RX_DL mapping table.

9.6

9.6

Eac

Tabje 8 defines the N_PCltype bit values.

1 N_PC

Protocol control information specification

h N_PDU is identified by means of an'N_PCI. See Table 8 and Table 9.

Table 7 — Received CAN_DL to RX_DL mapping table

Received CAN_DL RX_DL
0Oto7 invalid

8 8

12 12

16 16

20 20

24 24

32 32

48 48

64 64

Table 8 — Definition of N_PCItype bit values

N_PCI Byte #1

Bits 7 - 4 Description

00002 SingleFrame

(016) Forunsegmented messages with CAN_DL < 8, the message length is embedded in lower nibble
of the only PCI byte (Byte #1). For unsegmented messages with CAN_DL > 8, the SingleFrame
escape sequence shall be used where the lower nibble of the first PCI byte (Byte #1)is set to
00002 and the message length is embedded in the second PCI byte (Byte #2). Singleframe (SF)
shall be used to support the transmission of messages that can fit in a single CAN frame.

66017 FirstFranre

(116) A FirstFrame (FF) shall only be used to support the transmission of messages that cannot fit

in a single CAN frame, i.e. segmented messages. On receipt of a FirstFrame (FF), the receiving
network layer entity shall start assembling the segmented message.

— For segmented messages with a message length <=4 095, the lower nibble of the first
PCI byte (Byte #1) and the second PCI byte (Byte #2) includes the message length.

— For segmented messages with a message length > 4 095, the FirstFrame escape sequence
shall be used where the lower nibble of the first PCI byte (Byte #1) is set to 00003 and the
second PCI byte (Byte #2) is set to zero. The message length is embedded in the following four
PCI bytes (Byte #3 .. Byte #6, MSB first).

3) Avalid FF always has a CAN_DL value greater than or equal to 8.
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Table 8 (continued)
N_PCI Byte #1 -
Bits 7 - 4 Description
00102 ConsecutiveFrame
(216) When sending segmented data, all consecutive frames following the FF are encoded as Con-
secutiveFrame (CF). On receipt of a ConsecutiveFrame (CF), the receiving network layer entity
shall assemble the received data bytes until the whole message is received. The receiving enti-
ty shall pass the assembled message to the adjacent upper protocol layer after the last frame of
the message has been received without error.
0011, ElowContreol
(316) The purpose of FlowControl (FC) is to regulate the rate at which CF N_PDUs are sent to the
receiver. Three distinct types of FlowControl (FC) protocol control information are specified
to support this function. The type is indicated by a field of the protocol control information
called FlowStatus (FS), as defined in 9.6.5.1.
416 - F1p Reserved
This range of values is reserved by this part of ISO 15765.
Table 9 shqws a summary of N_PCI bytes.
Table 9 — Summary of N_PCI bytes
N_PCI byteS
N_PDU name Byte #1 I
. . Byte #2 Byte'#3 | Byte #4 | Byte #5 Byte #6
Bits 7-4 |Bits3 -0
SingleFrame (SF) . ’{,(\: . . .
(CAN_DL <[8) 00002 SF_DL AS
SingleFrame (SF) . . . .
(CAN_DL >[8)a 0000, 00002 SF_DL
FirstFrame (FF)
(FF_DL < 4 95) 00012 FF.DL — - - -
FirstFrame (FF)
(FF_DL > 4 p95)b 0001, 00002 “-| 000000002 FF_DL
ConsecutiveFrame (CF)| 0010, SN — — — — —
FlowContr¢l (FC) 0011, ES BS STmin N/A N/A N/A
a  Messaggs with CAN_DL > 8 shalluse an escape sequence where the lower nibble of Byte #1 is set to 0 (invalid length).
This signifigs to the network layer that the value of SF_DL is determined based on the next byte in the frame (Byte #2]. As
CAN_DL is dpfined to be greaterjthan 8, this definition is only valid for CAN FD type frames.
b Messaggs larger than4.095 bytes shall use an escape sequence where the lower nibble of Byte #1 and all bits in Byt¢ #2
are set to 0 |(invalid lefigth). This signifies to the network layer that the value of FF_DL is determined based on the pext
32 bits in th¢ frame {Byte #3 is the MSB and Byte #6 the LSB).
NOTE

payload da

Itash lines are not utilized for PCI information, but depending on the PDU, they might be utilize(r for
N

9.6.2 SingleFrame N_PCI parameter definition

9.6.2.1 SF N_PCI byte

The parameter SingleFrame data length (SF_DL) is used in the SF N_PDU to specify the number of
service message data bytes. The ranges of valid SF_DL values depend on the configured transmit data
link layer data length (TX_DL) and the actual payload to be transmitted (see Table 10 and Table 11). If
the value of TX_DL > 8 and the payload size results in CAN_DL exceeding 8, then bits 0 .. 3 of the first
PCI byte (Byte #1) are set to 0 and the SF_DL is embedded in the second PCI byte (Byte #2); see Table 9.

26
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Table 10 — Definition of SF_DL values with CAN_DL < 8

Value
Bits 7 -4

Description

00002

Reserved
This value is reserved by this part of [SO 15765.

00012 ..01102

SingleFrame DataLength (SF_DL)

SF_DL shall be assigned the value of the service parameter <Length>.

0111, SingleFrame DataLength (SF_DL) with normal addressing only
SF_DL shall be assigned the value of the service parameter <Length>.
SF_DL = 7 is only allowed with normal addressing.
bther values  |Invalid

This range of values is invalid.

NOT

E1 SF_DLis encoded in the low nibble of first N_PCI byte (Byte #1) value.

Table 11 — Definition of SF_DL values (CAN-DL > 8)

Value Description
0000 00002 Reserved
0000'61102 This value is reserved by this part of ISO 15%65.
0000 01115, SingleFrame DataLength (SF_DL) with extended addressing or mixed addrgssing
SF_DL shall be assigned the value ofithe service parameter <Length>.
SF_DL =7 is only allowed with extended addressing or mixed addressing.
0000 10002 SingleFrame DataLength (SF.DL)
(|CAN_bL -3) SF_DL shall be assigned the“value of the service parameter <Length>.
(lCAN_DL -2) |SingleFrame Datakength (SF_DL) with normal addressing only
SF_DL shall be assigned the value of the service parameter <Length>.
SF_DL = (CANyDL - 2) is only allowed with normal addressing.
bther values  |Invalid

Thisrange of values is invalid.

NOT

9.6
Red

E2 SF_DLisenceded inthe second N_PCI byte (Byte #2) value. This is only allowed for CAN FD {

2.2 SE/DL error handling

eived CAN_DL is less or equal to 8:

If+the network layer receives a SF where SF_DI. is equal to 0, then the network layer shal

received SF N_PDU;

ype frames.

ignore the

If the network layer receives an SF where SF_DL is greater than (CAN_DL - 1) of the received frame
when using normal addressing or greater than (CAN_DL - 2) of the received frame for extended or
mixed addressing, then the network layer shall ignore the received SF N_PDU;

In the case of CAN frame data padding (see 10.4.2.1): If the network layer receives an SF where the
CAN_DL does not equal to 8, then the network layer shall ignore the received SF N_PDU;

In the case of CAN frame data optimization (see 10.4.2.2): If the network layer receives an SF where
the value of SF_DL does not match the valid values shown in Table 12, then the network layer shall
ignore the received SF N_PDU.

© ISO 2016 - All rights reserved
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Table 12 — Allowed SF_DL values for a given addressing scheme with optimized CAN_DL

Addressing CAN_DL value

type 0.1 2 3 4 5 7 8
Normal Invalid | SEDL=1 | SEDL=2 | SEDL=3 |SFEDL=4| SEDL=5 | SEDL=6 |SFDL=7
Mixed or Invalid | Invalid | SFDL=1 | SEDL=2 |SFDL=3| SFDL=4 | SEDL=5 |SF.DL=6
extended

Received CAN_DL is greater than 8:

atxazorls ooy »aoaivuac o ©

nnnnnnn

thaloa;

nibbla of £ha 15

ct+ PCIL bz ic
tTCT

P

+0000-then the

—  If the netwerllayerreeceivesan-St-where-thelownibble-ofthe-firs

"k layer shall ignore the received SF N_PDU;

netwo

Oy tCTSIT

— Ifthe rletwork layer receives an SF where the value of SF_DL does not fall into the valid range sh¢own

in Table 13, then the network layer shall ignore the received SF N_PDU.

Table 13 — Allowed SF_DL values for a given CAN_DL greater than 8 and addressing schemje

Addressin g CAN_DL value
type 12 16 20 24 32 48 64
Normal 8 < 11 < 15 < 19 < 23 < 31< 47 <
SF DL<10| SF DL<14 SF DL<18 |SFDL<22| SF D30 |SFDL<46| SF DL<§2
Mixed or 7 < 10 < 14 < 18 < 22 < 30< 46 <
extended SF DL<9 | SFDL<13 SF DL<17 |SF DL<21 |[~\SF.DL<29 |SF DL<45| SF DL<#61

9.6.3 FinstFrame N_PCI parameter definition

9.6.3.1 HirstFrame DataLength (FF_DL) parameter<definition

The paranfeter FF_DL is used in the FF N_PDU to.specify the number of service message data byjtes.
For the serder, the range of valid FF_DL values depends on the addressing scheme and the configyred

transmit data link layer data length (TX¢DL). The minimum values of FF_DL (FF_DLp;i,) based

addressing scheme and TX_DL are specified in Table 14.

Table 14 — Minimum-value of FF_DL based on the addressing scheme

on

Condition FF_DLnin valye
If the configured TX_DL is 8 @nd'normal addressing is used. 8

If the configured TX_DL is)8.and mixed or extended addressing is used. 7

If the configured TX_DI>8 and normal addressing is used. TX DL-1

If the configured TX3DL > 8 and mixed or extended addressing is used. TX_DL-2

The receivler-of an FF N_PDU does not have knowledge of the TX_DL of the sender The recejver

determines

sing

scheme and the retrleved value of RX DL from the CAN DL of the FF N_ PDU (see 9 5. 4 for deflmtlon of
how the receiver determines RX_DL).

Only messages larger than 4 095 bytes in length shall use the escape sequence where the lower nibble
of the first PCI byte (Byte #1) and the entire second PCI byte (Byte #2) have all bits set to 0. This tells
the network layer that the FF_DL is to be determined based on a 32 bit value contained in Byte #3 (MSB)
through Byte #6 (LSB) of the first frame.

28
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Table 15 — Valid FF_DL values

Value Description

0.

.- (FF_DLm]n - 1)

Invalid
This range of values is invalid.

FF_DLm]n e 4’ 095

FirstFrame DataLength (FF_DL) without escape sequence

The encoding of the segmented message length results in a twelve bit length value (FF_
DL) where the least significant bit (LSB) is specified to be bit 0 of the second N_
(Byte #2) and the most significant bit (MSB) is bit 3 of the first N_PCI byte (Byte #1). The
maximum segmented message length supported is equal to 4 095 bytes of user data. It

PCI byte

shall be assigned the value of the service parameter <Length>.

4096 .. FirstFrame DataLength (FF_DL) with escape sequence
i 294??267 295 IThe encoding of the segmented message length results in a 32 bit length value (FF_DL)
(232-1) where the least significant bit (LSB) is specified to be bit 0 of the sixth.N_PCI byte
(Byte #6) and the most significant bit (MSB) is bit 7 of the third N_RCI byte (Byjte #3). The
maximum segmented message length supported is equal to 4,294967 295 bytgs of user
data. It shall be assigned the value of the service parameter<Length>.
9.6j3.2 FF_DL error handling
If the network layer receives an N_PDU indicating a FirstFrame and-=CAN_DL < 8, then the nefwork layer
shall ignore the FF N_PDU.

If th
size
rece

If th
sha

NOT
escd
FC N

Ifa

e network layer receives a FirstFrame with FF_DL thdtis greater than the available rece
, then this shall be considered as an error condition:’ The network layer shall abort t}
eption and send an FC N_PDU with the parameterFlowStatus = Overflow.

le network layer receives a FirstFrame with-ain'FF_DL that is less than FF_DLpp, the net
lignore the received FF N_PDU and not trahsmit a FC N_PDU.

E Legacy devices that only supportthe 12 bit version of FF_DL will not send a FlowControl
pe sequence is used as these devices would interpret FF_DL to be less than FF_DLpi, and as such
[_PDU.

FirstFrame is received with.the escape sequence (where all bits of the lower nibble of PCI

iver buffer
e message

work layer

frame if the
not send an

byte 1 and

all bits of PCI byte 2 are set to)0’s) and the FF_DL =< 4 095, then the network layer shall ignore the FF

N_H

9.6

9.6

Thd
was

DU and not transmit an\EC N_PDU.
4  ConsecutiveFrame N_PCI parameter definition

4.1 CF N.PCI byte

payload-'data length CAN_DL of the received CAN frame has to match the RX_DL v
determined in the reception process of the FirstFrame (FF). Only the last CF in the n

tralllsmission may contain less than RX_DL bytes.

hlue which
hulti-frame

9.6.

4.2 Transmitter requirements for last consecutive frame

A transmitter of a multi-frame message shall send the last (or only) consecutive frame with only the
required number of bytes. See examples below for clarification (normal addressing).

EXAMPLE 1
EXAMPLE 2

Alast CF with 9 data bytes shall be sent padded to 12 bytes.

CAN frame optimization (see 10.4.2.1 and 10.4.2.2)].

© ISO 2016 - All rights reserved
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9.6.4.3 SequenceNumber (SN) parameter definition
The parameter SN is used in the ConsecutiveFrame (CF) N_PDU to specify the following:
— the numeric ascending order of the ConsecutiveFrames;

— that the SN shall start with zero for all segmented messages; the FirstFrame (FF) shall be assigned
the value zero; it does not include an explicit SequenceNumber in the N_PCI field but shall be treated
as the segment number zero;

— that the SN of the first CF immediately following the FF shall be set to one;

— that the SN shall be incremented by one for each new CF that is transmitted during a segmented
message transmission;

— that thie SN value shall not be affected by any FlowControl (FC) frame;
— that when the SN reaches the value of 15, it shall wraparound and be set to zero for-the next CF)

This shall lead to the sequence given in Table 16.

Table 16 — Summary of SN definition

N_PDU FF CF CF CF CF CF CF CH
SN 016 116 E1e F1i6 016 116

See Table 1|7 for a definition of SN values.

Table 17 — Definition of SN values

Value Description

016 - F14| |SequenceNumber (SN)

The SequenceNumber (SN) shall be enicoded in the lower nibble bits of N_PCI byte #1. The SN shall
be set to a value within the range of0 to 15.

9.6.4.4 SequenceNumber (SN) errorhandling

If a CF N_IDU message is received-with an unexpected SequenceNumber not in accordance with|the
definition |n 9.6.4.3, the message’reception shall be aborted and the network layer shall make an N
USData.indlication service call'with the parameter <N_Result> = N_WRONG_SN to the adjacent upper lgyer.

9.6.5 FlogwControl N<PCI parameter definition

9.6.5.1 HlowStatus (FS) parameter definition

The paranjetér FlowStatus (FS) indicates whether the sending network entity can proceed with|the
message transmission.

A sending network entity shall support all specified (not reserved) values of the FS parameter.

Table 18 defines the FS values.
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Table 18 — Definition of FS values

Value Description

016 ContinueToSend (CTS)

ConsecutiveFrames.

The FlowControl ContinueToSend parameter shall be encoded by setting the lower nibble of
the N_PCI byte #1 to “0”. It shall cause the sender to resume the sending of ConsecutiveFrames.
The meaning of this value is that the receiver is ready to receive a maximum of BS number of

116 Wait (WAIT)

The FlowControl Wait parameter shall be encoded by setting the lower nibble of the N_

PCI byte #1 to “1". It shall cause the sender to continue to wait for a new FlowContrd
and to restart its N_BS timer. If FlowStatus is set to Wait, the values of BS (BlockSiz4
STmin (SeparationTime minimum) in the FlowControl message are not relevaitand
ignored.

I N_PDU
) and
khall be

Overflow (OVFLW)

The FlowControl Overflow parameter shall be encoded by setting the lower nibble g
PCI byte #1 to “2”. It shall cause the sender to abort the transmission of a segmenteq
sage and make an N_USData.confirm service call with the parameter <N_Result> = ]
ER_OVFLW. This N_PCI FlowStatus parameter value is only@Hlowed to be transmitt
FlowControl N_PDU that follows the FirstFrame N_PDU andshall only be used if the
length FF_DL of the received FirstFrame N_PDU exceeds the buffer size of the receiyj
If FlowStatus is set to Overflow, the values of BS (BldoekSize) and STnin (SeparationT]
mum) in the FlowControl message are not relevant'and shall be ignored.

216

fthe N_

| mes-
\_BUFF-
bd in the
message
ing entity.
ime mini-

B16 - F16 Reserved

This range of values is reserved by this part of 1SO 15765.

9.6
If

the

9.6
Thd
The
EXA

Onl
nun

trairs

5.2 FlowStatus (FS) error handling

FC N_PDU message is received with an invalid (reserved) FS parameter value, th
mission shall be aborted and the netwerk layer shall make an N_USData.confirm servi
parameter <N_Result> = N_INVALID:FS to the adjacent upper layer.

5.3 BlockSize (BS) parameter definition
BS parameter shall be enicoded in byte #2 of the FC N_PCI.

units of BS are the absolute number of CF N_PDUs per block.

MPLE If BS is-equal to 20, then the block will consist of 20 CF N_PDUs.

hber of frames.

Table 19 provides an overview of the FC N_PCI byte.

e message
e call with

i the last block of ConsecutiveFrames in a segmented data transmission may have less fhan the BS

1able 17 — Dellnition ol b values

Value Description

0016 BlockSize (BS)

shall send all remaining ConsecutiveFrames without any stop for further FC frames
receiving network layer entity.

The BS parameter value 0 shall be used to indicate to the sender that no more FC frames shall
be sent during the transmission of the segmented message. The sending network layer entity

from the

0

116 - FF16 |BlockSize (BS)

receiving network entity.

This range of BS parameter values shall be used to indicate to the sender the maximum num-
ber of ConsecutiveFrames that can be received without an intermediate FC frame from the
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9.6.5.4 SeparationTime minimum (STpj,) parameter definition
The STmin parameter shall be encoded in byte #3 of the FC N_PCI.

This time is specified by the receiving entity. The STnin parameter value specifies the minimum time
gap allowed between the transmissions of two ConsecutiveFrame network protocol data units (CFs).
See Table 20.

Table 20 — Definition of STin values

Value Description

0016 - 7H16 |SeparationTime minimum (STpiy) range: 0 ms - 127 ms
The units of STpyip in the range 0016 - 7F16 (0 - 127) are absolute milliseconds (ms).

8016 - FOs |Reserved
This range of values is reserved by this part of ISO 15765.

Fl16-F9% 6 |SeparationTime minimum (STpjn) range: 100 pus - 900 ps

The units of STyin in the range F116 - F916 are even multiples of 100 pus, where parameter
value F11¢ represents 100 ps and parameter value F91¢ represents 900 is.

FA16 - FFig |Reserved
This range of values is reserved by this part of ISO 15765.

The measurement of the STy, starts after completion of transmission’of a ConsecutiveFrame (CF) and
ends at thelrequest for the transmission of the next CF.

EXAMPLE If STimin is equal to 10 (0A16), then the minimun®,ST authorized between ConsecutiveFrpme
network pr¢tocol data units is equal to 10 ms.

9.6.5.5 SeparationTime minimum (STyj,) error handling

If an FC N_PDU message is received with a reserved STy parameter value, then the sending network
entity shall use the longest STin value specified by this part of ISO 15765 (7F16 = 127 ms) insfead
of the valye received from the receiving nefwork entity for the duration of the on-going segmented
message trfansmission.

If the time] between two subsequent CFs of a segmented data transmission (N_As + N_Cs) is smdller
than the vhlue commanded by the-receiver via STpin, there is no guarantee that the receiver of|the
segmented data transmission-will correctly receive and process all frames. In any case, the receivgr of
the segmented data transmission is not required to monitor adherence to the STi, value.

9.6.5.6 ynamic BS/STnin values in subsequent FlowControl frames

If the servgr is the-receiver of a segmented message transfer (i.e. the sender of the FlowControl frae),
it may chogse either to use the same values for BS and STyjn in subsequent FC (CTS) frames of the same
segmented message or to vary these values from FC to FC frame.

If the client, connected to an ISO 15765-compliant in-vehicle diagnostic network, is the receiver of a
segmented message transfer (i.e. the sender of the FlowControl frame), it shall use the same values for
BS and STpin in subsequent FC (CTS) frames of the same segmented message.

If the client is the sender of a segmented data transmission (i.e. the receiver of the FlowControl frame),
it shall adjust to the values of BS and STy, from each FC (CTS) received during the same segmented
data transmission.

NOTE For in-vehicle gateway implementations (i.e. routing takes place on OSI layer 4; see I1SO 14229-2(8]),
the vehicle manufacturer chooses either that the FC parameters BS and STy, vary during the transmission of
a single segmented message or that these parameters are static values. Depending on this design decision, the
vehicle manufacturer needs to ensure that server implementations are compatible with the respective in-vehicle
gateway implementation.
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Maximum number of FC.WAIT frame transmissions (N_WFTmax)

The purpose of this variable is to avoid communication sender nodes being potentially hooked up in
case of a fault condition whereby the latter could be waiting continuously. This parameter is local to
communication peers and is not transmitted and is hence not part of the FC protocol data unit.

The N_WFTyax parameter shall indicate how many FC N_PDU WAITs can be transmitted by the

receiver in a row.

The N_WFTyax parameter upper limit shall be user defined at system generation time.

9.8

9.8
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The N-WFThax parameter strattomty beused—omthe Teceiving etworkemntity durir
reception.

If the N_WFTpax parameter value is set to zero, then FlowControl shall rely ipon F
continue to send FC N_PDU CTS only. FlowControl wait (FC N_PDU WT) shall.not be u
network entity.

Network layer timing

1 Timing parameters

munication peer in order to be compliant with the specification. A certain application
Cific performance requirements within the ranges defined in Table 21.

bnsure a working system and to overcome communication conditions where the p¢
1lirement can absolutely not be met (e.g. high:bus load). Specified timeout values shall bd
lower limit for any given implementation. The real timeout shall occur no later than at th
pout value + 50 %.

network layer shall issue an appropriate service primitive to the network layer service
bction of an error condition.

communication path is established between peer protocols entities, identified by N_AI
9.4.6.2 for further detajls),/a single set of network layer timing parameters is assigned g
communication path.For'the selection of the network layer timing parameters, no other i
des N_Al is used. If-different network layer timing parameters are required for differen
1 separate communication paths shall be established using different N_AI parameters, e.
A and/or N_SA"shall be defined for each individual use case that requires different net
ng parameters.

Fi
def
bas

nes, the network layer timing parameter values and their corresponding start and en
d-on the data link layer services.

g message

owControl
bed by that

formance requirement values are the binding communieation requirements to be met by each

may define

eout values are defined to be higher than the values for the performance requiremenits in order

rformance
treated as
e specified

user upon

see 8.3.2.1
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[ use cases,
o different
work layer

re 10_shows the network layer timing parameters of an unsegmented message while Table 21
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IS0 15765-2 IS0 15765-2

Sender Sender Start Start Receiver Receiver

N_USData L_Data I 1 L_Data N_USData
i Restart Stop |
i NW_ NW_ |
i sender receiver |
1o ] — |
| Single |
i Frame i
2 —— o] |
| |

time \ 4 vy time

Key
1 Sender|N_USData.req: the session layer issues an unsegmented message to the transport/network layer

Sender|L_Data.req: the transport/network layer transmits the SingleFrame to thedata link layer and startg the
N_As tiner

2 Receivdr L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frame

Receivgr N_USData.ind: the transport/network layer issues to the_session layer the completion of] the
unsegnjented message
Sender|L_Data.con: the data link layer confirms to the transport/network layer that the CAN frame has leen
acknowledged; the sender stops the N_As timer

Sender| N_USData.con: the transport/network layer issues. to the session layer the completion of| the
unsegnjented message

Figure 10 — Placement of network layer timing parameters — Unsegmented message

Figure 11 shows the network layer timingpatrameters of a segmented message while Table 21 defines
the network layer timing parameter valuesand their corresponding start and end positions based on
the data link layer services.
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IS0 15765-2 1S0 15765-2
Sender Sender Start Start Receiver Receiver
N_USData L_Data l 1 L_Data N_USData
. Restart Stop
| | NW_ |
i | receiver
1t |
T First | |
Frame |
S I = T L ||
- |
PO I == ) N T |
! FlowControl | |
| (CTS) |
O . A E S =T |
| | |
5 —-t- |
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Frame
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- |
7 —L. _ | |
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i Frame
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- - |
9 ——l— -------- |— req |-
| FlowControl | Ej_ :
: (WAIT) : ,
10 ——b-——— ¥ {ind | & A eon}- i
| | i
11— —— e} |
i FlowControl | |
: (CTS) :
12— | = i J o +—eon - i
| | i
13—+ - | |
' Consecutive '
! Frame | |
14— Leon J ] —Cind }-- i
i | N_Cr i
15— |
last
' Consecutive ' |
1 6 | Frame | |
T |

g
S
cb

Key

\ 4 time

1 Sender N_USData.req: the session layer issues a segmented message to the transport/network layer

Sender L_Data.req: the transport/network layer transmits the FirstFrame to the data link layer and starts the

N_As timer

2 Receiver L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frame;
the receiver starts the N_Br timer

Receiver N_USDataFF.ind: the transport/network layer issues to the session layer the reception of a FirstFrame

of a segmented message

Sender L_Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been
acknowledged; the sender stops the N_As timer and starts the N_Bs timer
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Receiver L_Data.req: the transport/network layer transmits the FlowControl (ContinueToSend and BlockSize
value = 24) to the data link layer and starts the N_Ar timer

Sender L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frame; the
sender stops the N_Bs timer and starts the N_Cs timer

Receiver L_Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been
acknowledged; the receiver stops the N_Ar timer and starts the N_Cr timer

Sender L_Data.req: the transport/network layer transmits the first ConsecutiveFrame to the data link layer and
starts the N_As timer

Receiver L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frame;
the receiver restarts the N_Cr timer

Sender|L_Data.con: the data link layer confirms to the transport/network layer that the CAN frame has Been

acknowledged; the sender stops the N_As timer and starts the N_Cs timer according to the separation’fime
value (§$Tmin) of the previous FlowControl

Sender|L_Data.req: when the N_Cs timer is elapsed (STmin), the transport/network layer transimits the hext
ConsecfitiveFrame to the data link layer and starts the N_As timer

Receivgr L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frgme;
the recg¢iver stops the N_Cr timer and starts the N_Br timer

Sender|L_Data.con: the data link layer confirms to the transport/network layer that'the CAN frame has leen
acknowledged; the sender stops the N_As timer and starts the N_Bs timer; the sender is waiting for the hext
FlowCdntrol.

Receivdr L_Data.req: the transport/network layer transmits the FlowContrel (Wait) to the data link layer|and
starts the N_Ar timer
Sender|L_Data.ind: the data link layer issues to the transport/network layer the reception of the CAN framej the
sender [restarts the N_Bs timer
Receivgr L_Data.con: the data link layer confirms to the transpart/network layer that the CAN frame has leen
acknowledged; the receiver stops the N_Ar timer and starts the N_Br timer
Receivgr L_Data.req: the transport/network layer transmitsthe FlowControl (ContinueToSend) to the datallink
layer anpd starts the N_Ar timer
Sender|L._Data.ind: the data link layer issues to the transport/network layer the reception of the CAN framej the
sender stops the N_Bs timer and starts the N_Cs.timer
Receivdr L_Data.con: the data link layer confirms to the transport/network layer that the CAN frame has lpeen
acknowledged; the receiver stops the N_Ar timher and starts the N_Cr timer
Sender|L_Data.req: the transport/network layer transmits the ConsecutiveFrame to the data link layer|and
starts the N_As timer
Receivgr L_Data.ind: the data link\layer issues to the transport/network layer the reception of the CAN frgme;
the recg¢iver restarts the N_Cr.timer
Sender|L_Data.con: the data.}ink layer confirms to the transport/network layer that the CAN frame has lpeen
acknowledged; the sender-stops the N_As timer and starts the N_Cs timer according to the separation fime
value ($Tmin) of the previous FlowControl

Sender|L_Data.req: when the N_Cs timer is elapsed (STmin), the transport/network layer transmits the|last
ConsecfitiveFrame-to the data link layer and starts the N_As timer

Receivgr L.Data.ind: the data link layer issues to the transport/network layer the reception of the CAN frdme;
the rec¢iver stops the N_Cr timer

Receiver N_UsData.Ind: the transport/network layer I1ssues to the session layer the completion of the
segmented message

Sender L_Data.con: the data link layer confirms to the transport/network layer that the CAN frame has been
acknowledged; the sender stops the N_As timer

Sender N_USData.con: the transport/network layer issues to session layer the completion of the segmented
message

Figure 11 — Placement of network layer timing parameters — Segmented message
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Table 21 — Network layer timing parameter values

fns Data link layer service Time- | Performance
Timing Description y out requirement
parameter
Start End ms ms
Time for transmission of
the CAN frame .
N_As (any N_PDU) on the L_Data.request L_Data.confirm 1000 —
sender side
Time for transmission
Ulc tllC CAI“I fl dallltT (au_y . _
N_Ar N_PDU) on the receiver L_Data.request L_Data.confirm 1000
side
Time until reception of |L_Data.confirm (FF) L Data.indication
N_Bs the next FlowControl L_Data.confirm (CF) (P?C) ' 1000 —
N_PDU L_Data.indication (FC)
Time until transmission |L_Data.indication (FF) (N_Br : N_Ar)
N_Br of the next FlowControl |L_Data.indication (CF) |L_Data.request(FC)| N/A
. (0)9 x N_Bs
N_PDU L_Data.confirm (FC)
timeout)
Time until transmission (N_€s + N_As)
of the next L_Data.indication (FC) <
N_Cs ConsecutiveFrame L_Data.confirm (CF) L_Paga.request (CF) | N/A (09 x N_Cr
N_PDU timeout)
Time until reception of
N Cr the next L_Data.confirm (F@) L_Data.indication 1000 .
- Consecutive Frame L_Data.indication\(CF) |(CF)
N_PDU
9.812 Network layer timeouts
Table 22 defines the cause and action.in.a network layer timeout.
Table 22 — Network layer timeout error handling
Error Cause Action
Abort message transmission gnd issue
IN_As Any N_PDU-not transmitted in time on the sender side |N_USData.confirm with
<N_Result>=N_TIMEOUT_A
Abort message reception and |ssue N_
N_Ar Afty-N_PDU not transmitted in time on the receiver side |USData.indication with
<N_Result>=N_TIMEOUT_A
FlowControl N_PDU not received (lost, overwritten) on N N
h . . . Abort message transmission gnd issue
NCBS the sender side or preceding FirstFrame N_PDU or N USData.confirm with
= ConsecutiveFrame N_PDU not received (lost, overwrit- | o o = ' o lirmerie o
ten) ()n the recelver Slde IN_INTOUIU = IN_TIIMILUUT1_DS
ConsecutiveFrame N_PDU not received (lost, overwrit- |Abort message reception and issue N_
N_Cr ten) on the receiver side or preceding FC N_PDU not USData.indication with
received (lost, overwritten) on the sender side <N_Result>=N_TIMEOUT_Cr
9.8.3 Unexpected arrival of N_PDU

An unexpected N_PDU is defined as one that has been received by a node outside the expected order
of N_PDUs. It could be an N_PDU defined by this part of ISO 15765 (SF N_PDU, FF N_PDU, CF N_PDU or
FC N_PDU) that is received out of the normal expected order or else it could be an unknown N_PDU that
cannot be interpreted by the definitions given in this part of ISO 15765.
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As a general rule, arrival of an unexpected N_PDU from any node shall be ignored, with the exception of
SF N_PDUs and physically addressed FF N_PDUs; functionally addressed FirstFrames shall be ignored.
When the specified action is to ignore an unexpected N_PDU, this means that the network layer shall
not notify the upper layers of its arrival.

Depending on the network layer design decision to support full- or half-duplex communication, the
interpretation of “unexpected” differs:

a)

at a time;

b)

In additio
reception
the receive

to this network layer design decision, it is necessary to consider the possibility th
r transmission from/to a node with the same address information (N_AI) as.containe
d unexpected N_PDU is in progress.

with half-duplex, point-to-point communication between two nodes is only possible in one direction

ons

ht a
1 in

Table 23 defines the network layer behaviour in the case of the reception of annunexpected N_HDU,
in considefation of the actual network layer internal status (NWL status) and the design decisiop to
support half- or full-duplex communication. Table 23 only applies if the received N_PDU contains|the
same N_Al|as the reception or transmission that is in progress at the time the N_PDU is received.
If the N_AI of the received N_PDU is different from the segmented message, an on-going
reception/fransmission shall be continued.
Table|23 — Handling of unexpected arrival of N_PDUwith same N_AI as currently being
processed
Reception of
NWL statys
SFN_PDU FF N_PDU CF N_PDU FCN_ppy | Unknown
N_PDU
Full-duplex: Ifare-  |Full-duplex:{fia re-
ception is in progress, | ception i§ in‘progress, Full-duplex: If a
see the correspond- |see the‘correspond- T
. . . . P . reception is in pro-
Segmented| |ingcell below in this |ingweeltbelow in this
e . . gress, see the corre-
transmitinl |table; otherwise, table; otherwise, ; Ignorea Ignore
sponding cell below
progress process the SF N_PDU pprocess the FF N_PDU in this table
as the start of anew_)|as the start of a new ’
reception. reception.
Half-duplexyIgnore |Half-duplex: Ignore |Half-duplex: Ignore
. Terminate the Full-duplex:
Terminate-the cur- : b .
. current reception, Ignoreb: If awaited, |If a trans-
rent reception, report coL
o report an N_USDa- process the mission is in
anNLUSData.indica- T ; .
S . . ta.indication, with CF N_PDU in the progress, see
egmented| |fion, with <N_Result> N Resul . . di
L tto N UNEXP ppu. | <N-Result>setto on-going reception  |corresponding Ignore
recetven :e . - T - N _TINEXP PDII to the |and perform the cell ahove in
progress 0 the upper ayet, upper layer, and pro- |required checks (e.g. |this table.
and process the h in richt order):
SFN PDU as the start cess the FF N_PDU SN in rlg t (_)r er),. Half-duplex:
of 2 new recention as the start ofanew |otherwise, ignore it. all-duplex:
PHON- e ception. Ignore
Process the SF N_ Process the
Idlec PDU as the startofa |FF N_PDU as the start|Ignore Ignore Ignore
new reception. of a new reception.
a  FCparameter error handling is described separately in 9.6.5.2 and 9.6.5.5.
b Handling of an unexpected SN is described separately in 9.6.4.4.
¢ Neither a segmented transmission nor a segmented reception is in progress. This status “Idle” only describes the
network layer itself and is not an indication of the availability of the layers above, which might be busy and thus might not
be able to accept a new (SF) request or provide a diagnostic buffer for the data of a multi-frame request (FF).
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4 Wait frame error handling

If the receiver has transmitted N_WFTyax FlowControl wait network protocol data units (FC N_
PDU WAIT) in a row and, following this, it cannot meet the performance requirement for the
transmission of a FlowControl ContinueToSend network protocol data unit (FC N_PDU CTS), then the
receiver side shall abort the message reception and issue an N_USData.indication with <N_Result> set
to N_.WFT_OVRN to the higher layer.

The sender of the message is informed about the aborted message reception via an N_USData.confirm
with <N_Result> set to N_.TIMEOUT_Bs. (Because of the missing FlowControl N_PDU from the receiver,
an N_Bs timeout occurs in the sender.)
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£ Data link layer interface services

Interleaving of messages

are not mapped onto the same N_AI. This is necessary to ensure that the receiving pee
ssemble in a consistent manner the received network protocol data units. This scheme ¢
nple, gateway operation that needs to handle different message transmissions concurre
inct sub-networks.

Data link layer usage

1 Data link layer service parameters

following data link layer service parameters are defined in ISO 11898-1:
<Data>: CAN frame data;

<DLC>: data length code;

<Identifier>: CAN identifier;

<Transfer_Status>: status of a transmission;

<Format>: frame format (GAN, CAN FD, base: 11-bit, extended: 29-bit) (see Table 4).

P.1 L_Data.request

service primitive requests transmission of <Data> that shall be mapped within specific
he data lik'protocol data unit selected by means of <Identifier>.

<Identifier> shall provide reference to the specific addressing format used to transmit 4

network layer protocol shall be capable of carrying out parallel transmission of|different messages

r is able to
nables, for
ntly across

attributes

Data>:

yd

L_DataTequest t

<Identifier>
<Format>
<DLC>
<Data>

)

10.2.2 L_Data.confirm

The service primitive confirms the completion of an L_Data.request service for a specific <Identifier>.
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The parameter <Transfer_Status> provides the status of the service request:

L_Data.confirm

(

<Identifier>
<Transfer_Status>

)

10.2.3 L_Data.indication

The service primitive indicates a data link layer event to the adjacent upper layer and delivers <Data>

identified hy <Identifier>:

L_Data.ind

10.3 Map|

10.3.1 Ad

The exchan
addressing
the addres
bytes trans

10.3.2 to 1

cation

(

<Identifier>
<Format>
<DLC>
<Data>

)

ping of the N_PDU fields

dressing formats

ge of network layer data is supported by three addressing fermats: normal, extended and m
Each addressing format requires a different number 0f CAN frame data bytes to encaps

sing information associated with the data to be exchahged. Consequently, the number of
ported within a single CAN frame depends on thetype of addressing format chosen.

0.3.5 specify the mapping mechanisms for¢ach addressing format based on the data

layer servi

10.3.2 Normal addressing

Table 24 d

normal andl N_TAtype indicates the message is physical.

Ces and service parameters defined in ISO~11898-1.

pfines the mapping of N_PDU parameters into CAN frame where the addressing formd

xed
ate
ata

ink

It is

Table 24 — Mapping of N. PDU parameters into CAN frame — Normal addressing, N_
TAtype = #1, #3, #5 and #7
CAN frame data field
N_PDU type : CA.N .
identifier Byte 1 - na

SingleFrame (SF) N_AI N_PCI, N_Data
FirstFramg (FF) N_AI N_PCI, N_Data
ConsecutiveFrame (CF) |N_AI N_PCI, N_Data
FlowControl {FCJ N_AT N_PCI

a

See Tabl

e 3 and Table 9.

Table 25 defines the mapping of N_PDU parameters into CAN frame where the addressing format is
normal and N_TAtype indicates the message is functional.
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