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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
liaison with ISQ, alsa take part in the work. 1SO collaborates closely with the International Flectrotechnical
Commission|(IEC) on all matters of electrotechnical standardization.

International|Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part’3.

Draft International Standards adopted by the technical committees are circulated to the member bodies|for voting.
Publication as an International Standard requires approval by at least 75 % of the member‘bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this International Standard may be the|subject of
patent rights] ISO shall not be held responsible for identifying any or all such patent rights.

International|Standard ISO 15668 was prepared by Technical Committee ISOLTC 68, Banking, securitied and other
financial servtices, Subcommittee SC 6, Retail financial services.

Annexes A t¢ D of this International Standard are for information only:
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Introduction

This International Standard describes how to secure file transfers in a retail banking environment. Typical use of
such file transfers are those between a card accepting device and an acquirer, or between an acquirer and a card

issuer.
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INTERNATIONAL STANDARD

ISO 15668:1999(E)

Banking — Secure file transfer (retail)

1 Scope

In contrast to file transfers in a wholesale banking environment characterised by exchanges (of IJirge volume,

between

ainframes, in a relatively high-security environment ("bulk file transfers"); those,inm)a r

ptail banking

environmgnt are characterised by low volumes and a lower degree of reliability of environmént in which

download
(EPOS), &
communid

It is assu
especially

This Intern
not cover

The transf
— mess
— receiv
— integr,
— config
— non re
— non re

— auditd

d devices are operated. Such devices may be, but not limited to, an electranicypoint of
n automated vending machine (AVM), an automated teller machine (ATM).'or a merch
ation with payment gateways.

ned that a pre-established relationship exists between the entities involved in the secure
to cover the legal and commercial aspects related to the file transferliabilities.

ational Standard applies to the different kinds of file transfer used'in retail banking environm
ransaction messages identified in 1ISO 8583.

er may require timeliness, and requires at least one of the following security services:
hge origin authentication;

er authentication;

ty;

entiality;

ppudiation of origin;

bpudiation of delivery;

bility.

Sale terminal
ANt server in

file transfer,

ent, but does

It is assunped that all.data forwarded by the originator shall have been confirmed as legitimate and cgrrect prior to

the transfg

The differg

r.

nt-types of files to be transferred could contain:

— software;

— the retail transactions which have been performed and registered, (uploading);

— technical data related to an acquirer (access parameters...), (downloading);

— application data related to an acquirer (BIN list, hot list, ...), (downloading).
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Characteristics of such file transfers are the following:

of data to be transferred can be

-secret data (collection of retail transactions, technical data and application data); or

secret data.

the number of entities to receive the data can be:

— morle than one (broadcast with even thousands of receivers).

a) thetype
— non
b)
— one
c) thecom
— tele
d) the natu
— direg
— stor|
NOTE TH

transferred filg
Permissible f
Transfer of §
The transfer

the file shall
They need n

munication channels can consist of one or both of the following examples:
Communication: public network, private network;

'e of the transfer can be:

Ct-connect, real-time transfer (also known as circuit switching ); or

p-and-forward transfer (also known as message switching).

is International Standard considers the security service during the transfer. Requirements to

orms of Secure File Transfer
ecured Files
function does not provide any security-Services but includes only communication services. |

be secured prior to the transfer. Segurity is managed by the originator and the receiver th
bt trust the lower levels. There is nosecurity added by the communication level (sender and

ORIGINAT

OR SFT SFT RECEIVER

SFT = Secur|
Secured tran
In this case,

sender. One
not end to €

P File Transfer
sfer of files

the security is taken into account only from the sender to the receiver and the originator fully
example is where the originator is the sender and the security is delegated to the transfer le

s have not been altered after transfer achievement are outside the scope of this International Standard.

ensure that

N this case
emselves.
feceiver).

trusts the
el. This is

nd_security as there is no security added by the originator. In this case, the transfer fumpction fully

includes the security services. The file need not be secured prior to the secured transfer taking place.

ORIGINATOR

SENDER SFT RECEIVER
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Secured transfer of secured files

The security functions can be split up between the security function and the transfer function. One example is
where the originator creates a file, signs it with the private signature key, and enciphers the file with a key known
only by the end user (the receiver).

The concern in this example is to prevent anyone within the senders organisation from seeing the content of the
originators file. However, the originator trusts its agent(s) to process the transfer and to take into account the
authentication, integrity, between the sender and the receiver.

ORlle ATAOD CETA1 CENAED CrTq4 CCTH RECCOIN/CD
INATUN AL SLINULTN ST T T4 MNLEULTVLETN

2 Nornmpative references

The followfjng normative documents contain provisions which, through reference in this text, constitute [provisions of
this Interrjational Standard. For dated references, subsequent amendments te,.or revisions of, any of these
publications do not apply. However, parties to agreements based on this Internatienal Standard are ehcouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For
undated references, the latest edition of the normative document referred to applies. Members of |[SO and IEC
maintain registers of currently valid International Standards.

ISO 8372:11987, Information processing — Modes of operation for a 64-bit block cipher algorithm.
ISO 8583:11993, Financial transaction card originated messages'— Interchange message specifications|
ISO 8731-1:1987, Banking — Approved algorithms for message authentication — Part 1: DEA.

ISO 9564-1:1991, Banking — Personal Identification-Number management and security — Part 1: PN protection
principles fand techniques.

ISO/IEC 9[f96:1991, Information technology = Security techniques — Digital signature scheme givjng message
recovery.

ISO/IEC 9[f96-2:1997, Information technology — Security techniques — Digital signature schemes giying message
recovery 4 Part 2: Mechanisms_(sing a hash-function.

ISO/IEC 9[f97:1994, Information technology — Security techniques — Data integrity mechanism using a
cryptographic check function employing a block cipher algorithm.

ISO/IEC 9[/98-1:1991) " Information technology — Security techniques — Entity authentication m¢chanisms —
Part 1: Ganeralumadel.

ISO/IEC 9[798:2:1994, Information technology — Security techniques — Entity authentication — Part 2:\Mechanisms
using symmetric encipherment algorithms.

ISO/IEC 9798-3:1993, Information technology — Security techniques — Entity authentication mechanisms -
Part 3: Entity authentication using a public key algorithm.

ISO/IEC 9798-4:1995, Information technology — Security techniques — Entity authentication — Part 4: Mechanisms
using a cryptographic check function.

ISO 9807:1991, Banking and related financial services — Requirements for message authentication (retail).
ISO/IEC 10116:1993, Information technology — Modes of operation for an n-bit block cipher algorithm.

ISO/IEC 10118-1:1994, Information technology — Security techniques — Hash-functions — Part 1: General.

© 1SO 1999 — All rights reserved 3


https://standardsiso.com/api/?name=6ba7c0a7b6f3749f6338aca501fd085d

ISO 15668:1999(E)

ISO/IEC 10118-2:1994, Information technology — Security techniques — Hash-functions — Part 2: Hash-functions
using an n-bit block cipher algorithm.

ISO 11568 (all parts), Banking — Key management (retail).

ISO/IEC 13888-2:1998, Information technology — Security techniques — Non-repudiation — Part 2: Mechanisms
using symmetric techniques.

ISO/IEC 13888-3:1997, Information technology — Security techniques — Non-repudiation — Part 3: Mechanisms
using asymmetric techniques.

NIST FIPS nRi400 1 o I o CQf o N ial Il I Al TN QIIA 1)
r D 1LOUTL, oCLlUurc riaorr oiariuaru (acuu:c riaorit /'-uyuuu mrr ori/ma _L/

3 Termsfand definitions
For the purpgses of this International Standard, the following terms and definitions apply.

3.1

hot list
a list of Primpary Account Numbers (PAN) which are arranged according to the card issuer or its agent, npt valid for
transaction use

3.2
digital signatpire
data appendgd to, or a cryptographic formation of, a data unit that:allows a recipient of the data unit tg prove the
source and iftegrity of the data unit and protect against forgery €{g: by the recipient

3.3
File Validation Value (FVV)
a derived value used for file validation purposes

34
hash code
the result of §pplying hash-function to data bits

35
hash-functiom

a (mathematcal) function which.maps values from a (possibly very) large set of values into smaller rangg of values,
satisfying thq following two properties within this International Standard:

— itis computationallytinfeasible to find for a given output an input which maps to this output;

— itis computatienally infeasible to find for a given input a second input which maps to the same output.

3.6
application manager

the part of the software of a terminal which is in charge of verifying the secure downloading of the intended
executable object

3.7

Message Authentication Code (MAC)

a code in a message between the originator and the receiver used to validate the source and part or all of the text
of the message

NOTE The code is the result of an agreed calculation.

4 © IS0 1999 — Al rights reserved
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3.8
originator

ISO 15668:1999(E)

the entity that creates the file that has to be transferred to the receiver and is responsible for its security

3.9
receiver

the entity that receives the file

3.10
sender

the entity that sends the file

3.11
sponsor

the entity that evaluates the risk of the file transfer

4  Pring

4.1 Med

The purpo
the legitim
event that

Message
transfer in
after the tr

Techniqug
require the
desirable
desirable

iples
sage Origin Authentication
se of message origin authentication is to provide assurance toe-the receiver that the alleged

ate originator. It may also provide assurance to the receiverthat the alleged file is the acty
the receiver is authorised to receive certain files from only.a subset of its authorised originat

originator is
al file, in the
DI'S.

brigin authentication may occur concurrent with the file transfer, though it may also oc

s that provide content authentication may-provide message origin authentication, but thes
transfer of the entire file before the authentication can be verified. There may be situations
0 perform message origin authentication prior to initiating the actual transfer. As an exam
0 prevent an impostor from masquerading as a legitimate file-provider and tying up a cor

channel for an extended time in transferring a long file, even though the illegitimacy of the origd

eventually|

4.2 Red

be detected and the transferred*file rejected.

eiver authentication

This secullity service authenticates the identity of the receiver prior to initiating the transfer, so that th

not occur

Some rec
is the con

Another p

Iinless the receiver’s identity has been verified.

ol by thexoriginator of the rights for the receiver to receive some file-type.

r before the

c
a connection mode. If a store and forward transfer‘is-used, the message origin authenticati{n shall occur
pnsfer, when the file is retrieved by the receiver.-(Note: transfer of secured files in the model).

e techniques
in which it is
le, it may be
hmunications
inator would

b transfer will

ivers (P@S terminals) are allowed to receive only some types of files. Part of the authentication process

revent an unal

a legitima

perhaps-lengthy file to

psSible reason for using “receiver authentication” is to p uthorised party from i

W

the impersonator.

personating
transfers a

Receiver authentication does not prevent an unauthorised party from ascertaining the file contents (by “listening
in”). Without this security service, and without the security service of confidentiality, anyone could easily
impersonate the legitimate receiver and thus obtain the file. If it is essential that only the authorised receiver(s) of a
file actually receive the file, then the security service of confidentiality must be used. Only in this way can it be
ensured that an unauthorised party has not “listened in” on the communications channel and thus obtained a copy

of the file.

Note that there is a related security service, non repudiation of delivery, that confirms, after the completion of the
transfer, that the authorised party has successfully received the file.

©1S0 1999 -
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4.3 Integri

ty

Accidental or unauthorised alteration of the transferred file, or, at a minimum, selected portions of the transferred
file, shall be detected during and after the transfer process. Integrity services may control the entire file in a single
process, or they may individually control segments of the file.

4.4 Confidentiality

When necessary, the confidentiality of the transferred files shall be ensured and shall be applied to either the whole
file or those file portions that actually require confidentiality.

4.5 Non ré
This security]

such evideng
created the f

4.6 Nonrg
This security|
evidence, th
annex A. Thd
1) theinten
2) thefilec

NOTE TH

4.7 Auditg

If required b
details of the
include faileq
failed transfe
5 Applice
5.1 Softw

5.1.1 Defin

The softwarg

ppudiation of origin
service provides evidence that the claimed originator actually originated the transferred filg

e, the originator might falsely claim that the receiver created the file, or else the réceiver 1
le, and then falsely claimed that it came from the originator.)

epudiation of delivery

service provides evidence that the claimed receiver actually receivedthe transferred file. W

b receiver might claim non-receipt of the file. This service is achieved by mechanisms ig
receiver sends to the originator a non repudiation token message proving that:

Hed receiver received the file;

bntents were received unaltered.

e extent of non repudiation may be determined by.domestic laws or local banking regulations.

bility
the application, it may be necesgary for the sender/originator and/or the receiver to log 3
transfer (time and date, nature of the files, volume of the files, version number...). Such

attempts to transfer data, as\well as successful attempts. In the event of attempted frau
rs may assist in identifying the ‘'source of the attempt.

tion
hre downloading

tion

. (Without
hight have

thout such
entified in

ppropriate
logs may
d, a log of

of.a terminal is composed of distinct functional layers:

a) a trusted and fixed software, pre-loaded before secure file transfer, which is in charge of implementation of

security
b)

different
c) different
6

mechanisms for downloading the application manager and its secure execution;

applications and their secure execution;

applications, which consist of either executable objects or interpreted objects.

an application manager which is in charge of implementation of security mechanisms for downloading the

© 1SO 1999 — All rights reserved
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The above are representative of different layers within the device. Only layers 2 and 3 are downloadable The
security of layer 1 is outside the scope of this International Standard.

Key
Applicd
Applicq
Applicq
Execut
Keys

Applicq
Trusted

~N o O WON P

Security s
—  mutué
— integr,
Confidenti

Prior auth

tion 1
tion 2
tion 3
hble objects or interpreted objects

tion manager
, fixed and preloaded software (bootstrap)

Figure 1 +—Representation of the software of a terminal
brvices required for softvare downloading are:
|l authentication_orunilateral authentication of the originator/sender;
ty verification.of the transferred file.

Ality may be required for sensitive data when appropriate (e.g. keys).

bhtication of the sender by the device may not be required when the downloading is pr

pcessed in a

specific butfer and integrity checking is performed prior to accepting the software, achieving implicit authentication
of the sender.

For each layer, the sequence of the operations shall be: mutual authentication, software transfer, integrity
verification. In the case of mutual authentication failure, the software transfer shall not be performed. In the case of
integrity failure, the software shall not be accepted by the device and the whole sequence shall be performed

again.

NOTE

It is not always necessary to authenticate the receiver. It may be sufficient for the receiver to have message origin
authentication for downloaded software.

© 1SO 1999 — All rights reserved
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5.1.2 Mutual authentication

5121

Implementation

Whatever entity is the initiator of the software download, mutual authentication shall be successfully performed
prior to any file transfer at any layer:

provided by the trusted and fixed software that has been pre-loaded;

applicati
Usually a s¢g

mutual authd
each applica
each de

the send

5122 M

The mutual 3
symmetric al

When a sym
used, ISO/IE

The mutual
authenticatio

For details, r

5123 Kd
Key manage
Symmetric al
The initial ke

directions bu
from masqus

a false sendgr in{case of compromising the secret key of a device.

when the application manager is downloaded, it shall be protected by mutual authentication security services

downloading of the application itself shall be protected by a mutual authentication service, implemented in the

pbn manager and using dedicated keys to each authorised application.
nder may manage several applications, each of which may be transferred to devices. H
ntication process is the verification by the sender of each receiving device andcits. rights
ion. This involves the following:

ice shall be identified by a unique identifier;

er associates a list of authorised applications to each device identifier.

bchanism

uthentication mechanism requires a 2 or 3-way message exchange and may be achieved
horithm or an asymmetric algorithm. ISO/IEC 9798 specifies these security mechanisms.

metric algorithm is used, ISO/IEC 9798-2 and ISO/IEC 9798-4 apply. When an asymmetric 8
C 9798-3 applies.

huthentication does not involve a Trusted-Third Party and may be performed either by 3
h using a sequence number (or time stamp), or a three pass authentication using random nu

pfer to annex A.

y management

ment techniques shall Comply with ISO 11568.

gorithm

ys shall be securely installed in the device prior to any download. The same key may be us

t it is recommended that the mutual authentication uses a unique key per device to prever
radingasranother one by changing its identification and moreover to prevent the possibility

Part of the
to receive

Dy either a

Igorithm is

two pass
mbers.

pd for both
t a device
pf creating

The keys us

d Tor mutual authentication, prior 1o downlioading of each layer, may be difterent.

Asymmetric algorithm

The use of an asymmetric algorithm requires that the receiver shall have a trusted relationship with the sender and
the keys used for mutual authentication are:

authenticate the terminal;

The device p

one unique private/public key pair per layer in all devices.

rivate key may be the same for both layers, even if the senders are two different senders.

a private key resident in the device and its associated public key which is transmitted to the sender to

© 1SO 1999 — All rights reserved
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The public key used to authenticate the sender of the application manager shall be resident in each device and be
protected against substitution. The public key used to authenticate the application sender shall be securely
downloaded at the same time as the application manager or pre-loaded.

5.1.3 Integrity

2
1
1
L
5 N I ST ———m——————————————————————— - ———
| |
8 9 11
6 ———————————
2 : 10
12
Key
1 File 7 KEY
2 Non kelyed algorithm 8 Hash code
3 Asymmjetric 9 MAC
4  Symmatric 10 No further processing
5 Stepl 11 Digital signature
6 Step2 12  File Verification Value (FVV)
Figure 2 — creation of File Verification Value

5.1.3.1 [Implementation
The integrjty-ofithe transferred file shall be ensured by adding a File Verification Value (FVV) to the dontent of the
file. The ™AL ofthefileneed-anhybecomputed-once—as—tis-notreguiredto-be-dependenteantheldownloading

operation and on the identity of the receiving device.

After downloading of a layer and prior to activation of that layer on the device, the downloaded file FVV shall be
verified by the device.

5.1.3.2 Mechanism

Depending upon the algorithm used, it involves one or more steps to create the File Verification Value (FVV), see
Figure 2 and annex A.

© 1SO 1999 — All rights reserved 9
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5133

Key management

The File Verification Value process requires the use of a secret key (symmetric algorithm) or a private key
(asymmetric algorithm) or a non-keyed value (hash code). The FVV operation is performed by the device:

Symmetric algorithm

The secret keys used for integrity of each layer shall be different.

The keys used to verify the integrity of the downloaded application manager shall be securely installed prior to

delivery of th

e device.

The keys usJed to verify the integrity of the downloaded application shall be:

either s¢
— orsecur
The integrity

Asymmetric

There is au
all receivers.

The public k
and protecte
securely dow
Encipher HA|
The hash fun

The first ste
algorithm an

The second
appropriate

5.1.4 Confi
Confidentialit

keys or datg
protected by

curely installed prior to delivery of the device;
bly downloaded at the same time as the application manager.

and confidentiality of these keys shall be protected using a set of pre-installed keys.

hlgorithm
ique public/private key pair per layer with the private key at the sender and the public key gommon to
by used to verify the integrity of the downloaded application manager shall be resident in each device

] against substitution. The public key used to verify the integrity of the downloaded applicati
nloaded at the same time as the application manager or pre-loaded.

SH technique
ction is a two-phase operation.

b in creating the FVV is the computation of the hash on the whole file transferred, usi
| without use of any (secret or othéerwise) key.

step consists of applying_ a symmetric or a asymmetric algorithm to the hash, additiona
adding, to produce thé BVV.

Hentiality

y may not.be-required for software downloading. However when confidentiality service is r
, a secret/key or a private key is transferred from the sender through downloading an
encipherment.

bn shall be

ng a hash

data and

pquired for
d shall be

5.1.5 Non repddiation-of-delivery

After receiving the software and verifying its integrity, the device should send a secure acknowledgement to the

sender, confi

rming the completion (successful or failed) of the reception and the integrity verification.

The secure acknowledgement shall consist of a message identical to the authentication message sent by the

device to the sender during the mutual authentication phase, using the same key, except that it shall include:
the result: e.g. positive or negative;

a time stamp.

The secure acknowledgement shall be in accordance with either ISO/IEC 13888-2 or ISO/IEC 13888-3.

10
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On receipt of that secure acknowledgement, the sender shall verify and record it.

5.1.6 Non repudiation of origin

Non repudiation shall be implemented to ensure the integrity of the service.

When an asymmetric algorithm is used to ensure the integrity service, it provides, at the same time, non
repudiation of origin, as only the originator has knowledge of the private key required to compute the signature. In

this case, the device shall record the signature.

NOTE This implementation of the service is not fully performed if the signed data does not include a time stamp.

5.1.7 Aufitability

To ensure|non repudiation services, logging of the information described in 5.1.5 and 5.1.6 shall be pefformed.
5.2 Pargmeter downloading

5.2.1 Deffinition

Parametell downloading includes application data (such as BIN list, floor limits), negative file (hotlist)| transfer and
updating df sender references (access parameters).

The appli¢ation software of the receiver shall initiate such transfers, which may involve a compldtely different
protocol and sender from the one used previously to download the ‘application software.

Security gservices for parameter transfer are under the control of the originator/sender. Usually ah application
software qupplier through an application server provides;the application, and the parameters are prqvided by the
originator [through a parameter server, however the <two entities may be the same. In this case,|the security
mechanisins and keys shall be implemented byxthe application provider through the applicatior] software in
accordande with the sponsor specification.

Security services required for parameter downloading are:

— mutual authentication or unilateral"authentication of the originator/sender;
— integrjty verification;

— confidentiality when appropriate;

— non repudiation of delivery depending upon the type of the parameters.

The sequégnce of the operations shall be mutual authentication, parameters transfer, integrity verification, and non
repudiation of‘delivery when needed.

In the case of mutual authentication failure, the parameters transfer shall not be performed. In the case of integrity
failure, the parameters shall not be retained on the device and the whole sequence shall be performed again.

NOTE It is not always necessary to authenticate the receiver. It may be sufficient for the receiver to have message origin
authentication for the downloaded parameters.

5.2.2 Mutual authentication

The mutual authentication requirements described for application software downloading shall apply. This file
transfer may be considered as an additional layer of the application downloading operation.

© 1SO 1999 — All rights reserved 11
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5.2.3

Integrity

The integrity requirements described for application software downloading shall apply. This file transfer may be
considered as an additional layer of the application downloading operation.

5.2.4 Confi

dentiality

The confidentiality service may be required to transfer parameters, such as hot lists, floor limits, depending upon

the nature of

the network.

When required, implementation of this service shall fulfil local regulations.

5.2.5 Non rlepudiation of delivery

If required by the sponsor, the non repudiation of delivery requirements described in_applicatio

downloading

5.2.6 Non fepudiation of origin

If required
downloading

5.2.7 Audit

To ensure nd
5.3 Retall

5.3.1 Defin

For this envijonment, the originator/sender is the.términal or the merchant server.

Retail transa
the period ar

Security sery

mutual g

— integrity
The sequend
by the serve
transfer shal

shall apply.

by the sponsor, the non repudiation of origin requirements described in applicatior
shall apply.

hbility
n repudiation services, logging of the information described in 5.1.5 and 5.1.6 shall be perfo
transaction uploading

tion

Ction uploading consists of sending, to the acquirer server, a file containing the financial tran
d additional related data such:as the number of financial transactions and the total amount.

ices required for retail transaction uploading are:
uthentication;
verification ofthe transaction file transferred.

e of the-eperations shall be mutual authentication, transactions file transfer, and integrity

software

software

med.

sactions of

erification

r, sending of evidence of delivery by the server. In the case of mutual authentication failure, the

s and the

not *be performed. In the case of integrity failure, the server shall reject the transaction

mutual auth

1 1 ball K £ Al H
rreativit orian oS pgtiiurtrticu ayairt.

5.3.2 Mutual authentication

53.2.1

Implementation

Retail transaction uploading shall be protected by a mutual authentication service implemented in the application

layer.

53.2.2

Mechanism

As for software downloading, ISO/IEC 9798 applies.

12
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The mechanism shall be independent of the device, because the same acquirer may collect transactions from

devices pr

5.3.2.3

ovided by different manufacturers.

Key management

Symmetric algorithm

As the retail transaction uploading operation is under the control of the acquirer, the keys used for mutual
authentication are acquirer dependent. They shall be resident in a protected location of the device, for example a
Secure Application Module (SAM) as defined in ISO 10202-4:1996, Financial transaction cards — Security
architecture of financial transaction systems using integrated circuit cards — Part 4: Secure application modules.

The same

securely tfansferred as part of the parameter downloading process.

Asymmetr|

The keys Uised for mutual authentication are:

— apriv
the te|

— aunid

The publig

process and protected against substitution.

5.3.3 Int

5.3.3.1

The integn
check-valu

5.3.3.2
The requir
5.3.3.3
Symmetrig

As the re
verificatiorn

key may be used in both directions but a unique key shall be used for each device.(Thée

c algorithm

hte key is resident in the device and its associated public key is transmitted to the sender to
Fminal;

ue private key in the server and the related common public key.in all devices.

key used to authenticate the server may be securely transferred as part of the parameter

Pgrity
Implementation

ty of the retail transaction file shall\be’ensured by adding a check-value to the content of
e shall be computed prior to the transfer.

Mechanism
ements defined in 5.1(3.2 apply and for appropriate mechanisms, refer to annex A.

Key management

algorithm

ail trapsaction uploading operation is under the control of the acquirer, the keys used

as defined

inSO 10202-4.

key may be

authenticate

downloading

this file. The

for integrity

arenacquirer dependent. They shall be resident in a protected location of the device, for emepIe a SAM

It is recommended that the integrity verification process use a unique key for each device. The key may be securely
transferred as part of the parameter downloading process.

Asymmetr

ic algorithm

The keys used for integrity verification should be a unique private key resident in a protected location of the device,
and its associated public key, which is transmitted to the server, to verify the signature.

534 Co

nfidentiality

When required, implementation of this service shall fulfil local regulations.

© 1SO 1999 — All rights reserved
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If the uploaded retail transactions contain a PIN, the PIN shall be enciphered according to ISO 9564-1.

5.3.5 Non repudiation of delivery

This service is not required.

5.3.6 Non repudiation of origin

This service is not required.

5.3.7 Audit

This service

For an overy|

6 Authen

The authenti

2 hility
J
s not required.

ew of the security services as specified for each application, see annex D.

tication mechanisms

whose transfers are separated from the transfer of the data file.

In a protoco
transferring t

When a com

ne file.

are not integrated in the file transfer protocol, then each file fransfer shall be linked to a prior aut

relationship.
authenticatio|

For example, a cryptographic way to establish this relation is to exchange a key
h process and to use this key for securing the-transfer.

This need dges not exist when a formal session has-been established prior to the transfer provided b

trust the inte
authenticatio
during a sing

In a protocol
sender of a f

the file i

the file i

aMACi

grity of the connection. When a formal protocol has been established prior to the transfer
le session, there is no need to tepeat the authentication exchanges before each new transfe

that integrates security panameters, one of the following techniques shall be used to authe
le:

signed by the sender and the digital signature is added to the file;
enciphered:by a symmetric algorithm;

5 added\o the file.

For approveq

Cation values are either integrated in the file transfer protocol or transmitted along with service files

, which does not integrate security parameters, an authentication exchange shall take place before

Imunication session has not been established prior.to\the file transfer, and if the authentication values

hentication
juring the

Dth parties
and if the

h values are not integrated in the file transfer protocol, when several successive files are transmitted

.

hticate the

algorithms, refer to ISO 11568.

14
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Annex A
(informative)

Mechanism examples

A.1 Authentication mechanisms

ISO/IEC 9
transfer.

For appro

Al1.1 Au
Trusted T

ISO/IEC 9
exchanges

ISO/IEC 9
identity by

known to the involved party is not specified.

The mech
random n
stamps or
The use o

Unilateral

Unilateral
the termin

1) Oneq
In this au

Uniguenes
see ISO/IE

798-1 to ISO/IEC 9798-4, specifies entity authentication mechanisms which can be applied

ed algorithms, refer to ISO 11568.

fhentication mechanisms using symmetric encipherment algorithms _and not involvin
hird Party

798-2 specifies entity authentication mechanisms using symmetriccencipherment algorithm
of messages providing unilateral authentication and mutual authentication.

demonstrating its knowledge of a secret authenticationykey. The method by which the

Anisms specified require the use of time variant_parameters such as time stamps, sequenc
imbers. They protect against replay. Using random numbers requires one more pass thg
sequence numbers.

text fields is optional and depends upen-the application.

authentication model

huthentication is used for transfer of retail payment data from a terminal to a host. The host
;1

ass authentication
thentication mechanism the claimant A initiates the process and is authenticated by t

s/timelinesS§yis controlled by generating and verifying a time stamp or a sequence numbef
FC 9798-2,

to secure file

J a

5. It specifies

798-2 is based on the sharing of a common secret authentication key and an entity cofroborates its

secret key is

b numbers or
n using time

huthenticates

e verifier B.
. For details,

A sends to B the following token: Textl // eKAB (TA or NA // B /] Text2).

KAB : common secret authentication key shared by A and B.

eKaB(X) : encipherment of data X with a symmetric algorithm using the key Kas.

X /I'Y : concatenation of the data items X and Y.

TA : time stamp.

NA : sequence number.

© 1SO 1999 — All rights reserved
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B : identifier of B (its inclusion is optional).

1) Two pass authentication

In this authentication mechanism the claimant A is authenticated by the verifier B who initiates the process.

Uniqueness/timeliness is controlled by generating and verifying a random number. For details, see
ISO/IEC 9798-2.
(1)
A (2) B
(1) B sends tp A a random number: RB and optionally a text field Text1.
(2) A sends tp B the following token: Text2 // eKAB(RB // B /] Text3).
(the inclusior) of B is optional).
Mutual authgntication model
Mutual authgntication is used for software application and secret data file transfer\between a terminal and a host.
1) Two pags authentication
In this authentication mechanism uniqueness/timeliness is controlled by generating and verifying time |stamps or
sequence numbers. For details, see ISO/IEC 9798-2.
(1)
A (2) B
(1) A sends tp B the following token: Textl // eKAB(TA or NA // B // Text2).
(2) B sends tp A the following token: Text3 [/ eKAB(TB or NB // A/l Text4).
TA, TB : time [stamps.
NA, NB : seqyence numbers.
B : identifier pf B (its inclusian‘is’optional).
A : identifier pf A (its inelusion is optional).
1) Three pgss althentication
In this authemticaton-mechanism-uniguenessiimeliness-iscontrolled by generating-and-verfyingrandosd numbers.
For details, see ISO/IEC 9798-2.
(1)
=

(1) B sends to A a random number: RB and optionally a text field Text1.

(2) A sends to B the following token: Text2 // eKAB(RA // RB /I B I/ Text3).

(the inclusion of B is optional).

16
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s to A the following token: Text4 // eKAB(RB // RA // Textb).

RA, RB : random numbers.

A.1.2 Application of ISO/IEC 9798-2 to secure file transfer

Depending upon the use of text fields within the token:

— if the enciphered text field is empty, the mechanism is used for authentication prior to the file transfer;

— if the enciphered text field equals the file to be transmitted, it corresponds to sending the enciphered file;

— ifthe

When usir
encipher t

A.1.3 Au
a Trusted

ISO/IEC 9
exchanges

A digital s
using its s
verifying €

The mech
random nu

Unilateral

Unilateral
the termin

1) One
In this au

Uniquenes
see ISO/IE

bnciphered text field is a symmetric secret key, key distribution is combined with authenticati

g several keys for the same function, the cleartext text field may include the identifier of thg
e data or the identifier of the exchanged key or both.

thentication mechanisms using asymmetric encipherment algorithms,and not involvi
Third Party

798-3 specifies entity authentication mechanisms using asymmetric-encipherment algorithm
of messages providing unilateral authentication and mutual atthentication.

gnature is used to verify the identity of an entity: the entity.to be authenticated corroborates
pcret key to sign specific data and therefore demonstrates its knowledge of its secret signa
htity possesses the corresponding valid public key.

hnisms specified require the use of time variantparameters such as time stamps, sequenc
mbers. Using random numbers requires one-miore pass than using time stamps or sequenc

authentication model

huthentication is used for transfer of-retail payment data from a terminal to a host. The host
.

ass authentication
thentication mechanism the claimant A initiates the process and is authenticated by t

s/timeliness is controlled by generating and verifying a time stamp or a sequence numbel
FC 9798-3.

pN.

key used to

9

5. It specifies

ts identity by
ure key. The

b numbers or
P numbers.

huthenticates

e verifier B.
. For details,

A sends t

B he 10llowing token. CertA /T TAOr NA /T B /I TeXtL /T SSA(TA O NA /T B /T TeXiZ).

CertA : A certificate (optional).

TA : time stamp.

NA : sequence number.

B : identifier of B.

SSA : digital signature using A secret key.

X //'Y : concatenation of the data items X and Y.
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1) Two pass authentication

In this authentication mechanism the claimant A is authenticated by the verifier B who initiates the process.
Uniqueness/timeliness is controlled by generating and verifying a random number. For details, see
ISO/IEC 9798-3.

(1)
(2) B

(1) B sends to A a random number: RB and optionally a text field Text1.

(2) Asends t
RA, RB : rang
CertA : A ceff
B : identifier
Mutual authg
Mutual authe
1) Two pas

In this authe
sequence nu

p B the following token: CertA // RA /I RB /I B /] Text2 // sSA (RA /I RB // B /] Text3).

om numbers.

tificate (optional).

pf B.

ntication model

ntication is used for software application and secret data file tfansfer between a terminal ang
s authentication

htication mechanism uniqueness/timeliness is controlled by generating and verifying time
Imbers. For details, see ISO/IEC 9798-3.

(1)
(2) B

(1) A sends ]
(2) B sends ]
CertA : A ce
CertB : B ce
TA, TB : time

NA, NB : sequ

D B the following token: CertA [/ TA or NA /I B /] Textl // sSSA(TA or NA // B I/ Text2).
D A the following token: CertB'// TB or NB // A/l Text3 // sSB(TB or NB // A I/ Text4).
tificate (optional).

tificate (optional):

stamps.

ence\iiumbers.

B : identifier

5f B

A : identifier of A.

sSA : digital signature with A secret key.

sSB : digital signature with B secret key.

1) Three pass authentication

a host.

stamps or

In this authentication mechanism uniqueness/timeliness is controlled by generating and verifying random numbers.

For details, s

18

ee ISO/IEC 9798-3.
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(1)

2
G) B

(1) B sends to A a random number: RB and optionally a text field Text1.

(2) A sends to B the following token: CertA // RA// RB // B /] Text2 // sSA (RA // RB /] B // Text3).

(the inclusion of B is optional).

(3) B sends to A the following token: CertB // RB /[ RA /[ A/l Text4 I/ sSB (RB // RA [ A Il Textb).

(the inclus

RA, RB : rd

A.1.4 Application of ISO/IEC 9798-3 to secure file transfer

Depending

— if the gnciphered text field is empty, the mechanism is used for authentication prior to the file trans

— if the pnciphered text field equals the file to be transmitted and if thé digital signature allows mess

(see ¢

— if the pnciphered text field equals the file to be transmitted and if the digital signature does not al
recovery (see clause Digital Signature), the file is transmitted along with its signature;

— if the pnciphered text field is a symmetric secret key and if the digital signature allows message H
claus¢ Digital Signature), key distribution is combined with authentication.

When using several keys for the same function, then the cleartext text field may include the identifi

used to sig

A.1.5 Au
The mech
principle i

sharing of
secret key

A.1.6 Au

ISO/IEC 9

on of A is optional).

ndom numbers.

upon the use of text fields within the token:

lause Digital Signature), it corresponds to sending the enciphered file;

n the data or the identifier of the.exchanged key or both.

thentication mechanisms.involving a Trusted Third Party

anisms described in- ISO/IEC 9798-2 and ISO/IEC 9798-3 may be adapted when using
5 {0 combine authéentication with key exchange. When using symmetric encipherment al
a common segret-authentication key by the two entities is not required, however each er
with the TTRand the entities request a session key from the TTP.

fhentication mechanisms using cryptographic check function

fer;

age recovery

oW message

ecovery (see

br of the key

a TTP. The
jorithms, the
tity shares a

798-4 specifies entity authentication mechanisms using a cryptographic check function

It specifies

h £ +al Hat ] o ™ ' <l s ] o U '
excnanges-ormessagesproviamgtntiatetraratmentcatorantmtttarattentcaton:

ISO/IEC 9798-4 is based on the sharing of a common secret authentication key and an entity corroborates its

identity by

demonstrating its knowledge of a secret authentication key.

The method by which the secret key is known to the involved party is not specified.

The mechanisms specified require the use of time variant parameters such as time stamps, sequence numbers or
random numbers. Using random numbers requires one more pass than using time stamps or sequence numbers.

NOTE

The principles are the same as ISO/IEC 9798-2, the symmetric encipherment algorithm is replaced by a
cryptographic check function. ISO/IEC 9798-4 provides examples of such functions.
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A.2 Digital signature

A file can be

signed:

with a symmetric cryptosystem;

with an asymmetric cryptosystem.

A.2.1 Using a symmetric cryptosystem involving a Trusted Third Party

This clause g

escribes a scheme to suit the defined outcome of a digital signature (see definition of digital

signature)

using a symr

The sender and the receiver communicate with a trusted third party. The sender shares a secret.key K

trusted third
have been e

a) The sen(
b)

c)

enciphe
d)

e) The recq

A.2.2 Using
Most digital 3

The principle
deciphers thg

To prevent th
time stamp. ]

To ensure ng

When comb

enciphering ¢peration:

1. The send

The trusted third party deciphers the file with Ks;

The trusted third party adds to the file a statement that the message has.been received from the s

The trusted third party sends the enciphered file to the receiver;

hetric cryptosystem.

stablished is outside the scope of this International Standard.

er enciphers the file with Ks and sends it to the trusted third party;

s it with KR;

iver deciphers the file with KR.

an asymmetric cryptosystem
ignature schemes are based upon publie-key cryptography.

is the following: the sender enciphers the file with his private key, thereby signing the file, tk
 file with the sender's public kéy, thereby verifying the signature.

e sender from sending twice the same file reusing the same signature, the digital signature
he date and time are @ttached to the file and signed along with the rest of the file.

n repudiation, thé-secret key is kept in a secure cryptographic device or by a trusted third pg

ning digital-signature with public-key encipherment, the signing operation is performed

br signs the file with his private key

S with the

party. The receiver shares a different secret key Kr with the trusted third party.-The way these keys

bnder, and

e receiver

includes a

rty.

before the

2.
3. the receiv
4. the receiv

Two types of

giving m

not givin

20

the senderenciphers the signed file with the receivers public Key and Sends It to the receiver

er deciphers the file with his private key

er verifies the signature with the sender's public key.

digital signature schemes exist:

essage recovery: when the verification process reveals the message;

g message recovery: when the verification process needs the message.
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ISO/IEC 9796 specifies a scheme giving message recovery for digital signature of messages of limited length and
using a public-key cryptosystem. It does not involve the use of a hash-function. This International Standard can be
applied to secure file transfer when the file has a limited length, the mechanism is equivalent to encipherment,
because the file need not to be transferred, its signature is transmitted alone and the receiver can recover the file

from the d

NOTE

igital signature.

ISO/IEC 9796-2 describes a digital signature scheme giving message recovery using a hash-function.

A.2.3 Example of algorithms allowing digital signature

DSA

The Digita
for use in
allow mes
RSA (Rive

RSA allow

A.2.4 Ha

In practicgl implementations, public-key algorithms are often too inefficient'to sign long files. Hash-fun

used for r
the sende
file and th
hash with
hashes of
system or
signatureg

Examples

secur

arbitrary length and produces a 160-hit hash;

hash-

Q

Signature Algorithm (DSA) were proposed by the National Institute of Standards and tegh
heir Digital Signature Standard (DSS). It specifies a public-key digital signature algoritam. [
sage recovery.
st, Shamir, Adleman)

S message recovery.

sh-functions

bducing a file to a short imprint for input to a digital signature mechanism. The principle is

e signed hash to the receiver. The receiver produces’a hash of the received file, deciphe
the sender's public key. If the two results match, the.signature is valid. An archival system
files with a time stamp (the time stamp of the transfer or the time stamp of the submission t
both). The receiver stores the received digital~signatures and in the case of disagreeme
can be verified again.

of hash-functions:

e Hash Algorithm (SHA-1) is standardised by the NIST as FIPS 180-1.SHA-1 takes as input

functions using symmetric-block algorithms:

- ISO/IEC 10118, IS entitled "Information technology — Security techniques — Hash-functi
eneral — Part 27 Hash-functions using an n-bit block cipher algorithm".

ISO/IE€10118-2, Specifies hash-functions using an n-bit block cipher algorithm (with

—

at plaintext blocks and ciphertext blocks are n bits in length). The n-bit block cipher alg

ology (NIST)
SA does not

ctions can be
he following:

reduces the file to a message digest called hash, enciphers the hash with his private key and sends the

s the signed
Can store the
D the archival
nt, the digital

messages of

bns — Part 1:

the property
orithm is not

specified: Two types of hash-functions are specified. The first provides hash-codes smaller than or equal

to n;.the second provides hash-codes of length less than or equal to 2n.

5

ISO/IEC 10118-3, Standardises SHA-1, RIPEMD-128 and RIPEMD-160.

6.

A.3 Message Authentication Code

ISO/IEC 10118-2, annex A, presents a way of using the DES with n=64 and the length of the hash =

A Message Authentication Code may be used to authenticate the origin of a file and to protect the integrity of this
file sent by a sender to a receiver. It is generated by the sender of the file and is transmitted along with the file.

A MAC can be applied to the whole file or to part of the file.

©1S0 1999 -
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ISO/IEC 9797 specifies a data integrity mechanism: the method uses a key and an n-bit block cipher algorithm to
calculate an m-bit cryptographic check value. The cryptographic check value is referred to as a Message

Authenticatio

n Code (MAC).

ISO 9807 gives a list of algorithms approved for the calculation of a MAC, in which the algorithm described in
ISO 8731-1, using the DEA in the cipher block chaining mode of operation; it is a specific case of ISO/IEC 9797
when n=64, m=32 and when DEA is used.

A.4 Cipher algorithm

A.4.1 Symr

ISO/IEC 101
an n-bit bloch

— Electron
— Cipher H
— Cipher H
— Output A
and commern
NOTE IS
A.4.2 Asym

RSA is an eX

hetric ciphers

16 entitled "Modes of operation for an n-bit block cipher algorithm™ specifies 4 modes, of op
cipher algorithm (it does not specify the n-bit block cipher algorithm):

¢ Code Book mode (ECB);
lock Chaining mode (CBC);
eedback mode (CFB);
eedback mode (OFB),

ts on the properties of each mode.

D 8372 is the same as ISO/IEC 10116 for n=64.

metric ciphers

ample of asymmetric ciphers.

eration for

22
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Annex B
(informative)

An example of implementation

B.1 Description of the system

This example concerns a POS terminal composed of:
— software:
— alsecure application manager part of the operating system;
— spveral retail banking applications;
— aparameter file for each application, including a BIN list, a hot list, flogr limits,...
— hardware:
— the terminal itself (CPU, ROM, RAM,...);
— @ secure cryptographic processor;
— alremovable integrated circuit card used to identify and authenticate the merchant by his acquirer.
The differgnt servers to which the device is connected are the following:
— the mpnufacturer server which downloads the application manager;
— the application supplier server which-downloads the application software;
— the parameter server, under the-control of the acquirer, which downloads the parameters;

— the agquirer server which xeceives the financial transactions files.

B.2 Cryptographic'FUNCTIONS of the terminal

Notations:

— A =eK(B) : Encipherment of the data B using the symmetric key K;

— B =dK(A) : Decipherment of the cipher text A using the symmetric key K to recover the plain text B.

B.2.1 Software downloading

B.2.1.1 Integrity verification: Asymmetric algorithm
Asymmetric algorithm is used for downloading integrity verification of the software.

This involves a Public key in the terminal. Such a key does not require protection for confidentiality, but only against
substitution.
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This method provides protection against creation of false signature even in the case of a successful attack on the
secure device of the terminal.

B.2.1.2 Mutual authentication: Symmetric algorithm
Symmetric algorithm is used for mutual authentication.
The mutual authentication requires a secret key in the terminal whatever algorithm is used.

To prevent the possibility of using a key obtained after the compromise of a terminal to simulate fake terminals,
derivation of the authentication key is required for application manager downloading.

To implemevlut a derived key system, an asymmetric algorithm would require to keep tables of @li~keys of all
terminals, whereas symmetric key algorithm may be implemented with a unique Master key,and a|derivation
algorithm.

B.2.1.3 Key management for Implementation of the application manager

B.2.1.3.1  Mutual Authentication
DEAL is use@l as symmetric algorithm for mutual Authentication.

KAM : Mutual Authentication Masterkey used for derivation, generatéd by the manufacturer, instaljed in the
manufacturef server

KAT,; : Mutugl Authentication derived key generated by the manufacturer and installed in the secure cryptographic
processor of fthe terminal prior to delivery.

TID : Termingl Identifier.

KAT, = eKAM(TID) ; TID = dKAM(KAT)).

B.2.1.3.2 ntegrity

RSA is used|as asymmetric algorithm forntegrity.

SKKI : Private key used by the manufacturer to sign the software (need not to be installed in the mgnufacturer
server when [signature does not.include time stamp or sequence number).

PKKI : Publit key generated/by the manufacturer and installed in the secure cryptographic procesgor of the
terminal priof to delivery:

B.2.1.4 Key management for Implementation of the Application

B.2.1.4.1 Autual Authentication

DEAL is used as symmetric algorithm for Authentication of the terminal.

KAA, : Mutual Authentication key of the application n, generated by the application provider, installed in the
application server. It has to be securely sent to the terminal and protected in its secure cryptographic processor. To
do so, the manufacturer should generate an asymmetric key pair: SKAA,, PKAA,. He publishes its public key to all
application suppliers in order for them to encipher KAA,. In return, each application supplier transmits the
cryptogram ePKAA,(KAA,) to the manufacturer. The Private transport key SKAA, is installed by the manufacturer
in the secure cryptographic processor of the terminal prior to delivery.
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The software of the application manager maintains the list of applications to be installed in the terminal and
associated cryptograms ePKAA,(KAA,) to be used for mutual authentication. During application manager
downloading operation, the list of applications and related cryptograms are transferred to the terminal.

B.2.1.4.2

Integrity

RSA is used as asymmetric algorithm to verify the integrity of the application software.

The application provider n generates an asymmetric key pair: SKA,l, PKA,l. He publishes its public key to the
manufacturer.

SKA, I : Pr
server wh

PKA;I : AS

The softw
keys for in|

B.2.2 P4

vafe Key used by the application provider n to sign 1ts application software (need not ben
bNn signature does not include time stamp or sequence number).

sociated Public key contained in the downloaded application manager of the terminal.

hre of the terminal maintains the list of applications to be installed in the terminal and assa
tegrity verification.

fameter downloading

The keys are related to the acquirer and may therefore be kept in a removable secure cryptographic d

identify an|
B.2.2.1
DEAlisu

KAQM : M
in the parg

KAQR, : M
e.g. by me

RID : Retq
KAQRy = {
B.2.2.2

RSA is us

SKPI : Pri
signature

d authenticate the merchant by his acquirer.

Mutual Authentication

5ed as symmetric algorithm for Authentication of the\terminal.

aster key for mutual Authentication of the acquirer and the terminal, generated by the acqu
meter server.

ans of a merchant ICCard.

iler Identifier.

KAQM(RID).

ntegrity verification

bd as asymmetric algorithm to verify the integrity of the application parameters.

oes.include time stamp or sequence number).

stalled in the

ciated public

pvice used to

irer, installed

lutual Authentication derived key generated by the acquirer and installed in the terminal of {he Retailer k

vate key used by the acquirer to sign its application parameter (needs to be installed in fhe server as

PKPI : Associated Public key contained in the merchant ICC to be used by the terminal.

B.2.3 Transaction uploading

B.2.3.1 Mutual Authentication

There is no evidence of secure requirements for authentication prior to transmission of the transaction file when
integrity service and non repudiation of delivery service are implemented in accordance with this International

Standard.

This example implements these two services.
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B.2.3.2 Integrity verification: Symmetric algorithm

A symmetric

algorithm is used for integrity verification of the transaction file.

As it is based on a derived keys method, this service provides the authentication service of the terminal by the
acquirer server.

DEAL is used as symmetric algorithm for integrity verification of the transaction file.

KTQM : Master key of the acquirer, generated by the acquirer, installed in the acquirer server.

KTQR : Inte
KTQRy = eK]
The use of d

attack on the)

B.2.3.3 No

grity-verificationderivedkey generated-by-theacquirerandoadedimthemerchanttCCard:
[ QM(RID).
erived keys provides protection against creation of false signature even in the(ease of a

secure device of one terminal.

N repudiation of delivery: Asymmetric algorithm

An asymme

server in order to produce a real time certificate when the transactions file/has been successfully reg

verified for i

The Public
protected for

The terminal
sent and is a

ic algorithm is used, the Private key SKPNR generated by the acqguirer is resident in th
egrity.

ey PKPNR protected against substitution is included in.the parameter file sent by the ac
integrity.

uses this certificate to authenticate the acquirer_server to which the financial transaction filg
ble to erase the file as soon as this certificate:h@s been successfully verified.

successful

e acquirer
eived and

quirer and

has been
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