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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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— Part 17: Consignment and location monitoring

— Part 18: ADR (Dangerous Goods) transport monitoring (ADR)
— Part 19: Vehicle parking facilities (VPF)

The following parts are under preparation:

— Part 4: System security requirements

— Part 13: ‘Mass’ information for jurisdictional control and enforcement
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Introduction

Many ITS technologies have been embraced by commercial transport operators (4.36) and freight
owners, in the areas of fleet management, safety and security. Telematics (4.48) applications have also
been developed for governmental use. Such regulatory services in use or being considered vary from
jurisdiction (4.32) to jurisdiction, but include electronic on-board recorders, digital tachograph (4.47),
on-board mass (4.34) monitoring, ‘mass’ penalties and levies, vehicle access (4.1) methods, hazardous
goods (4.22) tracking, and e-call. Additional applications with a regulatory impact being developed
include, fatigue management, speed monitoring, and heavy vehicle penalties imposed based on location,

distance,

In such a

consider an overall architecture (4.12) (business and functional) that could support these functions fr

asingle pl
Standards

upon the flunctionality of a generic specification platform. A suite of standards deliverables is requi
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This Inter
telematics
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h emerging environment of regulatory and commercial applications (4.17), it is timely|

htform within a commercial freight vehicle that operate within such regulations.nternatio
will allow for a speedy development and specification (4.46) of new applications that by

e and define the framework (4.28) and requirements so that the on board equipment 3
e systems can be commercially designed in an open market to meet common requirement
ns (4.32).

national Standard addresses and defines the framework (4.28) for a range of cooperat]
(4.48) applications for regulated commercial freight vehiclés (4.40) [such as access meth
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e referenced, and the specifications{4:46) will use existing standards (such as CALM) where
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julated vehicles,
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This part of ISO 15638 provides specifications (4.46) for vehicle access control.

NOTE 1

NOTE 2

The definition of what comprises a “regulated commercial freight vehicle” is regarded as an issue
for national decision, and may vary from jurisdiction (4.32) to jurisdiction. This International Standard does not
impose any requirements on nations in respect of how they define a regulated vehicle (4.40).

The definition of what comprises a “regulated” service is regarded as an issue for national decision, and

may vary from jurisdiction (4.32) to jurisdiction. This International Standard does notimpose any requirements on
nations in respect of which services for regulated vehicles (4.40) jurisdictions will require, or support as an option,
but will provide standardized sets of requirements descriptions for identified services to enable consistent and
cost efficient implementations where implemented.
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Vehicle access control

1
Th

Scope

s part of ISO 15638 addresses the provision of “vehicle access control” and’specifies the

comtent of such data required to support such systems, and access methods {4:3) to that data.
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a)

b)
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des
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2

Re
sen

e scope of this part of ISO 15638 is to provide specifications (4.46) for common communic
a exchange aspects of the application service (4.6) vehicle access control that a regulator m
uire or support as an option, including

high-level definition of the service thata service provider (4.44) has to provide, [ The service
describes common service elements; but does not definethe detail of how such an applicat
(4.6) is instantiated, not the acceptable value ranges of the data concepts defined.],

means to realize the service, and
application data, naming content and quality*that an IVS (4.29) has to deliver.

e definition of what comprises a “regulated” service is regarded as an issue for Nationa
I may vary from jurisdiction (4.32) to jurisdiction. This International Standard does not i
uirements on nations in respectiefwhich services for regulated commercial freight veh
isdictions will require, or support as an option, but provides standardized sets of req
criptions for identified services to enable consistent and cost efficient implementatig
tantiated.

s International Standard has been developed for use in the context of regulated commer
icles (4.40). There js-nothing however to prevent a jurisdiction extending or adapting th
lude other typesofiregulated vehicles, as it deems appropriate.

Conformance

juirements to demonstrate conformance to any of the general provisions or specific ¢
vices. (4.6) described in this part of ISO 15638 shall be within the regulations imposg

form and

htions and
ay elect to

definition
ion service

decision,
pose any
cles (4.40)

uirements

ns where

rial freight
e scope to

pplication
ed by the

visions of

jun

[sdiction (4 ?7) where fhpy are instantiated. Conformance requirements to meet the prd

this International Standard are therefore deemed to be under the control of, and to the specification of,
the jurisdiction where the application service(s) is/are instantiated.

The protocols defined in this part of ISO 15638 have been independently tested. Annex B provides
results of these tests. In any conformance assurance process undertaken by candidate systems, where
appropriate, the results may be used as part of its process of conformance compliance.

3

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.
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ISO 15638-1, Intelligent transport systems — Framework for collaborative telematics applications for
regulated commercial freight vehicles (TARV) — Part 1: Framework and architecture

ISO 15638-2, Intelligent transport systems — Framework for collaborative telematics applications for
regulated commercial freight vehicles (TARV) — Part 2: Common platform parameters using CALM

ISO 15638-3, Intelligent transport systems — Framework for collaborative telematics applications for
regulated commercial freight vehicles (TARV) — Part 3: Operating requirements, ‘Approval Authority’
procedures, and enforcement provisions for the providers of regulated services

ISO 15638-4:—1), Intelligent transport systems — Framework for cooperative telematics applications for
regulated pehicles (TARV) — System security requirements

ISO 15638-5, Intelligent transport systems — Framework for collaborative telematics applieqtions |for
regulated fommercial freight vehicles (TARV) — Part 5: Generic vehicle information

ISO 15638-6, Intelligent transport systems — Framework for collaborative telematics‘applications |for
regulated fommercial freight vehicles (TARV) — Part 6: Regulated applications

ISO 15638-8, Intelligent transport systems — Framework for cooperative telematics applications |for
regulated yehicles (TARV) — Part 8: Vehicle access management

4 Terms and definitions

For the pyrposes of this document, the following terms and definitions given in ISO 15638-1 and fhe
following ppply.

4.1

access
admittande, entry, permit to use the road network and/or associated infrastructure (bridges, tunnels
etc.)

4.2
access control
procedurgs and measures to control admittance, entry, permit to use the road network and/or associated
infrastrudture (bridges, tunnels etc.)

4.3
access mé¢thods
procedurgs and protocols to provision and retrieve data

4.4
access monitoring
observati¢n and récording of vehicle related data when using the road network and/or associafed
infrastrudture (bridges, tunnels etc.)

4.5

app
small (usually) Java™?2) applets, organized as software bundles, that support application services (4.6) by

keeping the data pantry (4.23) of the IVS (4.29) provisioned with up-to-date data

4.6

application service

service provided by a service provider (4.44) enabled by accessing data from the IVS (4.29) of a regulated
vehicle (4.40) via a wireless communications network

1) To be published.

2) This information is given for the convenience of users of this document and does not constitute an endorsement
by ISO.
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4.7

application service provider

ASP

party that provides an application service (4.6)

4.8

app library

separately secure area of memory in IVS (4.29) where apps are stored (with different access controls to
data pantry (4.23))

4.
approval
forjmal affirmation that an applicant has satisfied all the requirements for appointment as.an dpplication
senvice provider (4.7) or that an application service (4.6) delivers the required service levels

4.10
approval agreement
wrlitten agreement made between an approval authority (regulatory) (4.11) and’a service provider (4.44)

Nofe 1 to entry: Approval authority (regulatory) (4.11) approval agreement(récognizes the fact that a service
pravider (4.44), having satisfied the approval authority’s requirements for ‘@appointment as a service [provider, is
appointed in that capacity, and sets out the legal obligations of the partiesywith respect to the on-going role of the
seryice provider.

4.11
approval authority (regulatory)
organization (usually independent) which conducts approval (4.9) and ongoing audit (4.13) for service
prquiders (4.44) on behalf of a jurisdiction (4.32)

4.12
architecture
forjmalized description of the design of thesstructure of TARV and its framework (4.28)

4.13
auglit

auditing
reyiew of a party’s capacity toumeet, or continue to meet, the initial and on-going approval dgreements
(4.10) as a service provider (4:44)

4.14
basic vehicle data
data that shall besmaintained/provided by all IVS (4.29) regardless of jurisdiction (4.32)

415
BigBubble
zo]:Iles, such as metropolitan area, which include within them several sensitive/restricted zonef (4.42)

4.16

communications access for land mobiles
CALM

layered solution that enables continuous or quasi continuous communications between vehicles and the
infrastructure, or between vehicles, using such (multiple) wireless telecommunications media that are
available in any particular location, and which have the ability to migrate to a different available media
where required and where media selection is at the discretion of user (4.49) determined parameters,
by using a suite of International Standards based on ISO 21217 (CALM architecture) and 1SO 21210
(CALM networking), that provide a common platform for a number of standardized media using ITS-
stations (4.31) to provide wireless support for applications, such that the application is independent of
any particular wireless medium

© ISO 2014 - All rights reserved 3
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4.17

commercial application(s)
ITS applications in regulated vehicles (4.40) for commercial (non-regulated) purposes

EXAMPLE

4.18

Asset tracking, vehicle and engine monitoring, cargo security, driver management, etc.

consignment and load monitoring

monitorin

4.19

g of shipment of goods/cargo throughout or at specific points of a journey to a destination

controlle
controlle
defined p}
control (4.}

4.20
cooperati
C-ITS

ITS applic
uncontrad
with othe
services (4

4.21

core data
basic vehid
service (4.]

4.22

dangerou
hazardou
HAZMAT
substance
the enviro

4.23
data pant
secure are
library (4.4

4.24
driver
person dr

4.25
driver wg

[l Zone

[l access zone

ysical area which the jurisdiction (4.32) or controlled zone manager determines require acd
D) for regulated vehicles (4.40)

ve ITS

htions for both regulatory and commercial purposes that require the exchange of data betwsg
ted parties using multiple ITS-stations (4.31) communicating with.éach other and sharing d
" parties with whom they have no direct contractual relationship to provide one or more
129)

le data (4.14) plus any additional data required to provide an implemented regulated applicat
B9)

s goods
s goods

s or articles which are potentiallyihazardous (for example, poisonous to humans, harmfu
nment, explosive, flammable, or radioactive) thatrequire regulatory control when transpor

ry
a of memory in IVS (4:29) where data values are stored with different access controls to {

)

ving theregulated vehicle (4.40) at any specific point in time

rk records

eSS

ben
hta
(TS

jon

to
fed

[pp

DWR

collection, collation, and transfer of driver (4.24) work and rest hours data from an in-vehicle system
(4.29) to an application service provider (4.7)

4.26

emergency message system

EMS

collection, collation, and transfer of emergency message data from an in-vehicle system (4.29) to an
application service provider (4.7)

4.27
facilities

layer that sits on top of the communication stack and helps to provide data interoperability and reuse,
and to manage applications and enable dynamic real time loading of new applications

4
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4.28
framework
particular set of beliefs, ideas referred to in order to describe a scenario or solve a problem

4.29

in-vehicle system

IVS

ITS-station (4.31) and connected equipment on board a vehicle

4.30

ITS service
communication functionality offered by an ITS-station (4.31) to an ITS-station application

4.31

IT$-station

IT$-s

enfity in a communication network, comprised of application, facilities (4.27);networking, and access
layer components specified in [SO 21217 that operate within a bounded secut'e management domain

EXAMPLE Country, state, city council, road authority, governmentdepartment (customs, treasury,ftransport),
etc

4.33

lodal data tree

uently updated data concept stored in the.on-board data pantry (4.23) containing a collection of
data values deemed essential for either a) TARV regulated application service (4.39), or b) cpoperative

collection, collation;”and transfer of vehicle mass (4.34) data from an in-vehicle system (429) to an
application serviee” provider (4.7) to enable data provision to jurisdictions (4.32) for the cgntrol and
mgnagement.of equipped vehicles based on the mass of the regulated vehicle (4.40), or use of sych data to

op rator
fleet manager of a regulated vehicle (4.40)

4.37

prime service provider

service provider (4.44) who is the first contractor to provide regulated application services (4.39) to the
regulated vehicle (4.40), or anominated successor on termination of thatinitial contract; the prime service
provider is also responsible to maintain the installed IVS (4.29); if the IVS was not installed during the
manufacture of the vehicle the prime service provider is also responsible to install and commission the
IVS

© IS0 2014 - All rights reserved 5
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4.38

regulated application

regulatory application

application arrangement using TARV utilized by jurisdictions (4.32) for granting certain categories
of commercial vehicles rights to operate in regulated circumstances subject to certain conditions, or
indeed to permit a vehicle to operate within the jurisdiction; may be mandatory or voluntary at the
discretion of the jurisdiction

4.39
regulated application service
TARV appl’ .Lul‘:l.Ull oCT Vl.LC (ﬁ) tU lllCCt thC I C\«lu;l ClllClltO ufa I Csu}atcd ayy}u,atluu that ;3 ulaudatcd y a

regulation] imposed by a jurisdiction (4.32), or is an option supported by a jurisdiction

4.40
regulated commercial freight vehicle
regulated vehicle

vehicle that is subject to regulations determined by the jurisdiction (4.32) as to its use@n'the road system
of the jurisdiction in regulated circumstances, subject to certain conditions, andvitnr’compliance with
specific rdgulations for that class of regulated vehicle; at the option of jurisdictions;this may require the
provision pof information via TARV or provide the option to do so

4.41
remote tgchograph monitoring
RTM
collection| collation, and transfer of data from an on-board electronic tachograph (4.47) system to|an
applicatiop service provider (4.7)

4.42
sensitivefrestricted zone
defined physical area which the jurisdiction (4.32) ef’sensitive/restricted zone manager determifes
require sgecial monitoring (e.g. urban pedestrian.areas, school and hospital surroundings, ...), freight
villages, forts, road sensitivity infrastructure (bridges, tunnels, ...)., weight restricted areas, wiglth
restricted|areas, areas where there has been anaccident or incident, etc.

4.43
sensitivefrestricted zone management
monitorinjg and management of regulated vehicles (4.40) in additional to normal traffic management| as
specified by the jurisdiction (4.32)\or its agents to apply to reqgulated vehicles

4.44
service provider
party whirh is approved by an approval authority (regulatory) (4.11) as suitable to provide regulated or
commercipl ITS application services (4.6)

4.45
session
wireless doniimunication exchange between the ITS-station (4.31) of an IVS (4.29) and the ITS-station of
its application service provider (4.7) to achieve data update, data provision, upload apps, or otherwise
manage the provision of the application service (4.6), or a wireless communication provision of data to
the ITS-station of an IVS (4.29) from any other ITS-station

4.46

specification

explicit and detailed description of the nature and functional requirements and minimum performance
of equipment, service, or a combination of both

6 © ISO 2014 - All rights reserved
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4.47

tachograph

sender unit mounted to a vehicle gearbox, a tachograph head, and a digital driver card, which records
the regulated vehicle (4.40) speed and the times at which it was driven and aspects of the driver’s (4.24)
activity selected from a choice of modes

4.48
telematics
use of wireless media to obtain and transmit (data) from a distant source

[7) service

areas and

controlled

pplication

129) to an

collection, collation, and transfer of vehicle speed data from an in-vehicle system (4.29) to an application
service provider (4.7)

5 Symbols and abbreviated terms

AA approval authority (regulatory) (4.11)

ADR Accord Européen relatif au transport international des marchandises Dangereuses par Route [dangerous
goods (4.22)]

app applet (JavaTMa application or similar) (4.5)

© ISO 2014 - All rights reserved 7
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AS application service

ASP application service provider (4.7)

CALM  communications access for land mobiles (4.16)

C-ITS  cooperative intelligent transport systems (4.20)

CZM controlled access zone (4.19) management/manager

Dr driver (4.24)

DWR driver work records (4.25)
EMS elnergency message system (4.26)

ID

—
o

entity

IP

—

riternet protocol
ITS-S IS station (4.31)

IVS

~
=

-vehicle system (4.29)
] jurisdiction (4.32)
Java™a  object-oriented open-source operating language developed by»SUN systems

LDT

~

acal data tree (4.33)

MICE/ ‘Mass’ information for jurisdictional control and enfor¢ement (4.35)/'Mass’ regulation and control
MRC

Op operator (4.36)

PSP prime service provider (4.36)

RTM rgmote tachograph monitoring (4.40)

SE sgrvice element

SPF sg¢cure parking facility,

SZM sdnsitive/restricted zone management (4.43)/manager
TARV  tdlematics (4.48)\applications for regulated vehicles (4.40)
VAC vghicle aeeéss control (4.50)

VAM v@hicle‘access management (4.51)

VLM vehicle location monitoring (4.52)
VMM  vehicle mass monitoring (4.53)
VPF vehicle parking facilities (4.54)
VSM vehicle speed monitoring (4.55)

a This information is given for the convenience of users of this document and does not constitute an endorse-
ment by ISO.
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6 General overview and framework requirements

IS0 15638-1 provides a framework (4.28) and architecture (4.12) for TARV. It provides a general description
of the roles of the actors in TARV and their relationships.

To understand clearly the TARV framework, architecture (4.12), and detail and specification (4.46) of the
roles of the actors involved, the reader is referred to ISO 15638-1.

[SO 15638-6 provides the core requirements for all regulated applications. To understand clearly the
general contextin to which the provision of this application service, the reader is referred to ISO 15638-6.
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In
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In
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In

brder to be compliant with this part of ISO 15638, the overall architecture employed sh

ith ISO 15638-1.

brder to be compliant with this part of [SO 15638, the communications employed,shall co
15638-2.

prder to be compliant with this part of ISO 15638, the operating requirements’employed sh|

ith ISO 15638-3.

rder to be compliantwith this partofISO 15638, the security employed-shall comply with IS
brder to be compliant with this part of ISO 15638, the basic vehicle data shall comply with IS

brder to be compliant with this part of ISO 15638, the gengeric conditions for this applicati

b1l comply

mply with

pll comply

D 15638-4.
D 15638-5.

bn service

shall comply with ISO 15638-6.

Thjs International Standard has been developed for use-in the context of regulated commerc
velpicles [hereinafter referred to as ‘regulated vehicles” (4.40)]. There is nothing, however, to

ial freight
prevent a

jurfisdiction extending or adapting the scope to jnclude other types of regulated vehicles, ap it deems
appropriate.

7 | Requirements for services using generic vehicle data

The means by which the access commands for generic vehicle information specified in ISO 14638-5 can
befused to provide all or part of the data required in order to support a regulated applicatjon service
(4.B9) shall be as defined in [§0~15638-6.

8 | Application services that require data in addition to basic vehicle data

8.1 General

Application(services that require data in addition to basic vehicle data shall be conducted as|defined in
ISQ 15638:6.

8.2 _-Quality of service requirements

This part of ISO 15638 contains no general requirements concerning quality of service. Such aspects
shall be determined by a jurisdiction (4.32) as part of its specification (4.46) for any particular regulated
application service (4.39). However, where a specified regulated application service (4.39) has specific
quality of service requirements essential to maintain interoperability, these aspects shall be as specified
in Clause 10.

8.3 Testrequirements

This part of ISO 15638 contains no general requirements concerning test requirements. Such aspects
shall be determined by a jurisdiction (4.32) as part of its specification (4.46) for any particular regulated
application service (4.39), and issued as a formal test requirements specification (4.46) document.
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However, where a specified regulated application service (4.39) has specific test requirements essential
to maintain interoperability, these aspects shall be as specified in Clause 10 relating to this regulated
application service, or in a separate standards deliverable referenced within that clause. Where multiple
jurisdictions recognize a benefit to common test procedures for a specific reqgulated application service,
this shall be the subject of a separate standards deliverable.

8.4 Marking, labelling and packaging

This part of ISO 15638 has no specific requirements for marking labelling or packaging.

However,
instantiat
known to
of the im
drawing

ISO/TR 172

9 Com)

9.1 Gen

The detail
service sy
[SO 15638
that claim
[SO 15638

The mean
LDT (4.33)
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The TARV
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on based on this International Standard, the contracting parties shall make such risk expli¢

ny
tly

the implementing jurisdiction (4.32) and shall abide by the privacy laws and regulatipns

lementing jurisdiction and shall mark up or label any contracts specifically and explic
tention to any loss of privacy and precautions taken to protect privacy. Attentionis drawt
859 in this respect.

mon features of regulated TARV application services
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s of the instantiation of regulated application service (4.39)are as designed by the applicat
stem to meet the requirements of a particular jurisdiction (4.32) and are not defined herg
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-6 specifies the generic roles and responsibilities of actors in the systems, and instantiati¢gns

compliance with this part of ISO 15638 shall also be compliant with the requirements
-6.

5 by which data are provisioned into the datgpantry (4.23), and the means to obtain the TA
and core data (4.21) are described in ISO 15638-6, Clause 8 (esp. 8.3).
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ARV regulated application seryices (4.39).
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Run on-board 'app’

At p common generic functionalllevel for this application service, the process may be seen aj
Figure 2 below, however, the.connected equipment may/may not be required in all cases.

9.2 Common roledfthe jurisdiction, approval authority, service provider, and v

The common rolé.of the jurisdiction, approval authority, application service provider, and us

Collect and file data in
on-board data pantry

Transfer the data to
Application service
Provider

ASP system

S2
wireless link

Delete file content and

return to repopulate
data into file

Figure 1 — TARV regulated application service on-board procedure

as fefined in 1IS@15638-6, 10.2.4 and 10.2.5.

9.3 Cemmon characteristics for instantiations of regulated application services

Thg ‘e0mmon characteristics for instantiations of regulated application services shall be as

shown in

ser

br shall be

defined in

ISO 15638-6.

9.4 Common sequence of operations for regulated application services

The common sequence of operations for regulated application services shall be as defined in ISO 15638-6.

9.5 Quality of service

Generic quality of service provisions for application services (4.6) shall be as defined in ISO 15638-6.

© IS0 2014 - All rights reserved
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9.6 Information security

Information security shall be as defined in ISO 15638-6.

9.7 Data naming content and quality
Data naming and quality shall be as defined in ISO 15638-6.

Variations specific to the vehicle access control application service (4.6) shall be as defined below.

9.8 Soffware engineering quality systems

Software ¢ngineering quality systems shall be as defined in ISO 15638-6.

9.9 Quality monitoring station

The availgbility of quality monitoring stations shall be as defined in ISO 15638-6.

9.10 Audits

Audits shgll be as defined in ISO 15638-6.

9.11 Datpa access control policy

To protect the data and information held by the application service provider (4.7), each provider shall
adopt a rigk based data access control policy for employees ofthe provider.

9.12 Approval of IVSs and service providers

Generic provisions for the approval (4.9) of IVSs(and service providers (4.44) shall be as specified in
ISO 1563§-3. Detailed provisions for specific «egtlated applications (4.38) shall be as specified by the
regime of the jurisdiction (4.32).

10 Vehicle access control (VAG)

10.1 TARV VAC service description and scope — VAC use cases

10.1.1 Jufisdiction — Safety enhancement

Jurisdictiops (4.32) defihe controlled zones (4.19) by issuing specific access (4.1) policies in order| to
enhance the level of.road safety in special situations by preserving the traffic efficiency and respecting
the envirpnment. Controlled zones might be special inner city areas (e.g. urban pedestrian ardas,
school, ang hospltal surroundlngs ), frelght v1llages ports road sen51t1v1ty 1nfrastructure (brldg es,
tunnels, . A e

or 1nc1dent or zones and roadways where regulated vehlcles (4 40) have to pay 1ev1es for access, etc.
or temporary zones created to protect VIP movement (movement of president, senior ministers, a
public gathering/procession etc.). Public authorities are normally required to publish the access rules
and the restriction policy. ‘Vehicle access control’ (VAC) (4.50) is a specialized use case of ‘vehicle access
management’ (VAM) (4.51), where the ‘Controlled Zone Manager’ (CZM) has the right/ability to permit or
refuse entry of a regulated vehicle to a defined controlled zone.

10.1.2 Controlled zone managers — Access control monitoring and management

In the VAC (4.50) use case, controlled zone (4.19) managers (CZM) [who may be an organ of a jurisdiction
(4.32), local authority or licensed/contracted operator (4.36)] have the ability to grant or prevent access
(4.1) of regulated vehicles (4.40) according to some stipulated criteria (such as type, size, weight, status,
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condition, payment of fees, etc.). They may also solicit and obtain data from the regulated vehicle (4.40)
when approaching, when within or when leaving the controlled zone.

10.

1.3 Vehicle operators — Access control monitoring and management

Vehicle operators (4.36) may be required to pay fees for regulated vehicles (4.40) to enter controlled zones
(4.19), or meet other conditions such as seek prior permission or make data submission, and/or may
need to monitor the progress of their vehicle as it passes through the controlled zone.

10.

1.4 Jurisdiction — Levy

In

are
de;
roé

10

In
are

he case where a levy is applied for a regulated vehicle (4.40) to gain permission to enter the
a, jurisdictions (4.32) may need to have access to suitable tools to permit or prevent-acc
ignated roadways based on the payment of levies, as a tax, subscription, or either’on er
dway, at the exit from the roadway, or by prior agreement between the parties,

1.5 Controlled zone managers — Assessment of levies

he case where alevy is applied for a regulated vehicle (4.40) to gain pérmission to enter the
a, ‘road operators’ may need to have access to suitable tools to.pérmit or prevent acce

controlled
pss (4.1) to
try to the

controlled
ss (4.1) to

degignated roadways based on the payment of fees, either on the payment of levies, as a tax, supscription
or either on entry to the roadway, at the exit from the roadway, or by prior agreement befween the
pafties and may use access control (4.2) techniques such as barriers and traffic control lights|to achieve
thik objective. The CZM may also need to have access to suitable tools to differentiate fees afnong fleet
operators (4.36) depending on their performance over time.

10{1.6 Jurisdiction — Access control enforcement

Jurjsdictions (4.32) need to have access to suitable tools and regulation for the enforcempnt of the
published access (4.1) rules to restricted/dangerous areas.

10}1.7 Controlled zone managers <—<-Enforcement

CZMs need to have access to suitable tools for the enforcement of the published access (4.1) rules to
redtricted/dangerous areas.

10.2 Concept of operations for vehicle access control

10}j2.1 General

The general goal of an access control (4.2) system is a specialized case of vehicle access monitoring

(VA
of
acg

M) specified in ISO 15638-8, that additionally has the ability to control (permit entry/d
reqgulated vehicles (4.40) to the sensitive or controlled zone (4.19) or zone where access (4.1)
ording to matching acceptable criteria, or by payment for use of, or a combination of the

Sed

p SO 15638-8 for detail of access methods (4 2) pravisions and capabhilities

bny entry)
is granted
se factors.

These specifications (4.46), in the case of fee collection, apply to special provisions that are specific to
‘regulated vehicles'(4.40) and require either different control parameters or different data to general ITS
electronic fee collection.

For general electronic fee collection for all classes of vehicles for the use of roads, for reasons of
interoperability and consistency, the standards specifically designed for ITS electronic fee collection
based around ISO 17573 and ISO 12855 should normally be used and take precedence.

NOTE The system architecture (4.12) defined in ISO 17573 is the basis for all standards that relate to tolling
systems in the toll domain. From this system architecture standard, other standards have consistently reused

common definitions of terms and concepts and basic system functionalities and structure,
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— common terminology, and

— identified interfaces that are or need to be defined.
ISO 17573 uses ISO/IEC 10746-3 for the description of the architecture (4.12).

A given transport service for a given vehicle is fully identified by one or several toll declarations, made
available to the Toll Charger (TC). Toll declarations have to be made available according to the rules of
the toll regime of the toll domain.

The amount due for a given transport service used by a vehicle liable to toll is concluded by the Toll
Charger wi i i TOTT i the
rules of thie toll regime (formula, tariff tables, specific situations rules, traffic conditions, etc.).

The inforpnation above, associated with a given transport service, is named billing details; fora giyen
transportiservice, the billing details are referring to one or several toll declarations.

Depending on the toll regime, billing details are elaborated with information collected by the Toll
Charger aphd/or the relevant Toll Service Provider (TSP); they are concluded by the(Toll Charger.

The Toll Gharger elaborates and makes the payment claims (or toll payment claims) available to each
Toll Servife Provider, according to the bilateral agreements it has with ‘€ach Toll Service Provider,
referring o billing details. These payment claims include an amount due taking into account any specjfic
commercipl conditions applicable to a vehicle, a fleet of vehicles or a given Toll Service Provider.

(For definjtion of the use of terms in this example, please see SO, 12855.)

In the casg¢ of any fee collection associated with VAC (4.50), it shall either fit within, and therefore use the
provisiong of standardized ITS EFC standards, or its data oracéess (4.1) conditions will be differentin the
case of requlated vehicles (4.40), in which case the provisions defined herein shall pertain in respect of
communidations from the CZM to the regulated vehicler'between the regulated vehicle and its ASP (4.7).
It may mopt frequently control access according to the vehicle class or some parameter of qualificatjon
or disqualfification that has nothing to do with feeS.or levies, but in some cases, a qualification conditjon
may includle the payment of a levy as a form of taxation, subscription, penalty for wear and tear, or other
basis of inpposition of a levy.

Taken at its most restrictive interpretation, ‘access control’ (4.2) is simply the control of ‘access’ (4.1)
of regulated vehicles (4.40) to controlied zones (4.19) of the road network. As with VAM (ISO 1563818),
what congtitutes a ‘controlled zone’,yand what constitutes a ‘regulated’ vehicle (4.40), are liable to mgny
interpretdtions and will, quite fightly, vary in different jurisdictions around the globe.

VAC (4.50) use cases extend beyond monitoring and fee assessment to generic areas such as asjset
protectior)/asset management, traffic management, safety, security, etc., even, in some jurisdictipns
(4.32), un(ﬁer the guise<of “supervisory intervention orders”, to vehicle regulation provisions such| as
alcohol inferlocks<@s‘a supervisory provision for a driver (4.24) with a record of driving under the
influence,|for whoman alcohol interlock is a condition of permission of ‘access’ (4.1) to drive.

Many VA( (4.50) application service use cases, although functionally with very different objectiyes,
can operate with Ull]l_y bustcvehfeledata (4.14] asdefimredn 156 15638-5, atrd u—;quilc 10 bpct.id}iued
standardization, other than the provisions generically specified within ISO 15638-3, ISO 15638-5, and
ISO 15638-6, Clauses 8 and 9.

This part of ISO 15638 focuses on the requirements for generic access methods (4.3) or management
systems whose objective is generically to control (permit/stop) access (4.1) for regulated vehicles (4.40)
to/from or in some circumstances reducing or eliminating movement within, the defined controlled
zone.

For applications that simply require vehicle monitoring to enable the application service provider (4.7)
to achieve provision of the application service (4.6), and do not involve access control (4.2) measures, see
ISO 15638-8.
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10.2.2 Statement of the goals and objectives of the TARV VAC system

This part of ISO 15638 focuses on providing standardized support for generic access control (4.2)
(possibly including monitoring or management) systems to increase the safety and the management
efficiency of controlled zone (4.19) access control.

The basic concept for access control (4.2) is to monitor vehicles approaching controlled zones (4.19) in
order to control entry to/movement within/egress from the controlled zone, and allow/deny the access
(4.1), by using wireless communication between incoming vehicles and the infrastructure, combined
with a physical means to control access (barriers, lights etc.). See Figure 2.

Internet or other connection
Controlled VAC
zone Application
njanagement Service
— provider
> .
|| ITS-station
controlled zone N
location file Vehicle Vlehicle
Driver Operator

(>

controlled zone .
— Access rights — .

and conditions User

} Drives vehicle

Authorise$/
controlled zone controls|
|| Feesand L ITS-station use of vehifle
Charges
Controls access to/within/
from the zone J
Vehicle equipped with
TARV

Controlled zone

Figure 2 — Vehicle access control, monitoring, and management overview
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While support for the application service vehicle access monitoring (VAM) (4.51) as defined in ISO 15638-8,
may be said to be normally ‘zone centric’, monitoring the populations within a zone, VAC (4.50) may
normally be considered to be ‘vehicle centric’, in that, it is centred around entry of a particular regulated
vehicle (4.40) to movement around and egress from the zone. As with VAM (ISO 15638-8), the core
activity elements that are essential to VAC may be considered as

a) define and update controlled zone (4.19) definition, access (4.1) rights, and any related levying
structures,

b) appro

aching access control (4.2),

¢) decisipn-making and information feedback,

d) monit
e) feesa
f) egres
Although

After detd
(4.2) appr
send reley
‘Controlle
concernin
zone (4.19)
service (4.1
the IVS (4.]
regulated
that of the
means det

The ASP
access (4.1

oring while within the controlled zone,
hd levying, and
5 from controlled zone.

n the case of VAC, the behaviour for access control (4.2) is added.

cting the entrance to the controlled zone (4.19), once inside a prédefined access control
pach zone, the approaching vehicle (automatically or at the insStigation of the driver) s}
ant data to its application service provider (4.7), who obtains réelevant information from
] Zone Management '(CZM) enabling it to provide the required information and informat

any levy for amounts due and how they are collected,‘and request entry to the control
. As with VAM and all TARV applications, the management and provision of the applicat
b) is undertaken by the application service provider;The communication between the ASP g
P9) of the regulated vehicle (4.40) shall be as determined in ISO 15638-6, 8.3 with data from
behicle always provided to a predetermined [Rv6 address in a separate communication fr
interrogation. The ASP shall then provide th€data to the controlled zone (4.19) manager by
ermined by the CZM (and outside of the scope of this part of ISO 15638).

4.7) is responsible to provide the CZM-with the data required by the regulations controll
) conditions for the controlled zone (4.19). Once the CZM is satisfied that it has received

required dlata/fees, it shall grant access (4.1) to the controlled zone (4.19), or if not satisfied shall dg

access.

This part(

f1SO 15638 does not attempt to specify how such management or control services are specif

nor how their application serviCe)provision is designed and installed, only the communications requi

between {
regulated
centre, or
managem
of ISO 156

Control ar

he regulated vehicle(4.40) and the application service provider (4.7), or from the CZM to
behicle. Most comyfiunications are between the ASP and the controlled zone (4.19) managem

between the régulated vehicle operator (4.36)/application service provider/controlled z
bnt centre, and all of these communications and exchanges are outside of the scope of this p|
38.

d ehforcement in respect of mass (4.34) are a special case, defined in ISO 15638-13.
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peciTying the application, the generic VAC use case 1s shown 1n Figure 5.
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Q Y, ASP Generic Vehicle Access Control
_r ./ and Management Application

Driver

: () Approaching

controlled zone

VAL ASP

control

Vehicle ‘ W

Reporting and
Feedback

Controlled Zone Management \

Within
controlled zone

~_

Leaving
controlled zone

Figure 3 — VAC use case and boundary

10}2.3 Strategies, tactics, policies, and constraints affecting the system

This, application service support is designed for access control (4.2) to/within/from contrdlled zones
(4.19)“For monitoring of vehicles within these controlled zones (4.19), the provisions of ISO 15638-8 will
generally prove more appropriate. For general monitoring of the location of regulated vehicles (4.40),
the vehicle location monitoring (4.52) provisions specified in ISO 15638-15, or consignment and load
monitoring (4.18) provisions of ISO 15638-17, or, in the case of monitoring dangerous goods (4.22) to meet
regulatory requirements, the provisions of ISO 15638-18 will be more appropriate. For support for other
specific application services (4.6), the provisions of other parts of this International Standard should also
be considered for their relevance. (See ‘Foreword’ for list of the parts of this International Standard and
application services supported.)

Individual jurisdictions (4.32) may have specific requirements in respect of issues such as COZ emissions,
carbon footprint, complex vehicle configurations, noise level, worn suspension air-bags, etc. that are not
the subject of the specific application service provisions of ISO 15638-8 to ISO 15638-19, and may find
that the ability to develop specific requirements for additional data, provided in ISO 15638-6, 8.3 may
be, in many cases, more appropriate than the provisions for VAC (this part of ISO 15638) (and where
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of common interest such provisions could be added to subsequent versions/releases of this part of
ISO 15638).

10.2.4 Organizations, activities, and interactions among participants and stakeholders
The principle actors that comprise the system are

— driver (4.24),

— regulated vehicle (4.40),

— applidation service provider (4.7), and

— accesq control (4.2) manager.

Four use dases have been identified, namely

a) approaching controlled zone (4.19) — Planned,
b) approaching controlled zone — Unplanned,

c) decisipon making,

d) reporting and feedback, and

e) exiting controlled zone.

It should Be noted that an entity may perform multiple roles ahidin doing so takes on the responsibility
to perform the functions described under those roles.

Table 1 prpvides a list of the actors involved, their activities and interactions.

Table 1 — TARV VAC actors involved, their activities and interactions

Actor Role Activities Interactions
Jurisdiction (]) (4.33) Sets requirementsfor Publishes specifications ALL
mandatory and.supported |(4.46)
TARV VAC (4:50)
Obtains regulations ALL: Establish regime anf

regulations
PSP: Register TARV equip|-
ment

ASP Register application,
receive reports

Op: Vehicle registration

Dr: Licence

Appoints Approval Author- |AA: Contract. Instruct.
ity (if required) Receive reports

Monitors reports

Instigates any enforcement

Approval authority (AA)  |Implements jurisdiction  |Approves IVS (4.29), and PSP: Approve IVS

(4.11) pollqy at equipment and Vghlcle equipment, applllca- ASP: Approve application
service approval level tion service (4.6) instantia- service
tions
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Actor

Role

Activities

Interactions

Conducts quality of service
maintenance to instruction
of jurisdiction

Prime service provider
(PSP) (4.37)

Responsibility for IVS

Installs and/or commis-
sions IVS

AA: May apply to approve
1vs

o 1 1 :
Up, HISUAIIdUUII

Maintains IVS, related
equipment

Op: Maintain//S hnd
related equipmer]t

Application service pro-

Provides TARV VAC appli-

Develops instantiation

AAGApplies for approval of

vider (ASP) (4.7) cation support services of TARV VAC application service

service

Contracts with users (449) |Op: Contracts

Provides TARV VAC\applica- | Op: Provides seryice

tion service to users and . .

. Dr: May provide dervice

jurisdiction

J: Provides service/reports

Coptrolled zone (4.19) Manages controlled area |Interfaces with users (Dr/ |ASP: collects datd, passes
mgnager OpYand jurisdiction information and jnstruc-

Provides access (4.1) to/
within/from controlled
zone, may collect fees,
collecting the parameters
from the monitored vehi-
cles, process them accord-
ing to the applicable policy
and manage the access to
the area., provides reports,
exception reports, viola-
tions

tions, forwards appropriate
fees

J: Provides reporf

wn

Opgrator (4.36) (Op)

Provides regulated vehicle

(440)

‘Employs’/contracts drivers

Dr: Employs/Confracts

Uses regulated vehicle for
commerce and logistics

Operates regulated vehicle

J: Registers regulgted
vehicle

PSP: Contracts, r¢ceives
service (install/nllaintain)

ASP: Contracts, receives
service, pays appropriate
fees

Receives reports from ASP

Driver (Dr) (4.24)

Drives regulated vehicle
to instruction of operator

(4.36)

Op: to instructions

Signs into TARV VAC sys-
tem

IVS: signs driver into sys-
tem

Drives regulated vehicle
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The use case is depicted in Figure 3, and in the collaboration diagram shown in Figure 4.

controlled zone
alerts vehicle

TARV Vehicle

TARV vehicle
detects controlled
zone

TARV vehicle
updates ASP

Controlled Zone

\'
CZM @bs/denies
C)\\ entry

O=

ASP updates
— controlled zone —
Manager

TARV, Application service provider Controlled Zone Manager

Figure 4 — VAC access control area collaboration diagram

10.2.4.1 Approaching controlled zone — Planned

This use case, the ASP (4.7) of the regulated vehicle (4.40) shall make contact with the regulated vehicle to
obtain its current basic vehicle data (4.14) as defined in ISO 15638-5. If the regulated vehicle is equipped,
the ASP may also obtain the driver (4.24) identification, and possibly obtain data concerning the load and
its status if this is information required by the controlled zone (4.19) manager. (If the regulated vehicle
is not equipped to provide driver data, or load data, and if this is required information, then the ASP has
the responsibility to obtain and provide that data by other means).
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If the jurisdiction (4.32) controlling the controlled zone (4.19) requires additional data supplied from the
regulated vehicle (4.40), then either it shall provide an app (4.5) to the ASP (4.7) who shall be responsible
to preload the app into the memory of the IVS (4.29) of the regulated vehicle, or the ASP shall devise and
install such an app.

The communication between the ASP (4.7) and the regulated vehicle (4.40) IVS (4.29) shall be as determined
in ISO 15638-6, 8.3 with data from the regulated vehicle always provided to a predetermined IPv6
address in a separate communication from that of the interrogation. The ASP shall then provide the data
to the controlled zone (4.19) manager (CZM) by the means determined by the CZM (and outside of the
scope of this part of ISO 15638). The ASP is responsible to provide the CZM with the data required by the
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2.4.2 Approaching controlled zone — Unplanned
his use case, there has been no pre-planning regarding the controlled zone (4.19).

e reasons for and conditions of access (4.1) to and reporting from a controlled'zone are entif
discretion of the jurisdiction (4.32)/CZM who may or may not allow ‘amplanned entry,

conditions of access are outside of the specifications (4.46) of this International Standard.
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his circumstance, the CZM shall have the responsibility to alert the driver/vehicle thatitis ap
bntrolled zone (4.19).

any fees.

ely within
and such

proaching

e CZM may provide this warning by providing a broadcast signal to a wireless communications medium

the ASP to collect and transmit the basic vehicle data(4.14) as determined in ISO 15638-!

itional information received from the broadcast to;the predetermined IPv6 address provi
P as determined in [SO 15638-6, 8.3, and the sesgion (4.45) shall then proceed as a planned
he controlled zone (4.19), as determined in 10.2.4.1.

Iported by the TARV equipped vehicle. In this case, this.inéssage shall stimulate an app (4.5

the case that the CZM does not have the means to automatically notify the IVS (4.29) of thg
icle (4.40), the CZM may simply erect abarrier or traffic control lights or other methods
he point of entry. The CZM shall post-a visible and/or audible notification to the driver (4
ulated vehicle, and the driver of the regulated vehicle shall trigger the IVS of the regulatea
d its basic vehicle data (4.14) to.the predetermined IPv6 address provided by the ASP (4.7)."
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, plus any
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'he means

his triggering are a matter{or system design and not standardization. These means may ¢r may not

mit the driver to provide further information to the ASP.

receipt of an unplanned, unexpected set of basic vehicle data (4.14), the ASP (4.7) shall

addlress provided by.the jurisdiction (4.32) to see if a (probably temporary) controlled zone

be
the
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en created and-gbtain its access (4.1) conditions. Armed with the updated basic vehicle g
ASP shall thenvmeet the information and/or payment provision requirements of the CZM|
side of thé scope of this International Standard. If the CZM requires an, or regular, updj
ic vehicle.data, the ASP shall obtain these by the normal means of interrogation of the IV]
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5 (4.29) as
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The controlled zone (4.19) manager (CZM) shall then make a decision whether to permit or deny entry.
As well as permitting or denying entry, it shall advise the ASP (4.7) of its decision. Where the entry
conditions are fulfilled and the regulated vehicle (4.40) has entered the controlled zone, the CZM shall
determine any data, and frequency of its provision that it requires form the regulated vehicle while in
the controlled zone. In a planned situation, the ASP may have loaded an app (4.5) into the memory of
the IVS (4.29) to provide this information at the intervals required. In an unplanned situation, if the
CZM requires an, or regular, updates of the basic vehicle data (4.14), it shall obtain these by the normal
means of interrogation of the IVS as determined in Clause 8 and the relevant provisions of ISO 15638-6,
Clauses 8 and 9.

It may be that the CZM also requires data when the regulated vehicle (4.40) is about to egress from the
controlled zone (4.19). As with the situation approaching the controlled zone, the CZM may provide that
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notification via an ITS-station (4.31) - ITS-station communication to the IVS (4.29) of the regulated vehicle,
or by a visible or audio notification to the driver (4.24), or in this case, it could have provided that data
to the ASP in its exchange of information with them. As the ASP has received the updated location of the
regulated vehicle every time it is provided with the basic vehicle data (4.14), it has the means to provide
egress relative data to the CZM, or to stimulate a new update of basic vehicle data from the regulated
vehicle to enable it to do so. The means by which it does this are by agreement with the CZM and out with
the scope of this International Standard.

10.2.5 Clear statement of responsibilities and authorities delegated

10.2.5.1 The jurisdiction (4.32) shall be responsible for the regime and regulations.

10.2.5.2 The jurisdiction (4.32) shall employ an approval authority (regulatory) (4.11) ox’otherwise
provide it§ function.

10.2.5.3 The jurisdiction (4.32) shall provide means for enforcement (where required) to meet the
requiremgnts of the regime of the jurisdiction.

10.2.5.4 The prime service provider (4.38) shall install/commission IVS (4.29)-and maintain the IVS.

10.2.5.5 The prime service provider (4.37) shall install/cothmission, or supervise [he
installatioh/commissioning of any on-board equipment connected €g the IVS (4.29).

10.2.5.6 The application service provider (4.7) (ASP) shall deyelop the TARV VAC application servicq or
use a TARV VAC application service provided by CZM.

10.2.5.7 The application service provider (4.7) shall obtain any required approval (4.9) of its TARV WAC
service frqm the approval authority (regulatory) (4-11)

10.2.5.8 The application service provider (4.7) shall contract with the operator (4.36) of the regulafed
vehicle (4.40).

10.2.5.9 The application service provider (4.7) shall be responsible to provide the application service
to jurisdiction (4.32), operator (4.36), and driver (4.24) as specified in its service offering. The ASP shall
be respongible to inform the driver (by whatever means the ASP deems appropriate and the jurisdictjon
considers fadequate), of regulations in respect of access (4.1) to the controlled zone (4.19) and the ryles
and proceflures for entering’the controlled zone in as much as this information is required for the driyer
to perforn his tasks and-rémain within the regulations pertaining.

10.2.5.10 The.Operator (4.36) shall be responsible to provide the regulated vehicle (4.40).

10.2.5.11 The operator (4.36) shall be responsible to abide by requirements of the regime TARV VAC.

10.2.5.12 The operator (4.36) shall be responsible to pay penalties and levies required by jurisdiction
(4.32), CZM, prime service provider (4.37), and application service provider (4.7). Where appropriate, the
operator (4.36) shall pay any penalties and levies due to the CZM, or jurisdiction via its ASP, but it shall
always be the operator (4.36) who is responsible for the payment of such fees.

10.2.5.13 The driver (4.24) shall be responsible to follow instructions, including use of the IVS (4.29)
and associated equipment.

10.2.5.14 The CZM shall, within a regime determined by the jurisdiction (4.32), be responsible for
determining the regulation and access (4.1) policies and admission practices of the controlled zone (4.19)
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and making such regulations as required for its management, and shall be responsible for making such
regulations readily, freely, and fairly accessible to ASPs, and vehicle operators (4.36).

10.2.5.15 The CZM shall be responsible for developing and operating any systems required for the
management of the controlled zone (4.19) and for all and any equipment, access control (4.2) equipment
and interfaces associated with the zone required by the regime of the jurisdiction (4.32), and for providing
access to ASPs (4.7) to provide required data to/from the system, and for making any broadcasts or other
communications to the regulated vehicle (4.40) in order to request data.

10
cor
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2516 In-the event that levies are impncnd to enter or for movement within or egre

trolled zone (4.19), the CZM shall provide the ASP (4.7) and/or the regulated vehicle (4.4
B6) with receipt for the applied fee including detail of the basis of the levies imposed.

from the
) operator

10}2.6 Equipment required for TARV VAC

10}2.6.1 TARVIVS

10}2.6.1.1 The system shall be designed to work using TARV IVS (4.29)-as defined in this International

Standards.
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2.6.1.2 The prime service provider (4.37)/application service provider (4.7) shall prov
broval authority (regulatory) (4.11), evidence of complianceé from an appropriate body to dej
suitability for use in vehicles for the IVS (4.29) and all associated equipment.

2.6.1.3 It shall not be possible for collected ox'§tored vehicle data or vehicle data in an
non-volatile memory within the IVS (4.29) to<he accessible or capable of being manipulat
son, device, or system, other than that authdrized by the application service provider (4.7).

2.6.2 Equipment periphery/connected to IVS

hdditional equipment, however, for convenience, or to meet the requirements of other p4
ernational Standard, a veliicle may have equipment that is periphery/connected to the IVS
mple, driver input deviceydriver identification device, etc.).

Where such equipmentis used, it shall have been properly installed by the prime service prov

as

10
wif

hpproved by thelapproval authority (regulatory) (4.11) of the jurisdiction (4.32).

de to the
monstrate

Iy software
ed by any

2.6.2.1 The requirements of this-part of ISO 15638 can be met without the requirement for the use

rts of this
(4.29) (for

ider (4.37)

2.6.2.2 This-part of [SO 15638 specifies the framework (4.28) for the communications req

h vehicles for the access control (4.2) of regulated vehicles (4.40) into/within/exiting access

irements
ontrolled

zones. It-deoes not specify the specific data collection requirements that such a system may [require in
ad lition ‘to basw vehlcle data (4 14) That is a matter for local regulatlon/system design. If these local

ected to the IVS
(4.29 29) that shall be alocal dec151on Wthh requlres clear speczﬁcatlon [4 46) and control by the jurisdiction
(4.32)/CZM and is outside the scope of this part of ISO 15638. The provisions of ISO 15638-6, Clause 8
may however be used to transmit such data.

10.2.6.3 "TARV VAC ‘app’

The ASP (4.7) shall design and upload an app (4.5) designed to provide data to support the TARV VAC
(4.50) application or shall install an app designed by the jurisdiction (4.32) or CZM, to provide any data in
addition to the basic vehicle data (4.14) required by the jurisdiction/CZM. The specification (4.46) of that
app is a matter for the ASP and/or jurisdiction/CZM and is outside the scope of this part of ISO 15638.
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10.2.6.4 CZM levies and penalties applications and systems

TARV support for the VAC (4.50) application service is designed for use where such services are restricted
to regulated vehicles (4.40) [however, these are defined by the jurisdiction (4.32)]. Where levies are an
intrinsic part of such systems, this part of ISO 15638 is appropriate only for levy systems restricted to
regulated vehicles.

For reasons of commercial efficiency, interoperability and reuse, where charging for regulated vehicle
(4.40) access (4.1) to a controlled zone (4.19) is part of a general automatic fee collection system for
purposes such as road chargmg, that apply to all classes of vehicles usmg a controlled zone, 1mplementers
shall giveprece g A 2ver
possible, i

preference to thls speczflcatlon (4 46)

10.2.7 Operational processes for the system — Define and update controlled access zene

A controlled access zone (4.19) shall be defined by the CZM [e.g. urban pedestrian areds, school gnd
hospital sprroundings, freight villages, ports, road sensitivity infrastructure (bridges, tunnels, efc.),
weight redtricted areas, width restricted areas, areas where there has been an accidéent or incident, efc.].
An approdch (monitoring) area with adequate range shall be defined and declared, where the regulated
vehicle (4.40) approaching the controlled access zone shall be tracked and monitored in order to notifyjits
entry to the controlled access zone.

In respect] of the rules/regulations, these are at the determination of-tlie jurisdiction (4.32) or CZM, put
may be fof example a requirement to receive vehicle information/periodically for monitoring specffic
goods.

Informatipn requirements may relate to/be dependent on issues such as weight restrictions, number of
axles, height restrictions, speed limitation, safety distance 'between vehicles, etc.

Public aufhorities and/or CZM shall publish/defin€’;in advance the critical area definition, the
policies/rfiles and recommendations.

The CZM shall make generally available to ASPs (4.7), and shall notify ASPs each and every timq in
immediat¢ response to receiving notification-that a vehicle is approaching the controlled access zgne
(4.19), adVfising the policies/rules/regulatiens, requirements and recommendations associated to the
controlled|access zone and make available the tariff of levies if applicable.

10.2.8 Operational processes forthe system — Approaching controlled access zone (planned
and unplgnned)

The refer¢nce points for-the ‘approaching controlled access zone (4.19)’ (planned and unplanned) yise
case are the following:

10.2.8.1 ASP (4.2 determines that vehicle is approaching a controlled access zone (4.19) and warns the
driver (4.24).

10.2.8.2 Equipment of the CZM shall detect that a vehicle is approaching the controlled access zone (4.19)
and its ITS-station (4.31) requests vehicle data.

10.2.8.3 Equipment of the CZM broadcasts an approach warning and request for vehicle data to all
approaching vehicles.

10.2.8.4 Regulated vehicle (4.40) shall detect that it is approaching a controlled access zone (4.19) and
warns the driver (4.24).

10.2.8.5 Regulated vehicle (4.40) shall update and send ‘basic vehicle data (4.14) to its ASP (4.7).
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10.2.8.6 ASP (4.7) determines that vehicle routing is correct and shall send vehicle identification
parameters and relevant data to CZM.

10.2.8.7 ASP (4.7) instructs driver (4.24) not to enter controlled access zone (4.19) and provides re-routing
information to driver.

10

.2.9 Operational processes for the system — Access, reporting, and feedback

The reference points for the ‘reporting and feedback’ use case are the following.
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2.9.1 CZM shall advise ASP (4.7) of its information requirements for the regulated vehicle (4
hin the controlled access zone (4.19) in advance of journey.

2.9.2 CZM shall advise ASP (4.7) of its information requirements for the regulated vehicl
ponse to receipt of notification of vehicle approaching the controlled access zgne (4.19).

2.9.3 ASP (4.7) shall send relevant data to CZM together with authorization of, and means
 fees and levies due.

2.9.4 CZM shall process the received data in order to decide to grant or deny access (4.1) to
a. In the event that access is to be denied, the CZM system shdll have a means of informing]
P4), ASP (4.7), and operator (4.36), that access is being dehied to the specific regulated veh
e means by which such notification is provided is a function of system design and is not speci
t of ISO 15638.

2.9.5 CZM shall otherwise permit and enables access (4.1) (by lifting or lowering barr

[9), or at the point of exit from the controlied zone, may similarly operate multiple access cd
chanisms.

2.9.6 ASP (4.7) shall download @pp'(4.5) into library of IVS (4.29) (preferably in advance) t
regulated vehicle (4.40) 1VS (4.29) to provide data at requested intervals or triggers.

2.9.7 ITS-station (4.31)0fCZM shall interrogate vehicle at points where it requires vehiclg
pquest for data and possibly provides some additional reference data to the regulated vehicl

2.9.8 In response'to the installed app (4.5) or a prompt from an ITS-station (4.31) of the C2
P9) of the regulated vehicle (4.40) shall update and send basic vehicle data (4.14) plus any
a previously-instructed by the CZM, together with any reference data provided by the inten
IPv6 address previously determined by the ASP (4.7), who verifies and forwards the data to
he CZM:
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This configuration adopts a big area, for example, a metropolitan area, which includes several controlled
access zones (4.19) within its ‘BigBubble (4.15)’ controlled access zone. The design, nature, and complexity
will vary from instantiation to instantiation, and will have significant impact on the design and
management of the CZM system. In some C-ITS (4.20) implementations, this can have significant impact
on the data exchange transactions between the regulated vehicle (4.40) and the CZM system. Within
the architecture (4.12) of TARV, however, all such complications reside in the CZM system, or the ASP
(4.7) system, and do not impact the regulated vehicle, which simply responds to the instructions of the
relevant app (4.5), or to interrogation requests from an ITS-station (4.31) of the CZM.
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10.3 Seq
The seque

uence of operations for TARV VAC

nce of operations for TARV VAC are therefore as follows:

10.3.1 VAC service element (VAC SE1): Define controlled zone

The CZM s

hall define the controlled zone (4.19) and its access (4.1) conditions.

10.3.2 VAC service element (VAC SE2): Publish regulation

The CZM
regulatior

10.3.3 VA

By means
(4.40) into

10.3.4 VA

The ASP (4
fees.

10.3.5 VA

10.3.5.1 |

vehicle data, the interrogator shall also provide at the time of the request, a unique 8-byte refere

number (T

10.3.5.2
acknowle(
or CoreD

10.3.5.3

10.3.5.4
CALM wir

10.3.5.5
[Pv6 (inte
together v

Fhall post/make controlled zone (#.19) and 1ts access (Z.1) conditions, penalties, levies, g
information available to ASPs (4.7) and users (4.49).

C service element (VAC SE3): Detect approaching regulated vehicle

unspecified in this part of ISO 15638, the approaching point of entry by aregulated veh
a controlled zone (4.19) shall be detected and the ASP (4.7) advised.

C service element (VAC SE4): ASP notifies CZM of approaching vehicle

.7) shall notify the CZM with relevant vehicle details and agrees to.the payment of any relev

C service element (VAC SE5): ‘Interrogated’ requestfor vehicle data

n the event that the IVS (4.29) of a vehicle receives a wireless interrogation requesting

Re f), and a destination IPv6 address (RegDest) where it requests the data to be sent.

Dn receipt of the request, the IVS (4.29):shall acknowledge the request with the appropri
lgement defined in ISO 15638-6, 8.3.5.<L > or <D >, which acknowledges that a request for [
bt a has been received.

[he IVS (4.29) shall then cloSe‘the communication session.

[he [VS (4.29) shall then open a new communication session using an available and appropri
bless medium.

[he IVS (4.29)sHall then send the data file (as defined in 10.5) to a predetermined destinat
met) address-that has previously been stored in the memory of the data pantry by its ASP (4
fith the URe £ and RegDest provided by the interrogator.
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10.3.5.6

Drisuccessful receipt of the data, the recipient at the predetermined destination IPv6 addr

shall send

aIr acknmowtedgenrent < VAX > to e VS #2297

10.3.5.7 Onreceiptofthe acknowledgement < VAX >, the IVS (4.29) shall close its communication session.

10.3.5.8 The ASP (4.7) shall be responsible to verify that the interrogation is legitimate, appropriate, and
from an accepted source, and having verified this, shall be responsible to send the data to the interrogator
requested IPv6 address. The means and detail of how this is achieved is outside the scope of this part of
ISO 15638.
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The CZM shall decide whether to permit access (4.1) and informs the driver (4.24), ASP (4.7) and operator
(4.36) [if access (4.1) is denied].

The CZM shall otherwise permit and enables entry of the regulated vehicle (4.40) to the controlled zone
(4.19) (by lifting or lowering barriers, using control lights, or whatever means are appropriate).
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ing control lights, or whatever means are appropriate). Whenever it receives such a reque

3.7 VAC service element (VAC SE7): Periodic or requested updates

-station (4.31) of the CZM, the IVS (4.29) of the regulated vehicle (4.40) shall update and sern
icle data (4.14) together with other predetermined required data, and referenceidata provi
M, to its ASP (4.7). The ASP updates the CZM with the requested data.

b CZM decides whether to permit continued progress through the controlled zone (4.19)
brm the driver (4.24), ASP (4.7), and operator (4.36) if continued access (4.1) is denied
cumstances, it shall be the CZMs responsibility to instruct the driverwhat to do, and the

ks is not specified in this part of ISO 15638.

b CZM shall otherwise permitand enables progress of the regulated vehicle (4.40) through the|
e (4.19) (by lifting or lowering barriers, using control lights, or whatever means are appro

3.8 VAC service element (VAC SE8): ‘Interrogatéed’ request for vehicle consignment d

3.8.1 Aninterrogating ITS-station (4.31) shall request specific data as determined in ISO 15

a, the interrogator shall also provide at the time of the request, a unique 8-byte referengd
ef), and a destination IPv6 address (RegDest) where it requests the data to be sent.

3.8.3 On receipt of therequest, the IVS (4.29) shall acknowledge the request with the aj
Knowledgement defiped in ISO 15638-6, 8.3.5 < C >, which acknowledges that a request fo
been received.

3.8.4 The IV5(4.29) shall then close the communication session.

3.8.5 ThelVS (4.29) shall then open a new communication session using an available and aj
LM wireless medium.

plled zone,
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and shall
. In these
CZM shall

p bear the responsibility to keep the ASP informed. The means by’which the CZM performs these

controlled
priate).

hta

638-6,7.1

3.8.2 In the event that the IVS (4.29) of a vehicle receives a wireless interrogation requesting the VAC

e number

ppropriate
F VAC data

ppropriate

10.3:8:6 ThelVS{Z.29)shattthensend the VAC datafite (asdefined in 10.5) toa predetermined destination
[Pv6 (internet) address that has previously been stored in the memory of the data pantry by its ASP (4.7),
together with the URe f and RegDest provided by the interrogator.

10.3.8.7 On successful receipt of the data, the recipient at the predetermined destination IPv6 address
shall send an acknowledgement < VAX > to the IVS (4.29).

10.3.8.8 Onreceiptofthe acknowledgement < VAX >, the IVS (4.29) shall close its communication session.

10.3.8.9 The ASP (4.7) shall be responsible to verify that the interrogation is legitimate, appropriate, and
from an accepted source, and having verified this, shall be responsible to send the data to the interrogator
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requested [Pv6 address. The means and detail of how this is achieved is outside the scope of this part of
ISO 15638.

10.3.9 VAC service element (VAM SE9): Vehicle egress

The regulated vehicle (4.40) leaves the controlled zone (4.19).

10.4 Generic TARV VAC data naming content and quality

The process to obtain basic vehicle data (4.14) [TARV LDT (4.33)] data content shall be as defined in
ISO 1563§-6, 8.3 and ISO 15638-5.

10.5 Spelcific TARV VAC data naming content and quality

VAC data principally comprises the LDT which identifies the key identification and characteristics of the
vehicle, agspecified in ISO 15638-5.

Controlled| zone (4.19) specific additional data for the provision of that particular-service shall be as
specified by the jurisdiction (4.32)/CZM.

In the evept that data are sent in response to an interrogation requesting‘data, the following data shall
be appended:

Data concept
name

VACO001 Uref Mandatory |AN (8) An 8-bytereference provided by the interrogator
requesting the data. The alphanumeric or binary
content of which is unspecified by this Internationa
Standard, but is intended to be used by the interrogp
tor to provide a unique reference to its request for
data.

VACO002 RegDest Mandatory |35.Bygtes |Requested destination IPv6 address for the data to be
sent as:

Number Use Format Notes/Source

scheme://domain:port/path?query_string#fragmenit_
id

i.e.: The scheme name (commonly called protocol),
followed by:// then, depending on scheme, a domair
name (alternatively, IP address): a port number, and| /
the path of the resource to be fetched or the prograin
to be run.

If the scheme name is http, the ‘http://’ is assumed
e.g:
www.example.com/path/to/name

TIeTpo Ko pres Cot /5009

telnet://192.0.2.16:80/

10.6 TARV VAC application service specific provisions for quality of service

The integrity of the data are important, and other sensors as well as parameters may then be required
based on the approaches and techniques used to provide assurance of the quality of the data. The generic
quality of service provisions, as specified in 10.4, are defined in ISO 15638-6, 8.3 and ISO 15638-5.

Application specific requirements shall be part of the regulation of the jurisdiction (4.32)/CZM for the
sensitive/restricted zone (4.43). However, in defining such requirements, jurisdictions shall wherever
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possible, use performance-based or functionally specifications (4.46) in order to avoid locking
requirements into technologies that will become obsolete.

NOTE Having prescribed integrity and its parameters into an operational system, it is harder

oth

er integrity indicators when new technologies come along.

10.7 TARV VAC application service specific provisions for test requirements

to move to

There are no specific provisions for test requirements specified in this version of this International

Sta

ndard.
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Se¢ 9.12.
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.8 TARV VAC application specific rules for the approval of IVSs and ‘service/pr

Declaration of patents and intellectual property

blicit in the media standards referenced herein and in ISO 15638-2. While the CALM

mselves are free of patents and intellectual property, CALM in many cases relies on the us
works and IPR exists in many of the public network media standards. The reader is referre
ndards for the implication of any patents and intellectual praperty.

blication services (4.6) specified within this part of ISQ 15638 and ISO 15638-7 contain|
ents or intellectual property other than the copyright of ISO. However, national, region:
tantiations of any the applications services defined in this part of ISO 15638 and ISO 1
the generic vehicle information defined in ISO.15638-5, the security requirements co

15638-4, or the requirements of ISO 15638-3; may have additional requirements which
ent or intellectual property implications:“Fhe reader is referred to the regulation regi
sdiction (4.32) and its regulations for instantiation in this respect.

pviders’

s part of ISO 15638 contains no known patents or intellectual property other than that which is

standards
e of public
d to those

no direct
1, or local
5638-7, or
htained in
may have
me of the

© IS0 2014 - All rights reserved

29


https://standardsiso.com/api/?name=54d5a8f3be82cfe42ed3fc913f210618

ISO 15638-14:2014(E)

Annex A
(informative)

ASN.1 modules for ISO 15638-14 data concepts

A.1 UsgofASNt

ISO TC204
in ASN.1 (JSO 14813-6).

requires that data concepts defined in ISO TC204 ITS standards deliverables are elaborated

ISO 21217|(ITS- CALM -ITS-station communications architecture) and its associated standards require

the exchamge of data using ASN.1 PER or UPER.

The following example provides a definition for the data concepts used in this part.of ISO 15638.

A.2 ASN.1 modules for ISO 15638-14 (vehicle access control)

A.2.1 Data concepts defined in ISO 15638-5 and used in thig'part of ISO 15638

TARVLocall[DataTree DEFINITIONS AUTOMATIC TAGS::=

BEGIN
IJDTData: := SEQUENCE
{{dataFormatVersion DataFormatVersion,
messagelD Messageldentifier,
orimeSPID PrimeServiceProiZiderIdentifier,

applicationSPAddress
sessionControlData

ApplicationServiceProviderAddress,
SessionContfolData OPTIONAL,

wHd :\w#d: \wid: \w#d”)

ApplicationServiceProviderAddress::= CHOICE {
content [0] INTEGER (128..16511),
extension [1] OCTET STRING(SIZE (2))
}

SessionControlData::= VisibleString
VehicleUniqueIdentifier::= SEQUENCE ({
countryCode VisibleString,
alphabetIndicator VisibleString,
licPlateNumber NumericString

}

30

vehicleUniquelID VehicleUniqueIdentifier OPTIONAL,
vehicleClassID VehicleClassIdentification OPTIONAL,
vin VIN,

propulsionStorageType PropulsionStorageType,

time TimeAndTimestamp DEFAULT O,
location Dhocation,

direction PirectionOfTravel,

ignition Ignition,

movementSensors OtherMovementSensors,

driverID DriverIdentification,

trailerID TrailerIdentification OPTIONAL,
loadData LoadData

}
JataFormatVersion::= VisibleString (SIZE (6))
MessSageldentifier::= INTEGER
PrimeServiceProviderIdentifier::= VisibleString (PATTERN “\w#4:\w#4d:\wHd:\wH4:

—IPv6 address in the format XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX

—contained in two octets
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VehicleClassIdentification::

VIN::= Vi

PropulsionStorageType: :

sibleString (SIZE (17))

NumericString

(SIZ

BIT STRING {

ISO 15638-14:2014(E)

E (2))

gasoline (0),
diesel (1),
cng (2),
lpg (3),
electric (4),
hydrogen (5)
} —Enter type value with curly bracket at beginning and end, assignment type will
acGept—word and kinary form £ storage tup
TimeAndTimestamp::= INTEGER
Location::= SEQUENCE {
latitude VisibleString (SIZE (10)),
longitude VisibleString (SIZE (10)),
altitude VisibleString (SIZE (4..5)).‘DEFAULT “0009p”,
noOfSats VisibleString (PATTERN “Sat\Vd+”), -Type Vyalue
mugt be in the format “SatN”, where N = the number of satellites lpresent
trust INTEGER {
false (0),
true (1)
} (0 | In“N-accepts true, false,|0 or 1
}
DirectionOfTravel::= INTEGER (0..360) -degrees“clockwise
Ignition::= VisibleString (“Ign 1”7 | “Igh\0” | “Ign d”) -where l=on, 0=off,
d=disconnected
OtherMovementSensors: := SEQUENCE
{sensorOne VisibleString (PATTERN~™\d+\s\Mvt\s[m,n,d]”|”000”) DEFAULT “009¢”, -Type
value must be in the format “[SensorNumber] Mvt [m/n/d]”, where m=movement, n=no movement,
=dlisconnected
sensorTwo VisibleString (PATTERN “\d+\s\Mvt\s[m,n,d]”|”000”) DEFAULT “00§”
}
DriverIdentification: := \SEQUENCE
{jurisdictionID VisibleString (PATTERN “\d#6\s\w+\s\w+\s (\w+,)*\s\d#6”], -
Mugt be in the format “[IsSueDate (yymmdd)] [IssuingJurisdiction] [Driver’sName]
[VghicleClasses (comma sepavated)] [ExpiryDate (yymmdd)]”
userAuthorisatien’ VisibleString (PATTERN “\d#6\s\w+\s\w+\s (\w+,)*\s\d#6”|1000000")
DEFAULT “000000” -Same )format as jurisdictionID
}
Trailerldentification::= VisibleString
Loadbata::= VisibleString
END
A.2.2 Data concepts defined in ISO 15638-14 (VAC)
—-Type/definition for 15638-14 module
VehicleAccessControl DEFINITIONS AUTOMATIC TAGS::=
BEGIN
VACData::= SEQUENCE
{vAC001 Uref,
vAC002 RegDes
}
Uref::= VisibleString (SIZE (8))
RegDes::= VisibleString (SIZE (35))
END
© ISO 2014 - All rights reserved 31


https://standardsiso.com/api/?name=54d5a8f3be82cfe42ed3fc913f210618

ISO 15638-14:2014(E)

Annex B
(informative)

Independent testing of the protocols defined in this part of

ISO 15638

of

of)

£SS

B.1 Objectives

To test th¢ validity of TARV standards it is necessary to simulate the TARV transactions, These arg

two types|

B.1.1 Inlstigation

a) TheIYS of a vehicle establishes a new communication using one of (and sHall be tested for each
severyl wireless media defined below.

b) The IYS of a vehicle internally triggers a requirement to send a packet of data to a predetermined
destinjation IPv6 (Internet) address.

c) The vehicle sends the data file to the predetermined destination IPv6 (Internet) address.

d) The r¢cipient address sends acknowledgement.

e) ThelYS closes the communication on receipt of acknoewledgement.

B.1.2 Interrogation

a) TheIYS of a vehicle receives a wireless jinterrogation requesting a packet of data.

b) TheIYS of a vehicle is switched on butis not connected.

c) ThelYS of a vehicle receives a wineless interrogation requesting a packet of data..

d) Onregeipt, it acknowledgesthe request (ACK).

e) It cloges the communication.

f) Itopehsanew commiinication session using one of (and shall be tested for each of) several wirel
medid defined below.

g) Itsendls thedata file to a predetermined destination IPv6 (Internet) address.

h) The r¢cipient address sends acknowledgement.

i) TheIVS closes the communication on receipt of acknowledgement.

These scenarios need to be tested using each of 2G, 3G, WiFi, 5,9 GHz (IEEE 802.11) using the same data.

A number of different data files (of different length) and acknowledgements need to be sent, which differ
according to the application service. Each of the sequences defined below need to be tested.

In respect of ‘interrogation’ scenarios, the ability to receive the interrogation on one medium (esp.
5,9 GHz) and to instigate the subsequent message using a different medium needs to be tested.

B.1.3 Preconditions, assumptions, and simulations

32
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a) The S.U.T. concerns only the communication between the IVS and the application service provider
address. No other part of the system specifications are to be tested (they appear in the figures
below for context, and because they are copied from the base standards.)

b) CALM and media choice are assumed, and not S.U.T.

c) Thevehicleis equipped with wireless communications that enable it to make communications using

2G, 3G, Mesh WiFi, 5,9 GHz (IEEE 802.11p).

d) The means to trigger the sending of a message from the vehicle is a function of IVS design, not S.U.T,,

therefore, may be simulated.

e) | The destination address is intended to be an IPv6 address, but may be simulatedrwith an 1Pv4
address as this is an Internet issue, not S.U.T.
IPv6 Application
Jurisdiction Destination Semce_F'rqwder User OBE
Application
Establish communication session
Provide ldentity (IRvo\iddress
o=

Verify IPvE

GET TARVADT | address.

Start App

ACKnowledge <
===gegalanterminated
Establish . communication session
- - Run App
Sends TARVLDT
=
ACKnowledge
s
=2=sedsion terminated i ——
Prrovides
service
ol
reportto
jurisdiction
Figure B.1 — Communications sequences to obtain TARV LDT

B.1.4 Application Services where the verity of the communication needs to be physically

tested

a) VAM vehicle access monitoring

b) RTM remote electronic tachograph monitoring

c) EMS emergency messaging system

d) DWR driver work records (work and rest hours compliance)
e) VMM vehicle mass monitoring

© IS0 2014 - All rights reserved

33


https://standardsiso.com/api/?name=54d5a8f3be82cfe42ed3fc913f210618

ISO 15638-14:2014(E)

f) MRC ‘mass’ data for regulatory control and management  (no test - data as VMM)
g) VAC vehicle access control (no test - data as VAM)

h) VLM vehicle location monitoring

i) VSM vehicle speed monitoring

j) CLM consignment and location monitoring

k) ADR Accord Dangereuses par Route (Dangerous Goods) monitoring

1) VPF vehicle parking facilities

B.2 Test script 1 LDT service: VAM vehicle access monitoring (LDT)

y otca

Twrnpir] Lo Wiatie dankola

CTP1.1.1 Instigated LDT using 2G

S.U.T. reference Instigated send of LDT data using 2G
CTP/1.1.1
S.U.T. test pbjective The IVS of a vehicle establishes a new conimunication using one of (and shall be

tested for each of) several wireless mediardefined below.

The IVS of a vehicle internally triggers’a requirement to send a packet of data toj
predetermined destination IPv6 (Internet) address.

The vehicle sends the datafileto the predetermined destination IPv6 (Internet)
address.

The Recipient address sends acknowledgement.

The IVS closes the'eommunication on receipt of acknowledgement.
CTP origin CSI

Reference frequirement ISO 15638-=8and ISO 15638-6, 8.3.4.2

Initial conglitions The S.U.TJconcerns only the communication between the IVS and the applicatiory
service provider address. No other part of the system specifications are to be
tested (they appear in the figures below for context, and because there are copidd
from the base standards).

CALM and media choice are assumed and not S.U.T.

The vehicle is equipped with wireless communications that enable it to make com-
munications using 2G, 3G, WiFi, 5,9 GHz (IEEE 802.11p).

The means to trigger the sending of a message from the vehicle is a function of IYS
design, not S.U.T., therefore may be simulated.

The destination address is intended to be an IPv6 address, but may be simulated
with an IPv4 address as this is an Internet issue, not S.U.T.

Stimulus and expected behaviour

Test Tester action Pass condition

point

1.1.1.1 1 |IVSinstigates a communication session using selected media (2G) |Session established
to predetermined destination IP address
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1.1.1.2 2 IVS sends file named File sent and arrives cor-
< 44EMVO3WRRLDT > rectly at destination
< START >
< AaaSs0,,0,XXXX: XXX X XXXX XXX XX XXX XXX X XXXX:XXXX,128..16511
,1G1JF27W8GJ178227,000000,1297339499,0x0A5D3770,0x027E2
938,0000,Sat8,0,123,Ign 1,000,000,010326 UKPeter Jones,01,02,03
a,h1,120325,010326 124538, Peter Jones 01,02,h1120325 >
<END >
1.713 3 Destimatiom address Sends ACK < LDX S
1.1.1.4 4 IVS receives ACK < LDX > File receivedand
ACK < LDX>'sent
1.1.1.5 5 IVS closes communication session Commuhication session
clesed
If-ALL individual pass
conditions listed in this
column above hgdve been
met
THEN CTP PASS
ELSE CTP FAIL

Telst result: CTP 1.1.1

Pass/Fail

Date: 28th June 2102

S

—

gdnature/initials

PASS

inno-li

Il
Pt

k4, MIRA, Watling St, Nun
Warwickshire, CV10 0TU,

Tel: +44 (0)7730 922 810

Web: www.innovits.com/

S

cE

baton,
UK

hdvance

CTPP 1.1.2

]
Sl

Interrogated LDT using 2G

otca

Trrgie] L Wislion dabila

S.U.T. reference

Interrogated send of LDT data using 2G

CTP/1.1.2

S.U.T. test’'objective

The IVS of a vehicle is switched on but is not connected.

The IVS of a vehicle receives a wireless interrogation requesting a packef of data.

data.
On receipt, it acknowledges the request (ACK).

It closes the communication.

of) several wireless media defined below.

The recipient address sends acknowledgement.

The IVS of a vehicle receives a 2G wireless interrogation requesting a packet of

It opens a new communication session using one of (and shall be tested for each

It sends the datafile to a predetermined destination IPv6 (Internet) address.

The IVS closes the communication on receipt of acknowledgement.
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CTP origin

CEN

Reference requirement

ISO 15638-8 and ISO 15638-6, 8.3.4.2

Initial conditions

The S.U.T. concerns only the communication between the IVS and the application

from the base standards).

CALM and media choice are assumed and not S.U.T.

service provider address. No other part of the system specifications are to be
tested (they appear in the figures below for context, and because there are copied

The vehicle is equipped with wireless communications that enable it to make com-
munications using 2G, 3G, WiFi, 5,9 GHz (IEEE 802.11p).

The means to trigger the sending of a message from the vehicle is a function,of¥yS
design, not S.U.T., therefore may be simulated.
The destination address is intended to be an IPv6 address, but may be simulated
with an IPv4 address as this is an Internet issue, not S.U.T.
Stimulus and expected behaviour
Test Tester action Pass'condition
point
1.1.2.1 1 Session connected (incoming call) Gall in progress
1.1.2.2 2 Caller sends data request command (GPRS, EDGE, etc.) GET VAM |Data request sent
1.1.2.3 3 IVS acknowledges request by returning ACKnowledgement< A > |ACK < A >received
1.1.2.4 4 IVS closes communication session Communication session
closed
1.1.2.5 5 IVS instigates a communication session using sefected mediato |Communication session
predetermined destination IP address successfully opened
1.1.2.6 6 IVS sends file named File sent and arrives cor
< 44EMVO rectly at destination
< START >
< AaaSs0,,0,XXXX:XXXX XXX XX XXX XXX X XX XX XXXX:XXXX,128..1651
1,1G1JF27W8GJ178227,000000,1297339499,0x0A5D3770,0x027
E2938,0000,Sat8,0,123,lgn1,000,000,010326 UKPeter Jones,01,0
2,033,h1,120325,010326124538, Peter Jones 01,02,h1120325 >
<END >
1.1.2.7 Destination address sends ACK < LDX >
1.1.2.8 IVS receivés)ACK < LDX > File received and
ACK < LDX > sent
1.1.2.9 9 IVS closes communication session Communication session
closed
If ALL individual pass
conditions listed in this
column above have bhee
met
THEN CTP PASS
ELSE CTP FAIL
36 © ISO 2014 - All rights reserved
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Testresult: CTP 1.1.2

Pass/Fail Date: 28th June 2102

Signature/initials

i mosr |

1
AR aA e

P k4, MIRA, Watling St, Nuneaton,
Warwickshire, CV10 0TU, UK

g Tel: +44 (0)7730 922 810

S

Web: www.innovits.comy

hdvance

CTP 1.1.3 Interrogated LDT using 5,9 GHz and responding using 2G or 3G

]
Sl

otca

Trngie] L

it fanksln

S.U.T. reference

Interrogated LDT using 5,9 GHz and send of LDT data using 2G or 3(

c1P/1.1.3

S.U.T. test objective

The IVS of a vehicle receives a wirelessinterrogation requesting a packe

The IVS of a vehicle is switched on bt is not connected.

The IVS of a vehicle receives a 5,9°GHz (IEEE 802.11p) wireless interrogdtion

requesting a packet of data.

On receipt, it acknowledges’the request (ACK).

It closes the communigdtion.

It opens a new coMimunication session using 2G or 3G.

It sends the datafile to a predetermined destination IPv6 (Internet) addi
The recipient address sends acknowledgement.

The IVS closes the communication on receipt of acknowledgement.

L of data.

€sSsS.

CTJP origin

CEN

Reference requirement

[SO 15638-8 and ISO 15638-6, 8.3.4.2

Initial conditions

service provider address. No other part of the system specifications are
tested (they appear in the figures below for context, and because there
from the base standards).

The S.U.T. concerns only the communication between the IVS and the ap}lication

CALM and media choice are assumed and not S.U.T.

The vehicle is equipped with wireless communications that enable it to thake com-

munications using 2G, 3G, WiFi, 5,9 GHz (IEEE 802.11p).

o be
re copied

The means to trigger the sending of a message from the vehicle is a function of IVS

design, not S.U.T., therefore may be simulated.

The destination address is intended to be an [Pv6 address, but may be simulated

with an IPv4 address as this is an Internet issue, not S.U.T.

Stimulus and expected behaviour

Test Tester action
point

Pass condition

1.1.31 |1 Session conne

cted (incoming call) using 5,9 GHz (IEEE 802.11p)  |Call in progress

1.1.3.2 |2 |Caller sends data request command GET LDT Data request sent

1.1.3.3 |3 |IVS acknowledges request by returning ACKnowledgement <A > |ACK <L > received

© IS0 2014 - All rights reserved
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1.1.34 |4 |IVScloses communication session Communication session
closed
1.1.3.5 |5 |IVSinstigates a communication session using 2G or 3G Communication session suc-
cessfully opened
1.1.3.6 |6 |IVSsends file named File sent and arrives cor-
< 44EMVO3WRRLDT > rectly at destination
< START >

< AaaSs0,,0,XXXX:XXXX XXX X XXX X XXX X XXXX:XXXX:XXXX,128..1651
H1GHF27W86Gi178227,000000,1297339499,0x0ASD3770;0x027E
2938,0000,Sat8,0,123,Ign 1,000,000,010326 UKPeter Jones,01,02,
03a,h1,120325,010326 124538, Peter Jones 01,02,h1120325 >

<END >

1.1.3.7 |7 Destination address sends ACK < LDX >

1.1.3.8 |§ IVS receives ACK < LDX > File received and
ACK < LDX > sent

1.1.39 |9 IVS closes communication session Communication session
¢losed
If ALL individual pass condi-
tions listed in this column
above have been met
THEN CTP PASS
ELSE CTP FAIL

Testresult: CTP 1.1.3 Pass/Fail Date: 28th June 2102

Signaturefinitials

inmnnmnovl TS
=

A wa R

PA k4, MIRA, Watling St, Nuneaton,
Warwickshire, CV10 0TU, UK
Tel: +44 (0)7730 922 810

Web: www.innovits.com/advancd

CTP 1.2.1 Instigated DT using 3G

- otca

Twrrpr] {ardoatir danksln

S.U.T. reference Instigated send of LDT data using 3G
CTP/1.2.1
S.U.T. test objective The IVS of a vehicle establishes a new communication using one of (and shall be

tested for each of) several wireless media defined below.

The IVS of a vehicle internally triggers a requirement to send a packet of data to a
predetermined destination IPv6 (Internet) address.

The vehicle sends the datafile to the predetermined destination IPv6 (Internet)
address.

The recipient address sends acknowledgement.
The IVS closes the communication on receipt of acknowledgement.
CTP origin CSI
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