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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in

liaison WIth 1SU, also take part In the work. 150U cCollaborates closely with the International Ele

Commiss

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 3.

The mair

by the technical committees are circulated to the member bodies for voting. Publication as an |

Standard

Attention
patent rig

ISO 1544

SC 11, Archives/records management.

ISO 1544

management:

—  Part

—  Part

ion (IEC) on all matters of electrotechnical standardization.

rotechnical

task of technical committees is to prepare International Standards. Draft International Standafds adopted

requires approval by at least 75 % of the member bodies casting a vote.

hternational

is drawn to the possibility that some of the elements of this part of 1SO 15489 may be th¢ subject of

hts. ISO shall not be held responsible for identifying any or all suchpatent rights.

9-1 was prepared by Technical Committee ISO/TC 46, Infarmation and documentation, Su

9 consists of the following parts, under the general title Information and documentation

1: General

2: Guidelines [Technical Report]

bcommittee

— Records
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Introduction

The standardization of records management policies and procedures ensures that appropriate attention and
protection is given to all records, and that the evidence and information they contain can be retrieved more
efficiently and effectively, using standard practices and procedures.

This part of TSO 15489 was developed in response 10 Consensus among partcipaing 1sO member coyintries to
standardizq international best practice in records management using the Australian Standards AS 4390;| Records
managemeht as its starting point.

This Interngtional Standard is accompanied by a Technical Report (ISO/TR 15489-2) that is recommended for use
with it. ISOATR 15489-2 provides further explanation and implementation options for achieving the outcomies of this
Internationgl Standard. It also includes a bibliography.

vi © 1SO 2001 — Al rights reserved
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Information and documentation — Records management —

Part 1:
General

1

This part
internal g

All the el
captured
elements

This part

This part|

2

Sca

appl
orga

prov
prod]

prov
and

prov

does

man
reco

allo

pe

of ISO 15489 provides guidance on managing records') of originating organizations, public o
nd external clients.

bments outlined in this part of ISO 15489 are recommended to ensure\that adequate records
and managed. Procedures that help to ensure the management of fecords according to the pr
outlined in this part of ISO 15489 are provided in ISO/TR 154892 (Guidelines).

of ISO 15489

es to the management of records, in all formats or media, created or received by any publi
hization in the conduct of its activities, or any individual with a duty to create and maintain reco

des guidance on determining the responsibilities of organizations for records and recor|
pdures, systems and processes,

des guidance on records management in support of a quality process framework to comply wi
SO 14001,

des guidance on the design and implementation of a records system, but
not include the management of archival records within archival institutions.
of ISO 15489 is intended for use by

agers of organizations,

Fds, information and technology management professionals,

her‘personnel in organizations, and

private, for

hre created,
nciples and

C or private
rds,

s policies,

h 1SO 9001

othe

r individuals with a duty to create and maintain records.

Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part of ISO 15489. For dated references, subsequent amendments to, or revisions of, any of these publications
do not apply. However, parties to agreements based on this part of ISO 15489 are encouraged to investigate the

1)

in this part of ISO 15489.
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possibility of applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normative document referred to applies. Members of ISO and IEC maintain
registers of currently valid International Standards.

ISO 5127:—32), Information and documentation — Vocabulary

ISO 9001, Quality management systems — Requirements

ISO 14001, Environmental management systems — Specification with guidance for use

3 Termls and definitions

For the purposes of this part of ISO 15489, the following terms and definitions apply. For terms_notiincludled here,
see ISO 51p7.

31
access
right, opporfunity, means of finding, using, or retrieving information

3.2
accountabllity
principle that individuals, organizations, and the community are responsibléfor their actions and may be rgquired to
explain thein to others

3.3
action tracking
process in Which time limits for actions are monitored and imposed upon those conducting the business

3.4
archival atithority
archival aggncy
archival institution
archival prggramme
agency or programme responsible for selecting, acquiring and preserving archives, making them available, and
approving destruction of other records

3.5
classification
systematic |dentification and @rrangement of business activities and/or records into categories according tq logically
structured donventions, methods, and procedural rules represented in a classification system

3.6
classification system

SEE classification (3.5)

3.7
conversion
process of changing records from one medium to another or from one format to another

SEE migration (3.13)
3.8

destruction
process of eliminating or deleting records, beyond any possible reconstruction

2) To be published. (Revision of all previous parts of ISO 5127)

2 © ISO 2001 - All rights reserved
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disposition
range of processes associated with implementing records retention, destruction or transfer decisions which are
documented in disposition authorities or other instruments

3.10

document, noun

recorded

3.1
indexin

information or object which can be treated as a unit

process

3.12

metadata

data des

3.13

migration

act of m
and uses

SEE con

3.14

pf establishing access points to facilitate retrieval of records and/or information

Cribing context, content and structure of records and their management through time

pving records from one system to another, while maintaining the records” authenticity, integri
bility

version (3.7)

preservdtion

processe
time

3.15
records
informati
pursuang

3.16

records
field of n
and disp
business|

3.17

s and operations involved in ensuring the technical and intellectual survival of authentic reco

bn created, received, and maintained ;as evidence and information by an organization on
e of legal obligations or in the transaction of business

management

anagement responsible for.the efficient and systematic control of the creation, receipt, maints
bsition of records, including processes for capturing and maintaining evidence of and informj
activities and transaetions in the form of records

records pystem

informati

3.18

bn system-which captures, manages and provides access to records through time

3.19
tracking
creating,

3.20
transfer

y, reliability

rds through

person, in

bnance, use
ation about

capturing and maintaining information about the movement and use of records

(custody) change of custody, ownership and/or responsibility for records

3.21
transfer

(movement) moving records from one location to another

© ISO 2001 — All rights reserved
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4 Benefits of records management

Records management governs the practice both of records managers and of any person who creates or uses
records in the course of their business activities. Records management in an organization includes

a) setting

b) assigni

policies and standards,

ng responsibilities and authorities,

c) establishing and promulgating procedures and guidelines,

d) providi

e) design

g a range of services relating to the management and use of records,

ng, implementing and administering specialized systems for managing records, and

f) integraling records management into business systems and processes.

Records co

htain information that is a valuable resource and an important business asset{A’systematic ap

the managgment of records is essential for organizations and society to protect and preserve records as

of actions.
support su
stakeholde

A records management system results in a source of information about)business activities
sequent activities and business decisions, as well as ensuring accountability to present a
. Records enable organizations to

— condudt business in an orderly, efficient and accountable manner,

— deliver

services in a consistent and equitable manner,

— support and document policy formation and managerial degision making,

— providg consistency, continuity and productivity in mamagement and administration,

— facilitate the effective performance of activities throughout an organization,

— providg continuity in the event of a disaster,

— meet lggislative and regulatory requiréments including archival, audit and oversight activities,

— providg protection and support in litigation including the management of risks associated with the exig

or lack

— protect
stakeh

of, evidence of organizational activity,

blders,

— supporf and document current and future research and development activities, developmg
achievementsyas well as historical research,

— providg évidence of business, personal and cultural activity,

broach to
evidence
that can
nd future

tence of,

the interests of-the organization and the rights of employees, clients and present apd future

ents  and

— establish business, personal and cultural identity, and

— maintain corporate, personal or collective memory.

5 Regulatory environment

All organizations need to identify the regulatory environment that affects their activities and requirements to
document their activities. The policies and procedures of organizations should reflect the application of the
regulatory environment to their business processes. An organization should provide adequate evidence of its

compliance

with the regulatory environment in the records of its activities.

© ISO 2001 - All rights reserved
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The regu

a)

ISO 15489-

latory environment consists of

1:2001(E)

statute and case laws, and regulations governing the sector-specific and general business environment,

including laws and regulations relating specifically to records, archives, access, privacy, evidence, electronic
commerce, data protection and information,

mandatory standards of practice,
voluntary codes of best practice,

voluntary codes of conduct and ethics, and

org

The nature of the organization and the sector to which it belongs will determine which of these regulato
(individually or in combination) are most applicable to that organization's records management requirem

6 Pol

6.1 Gg¢
An orgar
policies,
accountg

6.2 Po

Organizg
the creat
and actiy
impleme

The polig
organiza

The poliq
regulatio

to busine
economi

6.3 Re

Records

idenfifiable expectations of the community about what is acceptable behaviour for the specifi

ization.

cy and responsibilities

neral

ization seeking to conform to this part of ISO 15489 should. establish, document, maintain and
procedures and practices for records management d¢e)ensure that its business need fo
bility and information about its activities is met.

licy

tions should define and document a policy for records management. The objective of the polic
on and management of authentic, reliable“and useable records, capable of supporting busine
ities for as long as they are required‘{.Organizations should ensure that the policy is commu
hted at all levels in the organization.

y should be adopted and endorsed at the highest decision-making level and promulgated thr
ion. Responsibility for compliance should be assigned.

y should be derived-from an analysis of business activities. It should define the areas where
ns, other standards.a@nd best practices have the greatest application in the creation of recordg

C sector or

ry elements
ents.

promulgate
I evidence,

y should be
5s functions
nicated and

bughout the

legislation,
connected

ss activities. |1 doing so, organizations should take into account their organizational envirpnment and

L considerations: Policies should be regularly reviewed to ensure that they reflect current busing

sponsibilities

management responsibilities and authorities should be defined and assigned, and

bSs needs.

romulgated

througho

U the organization so that, where a speciliC need 10 create and capture records IS 1dentified,

t should be

clear who is responsible for taking the necessary action. These responsibilities should be assigned to all
employees of the organization, including records managers, allied information professionals, executives, business
unit managers, systems administrators and others who create records as part of their work, and should be reflected
in job descriptions and similar statements. Specific leadership responsibility and accountability for records
management should be assigned to a person with appropriate authority within the organization. Designations of the
responsible individuals may be assigned by law.

Such responsibilities should include statements such as the following.

a) Records management professionals are responsible for all aspects of records management, including the

design, implementation and maintenance of records systems and their operations, and for training users on
records management and records systems operations as they affect individual practices.

© ISO 2001 — All rights reserved
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b) Executives are responsible for supporting the application of records management policies throughout the
organization.

c) Systems administrators are responsible for ensuring that all documentation is accurate, available and legible to

person

nel when required.

d) All employees are responsible and accountable for keeping accurate and complete records of their activities.

Archival authorities may be involved in the process of planning and implementing records management policies
and procedures.

7 Reco
7.1 Princ
Records ar
of business
create and
required. T
programme
a) determ

include
b) decidin
c) determ

metad3
d) determ

users &
e) decidin
f) assess
g) preser

commy

h) comply
i) ensurin

i) ensurin

rds management requirements

tiples of records management programmes

which includes

d in the records,

ning what metadata should be created with theirecord and through records processes and
ta will be persistently linked and managed,

nd how long they need to be kept to:satisfy those requirements,

g how to organize records so as to support requirements for use,

ng the risks that would be-entailed by failure to have authoritative records of activity,

ing records and making them accessible over time, in order to meet business requirem
nity expectations;

ing with legakand regulatory requirements, applicable standards and organizational policy,
g that reeords are maintained in a safe and secure environment,

grthat records are retained only for as long as needed or required, and

b created, received and used in the conduct of business activities3). To suppbrt the continuing conduct
, comply with the regulatory environment, and provide necessary accountability, organizations should
maintain authentic, reliable and useable records, and protect the integrity,of those records for as long as
o do this, organizations should institute and carry out a comprehensive records marjagement

ning what records should be created in each business process, and what information neqds to be

g in what form and structure records should be createdand captured, and the technologies to e used,

how that

ning requirements for retrieving, using.and transmitting records between business processes and other

ents and

k) identifying and evaluating opportunities for improving the effectiveness, efficiency or quality of its processes,

decisio

ns, and actions that could result from better records creation or management.

Rules for creating and capturing records and metadata about records should be incorporated into the procedures
governing all business processes for which there is a requirement for evidence of activity.

Business continuity planning and contingency measures should ensure that records that are vital to the continued
functioning of the organization are identified as part of risk analysis, protected and recoverable when needed.

3) In this part of ISO 15489, business activity is used as a broad term, not restricted to commercial activity, but including public

administratio

n, non-profit and other activities.
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7.2 Characteristics of a record

7.21 General

A record should correctly reflect what was communicated or decided or what action was taken. It should be able to
support the needs of the business to which it relates and be used for accountability purposes.

As well as the content, the record should contain, or be persistently linked to, or associated with, the metadata
necessary to document a transaction, as follows:

a) the structure of a record, that is, its format and the relationships between the elements comprising the record,
shoyld remain intact;

b) the business context in which the record was created, received and used should be appafent ir] the record
(including the business process of which the transaction is part, the date and time of the dransaciion and the
participants in the transaction);

c) the llnks between documents, held separately but combining to make up a record, should be present.

Records |management policies, procedures and practices should lead to autheritative records whigh have the
charactefistics given in 7.2.2 to 7.2.5.

7.2.2 Authenticity

An authentic record is one that can be proven

a) to bg what it purports to be,

b) to have been created or sent by the person purported tochave created or sent it, and
c) to have been created or sent at the time purported.

To ensufe the authenticity of records, organizations should implement and document policies and [procedures
which cdntrol the creation, receipt, transmission;-maintenance and disposition of records to ensure that records
creators |are authorized and identified and-that records are protected against unauthorized additign, deletion,
alteratior], use and concealment.

7.2.3 Tliability

A reliablg record is one whose contents can be trusted as a full and accurate representation of the tfansactions,
activities|or facts to which they attest and can be depended upon in the course of subsequent transactions or
activities| Records should-be created at the time of the transaction or incident to which they relate, or soon
afterwards, by individuals) who have direct knowledge of the facts or by instruments routinely used within the
business|to conduct thé transaction.

7.2.4 Integrity

The integrity)of a record refers to its being complete and unaltered.

It is necessary that a record be protected against unauthorized alteration. Records management policies and
procedures should specify what additions or annotations may be made to a record after it is created, under what
circumstances additions or annotations may be authorized, and who is authorized to make them. Any authorized
annotation, addition or deletion to a record should be explicitly indicated and traceable.

7.2.5 Useability

A useable record is one that can be located, retrieved, presented and interpreted. It should be capable of
subsequent presentation as directly connected to the business activity or transaction that produced it. The
contextual linkages of records should carry the information needed for an understanding of the transactions that
created and used them. It should be possible to identify a record within the context of broader business activities
and functions. The links between records that document a sequence of activities should be maintained.

© ISO 2001 — All rights reserved 7
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8 Design and implementation of a records system

8.1

General

Records management strategies are based on developing and adopting policies, procedures and practices, and
designing and implementing systems in ways that meet the operational needs of the organization and that accord

with the reg

ulatory environment.

Strategies adopted by an organization for documenting its business activity should determine what records are
required and when, how and where they should be captured into records systems.

ImplementJtion strategies for compliant records systems may include

a) design
b) docum
c) training
d) conver
e) setting
f) determ

ng records systems,

bnting records systems,

records practitioners and other personnel,

ing records to new records systems, formats and controls,

standards and measuring compliance and performance against them, and

ning retention periods and making decisions about records)which have continuing value, ir

with the regulatory environment.

Records management strategies should be documented in a strategic plan, such as an Information Mar]

Strategic P
Information

support, sh
routine part

8.2 Recc

8.2.1 Intr

Records sy
the charact

an, which should be incorporated into organization-wide planning documentation.
systems, business applications and communication systems, and the business processes w

of undertaking business activities.

)rds systems characteristics

bduction

stems should support records that contain the characteristics identified in 7.2. The systems shq
pristics described in8.2.2 to 8.2.6.

8.2.2 Reliability

Any systenm
with respon

deployedsto manage records should be capable of continuous and regular operation in ac
Sible procedures.

keeping

agement

hich they

buld be designed, modified or redesigned so that adequate records can be created and captlired as a

uld have

cordance

Arecords s

J/efnm should

a) routine
b)
c) protect
d)
e)

ly capture all records within the scope of the business activities it covers,

organize the records in a way that reflects the business processes of the records’ creator,

the records from unauthorized alteration or disposition,

provide ready access to all relevant records and related metadata.

routinely function as the primary source of information about actions that are documented in the records, and

The reliability of the system should be documented by creating and maintaining records of systems operation.
These records should demonstrate that the system satisfied the criteria listed above.

© ISO 2001 - All rights reserved
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A records system should be responsive to changing business needs but any changes in the system should not
have an impact on the characteristics of the records in the system. Similarly, when records are transferred from one
records system to another, the transfer should be carried out in a way that does not adversely affect the
characteristics of the records.

8.2.3 Integrity

Control measures such as access monitoring, user verification, authorized destruction and security should be
implemented to prevent unauthorized access, destruction, alteration or removal of records. These controls may
reside within a records system or be external to the specific system. For electronic records, the organization may
need to prove that any system malfunction, upgrade or regular maintenance does not affect the records’ integrity.

8.2.4 Clompliance
Records |systems should be managed in compliance with all requirements arising from_current bysiness, the
regulatory environment and community expectations in which the organization operates. Personnel creating
records $hould understand how these requirements affect the business actions they\pérform. Recqgrds system

compliance with such requirements should be regularly assessed and the records of these assessmefts retained
for evideptial purposes.

8.2.5 Clomprehensiveness

Records | systems should manage records resulting from the complete range of business activilies for the
organization, or section of the organization, in which they operate.

8.2.6 Systematic

Records |should be created, maintained and managed systematically. Records creation and maintenan¢e practices
should b¢ systematized through the design and operation of both records systems and business systenis.

A record$ system should have accurately documented policies, assigned responsibilities and formal methodologies
for its mgnagement.

8.3 Designing and implementing records systems

8.3.1 General

A record$ system should have-the functionality that enables it to carry out and to support the records management
processegs described in clause™.

Decisiong about design-and implementation of records systems and the processes they support pheed to be
considergd in relatien/to existing organizational systems.

8.3.2 Dioocumenting records transactions

Records eyotclllo shotid-contain uunlp:ctc and-aceurate |cp|coc||tat;uuo of-alransactions-thateceurin relation to
a particular record. These include the processes associated with individual records. Such details may be
documented as part of the metadata embedded in, attached to, or associated with, a specific record. Alternatively,
they may be recorded as audit trails which should be kept at least as long as the document to which they relate is
retained.

8.3.3 Physical storage medium and protection

Appropriate storage environment and media, physical protective materials, handling procedures and storage
systems should be considered when designing the records system. Knowing how long the records will need to be
kept and maintained will affect decisions on storage media. The records system should address disaster
preparedness to ensure that risks are identified and mitigated. Integrity should be demonstrably maintained during
and after recovery from disaster.
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8.3.4 Distributed management

Records systems should be capable of supporting alternative options for the location of records. In some cases,
where the legal and regulatory environment allows this, records may be physically stored with one organization, but
the responsibility and management control reside with either the creating organization or another appropriate
authority. Such arrangements, distinguishing between storage, ownership and responsibility for records, are
particularly relevant for records in electronic records systems. Variations in these arrangements may occur at any
time in the systems' existence, and any changes to these arrangements should be traceable and documented.

8.3.5 Conversion and migration

Records systems should be designed so that records will remain authentic, reliable and useable throug
kind of system change, including format conversion, migration between hardware and operating systefns o
software appplications, for the entire period of their retention (see 8.5).

hout any
r specific

8.3.6 Access, retrieval and use

Records syptems should provide timely and efficient access to, and retrieval of, records’needed in the ¢
conduct of business and to satisfy related accountability requirements.

pntinuing

s is not
rds were

Systems should include and apply controls on access to ensure that the ‘integrity of the record
compromisg¢d. They should provide and maintain audit trails or other methods)to demonstrate that reco
effectively grotected from unauthorized use, alteration or destruction.

8.3.7 Reténtion and disposition

psition of

Records sy
records. It
during the

stems should be capable of facilitating and implementing decisions on the retention or disp
hould be possible for these decisions to be made-at any time in the existence of records,
lesign stage of records systems. It should also-be possible, where appropriate, for disposit

including
on to be

activated automatically. Systems should provide audit\trails or other methods to track completed disposition

actions.

8.4 Design and implementation methodology

In order to
essential.

design and implement sustainable record systems, a design and implementation methogology is

different
irements

The metho
stages, iter
and change

fology given in items @) to h) is not designed to be linear. The tasks may be undertaken in
htively, partially or gradually, in accordance with organizational needs, formal compliance reqy
s to the organizational and records management environment.

Prelim
docum
enviror

a) Inary investigation. Collect information from documentary sources and through interviews; idgntify and
ent the role\a@nd purpose of the organization, its structure, its legal, regulatory, business and political

ment, critical factors and critical weaknesses associated with records management.

b) Analysis. of business activity. Collect information from documentary sources and through interviews]; identify
and ddcument each business function, activity and transaction and establish a hierarchy of them, fhat is, a
business classification system, and identify and document the flow of business processes and the transactions

which comprise them.

c) Identification of requirements for records. Collect information from documentary sources and through
interviews; identify the requirements for evidence of and information about each business function, activity
and transaction which should be satisfied through records. The requirements can be derived from an analysis
of the organization's regulatory environment (see clause 5) and the risk of not creating and maintaining the
records. Determine how each requirement may be satisfied through records management processes, and
articulate and document the requirements for records. Choose the appropriate records structure which best
satisfies each business function, activity or transaction.

d) Assessment of existing systems. Identify and analyse existing records systems and other information
systems to measure their performance against the requirements for records.
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Identification of strategies for satisfying records requirements. Identify strategies for satisfying records

requirements, which may include adopting policies, standards, procedures and practices, designing new
systems and implementing systems in a way which satisfies a requirement for records. Strategies may be
applied to each records requirement separately or in combination. Strategies should be selected on the basis
of the degree of risk involved through failure to satisfy a requirement, either within the business function which
the records system is intended to support, the existing systems environment or the corporate culture in which
the strategy should succeed (see clause 7).

Design of a records system. Design a records system which incorporates the strategies, processes and

practices described in this part of ISO 15489; ensure that the records system supports, and does not hinder,
business processes; assess and, if necessary, redesign business processes and operational business and

e)
f)
com
g)
usin
opef
h) Pos
and
usin
and
Rev

regir

8.5 Discontinuing records systems

When a
although
retention
discontin
useability
(see 7.2)

9 Red

9.1 De

Determin
environn
is likely t

Documents are created and received in a variety of media using technology that is constantly cha

primary
multiple

Business
specific

Implementation of a records system. Implementing a records system should be undertaken-sy|

IIUllibdliUH SYSLeITIS to illb()lp()ldlb‘ IELUI(jb mTariagelmnerit.

j project planning and methodologies appropriate to the situation and with a view o intg
ation of records systems with business processes and related systems.

-implementation review. Gather information about the performance of the records system as
ongoing process. This may be undertaken by interviewing members of management and key
j questionnaires, observing the system in operation, examining procedures manuals, trainin
other documentation, and carrying out random checks on the quality-of-records and contro
ew and assess the performance of the system, initiate and monitorCorrective action and
ne of continuous monitoring and regular evaluation.

records system is discontinued or decommissioned, ho further records may be added to
they should continue to be accessible. Records may,be removed from the system in acco
and disposition guidelines in force, or with conversion and migration strategies. The
uing systems should be documented, as such detail will be required to maintain the authenticit
and integrity of records still held within that system, including conversion plans or da

ords management processes and controls

termining documents to-be captured into a records system

ing which documents should be captured into a records system is based on an analysis of th
ent, business and accountability requirements and the risk of not capturing the records. The
b differ according to'the type of organization and the legal and social context in which it operate]

haracteristic~0f documents is their dynamic nature. They may be created by multiple creat
ersions-and exist in formative stages for varying periods of time.

or/personal actions should be captured as records and linked with metadata which chara

stematically
grating the

an integral
employees,
g materials
measures.
establish a

he system,
rdance with
process of
y, reliability,
ta mapping

b regulatory
equirement
S.

nging. The
Drs, exist in

cterize their

individua

9.2 Determining how long to retain records

business context when they commit an organization or individual to action, render an orgg
accountable, or document an action, a decision or decision-making process.

nization or

Decisions about how long records should be maintained within a records system are based on an assessment of
the regulatory environment, business and accountability requirements and the risk. Initially, such decisions should
involve the unit administering the specific business activity, the designated records manager and others as
required, in compliance with the external and internal records management policies or standards and the
requirements for records associated with the specific business activity. Statutory or other regulatory requirements
may demand minimum retention periods or submission to an authorizing body such as an archival authority or
auditors for any necessary approval. The rights and interests of all stakeholders should be considered when
determining how long records need to be maintained. The decisions should not be made intentionally to circumvent
any rights of access.
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Records retention should be managed to
a) meet current and future business needs by

1) retaining information concerning past and present decisions and activities as part of the corporate memory
to inform decisions and activities in the present and in the future,

2) retaining evidence of past and present activities to meet accountability obligations,

3) eliminating, as early as possible and in an authorized, systematic manner, records which are no longer
required, and

4) rellaining the context of the record which will enable future users to judge the authenticity and'reliability of
re¢ords, even in cases where the records systems in which they are retained have beemn\closed or have
undergone significant changes,

b) comply with legal requirements, by ensuring that the regulatory environmentyapplicable to| records
managgement for specific business activities is documented, understood and impleménted, and

c) meet the current and future needs of internal and external stakeholders by

1) idgntifying the enforceable or legitimate interests that stakeholders may have in preserving the rgcords for

lonjger than they are required by the organization itself; they may.iclude stakeholders such as [business

partners, clients and other people affected by the organizationis)ydecisions or actions, and others|{to whom

the organization should make its records available to meet accountability requirements, such as|auditors,
reIuIatory authorities and investigative bodies, archives authorities or researchers,

2) idgntifying and assessing legal, financial, political, social or other positive gains from preserving records to
sefve the interests of research and society as a whole, and

3) following regulations of the appropriate archival authority where applicable.
Records idgntified for continuing retention are likely;to be those which
— providg evidence and information about'the organization's policies and actions,
— providg evidence and informatiop-about the organization's interaction with the client community it serves,
— document the rights and obligations of individuals and organizations,
— contribpte to the buildifg)of an organization's memory for scientific, cultural or historical purposes, and

— contain evidence and information about activities of interest to internal and external stakeholders.

9.3 Recagrds capture

The purpose of capturing records into records systems is to

— establish a relationship between the record, the creator and the business context that originated it,
— place the record and its relationship within a records system, and

— link it to other records.

This process can be undertaken by the allocation of explicit metadata, embedded in, attached to or associated
with, the specific record irrespective of its format. This should be designed into the procedures of a records system.
This metadata is essential for retracing, with authority, the status, structure and integrity of the record at any
particular time and demonstrating its relationships with other records.
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Techniques to ensure capture of records may include

a)

9.4 Rgqgistration

In a recofds system which employs registration processes:

a)

b)

classification and indexing which allow appropriate linking, grouping, naming, security protection, user
permissions and retrieval, disposition, and identifying vital records,

arrangement in a logical structure and sequence, whether a physical file or an electronic directory, which
facilitates subsequent use and reference,

registration which provides evidence of the existence of records in a records system, and

systems which profile or template the actions undertaken in doing business, which

1) Jprovide metadata describing the business context,
2) provide evidence of where a record is located,

3) fdentify what action is outstanding,

4) jdentify who has accessed a record,

5) ldentify when such access took place, and

6) [provide evidence of the transactions that have been undertaken on the fecord.

a regord is registered when it is captured into the records system;

no frther processes affecting the record can take place until its registration is complete.

The primiary purpose of registration is to provide evidence that a record has been created or captured |n a records
system, and an additional benefit is that it facilitatés) retrieval. It involves recording brief descriptive information or
metadatg about the record and assigning the record an identifier, unique within the system. Registration formalizes

the captyre of the record into the records system.

Records |may be registered at more than one level or aggregation within a records system. In the electronic
environmient, records systems may be designed to register records through automatic processes, trgnsparent to
the user pf the business system from-which it is captured and without the intervention of a records mangger.

9.5 Classification

9.5.1 C(llassification/of'business activities

Classification of business activities acts as a powerful tool to assist the conduct of business and in any of the

processgs invelyed in the management of records including

provjding linkages between individual records which accumulate to provide a continuous record of 3ctivity,

ensuring records are named in a consistent manner over time,

assisting in the retrieval of all records relating to a particular function or activity,
determining security protection and access appropriate for sets of records,
allocating user permissions for access to, or action on, particular groups of records,
distributing responsibility for management of particular sets of records,

distributing records for action, and

determining appropriate retention periods and disposition actions for records.
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9.5.2 Classification systems

Classification systems reflect the business of the organization from which they derive and are normally based on
an analysis of the organization’s business activities. The systems can be used to support a variety of records
management processes. Organizations need to determine the degree of classification control they require for their

business purposes.

9.5.3 Vocabulary controls

Classification systems and indexes may be supported by vocabulary controls that are suited to the complexity of

the records_of an nrgani72tinn Such vnr‘ahulary cantrols should explain nrgnni7atinn-eppr‘ifi(‘ definitions or usage
of terms.

9.5.4 Indexing

Indexing can be done manually or be automatically generated. It may occur at various levels-of aggregation within
a records system.

Guidance pn indexing can be found in ISO 5963, Documentation — Methods\for examining documents,
determining their subjects, and selecting indexing terms.

9.5.5 Allgcation of numbers and codes

Shorthand
numbers orj

The purpos|
the record,

9.6 Storage and handling

Records sh
as they are

their existence, not only when they become inactive.

Records re|
chemical pn
to preserve
protect recg

Organizatio
another.

Systems fof

useable thr
different so

methods of referencing records by means other than the title are commonly used. The allg
codes is usually undertaken for an aggregation of records.

e of coding is associated with a location function, where the number or code indicates the “ad
50 that the record may be retrieved by specifying the-residence within the records system.

puld be stored on media that ensure their useability, reliability, authenticity and preservation fg
needed (see 8.2). Issues relating to'the maintenance, handling and storage of records arise th

quire storage conditions and“handling processes that take into account their specific phy
pperties. Records of continuing value, irrespective of format, require higher quality storage and
them for as long as thatyvalue exists. Storage conditions and handling processes should be de
rds from unauthorizedyaccess, loss or destruction, and from theft and disaster.

hs should have\policies and guidelines for converting or migrating records from one records s
electrenic records should be designed so that records will remain accessible, authentic, rel

bugh any kind of system change, for the entire period of their retention. This may include mi
ftware, re- presentahon |n emulation formats or any other future ways of re- presentlng recordp.
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9.7 Access

sign and

Organizations should have formal guidelines regulating who is permitted access to records and in what
circumstances.

The regulatory environment, in which the organization operates, establishes broad principles on access rights,
conditions or restrictions that should be incorporated into the operation of records systems. There may be specific
legislation covering areas such as privacy, security, freedom of information and archives. Records may contain
personal, commercial or operationally sensitive information. In some cases, access to the records, or information
about them, should not be permitted.
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