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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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This document noted the availability of several newer methodologies, represented by normative
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document describes a communication-protocol neutral method for exchanging electronic business
messages. It defines specific enveloping constructs supporting reliable, secure delivery of business
information. Furthermore, the specification defines a flexible enveloping technique, permitting
messages to contain payloads of any format type. This versatility ensures that legacy electronic business
systems employing traditional syntaxes (i.e. UN/EDIFACT, ASC X12, or HL7) can leverage the advantages
of the ebXML infrastructure along with users of emerging technologies.

The
bus
mal
bac
the
exp
Ent
hea

It is

hanldle differences in message flow capacity, intermittent connectivity, lack of static IP ad

fire
3.0,
The
bee
in

The

'pay
trarg

der data or payload data, etc.

u
supjport.

iness messages within an XML framework that leverages common Internet standard
xing any assumption on the integration and consumption model these messages will ‘fo
k-end. These messages may be consumed in different ways that are out of scope of this
’ may bind to a legacy application, to a service, be queued, enter a message workflow
ected by an already-running business process, be batched for delayed proeessing, be rou

brprise Service Bus (ESB) before reaching their consumer application; 6p be dispatche

becoming critical for broad adoption among all partners - large or small - of a supp

wall restrictions. Such new capabilities played an importafit)role in the motivation that |
along with the need to integrate and profile the emergiig SOAP-based QoS-supporting
message header profiling that provided, in ebMS 2.0, a standard business-level headg
h extended to better address the diversity of back-end binding models, as well as the eme
siness activity monitoring, the eBusiness side. of which a message handler should

ebXML messaging framework is not-a restrictive one: business messages, identif
loads’ of ebXML messages, are not limited to XML documents. Traditional EDI formats 1
sported by ebMS. These payloads.gah take any digital form-XML, ASC X12, HL7, AIAG E

electronic
s, without
low on the
document:
brocess, be
fed over an
1 based on

y-chain, to
dresses or
cd to ebMS
standards.
1, has also
rging trend
be able to

ied as the
hay also be
b, database

tables, binary image files, etc. Multiple payloads, possibly of different MIME types, can be trapsported in

asi
anyj
but
refl
the

hgle ebMS message. An objective of ebXML Messaging protocol is to be capable of being c
available transfer protocol) This version of the specification provides bindings to HTTP|
other protocols to which/SOAP may bind can also be used. The choice of an XML framey
ects confidence in a growing XML-based Web infrastructure and development tools infj
components of which can be leveraged and reused by developers.

arried over
and SMTP,
bork rather
astructure,
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Electronic business eXtensible Markup Language
(ebXML) —

1. Scope
Thi$ document provides a communication-protocol neutral method for exchanging electronjc business
megsages. It defines specific enveloping constructs supporting reliable/ secure delivery ¢f business
infdrmation. Furthermore, this document defines a flexible enveloping technique, permitting messages
to cpntain payloads of any format type.
It specifies each of the following:

» Messaging model

» Message pulling and partitioning
»  Processing modes

« Message packaging

» Error handling

e Security module

» Reliable messaging module

Thi$ document istapplicable to all types of organizations (e.g., commercial enterprises, government
agencies, not-for<profit organizations) that exchange documents or data electronically using messaging.

2. Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

INTERNET ASSIGNED NAMES AUTHORITY (IANA). MIME Media Types, Available from
http://www.iana.org/assignments/media-types/.

INTERNET ENGINEERING TASK FORCE (IETF). RFC 2045. Multipurpose Internet Mail Extensions (MIME)
Part One: Format of Internet Message Bodies, 1996. Edited by N Freed, et al. Available from
http://www.ietf.org/rfc/rfc2045.txt.
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INTERNET ENGINEERING TASK FORCE (IETF). RFC 2279. UTF-8, a transformation format of ISO 10646,
1998. Edited by F. Yergeau. Available from http://www.ietf.org/rfc/rfc2279.txt.

INTERNET ENGINEERING TASK FORCE (IETF). RFC 2387. The MIME Multipart/Related Content-type,
1998. Edited by E. Levinson, Available from http://www.ietf.org/rfc/rfc2387.txt.

INTERNET ENGINEERING TASK FORCE (IETF). RFC 2392. Content-ID and Message-1D Uniform Resource
Locators, 1998. Edited by E. Levinson. Available from http://www.ietf.org/rfc/rfc2392.txt.

INTERNET ENGINEERING TASK FORCE (IETF). RFC 2396. Content-ID and Message-ID Uniform Resource

Locators, 1

INTERNET]
1999. Edite

INTERNET
P. Resnick.

INTERNET]
J. Klensin. 4

OASIS. WS
open.org/V

OASIS. Wel
al. Availabl

OASIS. Wek
Available fi

OASIS.Web
from http:

OASIS.Web
from http:

OASIS.Web
Available fi

ASIS.Web §
from http:

OASIS.Web

DO8. Edited by T. Berners-Lee, et al. Available from http://www.ietf.org/rfc/rfc2396.txt.

ENGINEERING TASK FORCE (IETF). RFC 2616. Hypertext Transfer Protocol --HTTP,
d by R. Fielding, et al. Available from http://www.ietf.org/rfc/rfc2616.txt.

ENGINEERING TASK FORCE (IETF). RFC 2822. Internet Message Format,x2001. Edited
Available from http://www.ietf.org/rfc/rfc2822.txt.

ENGINEERING TASK FORCE (IETF). RFC 2821. Simple Mail Transfer_Protocol, 2001. Edite
\vailable from http://www.ietf.org/rfc/rfc2821.txt.

LReliability 1.1, 2004. Edited by Kazunori Iwasa, et al~Ayailable from http://docs.o3
ysrm/ws-reliability/v1.1/wsrm-ws_reliability-1.1-spec=0s:pdf.

Services Reliable Messaging (WS-ReliableMessaging) Version 1.1, 2007. Edited by D. Davi
e from http://docs.oasis-open.org/ws-rx/wsrm/vl.1/wsrm.pdf.

Services Reliable Messaging Policy (WS-RM\Policy) Version 1.1, 2007. Edited by D. Davis, €
om http://docs.oasis-open.org/ws-rx/wsrmp/v1.1/wsrmp.pdf.

Services Security: SOAP Message Security 1.0, 2004. Edited by Anthony Nadalin, et al Avail
/docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf.

Services Security UsernameToken Profile 1.0, 2004. Edited by P. Hallam-Baker, et al. Avail
/docs.oasis-open.org/wss/2004/01/.

Services Security~\X509 Certificate Token Profile, 2004. Edited by P. Hallam-Baker, e
om http://does:oasis-open.org/wss/2004/01/.

ervices Seeurity: SOAP Message Security 1.1, 2005. Edited by Anthony Nadalin, et al Avail
/docs:easis-open.org/wss/v1.1/.

1.1,

by

sis-

et

t al.

hble

hble

t al

hble

Seryices Security UsernameToken Profile 1.1, 2006. Edited by A. Nadalin, et al. Available f

fom

http://docS0asiS-opem.org/Wwss/ vt/

OASIS.Web Services Security X.509 Certificate Token Profile 1.1, 2006. Edited by A. Nadalin, et al. Available
from http://docs.oasis-open.org/wss/v1.1/.

WEB SERVICES INTEROPERABILITY ORGANIZATION. Attachments Profile Version 1.0, 2004. Edited by
Chris Ferris, et al. Available from http://www.ws-i.org/Profiles/AttachmentsProfile-1.0-2004-08-
24 .html.

WEB SERVICES INTEROPERABILITY ORGANIZATION. Basic Security Profile Version 1.0, 2005. Edited by
Abbie Barbir, et al. Available from http://www.ws-i.org/Profiles/BasicSecurityProfile-1.0.html.
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WORLD WIDE WEB CONSORTIUM. Simple Object Access Protocol (SOAP) 1.1, 2000. Edited by D. Box, et
al. Available from http://www.w3.org/TR/2000/NOTE-SOAP-20000508/.

WORLD WIDE WEB CONSORTIUM. SOAP Version 1.2 Part 1: Messaging Framework, 2003. Edited by
M. Gudgin, et al Available from http://www.w3.org/TR/soap12-partl/.

WORLD WIDE WEB CONSORTIUM. SOAP Messages with Attachments, 2000. Edited by ]J. Barton, et al.

Ava

ilable from http://www.w3.org/TR/SOAP-attachments.

WORLD WIDE WEB CONSORTIUM.Extensible Markup Language (XML) 1.0 (Third Edition), 2004. Edited

by 1

WO
S.T

WO
Eas

WO
eta

WO
htty

For

ISO

3.1

ebNS error generation

Ope

3.2

ebMS error.reporting

Ope

[im Bray, et al. Available from http://www.w3.0rg/TR/2004/REC-xml-20040204/.

RLD WIDE WEB CONSORTIUM. XML Schema Part 1: Structures Second Edition, 2004, Edite
hompson, et al. Available from http://www.w3.org/TR/xmlschema-1/.

RLD WIDE WEB CONSORTIUM. XML-Signature Syntax and Processing, 2002. Edited
Hlake, et al. Available from http://www.w3.org/TR/xmldsig-core/.

LD WIDE WEB CONSORTIUM. XML Encryption Syntax and Processing, 2002. Edited by 1
. Available from http://www.w3.org/TR/xmlenc-core/.

://www.w3.org/TR/REC-xml-names/.

Terms and definitions

the purposes of this document, the following terms and definitions apply.

hnd IEC maintain terminological databages.for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available atittp://www.electropedia.org/

ration of creating.an ebMS error (3.14) based on some failure or warning condition

ratiotref communicating an ebMS error (3.14) to some other entity

d by Henry

by Donald

D. Eastlake,

RLD WIDE WEB CONSORTIUM. Namespaces in XML, 1999;\Edited by Tim Bray, et al. Avajilable from

3.3

ebMS message
SOAP message (3.29) that contains SOAP header(s) qualified with the ebMS namespace and that
conforms to this document

3.4

ebMS message exchange pattern
ebMS MEP

Choreography of ebMS user messages (3.11) which are all related through the use of the referencing
feature (eb:RefToMessageId)
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3.5

ebMS MEP transport channel binding

Binding of an ebMS message exchange pattern (3.4) that defines how the ebMS MEP maps abstractly to
the channels allowed by an underlying transport protocol

3.6

ebMS MEP transport protocol binding

Binding of an ebMS message exchange pattern (3.4) that defines further how an ebMS MEP transport
channel binding (3.5) is implemented over a specific underlying transport protocol

3.7
ebMS meskage unit
Logical unif of data that is a subset of an ebMS Message (3.3)

3.8
ebMS messaging service handler
ebMS MSH
Entity that|is able to generate or process ebMS messages (3.3) that conform to this\document

3.9
ebMS user message unit
ebMS messige unit (3.7) that is represented by the XML infoset eb:Méssaging/eb:UserMessdge,
together wjth any referenced payload items

Note 1 to gntry: This is the part of the ebMS message that is submitted by a producer (via the “submit”
operation)|and that is subject to delivery to a consumer.

3.10
ebMS signpl message unit
ebMS messqige unit (3.7) that is represented by the XML infoset eb:Messaging/eb:SignalMessage

Note 1 to g¢ntry: Its role is to activate a specific function in the receiving MSH. It is not intended t¢ be
delivered tp a message consumer.

3.11
ebMS user message
ebMS messqge (3.3) that contains an ebMS user message unit (3.9)

3.12
ebMS signpl message
ebMS messqge (3.3).that contains an ebMS signal message unit (3.10)

3.13
ebMS pull'signalnessage

ebMS signal message (3.12) that contains an eb: Pul 1Request element

3.14
ebMS error
Particular case of Error (3.15) that is generated by the ebMS module in conformity with this document

3.15

Error

Object representing some failure or warning condition that originates in one of the defined modules
(ebMS module, reliability module, security module)
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3.16

Escalated ebMS error

ebMS error (3.14) that originates in a module other than the ebMS Module (i.e. security module, or
reliability module)

3.17
Fault
Object representing some failure or warning condition that originates in SOAP processing

Note 1 to entry. It shall be generated and processed according to the W3C SOAP 1.1 or SOAP 1.2
spefifications.

3.18
Message consumer
Ent]ty that interacts with a receiving ebMS MSH (3.8) (i.e. an MSH in the receiving 1ole) to cohsume data
from a received ebMS user message (3.11)

3.19
Message partition channel
Meg¢hanism to partition the flow of messages from a sending MSH tg.a receiving MSH into several flows
that can be controlled separately and consumed differently

3.20
Message producer
Entjty that interacts with a sending ebMS MSH (3.8) (fi.e. an MSH in the sending role) to |nitiate the
senfing of an ebMS user message (3.11)

3.21
Message-in-error
Flayved message causing an Error (3.15).0f some kind

3.22
On¢-Way message exchange pattern

ong-way MEP

Exchange of a single ebMS user"message unit (3.9) unrelated to other user messages

3.23
Prgcessing mode

P-Mode

Contextual information that governs the processing of a particular ebMS message (3.3)

Note 1 tasentry: A P-Mode is not provided on a per-message basis, but is common to a set of messages
exchanged between or among parties. [t may be interpreted as configuration data for a deplo}ed MSH.

3.24
Processing mode operation set
Set of all P-Modes (3.23) that are supported by an ebMS MSH (3.8) during operation

3.25

Pull channel binding

ebMS MEP transport channel binding (3.5) in which the transfer of an ebMS message (3.3) is initiated by
the receiver

© IS0 2021 - All rights reserved 5
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3.26

Push channel binding

ebMS MEP transport channel binding (3.5) in which the transfer of an ebMS message (3.3) is initiated by
the sender

3.27
Reliability error
Error (3.15) generated by the reliability module

3.28
Security efror
Error (3.15) generated by the security module

3.29
SOAP message
Message thiat conforms to the SOAP 1.1 or SOAP 1.2 W3C specifications

3.30
Two-way message exchange pattern
two-way MEP

Exchange of two ebMS user message units (3.9) in opposite directions, in which the first one to occur is
labeled "refuest” and the second one "reply".

4, Relevant messaging concepts

b services and their role in an eBusiness messaging framework

A major defign choice in ebMS 3 is the specification of the MSH and its associated processing rules uging
Web Serviges (WS) standards. The intent is to‘thake use of other relevant Web Services specifications
that fulfill fertain messaging requirements,and build upon that base by adding what is necessary fpr a
complete and coherent eBusiness messaging service. ebMS 3 brings this all together into a sirgle,
coherent filamework.

In order to|achieve this, message security and reliability requirements are met through the use of other
Web Servifes standards and-their implementations. The message SOAP body has been freed| for
business payload. The ebMS\header is just a SOAP extension among others. As a result, ebMS B is
significantly more compliant'than ebMS 2 with the SOAP processing model, and apt at composing Web
services stpandards that<re defined as SOAP extensions. Compliance of ebMS 3 implementations yith
the latest persion ofyWS-I profiles - once approved as final material by the organization - will be
addressed [in the definition of conformance profiles that are adjunct to this document (see Annex G). A
compatibiljty mapping from ebMS 2 to ebMS 3 is provided in Annex F.

Compliance with Web services standards does not remove the rationale behind an Internet-based
messaging middleware. Often, document-centric eBusiness and eGovernment exchanges need to clearly
dissociate messaging functions from the way these messages are consumed on the back-end. Such
consumption may take place according to various models. The use of SOAP message header elements
that represent standard business metadata (user or company ID, business conversation, business
service and action, etc.), is a key feature for supporting a decoupled binding with back-end business
processes. At the same time, experience has demonstrated that the messaging layer needs to be more
supportive of business transactions: messages are parts of basic choreographies that map to higher-
level business exchanges between partners. To this end, ebMS 3 supports a notion of message exchange
pattern (MEP) the properties of which (reliability, security, binding to underlying transport, error
handling, and other quality of service aspects such as timing, etc.) are controlled in a contract-based
manner by the message producer and consumer layers.
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. Caveats and assumptions

The target audience for this document is the community of software developers who will implement the
ebXML messaging service.

It is assumed the user has an understanding of communications protocols, MIME, XML, SOAP, SOAP

Mes

sages with Attachments and security technologies.

All examples are informative. If inconsistencies exist between the specification and the examples, the
specification supersedes the examples.

Imp

lementers are strongly advised to read and understand the OASIS Collaboration Protoc

Agrpement specification (CPPA) and its implications prior to implementation.

Thi$ document presents some alternatives regarding underlying specifications (e.g. SO
WS§1.0/1.1, and Web Services specifications that support the reliability function). This doe
a conforming implementation supports all of them, nor that it is free*to support any ¢ption. The
definition of conformance profiles - out of scope for this document, and_to be described in

that

OASY

IS document - will complement this document by asserting which-option(s) shall be sy

ordper to claim support for a particular conformance profile. Conformance to compatible p
prerequisite to interoperability. See Annex G for more details onegonformance profiles.

4.3.

XML notation

1 Profile &

\P 1.1/1.2,
5 not imply

an adjunct
pported in
rofiles is a

When describing concrete XML schemas and information items, this document uses a comvention in
which each XML element or attribute is identified using abbreviated XPath 1.0 not

/x

4.4,

Tab
na

MyHeader/x:SomeProperty/Rattribite).

Namespace prefixes

e 1 maps various prefixes ‘that appear in XML examples to their intended cor
espaces.

Table 1: Namespace Prefixes

htion (e.g.,

Fesponding

Prefix Namespace

S11

http://schemas.xmlsoap.org/soap/envelope/

S12 http://www.w3.0rg/2003/05/soap-envelope

Ds http://www.w3.0rg/2000/09/xmldsig#

eb, eb3 http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/

eb2 http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd
enc http://www.w3.0rg/2001/04 /xmlenc#

wsr http://docs.oasis-open.org/wsrm/2004 /06 /ws-reliability-1.1.xsd
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Prefix Namespace
WSI'X http://docs.oasis-open.org/ws-rx/wsrm/200702
wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
wsu http://docs.oasis-open.org/wss/2004 /01 /oasis-200401-wss-wssecurity-utility-1.0.xsd
ebbpsig http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0
4.5. Example domains

Hostnamegq

intended t
domain re
entity).

5. Mg

5.1. Mg

5.1.1.

The ebMS messaging model assumes the following components:

eb
th

sen
chg
eb

Prq
the
que

in {
apq

Consumer-{or Message consumer): An entity that interacts with a receiving MSH (i.e. an N

b refer generically to a relevant industry standards organization, while.the example.

rssaging model

)del components

Components of the model

S MSH (Messaging Service Handler): An entity that is able to generate or process mess3

conform to this document, and to act in at least one of two ebMS roles defined in 5
ding and receiving. In terms of SOAP processing, an MSH is either a SOAP processor
in of SOAP processors, In" either case, an MSH shall be able to understand
Messaging header (qualified with the ebMS namespace).

ducer (or Message-producer): An entity that interacts with a sending MSH (i.e. an MS
sending role) tolinitiate the sending of a user message. Some examples are: an applicatig
uing system,another SOAP processor (though not another MSH).

he Receiving role) to consume data from a received user message. Some examples are
lication, a queuing system, another SOAP processor.

bresents a participant in a message exchange (whether commercial, government, or of

used in the examples are fictitious and conform to RFC 2606. The example.org domain is

rom
her

1ges
1.2:
DI a
the

H in
n, a

ISH
an

Figure 1 sh

ows the entities and operations involved in a message exchange.

NOTE 1: In all figures, the arrows do not represent control flow, i.e. they do not represent a component invoking an
operation on another component. They only represent data transfer under the control of an operation which may
be implemented in either component.

NOTE 2: Producer and consumer are always MSH endpoints, and Submit and Deliver operations occur at the
endpoints only once per message lifetime. Any actions performed by an intermediary will be defined in different

terms.
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Submit

Messaging Model

Deliver
-_— L
Message Sending | Receiving
Producer MSH | Send Receive| MSH
<,. .........
Notify S Wi
Notify

bage
Limer

5.1

Thd

2.

Messaging Model assumes.-the following roles for an MSH:

Messaging roles

Sending: When-an MSH acts in the sending role, it performs the functions asso(

Figure 1: Entities of the Messaging Model and Their Interactions

riated with

generating an,ebMS user message and sending this message to another MSH. The abstract

operation$.Submit, Send and Notify are supported by this role. (Note that even in a s¢g
an MSH.may be required to receive and process some types of signal messages, de

the donformance profile in use.)

Receiving: An MSH acting in the receiving role performs the functions associate
receiving and processing of an ebMS user message. The abstract operations Receive,

nding role,
bending on

d with the

Deliver and

Notify are supported by this role. (Note that even in a receiving role, an MSH may be required to
generate and send ebMS signal messages related to the reception of messages, such as error
messages or pull request signals.)

The transmission of an ebMS user message requires a pair of sending and receiving MSHs. Note that
these roles are defined as only relevant to ebMS user messages, as are the abstract operations provided
in 5.1.3.
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5.1.3.

Abstract messaging operations

An ebMS MSH supports the following abstract operations, depending on which role it is operating in:

generate an ebMS user message unit.

me

ssage unit available to the consumer.

Submit: This operation transfers enough data from the producer to the sending MSH to

Deliver: This operation makes data of a previously received (via Receive operation) ebMS user

Notify: This operation notifies either a producer or a consumer about the status of a previo

submitted or received ebMS user message unit, or about general MSH status.

Send: This operation initiates the transfer of an ebMS user message from the sending MS}

lusly

 to

thelreceiving MSH, after all headers intended for the receiving MSH have been added (including
security and/or reliability, as required).

Receive: This operation completes the transfer of an ebMS user message from the sending N

ISH

to the receiving MSH. A successful reception means that a contained.iser message unit is now
available for further processing by the receiving MSH.

5.2. Mg¢

5.2.1.

Two comnyj
follow wel
done abowvze
the messag

Thd
apy

As
bet
(su

An ebMS M
MSH, thus
explicitly s
as message
use of the

ssage exchange patterns

Rationale

unicating partners may agree to conduct business transactions as message sequences
defined patterns, or message exchange patterns (MEP). Enforcing these patterns is usu
 the messaging layer. However it has proved useful to support some aspects of such MER
ing layer. In particular:

e correlation between messages,when expressed directly via a referencing mechanism
ears in the message header,.allows for efficient monitoring and enforcement of MEPs.

hn MSH has to bind messages to the transport protocol, these binding requirements may
ter expressed and controlled at MEP level. For example, different messages of the same |}
ch as a request and\a’response) may be required to bind differently to the transport.

EP represents-the part of such exchange patterns that is controlled and implemented b}
makingsan( abstraction of the business semantics. Although the notion of MEP was
ipported-by ebMS 2.0, it can be noted that it provided some informal support for MEPs,
referencing (eb2:RefToMessageId) and the eb2: SyncReply element that controls

that
ally
s in

that

7 be
MEP

7 an
not
uch
the

back-channel of the underlying protocol. In the following, the acronym "MEP" impli

Fitly

means ebMS MEP, unless otherwise qualified.

The goal of this document is to introduce a model for ebMS MEPs, rather than a formal representation of
them. This model is the basis for partners agreeing to which MEPs their exchanges will conform. Such
agreements are manifested in processing modes, or P-Modes, the representation of which is outside the
scope of this document. The P-Mode also defines which message profile is associated with which MEP,

and the rol

10

e it plays in this MEP. Processing modes are described in detail in Clause 7.
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5.2.2. General definition

An ebMS MEP defines a typical choreography of ebMS user messages which are all related through the
use of the referencing feature (eb:RefToMessageId). Each message of an MEP instance refers to a
previous message of the same instance, unless it is the first one to occur. Messages are associated with a
label (e.g. "request”, "reply") that precisely identifies their direction between the parties involved and
their role in the choreography:.

NOTE: Because eb:RefToMessageId more accurately defines a referencing between user message units than
between user messages (SOAP messages), MEPs are preferably defined here as exchanges of message units, rather

thar

of ebMS Messages.

Tw¢ MEPs are defined in this document, not exclusive of others:

Thd
suc

user messages. Its label is "one-way" and is identified by the URI(http://doc
open.org/ebxml-msg/ebms/v3.0/ns/core/200704/oneWWay-.

The Two-Way MEP which governs the exchange of two«UuSer message units i
directions, the first one to occur is labeled "request”, the other one "reply”. In an actu
the "reply” shall reference the "request" using eb:RefPoMessageId. This MEP i
by the URI http://docs.oasis-open.orglebxml-msg/ebms/v3.0/
200704 /twoWay.

MEP definitions are primarily concerned with the'tfansfer of ebMS user message units. |
h MEPs may involve or cause the transfer of additional messages or the piggy-backing of

elenents (e.g. ebMS signal messages or unitsgsuch as errors, receipts, pull requests, an

ack

howledgments when using reliability), butithese are not taken into account in the MEP

Instead, the different ways these additions can be associated with the MEPs defined

con
agr
mef
bin

ME

5.2

The
tran
ind
foll

sidered as part of the execution mode of the MEP, which is controlled
bement/configuration external (fothe MEP definition (see P-Modes in Clause 7). §
sages (signal messages) may-also be mandated by the binding of an ebMS MEP (se
ling), but are not relevant to:the ebMS MEP definition itself.

P definitions in this deeument are restricted to exchanges between two MSHs.

3. MEP bindings

previous. definition of ebMS MEP is quite abstract, and ignores any binding considera
sport pretocol. This is intentional, so that application-level MEPs can be mapped to €
ependently from the transport protocol to be used. In addition to agreeing on MEP

The One-Way MEP which governs the exchange of a single user messageunit unrelated to other

5.0asis-

nh opposite
hl instance,
b identified
ns/core/

hstances of
additional
1 low-level
definition.
here, are
by some
ome extra
e channel-

tion to the
bMS MEPs
usage, the

bwing notions of MEP bindings should be subject to agreements between partners:

©IS

An ebMS MEP Transport Channel Binding defines how the MEP maps to the channels allowed

by the underlying transport protocol, while making an abstraction of this underlying transport.
In case of a two-way transport, the transport channel binding defines whether each message of
the MEP maps to the fore-channel (or first leg) or back-channel (second leg). It also tells if an
ebMS signal is needed to initiate the transfer - e.g. by pulling - and which one. Annex E shows
possible options for combining headers supporting reliable messaging as well as error
reporting, when binding basic ebMS MEPs to a two-way protocol such as HTTP. Annex E also

shows how these combinations can be controlled with P-Mode parameters.

0 2021 - All rights reserved

11


https://standardsiso.com/api/?name=e9f6fcc8d03479f689c9b0d7569e19a8

ISO 15000-1:2021(E)

An ebMS MEP Transport Protocol Binding defines further how an MEP transport channel
binding is implemented over a specific underlying transport protocol such as HTTP or SMTP. For
example, an HTTP transport protocol binding will define the usage of HTTP headers and
methods for each message. A transport protocol binding usually relies on standard SOAP
bindings when these exist.

A transport channel binding is a critical complement to an MEP, to be agreed on in order for partners to
interoperate. The rationale in using different transport channel bindings for an ebMS MEP is to
accommodate different connectivity constraints (e.g. firewall restrictions, intermittent availability, non-
static IP address) by dictating how each message transfer is initiated over the underlying protocol.
Because such connectivity constraints usually exist independently from the details of the trans[tort
protocol, the transport channel binding is the right level to address them. The transport-chamnel
bindings identified in this document are:

|, or
i s—

Pu
of

op

bh: maps an MEP user message to the 1st leg of an underlying two-way transpert protoco
a one-way protocol. This binding is identified by the URI http;:¥Y/docs.oas
bn . org/ebxml-msg/ebms/v3.0/ns/core/200704 /push.

Pul
as
ht

I: maps an MEP user message to the second leg of an underlying two-way transport protacol,
h result of an ebMS Pull Signal sent over the first leg. This binding is identified by the [URI
fp://docs.oasis-open.org/ebxml-msg/ebms/v3+0/ns/core/200704/pulll.

)c: maps an exchange of two user messages respectively to the first and second legs of a two-
/' underlying transport protocol. This binding 1is identified by the [URI
'p://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/synd.

Syrn
wa
ht
for

NOTE 1: An| underlying transport protocol qualifies as "twerway" if (a) it guarantees a transport channe

transferring
explicit add
accept inco
correlating

the response of every message (request) initiated by an MSH, back to this MSH without need
Fessing information in SOAP headers, andxregardless of connectivity restrictions such as inabilit
ning new connections; and (b) it provides to the MSH initiator of the exchange, some meang
the response with the request, without relying on the SOAP header. For example, HTTP qualifi¢

for
y to
for
S as

t SMTP and FTP do not (although“FTP has a notion of session, it does not inherently support] the

b)). The channel offered in (a).isvalso called "back-channel" in this document.

two-way, by
coupling of
NOTE 2: "Pyll" and "sync" cannot be used with a one-way underlying protocol.

NOTE 3: Cojnmunicating parties.should agree on a transport channel binding: a sending MSH will treat a mes

bage
submitted fgr pulling differentlyfrom a message submitted for pushing.
el-

hel

nse

An MEP that is associated with a particular transport channel binding is also called a transport-chan
bound MEP. A transport-channel-bound MEP is identified by a pair <MEP name / transport-chan
binding ndme>5For example, a two-way ebMS MEP that executes over a single request-respd

exchange c1fthe underlying transport (e.g. HTTP), is called a Two-Way/Sync MEP.

A channel-bound MEP has an initiating MSH, or initiator, which is the one that triggers the execution
of the MEP. The other MSH is called the responding MSH, or responder. These MSH roles do not
change for the duration of the MEP, regardless of the number of messages exchanged and of their
direction. Due to endpoint addressing or availability restrictions, some MSHs may be required to act
only as initiator, and never as responder.

On the wire, the only method by which messages from the same MEP instance are associated is through
a referencing link (eb:RefToMessageId). This referencing is decided above the MSH layer (by the
producer entity). A receiving MSH relies on both this referencing and the interpretation of the P-Mode
for associating a message with a specific MEP and for validating this association.
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4. Relationship to SOAP MEPs

In theory, the transport-channel-bindings previously defined could be expressed in terms of SOAP MEPs
instead of channels of the underlying transport protocol. However, the notion of SOAP MEP has only
been introduced with SOAP 1.2, and would need to be extended to SOAP 1.1.

Also, only the SOAP Request-Response MEP and Response MEP have been formally defined, as of the
time this document was written. A SOAP One-way MEP could also be defined, but how such an MEP may
or may not bind to a two-way underlying protocol is yet to be determined.

Expressing the transport-channel-binding in terms of SOAP MEPs is only helpful if there is. a
-ambiguous, standard way for these to map to the underlying protocol(s). This is cutnently only the

non

cas¢ for some SOAP MEPs and some transport protocols. Consequently, this documfent has
express its transport-channel-bindings directly in terms of how to use the channels of th
protocol, abstracting such a transport as either "one-way" or "two-way".

5.2

Thi

n

on

To ¢
mef

ope

In d
mes|
conf
that

5. The One-Way/Push MEP

5 transport-channel-bound MEP involves the transfer of a singlexebMS user message
b-way'").

onform to this MEP, the ebMS user message unit that is €xchanged shall not relate to any

rations involved in this MEP.

sage may carry an ebMS signal message, such aszan error message, or other SOAP headers. Such

published,

chosen to

p transport

init (label:

other user

sage unit (no eb:RefToMessageId element). Figure'2 illustrates the exchange pattern and MSH

ase the One-Way/Push MEP is performed over.a Two-way underlying transport protocol, the response

an option is

rolled by the P-Mode (see Clause 7). Howeverithe response message shall not carry an ebMS uger message
refers to the request message. If the P-Mode allows faults to be reported on the two-way protocol's back-
chamnel, the MEP can be qualified as a robust:MEP, but is still an ebMS One-Way/Push MEP.

©IS
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One-Way/Push MEP

Initiating Responding
MSH MSH

1
UoCTT TTITooaytT

One-Way or Two-Way MEP

> i of the underling protocol

Send Receive

Role: Sending Role: Receiving

5.2.6.

This trans
"one-way"]
The first le
user mess
eb:RefTd

severity le

shall be returned over the-response leg. Figure 3 illustrates this MEP.

Figure 2: One-Way/Push MEP

The One-Way/Pull MEP

. This MEP is initiated by the receiving MSH, over a two-way underlying transport protg

hge unit. To conforin)to this MEP the pulled user message unit shall not include
MessageId element. In case no message is available for pulling, an ebMS error signg
Vel "warning" and’short description of "EmptyMessagePartitionChannel”, as listed in 9

14

port-channel-bound MEP involves the transfer of a single ebMS user message unit (label:

col.

g of the protocol exchange carries a pull signal message. The second leg returns the pullled

an
] of
7.2,
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One-Way/Pull MEP

Responding Initiating
MSH MSH

Two-Way MEP
of the underling protocg

User message :
» )

Send Receive

Role: Sending Role: Receiving,

Figure 3: One-Way/Pull MEP

5.2(7. The Two-Way/Sync MEP

This transport-channel-bound MEP transfers two ebMS user message units over a single request-

response exchange of the underlying two-way transport protocol. The initiator MSH sends th

megsage called the "request”.)In the second leg of the MEP, a related user message unit called

is s
ebjRefToMessageld’ element), and the reply shall refer to the request
eb jRefToMessageTd header element, as described in 8.2.3.2. Figure 4 illustrates this MEP.

© IS0 2021 - All rights reserved
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ent back. To conform to this MEP, the request shall not relate to any other user message unit (no
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5.2.8.

One-Way/Sync MEP

Initiating Responding
MSH MSH
' User message '
> ; N
Send Receive | |
| Two-way MEP

User message of the underling protocol

<
«

Receive Send
Roles: Sending, Roles: Receiving,
Receiving Sending

Figure 4: Two-Way,/Sync MEP

Other transport-channel-bound MEPs

So far, message exchanges conformingito’ either one of the three previous transport-channel-bound
MEPs werg¢ only using one instance of an underlying transport protocol MEP for their binding. [The
following dhannel-bound ebMS MEPs are expected to be among the most common ebMS MEPs that|use
more than one underlying trdnsport protocol MEP instance between the Initiating MSH and [the

Responding MSH. In this sens€;they may be qualified as asynchronous.

16

Th¢ Two-Way/Push-and-Push MEP composes the choreographies of two One-Way/Push MEPs
in gpposite directions, the user message unit of the second referring to the user message unjt of
thelfirst viaxeb : RefToMessageId. This MEP is identified by the URI http://docs.oasls-
op¢n ,0¥g/ebxml-msg/ebms/v3.0/ns/core/200704 /pushAndPush.

The Two-Way/Push-and-Pull MEP composes the choreography of a Une-Way/Push MEP
followed by the choreography of a One-Way/Pull MEP, both initiated from the same MSH
(Initiator). The user message unit in the "pulled" message shall refer to the previously "pushed”
user message unit. This MEP is identified by the URI http://docs.oasis-
open.org/ebxml-msg/ebms/v3.0/ns/core/200704/pushAndPull.

The Two-Way/Pull-and-Push MEP composes the choreography of a One-Way/Pull MEP
followed by the choreography of a One-Way/Push MEP, with both MEPs initiated from the same
MSH. The user message unit in the "pushed” message shall refer to the previously "pulled" user
message unit. This MEP is identified by the URI http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/pullAndPush.
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In all these MEPs, the messages labels are respectively "request” and "reply". The two last MEPs support
asynchronous exchanges where one party is constrained in terms of addressing or connectivity

capability.

6. Message pulling and partitioning

6.1. Objectives

Buwmmmﬁﬁwmlm—ﬂ_%sagem
conhectivity, lack of static IP addresses or firewall restrictions. In addition, when™a "
tranpsferred and successfully acknowledged, the responsibility for its management shifts-side
reagons, a receiver may want (a) to retain control over the transfer procedure of thelunderlyi
by initiating transfers, and/or (b) to decide which messages it wants to receivefirst and
featiures have been introduced in ebMS 3 that support this:

Message pulling

Message partition channels (MPCs)

Megsage pulling is defined in an abstract way by the One-Way)/Pull ebMS MEP (see 5.2.6)
allows an MSH to initiate the transfer of a message as a receiver. When used in combinatig
Ong-Way/Push ebMS MEP, it allows an MSH full contrelyover initiating asynchronous trat
another MSH in both directions, engaging in a client-server type of interaction with the re
without any need to open a TCP/IP port to incoming.requests. This MEP also supports excha
parfner that is intermittently connected: instead:of periodically polling for partner presencs

MSH will simply wait for the partner MSH to pullits messages.

Exdmple: A mobile, occasionally connected device without static IP address and with limi
cappbility can only initiate requests and.receive messages as synchronous responses to these re
Ona-Way/Pull MEP allows this device-to enable and control the flow of received messages, and
to its own resources.

Megsage partition channels_{see 6.4) allow for partitioning the flow of messages from
another MSH into separate flows, so that each one of these flows can be controlled indeps
either MSH, in terms\of transfer priorities. A sending MSH shall be able to determine

htermittent
message 1is
5. For these
hg protocol
when. Two

This MEP
n with the
nsfers with
mote MSH,
hges with a
, a sending

ted storage
quests. The
to adjust it

an MSH to
ndently by
whether a

submitted messageé should be pulled or pushed, and to which message partition channel (M[PC) it shall
be assigned. Sirhilarly, the receiving MSH is aware of which MPC(s) should be pulled from,|and which
ones will becused for push. This knowledge is based on an agreement shared between partjes prior to

thejexchanges, and modeled in this document as the P-Mode operation set (see clause 7).

Using message pulling requires the ability of an MSH to support the One-Way/Pull MEP. The pull request
signal that initiates this MEP is described in 8.2.4.2. Because there is always at least one MPC open
between a sending MSH and a receiving MSH -the default MPC- the Pull mode can be supported
regardless of the ability to support several MPCs.

When sending an eb:PullRequest signal, the name of the MPC to pull messages from shall be
specified (in eb: PullRequest/@mpc attribute), unless the default value is to be assumed.

The processing model for a pulled message is as follows, for a typical and successful instance of One-

Way/Pull MEP:
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On responding MSH side:

1. Submit: submission of message data to the MSH by the producer party, intended for the
consumer on the Initiator side. The message is associated with an MPC. If no MPC name is
provided by the submitter, or if the MSH implementation has not been provided with a way to
determine this association by itself, the default MPC is used. The MEP associated with this
message (e.g. as specified by P-Mode.MEP; see 7.3) is a One-Way/Pull.

On initiating MSH side:

2. Serlding of a pull request signal by the MSH. The pull request signal specifies the MP(_ffom
whjch to pull messages.

On responding MSH side:

3. Redgeption of the pull request signal. For every pull request signal received thé;Responder MSH
(acting in sending role) selects a previously submitted message. Messages_ should be sele¢ted
according to a FIFO policy with respect to the Submit operation. If thehe is no user mesgage
avdilable in the specified MPC for sending, a warning signak Wwith short description:
"EmmptyMessagePartitionChannel” (see 9.7.2) shall be sent back instead.

4. Serld: the selected message is sent over the SOAP response to-the pull request.
On initiating MSH side:

5. Regeive: the pulled message is available for processing by the MSH. The header @mpc attrihute
indicates from which MPC it has been pulled,;and is the same as the value of @mpc in|the
corresponding pull request signal.

6. Deliver: after processing of ebMS headgrs,; delivery of the pulled message data to the consumer
of the MSH.

Example 1] An example of eb : Messaging header for the pull request signal:

<Sll:Envelope>
<S1l1:Header>
<el:Messaging S1ll:muStUnderstand="1">
<eb:SignalMessage>
<gh:MessageInfo>
<eb:Timestamp>2006-10-01T10:01:00</eb:Timestamp>
<eb:MessageId>UUID-4@receiver.example.com</eb:MessageId>
</eb:MessageInfo>
<eb:PullRequest mpc="http://sender.example.com/mpcl23"/>
</eb:SignalMessage>
</gb+Messaging>
</STI:Header
<S11:Body/>
</S1ll:Envelope>

Example 2: An outline of eb:Messaging header for the response to the pull request signal example
from Example 1:

<Sll:Envelope>
<S1ll:Header>
<eb:Messaging S1l:mustUnderstand="1" >
<eb:UserMessage mpc="http://sender.example.com/mpcl23">
<eb:MessageInfo>
<eb:Timestamp>2006-10-01T10:02:00</eb:Timestamp>
<eb:MessageId>UUID-5@sender.example.com</eb:Messageld>
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<eb:RefToMessageId>UUID-4@receiver.example.com</eb:RefToMessageId>
</eb:MessageInfo>
<eb:PartyInfo>

</eb:PartyInfo>
<eb:CollaborationInfo>

</eb:CollaborationInfo>
<eb:PayloadInfo>

</eb:PayloadInfo>
</eb:UserMessage>

LM SV Rova

6.3

Relj
sigr

Sec

Example 1: An outline of a secure and reliable eb:Messaging header for the pull req
DWS.
5t-Once delivery, with an acknowledgment to be returned on the MEP response message:

foll
Lea

= =
</S11:Header>
<S1l1l:Body>

</S11:Body>
</S1ll:Envelope>

ability of a pulled message is usually associated with the reliability~of the corresponding g
al. The reliability of the One-Way/Pull MEP instance is addressed'in 11.3.

irity for the pull request signal is described in details in 10.12.

Combining pulling with security and reliability

ull request

uest signal

The reliability header used in the example assumes the use of WS-Reliability, and specifies At-

<Sll:Envelope>
<S1ll:Header>
<eb:Messaging S11l:mustUnderstand="1" >
<eb:SignalMessage>
<eb:Messagelnfo>
<eb:Timestamp>2006-10-01T10:01:00</eb:Timestamp>

<eb:MessageId>UUID-4Q@receiver.example.com</eb:MessageId>

</eb:MessageInfo>
<ebyPullRequest mpc="http://sender.example.com/mpcl23"/>
</eb:SigmalMessage>
</eb:Messaging>
<wss:Security>

</wss:Sgourity>
<wsr:Regtiest Sll:mustUnderstand="1">

<ReplyPattern>
<Value>Response</Value>
</ReplyPattern>
AckRequested

</wsr:Request>
</S11l:Header>
<S11:Body/>
</S1ll:Envelope>

Example 2: An outline of secure and reliable eb:Messaging header for the response to the pull
request signal in Example 1:

<Sll:Envelope>
<S1ll:Header>
<eb:Messaging S1l:mustUnderstand="1" >
<eb:UserMessage mpc="http://sender.example.com/mpcl23">

© IS0 2021 - All rights reserved
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<eb:MessageInfo>
<eb:Timestamp>2006-10-01T10:02:00</eb:Timestamp>
<eb:MessageId>UUID-5@sender.example.com</eb:MessageIld>
<eb:RefToMessageld>UUID-4Q@receiver.example.com</eb:RefToMessageld>

</eb:MessageInfo>

<eb:PartyInfo>

</eb:PartyInfo>
<eb:CollaborationInfo>

</eb:CollaborationInfo>
<eb:PayloadInfo>

</eb:PayloadInfo>
</eb:UserMessage>
</gb:Messaging>
<wdgr:Response Sll:mustUnderstand="1">

</wWsr:Response>
<wgs:Security>

</wWss:Security>
</4l1:Header>
<S11:Body>

</911:Body>
</4ll:Envelope>

NOTE: In exhmple 2, the reliability header, which assumes the use of WS-Reliability, is a wsr : Response elenjent.
It contains the reliability acknowledgment for the pull request sighal. In this example there is no wsr:Request
reliability h¢ader. A wsr:Request header could be present, in‘addition to wsr : Response, in case some specific
reliability rgquirement is associated with the pulled message((see 11.3).

6.4. Maessage partition channels

6.4.1. Concept and purpose

Message partition channels (MPCs)-allow for partitioning the flow of messages from a sending MSH [to a
receiving MISH into several flows-that can be controlled separately and consumed differently. They also
allow for mperging flows from Seyveral sending MSHs, into a unique flow that will be treated as such by a
receiving MSH. In particulat,MPCs allow for:

1. setfing transfeg.priorities: some messages may be transferred with higher priority than others
regprdless in Which order they all have been submitted. For example, when using pulling mede,
a receiving. MSH may decide from which MPC to pull messages first, based on business ndeds
and readiness to incur responsibility in managing these messages.

2. organizing the inflow of messages on receiving side, so that each flow can be consumed in a
distinct way, yet without having to filter messages based on various header elements or payload
content. The agreement between two parties on when messages are to be transferred and how
they are to be consumed may then be reduced to which MPC will be used.

NOTE 1: The notion of MPC is abstract from any particular implementation device such as ports or queues: an
implementation can implement MPCs using queues and a FIFO policy, though it is not required to.

NOTE 2: Although MPCs are most obviously beneficial to message pulling operations, MPCs can be used in
association with pushed messages as well. The benefits of doing so, listed above, apply to the push case as well.
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Example: A pair of business partners - a large buyer and a small supplier - have decided to create two
MPCs for transferring messages sent by the buyer. Urgent messages that require immediate processing (e.g.
high priority purchase orders, and updates to prior purchase orders) are assigned to one MPC; and less
urgent messages (payments, catalog requests, confirmations, acknowledgments of receipts, etc.) are
assigned to the other MPC. The buyer determines the level of urgency of a posting, which can be manifested
inside the message. Per an agreement with the buyer, the supplier will pull and process first all messages
from the "urgent” MPC; then, once that is exhausted, only the messages from the less urgent MPC. This way,
the low-capacity receiving MSH (supplier) is able to prioritize the reception of its messages, focusing its
resources on the most urgent messages and avoiding the overhead and risk in managing (persistence,

recovery, security) less urgent but important messages that it cannot process in the short term.

Any more complex filtering mechanism that requires checking a filter condition on header data, is out of

scope of this document. Such filtering could be implemented in a sending MSH and/jor in
MSH as a complement to, or instead of, different MPCs. The notion of MPC is_a ‘simple
solytion with low interoperability risk: it allows for partitioning messages based on prior
betyeen producer and consumer on which type of message will use whichxMPC, without

compmunicate and process filter expressions for each message transfer.

A receiving
hnd robust
agreement
a need to

Producer

Submit (Message A, MPC 1) —>
Submit (Message B, MPC 2) ——
Submit (Message C, MPC 1) ——p>

Message Partition Channel 1

Message Partition Channel 2

Using the One-Way/Pull MEP with Several Message Partition Channels

Get (MPC 1)
<

Responding

Consum

\ Message A Message A
<l PUIMPCD) (R v
/ et (MPC 1)
Message C 7
Message C
/w Pull (MPC 2) A Get (MPC 2)
D R L L LT
‘ »
Message B // Message B
Initiating
MSH

48

Figure 5: One-Way/Pull with Message Partition Channels

Figure 5 illustrates how MPCs and the One-Way/Pull MEP can be used by a consumer party to control
the order of the messages it wants to receive and process. Messages on MPC 1 are "pulled” in priority by

the consumer side.
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There is no requirement for ordering messages in an MPC, unless specified otherwise by the reliability
requirements to which these messages are subjected. The transfer of messages over an MPC is
controlled by:

« The MEPs in which these messages participate. Messages over the same MPC can either be

pulled or pushed, based on the different MEPs that govern the transfer of these messages.

+ The regular addressing means used for sending messages (e.g. URL of receiving MSH when
pushing messages). MPCs do not have any routing or addressing capability.

Before it is
pulled, a n
message p
http://0
assigned.

6.4.2.

transferred from a sending MSH to a receiving MSH, regardless of whether it is pushe
nessage is always assigned to an MPC. If no explicit assignment is requested (e,g by
roducer at submission time or per configuration of the MSH), the default MPC n
ocs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/defaultMp

Some use cases

Sending ) 7 ﬁ
MSHA =" 77 i mr7mommmmeoonesepemm e e (g

ml
Sending ~ 77T
MSHC  ------ n
m2
. m3
Sending ----- '
MSH E ;
ma_ \y
Sending )7
MSHG_ S~ """""""
m6

Default MPC

Receiving
MSH B

Receiving
MSH D

Receiving
MSH F

Receiving
MSH J

Receiving
MSH K

1 or
the
hme
C is

Figure 6: Message Partition Channel Use Cases

Figure 6 illustrates various cases in using MPCs. In Figure 6, each arrow represents the transfer of a user
message, which could be either pushed or pulled.

Between MSHs A and B, no MPC has been explicitly defined or assigned. All messages transferred from A
to B - whether pushed or pulled - will implicitly use the default MPC.
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MSHs C and D have been configured to use MPCs 1 and 2 (in addition to the default MPC). Messages sent
may be assigned to either one of these MPCs. In case these messages are pulled, MSH D may choose from
which MPC to pull first.

MPC 3 is shared by two sending MSHs, E and G. The effect of using this MPC is to define on the receiving
MSH F a merged inflow of messages from E and G, which may be presented to the consumer as a single
flow. If messages m3 and m4 are pulled, MSH F has control over which MSH from which to pull first.

MPC 4 is used by MSH G to send either to MSH ] or MSH K. When combined with message pulling, this
use case allows for various scenarios. For example, the message flow might initially go exclusively from
G ta J. In case MSH ] fails, another MSH (K) may immediately take over the message flow. without any
chapge on the sender side (assuming K is authorized) nor any knowledge by K of where! the[initial flow
wayq intended for. Or, two receiving MSHs (] and K) that are remote from each gther bit used by
equfivalent applications may split the processing of messages submitted to the samé sending MSH G.
This may be, for example, two agencies equally qualified to process trouble tickets, indisgriminately
pulling messages from the same MPC at the pace allowed by their processing:capacity. MPC|4 may also
be dised by concurrent, pushed message flows. Using the same MPC does not.introduce any dependency
betyeen the processing of m5 and m6 in ] and K, but may be associated with a particulgr business
meaning (i.e. is meaningful to consumers of ] and K).

6.4{3. Definition and usage requirements

An MPC is a flow of messages from a set of sending MSHs to.a set of receiving MSHs, in the sefjse given in
flow networks theory. It is identified by a name-a string of characters-that is assigned to evefy message
of the flow. For every message it sends or receives, ari'MSH shall be aware of which MPC this|message is
assigned to. MPC is a dynamic notion, the elemertits of which do not need to be fully defined prior to
initjating this flow. For example, additional MSH9 (either sending or receiving) may join the flow at any
time, assuming they have knowledge of the MPC name, and assuming there is no other reason
preyenting them from transferring messages over this MPC (e.g. security).

Thd
(sed
trar

association between a user message and an MPC is apparent in the ebMS header of t}
8.2). Except for the default MPC, the MPC name shall appear in the header of a us¢
sferred over this MPC.

1€ message
Er message

NOTE: As defined above, amMPC can involve more than a sending MSH and a receiving MSH. In pafticular, two

unre
otheg
MP(

tlated pairs of sendingjteceiving MSHs (e.g. in the previous figure, C and D on the one hand, E 3
r hand) could trahsfer messages using the same MPC name (e.g. MPC 3 in the figure could also
2). Formally, speaking, all these messages would be transferred over the same MPC. There ¢

nd F on the
be renamed
an be some

se the same
s these two

business significatice in deciding whether two pairs of MSHs that have unconnected message flows u
MP( to transfer‘these messages, even though as far as the MSHs are concerned, they will proces
sepgrate sub=flows of messages independently from each other.

Only ‘user messages may be assigned to MPCs, not signal messages.

A pull request signal message always indicates in its header (see 8.2.4.2) the MPC on which the message
shall be pulled. If no MPC is explicitly identified, the default MPC shall be pulled from. The pulled
message sent in response shall have been assigned to the indicated MPC.

The association of a message with an MPC shall be done either at submission time, e.g. requested by the
message producer; or at any time between Submit and Send, e.g. based on configuration or processing
mode (see Clause 7). This is left to the implementation.

Support for assigning messages to MPCs-e.g. by automatically mapping messages submitted by a
producer to a particular MPC based on some rules, queries or filters-is out of scope of this document.
Similarly, there is no requirement on what criteria (e.g. query expression, FIFO policy) can be used to
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select messages when pulling messages from an MPC. This document only describes the properties of
MPCs, and how their use affects the message protocol. It does not prescribe a particular way to
implement MPCs or to use them.

A message associated with an MPC could fail to be transferred for various reasons (transport issue,
security, intermediaries, etc.) and therefore could be removed from the MPC at any time. In other words,
there is no additional delivery contract for messages over an MPC, other than that specified by the
reliability agreement.

There is no specific quality of service associated with an MPC. Security and reliability remain associated

with partie
associate (

7. Pr

7.1. Ge

An MSH is
informatio
processing
may be sul

A P-Mode
that is comn
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operating-either for sending or receiving messages-with knogwledge of some contex|
h that controls the way messages are processed. This contextal information that governs
of a particular message is called processing mode (or P-Mode). Because different messg
ject to different types of processing, an MSH generally supports several P-Modes.

Fepresents some MSH input data that typically is not provided on a per-message basis,

h provided by the application layer for each'submitted message, the P-Mode fully determ
t of the message header. For example) the "security” part of the P-Mode will spd
and keys, as well as which messagesiwill be subject to these. This in turn will determine|
the wsse:Security header. Theset of all P-Modes that are supported by an MSH du
5 called the P-Mode operation setof the MSH.

a (e.g. eb:Service, eb:Action, eb:ConversationId, or other message propert

ing a message, iscdetermined by the P-Mode associated with this message.

el for P-Modés’is described in Annex D. Although this document does not require supporf
ilar representation of a P-Mode, a conformance profile for this document may req

htion of a P-Mode with almessage may be based on various criteria, usually dependent

e to

tual
the
1ges

but

mon to a set of messages exchanged between 6r-among parties. To this extent, the P-Mode

the
nes
cify
the
ring
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es).
sed
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 a particular representation. An MSH shall conform the processing of its messages to
he P-Mode associated with this message. The details of which P-Mode parameters sha

supported

by_an implementation is governed by the features associated with the conformance pr

the

| be

I

file

claimed by this implementation, i.e. by its profile feature set (see Annex G on Conformance). An MSH
shall not process a message to normal completion if it has no matching P-Mode in its P-Mode operation
set: i.e. the MSH shall not deliver such a message when in receiving role, or shall not send it when in
sending role. When it cannot match a message to a P-Mode, an MSH shall generate a
ProcessingModeMismatch (EBMS:0010) error.

NOTE: It is important to distinguish between Conformance Profiles (Annex G) and P-Modes. A conformance profile
qualifies an MSH implementation and does not vary with the usage made of the MSH. A P-Mode qualifies the
dynamic exchange and processing of messages, and is generally user defined. A P-Mode is set within the
capabilities allowed by the conformance profile claimed by the MSH on which it is deployed.
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7.2. Messaging service processing model

Although different P-Modes may apply from one message to the other, the overall processing model
remains the same for all messages. The P-Modes set may be seen as configuring the execution
parameters for the general model.

The ebXML messaging service may be conceptually broken down into the following three parts:

1. An abstract service interface,

2. Functions provided by the MSH and
3. The mapping to underlying transport service(s). Q
Figire 7 depicts a logical arrangement of the functional modules ex1stu§mth1n orle possible
implementation of the ebXML Messaging Services architecture. These modul arranged in a manner
to indicate their inter-relationships and dependencies.
%
Application or SOAP Processor Q )
QS A
P
L g
N i3
Message Service Interface @‘\\\’ 3
(=
R\
ebMS Packaging
MSH
Reliability Module
WSS Module
e %
Transport binding or ®
Other SOAP Processor =3
ay
S Figure 7: Component Relationships

Following is a description of each module illustrated in Figure 7. It should be noted that the stack
diagram in the Figure is abstract, and this document does not mandate that implementations adopt the
architecture suggested by it, although the processing order shown here should be used, especially in
regard to security and reliability modules.

+ Application or SOAP processor - This is where the business logic for a message exchange /
business process exists.

+ Messaging service interface - This is the interface through which messages are channelled
between the MSH core and the ebXML Application.
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7.3.

ebMS packaging - Handling, (de)enveloping and execution of payload services are performed
by this module.

Reliable message processing - This module fulfills the quality of service requirements for a
message.

Web Services security processing - Encryption/decryption of any SOAP message content and
generation/verification of any digital signatures occurs in this module.

Transport protocol bindings - These are the actual transport protocol bindings. This
doqument defines bindings for HTTP and SMTP in Annex C, and supports the addition of,other
prdtocols.

Prpcessing mode features

The P-Mode is partitioned into functional groups called P-Mode features. Each P;Mode feature coyers
one of the functional areas that is critical to achieving interoperability betweentwo partners: secuyity,
reliability, fransport, business collaboration, error reporting, message exchange patterns (MEPs) fand

message pqrtition channels (MPCs).

The main H-Mode features are here identified by names of the form: P<Mode.<featurename>:

26

P-Mode.Protocol: includes all transport related information that is necessary to achjeve
transport-level interoperability. This feature determines the type of transport involved (e.g.
HT[TP, SMTP, FTP) between two MSHs, and relatéd configuration parameters. This feature
usyally treats all messages between two MSHssysimilarly. It also includes information about
whjch SOAP version is to be used (SOAP 1.1 or:SOAP 1.2).

P-Mode.Reliability: includes all reliability*contracts, or references to them, that will govern|the
reliability of messages exchanged. Thisfeature determines the content of the reliability headérs.

P-Mode.Security: includes all security contracts, or references to them, including the security
conjtext and related resources-(certificates, SAML assertions, etc.) that govern the mesgage
exchange. This feature determines the content of the wsse : Security header.

P-Mode.BusinessInfoZincludes all message-relevant data related to a collaboration between
tw@ parties. It alseZindicates which MPCs are to be used by these parties. This feature will
complement or{validate message data that is expected to be provided by the application ¢n a
per-message-basis for these header elements:

. éb:tUserMessage/eb:PartyInfo

. eb:UserMessage/eb:MessageProperties

P-Mode.ErrorHandling: defines how each ebMS Error type is to be reported by this MSH. E.g. if
the reporting is done using ebMS signal messages, it defines the address of the destination MSH.
It also may include the policy chosen for raising ebMS Errors from the errors generated by
functional modules (reliability, security). This P-Mode feature shall define reporting mode
parameters that will allow a receiving MSH to decide:

. whether an error generated on reception of a message shall be returned as response
over the same SOAP MEP. (e.g. errorHandling.report.asResponse = true/false).

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=e9f6fcc8d03479f689c9b0d7569e19a8

ISO 15000-1:2021(E)

. whether an error generated on reception of a message shall be returned to sender or to a
third party over a new SOAP MEP. (e.g. errorHandling.report.ReceiverErrorsTo =
<URL>).

. whether the consumer and/or producer

(e-g.

errorHandling.Report.ProcessErrorNotifyConsumer) of a message shall be notified

of an error generated on reception of the message.

In this document, a P-Mode feature is abstractly considered to apply to both sending and receiving roles,
although implementations may choose to represent only the subset relevant to the role in which they

operate. A single P-Mode instance is also intended to govern all messages involved in an ebM3$
ebMS MEP and its transport channel binding are attributes of a P-Mode.) Because messdges

an MEP (e.g. request and reply) may use different qualities of service, a single P-Mode may u
vectors of values for its parameters, depending on the message in the MEP. An outline of the

for P-Modes is given in Annex D.

MEP. (The
involved in
se different
data model

Agreeing on a P-Mode operation set is essential for two parties in order for\their MSHs to interoperate.

P-Modes are the MSH-level expression of a prior agreement between partners. A reference
agréement may be present in the message header (see eb: AgreementRef elementin 8.2.3.

7.4,

Ina
to

ap
a dd

Default features for processing mode

rder to facilitate interoperability testing, or during the‘early phase of a deployment, it ma
rive message exchanges without relying on userragreed P-Modes, without interfacin
ication, and (initially) without the added complexity of security and reliability features.
fault semantics of each P-Mode feature is defined as follows:

o Default P-Mode.MEP: http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/oneWay:

» Default P-Mode.MEPbinding: http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/cere/200704/push

» Default P-Mode.Protocol: HTTP 1.1 transport is assumed, with default configy
standard port),aising SOAP 1.2.

to such an
B).

y be useful
b with any
[0 this end,

ration (on

« Default P<-Mode.Reliability: No reliable messaging assumed (no reliability header will be

present):
» Default P-Mode.Security: No secure messaging assumed (no security header will be

«C~Default P-Mode.BusinessInfo: In the absence of any application input at message 1

present.)

bvel as well

as Ior this P-Mode Teature, the Tollowing default header element values will be used LShOWl’l here

for a message sent by an initiator to a responder party). Any of these may be ove
application input.

rridden by

. eb:UserMessage/eb:PartyInfo: The eb: Fromelement contains a Partyld with

value: http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/defaultFrom.

The eb: To element contains a Partyld with value: http://docs.oasis-
open.org/ebxml-msg/ebms/v3.0/ns/core/200704/defaultTo.
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eb:UserMessage/eb:CollaborationInfo: Contains no eb:AgreementRef. The

eb:Service element has the value: http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/service.

The eb:Action element has the value: http://docs.ocasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/test (8.2.3 details the semantics of these
values.)

The eb:ConversationId element has the value: 1.

The default MPC is in use.

e llc oM e M Do rraioc: Thic alamantic ~heant
ESE RS ECAS S ) - =¥ = —HHS-ere e Rt1SapDSent:

« De
har
loc

In the abs

oo o or oo oo E
SO T oo Tg ™ o

eb:UserMessage/eb:PayloadInfo: This element is absent.
fault P-Mode.ErrorHandling: No reporting via ebMS message is required<The MSH 1
dle error reporting in a way that does not involve the partner MSH, such-as notificatio

hl consumer or producer.

ence of a user-agreed P-Mode feature, an MSH should operate based on the above def]

may
h to

ault

not
cur
Pull

t-in

the
age
1.2

use

semantics for this feature except in the following cases:

1. The¢ MSH is designed to conform to this document along profiles (see Annex G) that are
cormmpatible with the default P-Mode feature. For example, Such an incompatibility would o
for|the default P-Mode.MEP with a conformance profilesthat only requires the One-Way/
MEP.

2. The¢ MSH has been pre-configured to operate withia non-default P-Mode feature. This would be
thel case when an MSH is distributed along:with a predefined P-Mode feature, e.g. bui
security. This amounts to using a user-defined P-Mode feature.

A sending MSH and a receiving MSH may use.a mix of default and non-default P-Mode features.

8. Message packaging

8.1. Magssage envelopeand message parts

8.1.1. MIME structure and SOAP profile

In the ebMfS SOAP header eb : Messaging, the prefix "eb" is an example prefix that corresponds to
ebMS 3.0 namespace, as defined in 4.3. The ebMS Message can be packaged as a plain SOAP 1.1 mess
(conform the~W3C SOAP 1.1 spec1f1atlon) or as a SOAP 1.2 message (conform the W3C SOAP
specificatior ith T

either packagmg option can be used, 1mplementatlons shall support both multlpart and non- multlpart

messages.

The ebMS Message may contain SOAP extension elements other than the eb :Messaging header block.
For example, header blocks supporting message reliability and message security may be produced and
consumed by an MSH in order to fulfill deployment requirements for those features.
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An ebMS Message is packaged as a SOAP 1.1 or 1.2 message independent from communications
protocols. When represented as a MIME multipart message envelope, this envelope shall be structured
in compliance with the SOAP Messages with Attachments W3C Note, referred to as a Message Package,
which shall conform to the MIME envelope structure defined in RFC 2045, and specifically to the RFC
2387 MIME Multipart/Related specification.

There are two logical sections within the Message Package:

o The first section is the ebMS Header (i.e. the eb:Messaging SOAP header block), itself
contained in the SOAP Header.

» The second section is the ebMS payload, which itself comprises two sections: (a)‘the
element within the SOAP Envelope, and in case of MIME packaging, (b) zer
additional MIME parts containing additional application-level payloads. The SOAP
MIME parts are also referred to as ebMS payload containers. The SOAP Body is the oply payload
container that requires XML-structured content, though non-XML<{€ohtent may be included
within an appropriately typed (binary or otherwise) element inside the Body. Any
MIME parts shall have an IANA assigned MIME Media type.

SOAP Body
D Or more

Body and

additional

The general structure and composition of an ebMS user message is’described in Figure 8, and a signal

megsage in Figure 9.

Underlying Protocol Envelope (HTTP, SMTP, ...)
SOAP with Attachments MIME Envelope |

MIME Part

SOAP Envelope \\Q
SOAP Header il

eb: Messaging aL

~]

eb: UserMessage . C)\
SN

’ eb: Messagelnfo

it

’ eb: Partylhfo

[ (Y

’ eb: Collaborationinfo

I

o [ e SRR

eh\MessageProperties

TN

Message identification, timestamp and other links
s Identification of communicating business partners
+ Collaboration parameters, agreements, service int
Other message properties with business relevanc

__ Manifest for payload elements.

Payload
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A 2 wss: Security
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§wsr: Reliability / wsrm: Reliab_l__e_Messaging§ _— SOAP body may be empty.
A 1 / At bl 1 Al o]
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""""""""""""""" multipart is not required when
------------------- optlonalpayload // there are no attachments.
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41 REQUIRED element

OPTIONAL element

Figure 8: User Message Structure
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Underlying Protocol Envelope (HTTP, SMTP, ...)
MIME Part

SOAP with Attachments MIME Envelope

SOAP Envelope
SOAP Header

eb: Messaging ;
eb: SignalMessage | - Message identification, timestamp and other links.

eb: Messagelnfo +

eb: PullRequest

O A child element other than eb: Error within
eb: Roercelpt " Eb: SignalMessage may occur only once.
eb: Error

If eb: Error is present, it may occur multiple times.

wss: Security

Body is not signifi¢ant to

§wsr: Reliability / wsrm: ReliableMessaging' signals: normaly S¥pty

‘k/ MIME multipart envelope is not
SOAP Body needed\for signals, although
i alloWed!
4 [ 1 REQUIRED element

OPTIONAL element

The proces
semantics:
Other head
affected by
generate
eb:Mess4
SOAP mess

All MIME headersof/the Message Package shall conform with the SOAP Messages with Attachm

W3C Note.
parameter

Figure 9: Signal Message Structure

sing of the SOAP eb:Messaging header block is done according to the SOAP proces
an MSH behaves as a SOARprocessor or SOAP node that shall understand this header bl
er blocks (except for those’relevant to reliability and security of an ebMS Message) are
the ebXML processing. Consequently, it is possible for a sending MSH implementatio
in ebMS messagé~ffom a well-formed input SOAP message simply by adding

bing
pck.
not
N to

an

ging header; likewise, some receiving MSH implementation could deliver a well-forjned

age as outputby removing (and processing) the eb:Messaging header.

In addition, the Content-Type MIME header of the Message Package shall contain a {
whose value matches the MIME media type of the MIME body part containing the S

adiment n ac rdan th +thao COAD 1 1 cnncificati sy o MIME yandia +xmmn ~F 4l n C

ents

ype
DAP

Envelope

o ctHR tht—acecoraantce— Wittt oo Tr—1—=t o}lbblll\,qtlull’ eIV L T CUTa Cy peoT aot—o

DAP

1.1 Message shall have the value "text/xml". The initial headers should contain a Content-ID MIME
header structured in accordance with MIME, and in addition to the required parameters for the
Multipart/Related media type, the start parameter, which is optional in the IETF RFC 2387 MIME
Multipart/Related specification, shall be present. This permits more robust error detection. The
following fragment is an example of the MIME headers for the multipart/related Message Package:

Example: MIME Header fragment for the multipart/related Message Package

Content-Type: multipart/related; type="text/xml";
boundary="boundaryValue"; start="<messagepackage-123@example.com>"
--boundaryValue

Content-ID: messagepackage-123@example.com

30
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Because implementations shall support non-multipart messages, an ebMS Message with no payload may
be sent either as a plain SOAP message or as a SOAP with attachments MIME multipart message with
only one body part (the SOAP Envelope).

ed in this

kample, an
ssage with

h the SOAP

8.1.2. MIME and XML considerations

8.1.2.1. Additional MIME parameters

Any MIME part described by this document may contain additional MIME headers in conformance with
the RE€E—2845—specification—mplementations—may—isnore—any—MIME—header—not—defi
document. Implementations shall ignore any MIME header they do not recognize. For'e
implementation could include Content-Length in a message. However, a recipient of\a me
Corftent-Length could ignore it.

8.1{2.2. Reporting MIME errors

If a|MIME error is detected in the Message Package then it shall be reported as specified i
with Attachments W3C Note.

8.1{2.3. XML prolog

Theg SOAP Message's XML Prolog, if present, may contain“an XML declaration. This dod

defined no additional comments or processing instructions-appearing in the XML prolog. For

8.1

Thd
spe
The

8.1

Ifb
for
attn
sha
sho
cha

ument has
example:

Content-Type: text/xml; charset="UTF-8"

<?xml version="1.0" encoding="UTF-=8¥) ?>

2.4. XML declaration

XML declaration may be present in a SOAP Message. If present, it shall contain ]
Cification required by the W3C 1.0 XML Recommendation and may contain an encoding ¢
semantics described in 8/1:2.5 shall be implemented by a compliant ebXML message sery

2.5. Encoding declaration
hth the encoding declaration and the MIME root part charset parameter are present, the }
the SOAP Message shall contain the encoding declaration, and shall be equivalent to {
ibute of the MIME Content-Type of the root part (see 8.1.4). If provided, the encoding
1 not eontain a value conflicting with the encoding used when creating the SOAP mess
uld<be used when encoding the SOAP Message. Use of UTF-8 shall conform to RFC 2

he version
leclaration.
ice.

KML prolog
he charset
Heclaration
age. UTF-8
279. If the
W3C XML

racter encoding cannot be determined by an XML processor using the rules specified in

1.0 specification, clause 4.3.3, the XML declaration and its contained encoding declaration shall be
provided in the ebXML SOAP Header Document.

NOTE: The encoding declaration is not required in an XML document according to the XML v1.0 specification.
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8.1.3. ebXML SOAP envelope extension

8.1.3.1. General
In conformance with the W3C XML 1.0 specification, all extension element content shall be namespace
qualified. A namespace declaration (xmlns pseudo-attribute) for the ebXML SOAP extension may be

included in the SOAP Envelope or Header element, or directly in the ebXML SOAP extension element.

8.1.3.2. namespace pseudo attribute

Conform tte W3C Namespaces in XML specification, the namespace declaration for the ebXML"SPAP
Envelope ektension (xmlns pseudo attribute) shall have the value of:

|http://docs.oasis—open.org/ebxml—msg/ebms/vB.O/ns/core/200704/ ‘

8.1.3.3. xsi:schemaLocation attribute

The SOAP namespace:

|http://schemas.xmlsoap.org/soap/envelope/

resolves t¢ a W3C XML Schema specification. ebXML MSH impleémentations should include |the
XMLSchemfa-instance namespace qualified schemaLocationyattribute in the SOAP Envelppe
element, t¢ indicate to validating parsers a location of the schema document that should be used to

validate thle document. Failure to include the schemaLoegation attribute could prevent XML sch¢ma
validation ¢f received messages.

For example:

<Sll:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
¥mlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
¥si:schemalocation="http://schémas.xmlsoap.org/soap/envelope/
Http://schemas.xmlsoap.oxrgysoap/envelope/">

<S11l:Header/>

<S11:Body/>

</911l:Envelope>

In additior], the ebXML SOAR*Header extension element content may be similarly qualified, so af to
identify the location where validating parsers can find the schema document containing the ebXML
namespace-qualified SOAP extension element definition. The ebXML SOAP extension element schgma,
found in Ahnex A,-has been defined using the W3C Recommendation version of the W3C XML Sch¢ma
Part 1 Strulctures,.ebXML MSH implementations shall validate the structure of the ebXML SOAP Hegder
extension g¢lement in conformance to the XML Schema Part 1: Structures Second Edition specification.

The XMLSchema-instance namespace qualified schemaLocation attribute should include a mapping
of the ebXML SOAP Envelope extension namespace to its schema document in the same element that
declares the ebXML SOAP Envelope extensions namespace.

The schemalLocation for the namespace described in 8.1.3.2 is:

https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3 0-200704 2019.xsd
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Separate schemaLocation attributes should be included. For example:

<Sll:Envelope xmlns:S1l="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://schemas.xmlsoap.org/soap/envelope/
http://schemas.xmlsoap.org/soap/envelope/">
<Sll:Header>

1/en/ebms-header-3 0-200704 2019.xsd">

8.1

Thd

namespace qualifier that matches the SOAP Envedope namespace declaration for the

ht

8.1

Thd

namespace qualifier that matches ‘the SOAP Envelope namespace declaration for the

ht

NOT

Unlike ebMS v2, ebXML Messaging 3.0 does not define or make use of any elements within the SOAP B

wha

8.1

<eb:UserMessage>
<eb:MessageInfo >...</eb:MessageInfo>

<eb:PayloadInfo >...</eb:PayloadInfo>

</eb:UserMessage>
</eb:Messaging>
</S11:Header>
<S1l1l:Body>

</S11:Body>
</S1ll:Envelope>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/"

xsi:schemalLocation=" http://docs.oasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/ https://standards.iso.org/iso/15000/-1/ed-

3.4. SOAP header element

SOAP Header element is the first child element of\the SOAP Envelope element. It s
p://schemas.xmlsoap.org/soap/envelope/.

3.5. SOAP body element

SOAP Body element is the second-¢hild element of the SOAP Envelope element. It s
p://schemas.xmlsoap.0rg/soap/envelope/.
E:

lly reserved for user<Specified payload data.

3.6. ebXML SOAP extensions

hall have a
namespace

hall have a
namespace

dy, which is

where "eb"

ty header

An gbMS Message extends the SOAP Message with the extension element eb:Messaging,

is the namespace prefix for ebMS 3.0.

Other headers that support some aspects of ebMS messaging, such as the secur
(wsse:Security) and reliability headers, may be present. These are not qualified under the ebMS
namespace.

8.1.4. ebMS header

In case of MIME packaging, the root body part of the message package is the SOAP message, as defined
in the W3C SOAP Messages with Attachments W3C Note. This root part always contains the ebMS

hea
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The MIME Content-Type header for the root part shall have the value "text/xml" to match the MIME
media type of the MIME body part containing the SOAP 1.1 Envelope, or "application/soap+xml" in the
case of a SOAP 1.2 Envelope. The Content-Type header may contain a "charset” parameter. For example:

|Content—Type: text/xml; charset="UTF-8"

The MIME charset parameter identifies the character set used to create the SOAP message. The
semantics of this attribute are described in the "charset parameter / encoding considerations” of
text/xml as specified in RFC 3023. The list of valid values can be found at the Web site of the Internet
Assigned Names Authority (IANA).

If both ar¢ present, the value of the MIME charset parameter shall be equivalent to the enconlling

declaratior]
conflicting

For maxin
document.
this MIME

The follow

of the SOAP Message. If provided, the MIME charset parameter shall not contain-a v
with the encoding used when creating the SOAP Message.

um interoperability UTF-8 as specified in RFC 2387 should be used when encoding
Due to the processing rules defined for media types derived from text)xml (see RFC 30

httribute has no default.

ng fragment represents an example of a root part, for a MIME packaging of ebMS:

Con
Con

<Sl

</S

/S11:Body>

Fent-ID: <messagepackage-123Q@example.com>
Fent-Type: text/xml; charset="UTF-8"

| :Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/">
S11:Header>
<eb:Messaging>

</eb:Messaging>
/S11:Header>
S11:Body>

L1:Envelope>

8.1.5.

In addition
conforman

If there is mo application payload within the message package, then the SOAP Body shall be empty,

there shall

There shoy
referenced

Payload containers

to the SOAP Body, other payload containers may be present within a message packag
ce with the SOAP Messages with Attachments W3C note.

not be additional payload containers.

1d also:be'no additional MIME attachments that are not payload containers (i.e., that are
by.andeb: PayloadInfo element, as described in 8.2.3.13); but if any such attachments

present, th

hlue

this
D3),

and

not
are

py-are outside the scope of MSH processing. An MSH shall not process application data th

at is

not referenced by eb: PayloadInfo.

The contents of each payload container (including the SOAP Body) shall be identified in the
/eb:Messaging/eb:UserMessage/eb:PayloadInfo element.

The ebXML messaging service specification makes no provision, nor limits in any way, the structure or
content of application payloads. Payloads may be simple, plain-text objects or complex, nested,
multipart objects. The specification of the structure and composition of payload objects is the
prerogative of the organization defining the business process or information exchange using the ebXML
messaging service.
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Example: A SOAP message containing an ebMS header:

<Sll:Envelope xmlns:S1ll="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://schemas.xmlsoap.org/soap/envelope/

http://schemas.xmlsoap.org/soap/envelope/">

<Sll:Header
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xsi:schemaLocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3_0-200704_2019.xsd">

<eb:Messaging S1l:mustUnderstand="1">
<eb:UserMessage>

8.2

8.2

The
use

In 1

eh:PayloadlInio
</eb:PayloadInfo>

</eb:UserMessage>
</eb:Messaging>
</S1l1l:Header>
<S11:Body>

</S11:Body>
</S1ll:Envelope>

. The eb:Messaging container element

1. General

mandatory eb:Messaging element is a child of;the SOAP Header. It is a container
" message or a signal message.

he case of a user message, the ebXML header block shall contain an eb:UserMes

element:

In t
eb

or either a

sage child

<eb:Messaging>
<eb:UserMessage>
<eb:MessagelInfo>

<!-- some *headers here like Timestamp and MessageId -->
</eb:MessageInfo>
<!-A Header elements of the ebMS user message -->

</eb:UsefrMe'ssage>
</eb:Messaging>

he case of assignal message, the ebXML header block (eb:Messaging) shall contain 4
SignalMé&ssage child element:

t least one

<ep:rMessaging>
<eb:SignalMessage>

<eb:MessageInfo>

For

<!-- some headers here like Timestamp and MessageId -->
</eb:MessageInfo>
<eb:signalname>
<!-- header elements of this ebMS signal message -->
</eb:signalname>
</eb:SignalMessage>
</eb:Messaging>

example, signalname can be "PullRequest".

© IS0 2021 - All rights reserved
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8.2.2. eb:Messaging element specification
The eb:Messaging element has the following attributes:

e eb:Messaging/@S11:mustUnderstand: indicates whether the contents of the element
shall be understood by the MSH. This attribute shall be present, with namespace qualified to the
SOAP namespace (http://schemas.xmlsoap.org/soap/envelope/). It shall have value
of '1' (true) indicating the element shall be understood or rejected.

The eb:Messaging element has the following children elements:

« eblMessaging/eb:UserMessage: The optional eb:UserMessage element containg all
hegder information for a user message. If this element is not present, an element describing a
sighal message shall be present.

+ eblMessaging/eb:SignalMessage/eb: [signalname]: The optiondlelement is named
after a type of signal message. It contains all header information for the.signal message. If [this
element is not present, an element describing a user message shall bepresent. Three types of
sighal messages are specified in this document: Pull signal (eb:RulIRequest), error signal

(e :Error) and receipt signal (eb:Receipt).

Both eb:UserMessage element and eb:SignalMessage element may be present within [the
eb:Messgqging element.

Example: ebMS Message Header:

<!-} (contained within S11:Header) -->

A

Eb:Messaging S1l:mustUnderstand="1" >
<eb:UserMessage>

<eb:MessageInfo>
<eb:Timestamp>2006-07-285T12:19:05</eb:Timestamp>
<eb:MessageId>UUID-2Q@ekample.com</eb:Messageld>
<eb:RefToMessageId>UUID-1@example.com</eb:RefToMessageId>
</eb:MessageInfo>

<eb:PartyInfo>
<eb:From>
<eb:PartyFdruri:example.com</eb:PartyId>
<eb:;Rolg>http://example.org/roles/Buyer</eb:Role>
</eb:Erom>

<eby\To>
<&b:PartyId type="someType">QRS543</eb:PartyId>
Zeb:Role>http://example.org/roles/Seller</eb:Role>
</eb:To>
</eb:PartyInfo>

<eb:CollaborationInfo>
<eb:AgreementRef>http://registry.example.com/cpa/123456
</eb:AgreementRef>
<eb:Service type="MyServiceTypes">QuoteToCollect</eb:Service>
<eb:Action>NewPurchaseOrder</eb:Action>
<eb:ConversationId>4321</eb:ConversationId>
</eb:CollaborationInfo >

<eb:MessageProperties>
<eb:Property name="ProcessInst">PurchaseOrder:123456
</eb:Property>
<eb:Property name="ContextID"> 987654321
</eb:Property>

</eb:MessageProperties >
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<eb:PayloadInfo>
<eb:PartInfo href="cid:foolexample.com">
<eb:Schema location="http://example.org/bar.xsd" version="2.0"/>
</eb:PartInfo>
<eb:PartInfo href="#idref">
</eb:PartInfo>
</eb:PayloadInfo>

</eb:UserMessage>
</eb:Messaging>

8.2,3. eb:Messaging/eb:UserMessage
8.213.1. General
This element has the following attributes:

Thi

eb:Messaging/eb:UserMessage/Q@mpc: This optional attribiite’ contains a
identifies the message partition channel to which the message is.assigned. The absg
element indicates the use of the default MPC. When the message is pulled, the vg
attribute shall indicate the MPC requested in the pull request.message.

5 element has the following children elements:

eb:Messaging/eb:UserMessage/eb:MessageInfo: This element shall occul
contains data that identifies the message, and relates to other messages' identifiers.

eb:Messaging/eb:UserMessage/ebidPartyInfo: This element shall occur
contains data about originating party and’destination party.

eb:Messaging/eb:UserMessage/eb:CollaborationInfo: This element §
once, and contains elements that facilitate collaboration between parties.

eb:Messaging/eb:UserMessage/eb:MessageProperties: This element mg
most once, and containssmessage properties that are user-specific. As parts of the h
properties allow for more efficient monitoring, correlating, dispatching and validatin
(even if these are out of scope of ebMS specification) which would otherwise requ
access.

onceand identifies payload data associated with the message, whether included as
message as payload document(s) contained in a payload container, or remote]

accessible via a URL. The purpose of the eb: PayloadInfo is (a) to make it easier

URI that
nce of this
lue of this

" once, and

once, and

hall occur

y occurs at
eader such
g functions
re payload

eb:Mes@aging/eb:UserMessage/eb:PayloadInfo: This element may occyr at most

part of the
resources
to directly

8.2

Thi

extract a particular payload associated with this user message, (b) to allow an ap]])lication to

determine whether it can process the payload without having to parse it.

3.2, eb:Messaging/eb:UserMessage/eb:Messagelnfo

s element has the following children elements:

e eb:Messaging/eb:UserMessage/eb:MessageInfo/eb:Timestamp: The
eb:Timestamp element shall be present with a value representing the date at which the
message header was created, and is conforming to a dateTime, conform W3C XML Schema. It
shall be expressed as UTC. Indicating UTC in the eb: Timestamp element by including the 'Z'
identifier is optional.
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« eb:Messaging/eb:UserMessage/eb:MessageInfo/eb:MessageId: This element
shall be present with a value representing - for each message - a globally unique identifier

con

forming to message identifier conform RFC 2822.

e eb:Messaging/eb:UserMessage/eb:MessageInfo/eb:RefToMessageld: This
element may occur at most once. When present, it shall contain the eb :MessageId value of an
ebMS Message to which this message relates, in a way that conforms to the MEP in use (see C.4).

NOTE: In the Message-Id and Content-Id MIME headers, values are always surrounded by angle brackets.
However references in mid: or cid: scheme URI's and the eb:MessagelId and eb:RefToMessagelId

elements shpll not include these delimiters.

8.2.3.3.

This elemepnt has the following children elements:

e ¢eb
ong

e ¢eb

ang
8.2.3.4.

This eleme

e ¢eb

eb

sha

e ¢eb

ele

toAuthorizedRole) of the Party sending (when present as a child of the From element]

rec
is 4
ms
Oth

EXAMPLE:

eb:Messaging/eb:UserMessage/eb:PartyInfo

Messaging/eb:UserMessage/eb:PartyInfo/eb:From: The ‘element shall o
e, and contain information describing the originating party.

Messaging/eb:UserMessage/eb:PartyInfo/eb:To: The element shall occur o
contain information describing the destination party.

eb:Messaging/eb:UserMessage/eb:PartyInfo/eh:From
nt has the following children elements:

Messaging/eb:UserMessage/eb:PadtiyInfo/eb:From/eb:PartyId:
PartyId element shall occur one or more times. If it occurs multiple times, each insta
11 identify the same organization.

Messaging/eb:UserMessage/eb:PartyInfo/eb:From/eb:Role: The eb:R
ment shall occur once, and‘ identifiy the authorized role (fromAuthorizedRole

piving (when present aslachild of the To element) the message. The value of the Role elen]
. non-empty string, (with a default value of http://docs.oasis-open.org/ebxi
y/ebms/v3.0/ns/Ccore/200704/defaultRole.
er possible valties’are subject to partner agreement.

The following fragment demonstrates usage of the eb : From element.

<el

:From>
eb:PartyId type="urn:oasis:names:tc:ebxml-cppa:partyid-type:duns">

cur

nce,

The
nce

ble
or
or
lent
nl-—

123

456780 eh:Partyuld

<
<
</e

eb:Partyld type="SCAC">RDWY</eb:PartyId>
eb:Role>http://example.org/roles/Buyer</eb:Role>
b:From>

8.2.3.5.

eb:Messaging/eb:UserMessage/eb:PartyIlnfo/eb:From/eb:Partyld

This element has a string value content that identifies a party, or that is one of the identifiers of this

party.

It has a single attribute, @t ype. The type attribute indicates the domain of names to which the string in

the content of the Partyld element belongs. The value of the type attribute should be a URI.
Furthermore, these values should be taken from the EDIRA, EDIFACT or ANSI ASC X12 registries.

38
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Technical specifications for the first two registries can be found in ISO 6523 and ISO 9735, respectively.
Further discussion of Partyld types and methods of construction can be found in an annex of the ebXML
Collaboration Protocol Profile and Agreement Technical Committee, Collaboration-Protocol Profile and
Agreement Specification Version 2.1. The value of any given @type attribute shall be unique within a list
of Partyld elements.

An example of the eb: PartyIdelementis:

<eb:PartyId type="urn:oasis:names:tc:ebxml-cppa:partyid-type:duns">
123456789</eb:PartyId>

If tite eb:PartyId/@type attribute is not present, the content of the Partyld element shaIll be a UR],
conform RFC 2396, otherwise the receiving MSH should report a "Valuelnconsistent" enroer wjth severity
"eror”. The content of the eb: PartyId element should be a URI.

8.2]3.6. eb:Messaging/eb:UserMessage/eb:PartyIlnfo/eb:To

Thi$ element has the same childkxen elementg as
ebjMessaging/eb:UserMessage/eb:PartyInfo/eb:From,in8.2.3.4.

EXAMPLE: The following fragment demonstrates usage of the elb<To element.

<eb:To>
<eb:PartyId>mailto:joe@example.com</eb:PaxtyId>
<eb:Role>http://example.org/roles/Seller</eb:Role>
</eb:To>

8.2{3.7. eb:Messaging/eb:UserMessage /eb:CollaborationInfo
This element has the following children elements:

. eb:Messaging/eb:UserMessage/eb:CollaborationInfo/eb:AgreementRef: This
eletnent may occur zero or oncei'The eb:AgreementRef element is a string that identifie$ the entity
or drtifact governing the exchange of messages between the parties.

. eb:Messagingy/eb:UserMessage/eb:CollaborationInfo/eb:Service: This
elemnent shall occur ence. It is a string identifying the service that acts on the message and it |s specified
by the designer of¢hé’service.

. eb:Messaging/eb:UserMessage/eb:CollaborationInfo/eb:Action: This element
shall occuronce. The element is a string identifying an operation or an activity within a servige that may
suprort several of these.

. eb:Messaging/eb:UserMessage/eb:CollaborationInfo/eb:ConversationId:
This element shall occur once. The element is a string identifying the set of related messages that make
up a conversation between parties.

8.2.3.8. eb:Messaging/eb:UserMessage/eb:CollaborationInfo/eb:AgreementRef

eb:AgreementRef is a string value that identifies the agreement that governs the exchange. The P-
Mode under which the MSH operates for this message should be aligned with this agreement.

The value of an eb:AgreementRef element shall be unique within a namespace mutually agreed by
the two parties. This could be a concatenation of the eb: From and eb:To eb:PartyId values,a URI
containing the Internet domain name of one of the parties, or a namespace offered and managed by
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some other naming or registry service. The eb:AgreementRef should be a URL The
eb:AgreementRef may reference an instance of a CPA as defined in the OASIS ebXML Collaboration
Protocol Profile and Agreement Technical Committee, Collaboration-Protocol Profile and Agreement
Specification.

An example of the eb: AgreementRef element follows:

|<eb:AgreementRef>http://registry.example.com/cpas/ourfcpa.xml</eb:AgreementRef>

If a CPA is referred to and a receiving MSH detects an inconsistency, then it shall report it with an
"Valuelncopsistent” error of severity "error". If the AgreementRef is not recognized, then |the
receiving MSH shall report it as a "ValueNotRecognized" error of severity "error".

The eb: AgreementRef element may have two attributes:

« Qtype: This optional attribute indicates how the parties sending and receiving the mesgage
wil] interpret the value of the reference (e.g. the value could be "ebcppa2.1* for parties using a
CPA-based agreement representation). There is no restriction on the value of the type attribjte;
thi§ choice is left to profiles of this document. If the type attribute is not present, the conternt of
the| eb:AgreementRef element shall be a URL If it is not a URI{ _then the MSH shall report a
"Valuelnconsistent" error of severity "error”.

« (@pmode: This optional attribute allows for explicit association of a message with a P-Mpde.
WHen used, its value contains the PMode.ID parameter.

8.2.3.9. eb:Messaging/eb:UserMessage/eb:CollaborationInfo/eb:Service
This element identifies the service that acts on theanessage. Its actual semantics is beyond the scope of
this docunpent. The designer of the service may be a standards organization, or an individual or
enterprise,

Examples of the eb: Service element include:

EXAMPLE 1:

|<eh:Service>urn:example.org:services:SupplierOrderProcessing</eb:Service>

EXAMPLE

<

|<eb:Service type="MyServiceTypes">QuoteToCollect</eb:Service>

The eb: Sqpvice element may contain a smgle @type attribute, that 1nd1cates how the parties sendling
and receivingthe-messagev e ro-restrictionon-the-va

the type attribute. If the type attrlbute is not present the content of the eb:Service element shall
be a URI conform RFC 2396. If it is not a URI then the MSH shall report a "Valuelnconsistent" error of
severity "error".

When the value of the element is http://docs.oasis-open.org/ebxml-msg/
ebms/v3.0/ns/core/200704/service, then the receiving MSH shall not deliver this message to
the consumer. With the exception of this delivery behavior, and unless indicated otherwise by the
eb:Action element, the processing of the message is not different from any other user message.

40 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=e9f6fcc8d03479f689c9b0d7569e19a8

ISO 15000-1:2021(E)

8.2.3.10. eb:Messaging/eb:UserMessage/eb:CollaborationInfo/eb:Action

This element is a string identifying an operation or an activity within a eb:Service. Its actual
semantics is beyond the scope of this document. eb: Action shall be unique within the eb: Service

in which it is defined. The value of the eb : Act i on element is specified by the designer of the service.

Ane

If th

the

Wh

ebn
htt
a va
and

8.2

Thi
Par

If a

conj

con

An

The

sha

bey|

the

8.2

Thi

An

xample of the eb: Act ion element follows:

<eb:Action>NewOrder</eb:Action>

e value of either the eb: Service or eb:Action elementis unrecognized by the récg
1 it shall report a "ValueNotRecognized" error of severity "error".

bn the  value of this element is http://docs.oasis-opensorg/eb
s/v3.0/ns/core/200704/test, then the eb:Service elementishall have
p://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/coref200704/serv
lue for the eb:Action element only indicates that the user message is sent for testin
does not require any specific handling by the MSH.

3.11. eb:Messaging/eb:UserMessage/eb:Collaborationinfo/eb:Conversationld

5 element is a string identifying the set of related messages that make up a conversatig
[ies.

CPA is referred to by eb:AgreementRef, théinumber of conversations related to thi
ply with CPA requirements. The value ofi’eb:ConversationId shall uniquely
persation within the context of this CPA.

example of the eb : ConversationId-element follows:

iving MSH,

kml-msg/
the value
ice. Such
o purposes

n between

5 CPA shall
identify a

|<eb:Conversationld>20001209—133003—28572</eb:ConversationId>

party initiating a conversation determines the value of the eb:ConversationId el
1 be reflected in all messages pertaining to that conversation. The actual semantics of t
pnd the scope of this“document. Implementations should provide a facility for mappirn
r identification scheme and a eb: ConversationId generated by another implementat

3.12. eb:Messaging/eb:UserMessage/eb:MessageProperties

5 element has zero or more eb : Property child elements.

ement that
his value is
g between
on.

b Property element is nfyc-:vaimplpTvpp (p g string IIRI) and has two attributes:

@type: This attribute may be present. It allows for resolution of conflicts between

@name : This attribute shall be present. Its use shall be agreed upon between partners.

properties

with the same name, and may also help with Property grouping, e.g. various elements of an

address.

Its actual semantics is beyond the scope of this document. The element is intended to be consumed
outside the ebMS-specified functions. It may contain some information that qualifies or abstracts
message data, or that allows for binding the message to some business process. A representation in the
header of such properties allows for more efficient monitoring, correlating, dispatching and validating
functions (even if these are out of scope of ebMS specification) that do not require payload access.
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Example:

<eb
<
<
<

</eb:MessageProperties>

:MessageProperties>

eb:Property name="ContextId">C1234</eb:Property>
eb:Property name="processinstanceID">3A4-1234</eb:Property>
eb:Property name="transactionID">45764321</eb:Property>

8.2.3.13.

The eb: P4

8.2.3.14.

This eleme|

Any other
foreign nar

to 1

and
hay

eb
Thi
atts

by

eb
Thi
Xm

"cid:foo@example.com” or "#idref". Reference to Content-ID shall conform to RFC 2392.

abg
refy
sim
me

eb:Messaging/eb:UserMessage/eb:PayloadInfo

hake it easier to extract particular payload parts associated with this ebMS Message;

to allow an application to determine whether it can process these paylpad parts, with
ing to parse them.

yloadInfo element has the following child element:

Messaging/eb:UserMessage/eb:PayloadInfo/eb:;PartInfo
s element occurs zero or more times. The Partinfo elemeiit is used to reference a M

Fesolving a URL, according to the value of the href attribute, described in 8.2.3.14.

eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:Partinfo
nt has the following attribute:

Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo/@href
s option attribute has a value thatisthe Content-ID URI of the payload object referenced
:id fragment identifier, or the“URL of an externally referenced resource; for exam

ence of the attribute href in)the element eb: Part Info indicates that the payload part be
brenced is the SOAP Body element itself. For example, a declaration of the following f
ply indicates thatthe’/entire SOAP Body is to be considered a payload part in this el
ksage:

<el

</g

:PayloadInf¢>
eb:PartInfo/>
b:Payloadlinfo>

namespace-qualified attribute may be present. A receiving MSH may choose to ignore

out

[ME

ichment, an XML element within the SOAP Body, or anotherresource which may be obtained

, an
ple,
The
bing
brm
bMS

any

dedesas] 4 41 41 41 o | 1
ITSPALT Al TOULTS ULIITT UIdIT UIUST UTIITITU dDUVTE,

The designer of the business process or information exchange using ebXML Messaging decides what
payload data is referenced by the Manifest and the values to be used for xlink:role.

This element has the following child elements:

42

eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo/eb:Schema
This element occurs zero or more times. It refers to schema(s) that define the instance
document identified in the parent eb:PartInfo element. If the item being referenced has
schema(s) of some kind that describe it (e.g. an XML Schema, DTD and/or a database schema),
then the eb:Schema element should be present as a child of the eb: PartInfo element. It
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provides a means of identifying the schema and its version defining the payload object identified
by the parent eb:PartInfo element. This metadata may be used to validate the payload part
to which it refers, but the MSH. The eb : Schema element contains the following attributes:

. (a) namespace - the optional target namespace of the schema
. (b) location - the required URI of the schema
. (c) version - an optional version identifier of the schema.

eb:Messaging/eb:UserMessage/eb:PayloadInfo/eb:PartInfo/eb Paz

ties

This element has zero or more eb : Property child elements. An eb: Property el

rtProper

cment is of

xs:anySimpleType (e.g. string, URI) and has a required @name attribute, the valge of which

shall be agreed between partners. Its actual semantics is beyond the scope of this doc
element is intended to be consumed outside the ebMS specified functions. It m

iment. The
ay contain

metadata that qualifies or abstracts the payload data. A representation in the header of such

properties allows for more efficient monitoring, correlating,” dispatching and

functions (even if these are out of scope of ebMS specification) that do not requi

acCcess.

EXAMPLE 1, part properties:

validating
re payload

<eb:PartProperties>
<eb:Property name="Description">Purchade Order for 11 widgets</eb:Proper
<eb:Property name="MimeType">applicat®on/xml</eb:Property>
</eb:PartProperties>

Fy>

EXAMPLE 2: Full payload info example:

<eb:PayloadInfo>
<eb:PartInfo href="cid:foolekample.com">
<eb:Schema location="thttp://example.org/bar.xsd" version="2.0"/>
<eb:PartProperties>
<eb:Property names"Description">Purchase Order for 11 widgets</eb:Property>
<eb:Property name="MimeType">application/xml</eb:Property>
</eb:PartProp€nties>
</eb:PartInfo>
<eb:PartInfoNhwef="#goo payload id">
<eb:Schemd)location="http://example.org/bar.xsd" version="2.0"/>
<eb:PartProperties>
<eb¢Property name="Description">Purchase Order for 100 widgets</eb:Property>
<a&biProperty name="MimeType">application/xml</eb:Property>
<keb:PartProperties>
<AEL:PartInfo>
£/€b:PayloadInfo>

8.2.4.

eb:Messaging/eb:SignalMessage

8.2.4.1. General

This element is an alternative to the eb : UserMessage element. It has two child elements:

eb:Messaging/eb:SignalMessage/eb:MessageInfo

This element shall be present. It is similar to eb : MessageInfo as defined for user messages.

© IS0 2021 - All rights reserved
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eb

:Messaging/eb:SignalMessage/eb: [SignalName]

This element shall be present. It defines the nature of the ebMS signal. There is only one

SignalName
[SignalName]=Receipt.

child when

may  be

element
There

[SignalName]=PullRequest
several children elements

SignalName=Error.

or

when

An ebMS signal does not require any SOAP Body: if the SOAP Body is not empty, it shall be ignored by
the MSH, as far as interpretation of the signal is concerned.

8.2.4.2.

abh-Macscaocing /uk-cinnn]Muccane /eh-DlI]]Denuest

This eleme

eb
Thi
ist
8.2.4.3.

The eb:E4

8.2.4.4.

The eb:R
ebbpsig:

T ICOoTa Gt CoDToIIaivICoYy Lo AP - 222y

nt has the following attribute:

Messaging/eb:SignalMessage/eb:PullRequest/Q@mpc
s attribute may be present to identify the message partition channel from which the mess
b be pulled. The absence of this attribute indicates the default MPC.

eb:Messaging/eb:SignalMessage/eb:Error

ror element may occur zero or more times. For its complete specification, refer to Clausd

eb:Messaging/eb:SignalMessage/eb:Receipt

cceipt element may occur zero or one times;cand, if present, should contain a si
NonRepudiationInformation child elemént, as defined in the ebBP Signal Sch

age

hgle
Pma

specified im the OASIS. ebXML Business Process TC, ebXML Business Signals Schema, 2006. The value of

eb:Messd

8.2.5.

When the
(either use
general rul

Thd

Thd
to 4§
uni

The follow

Es govern message unit bundling:

[t of the same type.

geInfo/eb:RefToMessageld shall referto the message for which this signal is a rece

Message unit bundling

r message units or signal niessage units), this is called message unit bundling. The follow

 eb : Messaging €lement shall not contain more than one eb: UserMessage element.

b : Messagyng element may contain multiple eb: SignalMessage elements, in addi
In optional\eb : UserMessage element, but shall not contain more than one signal mesg

ng is-a non-exhaustive list of valid bundling cases:

pt.

eb:Messaging element contains multiple children elements, i.e. multiple message uhnits

ing

tion
age

(a)

(b)

44

eb:Messaging element with the following children:

an eb:UserMessage element

an eb:SignalMessage element with an eb: PullRequest child
eb:Messaging element with the following children:

an eb:UserMessage element

an eb:SignalMessage element with one or more eb: Error children
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(© eb:Messaging element with the following children:
. an eb:UserMessage element
. an eb:SignalMessage element with an eb: Pul1Request child
. an eb:SignalMessage element (distinct from the previous one) with one or

more eb:Error children

(d) eb:Messaging element with the following children:
. an eb:SignalMessage element with an eb: Pul1Request child
. an eb:SignalMessage element (distinct from the previous ong

eb:Receipt child

—

With regard to MEP transport channel bindings, the following restrictions.shall be observed:

» An ebMS message containing an eb:SignalMessage/gbsPullRequest elem

(bundling cases (a), (c) or (d)) i.e. even if it is also a user'message. For example, such
can neither appear as "reply” in the “sync” transport.channel binding, nor as a "one-
Pull transport channel binding.

» An ebMS message containing an eb:SignaIlMessage/eb:PullRequest elen
user message unit (case (a) or case (c)) cannot act as a "request” in the “sync” transp
binding, as the semantics of this combifation would require sending back two us
units over the back-channel, which is.a bundling case not supported in this release.

8.3. Examples of ebMS messages (informative)

8.3]1. General

The following listings provide examples of various types of ebMS messages: user message,
signal, error signal, receipt signal and a "bundled” message.

b) with an

ent cannot

bind to the back-channel of the underlying transport proto¢ol, regardless of its bundling context

a message
vay" in the

lent and a
brt channel
kT message

ull request

NOTE: The examples.are depicted using the SOAP 1.1 envelope; however, SOAP 1.2 could have been used instead,

with the appropriate namespace adjustment. In that case, the contents of the eb:Messaging head
the |same, with 'the exception of the attribute eb:Messaging/@S11:mustUnderstand, whi

er would be
th becomes

eb:Messaginhg/@S12:mustUnderstand, having a boolean value of "true" instead of the integer vajlue "1".

8.312 lIserMessage examble
O USelvies

TICOOa L C-CxatitprcT

The following is an example of an ebMS request user message packaged in a SOAP 1.1 envelope:

EXAMPLE 1: ebMS request user message:

<Sll:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:eb="http://docs.oasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/>
<Sll:Header>

<eb:Messaging S1l:mustUnderstand="1" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance

xsi:schemalocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3 0-200704_2019.xsd">
<eb:UserMessage>

© IS0 2021 - All rights reserved
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<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:05</eb:Timestamp>
<eb:MessageId>UUID-1Q@requester.example.com</eb:Messageld>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>uri:requester.example.com</eb:PartyId>
<eb:Role>http://example.org/roles/Buyer</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId type="someType">QRS543</eb:PartyId>
<eb:Role>http://example.org/roles/Seller</eb:Role>
</eb:To>
</eb:PartyInfo>

</
</eb:

</S11:He
<S11l:Bod
</S1l1l:Bo
</S1ll:En

<eb:CollaborationInto>
<eb:AgreementRef>http://registry.example.com/cpa/123456</eb:AgreementRef>
<eb:Service type="MyServiceTypes">QuoteToCollect</eb:Service>
<eb:Action>NewPurchaseOrder</eb:Action>
<eb:ConversationId>4321</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ProcessInst">PurchaseOrder:123456</eb:Property>
<eb:Property name="ContextID"> 987654321</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:part@example.com">
<eb:Schema location="http://registry.example.org/po.xsd"¢version="2.0"/>
<eb:PartProperties>
<eb:Property name="Description">Purchase Order fo#,11 Widgets</eb:Property>
<eb:Property name="MimeType">application/xml</el RProperty>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
P : UserMessage>
Messaging>

hder>
>

y>
’'elope>

The follow

EXAMPLE

ng is an example of a possible respense to the user message in Example 1.

p: ebMS response user message:

<S11:Envj

msg/ebr
<Sll:Hea

<eb:VM
xsi:
https://
<e

Elope xmlns:S11l="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:eb="http://dqCs.ocasis-open.org/ebxml-
s/v3.0/ns/core/200704/>

Her>

Essaging S11ymustUnderstand="1" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
EchemaLocatdon="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
Etandardgzdi8o.org/iso/15000/-1/ed-1/en/ebms-header-3 0-200704 2019.xsd">
b : UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:05</eb:Timestamp>
<eb:MessageId>UUID-2Q@responder.example.com</eb:Messageld>
ageld

ebh-RefToMe ageTd>[ITD-1@drequester ovample com</eh:RafToMe

46

</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:Partyld type="someType">QRS543</eb:PartyId>
<eb:Role>http://example.org/roles/Seller</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>uri:requester.example.com</eb:PartyId>
<eb:Role>http://example.org/roles/Buyer</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:AgreementRef>http://registry.example.com/cpa/123456</eb:AgreementRef>
<eb:Service type="MyServiceTypes">QuoteToCollect</eb:Service>
<eb:Action>PurchaseOrderResponse</eb:Action>
<eb:ConversationId>4321</eb:ConversationId>
</eb:CollaborationInfo>
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<eb:PayloadInfo>
<eb:PartInfo href="cid:part@example.com">
<eb:Schema location="http://registry.example.org/poc.xsd" version="2.0"/>
<eb:PartProperties>
<eb:Property name="Description">Purchase Order Confirmation</eb:Property>
<eb:Property name="MimeType">application/xml</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>

</S11l:Header>
<S11:Body>
<ySll:Body>
<)Sll:Envelope>

8.3{3. PullRequest message example
The following is an example of a pull request signal message:

EXAMPLE: pull request signal message:

E11:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:eb="http://docs.oasis-open.org/ebxml-

sg/ebms/v3.0/ns/core/200704/">

511:Header>

A

N

<eb:Messaging Sll:mustUnderstand="1" xmlns:xsi="ht&pyx"//www.w3.0rg/2001/XMLSchema-insthnce"
xsi:schemalocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/~1%ed-1/en/ebms-header-3_0-200704_2019.ksd">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:058%/eb: Timestamp>
<eb:MessageId>UUID-2@initiatorsexample.com</eb:Messageld>
</eb:MessageInfo>
<eb:PullRequest mpc="http://mshvexample.com/mpcl23" />
</eb:SignalMessage>
</eb:Messaging>

<})Sll:Header>

A

511 :Body/>
S11:Envelope>

A

8.3{4. Error message example
The following is dir example of an error signal message:

EXAMPLE<=error signal message:

<pli¥yEnvelope xmlns:S1ll="http://schemas.xmlsoap.org/soap/envelope/"
XMIMS Teb="1IC P /7 dO0CS . OdS LS OPEl:. O g/ EoXmI—

msg/ebms/v3.0/ns/core/200704/">
<Sll:Header>

<eb:Messaging S1l:mustUnderstand="1" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3 0-200704 2019.xsd">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:05</eb:Timestamp>
<eb:MessageId>UUID-2@receiver.example.com</eb:MessageId>
</eb:MessageInfo>
<eb:Error origin="ebMS" category="Content"
errorCode="EBMS:0001" severity="failure"
refToMessageInError="UUID-1l@sender.example.com">
<eb:Description xml:lang="en">Value not recognized</eb:Description>
</eb:Error>
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<eb:Error origin="Security" category="Processing" errorCode="0101"

severity="failure" refToMessagelnError="UUID-23@esender.fxample.com">
<eb:Description xml:lang="en">Failed Authentication</eb:Description>

</eb:Error>
</eb:SignalMessage>

</eb:Messaging>

</S11l:Header>

<S11:Body/>
</S1ll:Envelope>

8.3.5. Receipt message example
The follow]ng is an example a receipt signal message, as described in 8.2.4.4.
EXAMPLE:|receipt signal message:
<S1ll:Envglope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:gb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/eoxre/200704/">
<Sll:Heafler>
<eb:Mepsaging xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:pchemalocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-hegdder=3 0-200704_2019.xsd"
xmlnp:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlnp :ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-sigrals+<2.0">
<eb:PpignalMessage>
<ep:MessageInfo>
eb:Timestamp>2006-07-01T13:42:37.4297</eb: Timestdmp>
eb:MessageId>uiwtoruiopwr2543890@b.example.comK/feb:MessageId>
eb:RefToMessageId>uiopfdsmnf4898965563434Qa.example.com</eb:RefToMessageld>
</Eb:MessageInfo>
<ep:Receipt>
ebbpsig:NonRepudiationInformation>
<ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartIdentifiex>&/ebbpsig:MessagePartIdentifier>
<ds:Reference URI="http://blexample.com/doc45/#b">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>fX/iNyNeUHNLV41CEQeC7aEGP28=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRIMformation>
<ebbpsig:MessagePartNRInformation>
<ebbpsig:MessageRaygtIdentifier></ebbpsig:MessagePartIdentifier>
<ds:Reference JURT="http:/a.example.com/doc23/#a">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigeétValue>fX/iNylcUHNLV41CEQeC7aEGP28=</ds:DigestValue>
</ds:Refépence>
</ebbpsidsMéssagePartNRInformation>
/ebbpsig:NonRepudiationInformation>
</Eb:Recedpt>
</ebf SignalMessage>
</eb:M& TTTITY

</S1l1l:Header>

<S11:Body/>
</S1l:Envelope>

8.3.6.

The following is an example of a user message unit bundled with both eb:PullRequest and

"Bundled" message example

eb:Error signal message units, as described in 8.2.5:

<Sll:Envelope xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
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xmlns:eb="http://docs.ocasis-open.org/ebxml-
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msg/ebms/v3.0/ns/core/200704/">
<Sl1ll:Header>

<eb:Messaging S1l:mustUnderstand="1" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3_0-200704_2019.xsd">

<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:05</eb:Timestamp>
<eb:MessageId>UUID-2@receiver.example.com</eb:Messageld>
</eb:MessageInfo>
<eb:Error origin="ebMS" category="Content"
errorCode="EBMS:0001" severity="failure"
refToMessageInError="UUID-1@sender.example.com">
<eb:Description xml:lang="en">Value not recognized</eb:Description>
</eb:Error>
<eb:Error origin="Security" category="Processing" errorCode="0101"
severity="failure" refToMessagelInError="UUID-23@esender.fxample.com">
<eb:Description xml:lang="en">Failed Authentication</eb:Descriptiqmn
</eb:Error>
</eb:SignalMessage>

<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:05</eb:Timestamp>
<eb:MessageId>UUID-2@initiator.example.com</eb:Messaged>
</eb:MessageInfo>
<eb:PullRequest mpc="http://msh.example.com/mpcl23"€{ />
</eb:SignalMessage>

<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-25T12:19:05</eb: Timéstamp>
<eb:MessageId>UUID-1Q@requester.exampleneom</eb:Messageld>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>uri:requester.example.com</eb:PartyId>
<eb:Role>http://example.ofg/roles/Buyer</eb:Role>
</eb:From>
<eb:To>
<eb:Partyld type="someType">QRS543</eb:PartyIld>
<eb:Role>http://example.org/roles/Seller</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:AgreementRef>http://registry.example.com/cpa/123456</eb:AgreementRef>
<eb:Servigey type="MyServiceTypes">QuoteToCollect</eb:Service>
<eb:Actien>NewPurchaseOrder</eb:Action>
<eb:ConversationId>4321</eb:ConversationId>
</eb:Col%dporationInfo>
<eb:MessageProperties>
<eP+Property name="ProcessInst">PurchaseOrder:123456</eb:Property>
web:Property name="ContextID"> 987654321</eb:Property>
&/eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:foolexample.com">
<eb:Schema location="http://registry.example.org/bar.xsd" version="2.0"/>
<eb:PartProperties>
<eb:Property name="Description">Purchase Order for 11 widgets</eb:Property>
<eb:Property name="MimeType">application/xml</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>
</S1l1l:Header>

<S11:Body/>
</S1l:Envelope>
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9.  Error handling

9.1. General

Error handling shall take into account the composed nature of an MSH, which includes relatively
independent (SOAP) modules such as those handling reliability and security. Error reporting is also
subject to the same connectivity constraints as the exchange of regular messages. This calls for a more
comprehensive error model. With regard to different ways to report errors, this model shall allow for a
clear distinction between what is relevant to an agreement, and what is relevant to immutable
interoperability requirements.

Error genefration and error reporting are treated here as orthogonal concepts. While the gengration of
errors is p matter of conformance, the reporting of errors may be subject to an“agreement.
Consequenitly, the way errors are to be reported is specified in the P-Mode (P-Mode.ErrorHann(;lling
feature) that results from such an agreement.

9.2. Parkaging of ebMS errors

9.2.1. eb:Error element

An ebMS erfror is represented by an eb:Error XML infoset, regardless of the way it is reported. Each error
raised by ah MSH has the following properties:

e orjgin (optional attribute)

e caftegory (optional attribute)

e errorCode (required attribute)

e seYVerity (required attribute)

e refToMessageInError (optional attribute)
 sh¢rtDescriptiorn-(optional attribute)

» Degpcription (@ptional element)

« ErrorDetdi)l (optional element)

Example:

<eb:Error origin="ebMS" category="Unpackaging"
shortDescription="InvalidHeader"
errorCode="EBMS:0009" severity="fatal">
<eb:Description xml:lang="en"> .. </eb:Description>
</eb:Error>

9.2.2. eb:Error/@origin
This OPTIONAL attribute identifies the functional module within which the error occurred. This module

could be the the ebMS Module, the Reliability Module, or the Security Module. Possible values for this
attribute include "ebMS", "reliability”, and "security".
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3. eb:Error/@category

This OPTIONAL attribute identifies the type of error related to a particular origin. For example:
Content, Packaging, UnPackaging, Communication, InternalProcess.

9.2

4. eb:Error/@errorCode

This attribute shall be present. Its value is a unique identifier for the type of error.

9.2
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b attribute shall be present. Its value indicates the severity of the error. Valid values_ are;
lure.

Cessing and/or exchange has failed so far. In particular, if the message was’supposed to b
consumer, it would be delivered even though a warning was issued. Qther related mess

failure value indicates that the processing of a message did not proceed as expected,
ronsidered successful. If, in spite of this, the message payload is in a state of being de
ult behavior is not to deliver it, unless an agreement states. This error does not presume

6. eb:Error/@refToMessagelnError

5 OPTIONAL attribute indicates the ebtMessageId of the message in error, for which t
ed.

7. eb:Error/@shortDescription

5 OPTIONAL attribute provides a short description of the error that can be reported inal
cilitate readability.

8. eb:Error/Description

: Lang-attribute. The content of this element is left to implementation-specific decisions.

9.2

9. eb:Error/ErrorDetail

warning,

warning value indicates that a potentially disabling condition has beendetected, but fio message

e delivered
ages in the

and cannot
ivered, the
the ability

he MSH to process other messages, although the conversation or the MEP instance this message was
invglved in is at risk of being invalid.

his error is

bg, in order

5 OPTIONAL element provides a narrative description of the error in the language defined by the

This OPTIONAL element provides additional details about the context in which the error occurred. For
example, it may be an exception trace.

9.3. ebMS Error message

When reported as messages, ebMS Errors are packaged as ebMS signal messages. Several eb:Error
elements may be present under eb: SignalMessage. If this is the case, and if eb:RefToMessageId
is present as a child of eb: SignalMessage/eb:MessageInfo, then every eb:Error element shall
be related to the ebMS message (message-in-error) identified by eb: RefToMessageId.
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If the element eb:SignalMessage/eb:MessageInfo does not contain eb:RefToMessageld,

then the eb

:Error element(s) shall not be related to a particular ebMS message.

For an example of an ebXML error message, see 8.3.4.

9.4. Extensibility of the eb:Error element

9.4.1. Adding new ebMS errors

The error(ode attribute (eb:Messaging/eb:SignalMessage/eb:Error/@errorCode) shall be
an identifi¢r that is unique within the scope of an MSH. ebMS Errors in addition to those specified here
may be adgled by creating new errorCode values. The value of the errorCode attribute shall ‘begin with
the five chqracters "EBMS : ".

9.5. Gepnerating ebMS errors

This document identifies key ebMS Errors, as well as the conditions under which they shall be
generated.[Some of these error-raising conditions include the escalation as‘ebMS errors of either faults
or errors generated by reliability and security modules. These modules/eotld be those contained in|the
MSH raising the error, or those contained in a remote MSH commuhnicating with the MSH raising|the
error. Except for some cases defined in this document, error escalation policies are left to an agreenjent
between ugers, represented in the processing mode of an MSH (P-Mode.ErrorHandling).

9.6. Errorreporting

There are three primary means of error reporting:

« Reporting with fault sending: An MSH may generate a SOAP Fault for reporting ebMS
prdcessing errors of severity "failutef, which prevent further message processing. This Fafilt
sha|l comply with SOAP Faultprocessing, i.e. be sent back as an HTTP response in case|the
mefpsage in error was over airHTTP request. In case of ebMS processing errors (see 9.7.2),|the
Fault message shall also)include the eb:SignalMessage/eb:Error element in [the
ebfMessaging header.

« Reporting with notification: An out-of-band transfer of error information from MSH to s¢me
enity (messagé/producer, consumer, or any other entity, be it local or remote). In cas¢ of
notfification tethe message producer or consumer, such reporting action is abstracted by|the
Notify operation in the messaging model.

« Errnptmessage: an ebMS signal message sent from one MSH to another, which contains at least
one eb:Error element. such a reporting action is modeled by Send and Receive abstract

operations over such a message. The reporting message shall always be combined with a SOAP
Fault unless the severity is "warning".

Example 1: Different options in reporting errors raised on a sending MSH: Some error detected on a
submitted message and before it is even packaged, would normally be locally notified to the message
producer, and not even reported to the destination MSH. However, in case this message was part of a larger
exchange that is holding its state waiting for completion on the receiving side, the preferred policy could
state that the message-in-error be also reported (using an error message) to the receiving MSH. If the
receiving MSH is getting its messages as responses to pull request signals, such ebMS errors can be
transmitted as responses to these signals. If user messages are pushed sender to receiver, it could be
decided that errors generated on the sender side will be pushed like any regular message.
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Example 2: Different options in reporting errors raised on a receiving MSH: If a receiving MSH
detects an error in a received message, the reporting policy may vary depending on the context and the
ability of parties to process such errors. For example, the error-raising receiving MSH may just notify its
own consumer party, or send back an error message to the sending MSH, or both. The usual common
requirement in all these cases, is that the error be reported somehow, and complies with the eb:Error
element structure.

Annex E shows possible options for combining error reporting with ebMS MEPs, when binding to a two-
way protocol such as HTTP. It also shows how these combinations can be controlled with P-Mode
parameters.

9.7. Standard ebMS errors

9.7|1. General
This subclause defines the standard error codes expected to be generated and procdgssed by a

conformant MSH. They are segmented according to the stage of procéssing they are likely to occur:
durfng reliable message processing, security processing, and general ebMS processing.

9.7|2. ebMS processing errors

Table 2 describes the errors that may occur within the ebMS Module itself (ebMS errors that are not
escqlated errors), i.e. with @origin="ebms". These errors shall be supported by an MSH, meaning
gengerated appropriately, or understood by an MSH when reported to it.

Table 2: ebMS Processing Errors

Recommended

Error Code Short Description .
Severity

Category Value Description or Semarntics

EBMS:0001 |ValueNotRecognized failure Content Although the message docunjent is
well formed and schema valifl, some
element/attribute contains ajvalue that
could not be recognized and therefore
could not be used by the MSH.

1

BMS:0002 (FeatureNotSupported warning Content Although the message docunjent is
well formed and schema valifl, some
element/attribute value canijot be
processed as expected becaufe the
related feature is not supporfed by the
MSH.

EBMS;0003 [Valuelnconsistent failure Content Although the message docunjent is
wetHformedamndschenma vatid, some
element/attribute value is inconsistent
either with the content of other
element/attribute, or with the
processing mode of the MSH, or with
the normative requirements of the
ebMS specification.

EBMS:0004 ([Other failure Content

EBMS:0005 [ConnectionFailure failure Communication |The MSH is experiencing temporary or
permanent failure in trying to open a
transport connection with a remote
MSH.
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Recommended

Error Code Short Description .
Severity

Category Value Description or Semantics

EBMS:0006 |EmptyMessagePartitionChann [warning Communication |There is no message available for
el pulling from this MPC at this moment.

EBMS:0007 [Mimelnconsistency failure Unpackaging The use of MIME is not consistent with
the required usage in this document.

EBMS:0008 [FeatureNotSupported failure Unpackaging Although the message document is
well formed and schema valid, the
presence or absence of some element
attribute is not consistent with the
capability of the MSH, with respéct to
supported features.

EBMS:000P [InvalidHeader failure Unpackaging The ebMS header is either,not well
formed as an XML document, or does
not conform to the ebMS packaging
rules.

EBMS:001p ([ProcessingModeMismatch failure Processing The ebMS header or another header
(e.g. reliability, security) expected by
the MSH'is not compatible with the
expected content, based on the
associated P-Mode.

EBMS:001ft |ExternalPayloadError failure Content The MSH is unable to resolve an
external payload reference (i.e. a Part
that is not contained within the ebMS
Message, as identified by a
PartInfo/href URI).

9.7.3. Security processing errors
Table 3 | describes the Errors that\ joriginate within the security Module, ie. wWith

@origin="security". These errorsshall be escalated by an MSH, meaning generated appropriately,
or understpod by an MSH when reported to it.

Table 3: Security Processing Errors

Error Codle Short Description Recomme_znded Category Description or Semantics
Severity Value

EBMS:010[l |FailedAuthentication [Failure Processing [The signature in the Security header intended fo
the "ebms" SOAP actor, could not be validated by
the Security module.

EBMS:0102—FaitedDetryption Faiture Processing—Theencrypteddatareference the Security treade
intended for the "ebms" SOAP actor could not be
decrypted by the Security Module.

EBMS:0103 |PolicyNoncompliance |Failure Processing |The processor determined that the message's
security methods, parameters, scope or other
security policy-level requirements or agreements
were not satisfied.
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4. Reliable messaging errors

Table 4 describes the Errors that originate within the reliable Messaging module, i.e. with
@origin="reliability". These errors shall be escalated by an MSH, meaning generated

app

ropriately, or understood by an MSH when reported to it.

Table 4: Reliable Messaging Errors

Error Code Short Description Recomme.anded Category Value Description or Semantics
Severity
EBMS:0201 |DysfunctionalReliability [failure Processing Some reliability function as implemented by
the Reliability module, ismotioperjational, or
the reliability state asso¢iated with this
message sequence js.not valid.
EBMS:0202 |DeliveryFailure failure Communication |Although the message was sent ufider
Guaranteed /delivery requirement] the
Reliabilitysmodule could not get agsurance
that th€.message was properly delivered, in
spite of fesending efforts.
10} Security module
10J1. General
Theg ebXML messaging service, by its very nature, presents certain security risks. A Messaging Service
may be at risk by means of:
o  Unauthorized access
» Data integrity and/or confidentiality attacks (e.g. through man-in-the-middle attacks)
» Denial-of-Service and spoofing
Each security risk is déscribed in detail in the ebXML Technical Architecture Risk Assessmer]t Technical
Report.
Each of thesesecurity risks may be addressed in whole, or in part, by the application of one, or a
conpbination; of the countermeasures described in this clause. This document describes a set{of profiles,
or ¢ombinations of selected countermeasures, selected to address key risks based upon|commonly
avajlable technologies. Each of the specified profiles includes a description of the risks tllxat are not
addiressed

Application of countermeasures should be balanced against an assessment of the inherent risks and the
value of the asset(s) that might be placed at risk.

10.2. Security element

Web Services Security version 1.0 (WSS 1.0, specified in OASIS.Web Services Security: SOAP Message
Security 1.0) or version 1.1 (WSS 1.1, specified in OASIS.Web Services Security: SOAP Message Security
1.1) may be utilized to secure an ebMS message. Web Services Security provides three mechanisms to
secure messages: ability to send security tokens as part of a message, message integrity and message

con

©IS

fidentiality.

0 2021 - All rights reserved

55


https://standardsiso.com/api/?name=e9f6fcc8d03479f689c9b0d7569e19a8

ISO 15000-1:2021(E)

Zero or one Security elements per target, belonging to the Web Services Security-defined namespace,
may be present as a child of the SOAP Header. The wsse:Security element shall be namespace
qualified in accordance with Web Services Security. The structure and content of the wsse:Security
element shall conform to the OASIS Web Services Security 1.0 or 1.1 specifications and the W3C Web
Services Security SOAP Messages with Attachments Profile.

To promote interoperability the security element shall conform to the WS-I Basic Security Profile
Version 1.0, and WS-I Attachments Profile Version 1.0.

An MSH implementation can use WSS 1.0 and/or or WSS 1.1. Note that the security of attachment defined in WSS

1.1 is not only applicable to SOAP 1.1; security of attachment is orthogonal to the SOAP version, even thoug
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10.4. Sig

ming SOAP with attachments messages

Application payloads that are are built in conformance with the [SOAPATTACH] specification may be
signed. To sign a SOAP with Attachment message the Security element shall be built in accordance with
WSS 1.1.

Compliant MSH implementations shall support the Attachment-Content-Only transform. Compliant MSH
implementations should support the Attachment-Complete transform.

To ensure the integrity of the user-specified payload data and ebMS headers the entire eb:Messaging
Container Element, and all MIME Body parts of included payloads should be included in the signature.
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10.5. Encrypting messages

Encryption of ebMS Messages is defined in Web Services Security (WSS 1.0 and WSS 1.1) and shall
conform to the OASIS Web Services Security: SOAP Message Security 1.0, 2004 and OASIS.Web Services
Security X.509 Certificate Token Profile 1.1, 2006 specifications, if using WSS 1.0, or to the OASIS.Web
Services Security: SOAP Message Security 1.1. To encrypt ebMS Messages, the Web Services Security
X.509 Certificate Token Profile shall be used.

An MSH Implementation may encrypt the eb:Messaging Container Element. It may also encrypt

i : ' er, leavi . pted. For
n of other
elenents has occurred. Therefore, when third-party routing of a message is \ekxpected, the
ebjPartyInfo section should not be encrypted. To ensure the confidentiality of-the usgr-specified
payload data, it is the SOAP Body should be encrypted.

10J6. Encrypting SOAP with attachments messages

Appglication payloads that are built in conformance with the SOAP’ with attachments |W3C Note
spefification may be encrypted. To encrypt a SOAP with Attachment message the wsse:Becurity
element shall be built in accordance to WSS 1.1. To ensure thé confidentiality of the usdr-specified
payload data the MIME Body parts of included payloads should‘be encrypted.

10)7. Signing and encrypting messages

WhEn both signature and encryption are required'of the MSH, the message shall be signed prior to being
encfypted.

10/8. Security token authentication

In fonstrained environments where management of XML digital signatures is not ppssible, an
authentication alternative thatis based on Web Services Security Username Token Profilg should be
supported, and may include-support for wsse:PasswordText-type passwords. The use of the
Username Token Profile shall conform to the OASIS.Web Services Security UsernameToken| Profile 1.0
spefification, if using\WSS 1.0, or to the OASIS.Web Services Security UsernameToken Profile 1.1, if using
WWW 1.1.

The value of the-wsse: UserName element is an implementation issue. The "user" may represent the
MSH itself, orvnay represent a party using the MSH. In the latter case, there is no requirement that this
usel name-be identical to some eb: From/eb: PartyId value.

ACLL 1 £ - 1 11 11 1 IALC _C - £ LA | rad 3.
An 1517 IIIdy SUPPOIT OUICT 1ypES O1 SECUT'ILY LOKRCIILS, 45 dIIOWEU DY UIC Vv 5=5CCUTIIly 14llllly Ol dendardS.

10.9. Security policy errors

A responding MSH may respond with an error if a received ebMS message does not meet the security
policy of the responding MSH. For example, a security policy might indicate that messages with
unsigned parts of the SOAP Body or eb:Messaging container element are unauthorized for further
processing. If a responding MSH receives a message with unsigned data within the SOAP Body an error
may be returned to the initiating MSH.
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10.10. Secured message examples

10.10.1. Digitally signed and encrypted ebXML message

58

Mime-Version: 1.0

Content-Type: text/xml
Content-Transfer-Encoding: binary
SOAPAction: ""

Content-Length: 7205

<?xml version="1.0" encoding="UTF-8"?2>

<S1l[:Envelope xmlns:S1ll="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3c.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsif schemalocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3 0-
20004 2019.xsd">
<Sll:Header xmlns:eb="http://docs.oasis-open.org/ebxml-
msgfebms/v3.0/ns/core/200704/">
<eb:Messaging id="ebMessage" Sll:mustUnderstand="1">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-10-31T17:36:20.656Z</eb:Timestamp>
<eb:MessageId>UUID-2@msh-server.example.com</ek:MessageId>
<eb:RefToMessageId>UUID-1@msh-
serper.example.com</eb:RefToMessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>uri:msh-server.exafple.comn</eb:PartyId>
<eb:Role>http://example.org/reles/Buyer</eb:Role>
</eb:From>
<eb:To>
<eb:Partyld type="someType">QRS543</eb:PartyId>
<eb:Role>http://examplk&llorg/roles/Seller</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:AgreementRef>http://msh-
serfer.example.com/cpa/123456</eb:AgreementRef>
<eb:Service typez"someType">QuoteToCollect</eb:Service>
<eb:Action>NewPRurchaseOrder</eb:Action>
<eb:Conver®ationId>2a8lffbd-0d3d-4cbd-8601-
d91peled2fe2</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb;Rroperty name="ProcessInst">PurchaseOrder:123456</eb:Property>
Lebs/Property name="ContextID">987654321</eb:Property>
</eb*MessageProperties>
<ebjiPayloadInfo>
<eb:PartInfo href="#enc"/>
</eb:PayloadInfo>
</eb:UserMessage>
</€b% Messaging>
WSse:Security Sll:mustUnderstand="1"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wsspcurity-secext-1.0.xsd"

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wssecurity-utility-1.0.xsd">
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
soap-message-security-1.0#Base64Binary"
ValueType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3"
wsu:Id="signingCert">...</wsse:BinarySecurityToken>
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss~—
x509-token-profile-1.0#X509v3"
wsu:Id="encryptionCert">...</wsse:BinarySecurityToken>
<enc:EncryptedKey xmlns:enc="http://www.w3.0rg/2001/04/xmlenc#">
<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-
15"
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xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wssecurity-secext-1.0.xsd"/>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptionCert"/>

</wsse:SecurityTokenReference>

</KeyInfo>

<CipherData xmlns="http://www.w3.0rg/2001/04/xmlenc#">

<CipherValue>F3HmZz2LdynOumLCx/8Q9B9e800s1Jx919h0WQjh6JIwYgDLbdg0QVFiVT1LVjazlThS9m9rkR
tpkhCUIY1xjFKtDsuIIAW8cLZv7IHkVoDtQ71ihJc8hYI1EESX9qZN65JgyAa3BYgWIipjGHENGZI9RzUdzKdeY7
4DFm27R6m8b0=</CipherValue>
</CipherData>
<Referencelist xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<DataRererence URI="fenc"/>
</ReferencelList>
</enc:EncryptedKey>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#ebMessage">
<ds:Transforms>
<ds:Transform Algorithm="http {/Awww.w3.0rg/2001/10/5ml-

exc-clan#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>Ae0PLUKJUNUYAMXKLOD/WwKiFiI=</ds:DigestValug>
</ds:Reference>
<ds:Reference URI="#body">
<ds:Transforms>
<ds:Transform KVgorithm="http://www.w3.0rg/2001/10/4ml-
exc-clan#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xntdsig#shal"”/>
<ds:DigestVadue>kNY6X7LnRTwxXXBzSw07tcAOKSU=</ds:DigestValug>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValde>

T240kA0OMURS5iBNMG6tk8QAKZ+1FMmY1rcPnkOr9j3fHRGM2gqUnoBydOTnClcEMzPZbnlhdN

YZYmabllgadN5ynLjwlM4AKpQuMipOhapijwL67aBnUeHiFmUau0x9DBOJKZTValQQ92106ge
92¥PDt3VKILLLT2¢c804TfayGvuY= </ds:SignatureValue>
<ds:keyInfo>
<wsse:SecurityTokenReference
xmlns:wsse="http://docs.ocasis-open.org/wss/2004/01/oasis—
200401-wss-wSsecurity-secext-1.0.xsd">
<wsse:Reference URI="#signingCert" />
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</S11:Header>
<S1ll:Body wsu:Id="body"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurify—
TCIItty=1.0.xX5a
<EncryptedData Id="enc" Type="http://www.w3.0rg/2001/04/xmlenc#Content"
xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-

cbec"/>
<CipherData>

<CipherValue>tjOgUPMmQwd6hXiHuv142swaqv4ddTYiBfmg8ulSuFVRC3yfNlokshvoxsl/gQogNlprDiSOxsx
sFvglla7dehjMWb0owuvU2deleKr5KPcSApnG+kTvNrtg==</CipherValue>
</CipherData>
</EncryptedData>
</S11:Body>
</S1ll:Envelope>
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10.10.2. Digitally signed and encrypted ebXML SOAP with attachments message

60

Mime-Version: 1.0

Content-Type: multipart/related; type="text/xml";
boundary="----= Part 2 6825397.1130520599536"

SOAPAction: ""

Content-Length: 7860

—————— = Part 2 6825397.1130520599536
Content-Type: text/xml

Content-Transfer-Encoding: binary

<?xml version="1.0" encoding="UTF-8"?>

<Slfl:Envelope xmlIns:S1I="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3c.org/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsifschemaLocation="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3 0-
200004 2019.xsd">
<Sll:Header xmlns:eb="http://docs.oasis-open.org/ebxml-
msgfebms/v3.0/ns/core/200704/">
<eb:Messaging id="ebMessage" Sll:mustUnderstand="1">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-10-28T17:29:59.1192</eb:Timestamp>
<eb:MessageId>UUID-2@msh-server.example.com</eb:MessageId>
<eb:RefToMessageId>UUID-1@msh-
serfer.example.com</eb:RefToMessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>uri:msh-server.exappde. com</eb:PartyId>
<eb:Role>http://example.org/rolas/Buyer</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId type="someTyp&">QRS543</eb:PartyId>
<eb:Role>http://examplgrorg/roles/Seller</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:AgreementRef>htltp= //msh-
serfer.example.com/cpa/123456</eb:AgréementRef>
<eb:Service type="someType">QuoteToCollect</eb:Service>
<eb:Action>NewPurchaseOrder</eb:Action>
<eb:ConversationId>782a5c5a-9dad-4cd9-9bbe-
94cpPd737£22b</eb:ConversationTd>
</eb:CollakdrationInfo>
<eb:MessageProperties>
<ebsPyoperty name="ProcessInst">PurchaseOrder:123456</eb:Property>
<gB)Property name="ContextID">987654321</eb:Property>
</ebsMessageProperties>
<€byPayloadInfo>
<eb:PartInfo href="cid:PO Image@example.com" />
%/eb:PayloadInfo>
</\eb:UserMessage>
<tebiMessaging>
Kwsse:Security Sll:mustUnderstand="1"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wsspodpity-secext-1.0.xsd"

MINSWSU="ITLP . doCS.0d515=0peIll.Org/w uvu4/ULl/0as15=Z0UdUl=W =
wssecurity-utility-1.0.xsd">
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3"
wsu:Id="signingCert">...</wsse:BinarySecurityToken>
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
soap-message-security-1.0#Base64Binary"
ValueType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss—
x509-token-profile-1.0#X509v3"
wsu:Id="encryptionCert">...</wsse:BinarySecurityToken>
<enc:EncryptedKey xmlns:enc="http://www.w3.0rg/2001/04/xmlenc#">
<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-

175 "
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xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—
wssecurity-secext-1.0.xsd"/>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<wsse:SecurityTokenReference>
<wsse:Reference URI="#encryptionCert"/>

</wsse:SecurityTokenReference>

</KeyInfo>

<CipherData xmlns="http://www.w3.0rg/2001/04/xmlenc#">

<CipherValue>3jJRbQB]jzYpfdCkPk5F7jUoFjw6Ls6DQ8D9sdI62fwjWoUm/g9QfivLeVzvSndgnthfEBC1Z61
OKiuEF5/Ztw/tFrRgkboR7EBG5XaJUnt0rt8iCChy4PfxCEhH1K] FgTJhUbXxNW3FxSLkouCn2qIBDr JqwZXAT
istt29JrANCc=</CipherValue>

</CipherData>

<Referencelist xmlns="http://www.w3.0rg/2001/04/xmlenc#">

<DataReference URI="f#encrypted-attachment”/>
</ReferencelList>
</enc:EncryptedKey>
<EncryptedData Id="encrypted-attachment" MimeType="image/jpeg"
Type="http://docs.casis-open.org/wss/oasis-wss-SwAProfile-
1.1#Attachment-Content-Only"
xmlns="http://www.w3.0rg/2001/04/xmlenc#">

<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes—-cbc"/>
<CipherData>
<CipherReference URI="cid:PO_ Image@Rexample.Com">
<Transforms>
<Transform

Algorithm="http://docs.ocasgs*open.org/wss/oasis-wsst
SwAProfile-1.1#Attachment-Ciphertext-Transform"
xmlns="http://www.w3.87g¥%2000/09/xmldsig#" />
</Transforms>
</CipherReference>
</CipherData>
</EncryptedData>
<ds:Signature xmlns:ds="http://wwwiw3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xmlzExc-clin#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09%xmldsig#rsa-shal"/>
<ds:Reference URI="#ebMessage">
<ds:Trapnsforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/3ml-
exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://wwwfwgsorg/2000/09/xmldsig#shal" />
<ds:DigestValue>xUISulg5eVxy3FL/4yCrZoEZrTM=</ds:DigestValug>
</ds:Reference>
<ds:Reference URI="cid:PO Image@example.com">
<ds:Transforms>
<ds:Transform
Algorithm="http://docs.ocasis-open.org/wss/oasis-wsst
SwAProfidg=Y.1l#Attachment-Content-Signature-Transform"
/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>R4hCV4K4I50ZdSsrP4KrLud46hFo=</ds:DigestValug>
</ds:Reference>

OsTSTOnedInto
<ds:SignatureValue>

BGnJV/b7EUbAESn7GmNhZ8yYN6Zo06uz29E5r IGHXDW+MUH4wksgA654w+sBOrWl8xNranag

3dhKoHbaRERzYHDGQlVfIRggEWOrHwhz4h7uoLX4yx0U6GOT/gily67Q3pENGpmVowzoppHm
/yd/A2T0+v4vso20aJiSieEIzSQ= </ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/ocasis—
200401-wss-wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#signingCert"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</S11l:Header>
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<S11:Body/>
</S1ll:Envelope>

—————— = Part 2 6825397.1130520599536

Content-Type: application/octet-stream

Content-Transfer-Encoding: base64

Content-Id: <PO Image@example.com>

Content-Description: WSS XML Encryption message; type="image/jpeg"

VEhmwb4 FHFhgQH8m5PKgVu8HO /bg2yUF

—————— = Part 2 6825397.1130520599536--

10.10.3. | Digitally signed receipt signal message

The followling is an example of a signed Receipt for the user message shown in 10.10.1."Note|the
correlations to that message in the eb:RefToMessageIdand ds:Reference elements;

Mimg-Version: 1.0

Confent-Type: text/xml
Confent-Transfer-Encoding: binary
SOAPAction: ""

Confent-Length: 7205

<?xpl version="1.0" encoding="UTF-8"?>

<S1|L:Envelope xmlns:S11l="http://schemas.xmlsoap.org/soap/enve€lape/"
xflns:xsd="http://www.w3c.org/2001/XMLSchema"
xfnlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsif schemalocation="http://docs.oasis-open.org/ebxml-mgg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/15000/-1/ed-1/en/ebms-header-3 0-

200f04 2019.xsd">

<pll:Header xmlns:eb="http://docs.oasis-open.orghsbxml-
msgfebms/v3.0/ns/core/200704/">

<eb:Messaging id="ThisebMessage" S1ll:mustUdderstand="1">

<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-10-31T18:02537.42972</eb:Timestamp>
<eb:MessageId>UUID-3Q@msh-gadhver.example.com</eb:MessageId>
<eb:RefToMessageId>UUID-2@mshksérver.example.com</eb:RefToMessageId>
</eb:MessageInfo>

<eb:Receipt>
<ebbpsig:NonRepudiationInformation
fmlns:ebbpsig="http://dots.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
fmlns:ds="http://www.w3lorg/2000/09/xmldsig#">
<ebbpsigM€gsagePartNRInformation>
<ebbp&ig:MessagePartIdentifier>ebMessage</ebbpsig:MessagePartIdentifier>
<ds€¢Reference URI="#ebMessage">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>Ae0PLUKJUNUYAMXkKLQOD/WwKiFiI=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
EbPpPS1g:MESSagePartNRINTormacion
<ebbpsig:MessagePartIdentifier>body</ebbpsig:MessagePartIdentifier>
<ds:Reference URI="#body">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>kNY6X7LnRTwxXXBzSw07tcAOKSU=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>

</eb:Messaging>

<wsse:Security Sll:mustUnderstand="1"
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xmlns:wsse="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity—
secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity—-
utility-1.0.xsd">
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap—
message-security-1.0#Base64Binary"
ValueType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-
profile-1.0#X509v3"
wsu:Id="signingCert">...</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-

clén#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shaill />
<ds:Reference URI="#ThisebMessage">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-chkdn#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>Ae0PLUKJUNUYAMXKLQD/WwKiFiI=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>T240kA0MUh5iBNMG6tk8QAKZ+1FMmY1rcPnkOr9j3fHRGM2qqUnoB
ydOTnClcEMzPZbnlhdNYZYmabllgadNS5ynLiwIM4kpOuMip9hapij
wL67aBnUeHiFmUau0x9DBOdKZTValQQ92106gej2YPDt3VKI1LLT2
c804TfayGvuY= </ds:SignatureValge>
<ds:KeyInfo>
<wsse:SecurityTokenReference
xmlns:wsse="http://docs.oasis-open.org/Wss*#2004/01/0asis-200401-wss~—
wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#signingCert"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</S11l:Header>
<S11:Body/>
</S1ll:Envelope>

10J11. Message authorization

Megsage authorization is defined here as authorizing the processing of a message in conformance with
the|parameters of the P-Mode associated with this message. This includes authorizing the access to
sonje ebMS resources suchas:

o "delivery" reseurces as identified by eb: Service and eb:Action
e Message partition channel (MPC) that a pull signal message is accessing for pulling messages.

This is different from simply authorizing a received message for further processing by the MSH, which
can|bé-achieved by processing the wsse: Security header described in Clause 10, regardless of ebMS-
Specific resources claimed by the message. A message could successiully be authenticated by the
security module (see 7.2), yet not be authorized to pull from a particular MPC, or to effect delivery of
data to a particular Service. For implementations in which there is limited interaction between
processing modules of the MSH - e.g. in case of an architecture based on composing SOAP nodes, the
Security header may be consumed by the WSS module before reaching the ebMS message processor.
(Even if the header is forwarded, it may be impractical to require an ebMS processor implementation to
parse it.)

This document provides a resource-level authorization mechanism. Since any resource a message may
claim access to is identified by the P-Mode associated with the message, this is equivalent to authorizing
the association of the message with the P-Mode.
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For this purpose, a second wsse: Security header, which contains only an authentication token, may
be present. This document describes in particular one token option, not exclusively of others: the
wsse:UsernameToken profile. This secondary wsse: Security header may itself be secured (e.g.

encrypted)

by the main security header.

In the P-Mode model (see Annex D) such tokens are represented as the PMode.Initiator.Authorization
parameter set (for authorizing the initiator of an MEP) and the PMode.Responder.Authorization
parameter set.

This header is not intended to be processed or consumed by the same WSS module as the "main"

Security hg
header pro
govern the

The follow
Both secul

secondary header - targeted to the "ebms" actor. This pull signal can effect message delivery from }
"http://msh.example.com/mpcl23" only if its credentials match the authorization parameter

at least ong

message processing.

ity headers (shown here as a SOAP1.1 message) are present, with cone of them -

P-Mode associated with pulling messages on this MPC.

<?x

<

msq

secC

xml
xsi

<S1|L:Envelope xmlns:S1l="http://schemas.xmlsoap.org/soap/envelope/">

1 version="1.0" encoding="UTF-8"?>

511 :Header
xmlns:eb="http://docs.ocasis-open.org/ebxmix~
/ebms/v3.0/ns/core/200704/"

xmlns:wsse="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
bxt-1.0.xsd">

<eb:Messaging S1l1l:mustUnderstand="1"
hs:xsi="http://www.w3.0rg/2001/XMLSchema~sinstance"
schemaLocation="http://docs.oasis-opemorg/ebxml-msg/ebms/v3.0/ns/core/200704/
https://standards.iso.org/iso/¥5000/-1/ed-1/en/ebms-header-3 0-
04 2019.xsd">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2006-07-35T12:19:05</eb:Timestamp>
<eb:MessageId>UUIDF2¢€initiator.example.com</eb:MessageId>
</eb:MessageInfo>
<eb:PullRequest mpc="http://msh.example.com/mpcl23" />
</eb:SignalMessagé>
</eb:Messaging>

<wsse:Securityg $T1l:mustUnderstand="1">
<!-- main{gefurity header -->
</wsse:SedtErty>

<wssewSectrity Sll:mustUnderstand="1" actor="ebms"
hs:wsiz'http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
xsaU>

Q!-- authorization security header (here non encrypted) -->

ader; but is targeted further along to the "ebms" actor - typically a role played by therelbMS
cessor, which has knowledge of the association between these tokens and the P-Medes that

ng example shows a pull request message for which this type of authorizatien is requifed.

the

PC

s of

</S11:Header>
<S11:Body />
</S1ll:Envelope>

U L USCITIAlIEIOKEIl WoU LT 1IU="EDIMS=12o049
<wsse:Username>acme</wsse:Username>
<wsse:Password Type="...">xyz123</wsse:Password>
<wsu:Created> ... </wsu:Created>

</wsse:UsernameToken>
</wsse:Security>

Permission to use a P-Mode for processing a received message is granted or denied at the time the P-
Mode authorization parameters are compared with the credentials in the message.
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10.12. Securing the PullRequest signal

10.12.1. Authentication

A sending MSH shall be able to authenticate a receiving MSH that sends a pull request. When
authentication is required for a particular receiving MSH, the sending MSH should use security at the
SOAP protocol level (WSS). In case a receiving MSH is not able to use SOAP level security, other
authentication mechanisms may be used, e.g. the HTTP Basic or Digest Access Authentication schemes
conform RFC 2617.

10.12.2. Authorization

The processing of a pull request signal received by a sending MSH may be authorizedbased on any of the
follpwing, or combination of the following, mechanisms:

(a) Digital signature validation by the Security (WSS) module (se€.10.3 and 10.4),
A WSS authentication token addressed to the "default” actor/role (see 10.8).
A WSS authentication token addressed to the "ebms" actor/role (see 10:11).

(b) A transfer-protocol-level identity-authenticdtion mechanism, such as thosg described
in10.12.1.

10.12.3. Preventing replay attacks

Malignant duplication and reuse of a pull request signals could lead to transfer of user mesfages to an
unauthorized destination in spite of valid claims in the signal message. In order to prevent this attack,
(1) [At-Most-Once reliability should be used so that duplicate elimination would eliminate pgull request
duplicates, (2) and the integrity of reliability headers should be enforced by proper compliance with
WSES.

10)13. Countermeasure technologies

10/13.1. Persistentdigital signature

Theg only available-technology that can be applied to the purpose of digitally signing an ebMS Message
(the ebXML SOAP Header and Body and its associated payload objects) is provided by techhology that
conforms tosthe Web Services Security and Web Services Security SOAP Messages with Aftachments
Profile«An~XML Signature conforming to these specifications can selectively sign portions|of an XML
docuiment(s), permitting the documents to be augmented (new element content adciled) while
preserving the validity of the signature(s).

If signatures are being used to digitally sign an ebMS Message then Web Services Security and Web
Services Security SOAP Messages with Attachments Profile shall be used to bind the ebXML SOAP
Header and Body to the ebXML payload container(s) or data elsewhere on the web that relate to the
message.

An ebMS Message requiring a digital signature shall be signed following the process defined in this
subclause and shall be in full compliance with Web Services Security and Web Services Security SOAP
Messages with Attachments Profile.
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10.13.2. Persistent signed receipt

An ebMS Message that has been digitally signed may be acknowledged with a message containing an
eb:Receipt Signal (described in 8.2.4.4), that itself is digitally signed in the manner described in
10.13.1. The receipt signal shall contain the information necessary to provide nonrepudiation of receipt
of the original message; that is, an XML digital signature ds:Reference element list consistent with

that contained in the Web Services Security Signature element of the original message.

10.13.3.

Non-persistent authentication

Non-persigtent authentication is provided by the communications channel used to transport the"el

message.

his authentication may be either in one direction or bi-directional. The specific méthod

be determined by the communications protocol used. For instance, the use of a secure netwjork/protdg

such as TL

5 (IETF RFC 2246) or IPSec (IETF RFC 2402) provides the sender of an ebMSmessage wi

way to authenticate the destination for the TCP/IP environment.

DMS
will
col,
ith a

10.13.4. | Non-persistent integrity

A secure petwork protocol such as TLS or IPSec may be configured to provide for digests jand
comparisons of the packets transmitted via the network connection.

10.13.5. | Persistent confidentiality

Persistent confidentiality is provided by technology that coniforms to Web Services Security and Web
Services Yecurity SOAP Messages with Attachments, Profile. Encryption conforming to these
specificatigns can provide persistent, selective confidentiality of elements within an ebMS Mesgage
including the SOAP Header.

10.13.6. | Non-persistent confidentiality

A secure network protocol, such as TLS.or IPSEC, provides transient confidentiality of a message asl|it is
transferred between two ebXML adjaeent MSH nodes.

10.13.7. | Persistent authorization

Persistent authorization maybe provided using Web Services Security: SAML Token Profile.

10.13.8.

A secure
authentica

Non-persistent authorization

netwwork protocol such as TLS or IPSEC may be configured to provide for bilaf]

fion of certificates prior to establishing a session. This provides for the ability for an eb}

eral
(ML

MSH to authenticate the source of a connection and to recognize the source as an authorized source of
ebMS Messages.

10.14.

Security considerations

Implementers should take note, there is a vulnerability present even when Web Services Security is
used to protect to protect the integrity and origin of ebMS Messages. The significance of the
vulnerability necessarily depends on the deployed environment and the transport used to exchange
ebMS Messages.
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The vulnerability is present because ebXML messaging is an integration of both XML and MIME
technologies. Whenever two or more technologies are conjoined there are always additional (sometimes
unique) security issues to be addressed. In this case, MIME is used as the framework for the message
package, containing the SOAP Envelope and any payload containers. Various elements of the SOAP
Envelope make reference to the payloads, identified via MIME mechanisms. In addition, various labels
are duplicated in both the SOAP Envelope and the MIME framework, for example, the type of the
content in the payload. The issue is how and when all of this information is used.

The

MIME headers are not protected; not even when a Web Services Security based digita
or Web Services Security based encryption is applied. Thus, an ebMS Message may|
ending on how the information in the MIME headers is processed as compared to the infq

mixiing and matching payloads with the Content-ID: headers. As;with most denial-of-service
spefific protection is offered for this vulnerability. Howevert; it should be detected since
caldulated for the actual payload will not match the digest included in the SOAP Envelops
digital signature is validated.

The presence of the content type in both the MIME headers and SOAP Envelope is a problern
seclirity practices discourage duplicating information in two places. When information is

ordjnary security practices require the information in both places to be compared to ensu
equial. It would be considered a security violation if both sets of information fail to match.

An

des
sigr
All
cony

adversary could change the MIME headers while a message is en route from its o
fination and this would not be‘detected when the security services are validated. This th
ificant in a peer-to-peer transport environment as compared to a multi-hop transport en
mplementations are at risk’if the ebMS Message is ever recorded in a long-term storage g
| promise of that areasputs the message at risk for modification.

The
pro
infa
uni
pro
ady|

actual risk depénds on how an implementation uses each of the duplicate sets of inform3
Cessing beyond.the MIME parsing for body part identification and separation is depend
rmation in>the MIME headers, then the implementation is at risk of being direct

bramming mistake of permitting buffer overflows: it depends on the creativity and persis
Prsary.

htended\er undesirable actions. How this might be exploited is best compared to t}]e

Spec1f1cally, the MIME Content-ID: header is used to spec1fy a unlque 1dent1fy1ng label for each payload.

The MIME
ntent types
rmation is

| signature
be at risk
rmation in

ice attack by

attacks, no
the digest
* when the

h. Ordinary
duplicated,
re they are

igin to its
reat is less
vironment.
rea since a

tion. If any
ent on the
rd to take
common
ence of the

Thus, an implementation could reduce the risk by ensuring that the unprotected information in the
MIME headers is never used except by the MIME parser for the minimum purpose of identifying and
separating the body parts. This version of the specification makes no recommendation regarding
whether or not an implementation should compare the duplicate sets of information nor what action to
take based on the results of the comparison.
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11.

Reliable messaging module

11.1. The reliable messaging model

11.1.1.
The reliabl

1.
paf
2. ap

This claus
specifics of

11.1.2.
A basic dd
interferend
can rely o1
standards
The reliabi
defined as
processor
here "relial
The follow
On sendin
1. pro
2. prg
On receivi

1. pro

2. prg

General

e delivery of messages has two aspects:

ties are the MSHs and the entities using the MSH - the message producer and consumern
rotocol aspect, that describes the reliability mechanism "on the wire".

h

b emphasizes the contractual aspect. The details of the protocol aspect depend on
the reliability module and its binding, described in Annex B.

Message processing
sign principle in ebMS 3.0 is to modularize major messaging QoS features, meaning
e — except of black-box style - with other aspects of message processing, so that (a) the )
1 existing standards in the area of concern, but also.(b) so that implementations of 3
fan be reused with no or little modification.

lity function is processed separately from the ebMS header. This processing will be abstrg
performed by a module possibly acting as a separate SOAP node, called a reliable mess

pility header(s)" - that are distinct from ebMS headers.

g side:

cessing of ebMS headers._(the ebMS-qualified headers are added to the message).
cessing of reliability-headers (the headers are added to the message).

ng side:

cessing-ofreliability headers (the headers are removed from the message).

ceéssing of ebMS headers (the ebMS-qualified headers are removed from the message).

a
(RMP). The reliability of ebMS Messages is-supported by SOAP header extensions - cjlled

ng serialization is shall be applied;between reliability headers and ebMS-qualified headers:

a contractual aspect regarding delivery conditions and error notification, where the contracting

the

no

SH
uch

ctly

ing

NOTE: Other steps in the processing of ebXML headers, such as security headers, are not mentioned here. The
above message processing flows do not exclude the insertion of such additional steps, which are depicted in
Figure 7 and described in 7.2.

11.1.3. The reliable messaging processor in the MSH

As illustrated in Figure 10 and Figure 11, the reliability model requires two instances of RMP playing
different roles when executing a reliable MEP: the initiator RMP (associated with the initiator MSH) and
the responder RMP (associated with the responder MSH). It should be noted that these roles do not
change over the execution of a simple ebMS MEP instance, as opposed to the roles of sending and
receiving, which may vary for each user message exchanged. This means, for example, that the Initiator
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will assume the necessary functions to send a request message reliably, and also receive its response, if
any (successively taking on a sending and then receiving role, as defined in the messaging model in

5.1.1).

Five abstract operations, RM-Submit, RM-Deliver, RM-SubmitResponse, RM-DeliverResponse, RM-Notify,
represent the abstract interface of the RMP. They transfer either message data or notification data
between an RMP and another component of the MSH. This other component is normally the module
that is processing the ebMS header and its packaging, as described in the processing model (7.2). On the
sender side, this module is abstracted as the RM-Producer. On the receiver side, it is abstracted as the
RM-Consumer. In this subclause, the expression "sent reliably" means that the sending is subject to a

relipbility contract (see 11.2.2).

The abstract RM operations are defined as follows:

RM-Submit

An abstract operation that transfers a SOAP message from an RM-Producer to an Initiator RMP,

so that this message can be sent reliably.

RM-Deliver
An abstract operation that transfers a SOAP message from a Responder RMP
Consumer, so that the payload from this message can latér'be delivered by the MSH.

RM-SubmitResponse
An abstract operation that transfers a SOAP message from an RM-Producer to a Resp

as a response to a message received reliably. This response is sent back reliably.

RM-DeliverResponse

to its RM-

bnder RMP

An abstract operation that transfers a-received SOAP response message from an Initigtor RMP to

its RM-Consumer.

RM-Notify

An abstract operation that . makes available to the RM-Producer or to the RM-Consumier a failure

status of a message sentreliably (e.g. a notification telling that the message was notd

tlivered).

© IS0 2021 - All rights reserved
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Figure 10
sequence
Signal of a

Consumer Producer Consumer Producer
Notify Submit Deliver
—— .\iRM-Submit RM-Deliver L
[ RM-Producer ¥ > —» N
. / o ( RM-Consumer ']
) — Initiator Responder | .
RM-Notify RMP RMP
e = - -- ‘_.
<. ..........
Acks
Initiator MSH Responder MSH

(role: Sending) (role: Receiving)

Figure 10: Sending an ebMS Message Reliably

shows the operations involved when ‘sending a request reliably. As indicated in 11.3,
f operations applies either to the user message in the One-Way/Push MEP, the pull req

Dne-Way/Pull MEP, or the first leg of a Two-Way/Sync MEP.

this
hest
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Figlire 11 shows the abstract operations arid.components involved when sending a response
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Consumer Producer Consumer Producer
Deliver submit
Notify Notify
[ RM-Consumer > RM Brofy R
p ‘ -Producer
A Initiator "
' : - Responder .
] ' RM-Notify RMP — Rl\ﬁp RM-Notify v
" e e—™ || T RO :
.......... -— I —— p——
Acks
RM-DeliverResponse RM-SubmitResponse
Initiator MSH Responder MSH

(role: Receiving) (role: Sending)

Figure 11: Sending an ebMS MEP Response Message Reliably

cated in 11.3, this sequence of gperations applies ither to a pulled user message i
/Pull MEP or the response usér;message in a Two-Way/Sync MEP. Note that depend
hbility processing mode (P-Mode.Reliability), awareness of delivery failure may occur on ¢

2. Reliable delivery'of ebMS messages

2.1. General

nuse the reliability function is supported by a module (RMP) within the MSH, the contrad
to be considered at two levels: (a) between the RMP and the MSH internals, and (b) b
1 and:its consumer/producer entities (e.g. an application).

11.2:

reliably. As
h the One-
ing on the
ither side.

tual aspect
btween the

nitractec foarthe RMP

xr ot
y CUIILIAdULD 1UL UI1ICU INVIX

Depending on the reliability required for a request message, an RMP shall support some or all of the
following contracts:

©IS

+ At-Least-Once RM-Delivery
When sending a message with this reliability requirement (RM-Submit invocation),

one of the

two following outcomes shall occur: either (1) the Responder RMP successfully delivers (RM-
Deliver operation) the message to the RM-Consumer or (2) either the Initiator RMP or the
Responder RMP notifies (RM-Notify operation) respectively the RM producer or the RM

consumer of a delivery failure.

0 2021 - All rights reserved
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At-Most-Once RM-Delivery

Under this reliability requirement, a message submitted by an RM producer (RM-Submit
operation) to an Initiator RMP shall not be delivered more than once by the Responder RMP to
its RM-Consumer. The notion of message duplicate is based on a notion of message ID that shall
be supported by the reliability specification being used.

In-Order RM-Delivery
Under this reliability requirement, a sequence of messages submitted to an Initiator RMP
(sequence of RM-Submit invocations) shall be delivered in the same order by the Responder

RM

P to its RM-Consumer.

These cont
expressed

(instead of
roles.

These cont

At-Most-Once.

In order to
protocol in
message re

described in Annex B.

racts may also apply to response messages, as illustrated in Figure 11. In such a case-they]
in the above contracts with RM-SubmitResponse and RM-DeliverResponse ‘operat
RM-Submit and RM-Deliver, respectively), and the Responder and Initiator RMPs sw

racts may be combined; e.g. Exactly-Once results from the combination’ef-At-Least-Once

dependent from the transport protocol and that provides_end-to-end acknowledgment
sending capabilities. The details and parameters associatedwith these protocol functions

are
ons
itch

and

support these reliability contracts, both Initiator and Responder~RMPs shall use a reliabjlity

and
are

11.2.3. | Reliability contracts for the MSH
Because rdliability quality of service (QoS) shall have @ignificance for the user of the MSH (prodycer,
consumer)| and not just for the internal components of the MSH (called RM-Producer and RM-
Consumer]) that interact with the RMP component; it is necessary to extend the above contracts fand
express theém in terms of abstract MSH operations:
+ At-Least-Once ebMS Delivery
WHhen sending a message with'this reliability requirement (Submit invocation), one of the fwo

following outcomes shall gccur: either (1) the Responder MSH successfully delivers (Del

(o) ol
(Ng

e At-
Un
the
An

ration) the message(to the consumer or (2) a delivery failure notification is communics
tify operation) to €ither the producer or the consumer.

Most-Once ebMS Delivery:

initiatot’\MSH shall not be delivered more than once by the responder MSH to its consuj
ebMS:message is a duplicate of another if it has same eb : MessageId value.

iver
ted

Her this reliability requirement, a message transmitted as the result of a Submit invocation on

mer.

e In-

rder-ebMS Deliverv
Faelr-ebvioeHver

Under this reliability requirement, a sequence of messages submitted to the initiator MSH by its
producer shall be delivered by the responder MSH in the same order to its consumer.

In order to fulfill the above QoS requirements, an MSH shall do the following, in addition to interfacing

with the re

liability functions provided by the RMP:

72

« Ensure a proper mapping between MSH abstract operations and RMP abstract operations. This

mapping, which depends on the ebMS MEP being used, is described in 11.3.
Ensure the handling of additional failure cases that may happen outside the RMP processing and

outside the transport layer. For example, in the case of At-Least-Once delivery, the sending MSH
shall ensure that if a message that has been submitted (Submit) fails before RM-Submit is
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invoked, then a delivery failure Error is generated, as would be the case if the message
processing failed just after RM-Submit was invoked. Similarly, if a message fails to be delivered
on receiver side (Deliver) even after RM-Deliver has been successfully invoked, then a delivery
failure Error shall be generated and reported either to the producer or the consumer, depending
on the P-Mode.ErrorHandling.

Have sufficient control on which RM sequence is used when submitting a message (RM-Submit),

so that an RM sequence may be mapped to an ebMS conversation (eb: ConversationId).

Similar contracts apply to response messages (e.g. second leg of an ebMS Two-Way/Sync MEP), by

swi

11.

Mes
ops
deli
inte
the

Fching Initiator MSH and Responder MSH in the above definitions.

2.4. Reliability for signal messages

sages that have eb:CollaborationInfo/eb:Service set to HEtp://doc
n.org/ebxml-msg/ebms/v3.0/ns/core/200704/service aré~-not intendg
vered (Deliver) to an MSH consumer, although they may be submitted-by an MSH producg
nded for internal MSH consumption. They may also be subject tocteliability contracts. I
at-least-once contract is fulfilled with a successful RM-delivery«In case of at-least-once|

failfire to deliver shall cause the generation of a delivery failure Error. If this message was sy

init
the

11.

Del
imp
deli
use
tot

The

It is
An
this

ated by an MSH producer (Submit) instead of the MSH itself,the producer may be notified
failure depending on the reporting mode, as for regular, user messages.

2.5. Handling of delivery failures

very is an abstract operation that may be implemented in various ways. It is the respons
lementation or product to clearly state at.what point in its processing it considers that a
vered. Such a statement amounts to defining a concrete "binding" to the Deliver opera
I can rely on for interpreting the reliability contracts defined and required in this documg
his implementation.

re are two options when supperting the At-Least-Once delivery contract:
1. Delivery failures are.always notified to the producer (the sending side).

2. Delivery failures’are always notified, though either to the producer or to the con
receiving side), depending on the nature of the failure.

part of an.@greement between parties to decide which notification option (1 or 2) shall b
MSH implementation may also be limited in its ability to support option 1. Conformance
document may require either option to be supported.

5.0asis-
d to be
r. They are
n this case,
delivery, a
bmitted or
(Notify) of

bility of an
message is
tion, that a
nt, relative

tumer (the

e enforced.
profiles for

Del

very rallures (DFs) may be caused by network failure, or by processing railure on either

remaining part of this subclause, the following is assumed:

© IS0 2021 - All rights reserved

side. In the

An MSH is always aware of processing failures that occur locally or that have been
communicated to it, and it is always able to report these to its local party (producer or
consumer) in some way. E.g. a message processing failure in a Receiving RMP can always be
notified to the consumer.

A DF that needs to be communicated from MSH to MSH should not itself rely on the transfer of

an Error message (or a Fault), as such message may precisely also fail to be transferred. It is
safer that it relies on the "non-transfer” of a message, such as a missing Acknowledgment.
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NOTE: By relying on the non-reception of an Acknowledgment for notifying DF, "false" DFs can occur (in case of
Acknowledgment loss), but the case where a message fails to be delivered unknowingly from the producer (false
delivery) cannot occur. False DF - which can never be completely eliminated - can always be detected outside the
reliable messaging (RM) layer, in a tractable and less urgent way - e.g. the sending party may synchronize on a
daily basis by communicating its list of assumed delivery failures, for confirmation by receiver.

Restrictions in the ability to support notification option 1 usually depend on the semantics of
Acknowledgment that is supported by the RMP. Three cases are to be considered:

Case 1: The acknowledgment is "on receipt" (as in WS-ReliableMessaging) and has no delivery

semantics. g

DF
rec

DF
ocd

For reason
However,

processing
acknowled

The requir
pushed me

Case 2: T

notification option 1 can be supported as well as option<2. In order for option 1 to be supported, an R

shall imple
acknowled
should sup

Case 3: Th
Case 2 is n

and does n

Support fo
Case 1. Th

11.3. Re

11.3.1.

ot
I crrac Castc,

notifications to the producer rely on lack of acknowledgments for network failutes”(x
bption of a user message)

notifications to the producer rely on Error messages (or Faults) for-any other fai
urring after reception, on consumer side.

s mentioned above, this acknowledgment semantics does not generally support optio
n the case of the HTTP binding with no intermediaries present, non-delivery dug
failure can still be indicated in a reliable way to the sending side (and will trump
pment), as either a SOAP Fault is received on the HTTP respomnse or the HTTP response fai

ements for this transport-specific solution to option 1 which is reliable only for non-delive
ssages (as opposed to pulled) are detailed in Annex-B.

he acknowledgment is "on MSH-delivery" {supported in WS-Reliability). In that d
ment RM-Deliver operation so that it is,only considered successful (worthy of sending
pment) if the Deliver operation from MSH to consumer also succeeds. An implementa
port this acknowledgment semantics.

e acknowledgment is "on RM«delivery" (supported in WS-Reliability). In case the conditi

pt coincide with MSH delivery. Acknowledgments are "on RM-delivery" only.

[ option 1 may be ‘@ccomplished by relying on the transport-specific solution mentione

liability of ebMS MEPs

0
ot supported by an RMP implementation, RM-Delivery is only concerning the RMP moﬁ)ule

on-

ure

n 1.
to

the

Is.

red

ase,
‘MP
F an
fion

in

d in

s solution is easier to implement here, as it only concerns the module processing the ehMS
header (noft the RMP implementation), as described in Annex B.

General

This subclause describes the reliability model for MEPs. For a concrete enumeration of all reliability
options for MEPs in the context of an HTTP binding, see Annex E, which also shows how these
combinations can be controlled with P-Mode parameters.
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11.3.2.  Reliability of the One-Way/Push MEP

The sequence of abstract operation invocations for a successful reliable instance of this MEP is as
follows:

On Initiator MSH side:
. Step (1): Submit: submission of message data to the MSH by the producer party.
. Step (2): RM-Submit: after processing of ebXML headers, submission to the RMP.

On Responder MSH side:

. Step (3): RM-Deliver: after processing of reliability headers, delivery to other MSH fuhctions.
. Step (4): Deliver: after processing of ebXML headers, delivery of message data to the consumer
of the MSH.

NOTE: In case of delivery failure, either step (4) (Deliver) fails and Notify is invoked on Responder side|, or both (3)
and|(4) fail and RM-Notify (then Notify) is invoked on either one of each side. A step "fails" either when it is not
invgked in this sequence, or when it is invoked but does not complete successfully.

Figure 12 illustrates the message flow for this reliable MEP,

Initiating Responding
MSH MSH
Broducer @ RM-Producer Initiator RMP Sﬁﬂs}gonder RM-Consumer | Consumer
- 5 | |
Submit —_ i User Message . RM-
RM- " »  Deliver ‘
Subffit Send  Receive : > N
1 i . Deliver
- Reliability 3 |
o R CEEEREREEER
; e | | | mm==-- >
REAQ i RM-Notify i - RM-Notify ~ ===""" >
Notify (if failure) 3 - (ffailure) — © Notify
(if failure) | - (if failue)

Figure 12: Reliable One-Way/Push MEP

The way in which the reliability acknowledgment binds to the underlying protocol - e.g. as a separate
HTTP request, or on the back-channel of a previous message - is controlled by the P-Mode parameter
Reliability.AtLeastOnce.ReplyPattern.
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11.3.3.

Reliability of the One-Way/Pull MEP

The processing model is as follows, for a typical and successful reliable instance of this MEP:

On Responder MSH side:

. Step (1): Submit: submission of message data to the MSH by the producer party, intended for

the

consumer on the Initiator side.

On Initiator MSH side:

. Ste

Initiator RMP for this signal.
On Responder MSH side:
. Step (3): Reception of the PullRequest signal by MSH functions. RM-Deliver is invoked

the

p (2): Generation of a PullRequest signal by the MSH. RM-Submit is invoked on

Responder RMP for this signal.

the

on

. Step (4): Submission of the pulled message to the RMP. This results\in an RM-SubmitResponse
invpcation.

On Initiatgr MSH side:

. Step (5): RM-DeliverResponse: after processing of teliability headers of the pulled mess

del

very to the RM-Consumer.

age,

the

. Step (6): Deliver: after processing of ebMS headers, delivery of the pulled message data to
corjsumer of the MSH.
Figure 13 illustrates the message flow for thisxeliable MEP.
Initiating Responding
MSH MSH
Consymer  rmM-Consumenhitiator RMP SeMsF;))onder RM-Producer | Producer
(optinially) ] ; :
- 1-- - R “RM- i —_ 5 ‘
Request ; . PullRequest Signal: RM- ; ;
a : ubent ; ‘ »  Deliver } :
Send Receive " i
f ‘ Submit
User Message | :
S e e —
Response Receive Xelgability Send Res‘pg‘ns”;' g
‘ ‘ c ; i ;
Deliver ~—€——— 1 :
4_ ________________ -
...... S . Notify ! :
- RM-Notify " Reliability RM-Notity it tailure)
Notify (f failure)  Ack | (ifidalirey; ;
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(if failure)

Figure 13: Reliable One-Way/Pull MEP
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The way in which the reliability Acknowledgments are bound to the underlying protocol is controlled by
the P-Mode parameter Reliability.AtLeastOnce.ReplyPattern.

In this MEP, as well as in the Simple Request-reply MEP defined in 11.3.4, the same reliability contracts
that apply to the MEP request (here the Pul1Request signal) may apply to the MEP response handled

by RM-SubmitResponse and RM-DeliverResponse operations.
In such cases, when an MEP response is under reliability contract, the following requirements apply:

+  When the MEP response is under At-Least-Once reliability contract, then the MEP request shall
also be under At-Least-Once reliability contract. In addition, if the MEP request is alsp under At-
Most-Once reliability contract, and if it has been delivered and responded to by!the [Responder
RMP, then if a duplicate of the MEP request is received later, a duplicate of thie-samle response
that has been returned for the initial request shall be returned for the duplicate request. Note:
depending on where a response delivery failure needs be notified c{either on Initiator or
Responding side, based on P-Mode.Reliability content), an acknowledgment may ¢r may not
need be returned for the response message by the Initiator RMP.

When the MEP response is under At-Most-Once delivery, then’the MEP request shall also be
under At-Most-Once delivery.

11.3.4. Reliability of the Two-Way/Sync MEP

The processing model is as follows, for a typical and successful instance of this MEP:
On jnitiator MSH side:

. Step (1): Submit: submission of the request message data to the MSH by the producef party.
. Step (2): RM-Submit: submissien-of the request message to the initiator RMP.
On responder MSH side:

. Step (3): RM-Deliver:after processing of reliability headers, delivery of the request message to
RM-Consumer.

. Step (4): Deliver: delivery of the request message data to the consumer of the MSH.

. Step (5);Submit: submission of a response message data to the MSH by the consymer of the
request'message, intended for the producer on the initiator side.

. Step (6): RM-SubmitResponse: submission by the RM-Producer of the response megsage to the
responder RMP.

On initiator MSH side:

. Step (7): RM-DeliverResponse: delivery of the response message to the RM-Consumer.

. Step (8): Deliver: delivery of the response message data to the consumer of the initiator MSH.

Figure 14 illustrates the message flow for this reliable MEP.
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Figure 14: Reliable Two-Way/Sync MEP

which the reliability acknowledgments are bound to the underlying protocol is controlle
parameter Reliability.AtLeastOnce.ReplyPattern.

MEP response is under reliability contraet, the same dependencies with the reliability of]
st that are described for the One-Way/Pull MEP, also apply here.

Reliability of other transport-channel-bound MEPs

f the MEPs defined in 5.2.8' Two-Way/Push-and-Push, Two-Way/Push-and-Pull, and T
nd-Push, has been characterized as having a message choreography equivalent to a seque
the previous MEPs- (e'g. Two-Way/Push-and-Pull has a choreography equivalent to (
+ One-Way/Pull): The reliability of these more complex MEPs may be handled by compo

the reliablexTwo-Way/Push-and-Push MEP will not make use of the RM-SubmitRespd

the

wo-
nce
ne-
bing

'sions of these(simpler exchanges, which are described in 11.3.2, 11.3.3 and 11.3.4. It caf be

nse
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Annex A.
(informative)

The ebXML SOAP extension element schema

Following is the XML schema that describes the eb:Messaging header, as described in 8.2. This copy
is provided for convenience only. The normative version of the schema is available as a separate file, at

200704 304

h.. Loy 1 h L aconn /o4 /1 g/ L] 1 1 0 Fa 1
ST/ 7S tdITOdTUS. IS0 0T/ 1507 TOUUU/ -1/ el- I/ eIl CoIIS-ITedaucl -o U-20U07 0% ZU T 7. XSU.

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema xmlns="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:S11="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:S12="http://www.w3.0rg/2003/05/socap-envelope"
xmlns:tns="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
targetNamespace="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0fns/core/200704/"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xsd:annotation>
<xsd:appinfo>Schema for ebMS-3 XML Infoset</xsd:appinfo>
<xsd:documentation xml:lang="en"> This schema definesthe XML Infoset of ebMSH
headers.

w

These headers are placed within the SOAP Headehfelement of either a SOAP 1J]1 or
SOAP 1.2
message. </xsd:documentation>
</xsd:annotation>
<xsd:import namespace="http://schemas.xmlsoapsQrg/soap/envelope/"
schemaLocation="http://schemas.xmlsoap.org/soap/envelope/" />
<xsd:import namespace="http://www.w3.0rg/2003/05/soap-envelope"
schemalLocation="http://www.w3.0rg/2003%05/soap-envelope" />
<xsd:import namespace="http://www.w3.oxg/XML/1998/namespace"
schemaLocation="http://www.w3.0r&H/2001/03/xml.xsd"/>

<xsd:element name="Messaging" typer"Messaging"/>
<xsd:complexType name="Messaging">
<xsd:annotation>
<xsd:documentation xmirlang="en"> The eb:Messaging element is the top elemgqnt of
ebMS-3
headers, and¢it+is placed within the SOAP Header element (either SOAP 1J1 or
SOAP
1.2). Theleb:Messaging element may contain several instances of
eb:SignalMessage and
eb:UsexrMessage elements. However in the core part of the ebMS-3
specification, sondy
one <¥nstance of either eb:UserMessage or eb:SignalMessage must be preseint.

The

second part of ebMS-3 specification may need to include multiple instandges of
either

eb:SignalMessage, eb:UserMessage or both. Therefore, this schema is allgwing

multiple instances of eb:SignalMessage and eb:UserMessage elements for gart 2
of “the

ebMS-3 specification. Note that the eb:Messaging element cannot be empty (at
Deast

one of eb:SignalMessage or eb:UserMessage element must present).
</xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="SignalMessage" type="SignalMessage" minOccurs="0"
maxOccurs="unbounded" />
<xsd:element name="UserMessage" type="UserMessage" minOccurs="0"
maxOccurs="unbounded" />
<xsd:any namespace="##other" processContents="lax" minOccurs="0"
maxOccurs="unbounded" />
</xsd:sequence>
<xsd:attributeGroup ref="tns:headerExtension"/>
</xsd:complexType>
<xsd:complexType name="SignalMessage">
<xsd:annotation>
<xsd:documentation xml:lang="en"> In the core part of ebMS-3 specification, an
eb:Signal
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Message is allowed to contain eb:MessageInfo and at most one Receipt Signal,

at most

one eb:PullRequest element, and/or a series of eb:Error elements. In part 2
of the

ebMS-3 specification, new signals may be introduced, and for this reason, an

extensibility point is added here to the eb:SignalMessage element to allow it
to

contain any elements. </xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element ref="MessageInfo"/>
<xsd:element name="PullRequest" type="PullRequest" minOccurs="0"/>
<xsd:element name="Receipt" type="Receipt" minOccurs="0"/>
<xsd:element name="Error" type="Error" minOccurs="0" maxOccurs="unbounded"/>

<xsd:any namespace="f#fother" processContents="lax" minOccurs="0"

maxpccurs="unbounded" />

</xsd:sequence>
/xsd:complexType>
xsd:complexType name="Error">
<xsd:sequence>
<xsd:element name="Description" type="tns:Description" minOccurs="0"/>
<xsd:element name="ErrorDetail" type="xsd:token" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="category" type="xsd:token" use="optional"/>
<xsd:attribute name="refToMessageInError" type="xsd:token" use="dptional"/>
<xsd:attribute name="errorCode" type="xsd:token" use="required'(/>
<xsd:attribute name="origin" type="xsd:token" use="optional"/>
<xsd:attribute name="severity" type="xsd:token" use="required™/>
<xsd:attribute name="shortDescription" type="xsd:token" uSe="optional"/>
/xsd:complexType>
xsd:complexType name="PullRequest">
<xsd:sequence>
<xsd:any namespace="##other" processContents="1dax" minOccurs="0"

maxpPccurs="unbounded" />

</xsd:sequence>
<xsd:attributeGroup ref="pullAttributes"/>
/xsd:complexType>
xsd:complexType name="Receipt">
<xsd:sequence>
<xsd:any namespace="##other" processContents="1lax" maxOccurs="unbounded"/>
</xsd:sequence>
/xsd:complexType>
xsd:complexType name="UserMessage!>
<xsd:sequence>
<xsd:element ref="MessageInfo"/>
<xsd:element ref="Partylunfo"/>
<xsd:element ref="CqglhaborationInfo"/>
<xsd:element ref="Mes<ageProperties" minOccurs="0"/>
<xsd:element ref="PdyloadInfo" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute gafe="mpc" type="xsd:anyURI" use="optional"/>
/xsd:complexTyp&>
xsd:element ndmé&="MessageInfo" type="MessageInfo"/>
xsd:complexType” name="MessageInfo">
<xsd:seqglence>
<xsO:element name="Timestamp" type="xsd:dateTime"/>
<xsdYelement name="MessagelId" type="tns:non-empty-string"/>
Ixsd:element name="RefToMessageId" type="tns:non-empty-string" minOccurs="0"/>
<Axsd:sequence>
/%84 : complexType>

d.clelellt IIdle="FdILYy1lIIL O Lype="FdIl'Ly1lIILO
<xsd:complexType name="PartyInfo">
<xsd:sequence>
<xsd:element name="From" type="tns:From"/>
<xsd:element name="To" type="tns:To"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="PartyId">
<xsd:simpleContent>
<xsd:extension base="tns:non-empty-string">
<xsd:attribute name="type" type="tns:non-empty-string"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
<xsd:complexType name="From">
<xsd:sequence>
<xsd:element name="PartyId" type="tns:PartyId" maxOccurs="unbounded"/>
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<xsd:element name="Role" type="tns:non-empty-string"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="To">
<xsd:sequence>
<xsd:element name="PartyId" type="tns:PartyId" maxOccurs="unbounded"/>
<xsd:element name="Role" type="tns:non-empty-string"/>
</xsd:sequence>
</xsd:complexType>
<xsd:element name="CollaborationInfo" type="CollaborationInfo"/>
<xsd:complexType name="CollaborationInfo">
<xsd:sequence>
<xsd:element name="AgreementRef" type="tns:AgreementRef" minOccurs="0"/>
<xsd:element name="Service" type="tns:Service"/>

<xsd:element name="Actlon" type="xsd:token"/>
<xsd:element name="ConversationId" type="xsd:token"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="Service'">
<xsd:simpleContent>
<xsd:extension base="tns:non-empty-string">
<xsd:attribute name="type" type="tns:non-empty-string" us€x“optional"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
<xsd:complexType name="AgreementRef">
<xsd:simpleContent>
<xsd:extension base="tns:non-empty-string">
<xsd:attribute name="type" type="tns:non-emgty-string" use="optional"/>
<xsd:attribute name="pmode" type="tns:nonzempty-string" use="optional"/
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
<xsd:element name="PayloadInfo" type="PayloadInfo"/>
<xsd:complexType name="PayloadInfo">
<xsd:sequence>
<xsd:element name="PartInfo" typesa"tns:PartInfo" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="PartInfo">
<xsd:sequence>
<xsd:element name="Schema” type="tns:Schema" minOccurs="0"/>
<xsd:element name="PartProperties" type="tns:PartProperties" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="href" type="xsd:token"/>
</xsd:complexType>
<xsd:complexType name="Schema">
<xsd:attribute name="1location" type="xsd:anyURI" use="required"/>
<xsd:attribute™dame="version" type="tns:non-empty-string" use="optional"/>
<xsd:attribute name="namespace" type="tns:non-empty-string" use="optional"/>
</xsd:complexType>
<xsd:complexType name="Property">
<xsd{sifpleContent>
<xzsSO:extension base="tns:non-empty-string">
<xsd:attribute name="name" type="tns:non-empty-string" use="required"/>
</xsd:extension>
¥/xsd:simpleContent>
</ xsd:complexType>
<xsd:complexType name="PartProperties">
<xsd:sequence>

UrEICMEnt name= PrOpPerty ™ CYPe= LIS PIOPEerty  MaxXOCCUrs= Unpoulnaed
</xsd:sequence>
</xsd:complexType>
<xsd:element name="MessageProperties" type="MessageProperties"/>
<xsd:complexType name="MessageProperties">
<xsd:sequence>
<xsd:element name="Property" type="Property" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:attributeGroup name="headerExtension">
<xsd:attribute name="id" type="xsd:ID" use="optional"/>
<xsd:attribute ref="S1ll:mustUnderstand" use="optional">
<xsd:annotation>
<xsd:documentation>If SOAP 1.1 is being used, this attribute is required,
other SOAP 1.1 attributes are allowed and SOAP 1.2 attributes are
prohibited.
</xsd:documentation>
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</xsd:annotation>

</xsd:attribute>

<xsd:attribute ref="Sll:encodingStyle"/>

<xsd:attribute ref="Sll:actor"/>

<xsd:attribute ref="S12:mustUnderstand" use="optional">
<xsd:annotation>

<xsd:documentation>If SOAP 1.2 is being used, this attribute is required,
other SOAP 1.2 attributes are allowed and SOAP 1.1 attributes are

prohibited.

</xsd:documentation>
</xsd:annotation>
</xsd:attribute>
<xsd:attribute ref="Sl12:encodingStyle"/>
<xsd:attribute ref="Sl2:relay"/>

</x

<xsd:attribute retf="51Z2:role™/>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
/xsd:attributeGroup>
xsd:attributeGroup name="pullAttributes">
<xsd:attribute name="mpc" type="xsd:anyURI" use="optional"/>
<xsd:anyAttribute namespace="##other" processContents="lax"/>
/xsd:attributeGroup>
xsd:complexType name="Description">
<xsd:simpleContent>
<xsd:extension base="tns:non-empty-string">
<xsd:attribute ref="xml:lang" use="required"/>
</xsd:extension>
</xsd:simpleContent>
/xsd:complexType>
xsd:simpleType name="non-empty-string">
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
</xsd:restriction>
/xsd:simpleType>
Ed : schema>
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Annex B.
(informative)

Reliable messaging bindings

1. General

g reliability contracts defined in Clause 11 may be implemented by profiling different
Cifications. Either one of two OASIS reliability specifications may be used by
lementation: WS-Reliability 1.1, or WS-ReliableMessaging 1.1. Use of WS-Reliability shall
OASIS. WS-Reliability 1.1 specification. Use of WS-ReliableMessaging shall conform to (

Fices Reliable Messaging (WS-ReliableMessaging) Version 1.1.

¢

ough either one of these OASIS reliability specifications is sufficient, each one has strong
avor of its use. In the same way as two MSH implementations ,shall support the san
focol or cryptographic algorithms in order to interoperate, two MSHs shall also impleme
hbility specification in order to have interoperable reliability features. The reliability s

f

i

2. WS-Reliability binding

1. Operations and contracts binding

reliable messaging processor (RMP) in ebMS is instantiated by the RMP as defined in WS
To avoid confusion, we will call the RMP\as defined in WS-Reliability 1.1 the WSR-RMP.

RMP abstract operations RM-Submit, RM-Deliver, RM-SubmitResponse, RM-DeliverRes
Notify, map respectively to Submiit, Deliver, Respond, Notify and Notify in WS-Reliabilit]
a single operation in WS=Reliability (Notify) is used to carry both notification of f
liznse message. In order'to avoid confusion with WS-Reliability operations, the MSH

it, Deliver, Notify, are Tespectively renamed in this subclause: MSH-Submit, MSH-De

ify.

reliability centracts At-Least-Once Delivery, At-Most-Once Delivery and In-Orde
ectively map to the RM agreement items: GuaranteedDelivery, NoDuplicg

Message processing faults such as FeatureNotSupported, PermanentProcessing

b

being used in an implementation is a parameter of the conformance profiles for ebMS (see An

reliability
an MSH
conform to
ASIS. Web

arguments
he transfer
t the same
ecification
nex G).

-Reliability

ponse and
y 1.1. Note
ailure, and
operations
liver, MSH-

r Delivery
teDelivery,

Failure, or

GroupAborted faults, when received by an RMP shall be communicated to the MSH

. The MSH

shall escalate such faults as DysfunctionalReliability ebMS errors (EBMS: 0201).

errors (EBMS: 0202).

Complement to the reliability of the One-Way/Push MEP

Message format faults, if they result in non-delivery, shall be escalated as DeliveryFailure ebMS

When At-Least-Once delivery is required, an Initiator MSH should be made aware of a delivery failure
from the responder MSH to its consumer. Such a failure is notified to the producer party via MSH-Notify.
In order to achieve this awareness, the RM-Deliver operation should be implemented so that it will fail if
the MSH-Deliver invocation fails. In such a case the responder WSR-RMP generates a
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MessageProcessingFailure fault, and will not acknowledge the reliable message that has not been
successfully delivered by the Responder MSH to its consumer.

The RM-Agreement associated with the message, as defined in WS-Reliability, is restricted as follows:

. In case ReplyPattern has value "Poll" in a message sent reliably, the Po11Request sent later by
the sending RMP for this message shall be synchronous (the ReplyTo element shall not be present).

B.2.3. Complement to the reliability of the One-Way/Pull MEP
When At-Least-Once delivery is required, a responder MSH should be made aware of a delivery. failure
from the irfitiator MSH to its consumer. Such a failure is notified to the producer party (Responder sjde)
via MSH-Notify. In order to achieve this awareness, the RM-DeliverResponse operation- should be
implemented so that it will fail if the MSH-Deliver invocation fails (Initiator side). In such a case|the
Initiator WISR-RMP generates a MessageProcessingFailure fault, and will not acknowledge the reliable
message that has not been successfully delivered by the Initiator MSH to its consumeér:
The RM-Agreement associated with the pulled message shall comply with the-restrictions expressed in
Table 5.
Table 5: Requirements for Reliability of the One-Way/Pull MEP

Ngme Allowed Values Additional Requirements

GuaranteddDelivery |"enabled", "disabled" | When enabled, the pull request signal message
associatedwith this pulled message shall be also sent
with thisparameter enabled. When the pull request
signal. is sent with GuaranteedDelivery enabled, two
additional requirements shall be satisfied:

1. The ReplyPattern value associated with the pulll
request signal is "Response”.
2. The NoDuplicateDelivery agreement item is also
enabled for the pull request signal.
The Responder RMP sends back a copy of the original
pulled message if the latter is not expired, when a
duplicate of the pull request signal is received, e.g. dug to
resending (see 11.3.3). This is achieved by supporting
the first option for responding to duplicates of messages
sent with Response ReplyPattern (OASIS WS-Reliability
1.1, 2004, clause 3.2.2, second part of protocol
requirements).

NoDuplicateDelivery |["enabled", "disabled" | When enabled, the pull request signal message
associated with this pulled message shall also be sent
with this parameter enabled.

OrderedDelivery "enabled", "disabled" | No restriction.

ReplyPattern "Callback"
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WS-Reliability 1.1 is silent about the reliability of messages submitted as responses to other messages, over the
same SOAP MEP instance. Such messages would be submitted using the abstract operation RM-Respond, which
requires a WSR-RMP to correlate the response message with the related request. This document requires that the
reliability of these responses, in the case of pulled messages, be also supported by the Responder MSH. This means
that the implementation of WSR-RMP used in an MSH should also support RM agreements that cover such
responses.

B.2

4.

Complement to the reliability of the Two-Way/Sync MEP

As already mentioned for the One-Way/Push MEP and the One-Way/Pull MEP when At-Least-Once

delivery is required, that the Initiator should be made aware of a request delivery failute from the
Responder MSH to its consumer, and also that the Responder MSH be made aware of a respornise delivery
failyire from the Initiator MSH to its consumer.

The
the

rest

rictions expressed in Table 6.

RM-Agreement associated with the request message shall comply with the same restric
One-Way/Push MEP, and also with those entailed by the RM-Agreemént’ options us
response message. The RM-Agreement associated with the Response message shall comp

Table 6: Requirements for Reliability of the Two Way Sync MEP

fions as for
ed for the
y with the

Name Allowed Values

Additional Requirements

Gu

hranteedDelivery |"enabled", "disabled"

When enabled, the Request message associated with this
Respornse message shall be also sent with this parameter

enabled. When the Request is sent with
GuaranteedDelivery enabled, two additional
requirements shall be satisfied:

1. The ReplyPattern value associated with
request signal is "Response”.

2. The NoDuplicateDelivery agreement it¢m is also

enabled for the Request.

The Responder WSR-RMP sends back a copy of

original Response message if the latter is not e
when a duplicate of the Request is received, e.g
resending (see 11.3.3). This is achieved by sup
the first option for responding to duplicates of
sent with Response ReplyPattern (OASIS WS-R
1.1, 2004, clause 3.2.2, second part of protocol
requirements).

the pull

the
Kpired,

. due to
porting
messages
pliability

NoDuplicateDelivery

"enabled", "disabled"

When enabled, the Request message associated with this
Response message shall also be sent with this parameter

enabled.

OrderedDelivery

"enabled", "disabled"

No restriction.

ReplyPattern

"Callback”

NOTE: The request message and response message can have a different RM-Agreement.
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B.3. WS-ReliableMessaging binding

B.3.1. Operations and contracts binding

The Reliable Messaging Processor (RMP) in ebMS is mapping to the following notions in WS-RM [WS-
ReliableMessaging]: the sending RMP maps to RMS (reliable messaging source), the receiving RMP
maps to RMD (reliable messaging destination).

The RMP abstract operatlons RM Submit, RM- Dellver map respectlvely to Send Dehver in WSRM. So do
RM-SubmitRe : R h 2 o e

« CreateSequenceRefused, SequenceTerminated, SequenceClosed, MessageNumperRolloverl or
UnknownSequence faults, when received by an RMS and when the RMS cdnnot establigh a
subjstitute sequence that would support reliable transmission of messages in the same
corditions as the failed sequence would have, shall be communicated to-the'MSH on the Soyirce
side. The MSH shall escalate such faults as DysfunctionalReliability ebMS.efrors (EBMS: 0201).

«  WSRM-Required fault, when received by an RMS, shall be communicated to the MSH on Sotirce
side. The MSH shall escalate such faults as ProcessingModeMismatch (EBMS:0010). The|RM
Error code should be reported in the ErrorDetail element of EBMS : 0010.

« InvplidAcknowledgment and UnknownSequence, swhen received by the RMD, shall| be
commmunicated to the MSH on Destination side;.The MSH shall escalate such faulty as
DysfunctionalReliability ebMS errors (EBMS : 02 0%).

The reliability contracts At-Least-Once Delivery, AtsMost-Once Delivery and In-Order Delivery map to
equivalent| delivery assurance definitions in «the” WS-RM specification. Although WS-RM does [not
mandate qupport for these delivery assurances (DAs), and only specifies the protocol aspedt, a
conformanke profile supporting reliable messaging requires the use of a WS-RM implementation (RMD)
that supports at least some of these DAs'as extensions.

All messagps transmitted over a same sequence should use the same MPC. This becomes a requirenjent
for the In-Qrder reliability contract.

NOTE: The|WS-RM protocel always assumes acknowledgment of messages. Although acknowledgments| are
unnecessary for the At-Most-Once reliability contract, the use of sequence numbers allows for an effidient
duplicate ddtection. The'\WS-RM protocol for At-Most-Once should then be used.

Parameters$ of the*WS-RM protocol such as acknowledgment interval, timeouts, resending frequejncy,
etc. may besspecified in the Processing Mode, as extensions to the PMode.Reliability group (see
Annex D).

Sequence  acknowledgments and  sequence  operations (such as  CreateSequence,
CreateSequenceResponse) shall use MEPs of the underlying protocol in a way that is compatible with
the conformance profile of the MSH which defines the ebMS MEPs that shall be supported, along with
the underlying protocol binding. For example, if the ebMS conformance profile for an MSH only requires
ebMS messages to be reliably pulled by this MSH over HTTP, then their sequence shall either be created
by a CreateSequence message carried over an HTTP response, the HTTP request being initiated by this
MSH, or be offered (using wsrx:0ffer) by the CreateSequence used for opening a sequence for
sending Pull signals reliably.
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Either one of the two following options shall be used, in order to enable MSH interoperability based on
WS-ReliableMessaging, regarding the reliability contracts for messages exchanged between two MSHs:

1. The reliability contract and parameters apply equally to all messages sent between two MSHs.
All messages exchanged in the same direction between two MSHs are subject to the same
reliability quality of service. In such a case, the P-Modes.Reliability parameters associated with
each one of these messages shall not conflict with this common quality of service.

2. The reliability contract and parameters may vary from one message to the other. In that case, the
scope of application of a reliability contract shall be the sequence, meaning all messages within
the same sequence are subject to the same reliability contract.

When support for case (2) above is required, the source of a sequence (RMS) shall be able|to indicate
which delivery assurance is associated with this sequence, so that the RMD-*implgments the
expected DA. Indeed, although both MSHs share knowledge of the reliability~contracts pssociated
with each message (P-Mode.reliability), the RMD has no access to the ebMS header, and can only
rely on the sequence number. In order to avoid the constraint of using predefined|sequence
numbers, the association DA-sequence shall be dynamically supported by an RMS. Consequently,
an implementation of WS-ReliableMessaging that supports case (2) shall also support the ektension of
the|lwsrx:CreateSequence element with a child element structured as a policy assertion|as defined
in QASIS Web Services Reliable Messaging Policy (WS-RM Pdlicy) Version 1.1, i.e. either [one of the
follpwing:

(a) <wsrmp:AtLeastOnceDelivery wsrmp:InOrdex='true|false'/>
(b) <wsrmp:AtMostOnceDelivery wsrmp:InOrder='true|false'/>
(c) <wsrmp:ExactlyOnceDelivery wsrmp:In@rder='true|false'/>

The above extensions shall also be supported\it¥wsrx:Accept/{any} and understood, ih case of a
conformance profile that requires support for reliable One-Way/Pull or reliable Two-Way]/Sync. The
aboye extensions should be supported inwsrx:0ffer/{any} and understood.

The above DA assertion (a) shall match a P-Mode.Reliability with parameters AtMostOnce|Contract =
"false", AtLeastOnce.Contract _%. "true"; and its attribute Qwsrmp:InOrder shall match the
InOrder.Contract value.

The above DA assertion\(b) shall match a P-Mode.Reliability with parameters AtMostOnce|Contract =

"trye", AtLeastOnce.Contract = "false"; and its attribute Qwsrmp:InOrder shall match the
InOfder.Contract vahre.

The above DA assertion (c) shall match a P-Mode.Reliability with parameters AtMostOnce|Contract =

"trye", AtkedstOnce.Contract = "true"; and its attribute @wsrmp:InOrder shall match the
InOfdef.Contract value.

Additional reliability parameters - if any, e.g. resending frequency, etc. - associated with each one of the
reliability contracts (At-Least-Once, At-Most-Once, In-Order) are to be defined in P-Mode.Reliability
extensions and known from both parties prior to the exchange with no need to be transmitted via the
RM protocol. When receiving a CreateSequence message with the above extension specifying a
reliability contract, the RMD shall be able to resolve it to a single set of additional parameters governing
this mode of reliability. For example, the P-Modes of all messages sent under At-Least-Once should have
same values for the set of PMode.Reliability parameters related to this contract (AcksTo,
AcksOnDelivery, ReplyPattern and any other custom parameters such as those controlling message
resending, if any), as well as for the NotifyProducerDeliveryFailures parameter about failure reporting.

Because acknowledgments in WS-ReliableMessaging are on receipt, the Reliability.AckOnDelivery
parameter in the P-Mode of messages sent reliably shall be "false".
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B.3.2.

Complement to the reliability of the One-Way/Push MEP

When At-Least-Once delivery is required for the ebMS user message carried by this MEP, the RMP on
Initiator side is acting as an RMS, and the RMP on Responder side is acting as an RMD.

The sequence should be initiated by the RMS sending a wsrx: CreateSequence message, as opposed
to responding to an wsrx :Of fer.

In case the P-Mode.Reliability.AtLeastOnce.ReplyPattern has value "Response”, then the
CreateSegquence/AcksTo element shall contain an WS-Addressing anonymous IRI.

In case |the P-Mode.Reliability.AtLeastOnce.ReplyPattern has value "Callback", thens [the
CreateSqquence/AcksTo element shall contain an URI specified in an additional P-Mode.Reliabjlity
parameter.

The P-Modg.Reliability.AtLeastOnce.ReplyPattern shall not have value "Poll",

When an| underlying two-way protocol is used, any pair of sequence lifecycle mesgage
(CreateSpquence/CreateSequenceResponse,
CloseSequence/CloseSequenceResponse, TerminateSequenge/
TerminatleSequenceResponse) should be exchanged over a singlel request-response MEP of|the
protocol.

The Initiatpr MSH should be made aware of a delivery failure from the Responder MSH to its consumer
(NotifyPfoducerDeliveryFailures = "true"). Such adfailure is notified to the producer party via
Notify.

A f.
me
De

tent
t as

. hilure to deliver that is detected by the RMS, e.g. failure to get an acknowledgment for a
5sage, shall be communicated to the Inhitiator MSH. The MSH shall escalate such a faul

| iveryFailure ebMS errors (EBMS: 0202).

fion
be
as
the

A f3ilure to deliver that is detected by the RMD (responder side), e.g. failure to deliver (opera
Deliver) after the message~has been received and acknowledged by the RMD, shall
corhmunicated to the fesponder MSH. The MSH shall escalate such a fault
DeliveryFailure ebhMS errors (EBMS:0202). This ebMS error should be reported to
Inifiator MSH.

B.3.3. Complement to the reliability of the One-Way/Pull MEP

When At-L
Responder]
as an RMD

east-Onee’delivery is required for the ebMS user message carried by this MEP, the RM}
sidé is acting as an RMS, and the RMP on Initiator side (which sent the pull request) is ac

on
ting

When initiating an instance of the One-Way/Pull MEP, and if it is expected - based on P-Modes deployed
- that pulled message may be sent reliably, then the pull request signal itself shall be sent under At-
Least-Once delivery (see Clause 11). Acknowledgments for Pull signals should be sent over the second
leg of the One-Way/Pull MEP (PMode.Reliability.AtLeastOnce.ReplyPattern ="Response"), bundled with
the pulled ebMS user message. However the frequency of acknowledgments may not need be on a per
message basis.
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In case pulled messages shall be sent reliably, the following requirements apply:

« When a sequence is initiated (CreateSequence) to be associated with pull request signals
intended for the same MPC, then the wsrx:Offer shall be present in the CreateSequence
element. The offered sequence should be used for sending back pulled messages reliably.

«  When no more messages have to be pulled reliably from an MPC, the sending MSH should close
and terminate the associated sequences. When the sending MSH decides to terminate a reliable
sequence of pulled messages, a CloseSequence message or a TerminateSequence should be sent
over a pulled message, e.g. piggybacked over the EmptyMessagePartitionChannel warning
(EBMS:0006).

The responder MSH should be made aware of a delivery failure from the initiator MSH to it consumer.
Such a failure is notified to the producer party (responder side) via Notify.

» A failure to deliver that is detected by the RMS, e.g. failure to get annacknowledgment on the
Responder side for a sent message, shall be communicated to the responder MSH. Th¢ MSH shall
escalate such a fault as DeliveryFailure ebMS errors (EBMS : 020.2).

» A failure to deliver that is detected by the RMD (initiator side), e.g. failure to deliver|(operation
Deliver) after the message has been received and-acknowledged by the RMD shall be
communicated to the initiator MSH. The MSH shall es¢alate such a fault as DeliveryFdilure ebMS
errors (EBMS: 0202). This ebMS error should be reported to the responder MSH.

B.34. Complement to the reliability of the Two-Way/Sync MEP
In the reliable Two-Way/Sync MEP, either:

The request message alone _is“sent reliably, in which case the requirerhents and
recommendations for the One-Way/Push also apply here.

Or both the request and the reply are sent reliably. The response alone shall not be sent reliably.

In cpse both request and reply-are sent reliably, both sequences should be established and discarded in a
coofrdinated way. The same rules apply as for the reliability of the One-way Pull MEP. The in-bound
seqence termination ‘should be terminated on the initiative of the MEP Initiator, after the|out-bound
seqpence is terminated.
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Thd

specifies the SOAP format (SOAP versions, packaging of attachments and/or binaryrnd
MS-3, as well as how this SOAP format is transported over HTTP and SMTP. Transport ¢
conform to RFC 2616. Transport over SMTP shall conform to RFC 2821.

bs not require the usage of SOAP 1.1 and/or SwA (SOAP-1.1 With Attachments). We cons
s could well be used for SOAP 1.2 in the same way they are used for SOAP 1.1. Similarly]
er MTOM being orthogonal to the SOAP version (however, MTOM-will not be addresse

ecification).

hnt implementation of ebMS-3 may well choose to use SOAR-1.2 instead of SOAP-1.1. S
ogonal to the SOAP version, there are two possibilities:

implementation of ebMS-3 may choose SOAP-1.1 with'Attachments
implementation of ebMS-3 may choose SOAP-1.2'with Attachments
SOAP 1.2 version of SWA has not been formally submitted to W3(, it appears that most S

ave anticipated that usage, and after investigation, it appears that they have done so
interoperable way. This document istacknowledging these de facto upgrades of SwA, wl

ing used (in fact it can encapsulate any XML document, not just SOAP), and also independ
port protocol (the encapsulation could be transported via HTTP, SMTP, etc.).

ing SWA with SOAP-1.1

ing example shows an ebMS-3 message using SOAP 1.1 with attachments. The ebM
this example contains two payloads:

b first payload is the picture of a car. This picture is in binary form as an attachment wi

hta)
ver

der

ments specification of SwA as being orthogonal to the SOAP versionyn other words,

we
d in

nce

DAP
na
hich

sion
lent

[S-3

th a

Cor

1tent-1D equalto car-photoldcars.eXample.com .

attribute equal to "carData"

The second payload is an XML fragment within the SOAP Body. This XML fragment has id

The XML fragment in the SOAP Body contains a reference to another binary data, namely the picture of
the car owner).
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