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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governrmeatal—in—haisor—with 1SO —alsotake—pard—in—the—work SO collaborates—closehr—with the
International| Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
Internationall Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by [the technical committees are circulated to the member bodies for voting\Publication as an
Internationall Standard requires approval by at least 75 % of the member bodies casting,a vote.

Attention is drawn to the possibility that some of the elements of this document¢may be the subject of patent
rights. 1ISO shall not be held responsible for identifying any or all such patent rights.

International
general asf
equipment U
devices”, wa

This second
ISO 14971:2

For purposes
remain unch
in the data reg

withdrav

amends

This correctgd version'of ISO 14971:2007 incorporates the following correction:

a corred

reconfirmed,

replaced by a revised editionor

ects for medical devices, and Subcommittee |IEC/SC:62A, Common aspects of eled
sed in medical practice. Annex H, “Guidance on risk management for in vitro diagnostic me
s prepared by ISO/TC 212, Clinical laboratory testing and in vitro diagnostic test systems.

edition cancels and replaces the first editiont{ISO 14971:2000) as well as the amend
000/Amd.1:20083.

of future IEC maintenance, Subcommittee-62A has decided that the contents of this publicatio
hnged until the maintenance result date® indicated on the IEC web site under http://webstore.i

Standard 1SO 14971 was prepared by ISO/TC 210, Qualityvmanagement and corresponding

trical
dical

ment

n will
bc.ch

lated to the specific publication. At this'date, the publication will be

vn,

d.

ted.version of Figure 1 on page 6.

1)

IEC National Committees are requested to note that for this publication the maintenance result date is 2014.
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Introduction

The requirements contained in this International Standard provide manufacturers with a framework within
which experience, insight and judgment are applied systematically to manage the risks associated with the

use of medical devices.

in other healthcare in
national Standard could be used as informative guidance in developing and mainta
hgement system and process.

Inter
man

This
oper

International Standard deals with processes for managing risks, primarily to the‘\patient, by
ptor, other persons, other equipment and the environment.

As al general concept, activities in which an individual, organization or gevernment is involved
thos¢ or other stakeholders to hazards which can cause loss of or damage to something they
management is a complex subject because each stakeholder places @)different value on the j
harm occurring and its severity.

It is accepted that the concept of risk has two components:

he probability of occurrence of harm;

he consequences of that harm, that is, how severte it might be.

sourg¢e, due to negligence, arising from a poorly understood cause, or directed at a vulnerable
socigty. The decision’to use a medical device in the context of a particular clinical procedure
residual risks to\be balanced against the anticipated benefits of the procedure. Such judgments
into account the’intended use, performance and risks associated with the medical device, as wel
and benefitsiassociated with the clinical procedure or the circumstances of use. Some of these ju
be madé only by a qualified medical practitioner with knowledge of the state of health of an indiy

furers using
Hustries, this
ning a risk

t also to the

can expose
value. Risk
brobability of

cause of the
overnments,

of risk. The
takeholder’s
their cultural
actual and
50 takes into
A man-made
group within
requires the
should take
as the risks
igments can
idual patient

or the patient’s own opinion.

As one of the stakeholders, the manufacturer makes judgments relating to safety of a medical device,
including the acceptability of risks, taking into account the generally accepted state of the art, in order to
determine the suitability of a medical device to be placed on the market for its intended use. This International
Standard specifies a process through which the manufacturer of a medical device can identify hazards
associated with a medical device, estimate and evaluate the risks associated with these hazards, control
these risks, and monitor the effectiveness of that control.

For any particular medical device, other International Standards could require the application of specific
methods for managing risk.

© 1SO 2007 — All rights reserved
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INTERNATIONAL STANDARD

ISO 14971:2007(E)

Medical devices — Application of risk management to medical
devices

1

This
med

risks| to control these risks, and to monitor the effectiveness of the controls.

The [requirements of this International Standard are applicable to all stages.of the life-cycle
devige.
This |International Standard does not apply to clinical decision making.

This

This

placg. However, risk management can be an integral part of,a quality management system.

2

For the purposes of this document, the following terms and definitions apply:

21

accgmpanying document
ment accompanying a medical device and containing information for those accountable for the
instajlation, use and maintenance-of the medical device, the operator or the user, particularly regal

docu

NOTE Adapted from IEC;60601-1:2005, definition 3.4.

2.2

harn
physjcal injury-or{damage to the health of people, or damage to property or the environment

[ISO
23

Scope

International Standard specifies a process for a manufacturer to identify the hazards ass
cal devices, including in vitro diagnostic (IVD) medical devices, to estimate and, evaluate th

International Standard does not specify acceptable risk levels)

International Standard does not require that the manufacturer have a quality manageme

Ferms and definitions

IEC Guide 51:1999, definition 3.3]

ociated with
P associated

bf a medical

Nt system in

rding safety

hazard

pote
[1ISO

24

ntial source of harm

/IEC Guide 51:1999, definition 3.5]

hazardous situation
circumstance in which people, property, or the environment are exposed to one or more hazard(s)

[ISO

/IEC Guide 51:1999, definition 3.6]

NOTE  See Annex E for an explanation of the relationship between “hazard” and “hazardous situation”.

© 1SO 2007 — All rights reserved
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25

intended use

intended purpose

use for which a product, process or service is intended according to the specifications, instructions and
information provided by the manufacturer

2.6

in vitro diagnostic medical device

IVD medical device

medical device intended by the manufacturer for the examination of specimens derived from the human body
to provide information for diagnostic, monitoring or compatibility purposes

EXAMPLES Reagents, calibrators, specimen collection and storage devices, control materials and related instrunl\ents,
apparatus or articles.

NOTE 1 Chn be used alone or in combination with accessories or other medical devices.

NOTE 2 Aflapted from ISO 18113-1:—, definition 3.29.

27

life-cycle

all phases in| the life of a medical device, from the initial conception to final decommissioning and disposa

2.8

manufacturer

natural or legal person with responsibility for the design, manufacture, packaging, or labelling of a mgdical
device, assgmbling a system, or adapting a medical device before itds placed on the market or put into service,
regardless df whether these operations are carried out by that person or on that person's behalf by a|third
party

NOTE 1  Ajtention is drawn to the fact that the provisions of national or regional regulations can apply to the definitjon of
manufacturer

NOTE 2 For a definition of labelling, see 1ISO 13485:2003, definition 3.6.

29

medical deVice

any instrumént, apparatus, implement, machine, appliance, implant, in vitro reagent or calibrator, softyare,
material or dther similar or related article, intended by the manufacturer to be used, alone or in combination,
for human bgings for one or more of the'specific purpose(s) of

— diagnosjs, prevention, monitoring, treatment or alleviation of disease,

— diagnosjs, monitoring;treatment, alleviation of or compensation for an injury,

— investiggtion, replacement, modification, or support of the anatomy or of a physiological process,

— supporting.er sustaining life,

— control oftonceptiom,

disinfection of medical devices,

the human body,

providing information for medical purposes by means of in vitro examination of specimens derived from

and which does not achieve its primary intended action in or on the human body by pharmacological,
immunological or metabolic means, but which may be assisted in its function by such means

NOTE 1 This definition has been developed by the Global Harmonization Task Force (GHTF). See bibliographic
reference [38].

[ISO 13485:20083, definition 3.7]

© 1SO 2007 — All rights reserved
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NOTE 2  Products, which could be considered to be medical devices in some jurisdictions but for which there is not yet
a harmonized approach, are:

— aids for disabled/handicapped people,
— devices for the treatment/diagnosis of diseases and injuries in animals,
— accessories for medical devices (see Note 3),

— disinfection substances,

— gevices mcorporatingaminTatand-hommarn tissues-which carm meet the Tequirermentsof the—abovedefjnition but are

subject to different controls.

NOTE 3  Accessories intended specifically by manufacturers to be used together with a “parent’ medical device to
enable that medical device to achieve its intended purpose, should be subject to this International’Standard.

210
objettive evidence
data|supporting the existence or verity of something

NOTIEE Objective evidence can be obtained through observation, measurement, testing or other means.
[1ISO[9000:2005, definition 3.8.1]

2.1
posttproduction
part pof the life-cycle of the product after the design has.been completed and the medical devige has been
manyfactured

EXANMPLES transportation, storage, installation, product use, maintenance, repair, prodyct changes,
decommissioning and disposal.

212
procedure
specjfied way to carry out an activityror a process

[1ISO[9000:2005, definition 3.4.5]
213
process

set of interrelated or'interacting activities which transforms inputs into outputs
[1SO[9000:2005, definition 3.4.1]

214

record
document stating results achieved or providing evidence of activities performed

[1ISO 9000:2005, definition 3.7.6]

2.15

residual risk

risk remaining after risk control measures have been taken

NOTE 1  Adapted from ISO/IEC Guide 51:1999, definition 3.9.

NOTE 2  ISO/IEC Guide 51:1999, definition 3.9 uses the term “protective measures” rather than “risk control

measures.” However, in the context of this International Standard, “protective measures” are only one option for controlling
risk as described in 6.2.

© 1SO 2007 — All rights reserved 3
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2,16
risk
combination of the probability of occurrence of harm and the severity of that harm

[ISO/IEC Guide 51:1999, definition 3.2]
217
risk analysis

systematic use of available information to identify hazards and to estimate the risk

[ISO/IEC Guide 51:1999, definition 3.10]

NOTE R|sk analysis includes examination of different sequences of events that can produce hazardous situl}tions
and harm. Seg Annex E.

2.18
risk assessment
overall procgss comprising a risk analysis and a risk evaluation

[ISO/IEC Gufide 51:1999, definition 3.12]

219

risk control
process in Wwhich decisions are made and measures implemented {byvwhich risks are reduced tp, or
maintained Within, specified levels

2.20
risk estimafion
process usefl to assign values to the probability of occurrenceiof harm and the severity of that harm

2.21
risk evaluatjon
process of cpmparing the estimated risk against given risk criteria to determine the acceptability of the ris}

2.22
risk manag¢ment
systematic gpplication of management-policies, procedures and practices to the tasks of analysing, evalugting,
controlling ahd monitoring risk

2.23
risk management file
set of records and other documents that are produced by risk management

2.24
safety
freedom from uhacceptable risk

[ISO/IEC Guide 51:1999, definition 3.1]

2.25
severity
measure of the possible consequences of a hazard

2.26
top management
person or group of people who direct(s) and control(s) a manufacturer at the highest level

NOTE  Adapted from ISO 9000:2005, definition 3.2.7.

4 © 1SO 2007 — All rights reserved
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2.27

use error

act or omission of an act that results in a different medical device response than intended by the manufacturer
or expected by the user

NOTE 1 Use error includes slips, lapses and mistakes.

NOTE 2 See also |IEC 62366:—, Annexes B and D.1.3.

NOTE 3  An unexpected physiological response of the patient is not by itself considered use error.

IEC FataToYaYal 2) oo . 401
ULOoUU.— /7, UTITINIIVUIT 2. T4]

2.28
verifjcation
confirmation, through the provision of objective evidence, that specified requirements have been fulfilled
NOTIE 1 The term “verified” is used to designate the corresponding status.

NOTE 2  Confirmation can comprise activities such as:

— performing alternative calculations;

— fomparing a new design specification with a similar proven design specification;
— tindertaking tests and demonstrations;

— feviewing documents prior to issue.

[ISO|9000:2005, definition 3.8.4]

3 General requirements for risk\management

3.1 | Risk management process
The [manufacturer shall establish, document and maintain throughout the life-cycle an ongoing process for
ideniifying hazards associated with a medical device, estimating and evaluating the assoftiated risks,
contiolling these risks,»and monitoring the effectiveness of the controls. This process shall| include the
folloying elements:

— [isk analysis;

— [isk evaluation;

— tisk/control;

— production and post-production information.

Where a documented product realization process exists, such as that described in Clause 7 of
ISO 13485:2003!81, it shall incorporate the appropriate parts of the risk management process.

NOTE 1 A documented quality management system process can be used to deal with safety in a systematic manner,
in particular to enable the early identification of hazards and hazardous situations in complex medical devices and
systems.

2) To be published.

© 1SO 2007 — All rights reserved 5
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NOTE 2 A schematic representation of the risk management process is shown in Figure 1. Depending on the specific
life-cycle phase, individual elements of risk management can have varying emphasis. Also, risk management activities can
be performed iteratively or in multiple steps as appropriate to the medical device. Annex B contains a more detailed
overview of the steps in the risk management process.

Compliance is checked by inspection of appropriate documents.

Risk analysis

+ Intended use and
identification of
characteristics related to the
safety of the medical device

¢ |dentification of hazards

« Estimation of the risk(s) for
each hazardous situation

Y
Risk assessment

Risk evaluation

Y

Risk control

A

» Risk control option
analysis

* Implementation of(risk ~
control measurée(s)

* Residual risk.evaluation

¢ Risk/benefit’analysis

¢ Risks‘arising from risk
control measures

e Completeness of risk
control

Risk management

Evaluation of overall residual
risk acceptability

Risk management report

Production and post-production
information

A

Figure 1 — A schematic representation of the risk management process
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3.2

ISO 149

Management responsibilities

Top management shall provide evidence of its commitment to the risk management process by:

and

ensuring the provision of adequate resources

ensuring the assignment of qualified personnel (see 3.3) for risk management.

Top management shall:

NOTE

mang

Com

3.3

Pers
assig
devig
Appr

NOTE

speci

Com

34
Risk
the
man

This

jefine and document the policy for determining criteria for risk acceptability; this policy shal
Criteria are based upon applicable national or regional regulations and relevant Internations
bnd take into account available information such as the generally accepted state of the ar
takeholder concerns;

review the suitability of the risk management process at planned intervals to ensurs
pffectiveness of the risk management process and document any decisions and actions
manufacturer has a quality management system in place, this reyview may be part of
management system review.
F The documents can be incorporated within the documents/ produced by the manufac
gement system and these documents can be referenced in the risk.-management file.

pliance is checked by inspection of the appropriate docunients.

Qualification of personnel

bns performing risk management tasks shall have the knowledge and experience appropriate
ned to them. These shall include, where appropriate, knowledge and experience of the partig
e (or similar medical devices) and its use, the technologies involved or risk management
ppriate qualification records shall be maintained.

plist knowledge.

pliance is checked by inspection of the appropriate records.

Risk management plan

management<activities shall be planned. Therefore, for the particular medical device being
manufacturer shall establish and document a risk management plan in accordance v
hgement-process. The risk management plan shall be part of the risk management file.

71:2007(E)

ensure that
| Standards,
I and known

D

e

continuing
taken; if the
the quality

urer's quality

to the tasks
ular medical
techniques.

Risk management tasks can’ be performed by representatives of several functions, each contributing their

considered,
ith the risk

plan shall include at least the following:

the life-cycle phases for which each element of the plan is applicable;

assignment of responsibilities and authorities;

requirements for review of risk management activities;

criteria for accepting risks when the probability of occurrence of harm cannot be estimated;

e)

verification activities;

© 1SO 2007 — All rights reserved
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f)
NOTE 1

NOTE 2
time.

NOTE 3

2007(E)

activities related to collection and review of relevant production and post-production information.

Refer to Annex F for guidance on developing a risk management plan.

For each risk management plan the manufacturer should choose appropriate risk acceptability criteria.

Options could

include, among others:

Not all parts of the plan need to be created at the same time. The plan or parts of it can be developed over

The criteria for risk acceptability are essential for the ultimate effectiveness of the risk management process.

— indicatincl; in a matrix, such as Figures D.4 and D.5, which combinations of probability of harm and severity of

are acce

as low ag

Whichever op
acceptability
take into accq
(see 3.2). Ref

btable or unacceptable;

further slibdividing the matrix (e.g., negligible, acceptable with risk minimization) and requiring that risks first be

reasonably practicable before determining that they are acceptable (see D.8).

tion is chosen, it should be determined according to the manufacturer’s policy for.determining criteria fq
nd thus be based upon applicable national or regional regulations and relevant-lnternational Standards
unt available information such as the generally accepted state of the art and\khown stakeholder con
er to D.4 for guidance on establishing such criteria.

If the plan changes during the life-cycle of the medical device, a record of,the changes shall be maintain

the risk man

Compliance

3.5 Risk

bgement file.

is checked by inspection of the risk management file.

management file

For the parficular medical device being considered, ¢he manufacturer shall establish and maintain 4

managemen
managemen

the risk
the risk

the impl

t file. In addition to the requirements, of “other clauses of this International Standard, the
t file shall provide traceability for each'identified hazard to:

analysis;
evaluation;

ementation and verifieation of the risk control measures;

the assgssment of the-acceptability of any residual risk(s).

NOTE1 T

harm

made

r risk
, and
cerns

ed in

risk
risk

e records’and other documents that make up the risk management file can form part of other documents

and files reqyired, for-example, by a manufacturer’'s quality management system. The risk management file nee
physically cornjtainsall’the records and other documents; however, it should contain at least references or pointers
required documentation. The manufacturer should be able to assemble the information referenced in the risk managsd
file in a timelylfashion

id not
to all
ment

NOTE 2

4 Riska

4.1

The risk management file can be in any form or type of medium.

nalysis

Risk analysis process

Risk analysis shall be performed for the particular medical device as described in 4.2 to 4.4. The
implementation of the planned risk analysis activities and the results of the risk analysis shall be recorded in
the risk management file.

© 1SO 2007 — All rights reserved
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NOTE 1 If a risk analysis, or other relevant information, is available for a similar medical device, that analysis or
information can be used as a starting point for the new analysis. The degree of relevance depends on the differences
between the devices and whether these introduce new hazards or significant differences in outputs, characteristics,
performance or results. The extent of use of an existing analysis is also based on a systematic evaluation of the effects
the changes have on the development of hazardous situations.

NOTE 2  Some risk analysis techniques are described in Annex G.
NOTE 3  Additional guidance on risk analysis techniques for in vitro diagnostic medical devices is given in Annex H.

NOTE 4  Additional guidance on risk analysis techniques for toxicological hazards is given in Annex .

I ditioa . rada - racu e ma_a4-2 ¢ 4.4 it = Hoaaentiation £t naiet and raclt fth 1 k
n agetton—to—the—+ecoras TCYOmCO—TITT 1.2 tU .1, uic GuCuOrmeTrtaturT O i COTTaoo T arta roSurtp (0] e ris

analysis shall include at least the following:

a) f description and identification of the medical device that was analysed;
b) [dentification of the person(s) and organization who carried out the risk analysis;
c) scope and date of the risk analysis.

NOTE 5 The scope of the risk analysis can be very broad (as for the development of a new device| with which a
mandfacturer has little or no experience) or the scope can be limited (as for analysing the impact of a|change to an
existing device for which much information already exists in the manufacturer's files).

Compliance is checked by inspection of the risk management file.

4.2 | Intended use and identification of characteristics related to the safety of the medical
device

For the particular medical device being considered, the manufacturer shall document the intengled use and
reaspnably foreseeable misuse. The manufacturer shall identify and document those qualitative and
quantitative characteristics that could affect the safety of the medical device and, where apprppriate, their
defined limits. This documentation shall be'maintained in the risk management file.

NOTE 1 In this context, misuse is intended to mean incorrect or improper use of the medical device.

NOTE 2  Annex C contains questions such as those relating to use that can serve as a useful guide| in identifying
medi¢al device characteristics that-could have an impact on safety.

Compliance is checked by-inspection of the risk management file.

4.3 | Identification of hazards

The |manufacturer shall compile documentation on known and foreseeable hazards associajed with the
medical,deyice in both normal and fault conditions.

ThIS IUL;l.llIIUIIi.(:I‘LiUII bi Id“ IUU III(:liII.ldiIIUL,II ill i.ilU Iibk IIIdIIdgCIIIUIIl IrIiU

NOTE The examples of possible hazards in E.2 and H.2.4 can be used as guidance by the manufacturer to initiate
hazard identification.

Compliance is checked by inspection of the risk management file.

4.4 Estimation of the risk(s) for each hazardous situation

Reasonably foreseeable sequences or combinations of events that can result in a hazardous situation shall be
considered and the resulting hazardous situation(s) shall be recorded.

© 1SO 2007 — All rights reserved 9
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NOTE 1 To identify hazardous situations not previously recognised, systematic methods covering the specific situation
can be used (see Annex G).

NOTE 2 Examples of hazardous situations are provided in H.2.4.5 and E 4.

NOTE 3 Hazardous situations can arise from slips, lapses and mistakes.

For each identified hazardous situation, the associated risk(s) shall be estimated using available information
or data. For hazardous situations for which the probability of the occurrence of harm cannot be estimated, the
possible consequences shall be listed for use in risk evaluation and risk control. The results of these activities

shall be recorded in the risk management file.

Any system Jused for qualitative or quantitative categorization of probability of occurrence of harm orSeyerity
of harm shall be recorded in the risk management file.

NOTE 4 R|sk estimation incorporates an analysis of the probability of occurrence and the consequehces. Depenhding
on the applicgtion, only certain elements of the risk estimation process might need to be considered. Far\example, in some
instances it will not be necessary to go beyond an initial hazard and consequence analysis. See also'\D:3.

NOTE 5  R|sk estimation can be quantitative or qualitative. Methods of risk estimation, including those resulting from
systematic falilts, are described in Annex D. Annex H gives information useful for estimating/risks for in vitro diaghostic
medical devicps.

NOTE 6  Information or data for estimating risks can be obtained, for example, from:

a) published standards;

b) scientificltechnical data;

c) field datq from similar medical devices already in use, including-published reported incidents;

d) usability fests employing typical users;

e) clinical eyidence;

f)  results of appropriate investigations;

g) expert opinion;

h) external puality assessment schemes.

Compliance fis checked by.inspection of the risk management file.

5 Risk evaluation

For each identified hazardous situation, the manufacturer shall decide, using the criteria defined in the risk

management plan, if risk reduction is required. If risk reduction is not required, the requirements given in 6.2 to
6.6 do not apply for this hazardous situation (i.e., proceed to 6.7). The results of this risk evaluation shall be
recorded in the risk management file.

NOTE1 G

NOTE 2

uidance for deciding on risk acceptability is given in D.4.

activities, thus meeting the requirements given in 6.3 to 6.6.

Compliance

10

is checked by inspection of the risk management file.

Application of relevant standards, as part of the medical device design criteria, might constitute risk control

© 1SO 2007 — All rights reserved
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6 Risk control
6.1 Risk reduction
When risk reduction is required, risk control activities, as described in 6.2 to 6.7, shall be performed.

6.2 Risk control option analysis

The manufacturer shall identify risk control measure(s) that are appropriate for reducing the risk(s) to an
acceptable level.

The manufacturer shall use one or more of the following risk control options in the priority order listed:

a) [nherent safety by design;
b) protective measures in the medical device itself or in the manufacturing process,
c) [(nformation for safety.

NOTE 1 If implementing option b) or c¢), manufacturers can follow a process where reasonably practicaljle risk control
meagures are considered and the option providing the appropriate reduction,in isk is chosen before determining whether
the rigk is acceptable.

NOTE 2  Risk control measures can reduce the severity of the harmror'reduce the probability of occurrenge of the harm,
or both.

NOTE 3  Many standards address inherent safety, protective.measures, and information for safety for mgdical devices.
In adldition, many other medical device standards have integrated elements of the risk management process
(e.g. plectromagnetic compatibility, usability, biocompatibility). Relevant standards should be applied as part of the risk
contrpl option analysis.

NOTE 4  For risks for which the probability of eccurrence of harm cannot be estimated, see D.3.2.3.
NOTE 5  Guidance on information for safety is provided in Annex J.
The fisk control measures selectedishall be recorded in the risk management file.

If, dbring risk control option."analysis, the manufacturer determines that required risk reddction is not
icable, the manufactirer shall conduct a risk/benefit analysis of the residual risk (proceed to 6.5).

Compliance is checked by inspection of the risk management file.

6.3 | Implementation of risk control measure(s)

The manufacturer shall implement the risk control measure(s) selected in 6.2.

Implementation of each risk control measure shall be verified. This verification shall be recorded in the risk
management file.

The effectiveness of the risk control measure(s) shall be verified and the results shall be recorded in the risk
management file.

NOTE The verification of effectiveness can include validation activities.

Compliance is checked by inspection of the risk management file.
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6.4 Residual risk evaluation

After the risk control measures are applied, any residual risk shall be evaluated using the criteria defined in
the risk management plan. The results of this evaluation shall be recorded in the risk management file.

If the residual risk is not judged acceptable using these criteria, further risk control measures shall be applied

(see 6.2).

For residual risks that are judged acceptable, the manufacturer shall decide which residual risks to disclose
and what information is necessary to include in the accompanying documents in order to disclose those
residual risks.

NOTE G

Compliance

6.5 Risk/

If the residu
further risk g
if the medic
conclusion t
medical ben

For risks th
information f

The results g
NOTE S

Compliance

6.6 Riskg arising from risk control measures

The effects (

a) theintrg
b) whether

of the ri
Any new or i

The results ¢

uidance on how residual risk(s) can be disclosed is provided in Annex J.

is checked by inspection of the risk management file and the accompanying documents’

benefit analysis

Al risk is not judged acceptable using the criteria established in the risk_management plan
ontrol is not practicable, the manufacturer may gather and review data and literature to deter
bl benefits of the intended use outweigh the residual risk. If this evidence does not suppo

efits outweigh the residual risk, then proceed to 6.6.

it are demonstrated to be outweighed by the benefits;the manufacturer shall decide Vv
pr safety is necessary to disclose the residual risk.

f this evaluation shall be recorded in the risk management file.
be also D.6.

is checked by inspection of the risk management file.

f the risk control measures'shall be reviewed with regard to:
duction of new hazards or hazardous situations;

the estimated risks for previously identified hazardous situations are affected by the introdu
5k control measures.

hcreased risks shall be managed in accordance with 4.4 to 6.5.

f this.review shall be recorded in the risk management file.

and
mine
t the

hat the medical benefits outweigh the residual risk, then the risk remains unacceptable. If the

vhich

ction

Compliance

is checked by inspection of the risk management file.

6.7 Completeness of risk control

The manufacturer shall ensure that the risk(s) from all identified hazardous situations have been considered.
The results of this activity shall be recorded in the risk management file.

Compliance

12

is checked by inspection of the risk management file.
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7 Evaluation of overall residual risk acceptability

After all risk control measures have been implemented and verified, the manufacturer shall decide if the
overall residual risk posed by the medical device is acceptable using the criteria defined in the risk
management plan.

NOTE 1 For guidance on overall residual risk evaluation, see D.7.

If the overall residual risk is not judged acceptable using the criteria established in the risk management plan,
the manufacturer may gather and review data and literature to determine if the medical benefits of the
intended use outweigh the overall residual risk. If this evidence supports the conclusion that the medical
bengfitS outweigh the overall residual risk, then the overall residual risk can be judged accepiapia. Otherwise,
the gverall residual risk remains unacceptable.

For an overall residual risk that is judged acceptable, the manufacturer shall decide which information is
necegssary to include in the accompanying documents in order to disclose the overall residual risk.

NOTE 2  Guidance on how residual risk(s) can be disclosed is provided in Annex J.
The fesults of the overall residual risk evaluation shall be recorded in the risk-management file.

Compliance is checked by inspection of the risk management file and,the“accompanying documents.

8 Risk management report

Priorlto release for commercial distribution of the medical‘device, the manufacturer shall carry out a review of
the risk management process. This review shall at least ensure that:

— the risk management plan has been appropriately implemented;
— the overall residual risk is acceptable;
— appropriate methods are in place-toobtain relevant production and post-production informatign.

The |results of this review shall) be recorded as the risk management report and included in the risk
management file.

The |responsibility for_.review should be assigned in the risk management plan to persons| having the
apprppriate authority-{see 3.4 b)].

Compliance is checked by inspection of the risk management file.

9 Production and post-production information

The manufacturer shall establish, document and maintain a system to collect and review information about the
medical device or similar devices in the production and the post-production phases.

When establishing a system to collect and review information about the medical device, the manufacturer
should consider among other things:

a) the mechanisms by which information generated by the operator, the user, or those accountable for the
installation, use and maintenance of the medical device is collected and processed;

or

b) new orrevised standards.
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The system should also collect and review publicly available information about similar medical devices on the
market.

This information shall be evaluated for possible relevance to safety, especially the following:
— if previously unrecognised hazards or hazardous situations are present or
— if the estimated risk(s) arising from a hazardous situation is/are no longer acceptable.

If any of the above conditions occur:

1) the[impact on previously implemented risk management activities shall be evaluated and shall, b fed
badk as an input to the risk management process and

2) argview of the risk management file for the medical device shall be conducted,; if there is"a potgntial
thaf the residual risk(s) or its acceptability has changed, the impact on previously implemented risk
cortrol measures shall be evaluated.

The results ¢f this evaluation shall be recorded in the risk management file.

NOTE 1 Spme aspects of post-production monitoring are the subject of some national regulations. In such dases,
additional meg@sures might be required (e.g., prospective post-production evaluations)-

NOTE 2  Sge also 8.2 of ISO 13485:20038l,

Compliance fis checked by inspection of the risk management file and.other appropriate documents.
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Annex A
(informative)

Rationale for requirements

A.1 General

The [ISO/TC 210-IEC/SC 62A Joint Working Group 1, Application of risk management to med
developed this rationale to document its reasoning for establishing the various requirements\con
first ¢dition of this International Standard. During the development of this edition, this rationale wa
take Jaccount of normative changes. Those who make future revisions to this International Stang
this annex, along with experience gained in the use of this International Standard,(te‘make this
Stanfard more useful to manufacturers, regulatory bodies and health care providers:

A standard for the application of risk management to medical devices became important largely
the ihcreasing recognition by regulators, that the manufacturer shouldiapply risk managemen
devig¢es. No medical device risk management standard existed, and this International Standa
written to fill that gap. ISO/TC 210 Working Group 4 was formed to.develop the new Internation

71:2007(E)

cal devices,
tained in the
s updated to
ard can use
International

because of
t to medical
d has been
al Standard.

Almgst simultaneously, drafters of the third edition of IEC 60601+1[23] planned to have risk management

incluged in the standard then under development. They saw the.need for a separate risk manage
and [formed Working Group 15 of IEC/SC 62A. RecognisingJthat the efforts of these two wo
overlapped, IEC and ISO formed the Joint Working Group 1 (JWG 1) on risk management cq
menmnbership of both working groups. This collaboration<resulted in the publication of ISO 14971
ISO jand an IEC logo. ISO and IEC also recognise.'each other’s single-logo standards as the
standlards covering their respective subjects. Thexddal logo signifies that the standard has bee)
jointly by both communities, through the ISO Member Bodies and the IEC National Committees.

ment activity
king groups
mbining the
with both an
international
n developed

Wheh discussions began on the international risk management standard, crucial features of risk mnanagement

needed to be addressed, such as the process of risk evaluation, as well as the balancing of risks

ity of medical devices and their applications cannot be completely addressed through pr
ards. The recognition_of.these facts and the consequent need to manage risks from meq
throdghout their life-cycle-led’to the decision to develop ISO 14971.
The
man
man
inclu
man

original plan was-to write the standard in several parts, each dealing with a specific a
hgement. 1SO14971-1, covering risk analysis, was intended as the first part of an
hgement standard. Later, it was decided that it was better to develop a single documen
He all aspects of risk management. The main reason for this was that it was appars

and benefits
bgnised that
€ increasing
oduct safety
lical devices

spect of risk
overall risk
t that would
ent that risk

hgement would be mandated by several regulatory regimes in the world. It was therefore no
or ng¢ceSsary to have a separate standard on risk analysis available. Also, making one risk
stanﬁard instead of having several parts would much better show the coherence between the se

onger useful
anagement

\T(]aral aspects

of risk management.

This edition of ISO 14971 was developed to address the need for additional guidance on its application. Minor
changes were made to the normative section, such as the addition of the requirement to plan for post-
production monitoring and the removal of the requirement for traceability from the risk management report.
New guidance on the relationship between hazards and hazardous situations was developed and placed in
Annex E (formerly Annex D). Each use of these terms in this International Standard was reviewed to ensure
consistency with this guidance.

The following text gives further information on the clauses and subclauses in ISO 14971.
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A.2 Rationale for requirements in particular clauses and subclauses

A.2.1 Scope

As explained in the introduction to this International Standard, a risk management standard applying to the
design and manufacturing of all medical devices is required. IVD medical devices are specifically mentioned in
the scope to avoid any misunderstanding that, due to different regulations, might be excluded from this
International Standard.

Risks can be introduced throughout the product life-cycle, and risks that become apparent at one point in the
life-cycle can be managed by action taken at a completely different point in the life-cycle. For this reason, the
standard ner to be a complete life-cycle standard. This means that the standard instructs manufacturers to

apply risk management principles to a medical device from its initial conception until its(ultimate
decommissipning and disposal.

The
ks to

pf this International Standard does not include decisions on the use of a medical device,
se a medical device in the context of a particular clinical procedure requires the residual ris

The scope
decision to

be balanceq
alternative p
associated Vi

against the anticipated benefits of the procedure or the risks and antiCipated benefi
rocedures. Such judgements should take into account the intended us€, ‘performance and
ith the medical device as well as the risks and benefits associated withthe clinical procedu

ts of
risks
re or

the circumst jonal

with knowled

bnces of use. Some of these judgements can be made only by a qualified health care profess
ge of the state of health of an individual patient and the patient's.-own opinion.

Although thgre has been significant debate over what constitutes an accéptable level of risk, this International
Standard dqes not specify acceptability levels. Specifying a universal ‘level for acceptable risk could be
inappropriat¢. This decision is based upon the belief that:

ke a

the wid¢ variety of medical devices and situations covered.by this International Standard would ma
universal level meaningless;

local lay for a

particul

s, customs, values and perception of risk are ' more appropriate for defining risk acceptability
r culture or region of the world.

Because not all countries require a quality management system for medical device manufacturers, a q
managemenit system is not a requirement of ‘this International Standard. However, a quality manage
system is extremely helpful in managing.risks properly. Because of this and because most medical d
manufacturers do employ a quality management system, this International Standard is constructed so t
can easily b¢ incorporated into the quality management system that they use.

Lality
ment
bvice
nat it

A.2.2 Terms and definitions

built
tions

To avoid inv
upon the wg
have been u

bnting a host«f mew and possibly unfamiliar terms, this International Standard is intentionally
alth of risk\management information both in standards and in the literature. Existing defin
5ed whereyer possible. The primary sources for the definitions are:

ISO/IEQ Guide 51:1999, Safety aspects — Guidelines for the inclusion in standards

ISO 9000:2005, Quality management systems — Fundamentals and vocabulary
ISO 13485:2003, Medical devices — Quality management systems — Requirements for regulatory
purposes

Some of these definitions have a slightly different meaning in this International Standard. For example, JWG 1
intended the definition of “harm” (2.2) to include unreasonable psychological stress or unwanted pregnancy as
part of “damage to the health of people.” It was known that risk management would be made mandatory,
either explicitly or implicitly, in many countries and regions of the world. An attempt was therefore made to use
definitions that would be widely acceptable in a regulatory sense. For example, the term, “manufacturer” (2.8),
while based on the medical device directive in the EU, is consistent with the definition used in the United
States. The term, “medical device” (2.9), was taken from I1SO 13485[8], which adopted the definition developed
by the Global Harmonization Task Force (GHTF). See bibliographic reference [38].
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The definition of the term, “intended use” (2.5) combines the definition of “intended use” as used in the United
States and “intended purpose,” which is the term in the European Union. These terms have essentially the
same definition. It was intended that, when considering the intended use of a medical device, the
manufacturer take account of the intended users of the product.

Seven other terms in ISO 14971 are not based on definitions in other standards. These are “life-cycle” (2.7),
“post-production” (2.11), “risk control” (2.19), “risk evaluation” (2.21), “risk estimation” (2.20), “risk
management” (2.22), and “risk management file” (2.23). The definition of “life-cycle” was necessary to make it
clear that the term as used in this International Standard covers all aspects of the existence of a medical
device. A definition of "post-production” was added to emphasise that the entire life-cycle of the medical
device is important for risk management. The definition for “risk control” was provided to be consistent with the
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the term “current values of society”. In this edition, this reference has been removed for
s that the definition of the term should not contain a requirement, and the other is that “cdrr
ty” is an imprecise term. The removal of the term from the definition is compensated ifor by
oncept is already in the introduction and by providing additional normative requirements
hgement policy and by guidance on risk acceptability. The definition for “risk management”
ise of a systematic approach and the need for management oversight* The concep
hgement file” was originally expressed in IEC 60601-1-4[24]1 but the defipition was changed

ition in IEC 60601-1-4 refers to quality records, which need not exist forcompliance with ISO

Hefinition of “top management” (2.26) uses the definition from 1SO9000:2005[41. It applies t
pup at the highest level in an organization.

B General requirements for risk management

.1 Risk management process

lause 3.1 requires the manufacturer to establish a risk management process as part of the
cal device. This is required so that the manufacturer can systematically ensure that the requi
n the process. Risk analysis, risk evaluation’and risk control are commonly recognised as es
5k management. In addition to these-‘elements, this International Standard emphasises

hgement process does not end with the design and production (including, as relevant,
aging, and labelling) of a medical device, but continues on into the post-production phase. T
pring of post-production information was identified as a required part of the risk managem
ermore, it was felt that (when a manufacturer employs a quality management systq
hgement process should be)fully integrated into that quality management system.

ugh risk management activities are highly individual to the medical device being evaluate
elements that ne€d to be included in the risk management process. This clause addresss

hgement to medical devices.

lauses 32 and 3.3 closely follow some requirements of quality management system standa

k evaluation
WO reasons:
bnt values of
the fact that
for the risk
emphasises
t of a “risk
because the
14971.

b the person

design of a
ed elements
sential parts
hat the risk
sterilization,
herefore, the
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m, the risk

d, there are
s that need.

clause also reeagnises that there can be some differences in regulatory approach to applying risk

rds. In some
e device is

tries, a quality management system is always required to market a device (unless th

spec]

fieally exempted). In other countries manufacturers can choose whether to apply a quality management

system. However, the requirements of subclauses 3.2 and 3.3 are always needed for an effective risk
management process, whether or not the manufacturer operates all the other elements of a quality
management system.

A.2.3.2 Management responsibilities

The commitment of top management is critical for an effective risk management process. These individuals
should take responsibility for overall guidance of the risk management process and this subclause is intended
to emphasise their role. In particular:

a)

complying, to the letter, with the other requirements of this International Standard;
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ment techniques (see A.2.3.3);

establish a policy on how acceptable risks will be determined;

d)

risk management is a specialized discipline and requires the involvement of individuals trained in risk

because this International Standard does not define acceptable risk levels, top management is required to

risk management is an evolving process and periodic review of the risk management activities is needed

to ascertain whether they are being carried out correctly, to rectify any weaknesses, to implement

improve

ments, and to adapt to changes.

A.2.3.3 Qualification of personnel

It is most im
managemen

how the

how the

how the

how the

In general, this will require several representatives from various functions or disciplines, each contributing
bwledge. The balance and relation between individuals performing risk management tasks should

specialist kn
be considere

Records of
duplication g
not require t

A.2.3.4 Risk management plan

A risk management plan is required because:

how to apply the risk management process.

portant to get people with the expertise necessary to perform risk management tasks(Thg
t process requires people with expertise in areas such as:

medical device is constructed;
medical device works;
medical device is produced;

medical device is actually used;

d.

nd because of confidentiality and data_protection considerations, this International Standard
nese records to be kept in the risk management file.

nized approach is essential for good risk management;
provides the readmap for risk management;
encourages/objectivity and helps prevent essential elements being forgotten.

s a)tof) (subclause 3.4) are required for the following reasons.

=X H-P- 3 raant

o

risk

their

the appropriate qualifications are requiredto provide objective evidence. In order to avoid
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the other identifies the phase of the life-cycle covered by each element in the plan. By defining the scope,
the manufacturer establishes the baseline on which all the risk management activities are built.

Allocation of responsibilities and authorities are needed to ensure that no responsibility is omitted.

management.

a) anorga
b) the plan
c) the plan
The element
— There a

risk ana
18

lysis begins. This helps make the process in Clause 5 to be objective.

Review of activities such as risk management is included as a generally recognised responsibility of

The criteria for risk acceptability are fundamental to risk management and should be decided upon before
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Verification is an essential activity and is required by 6.3. Planning this activity helps ensure that essential

resources are available when required. If verification is not planned, important parts of the verification
could be neglected.

Device specific methods for obtaining production and post-production information need to be established
so that there is a formal and appropriate way to feed back production and post-production information into
the risk management process.

The requirement to keep a record of changes is to facilitate audit and review of the risk management process

for a
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A.24.1

The second paragraph describes how to deal withthe availability of a risk analysis for a similar m4
The hote informs users of this International Standard that when adequate information already exig
should be applied to save time, effort and.other resources. Users of this International Standarg
careful, however, to assess systematically.the previous work for applicability to the current risk an

Note| that details required by a), b), and c) form the basic minimum data set for ensuring tracealt
impgrtant for management reviews:and for subsequent audits. The requirement in c¢) also helps ¢

in th

A.2.4

This
devig
user
devig

particular medical device.

.5 Risk management file
International Standard uses this term to signify where the manufacturer can locate orfind thq

pss and enables more efficient auditing to this International Standard. Traceability is 1
pbnstrate that the risk management process has been applied to each identified\hazard.

pleteness is very important in risk management. An incomplete task can mean that an identifi
ontrolled and harm to someone can be the consequence. The problem an result from incom
stage of risk management, e.g. unidentified hazards, risks notiassessed, unspecified
sures, risk control measures not implemented or risk control medsures that prove ineffective
pded to establish completeness of the risk management process,

Risk analysis

Risk analysis process

scope of the analysis and ‘verifies completeness.

1.2 Intended use and’identification of characteristics related to the safety of the medi
step forces the.manufacturer to think about all the characteristics that could affect safety of]
e. The manufacturer should also consider the intended user(s) of the medical device, e.g., v
or a trainéd‘medical professional will use the medical device. This analysis should consider
es can:also be used in situations other than those intended by the manufacturer and in sit
those foreseen when a medical device is first conceived. Medical devices are freque

haza

iohs ‘other than those intended by the manufacturer and in situations other than those fore

rds due to potential uses of their medical device.

locations of

e records and other documents applicable to risk management. This facilitates, the risk mnanagement

ecessary to

ed hazard is
pleteness at
risk control
Traceability

pdical device.
ts it can and

need to be
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Annex C is intended to be helpful in describing the characteristics of the medical device and the environments
in which it is used. It cannot be emphasised too strongly that this list is not exhaustive. Every manufacturer
should be creative in determining the relevant safety characteristics for the medical device under investigation.
The list in Annex C was originally taken from ISO 14971-1 with some additions made as a result of comments
on drafts of that standard. The list ought to stimulate thinking of “where can things go wrong.” Annex H on in
vitro diagnostic medical devices has been developed by ISO/TC 212, Clinical laboratory testing and in vitro
diagnostic test systems, for use in this International Standard. Annex | on toxicological hazards has been
taken from Annex B of ISO 14971-1 with only minor changes.
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A.2.4.3 Identification of hazards

This step requires that the manufacturer be systematic in the identification of anticipated hazards in both
normal and fault conditions. The identification should be based upon the safety characteristics identified in 4.2.

A.2.44 Estimation of the risk(s) for each hazardous situation

A risk can only be assessed and managed once a hazardous situation has been identified. Documenting the
reasonably foreseeable sequences of events that can transform a hazard into a hazardous situation allows

this to be done systematically.

Annex E is p
and giving €
hazardous s
events that
recognise ar

The list as
creative thin

This is the fi
hazardous s
was written
when it ma
probability a
categorizing
defined and
consistently

Some haza
consensus (
harm canno
separately a

Frequently,
done only in

Annex D ha
sources, in
IEC 60300-3

rovided to help manufacturers identify hazards and hazardous situations by listing typical hazards

xamples to demonstrate the relationships between hazards, foreseeable sequences of'e

nts,

tuations and associated possible harm. This is especially important when there is a sequente of

can lead to a hazardous situation and maybe in the end to harm. The manufacturer s
d identify these sequences of events in order to address risk properly (see Figuré E:1).

hjiven in Annex E is non-exhaustive and is not intended as a checklist, but rather to stim
ng.

ould

ulate

nal step of risk analysis. The difficulty of this step is that estimation. of risk is different for ¢very

tuation that is under investigation as well as for every medical device. Therefore, this subcl
generically. Because hazards can occur both when the medical device functions normally
functions, one should look closely at both situations. In\practice, both components of
nd consequence, should be analysed separately. When a-manufacturer uses a systematic w
the severity levels or probability of occurrence of harm; the categorization scheme shou
recorded in the risk management file. This enables‘the manufacturer to treat equivalent
pnd serves as evidence that the manufacturer has done so.

rdous situations occur because of systematic faults or sequences of events. There i
n how to calculate the probability of a systematic fault. Where the probability of occurren

ause
and
risk,
ay of
d be
risks

-

5 NO
ce of

t be calculated, hazards still have to\be addressed and listing resulting hazardous situations

lows the manufacturer to focus on reducing the risks due to these hazardous situations.

jood quantitative data are notweadily available. The suggestion that estimation of risk shou
a quantitative way has therefore been avoided.

5 been provided as helpful guidance on risk analysis. The information originates from se
cluding |EC 60300-3-9121]. This International Standard recognised the usefulnes:
-9[21] and extended:it to apply to all medical devices and all phases of the risk manage

process. Alfhough risk charts and risk matrices are used extensively in Annex D as examples,

International

A.2.5 Risk

Standard doesnot require their use.

evaluation

Decisions ha

d be

veral
of
ment

this

p

ve'to be made about the acceptability of risk. Manufacturers can use the recently estimated

risks

and evaluate them using the criteria for risk acceptability defined in the risk management plan. They can
screen the risks to determine which ones need to be reduced. Clause 5 was carefully worded to allow the user
of this International Standard to avoid unnecessary work.

A.2.6 Risk

A.2.6.1

control

Risk reduction

It is intended that steps 6.2 to 6.7 make up a logical sequence of stages. This systematic approach is
important since it ensures that relevant information is available when required.
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A.2.6.2 Risk control option analysis

Often there will be more than one way to reduce a risk. There are three mechanisms listed:

a) inherent safety by design;
b) protective measures in the medical device itself or in the manufacturing process;
c) information for safety.

71:2007(E)

These are all standard risk reduction measures and are derived from ISO/IEC Guide 512]. The priority order

IS Tmportant., This principle 15 found i several praces, inciuding TEC/TR 6051322 and 1oc3
ations (e.g. the European Medical Device Directivel34]). If practicable, the medical devic
ned to be inherently safe. If this is not practicable, then protective measures such as‘\barrig
ppropriate. The least preferred protective measure is a written warning or contra-indication.

liste
regu
desig
are g

It is tecognised that one possible result of the risk control option analysis could be that there is n
way pf reducing the risk to acceptable levels according to the pre-established criteria for risk accq
exa
risk. |In this case, a risk/benefit analysis can be carried out as described-in"6.5 to determine
bengfit of the medical device, to the patient, outweighs the residual risk. This option is included a
the gtandard to make sure that every effort was first made to reduce risks to the pre-establishe
levelp.

A.2.6.3 Implementation of risk control measures
Two
mea
mea

verify

distinct verifications are included. The first verification is required to make sure that the
bure has been implemented in the final design. The second verification is required to ens
bure as implemented actually reduces the riskz;In some instances, a validation study can
ing the effectiveness of the risk control measure.

A.2.6.4 Residual risk evaluation

A ch
If the
asse
to wi

bck was introduced here to determine whether the implemented measures have made the ris
risk is not less than the criteria‘established in the risk management plan, manufacturers are
5s additional risk control méasures. This iterative procedure should be continued until the rig
hin the acceptable levels.established in the risk management plan.

The
decig
shou

ions. However,.itis the manufacturer's decision as to what and how much information on
Id be provided; This requirement is consistent with the approach taken in many countries and

A.2.6.5 Risk/benefit analysis

Ther|

will be some occasions where the risk of a medrcal device i is greater than the manufacture

| or regional
e should be
rs or alarms

b practicable
ptability. For

ple, it could be impractical to design a life-supporting medical device with such an acceptable residual

whether the
this point in
1 acceptable

risk control
ure that the
be used for

k acceptable.
instructed to
k is reduced

user should be provided with relevant information on residual risks so that the user can make informed

residual risk
regions.

s criteria for

r which they

have done a careful evaluatron and can show thatthe benefrt of themedrcal devrce outwerghs the risk. It is

important for users to be informed of significant residual risks and resulting benefits so that inform
can be made. See Annex J.

A.2.6.6 Risks arising from risk control measures

ed decisions

This subclause recognises that risk control measures alone or in combination might introduce a new and

sometimes quite different hazard and that measures introduced to reduce one risk might increase

© 1SO 2007 — All rights reserved
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A.2.6.7 Completeness of risk control

At this stage, the risk of all the hazards should have been evaluated. This check was introduced to ensure that
no hazards were left out in the intricacies of a complex risk analysis.

A.2.7 Eval

uation of overall residual risk acceptability

During the process defined by Clauses 4 to 6, manufacturers identify hazards, evaluate the risks, and
implement risk control measures in their design one at a time. This is the point where the manufacturer has to
step back, consider the combined impact of the individual residual risks, and make a decision as to whether to
proceed with the medical device. It is possible that the overall residual risk can exceed the manufacturer’s

criteria for agceptable risk, even though individual residual risks do not. This is particularly true for con
systems and medical devices with a large number of risks. Even if the overall residual risk exceeds the)cn
in the risk management plan, the manufacturer has an opportunity to do an overall risk/benefit evaluati

nplex
teria
bn to

determine whether a high-risk, but highly beneficial, medical device should be marketed. It is important for

users to be| informed of significant overall residual risks. Thus, manufacturers are instriucted to in
pertinent infgrmation in the accompanying documents.

A.2.8 Risk|management report

The risk mamagement report is a crucial part of the risk management file. It is intended to be a summary ¢

review of thg
provides evi
fulfilled and
traceability b
and analyssq
envisioned K
3.5 was mog

A.2.9 Prod

It cannot be
production.

medical dev
a functioning
production o
the hands ¢
information

managemen
the practica

process. With the post-preduction information the risk management process truly becomes an iterative clg
loop processy.

In this seco
production in

final results of the risk management process. The report serves’as the high level documen
Hence that the manufacturer has ensured that the risk management plan has been satisfag
results confirm that the required objective has been achieved. The first edition required
e part of the risk management report. This requirementwas deleted because for complex de
s traceability makes the risk management report much more extensive than was orig
y the Joint Working Group 1. Traceability still has:to, be part of the risk management file, ar
ified to require this.

uction and post-production information

emphasised too often that risk management does not stop when a medical device goes
Risk management often begins with" an idea where there is no physical manifestation o
ce. Risk estimates can be refined. throughout the design process and made more accurate

I quality records. However,"\no amount of modelling can substitute for an actual medical devi
f actual users. Therefore; the manufacturers should monitor production and post-produ
for data and information that can affect their risk estimates and, consequently, their
t decisions. The manufacturer should also take into account state-of-the-art considerations
ility of applying~them. The information should also be used to improve the risk manage

nd edition of this International Standard, the title of this section has been changed from
formation” to “Production and post production information” in recognition of the fact that impd
ment information can be acquired as early as the initiation of manufacturing of a device

tlude

f the

that
torily

that
vices
nally
d so

into
f the
wvhen

prototype is built. Information-for use in risk management can come from any source, incliiding

ce in
ction
risk
and
ment
sed-

Post-
rtant

risk manage

The

requirements in the clause have also been rewritten to emphasise the sequence of steps expected of the

manufacture
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Annex B
(informative)

Overview of the risk management process for medical devices

Figure B.1 is provided to give the user of this International Standard an overview of the risk management
process. It is for illustrative purposes only. As indicated in Figure B.1, the process needs to be iterative,

cove

ing each risk in turn, and returning to earlier steps if risk control measures infroduce new

hazards or if

new

nformation becomes available.
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Risk
analysis

Risk
evaluation

Risk
control

Overall residual
risk evaluation

Production and
post-production information
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N

N

Y

Intended use
Identify characteristics (4.2)

1

Identify known or foreseeable hazards (4.3)

Y

Estimate risk(s) for hazardous situation(s) (4.4)

No tsTisk

A

reduction necessary?

®)

v Yes

Identify appropriate risk control measure(s),
record risk control requirements (6.2)

Is the risk

No

reductible?
(6.2)

Implement, record and verify appropriate measures (6.3)

No Is the residual

risk acceptable?
(6.4)

new hazards or

Yes hazardous situations

A

introduced or exiting risk§
affected?
(6.6)

A

Are all

No identified hazards

considered?
(6.7)

Is overall
residual risk acceptable?
(Clause 7)

No

Y

Do medical
benefits outweigh the
overall residual risk?

(Clause 7)

Do medical
benefits outweigh the >

residual risk?
(G.V

No

No

Y

-

~es

Yes

Prepare risk management report (Clause 8)

Y

Review production and post-production
information (Clause 9)

Yes Is reassessment

A

of risk necessary?
(Clause 9)

\

A J

(Unacceptable)

Figure B.1 — Overview of risk management activities as applied to medical devices
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Annex C
(informative)

Questions that can be used to identify medical device characteristics

CA

Subg
affed
med
man
med
main
follo
affeq

The
that

parti
relat

C.2

C.2.

Fact

that could impact on safety

General

lause 4.2 requires that the manufacturer identifiy those characteristics of the medicalhdevid
t safety. Consideration of these characteristics is an essential step in identifying the ha
cal device as required in 4.3. One way of doing this is to ask a series of gliestions co
ifacture, intended users, intended use, reasonably foreseeable misuse, and- ultimate dis|
cal device. If one asks these questions from the point of view of all the individuals involved
tainers, patients, etc.), a more complete picture can emerge of where(the hazards can be
ving questions can aid the reader in identifying all the characteristics70f the medical devig
t safety. H.2.5.4 contains points to consider in estimating risk to the patient from IVD medical

ist is not exhaustive, or representative of all medical devices,and the reader is advised to a
can have applicability to the particular medical device and t@ skip questions that are not re

Cular medical device. The reader is also advised to considereach question not only on its ow
on to others.

Questions

[ What is the intended use and how-is the medical device to be used?
brs that should be considered include:

vhat is the medical device'stole relative to

— diagnosis, preventien, monitoring, treatment or alleviation of disease,
compensation:for injury or handicap or

replacement or modification of anatomy, or control of conception?

what are-the indications for use (e.g. patient population)?

e that could
vards of the
hcerning the
posal of the
(e.g., users,
e found. The
e that could
devices.

id questions
evant to the
n but also in

Hoes the medical device sustain or support life?

is special intervention necessary in the case of failure of the medical device?

C.2.2 Is the medical device intended to be implanted?

Factors that should be considered include the location of implantation, the characteristics of the patient
population, age, weight, physical activity, the effect of ageing on implant performance, the expected lifetime of
the implant, the reversibility of the implantation.

© 1SO 2007 — All rights reserved
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C.2.3 Is the medical device intended to be in contact with the patient or other persons?

Factors that should be considered include the nature of the intended contact, i.e. surface contact, invasive
contact, or implantation and, for each, the period and frequency of contact.

C.2.4 What materials or components are utilized in the medical device or are used with, or

are in cont
Factors that

compati

act with, the medical device?
should be considered include:

iIify with relevant substances:

compati
whether

is the d¢

NOTE S

C.2.5 Iser
Factors that

the typel

its contr]

whether

bility with tissues or body fluids;

characteristics relevant to safety are known;

vice manufactured utilizing materials of animal origin?
be Annex | and also the ISO 22442 series of standards[19].
ergy delivered to or extracted from the patient?
should be considered include:

of energy transferred;

pl, quality, quantity, intensity and duration;

C.2.6 Are substances delivered to or extracted from the patient?

Factors that

whether

whether

the max

C.2.7 Are
transfusio

should be considered include
the substance is delivered‘or' extracted;
it is a single substapce-or range of substances;

imum and minimum transfer rates and control thereof.

n or transplantation?

Factors that

energy levels are higher than those currently-used for similar devices.

biologicalymaterials processed by the medical device for subsequent re-use,

shiould be considered include the type of process and substance(s) processed (e.g.

auto-

transfusion, dialysis, blood component or cell therapy processing).

C.2.8 Is the medical device supplied sterile or intended to be sterilized by the user, or are
other microbiological controls applicable?

Factors that

26

should be considered include

whether the medical device is intended for single use or re-use packaging;
shelf-life issues;

limitation on the number of re-use cycles;
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method of product sterilization;

— the impact of other sterilization methods not intended by the manufacturer.

C.2.9 Is the medical device intended to be routinely cleaned and disinfected by the user?

Factors that should be considered include the types of cleaning or disinfecting agents to be used and any
limitations on the number of cleaning cycles. The design of the medical device can influence the effectiveness
of routine cleaning and disinfection. In addition, consideration should be given to the effect of cleaning and

disin

C.2.

Fact

C.2.

Fact
mea

C.2.

fecting agents on the safety or performance of the device.

|10 Is the medical device intended to modify the patient environment?
brs that should be considered include:

emperature;

humidity;

htmospheric gas composition;

bressure;

ight.

i1 Are measurements taken?

brs that should be considered include the variables measured and the accuracy and the prg
surement results.

2 Is the medical device interpretative?

Factprs that should be considered,include whether conclusions are presented by the medical
inpuf or acquired data, the algorithms used, and confidence limits. Special attention should
uninfended applications of the-data or algorithm.

C.2.

3 Is the medicalidevice intended for use in conjunction with other medical dey

medicines or other-medical technologies?

Fact

prs that should be considered include identifying any other medical devices, medicines or o

techmologies.that can be involved and the potential problems associated with such interactiong
patieint compliance with the therapy.

C.2.

cision of the

device from

be given to

yices,

ther medical
, as well as

f4-Are there unwanted outputs of energy or substances?

Energy-related factors that should be considered include noise and vibration, heat, radiation (including
ionizing, non-ionizing, and ultraviolet/visible/infrared radiation), contact temperatures, leakage currents, and
electric or magnetic fields.

Substance-related factors that should be considered include substances used in manufacturing, cleaning or
testing having unwanted physiological effects if they remain in the product.

Other substance-related factors that should be considered include discharge of chemicals, waste products,
and body fluids.

© 1SO 2007 — All rights reserved
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C.2.15 Is the medical device susceptible to environmental influences?

Factors that should be considered include the operational, transport and storage environments. These include
light, temperature, humidity, vibrations, spillage, susceptibility to variations in power and cooling supplies, and

electromagn

etic interference.

C.2.16 Does the medical device influence the environment?

Factors that

should be considered include:

— the effects on power and cooling supplies:

— emissiop of toxic materials;

— the gengration of electromagnetic disturbance.

C.2.17 Are|there essential consumables or accessories associated with the.medical devige?
Factors thafl should be considered include specifications for such consumables~or accessories and any
restrictions glaced upon users in their selection of these.

C.2.18 Is maintenance or calibration necessary?

Factors that should be considered include:

— whethern maintenance or calibration are to be carried out by:the operator or user or by a specialist;

— are spegial substances or equipment necessary for proper maintenance or calibration?

C.2.19 Dogs the medical device contain software?

Factors that|should be considered include whether software is intended to be installed, verified, modified or
exchanged hy the operator or user or by a specialist.

C.2.20 Dogs the medical device have a restricted shelf-life?

Factors that|should be considefed include labelling or indicators and the disposal of such medical deyices
when the expiration date is reached.

C.2.21 Are|there any delayed or long-term use effects?

Factors that|should.be considered include ergonomic and cumulative effects. Examples could include pumps
for saline that_corrode over time, mechanical fatigue, loosening of straps and attachments, vibration efTects,
labels that wiear/or fall off, long term material degradation.

C.2.22 To what mechanical forces will the medical device be subjected?

Factors that should be considered include whether the forces to which the medical device will be subjected
are under the control of the user or controlled by interaction with other persons.

C.2.23 What determines the lifetime of the medical device?

Factors that

28

should be considered include ageing and battery depletion.
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C.2.24 Is the medical device intended for single use?

Factors that should be considered include: does the medical device self-destruct after use? Is it obvious that
the device has been used?

C.2.25 Is safe decommissioning or disposal of the medical device necessary?

Factors that should be considered include the waste products that are generated during the disposal of the
medical device itself. For example, does it contain toxic or hazardous material, or is the material recyclable?

C.2.26 . Y P ea ; ; ol teoinis secial

Factors that should be considered include the novelty of the medical device and the likely skill afd training of
the pgerson installing the device.

C.2.27 How will information for safe use be provided?
Factors that should be considered include:

— whether information will be provided directly to the end user by the manufacturer or will if involve the
participation of third parties such as installers, care providers, health care professionals or|pharmacists

and whether this will have implications for training;

— fommissioning and handing over to the end user and-whether it is likely/possible that installation can be
carried out by people without the necessary skills;

— based on the expected life of the device, whéther re-training or re-certification of operatofs or service
bersonnel would be required.

C.2.28 Will new manufacturing processes need to be established or introduced?

Factors that should be considered include new technology or a new scale of production.

C.2.29 Is successful application of the medical device critically dependent on human factors
such as the user interface?

C.2.29.1 Can the useriinterface design features contribute to use error?

Factprs that should be considered are user interface design features that can contribute tp use error.
Examples of.inferface design features include: control and indicators, symbols used, ergonomnic features,
physjcal desigh and layout, hierarchy of operation, menus for software driven devices, visibility jof warnings,
audibpility’. of alarms, standardization of colour coding. See IEC 60601-1-6[2%] for additional guidance on
usabjlityyand IEC 60601-1-8[26] for guidance on alarms.

C.2.29.2 Is the medical device used in an environment where distractions can cause use error?
Factors that should be considered include:

— the consequence of use error;

— whether the distractions are commonplace;

— whether the user can be disturbed by an infrequent distraction.
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C.2.29.3 Does the medical device have connecting parts or accessories?

Factors that should be considered include the possibility of wrong connections, similarity to other products’

connections,

connection force, feedback on connection integrity, and over- and under-tightening.

C.2.29.4 Does the medical device have a control interface?

Factors that should be considered include spacing, coding, grouping, mapping, modes of feedback, blunders,
slips, control differentiation, visibility, direction of activation or change, whether the controls are continuous or
discrete, and the reversibility of settings or actions.

C.2.29.5 Dd
Factors that

of the user,
accessibility

C.2.29.6 Is

Factors that
settings, na

importance ¢f control function relative to its accessibility and the impact of-d€viating from specified oper

procedures.

C.2.29.7 Wijll the medical device be used by persons with special-needs?

Factors that
ergonomic g
influence the
handicappeq
person to er
various skill

C.2.29.8 C4dn the user interface be used‘to initiate user actions?

Factors that
controlled of
for this cond

C.2.30 Doe

Factors that
unreliable re

es the medical device display information?

should be considered include visibility in various environments, orientation, the visual capab
populations and perspectives, clarity of the presented information, units, colour coding, an
of critical information.

the medical device controlled by a menu?

should be considered include complexity and number of layers, awareness of state, locati
igation method, number of steps per action, sequence clarity and_memorization problems

should be considered include the user, their mental and physical abilities, skill and trai

use of the medical device. Special attention 'should be paid to users with special needs, su
persons, the elderly and children. Theirspecial needs might include assistance by an
able the use of a medical device. Is the medical device intended to be used by individuals|
evels and cultural backgrounds?

should be considered includé the possibility of initiatinig a deliberate action for the user to en
eration mode, which enlarges the risks for the patient and which creates awareness for the
tion.

s the medical\device use an alarm system?

works. GuidTnce for alarm systems is given in IEC 60601-1-8[26],

motecalarm systems, and the medical staff's possibility of understanding how the alarm sy

lities
1 the

bn of
and
ating

ning,

spects, the use environment, installation requirements, and the patient's capability to contiol or

h as
bther
with

ter a
user

should be considered are the risk of false alarms, missing alarms, disconnected alarm systems,

stem

C.2.31 In what way(s) might the medical device be deliberately misused?

Factors that should be considered are incorrect use of connectors, disabling safety features or alarms, neglect
of manufacturer's recommended maintenance.

C.2.32 Does the medical device hold data critical to patient care?

Factors that

30

should be considered include the consequence of the data being modified or corrupted.
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C.2.33 Is the medical device intended to be mobile or portable?

Factors that should be considered are the necessary grips, handles, wheels, brakes, mechanical stability and
durability.

C.2.34 Does the use of the medical device depend on essential performance?

Factors that should be considered are, for example, the characteristics of the output of life-supporting devices
or the operation of an alarm.

SeeiWﬂMWMMWMﬂLM@LM@LaM medical
electrical systems.
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Annex D
(informative)

Risk concepts applied to medical devices

dical

that

n the
h the
this

D.1 General

This annex provides guidance on the following risk concepts important for managing the risks of~me
devices:

— hazarddg and hazardous situations;

— risk estimation;

— risk acceptability;

— risk control;

— risk/bengfit analysis;

— overall fisk evaluation.

Risk is defined in 2.16 as the combination of the probability.'of ‘'occurrence of harm and the severity o
harm. This does not mean that the two factors are multiplied’to arrive at a risk value. One way to describg risk
and to visualize the meaning of the definition could be done by a two-dimensional risk chart.

The risk chat such as shown in Figure D.1 can provide a visual representation of the severity of harm o
x-axis and the probability of occurrence of harm>on the y-axis. For each hazard or hazardous situatio
estimation of severity and probability of harm‘ean be plotted as an individual point on the risk chart. I
example, thg estimated risks (R4, R, R3..,.)\are plotted on the chart.
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Y A
X
Key
X i:l:creasing severity of harm
Y imcreasing probability of occurrence of harm

Figure D.1 — Example of a risk chart

D.2|Hazards and hazardous situations

D.2. General

Medical devices only causé harm if a sequence of events occurs, which results in a hazardous situation and
which then could cause-0rlead to harm. A sequence of events includes both a single event and ¢gombinations
of events. A hazardous situation occurs when people, property or the environment are exposed tola hazard.

Anngx C provides.guidance in the form of questions on characteristics of medical devices thaf can help in
identifying hazands. Annex E provides guidance on identifying hazards and sequences of events that can lead
to a hazardous situation. Annex H provides guidance on identifying hazards and sequences of events that can
lead [to hazardous situations and harm for in vitro diagnostic medical devices.

It needs to be emphasised that hazardous situations can arise even when there are no faults, i.e. in the
normal condition for the medical device.

D.2.2 Hazardous situations arising from faults

D.2.2.1 General

In cases where a hazardous situation only occurs due to a fault, the probability of a fault is not the same as
the probability of the occurrence of harm. A fault does not always result in a hazardous situation, and a
hazardous situation does not always result in harm.
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Particular attention is usually paid to hazardous situations arising from faults in the medical device. It is
important to understand that there are generally two types of fault that can lead to a hazardous situation:
random and systematic faults.

D.2.2.2 Hazardous situations resulting from random faults

For many events, a numerical value can be given for the probability that the fault will occur. Some examples of
random faults are given below.

— The failure of a part such as an integrated circuit in an electronic assembly.

— The corftamination of an IVD reagent leading to incorrect results due to deterioration over time.

— The presence of an infectious or toxic substance in or on a medical device. A quantitative estimatg can
only bg applied to biological risks if sufficient information is known about the hazard and the
circumstances affecting the probability of the hazardous situation occurring, for example in the ugse of
sterility fssurance levels. This situation would be treated in the same way as a random_fault for hardyare.
In many other instances the presence of an infectious or toxic substance would have to be treated|as a
systematic fault (see D.2.2.3). The risk arising from the presence of a toxic substance in a device material
should lpe estimated in line with ISO 10993-17[7]. This can provide assurancethat the degree of expgsure
anticipajed from the use of the device is lower than that likely to cause harm-to health.

D.2.2.3 H3gzardous situations resulting from systematic faults

A systemati¢ fault can be caused by an error in any activity. It willcsystematically give rise to a failure when
some particylar combination of inputs or environmental conditions @arises, but will otherwise remain latent.

Errors leading to systematic faults can occur in both hardware-and software and can be introduced at any|time
during a medical device’s development, manufacture or ;maintenance. Some examples of systematic faults
are:

— an incorfrectly rated fuse fails to prevent a hazardous situation: the fuse rating might have been incorfectly
specifiefl, or the fuse is incorrectly fitted dufing manufacture or incorrectly replaced during repair;

— a softhre database does not provide\for the condition of full database: if the database is full, it i not
clear what the software will do; a 'possible consequence is that the system will simply replace existing
records|with new ones;

— a fluid, yised during the production of a medical device, has a boiling point lower than body tempergture:
residueg of the fluid canyin certain circumstances, be introduced into the blood, possibly leading {o an
embolism;

— the antilbody in_ahepatitis assay does not detect some (new) variants of the virus;

— inadequiate_“environmental control, or a breakdown in environmental control systems, leads to
contaminationwith a toxic substance or an infectious agent

The accurate estimation of systematic fault rates is difficult. This occurs primarily for the following reasons.

— Systematic fault rates are laborious and expensive to measure. Achieving a reasonable level of
confidence in the result will not be possible without extensive data on fault rates or parameters relevant to
risk control.

— Consensus does not exist for a method of estimating systematic fault rates quantitatively.

Because risk estimation is difficult in these circumstances, the emphasis should be on the implementation of
robust systems to prevent hazardous situations from arising.
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D.3 Risk estimation

D.3.1 General

Various methods can be used to estimate risk. While this International Standard does not require that a
particular method be used, it does require that risk estimation be carried out (see 4.4). Quantitative risk
estimation is preferable when suitable data are available; however, without suitable data, qualitative methods
of risk estimation can suffice.

The concept of risk is the combination of the following two components:

— the probability of occurrence of harm;

— the consequences of that harm, i.e., how severe it might be.
Risk|estimation should examine, for example:

— the initiating event or circumstance (see E.3);

— the sequence of events that could lead to a hazardous situation occurring;
— the likelihood of such a situation arising;

— the likelihood that the hazardous situation leads to harm;

— the nature of the harm that could result.

Depending on the area of application, only certain eléments of the risk estimation process need bg considered.
For ¢xample, in some instances, when the harm is 'minimal or when the probability cannot be estimated, it will
not he necessary to go beyond an initial hazard’and consequence analysis.
Risk|should be expressed in terms that fagilitate risk control decision making, for example, using harms and
probability scales and units that will \mirror actual use. In order to analyse risks, their components, i.e.
probability and severity, should be analysed separately.
A risk chart such as that shown in“Figure D.1 can provide a depiction of the estimated risks, which is useful for
later|decision making. The risks would be plotted on the chart as they are estimated. Risk matricgs developed
from|Figure D.1 will be used in examples throughout this annex. This does not imply that thismethod has
gengral applicability toomedical devices; however, it can be useful in many instances. If a risk [chart or risk

matr|x is used for ranking risks, the particular risk chart or risk matrix and the interpretation usad should be
justifled for that apptication.

D.3.R Probability

D.3.2.17 General

In situations where sufficient data are available, a quantitative categorization of probability levels is preferred.
If this is not possible, the manufacturer should give a qualitative description. A good qualitative description is
preferable to an inaccurate quantitative description. For a qualitative categorization of probability levels, the
manufacturer can use descriptors appropriate for the medical device.

D.3.2.2 Probability estimation

Although probability is in reality a continuum, in practice a discrete number of levels can be used. In this case,
the manufacturer decides how many probability levels are needed, based upon the expected confidence in the
estimates. With greater confidence, a greater number of probability levels can be used. At least three levels
should be used to facilitate decision making. The levels can be descriptive (e.g. not expected to occur during
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the lifetime of the medical device, likely to occur a few times, likely to occur frequently, etc.) or symbolic (P4,
P,, etc.). Manufacturers should define the categories explicitly so that there will be no confusion over what is
meant. A particularly effective way is to assign a range of numerical values to the discrete levels.

Probability estimation will encompass the circumstances and entire sequence of events from the occurrence
of the initiating cause through to the occurrence of harm. Implicit in the consideration of the probability of harm
is the concept of exposure. For example, if there is no exposure to a hazard, there can be no harm. Therefore
the probability of harm should take into consideration the level or extent of exposure. This includes answering

the following

types of question.

— Does the hazardous situation occur in the absence of a failure?

— Does th

— Does th

b hazardous situation occur in a fault condition?

e hazardous situation occur only in a multiple-fault condition?

— How likgly is it that a hazardous situation will lead to harm?

The likelihog
and estimate

Seven apprd
— useofr
— predictiq
— useofe
— reliabilit
— product
— post-prg
— useofe
All these ap
has strength

this way, the
results. Whe

d that a hazardous situation will lead to harm is influenced by the life-cycle 'of the medical d
d number of devices in the market.

aches are commonly employed to estimate probabilities:

tlevant historical data;

n of probabilities using analytical or simulation techniquess

xperimental data;

 estimates;

on data;

duction information;

xpert judgment.

pbroaches can be used individually or jointly. The first three approaches are complementary;
where the other has weaknesses. Wherever possible, multiple approaches should be use

y work as independent checks on each other, and this might serve to increase confidence i
n these approaches-cannot be used or are not sufficient, it might be necessary to rely on

expert judgment.

D.3.2.3 Ri

ks whoseprobability cannot be estimated

Confidence In a risk\estimate is enhanced when a quantitative estimate of the probability of occurrence ca
made on the basis of accurate and reliable data or when a reasonable qualitative estimate is pos
However, thjs-is not always achievable. For example, the probabilities of systematic faults, such as f

Bvice

each
d. In
n the
y on

n be
sible.
hose

discussed in D.2.2.3, are exfremely difficult o estimate. When the accuracy of the probability estimate is in
doubt, it is often necessary to establish a broad range for the probability, or determine that it is no worse than
some particular value. Examples where probabilities are very difficult to estimate include:

— software failure;

— situations, such as sabotage or tampering with a medical device;

— novel hazards that are poorly understood: e.g. imprecise knowledge of the infectivity of the causative
agent of Bovine Spongiform Encephalopathy (BSE) prevents quantification of the risk of transmission;

— certain toxicological hazards, such as genotoxic carcinogens and sensitizing agents, where it might not

be poss
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ible to determine a threshold of exposure below which toxic effects do not occur.
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In the absence of any data on the probability of occurrence of harm, it is not possible to reach any risk
estimate, and it is usually necessary to evaluate the risk on the basis of the nature of the harm alone. If it can
be concluded that the hazard is of little practical consequence, the risk can be judged to be acceptable and no
risk control measures are necessary. However, for significant hazards, that is, hazards which could inflict
harm of high severity such as those noted above, no level of exposure can be identified that corresponds to a
risk so low that there is no need to bother about it. In such cases, the risk estimate should be made on the
basis of a reasonable worst-case estimate of probability. In some instances, it is convenient to set this default
value of the probability to one and to base risk control measures on preventing the hazard entirely, reducing
the probability of harm to an acceptable level or in reducing the severity of the harm (see D.4).

It is usually assumed that there is an inverse relationship between the rigors of the processes used in the

design troduced or
rem [ process by
taking risk control

Toc
med

.B Severity

ol measures, the higher the required rigor of the development process.

htegorize the severity of the potential harm, the manufacturer should_dUsé-descriptors appro
cal device. Severity is, in reality, a continuum; however, in practice,~the use of a discret

external risk

briate for the
b number of

sevefity levels simplifies the analysis. In such cases, the manufacturer decides how many cdtegories are
needed and how they are to be defined. The levels can be descriptive (e.g., does not reqlire medical
interyention, requires medical intervention, requires hospitalization; causes death, etc.). They |can also be
sym:l:olic (S1, So, etc.), but, in this case, each symbol should be.explicitly defined. In either case they should
not include any element of probability. See the examples in D;34.

Severity levels will need to be chosen and justified by the manufacturer for a particular medical ¢gevice under
clearly defined conditions of use.

D.3.4 Examples

D.3.4

Sevsg
desd]
defin
set ¢
poss
Man
reprd

1.1 Qualitative analyses
ral approaches can be used for qualitative analysis. A typical approach is to use an N-by
Fibe the probabilities and sevetities of the risk associated with each hazardous situation. (
es N levels of probabilityyand M levels of severity. Each cell of the matrix represents a subs
f possible risks. Cells—are created by partitioning the range of possible probabilities and

ble consequences, A-simple example is a 3 x 3 matrix based upon the definitions in Tables
ifacturers should”make these definitions as device-specific and explicit as needed to

ducible use.

Table D.1 — Examples of qualitative severity level

Common terms Possible description

M matrix to
Dne carefully
et of the full
he range of
D.1 and D.2.
ensure their

Significant Death or loss of function or structure
Moderate Reversible or minor injury
Negligible Will not cause injury or will injure slightly

Table D.2 — Simplified examples of qualitative probability levels

Common terms Possible description

High Likely to happen, often, frequent
Medium Can happen, but not frequently
Low Unlikely to happen, rare, remote
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Using the probability as rows and the severity of the harm as columns, a 3 x 3 risk matrix is produced. The
estimated risks (R4, R,, R3,...) are entered into the appropriate cells. The result is shown in Figure D.2.

Qualitative severity levels

Negligible Moderate Significant
Qualitative High Ry R
probability Medium Ry Rs, Rg
levels
Low R4

Figure D.2 — Example of a qualitative 3 x 3 risk matrix

D.3.4.2 S¢mi-quantitative analysis

Here is an gxample of a semi-quantitative analysis. The scale is semi-quantitative because the valug for
probability has not been precisely determined but is known to be within an estimated(range (such as an ¢rder
of magnitud¢). Judgments are made on the relative values for the severity levels, but no attempt is mage to
provide a nymeric scale. In practice, severity is seldom quantified because of the difficulty in comparing the
value of a death to the value of a permanent disability or the value of ah injury that requires a sufgical
intervention.

In this example, a 5 x 5 risk matrix is used. The levels of probability and\severity are defined in Tables D.3 and
D.4 respectiyely.

Table D.3 — Example of five qualitative severity levels

Common terms Possible description

Catastrophic Results in patient death

Critical Results™ in" permanent impairment or life-threatening
injury

Serious Results in injury or impairment requiring professional
medical intervention

Minor Results in temporary injury or impairment not requiring
professional medical intervention

Negligible Inconvenience or temporary discomfort

Table D.4 — Example of semi-quantitative probability levels

Common terms

Examples of probability range

2

- "
FTCYuUTIIt

4.0
=10

Probable <103and > 10
Occasional <10*%and > 1075

Remote <10%and > 106
Improbable <106

The definitions for probability can be different for different product families. For example, a manufacturer can
choose to use one set of definitions for X-ray machines, but can have a different set of definitions for sterile
disposable dressings. Different measures of probability will be appropriate, depending upon the application.
Scales for probability can include “probability of harm per use,” “probability of harm per device,” “probability of
harm per hour of use,” etc.
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There are several significant factors and statistics that are important for analysing the probability of
occurrence. These statistics include, but are not limited to, the following.

— How often is a particular medical device used?
— What is the lifetime of the medical device?
— Who makes up the user and patient populations?

— What is the number of users/patients?

— How long and under what circumstances is the user/patient exposed?

The pstimated risks (R4, Ry, R3....) are entered into the appropriate cells.
An ekample of a completed 5 x 5 matrix is shown in Figure D.3.

Qualitative severity levels

Negligible Minor Serious Critical Catagtrophic
Frequent
Semi- Probable R, R,
qu:?)rl;taI:oai:::; Occasional R, Rg Rg
levels Remote
Improbable R4

Figure D.3 — Example-of a semi-quantitative risk matrix

Other matrices besides 3 x 3 or 5 x 5 can belutilized; however, matrices with more than five level$ can require
significantly more data to be able to meaningfully distinguish between the various levels. Ratiohales for the
selegtion of matrices and their outcome/scores should be documented. Note that matrices with| three levels
might not always be sufficiently accurate for adequate decision making. While the above examplgs were 3 x 3
and $ x 5, there is no need that these matrices be balanced. For example, a 4 x 5 matrix could bg appropriate
for a|given application.

D.4|Risk evaluation and risk acceptability

This| International~Standard does not specify acceptable risk. That decision is left to the manufacturer.
Methods of determining acceptable risk include, but are not limited to, the following:

— psing. applicable standards that specify requirements which, if implemented, will indicate acl||ievement of
pcceptability concerning particular kinds of medical devices or particular risks;

— comparing levels of risk evident from medical devices already in use;
— evaluating clinical study data, especially for new technology or new intended uses;

taking into account the state of the art and available information such as technology and practice existing at
the time of design.

“State of the art” is used here to mean what is currently and generally accepted as good practice. Various
methods can be used to determine "state of the art" for a particular medical device. Examples are:

— standards used for the same or similar devices;
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results of accepted scientific research.

best practices as used in other devices of the same or similar type;

State of the art does not necessarily mean the most technologically advanced solution.

It is well established that the perception of risk often differs from empirically determined risk estimates.
Therefore, the perception of risk from a wide cross section of stakeholders should be taken into account when
deciding what risk is acceptable. To meet the expectations of public opinion, it might be necessary to give
additional weighting to some risks. In some cases, the only option could be to consider that identified
stakeholder concerns reflect the values of society and that these concerns have been taken into account

when the mdgnufacturer has used the methods listed above.

Applying acceptability criteria is by indicating in a matrix such as Figure D.4 and Figure.D.5 v

combination$ of probability of harm and severity of harm are acceptable or unacceptable. Suchchart

not always, specific to a product and its particular intended use.

Qualitative severity levels

vhich
5 are

Negligible Moderate Significant
N
High R, R
Medium Ry R, Rg
Low Ry

unacceptable risk

acceptable risk

Figure D.4 — Example of a qualitative 3 x 3 risk evaluation matrix

Qualitative severity levels

Negligible Minor Serious Critical Catastrophig
Frequent
Probable R, R,
Occasional R, Ry Rg
Remote
Improbable R;

One way of
usually, but
Qualitative
probability
levels
Key
Semj-
quantitative
probatllity
level
Key

unacceptable risk

acceptable risk

Figure D.5 — Example of a semi-quantitative risk evaluation matrix

It is also noted that the manufacturer's policy can further subdivide the acceptable region of the matrix
(e.g. insignificant, investigate further risk reduction). See D.8.5.
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D.5 Risk control

D.5.1 Risk control option analysis

There are several approaches to reducing risk, which can be used alone or in combination with each other.
The designer/engineer has accordingly to explore different options how, in a reasonably practical way, to
reduce risk(s) to acceptable levels. The following is a non-exhaustive list of risk control approaches that are
commonly used.

a) Designing for inherent safety by:

= eliminating a particular hazard,

1— reducing the probability of occurrence of the harm
or
1— reducing the severity of the harm.

b) Adding protective measures by:

1+— using automatic cut-off or safety valves
or
1— using visual or acoustic alarms to alert the operator to-hazardous conditions.
¢) Providing information for safety by:

1— placing warnings in the labelling of the medical device,

1— restricting the use or circumstances ofuse of the medical device,

1+~ communicating about improper- Use, hazards that can occur, or other information that can help
reduce risk,

1— promoting use of personal ‘protective equipment, such as gloves and eye-glasses, when handling
toxic or hazardous materials,

1— including information about measures to reduce harm,
1 providing training for the operators to improve their performance or their capability in detgcting errors,
or

1— specifying necessary maintenance and maintenance intervals, maximum expected prdduct service
life,”or how to dispose of the medical device properly.

Appresehes-arte-e)y-are-tisted-in-deseending-erderwith—regard—to-theirgenerallyrecognised—effectiveness in
reducing risk. The designer/engineer should take this and other factors into account before decisions are
made on which combination of measures will be used.

D.5.2 Components and devices not designed using ISO 14971

It is recognised that the manufacturer might not be able to follow all the processes identified in this
International Standard for each constituent component of the medical device, such as proprietary components,
subsystems of non-medical origin, and medical devices designed prior to the publication this International
Standard. In this case, the manufacturer should take special account of the need for additional risk control
measures.

© IS0 2007 — Al rights reserved 41


https://standardsiso.com/api/?name=7c39f862ddde84f5e85b1e02eb47f866

ISO 14971:2007(E)

D.5.3 Risk control examples

Figure D.6 lists some examples of risk control measures that are commonly used. The decision to use any of
these measures is product- and process-specific.

Product/ Example Inherent safe Protective .
- Hazard . Information for safety
process devices design measure
Warning against re-use and
Single use Bio-(cross)- Self-destruction Obvious indication | of the adverse
. . Catheter S )
medical device contamination |after use after first use consequence(s) that could
arise from any such re-use
Use of non- ;J;e l%f;fg;%m'al Warning for commonly
Active implarft Pacemaker Electric fields |electric drives and Pl ! encountered hazardou$
additional filter o
controls . situations
algorithms
. Incorrect Implement . Inform users of
IVD. medical Blood analyser |result due to |traceable Provide traceable unacceptable deviation
device . ; trueness controls X
method bias | calibrators from assigned values
Software Patient data Erroneous High integrity Use of checksums Warnings on screen fo
management data software user
Biopsy device High Use of material Pressure and
Steam Psy * |[temperature [that is compatible |temperature Packaging and loading
L operation . A o . .
sterilization (material with high monitoring/and instructions
forceps . ;
degradation) |temperatures recording

Figure D.6 — Some examples of risk control measures

D.5.4 Manpfacturing processes and risk control

The lack of ¢ontrol of the manufacturing process can-compromise safety requirements of the medical dgvice,
for example,| by:

— introduging residues or unwanted particulates;

— affecting critical physical and (hemical material properties like surface coating, tensile strehgth,
resistanfce to ageing, homogeneity, etc.;

— exceeding critical tolerances
or
— impairing the integrity of welding, gluing, or bonding of components.

It is important to identify elements of the manufacturing process to control such risk(s).

Some of these risks are controlled most effectively by careful attention to the manufacturing process. In these
instances, techniques such as Hazard Analysis of Critical Control Points (HACCP) can be useful (see G.6).

D.5.5 Standards and risk control

By applying a standard, the manufacturer can simplify the task of analysing the remaining residual risk, but it
needs to be emphasised that standards might not address all the risks associated with a device.

Many standards address inherent safety, protective measures, and information for safety for medical devices.
When relevant safety standards exist, they can address some or all of the risks that need to be dealt with for a
particular medical device. It is presumed that, in the absence of objective evidence to the contrary, meeting
the requirements of the relevant standards results in particular risks being reduced to an acceptable level, but
the responsibility for verifying that this is the case for a particular device rests with the manufacturer.
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D.6 Risk/benefit analysis

D.6.1 General

A risk/benefit analysis is not required by this International Standard, for every risk. A risk/benefit analysis is
used to justify a risk once all practicable measures to reduce the risk have been applied. If, after applying
these measures, the risk is still not judged acceptable, a risk/benefit analysis is needed to establish whether
the medical device is likely to provide more benefit than harm.

Generally, |f aII practlcable risk control measures are |nsufﬂ0|ent to sat|sfy the risk acceptablhty criteria in the

allows manufacturers an opportunity to do a risk/benefit analysis to determlne whether the_residual risk is

The |decision as to whether risks are outweighed by benefits is essentially al matter of judgment by
experienced and knowledgeable individuals. An important consideration in the acceptability of afresidual risk
is whether an anticipated clinical benefit can be achieved through the use of alternative design|solutions or
thergpeutic options that avoid exposure to that risk or reduce the overall riski. The practicability gf further risk
redugtion should be taken into account before considering benefit (see D:8.4). This Internatiopal Standard
explains how risks can be characterized so that a risk estimate ean be determined with| confidence.
Unfortunately, there is no standardized approach to estimate benefit.

D.6.2 Benefit estimation

The |penefit arising from a medical device is related to the likelihood and extent of improvemeént of health
expected from its use. Benefit can be estimated from knewledge of such things as:

— the performance expected during clinical use;

— the clinical outcome expected from that performance;

— Tfactors relevant to the risks and benefits of other treatment options.
Conffdence in the benefit estimate’is strongly dependent on the reliability of evidence addressing these factors.
This|includes recognition that-there is likely to be a range of possible outcomes and factors [such as the

following that need to be taken-into account.

— |t will be difficult to-ecompare different outcomes, e.g. which is worse, pain or loss of mobility? Different
butcomes can result from the side effects being very different from the initial problem.

— |t is difficult to take account of non-stable outcomes. These can arise both from the recovery time and
ong-termséffects.

Becquse, of the difficulties in a rigorous approach, it is generally necessary to make simplifying assumptions.
The .,f\nc, vt uaua“y prove c/\pcd;cl t+to-focusonthemost :llr\c:y ottcomes—foreach upt;un and those that

are the most favourable or unfavourable.

An estimate of clinical benefit can vary markedly between different stages of the design cycle. If reliable
clinical data demonstrating the consistent performance and effectiveness of the product are available, the
clinical benefit can be estimated confidently. In cases where clinical data are limited in quantity or quality,
benefit is estimated with greater uncertainty from whatever relevant information is available. For example, it is
sometimes necessary early in the process to estimate the expected degree of improvement to health from the
design intention; however, in the absence of relevant clinical data, the likelihood of achieving the intended
performance and the desired clinical effect will have to be predicted by reference to quality assurance
measures and in vitro or in vivo performance characteristics.
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Where significant risks are present, and there is a high degree of uncertainty in the benefit estimate, it will be
necessary to verify the anticipated performance or efficacy as soon as possible through a surrogate study or a
clinical investigation. This is essential to confirm that the risk/benefit balance is as expected and to prevent
unwarranted exposure of patients to a large residual risk. 1ISO 14155-1[101 and 1SO 14155-2[11] specify
procedures for the conduct and performance of clinical investigations of medical devices.

D.6.3 Criteria for risk/benefit judgments

Those involved in making risk/benefit judgments have a responsibility to understand and take into account the
technical, clinical, regulatory, economic, sociological and political context of their risk management decisions.
This can involve an interpretation of fundamental requirements set out in applicable regulations or standards,

as they appl
highly produ
specified by
acceptable |

y to the product in question under the anticipated conditions of use. Since this type of anal

bvel of risk, especially where the use of those standards is sanctioned by the prevailing'regul

yBis is
ct-specific, further guidance of a general nature is not possible. Instead, the safety requirerrhEents
standards addressing specific products or risks can be presumed to be consistent wi

an
atory

system. Nof t be

required to V

e that a clinical investigation, in accordance with a legally recognised procedure, migh
erify that the balance between medical benefit and residual risk is acceptable.

D.6.4 Riskybenefit comparison
A direct con
used, the ris
use a com
comparisons

parison of risks and benefits is only valid if a common scale is used. When a common scale is
k to benefit comparison can be evaluated quantitatively. Indire¢/risk/benefit comparisons dp not
mon scale and are evaluated qualitatively. Whether quantitative or qualitative, risk/benefit
should take the following into account.

Initially,
into the

a literature search for the hazard(s) and product class,in question can provide significant in
ratio of benefit to risk.

sight

High-be|
benefit

technoilg
compar

hefit/high-risk devices usually represent the bést available technology that provides a mgdical
but does not completely eliminate risk of ipjury or iliness. Therefore, an understanding of cyrrent
gy as it relates to medical practice is required for accurate risk/benefit analysis. The risk/bénefit
son can be expressed in terms of a camparison to other marketed products.
nical

To validate that a device meets acceptable risk/benefit criteria, clinical testing is often required. ClI

testing ¢an quantify benefits and risks:-Also, acceptability to society could be addressed in a clinical $tudy,
i.e., patients, users, medical practitioners.

— For high-risk/high-benefit devices, labelling should convey adequate information to appropriate users,
patients] and medical practitioners to ensure appropriate risk/benefit decisions are made by indiviguals
prior to {ise.

— High-risk/high-bepefit-devices typically have additional regulatory requirements that have to be achieved
prior to marketing:

Prior to laupching a new or revrsed product requrrrng a rlsk/beneflt anaIysrs the manufacturer s ouId

summarise the
conclusions with rationales as appllcable Guidance on conductlng a literature search of cllnlcal data can be
found in Annex A of ISO 14155-1:2003[10],

D.6.5 Examples of risk/benefit decisions

Example 1: Burns can occur where the return electrode of a high-frequency surgery device is improperly
attached to the patient. Although conformance to the relevant product standard minimizes the probability of
such burns, they still occur. Nevertheless, the benefit of using a high-frequency surgery device as compared
to other surgical techniques outweighs the residual risk of burns.
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Example 2: Although applying X-rays to patients is known to cause harm, the clinical effectiveness of
conventional diagnostic imaging almost always justifies its use. However, the unwanted effects of radiation on
the patient are not ignored. Standards exist to minimize unnecessary radiation exposure to patients,
embodying the risk/benefit decision. When a new application of ionizing radiation to diagnostic imaging is
contemplated and existing standards are not applicable, the manufacturer should verify that the results of the
risk/benefit analysis are at least as favourable as that of alternative products and treatments.

Example 3: Once implanted, some cochlear implant components, such as the implant receiver stimulator with
electrode array, cannot easily be replaced. They are intended to remain implanted for life and are required to
perform reliably for years and even decades. (This is an especially important consideration in the case of a
young adult or child.) Accelerated reliability testing of these components can be conducted for specific failure
meciantsms—However—vatidating—therettabitity of comporents—thatare—totast-fordecades—tsmot practical.
Thergfore, the overall residual risk including the risk of device failure is weighed against the-benefit afforded
by tHe potential for hearing improvement. The overall residual risk will depend on the estimated reliability of
the gomponents and the confidence that can be given to the reliability estimates for those’ components that
cannot be validated. In some cases the residual risk will outweigh the benefit; in othercases the benefit will
outweigh the risk.

D.7 | Overall residual risk evaluation

D.7.1 General

Overjall residual risk evaluation is the point where residual risk-is viewed from a broad perspective. The
manufacturer shall consider how to evaluate the remaining residual risk with respect to the [acceptability
criteffia.

erience, and
authority to perform such tasks. It is often desirable’to involve application specialists with knowledge of and

Therg i i [ i i gponsible for
detefmining an appropriate method. /Some possible techniques are listed together with cgnsiderations

butes to the
overall residual risk. For-éxample, the re-use of a single-use device can be associated with|re-infection,
leaching of toxic subStances, mechanical failure due to ageing and bio-incompatible disinfectant fesidues. An

eve need to be
consjdered together to determine if the overall residual risk is acceptable

D.7.7

Risk ents, e.g. a

warning to address the rlsk of an unconscious patient falling off a patlent table could be “never leave an
unconscious patient unattended”; this could conflict with a warning “make X-ray exposure away from the
patient” intended to protect an operator from being exposed to X-rays.

D.7.4 Fault tree analysis
Harm to a patient or user can originate from different hazardous situations (see Annex E). In such cases, the

probability of the harm used to determine the overall residual risk is based on a combination of the individual
probabilities. A fault tree analysis can be a suitable method for deriving the combined probability of harm.
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D.7.5 Review of warnings

A warning considered on its own could provide adequate risk reduction, however too many warnings can
reduce the effect of individual warnings. Analysis might be needed to assess if there is an over-reliance on
warnings and the impact that such over-reliance could have on the risk reduction and on the overall residual

risk.

D.7.6 Review of the operating instructions

A consideration of all the operating instructions for the device might discover that information is inconsistent or
too difficult to follow.

D.7.7 Conlpare risks

Another method would be to compare the collated individual residual risks posed by the device'against that for

similar existing devices, e.g. risk by risk taking account of different contexts of use. Care should be takpen in

such compafisons to use up-to-date information on adverse events for the existing devices.

D.7.8 Review by application experts

An assessment of the benefits to the patient associated with the use of the device can be required in order to

demonstrate acceptability of the device. One approach could be to get a frésh view of the overall residudl risk

by using application specialists that were not directly involved in the development of the device.| The

application gpecialists would evaluate the acceptability of the overall residual risks considering aspects [such

as usability by using the device in a representative clinical environment. Then, evaluation of the device in the

clinical envirpnment could confirm the acceptability.

D.8 As-low-as-reasonably-practicable approach

D.8.1 General

When establishing the risk acceptability policy, the manufacturer might find it convenient to use an as-loy-as-

reasonably-practicable approach.

After a partiqular risk control option has-been applied, there are three possible results:

a) the residlual risk exceeds the:manufacturer’s criterion for risk acceptability;

b) the residual risk is acceptable because it is so small as to be negligible

or

c) the residualrisk is between the two states specified in a) and b); for these risks the residual rigk is
accepta lefor the nr\’rinn that reduces the risk to the lowest Inrsmfir*ahln level hns\ring inmind the hemefits

resulting from its acceptance and taking into account the costs of any further reduction.

The as-low-as-reasonably-practicable approach can be used as part of risk control options analysis (6.2).
Risks for which the probability cannot be estimated would normally use the as-low-as-reasonably-practicable

approach.

D.8.2 Risk

levels

Below a certain level the residual risk will be regarded as so insignificant that it is comparable with the
everyday risks we all experience and tolerate. Such risks can be called negligible.
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There is an important distinction to be made between residual risks that are so low that there is no need to
consider them and residual risks which are greater than that but which are accepted because of the
associated benefits and the impracticability of reducing the risks.

When a risk is estimated, the first question to be asked is whether the risk is already negligible and therefore
there is no need to investigate risk reduction options. This decision is made once for each risk.

D.8.3 Risk control option analysis

Risk reduction options are investigated for each risk that is not negligible. Risk reduction might or might not be
practicable, but it should be considered. The possible outcomes are:

— pne or more risk control measures brings the risk down to an insignificant level and it is‘not hecessary to
consider it further

or
— Wwhether or not some risk reduction is possible, reducing the risk to an insignificant level is nofl practicable.
Any pgpecific residual risk that remains after the risk control measures are“applied should be evdluated using
the ¢riteria defined in the risk management plan. If the residual risk «does not exceed the manufacturer's

criteffion for risk acceptability and the as-low-as-reasonably-practicable approach has been applied, then no
further risk reduction is necessary.

D.8.4 Practicability considerations
It might be thought that any risk associated with a_medical device would be acceptable if the patient’s
proghosis were improved. This cannot be used as a rationale for the acceptance of unnecessary fisk. All risks
should be reduced to the lowest level practicable;“bearing in mind the state of the art and th¢ benefits of
accepting the risk and the practicability of furtherreduction.
Pracjicability refers to the ability of a manufacturer to reduce the risk. Practicability has two compgnents:
— fechnical practicability;

— gconomic practicability.

Technical practicability refers to the ability to reduce the risk regardless of cost. The followinlg are a few
examples where technical practicability is questionable:

— |ncluding so.many warning/caution labels that the user is hampered in operating the medical device;

— nultiple-alarms that create confusion;

— gammunicating too many residual risks so that the operator has difficulty understanding whjch ones are
ealty-rmportart;

— overly complex procedures for using the medical device so that the intended use is compromised;

— using risk control measures that compromise the intended use (e.g. reducing the power of an
electrosurgical unit below its effective level).

Economic practicability refers to the ability to reduce the risk without making the medical device an unsound
economic proposition. These decisions necessarily involve making trade-offs between accepting risks and
availability of treatments or diagnosis. Cost and availability implications are considered in deciding what is
practicable to the extent that these impact upon the preservation, promotion or improvement of human health.
However, economic practicability should not be used as a rationale for the acceptance of unnecessary risk.
The following is an example in which economic practicability is questionable:
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— duplication of every critical component in a defibrillator.

Risks that nearly exceed the manufacturer’s criterion for risk acceptability should normally be reduced, even at
considerable cost. Near the insignificant region, further risk reduction might not be needed unless it can be

easily accomplished.

In some cases, an as-low-as-reasonably-achievable approach is used (e.g. radiation protection). In this case
the achievability instead of the practicability is taken into account. In effect this means only taking into account

the technical achievability and ignoring the economic practicability.

D.8.5 Example

Figure D.7 i an example of a risk chart where the acceptable region of the matrix has been)fy

subdivided. The estimated risks (R4, R, R3,...) have been entered into the appropriate cells.

Qualitative severity levels

rther

Negligible Minor Serious Critical Catastrophig
\
Frequent \%
N

Semj- Probable R, R, o\
quantitative - T
probatllity Occasional R, <¢< Rs Rq

level Remote

Improbable Ry

Key

unacceptable risk

investigate further risk reduction

insignificant risk

Figure D.7 - Example of a three-region evaluation matrix
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and hazardous situations

71:2007(E)

General

Sequence of events

Hazard
Exposure (Py)
Hazardous
situation
Harm
Séverity of Probability
of occurence
the harm
of harm
Pix P,

PX(is the probability of a hazardous situation occurring.

P, is the probability of a hazardous situation leading to harm.

lause 4.3 requires that the manufacturer compile a list of known and foreseeable hazards as
hedical device in both normal and fault conditions. Subclause 4.4 requires the manufacture
oreseeable sequences of events that can produce hazardous situations and“harm. Accd
itions, a hazard cannot result in harm until such time as a sequence of events or other ci
ding normal use) lead to a hazardous situation. At this stage the risk can be‘assessed by es
rity and probability of occurrence of harm that could result (see Figure E.1).

sociated with
r to consider
rding to the
[cumstances
imating both

Risk

sequence of events, hazardous situation and harm

Figure E.1 — Pictorial representation of the relationship of hazard,

A good starting point for this compilation is a review of experience with the same and similar types of device.
The review should take into account a manufacturer's own experience as well as the experience of other
manufacturers as reported in adverse event databases, publications and other available sources. This type of
review is particularly useful for the identification and listing of typical hazardous situations for a device and the
associated harm that can occur. Next, this listing and aids such as the list of examples in Table E.1 can be

used to compile an initial list of hazards.
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It is then possible to begin identification of some of the sequences of events that together with hazards could
result in hazardous situations and harm. Since many hazards might never result in harm and can be
eliminated from further consideration, it could be useful to perform this analysis by starting with the harm the
device might cause and work backwards from there. However, although this approach is useful for the reason
described, it should be recognised that it is not a thorough analysis. Many sequences of events will only be
identified by the systematic use of risk analysis techniques such as those described in Annex G. Analysis and
identification are further complicated by the many initiating events and circumstances that have to be taken
into consideration such as those listed in Table E.2. Thus, more than one risk analysis technique, and
sometimes the use of complementary techniques, are needed to complete a comprehensive analysis.
Table E.3 provides examples of the relationship between hazards, sequences of events, hazardous situations,
and harm.

Although compilation of the lists of hazards, hazardous situations, and sequences should be completgd as
early as pospible in the design and development process to facilitate risk control, in practice identification and
compilation s an ongoing activity that continues throughout post-production.

This annex provides a non-exhaustive list of possible hazards that can be associated withrdifferent mgdical
devices (Table E.1) and a list of initiating events and circumstances (Table E.2) that can\result in hazandous
situations, which can result in harm. Table E.3 provides examples in a logical progression of how a hgzard
can be transformed into a hazardous situation and produce harm by a sequence of @vents or circumstances.

Recognisingl how hazards progress to hazardous situations is critical for (estimating the probability of
occurrence @nd severity of harm that could result. An objective of the process is to compile a comprehensive
set of hazardous situations. The identification of hazards and sequencés-of events are stepping stones to
achieve this| The lists in the tables in this annex can be used to aid in the identification of hazardous situgtions.
What is callgd a hazard needs to be determined by the manufacturekto'suit the particular analysis.

E.2 Examples of hazards

The list in Tpble E.1 can be used to aid in the identification of hazards associated with a particular mgdical
device, which could ultimately result in harm to the patient or others.
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Examples of energy

Examples of biological and

Examples of operational

Examples of information

enclosure leakage
current

Other agents (e.g. prions)

Re- or cross-infection

Incorrect measurement

Erroneous data transfer

hazards chemical hazards hazards hazards
Electromagnetic energy Biological Function Labelling
Line voltage Bacteria Incorrect or inappropriate Incomplete instructions for
Leakage current Viruses output or functionality use

Inadequate description of
performance characteristics

earth leakage
current

patient leakage
current

Elecyric fields
Magpetic fields
Rad{ation energy
loniZing radiation
Non{ionizing radiation
Thermal energy
Highl temperature
Low [temperature

Mechanical energy

GraVity
— falling
— suspended
masses
Vibration

Store¢d energy
Moving parts

force

patignt
Acoystic energy.

dltrasonic energy

infrasound energy

Torsjon, shear and tensile

Moving and positioning of

Chemical

Exposure of airway, tissues,
environment or property, e.g.
to foreign materials:

— acids or alkalis
residues
contaminates

additives or
processing aids

cleaning,
disinfecting or
testing agents

degradation
products

medical gasses

anaesthetic
products

Biocompatibility

Toxicity of*chemical
constituents, e.g.:

allergenicity/
irritancy

pyrogenicity

Loss or deterioration of
function

Use error

Attentional failure
Memory failure
Rule-based failure
Knowledge-based failure

Routine violation

:I |adc\4uatc Spe cification of
intended us€e

Inadequate)disdosure of
limitations

Operating instructions

Inadequate spegification of
accessories to je used with
the medical devjce

Inadequate spegification of
pre-use checks

Over-complicatg¢d operating
instructions

Warnings
Of side effects

Of hazards likely with re-use
of single-use medical

devices
Specification iservice
and maintenanice

sound

High pressure fluid injection

E.3 Examples of initiating events and circumstances

In order to identify foreseeable sequences of events, it is often useful to consider initiating events and
circumstances that can cause them. Table E.2 provides examples of initiating events and circumstances,
organized into general categories. Although the list is certainly not exhaustive, it is intended to demonstrate
the many different types of initiating events and circumstances that need to be taken into account to identify
the foreseeable sequences of events for a device.
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Table E.2 — Examples of initiating events and circumstances

General Category

Examples of initiating events and circumstances

Incomplete requirements

Inadequate specification of:

design parameters

operating parameters

performance requirements

in-service requirements (e.g. maintenance, reprocessing)
end of life

Manufacturing-processes

Insufficient control of changes to manufacturing nrocesses.
=} S

Insufficient control of materials/materials compatibility information
Insufficient control of manufacturing processes
Insufficient control of subcontractors

Transport angl storage

Inadequate packaging
Contamination or deterioration
Inappropriate environmental conditions

Environmental factors

Physical (e.g. heat, pressure, time)

Chemical (e.g. corrosions, degradation, contamination)

Electromagnetic fields (e.g. susceptibility to electromagnetic disturbance)
Inadequate supply of power

Inadequate supply of coolant

Cleaning, dlisinfection
sterilization

and

Lack of, or inadequate specification for{validated procedures for cleaning, disinfection
and sterilization

Inadequate conduct of cleaning, disinfection and sterilization

Disposal and|scrapping

No or inadequate information provided
Use error

Formulation

Biodegration

Biocompatibility

No information ‘er inadequate specification provided
Inadequate(warning of hazards associated with incorrect formulations
Use error

Human factofs

Potential for use errors triggered by design flaws, such as

confusing or missing instructions for use
complex or confusing control system
ambiguous or unclear device state
ambiguous or unclear presentation of settings, measurements or other informatjon
misrepresentation of results

insufficient visibility, audibility or tactility

poor mapping of controls to actions, or of displayed information to actual state
controversial modes or mapping as compared to existing equipment

use by unskilled/untrained personnel

insufficient warning of side effects

inadequate warning of hazards associated with re-use of single-use medical
devices

incorrect measurement and other metrological aspects
incompatibility with consumables/accessories/other medical devices

slips, laps and mistakes
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General Category Examples of initiating events and circumstances

Failure modes

Unexpected loss of electrical/mechanical integrity

Deterioration in function (e.g. gradual occlusion of fluid/gas path, or change
to flow, electrical conductivity) as a result of ageing, wear and repeated use

Fatigue failure

in resistance

E.4 Examples of relationships between hazards, foreseeable sequences of events,

hazprdous situations and the harm thatcan occar . |
Tablg E.3 illustrates the relationship between hazards, foreseeable sequences of events, hazardous situations
and harm for some simplified examples. Another general example of a sequence of events involving indirect
risk is shown in Figure H.1 for IVD medical devices.
Remember that one hazard can result in more than one harm and that more than\one sequence qf events can
give rise to a hazardous situation.
The Hecision on what constitutes a hazardous situation needs to be made to suit the particular analysis being
carried out. In some circumstances it can be useful to describe a cover being left off a high voltage terminal as
a halzardous situation, in other circumstances the hazardous sitdation can be more usefully described as
whern a person is in contact with the high voltage terminal.
Table E.3 — Relationship between hazards;,foreseeable sequences of events,
hazardous situations and-the harm that can occur
Hazard Foreseeable sequence of events Hazardous situation Harm
Elecfromagnetic |(1) Electrode cable unintentionally plugged |Line voltage appears on Serious butns
energy into power line receptacle electrodes .
(Lind voltage) Heart fibrillation
Death
Chemical (1) Incomplete cleanihg of volatile solvent | Development of gas bubbles | Gas embol{sms
(Volatile solvent) used in manufacturing in the blood stream during .
. . Brain damgge
; dialysis
(2) Solventresidue converts to gas at body Death
temperature ea
Biolggical (1) (Imadequate instructions provided for Bacteria released into Bacterial infection
(Micyobial décontaminating re-used anaesthesia | airway of patient during Death
contamination) tubing anaesthesia ea
(2) Contaminated tubing used during
anaesthesia
Elecfromagnhetic |(1) Electrostatically charged patient Failure to deliver insulin Minor organ damage
energy{ESD) touches infusion pump unknown to patient with a »
(2) ESD causes pump and pump alarms to elevated blood glucose leve consciousness
fai Coma, death
(3) Insulin not delivered to patient
Function (1) Implantable defibrillator battery reaches |Device cannot deliver Death
(No output) the end of its useful life defibrillation shock when an
(2) Inappropriately long interval between arrhythmia occurs
clinical follow-up visits
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Risk management plan

ral

hagement plan can be a separate document or it can be integrated within other documen
nanagement system documentation. It can be self-contained or it can reference other.docu
quirements described in 3.4.

and level of detail for the plan should be commensurate with the level of risk associated wit|
ce. The requirements identified in 3.4 are the minimum requirements for a risk’lmanagement

s can include other items such as time-schedule, risk analysis tools, or a~ationale for the c
k acceptability criteria.

p of the plan

entifies and describes the medical device and the life-cycle'phases for which each element ¢
able.

of the risk management process should be mapped to the manufacturer's defined produc

cycle. Som

manufacturer's established product realization process-(see for example ISO 13485:2003[8l), such a
design and development control. The remaining elements will occur during the other life-cycle phases thr
to product decommissioning. The risk management-plan provides this mapping for a specific product ¢

explicitly or

Although all
covering diff
that the who

F.3 Assig

The risk ma
managemen
with approva
the design p

of the elements of the risk management>process will occur during the phases of

y reference to other documents.

the risk management activities need to be planned, a manufacturer can have several
brent parts of the life-cycle. /By making it clear what scope each plan has, it is possible to co
e life-cycle is covered.

nment of responsibilities and authorities

hagement plan should identify the personnel with responsibility for the execution of specific
t activities, for example reviewer(s), expert(s), independent verification specialist(s), individy
| authority (see 3.2). This assignment can be included in a resource allocation matrix define
roject.

tation,

2

ents

h the
plan.
noice

f the

life-
the
5 the
pugh
bither

blans
nfirm

risk
al(s)
d for

F.4 Requ

irements for review of risk management activities

The risk management plan should detail how and when these management reviews will occur for a specific
medical device. The requirements for the review of risk management activities could be part of other quality
system review requirements (see for example 1ISO 13485:2003[8], 7.3.4).
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F.5 Criteria for risk acceptability including criteria for accepting risks when the
probability of occurrence of harm cannot be estimated

Criteria for risk acceptability are derived from the manufacturer's policy for determining acceptable risk
(see D.4). The criteria can be common for similar categories of medical device. Criteria for risk acceptability
can be part of the manufacturer’s established quality management system, which can be referenced in the risk
management plan (see for example ISO 13485:2003[8l, 7.1).

F.6

Verification activities

The fisk management plan will specify how the two distinct verification activities required by this
Stanpard will be carried out (see also A.2.6.3). Verifying the effectiveness of risk control measure;
the dollection of clinical data, usability studies, etc. (see also 2.28) The risk management plan c
verification activities explicitly or by reference to the plan for other verification activities.

F.7

The

manfgement system procedures (see for example 1SO 13485:2003!81.8.2). Manufacturers sho
gengdric procedures to collect information from various sources such as users, service persor

Method or methods of obtaining relevant post-production information

method or methods of obtaining post-production information éan* be part of establi

International
5 can require
an detail the

shed  quality
lld establish
nel, training

perspnnel, incident reports and customer feedback. While a referénce to the quality management system

procgdures can suffice in most cases, any product-specific reguirements should be directly addsg
mangagement plan.

The fisk management plan should include documentation of decisions, based on a risk analysis
sort pf post-market surveillance is appropriate for the*device, for example, whether reactive sy

adeq

uate or whether proactive studies are needed. Details of clinical studies envisaged should be

d to the risk

about what
rveillance is
specified.
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(informative)

Information on risk management techniques

G.1 General

This annex provides guidance on some available techniques for risk analysis, which can be used undef 4.3.
These technjques can be complementary and it might be necessary to use more than one of them¢{ The basic
principle is that the chain of events is analysed step by step.

Preliminary Hazard Analysis (PHA) is a technique that can be used early in the develéepment procegs to
identify the hazards, hazardous situations, and events that can cause harm when few. of the details df the
medial devige design are known.

Fault Tree Analysis (FTA) is especially useful in safety engineering, early in the.development stages, far the
identificationf and prioritization of hazards and hazardous situations as well as.for-analysing adverse events.
Failure Modge and Effects Analysis (FMEA) and Failure Mode, Effects @nd’ Criticality Analysis (FMECA)) are
techniques by which an effect or consequences of individual components are systematically identified apd is
more approgriate as the design matures.

Hazard and Operability Study (HAZOP) and Hazard Analysis and Critical Control Point (HACCP) are typjcally
used in the latter stages of the development phase to verify and then optimize design concepts or changes.
G.2 Preliminary Hazard Analysis (PHA)

PHA is an inductive method of analysis with the-objective of identifying the hazards, hazardous situationg and
events that ¢an cause harm for a given activity, facility or system. It is most commonly carried out early ip the
development of a project when there islittle information on design details or operating procedures and can
often be a pifecursor to further studies! l{'can be useful when analysing existing systems or prioritizing hazards
where circumstances prevent a more, extensive technique from being used.

In a PHA, one formulates a list'of hazards and generic hazardous situations by considering characterjstics
such as:

a) materials used or’produced and their reactivity;

b) equipmént ysed;

C) operating environment;

d) layout;

e) interfaces among system components.

The method is completed with the identification of the probabilities that the accident happens, the qualitative
evaluation of the extent of possible injury or damage to health that could result, and the identification of
possible remedial measures. The results obtained can be presented in different ways such as tables and trees.

See IEC 60300-3-9:1995[21] A.5, for more information on the procedures for PHA.
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G.3 Fault Tree Analysis (FTA)

FTA is primarily a means of analysing hazards identified by other techniques and starts from a postulated
undesired consequence, also called a “top event.” In a deductive manner, starting with the top event, the
possible causes or fault modes of the next lower functional system level causing the undesired consequence
are identified. Following stepwise identification of undesirable system operation to successively lower system
levels will lead to the desired system level, which is usually either the component fault mode or the lowest
level at which risk control measures can be applied. This will reveal the combinations most likely to lead to the
postulated consequence. The results are represented pictorially in the form of a tree of fault modes. At each
level in the tree, combinations of fault modes are described with logical operators (AND, OR, etc.). The fault
modes identified in the tree can be events that are associated with hardware faults, human errors, or any

othe

FTA
of fa
prob
picto
as th

See

G4

FME
evall
one
follo

The
man
end

pertinent event, which leads o the undesired event. They are not limited 1o the single-1ault ¢
allows a systematic approach, which, at the same time, is sufficiently flexible to allow analysi
Ctors, including human interactions. FTA is used in risk analysis as a tool to provide an esti
bbilities and to identify single fault and common mode faults that result in hazardous sit
rial representation leads to an easy understanding of the system behaviour and’the factors i
e trees become large, processing of fault trees can require computer systems,; which are rea

EC 61025[28] for more information on the procedures for FTA.

Failure Mode and Effects Analysis (FMEA)

A is a technique by which the consequences of an individual fault mode are systematically i

ving the procedure to the next higher functional system level.

FMEA is not restricted to a failure of a “component's design but can also include fa
ifacturing and assembling of components. (Process FMEA) and the use or misuse of the pr

component fault modes, their probability ©f occurrence and detectability (only to the degree that

enab
the
to peg

FME
diffic

le preventive measures in the context of this International Standard) and also the degree {
onsequences. The FMEA can become a Failure Mode, Effects and Criticality Analysis (FME
rform such an analysis, the/construction of the medical device should be known in some detg

A can also be a useful technique to deal with use error. Disadvantages of this technique cz
Lities in dealing with-fedundancies and the incorporation of repair or preventive maintenanc

bndition.

5 of a variety
mate of fault
Lations. The
hcluded, but,
lily available.

jentified and

ated. It is an inductive technique using the question “What happens if ... ?”. Components are analysed
pt a time, thus generally looking at a single-fault:€ondition. This is done in a “bottom-up|

mode, i.e.,

lures in the
pduct by the

user (Application FMEA). FMEA canibe extended to incorporate an investigation of the individual

jetection will
f severity of
CA). In order
il.

n arise from
e actions, as

well &s its restriction on“single-fault conditions.

See |EC 60812[24for more information on the procedures for FMEA.

G.5|Hazard and Operability Study (HAZOP)

HAZOP is similar to an FMEA. HAZOP is based on a theory that assumes accidents are caused by deviations
from the design or operating intentions. It is a systematic technique for identifying hazards and operability
problems. It was originally developed for use in the chemical process industry. While the use of HAZOP
studies in the chemical industry focuses on deviations from design intent, there are alternative applications for
a medical device developer. A HAZOP can be applied to the operation/function of the medical device (e.g., to
the existing methods/processes used for the diagnosis, treatment or alleviation of disease as the “design
intent”), or to a process used in the manufacture or maintenance/service of the medical device
(e.g., sterilization) that can have significant impact on the function of the medical device. Two particular
features of a HAZOP are as follows:

it uses a team of people with expertise covering the design of the medical device and its application;

guide words (NONE, PART OF, etc.) are used to help identify deviations from normal use.
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The objectives of the technique are:

to produce a full description of the medical device and how it is intended to be used;

normal operating conditions and the intended design can occur;

hazards

or operability problems.

to review systematically every part of the intended use in order to discover how deviations from the

to identify the consequences of such deviations and to decide whether these consequences can lead to

When applied to the processes used to manufacture a medical device, the last objective is particularly useful

in those cas

s where the medical device characteristics depend upon the manufacturing process

See |IEC 618

G.6 Haza

This is a s
developed b
terms. Appli
product hazg

The core curriculum of HACCP consists of the following seven principles;

1 Condu

preven
Establ
Establ

Establ
proced

Each produg
by events (q
service, use

The heart (¢
principles 2
established

process may

The HACCP,

82(29] for more information on the procedures for HAZOP.

rd Analysis and Critical Control Point (HACCP)

stematic approach to the identification, evaluation and control of hazards. It was orig
y NASA to prevent food poisoning of astronauts. It is based on a set-ofprinciples and de
ed to medical devices, HACCP is used for the control and monitoring of initiating caust
rds originating in processes, particularly manufacturing processes.

Ct hazard analysis (4.3) and identify 2  Determinethe critical control points (CCPs)
tive measures (6.2) (6.2)

sh critical limits (4.2 and Clause 5) 4  Manitor each CCP (6.3 and Clause 9)

sh corrective actions (Clause 9) 6 _\Establish verification procedures (6.3 and

Clause 9)

sh record-keeping and documentation
ures (3.5 and Clause 8)

auses or contributing factars) during different life-cycle stages, such as design, manufacty
disposal, etc. For examples of some types of hazard, see Annex E.

, 3 and 4), of the identified hazards. A manufacturer demonstrates the effectivenes
control measure(s), (HACCP principles 5 and 6), by establishing methodically docums
ping, process-hazard analysis and critical control plan, (HACCP principle 7).

system uses the following tools as documented evidence for record keeping:

a) Proces

nally
fined
ps of

t has its own hazards that are.related to its intended use. Hazardous situations could be initjated

ring,

f an effective HACCP system focuses on the continuing control and monitoring (HACCP

s of
nted

p flow diagram

The purpose of the diagram is to provide a clear and simple description of the steps involved in the process.
The diagram is necessary to the HACCP team in its subsequent work. The diagram can also serve as a future
guide for others who need to understand the process for their verification activities. The scope of the flow

diagram sho

b) Hazard

uld cover all the processing steps that are directly under the control of the manufacturer.

analysis worksheet

Hazard analysis is the identification of hazards and of their initiating causes. The analysis records contain:

1)
2)
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the identification and listing of steps in the process where hazards of significance occur;

the listing of all identified hazards and their significance associated with each step;
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the listing of all preventive measures to control each hazard;

the identification of all the CCPs and their monitoring and controls.

c) HACCP plan

The written document is based upon the seven principles of HACCP and delineates the procedures to be

followed to assure the control of a specific design, product, process or procedure. The plan includes:

1)

identifying critical control points and critical limits identification;

)
B)

monitoring anda continuing control actvities,

identifying and monitoring corrective action, verification and record-keeping activities)
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Annex H
(informative)

Guidance on risk management for in vitro diagnostic medical devices

H.1 Gene

ral

This annex
medical dev
Examples u
medical dey
see ISO 181

IVD medical
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degrees of
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others by lay

At one end
interprets th
performed b

Because of
applicable in
interchange

measuremeI

healthcare p

IVD medical

brovides additional guidance on the application of risk management to in vitro diagnostic
ces. It focuses on the management of risk to patients from the use of IVD examination-re
bed are intended to illustrate concepts and serve as a starting point for risk management o

IVD)
sults.
IVD

ices. They are not meant to be exhaustive. For definitions of terms used 'in this amnex,

13-1[42].

devices are intended for use in the collection, preparation and examination,of samples taken
body. These devices include reagents, instruments, software, sampleCollection devices
calibrators, control materials and related accessories. These devices can be used alone
as a system.

ided by IVD medical devices can be used in the diagn¢sis’ of disease or other condi
ermination of the state of health, in order to cure, mitigate, treat or prevent disease, as w
f therapeutic drugs and determining the safety of donated-blood or organs. These devices ca
ons with various levels of education, training and expérience and in different settings with va
environmental control. For example, some IVD\’medical devices are intended for us
analysts in medical laboratories, others by healthcare providers at the point-of-care, ang
users at home.

of the spectrum, IVD examinations performed in a laboratory are reported to a physician,
e data and diagnoses, treats or mohitors a patient; at the other end, IVD examinations
y the patient, who uses the resultsfo,monitor and medicate his/her condition.

from
and
or in

ions,
Il as
n be
rious
by
still

a)

-

who
are

the diversity of IVD medicak-devices and their intended uses, these guidelines might not be

all cases. For IVD medicaldevices for self-testing, the terms “patient” and “lay user” will be
bly, even though these-can be different individuals (e.g. a parent can perform glu
ts on a diabetic child)./Where the term “physician” is used, it should be recognised that

roviders can also order, receive, interpret and act on IVD examination results.

devices have the potential to contribute to patient harm. Incorrect or delayed results can le

inappropriat¢ or delayed/medical decisions and actions that result in harm to patients. Incorrect results

IVD medical
blood or org
diseases ha

devicesintended for transfusion or transplantation screening have the potential to cause ha
an regipients, and incorrect results from VD medical devices intended for detecting infeg
e-the potential to be a hazard to public health.

used
cose
bther

ad to
from
'm to
tious

One risk model for IVD medical devices used in a laboratory is illustrated in Figure H.1. In this example, a
failure of the manufacturer's quality system (e.g. during design, development, manufacturing, packaging,
labelling, distribution or servicing) initiates a sequence of events, beginning with a defective or malfunctioning
IVD medical device. When the device fails in the medical laboratory, an incorrect examination result is
produced. If the result is not identified as incorrect by the laboratory, it will be reported to the healthcare
provider. If the healthcare provider does not recognise the result as incorrect, it could adversely influence the
diagnosis and create a hazardous situation for the patient.
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Manufacturer Process failure > |VD device
(Initiating event) malfunction
Laboratory IVD examination = Incorrect or delayed
failure examination result
(Hazard)
Physician Medical diagnosis > Incorrect or delayed
failure medical treatment
(Hazardous situation)
Patient Injury or death
(Harm)

Physg
and
basis
that
offse

Figure H.1 — A risk model for laboratory useof IVD medical devices

icians use IVD examination results together with other available medical information to evaluate a patient
reach a diagnosis or guide therapy. In some casessthe VD result can be the primary or even the only
for a medical decision. The probability of a patient being harmed is a combination of the|probabilities
each event illustrated in Figure H.1 would oceur. Each individual probability of occurrence is partially
t by a probability that the hazard or hazardous situation will be detected by the manufacturer, the

laboratory or the physician, thus allowing intervention and avoiding harm. The actual sequence ¢f events will

depe

nd on the particular IVD medical deviceand its application.

Figu
exa

e H.1 also shows that the laboratory can contribute to incorrect or delayed examinatior] results, for
ple as a consequence of failing to follow procedures, adhere to maintenance or calibration §chedules, or

heed warnings or precautions.-In*addition, events leading to patient harm can also be inifiated in the
labofatory. The need for reduction of errors through risk management in the medical laboratory has been
recognised, and information. for safety as an output of the manufacturer's risk management pfocess could

servi

H.2

H.2.1 Identification of intended uses

H.2.1

IVD

as an input to the laberatory’s risk management process.

Risk analysis

-1~ General

medical devices for laboratory or point of care examinations have two users: (1) an operator who

performs the examination, and (2) a healthcare provider who receives, interprets and acts on the results. In
the case of IVD medical devices for self-testing, the patient could be the only user.

Identification of intended uses should consider the objective intent of the manufacturer with respect to both

elem

ents of use: (1) use of the IVD medical device to produce an examination result, and (2) use of the

examination result to reach a decision on the diagnosis, treatment or monitoring of a patient.
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In this annex, the following terms should be interpreted broadly:

“Operator” means the individual performing the IVD examination; this individual can be a laboratory
worker, a healthcare provider or a lay person with minimal or no training;

“Healthcare provider” means the individual ordering, receiving or acting upon the examination results on

behalf of a patient; this individual can be a physician, nurse, ambulance attendant or any other person
making a medical decision based upon IVD examination results.

H.2.1.2

Intended use

The intende
sample matn
of use.

For example

ordered for
characteristi

H.2.1.3

The indicatiq

device is int¢nded.

For example
Down's syn
requirement

H.2.2 Iden

H.2.2.1

Use errors i
attempts an
those presc

H.2.2.2 EXamples of possible-use errors by laboratory personnel

The followin
the principle

use of 4

attempt

Inglications for use

tification of possible use errors

Use errors

j use of an IVD medical device can include the measurement system, analyte, kind-of-pro
X, examination procedure (qualitative, semi-quantitative or quantitative), type of operator an

, quantitative examinations for beta-human chorionic gonadotropin (f-hCG) concentration c3
serum, plasma or urine samples. Not every B-hCG examination procedure.has perform
Cs suitable for all three types of sample matrix.

ns for use include the medical applications and patient populations for which the IVD mg

, B-hCG results can be used for detecting pregnancy,for screening pregnant women for f
drome, and for monitoring certain cancers. EachZmedical application may have diff]
5 for measurement sensitivity, specificity, precision and trueness.

nclude actions not intended by.the€ manufacturer, such as procedure shortcuts, optimiz
d improvization, as well as‘emissions of actions intended by the manufacturer, suc|
[ibed in the instructions fof Use.

) are examples-of possible use errors in the laboratory. These examples are intended to illus
5 and are not@n‘éxhaustive checklist:

n IVD medical device with an inappropriate calibrator, reagent, instrument or sample matrix;

]

erty,
site

n be
ance

dical

oetal
brent

ation
h as

trate

to-optimize an examination procedure in order to improve its performance characteristics;

neglect
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abbreviation of an examination procedure (taking “shortcuts”);

of instrument maintenance;

disabling or failing to enable safety features;

operation in adverse environmental conditions.
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H.2.2.3 Examples of possible use errors by healthcare providers

The following are examples of possible use errors by a healthcare provider. These examples are intended to
illustrate the principles and are not an exhaustive checklist:

— use of IVD examination results in order to screen a population for a disease when the examination
procedure is intended for diagnosing the disease (the performance characteristics might not be
appropriate for population screening);

— use of IVD examination results in order to diagnose a disease when the examination procedure is
intended for monitoring a condition (the performance characteristics might not be appropriate for
flagnosis);

— pse of IVD examination results for a new clinical application that is not claimed by the ‘'manyfacturer (the
berformance characteristics might not be appropriate for the new application).

H.2.24 Examples of possible use errors by patients in self-testing

The [following are examples of possible use errors by a patient during self’testing. These ekamples are
intended to illustrate the principles and are not an exhaustive checklist:

— psing insufficient volume of sample;

— Tailure to insert a reagent module properly;
— ividing reagent strips (e.g. to reduce cost);
— (lisabling or failing to enable safety features;

— ptoring reagent in inappropriate conditions.
H.2.B lIdentification of characteristics’related to safety

H.2.3.1 General

In addition to chemical, mechanical, electrical and biological characteristics in common with other medical
devig¢es, IVD medical devices have performance characteristics that determine the accuracy of the
exanpination results. Failure to meet the performance characteristics required for a specific medigal use could
result in a hazardous_sitiation that should be evaluated for risk to patients.

H.2.3.2 Performance characteristics of quantitative examination procedures

Quantitative_examination procedures are intended to determine the amount or concentration of an analyte.
Results”are reported on an interval scale. The main analytical performance characteristics of| quantitative
exanpination procedures are precision (imprecision), trueness (bias), analytical specificity and guantitation limit.
Performance requirements depend on the medical application. A falsely high or falsely low result can lead to
an incorrect diagnosis or delayed treatment, and the consequent harm to the patient could depend on the
concentration of analyte and magnitude of bias.

H.2.3.3 Performance characteristics of qualitative examination procedures

Qualitative examination procedures are only intended to detect the presence or absence of an analyte.
Results are reported as positive, negative or inconclusive. Performance of qualitative examination procedures
is generally expressed in terms of diagnostic sensitivity and specificity. A positive result when the analyte is
absent or a negative result when the analyte is present can lead to incorrect diagnosis or delayed treatment
and to harm to the patient.
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H.2.3.4 Dependability characteristics

When physicians depend on IVD examination results to help make urgent medical decisions, such as in an
intensive critical care setting, timely results can be as important as accurate results. Failure to produce a

result when i

t is needed could result in a hazardous situation.

H.2.3.5 Ancillary patient information

In some cases, examination results can require demographic information about the patient, as well as
pertinent information about the sample or its examination for proper interpretation. Patient identification,
sample identification, sample type, sample description, measurement units, reference intervals, age, gender,

and genetic
analyst or a
ancillary infi
examination

H.2.4 Iden

H.2.4.1

From the standpoint of a patient, an IVD examination result is a hazard if it might lead to (1) inapproq

medical acti
prevent inju
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compile a ¢
hazard durin

As illustrate
result and a

the case of dlevices for self-testing, a hazardous situation can occur when an incorrect result is obtained

patient, or a

For quantita
value excee
maghnitude g
status of the

For qualitati
pregnancy €

The followin
intervention

incorred

tification of known and foreseeable hazards

Hgzards to the patient

factors are examples of such information, which might be entered manually by a labor
utomatically by a laboratory computer system. If an IVD medical device is designed (o '
brmation with the examination result, failure to associate the correct information with
result could affect the proper interpretation of the result and lead to a hazardous situation.

bn that could result in injury or death, or (2) failure to take apprépriate medical action that
y or death. An incorrect or delayed IVD examination result)¢an be caused by an IVD ms
nction, which is the initiating hazard in a foreseeable sequence of events leading to a hazarn
e identification of hazards and sequences of events<are intended to help the manufaq
bmprehensive list of hazardous situations. The manufacturer determines what is consider
g the risk analysis.

I in Figure H.1, a hazardous situation can ogc€ur if a healthcare provider receives an incg
Cts upon it. A hazardous situation can also-occur if a result is not available when it is neede

result is not available when it is needed;
ive examination procedures, a result can be considered incorrect if the difference from a cq
is a limit based on clinical utility> The clinical significance of an incorrect result can depend o
f the difference between the) measured value and a correct value, as well as the physiold
patient (e.g., hypoglycaemic or hyperglycaemic).

e examination procedures, in which only a positive or negative result is provided, (e.g., HIV
kaminations), results are either correct or incorrect.

g hazards 'could cause or contribute to misdiagnosis with the potential for harmful me
pr delays.

t results (see H.2.3.2 and H.2.3.3);

atory
eport
the

riate
could
dical
dous
turer
ed a

rrect
d. In
by a

rrect
n the
gical

and

dical

delayed

results (see H.2.3.4);

incorrect information accompanying the result (see H.2.3.5).

H.2.4.2 Relationship to performance characteristics

Failure to meet specifications for any of the performance characteristics related to safety (see H.2.3) should
be evaluated in order to determine if a hazardous situation could result.

Tools for analysing such hazards, such as Preliminary Hazard Analysis (PHA), Fault Tree Analysis (FTA),
Failure Mode and Effects Analysis (FMEA), and Hazard Analysis and Critical Control Points (HACCP), are

described in
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Annex G.
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H.2.4.3 Identifying hazards in fault conditions

Failure modes that can result in not meeting the performance characteristics required for medical use
(e.g., trueness, precision, specificity, etc.) should be considered when identifying IVD hazards in fault
conditions; e.g.,

— within-batch inhomogeneity;
— batch-to-batch inconsistency;

— non-traceable calibrator value;

— pon-commutable calibrator;

— hon-specificity (e.g., interfering factors);

— sample or reagent carryover;

— [neasurement imprecision (instrument-related);
— ptability failures (storage, transportation, in-use).

Faildre modes that can result in delayed results in urgent care/situations should be considered when
identifying IVD hazards in fault conditions; e.g.,

— unstable reagent;
— pardware/software failure;
— packaging failure.

Failure modes that can result in incorrect,patient information should be considered when identifying IVD
hazards in fault conditions; e.g.,

— |ncorrect patient name or identification number;
— |ncorrect birth date or age;

— |ncorrect gender.

H.2.4.4 Identifyihg hazards in normal use

Incofrect results can also occur in normal use, even when the IVD medical device meets the performance
charactefistics claimed by the manufacturer. This could be due to the uncertainty of examination results, the
biologieal variability of patient samples, choice of a cut-off value or other factors. An incorrect result in normal
use

— imperfect discrimination between positive and negative samples: qualitative examination procedures
typically exhibit inherent false negative and false positive rates, caused in part by uncertainties associated
with determination of a suitable cut-off value;

— uncertainty of measurement: state-of-the-art technology can limit the precision of quantitative IVD medical
devices, such as glucose monitoring systems described in I1SO 15197[13l; if performance criteria only
require 95 % of the results to meet a specified limit based on medical utility, then up to 5 % of the
individual results are allowed to fall outside the limit;
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unexpected influence of other constituents (interfering factors) in the sample matrix: new drugs,

biochemical metabolites, heterophilic antibodies and sample preparation materials can affect the
performance characteristics of an IVD examination procedure;

natural heterogeneity of the analyte: antibodies and other proteins in blood samples are mixtures of

different isoforms; published performance characteristics of an IVD examination procedure might not

apply to
H.2.4.5

Examples of

all components of the mixture.

Identifying hazardous situations

hazardous situations created by VD medical devices include:

a blood

a physi
affected

a hypog
from a s

H.2.5 Estimation of risks to patients

bank receives false negative HIV or HBsAg results when screening transfusion blood;

cian makes a diagnosis of liver disease based on liver function examination results that
by bilirubin interference;

were

lycaemic diabetic patient obtains falsely elevated blood glucose concentration measurements

elf-monitoring device.
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H.2.5.2 Edtimating severity of harm

alon is based on the severity and probability of harm from each identified hazardous situ

neral

ith the IVD medical device, in both normal and fault.conditions.

bf an incorrect IVD examination result, key determinants are (a) the probability that the resu
d as incorrect and (b) the probability that the-tesult will lead to an adverse medical action.

hat falsely indicate that medical intervention should not be taken (e.g., false negative resu
I” results), assessment of risk should\include (1) the prognosis of the condition left untreate
y of diagnosing the condition by other means and (3) the implications for individuals other
such as transmissibility of an infectious agent or a heritable condition, or exposure of a foet
Libstances).

hat falsely indicate thats-medical intervention should be taken (e.g., false positive results or
esults), assessmentlof fisk should consider (1) the potential harm of inappropriate treatmen
ty of excluding the" condition by other means and (3) the implications for others (suc
or treatment_for )exposure to an infectious agent, and counselling or treatment for a heri

ation

t will

ts or
1, (2)
than
us to

false
t, (2)
h as
table

The medical

use of an IVD examination result determines the potential harm that an incorrect result can G

ause

to a patient.

he intended uses and possible misuses discussed in H.2.1 and H.2.2 should be considered.

Estimating the severity of harm requires an understanding of the medical use of the IVD examination results,
the analytical performance requirements for each application and the extent to which medical decisions are
based on IVD examination results. For this reason, qualified medical input to the risk estimation process is

essential.

H.2.5.3 Estimating probability of occurrence

As illustrated in Annex E, the probability that use of an IVD medical device will result in harm depends on the
cumulative probabilities associated with a series of events.
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