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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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0 Introduction

0.1 Spacecraft operation

The operation of a spacecraft is an activity performed from a mission control centre in order to:
a) ensure availability of mission and science products/services or data;
b) carry out routine housekeeping operations;

c) recover from on-board contingencies;

d) rlnanage on-board resources in order to maximize the provision of products/services .abd the mission
lffetime.

0.2 | Spacecraft operability

The pperability is a feature of the spacecraft itself that enables a specified 'ground segmerjt comprising
hardyare, software, personnel, and procedures, to operate the space segment during the complete mission
lifetime of the spacecraft, by using a minimum of resources, while maximizing the quality, quantity, and
availability (or timeliness of delivery) of mission products, without compremising spacecraft safety. The key
factofs that determine the operability of a spacecraft are:

a) the ability to control the spacecraft in any nominal or non<nominal scenario in order to |maintain the
ission availability;

b) the capability to manage on-board resources and to.maximize the mission lifetime;

c) the extent to which its operations are routine;and non-hazardous, thus minimizing grodynd segment

esources for all operations including fault avoidance and correction;

d) the flexibility of the design for spacecraft reeonfiguration, including software, in orbit;

e) e reliability of operations and robustress against human error;

f) e simplicity of the space and ground segment required to fulfil the mission requirements and respect the
ission constraints;

g) e autonomous capability- of the space systems;

h) the complexity and’interdependence of the flight system.

the capability to detect abnormal trends or status and the speed of reconfiguration back to ah operational

0 maintain the

ground segment;

— the qualification level of staff required to perform operations;

— the quantity and complexity of mission-specific knowledge required to perform operations.

Spacecraft operability is an input to total life cycle cost. Increased operability will, in general, decrease
operations and maintenance costs but increase development costs. Thus, specific operability goals should be
determined by careful balancing of costs, risks, and schedules for both procurement and
operations/maintenance.

The key objectives of this International Standard are:

© I1SO 2004 — All rights reserved \"
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optimized workload;

and mission operations activities;

international request for proposal (RFP).

to ensure that a spacecraft operates in a safe and cost-effective manner and may be operated with an

to facilitate and/or enhance the tasks of preparation for, execution and evaluation of, spacecraft check-out

to facilitate the tasks of spacecraft prime contractors when preparing a proposal in answer to an

This International Standard is written in such a way that technological advances will not invalidate the

International

Standard. Thus, this International Standard is not project or machine specific.

The operatign of the space segment to meet mission-specific requirements is outside the scope\o
International|Standard.

0.3 Conveéentions

Requiremen
by a serial

starting at 0010 and is incremented by 10 to facilitate configuration control for laterwersions of the docu
Where a mgjor requirement is broken down into subsidiary requirements, the(Serial number is extend

reflect this s
testability).
operability re

Some of the
autonomy. Ir

script following the requirement ID. For example, FAULT-1100%%.

Some requir
be defined o
constants an|
where apprd
information g

0.4 Guide

This Internat
requirementg
operability rg
telecommuni

The steps fo

a) the miss

are identified by an acronym, which indicates the nature/grouping of the requirement, foll
umber, and appear in bold type (e.g. OBSERV-0010). The serial humber comprises four

ructure (e.g. TEST-1010.1 would represent the first sub-requirendent of requirement 1 relat
Seneral operability requirements are numbered in the range 0010 to 0999, while de
quirements are numbered in the range 1010 to 1999.

detailed operability requirements in Clause 6 are anly relevant for a given level of on-
such cases, the corresponding autonomy level (as defined in Clause 4), is indicated as a §

ements introduce quantities for which values cannot be defined across the board but will ne
N a mission-by-mission basis (e.g. time intervals, response times, etc.). These are termed m
d are identified within this International-Standard in “<>” (for example, <TC_VERIF_DELAY>
priate, typical values may be indicated. These mission constants are also summarise
nly, in Annex A.

lines for applicability,

. Many of the detailed operability requirements apply to specific on-board functions. The gg
quirements ar€ intended to be applicable to spacecraft missions of all classes (i.e. sci
cations, meteorology, Earth observation, geostationary, low-Earth orbiting and interplanetary
designingva new mission are normally:

ion.constraints are identified (e. g. design constraints, cost constraints);

f this

pwed
digits
ment.
ed to
ng to
tailed

poard
uper-

ed to
ssion
) and,
i, for

onal Standard specifies’a set of general operability requirements and a set of detailed operability

neral
Bnce,

).

b)

contingency operations;

c)

the spacecraft is designed, based on a) and b) above.

the mission operations concept is developed, including the level of on-board autonomy for routine and

The applicability of the detailed requirements in this International Standard should be determined during step
a). As indicated above, some of the detailed requirements are only applicable to a given level of autonomy.

During step c), the mission operations concept and the applicability of the detailed requirements may be

iterated.

vi
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Space systems — Unmanned spacecraft operability

1 Scope

This |International Standard defines the essential properties pertaining to the operationVgf unmanned
spacgcraft and defines requirements and guidelines for spacecraft on-board functions in\orderf to enable a
specified ground segment to operate the spacecraft in any nominal or predefined contingency sityation.

2 Normative references

The [following referenced documents are indispensable for the application of this document. For dated
refergnces, only the edition cited applies. For undated references, the latest edition of the¢ referenced

docu

ISO 1

3

For the purposes of this document, the following terms and definitions apply.

3.1

3.141

commandability

abilit
requi
asse

3.1.2
com
exter

any)

3.1.3

Terms and definitions

ment (including any amendments) applies.

4620-1:2002, Space systems — Safety requirements — System safety

General terms

of the ground to safely coptrol*and configure all the equipment and software on-board the
red for the execution of(the” nominal mission, for failure identification and recovery, for
Esment and for systemrmaintenance subsequent to performance change and system degrad

patibility
t to which thel{design of the space segment conforms with the existing ground segment inf
hnd with existing operational practices

efficie

opti

314

technology and reliability

bpacecraft as
performance
ation

astructure (if

flexibility
capacity to configure and make optimum use of

— existing on-board functions,

— space-Earth communications links,

— any redundancy built into the design in order to meet reliability targets,

as well as the capacity to optimize mission products according to the mission events

©1SO

2004 — All rights reserved
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315

observability

ability to acquire operationally significant information for physical and logical parameters on-board the
spacecraft

NOTE 1 This information is delivered to the ground through the telemetry channel and/or made available to on-board
processors.

NOTE 2 The definition of observable parameters is a key requirement for operating spacecraft, monitoring the
behaviour of all on-board systems, performing diagnosis of anomalies, and collecting sufficient information for feedback
into ground-based models.

3.1.6
operation
(spacecraft) gctivity performed from a mission control centre

NOTE See the Introduction, 0.1, for further details defining spacecraft operation.
3.1.7
operability

(spacecraft) [feature of the spacecraft itself that enables a specified ground segment to operate the gpace
segment dur|ng the complete mission lifetime of the spacecraft

NOTE Se¢e the Introduction, 0.2, for further details defining spacecraft operability:

3.1.8
safety
extent of on-poard protection against failure and the provision offail-safe modes of operation

3.1.9

security
extent of on{board protection against unauthorized access to on-board telecommand functions, jamming of
the telecommand channel, or corruption of the telecommand data, unauthorized access to telemetry data, or
the corruptiop of these data

3.1.10

testability
capability anfl ease with which the functions of the spacecraft and its interfaces and compatibility with ground
systems can|be verified and validated

NOTE In|particular, this relates to functions that do not form part of the current operational chains (i.e. redyndant
functions).

3.2 Otherlterms

3.21
application process
on-board element capable of generating telemetry source data and receiving telecommand data

NOTE An application process can be implemented in software, firmware, or hardware. There are no restrictions on
the mapping between application processes and the usual functional subdivision of a spacecraft into subsystems and
payloads. In a relatively simple spacecraft, there can be a centralized application process that provides a number of
“dumb” platform subsystems and payloads with collection of housekeeping data, the distribution of device commands, on-
board scheduling, on-board monitoring, etc. In a more complex spacecraft, each subsystem and payload might be served
by its own independent application process. A given processor can host one or several application processes. However, it
is also possible that a given application process could be distributed across two or more processors.

3.2.2

autonomy
extent to which a spacecraft can handle nominal and/or contingency operations without ground intervention

2 © 1SO 2004 — Al rights reserved
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3.2.3
chain
set of hardware and/or software units that operate together to achieve a given function

EXAMPLE An attitude and orbit-control-subsystem (AOCS) processor and its software and a set of AOCS sensors
and actuators together constitute an AOCS chain.

3.24
control loop
mechanisms to maintain a parameter or a set of parameters within prescribed limits

NOTE A control loop normally consists of a set of measurements and responses (commands) related according to a
functipn, algorithm, or set of rules.

3.25
devi¢e telecommand
telecommand that is routed to and executed by on-board hardware

EXAMPLE A relay switching telecommand or a telecommand to load an on-board-register.

3.2.6
ground segment
all grpund facilities and personnel involved in the preparation and/or.€xecution of mission operatigns

3.27
high|level telemetry
telenetry processed from the low level telemetry by an on-board application process

3.2.8
low level telemetry
elemgentary readable on-board information

EXAMPLE Register readout or relay status:

3.29
merrjory
any gn-board memory area, whether main memory or storage memory, such as disk, tape, or buljble-memory

3.2.1p
missjon management
on-bgard functionality.that allows a mission to undertake routine operations highly autonomopsly with the
minimum of groundjintervention

3.211
missjon manager
on-bgard-function that supervises (or performs) the system-level mission management activities

NOTE 1 Future autonomy concepts foresee a distributed on-board “control authority” that is able to manage functions
at both system-level and subsystem-level.

NOTE 2  Within this concept, the mission manager supervises the execution of high-level instructions from the ground
expressed as mission goals.

NOTE 3  The mission manager performs all the system-level functions, while subsystem (and payload) managers
perform the subsystem-level functions.

3.212

no ground contact

period of time during a mission when ground contact is not possible due to the unavailability of the
telecommand/telemetry links

© 1SO 2004 — All rights reserved 3
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NOTE The reasons for this unavailability can include:

a) predictab

le events such as:

1) non-permanent visibility due to spacecraft orbit characteristics combined with radio frequency coverage of
telemetry and telecommand links;

2) time

b) unpredict

-shared access to the spacecraft;

able events such as:

1) spacecraft attitude depointing;

2) on-g

3) groy

4) link
3.213
on-board fa
on-board fu

intervention

NOTE 1 Th
NOTE2 W,
management
NOTE3 In
to an optimal ¢
3.2.14
on-board m

set of proceg

NOTE 1 TH
maximum valy

NOTE2 D¢

NOTE3 TH
detected even

3.2.15
on-board of
capability for

oard failure of the telemetry and telecommand links;
nd station failure/unavailability;

budget degradation.

Ilt management

nctionality that allows the detection and management of on-bpard failures without gfound

e primary objective of on-board fault management is to ensure the survival of the spacecraft.

here possible without hazard to the spacecraft, and within the mission constraints, on-board fault
hall maintain payload operations.

addition, on-board fault management should assist ifn-rapid diagnosis and subsequent reconfiguratior) back
perational status.
bnitoring

sing functions that is applied to a seb of on-board parameters

ese functions can include limit/Status/delta checking, the evaluation of statistics, including minimur and
es over a time interval, etc.

btected events or evaluation results are telemetred to ground.
e scope of the function can be even wider, e.g. to include the triggering of on-board actions in respopse to

[s.

erations scheduling
controlling and executing commands that were loaded in advance from the ground

NOTE In

its simplest form, the on-board operations schedule stores time-tagged commands loaded from the ground

and releases them to the destination application process when their on-board time is reached, but with no feedback being
generated by the destination application process.

© I1SO 2004 — Al rights reserved
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3.2.16

on-board operations procedure

simple operations procedure that can be controlled from the ground (loaded, edited, started, stopped, etc.) or
can be invoked by the occurrence of a predefined on-board event

NOTE In its simplest implementation, an operations procedure can consist of a sequence of low-level commands,
historically referred to as a macrocommand.

3.2.17
parameter
elementary data item on-board

NOTH A parameter has a unique interpretation.

3.21B
parameter validity
condftions that determine whether the interpretation of a given telemetry parameter is)meaningful

EXAMPLE The angular output of a gyro may only have a valid engineering meaning if the power to the gyro is “on”
while jat other times, the output may be random, or at best should not be relied upon.

NOTH Such a parameter is deemed conditionally valid, with its validity deteffined from the power staty

®

3.2.1JB

protéction system
on-bgard function (implemented either in hardware or software) that is provided to monitor sgnsor or logic
readihgs and, based on their output, either direct or processed, to:

— prevent the propagation of the failure at equipmentior system level; or

— neconfigure the spacecraft system or subsystem into a “safe” configuration
NOT Subsequent analysis and recovery action will normally be performed by the ground.

3.2.2
space segment
thosg elements of the overall mission system that are operated in outer space

3.2.2

spacecraft
all sybsystems (sometimes called the platform, the service module or the bus) plus any experiment or payload
elements (sometimies-Called the payload module)

3.2.2
spacgecraft-status
all the¢ infermation necessary to assess the operational status of the spacecraft at a given time

EXAMPLE All the information needed to determine all the criteria driving operational decisions.

3.2.23

subsystem

any combination of units within the spacecraft platform that fulfils a well-defined and usually self-contained set
of on-board functions

3.2.24

survival mode

non-operational, temporary and safe-life mode of a spacecraft, defined to avoid its loss in case of contingency
(catastrophic or critical failure, aggressive environment, etc.)

© 1SO 2004 — All rights reserved 5
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telecommand criticality
importance of a telecommand in terms of the nature and significance of its on-board effect

NOTE Telecommand criticality levels are categorized as Levels A to D as defined in 3.2.25.1 to 3.2.25.4.

3.2.251
Level A

forbidden telecommand
telecommand that is not expected to be used for nominal or foreseeable contingency operations, that is
included for unforeseen contingency operations, and that could cause irreversible damage if executed at the

wrong time

3.2.25.2
Level B
critical teled

in-the-wrongconfiguration

ommand

telecommand that, if executed at the wrong time or in the wrong configuration, could cause lirreversible Igss or

damage for t

3.2.25.3
Level C

he mission (i.e. endanger the achievement of the primary mission objectives)

telecomman
the wrong ti

vital teleco:fmand

3.2.254
Level D

all the remaifing commands

3.2.26
telecomman
operationally

4 Abbre!
AMF
AOCS
CPU
110

ID

that is not a critical telecommand but is essential to the success of the mission and, if s¢nt at
e, could cause momentary loss of the mission

d function
self-contained control action that can comprise or invoke one or more lower level control acfions

yiated terms
apogee motor firing
attitude and orbit.¢entrol subsystem
central processor unit
input/odtput

idéntifier

LsSw

MSwW

EEPROM

RAM

RF

RFP

TT&C

Teast significant word

most significant word

electrically erasable programmable read-only memory
random access memory

radio frequency

request for proposal

telemetry, tracking and command

© I1SO 2004 — Al rights reserved
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5 Autonomy levels

Tables 1 and 2 identify a number of autonomy levels for routine and contingency operations in terms of the
corresponding on-board autonomous capabilities.

It should be noted that different autonomy levels may be implemented for routine and contingency operations
(i.e. the implementation of Level n for routine operations does not necessarily imply the implementation of the
same Level n for contingency operations).

The mission operations concept will dictate the choice of autonomy levels and the design of autonomous
functions for a given mission. Th|s decision and de3|gn process should con3|der compIeX|ty implications on
em level with

— ission product availability requirements;

— propagation delay (where applicable);

— g@round station coverage;

— potential communications outages due to orbital events (e.g. solar conjunction periods);
— ground segment availability (considering potential failures and scheduled maintenance operations).

In general, the spacecraft will not be required to maintain its.autonomy indefinitely, but rather for a defined
minimum interval of time, <AUT_DUR>, which may have a different value for routine and|contingency
operations. In determining the value of this parameter (these parameters) for a given inission, due

consideration should be given to such factors as:

— the maximum period of “no ground contact” during different mission phases, for spfcecraft with
intermittent ground coverage;

— the maximum period of ground (segment outages, either predictable (e.g. scheduled |maintenance
operations) or non-predictable (e.g. recovery from failures);

— the reaction time for the greund to respond to on-board anomalies (anomaly-dependent).

Table 1 — Autonomy levels for routine operations

Level Description

R1 Real-time commanding is required for all on-board reconfigurations.

Autonomous execution of all predictable and time-dependent operations, for|a

R2 limited period, on the basis of pre-programmed commands from ground.

R3 Capability to store mission products on-board without loss.

R4 Event-driven on.-bogrd control capabilities (e.g. power management and
autonomous navigation).

R5 On-board operations planning and mission product optimization to maximize

mission product return.

© 1SO 2004 — All rights reserved 7
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Table 2 — Autonomy levels for contingency operations

Level Description

Survival mode switching in the event of failures that can be critical for survival
C1 (e.g. a power supply short circuit or loss of attitude). No automatic attempt to
continue mission product generation.

Redundancy switching for vital functions with the objective of continuing
Cc2 mission product generation (problem analysis and reconfiguration back to
prime chain performed under ground control).

C3 Fully autonomous fault management

6 General requirements

6.1 Obsefvability

OBSERV-00/10

6.2 Commandability

CMD-0010

6.3 Compgatibility

COMPAT-0020

6.4 Secur[ty
SECUR-001
6.5 Safety

The space segment shall provide visibility of its internal status7and configuration tp the
mission control system in sufficient detail and within time delays consistent with nominal
and non-nominal operations.

Control functions (telecommands) shall be provided at each level of the design hierarghy to
enable mission objectives to be achieved under all foreseeable circumstances (including
the use of redundant equipment where_required to meet the overall system reliability
requirements).

The space segment design shall be compatible with the availability and capacity ¢f the
space-to-Earth communicatjon links for both routine and contingency operations.

The space ségment shall be adequately protected against intentional or unintentional
access by Gnauthorized parties.

The safety activities.related to the following safety requirements shall be performed in accordancg with

ISO 14620-1

SAFETY-0010

SAFETY-0030

SAFETY-0040

No single command shall lead to the loss of the space segment.

No single operational error shall result in a failure, and no single failure shall result in
another failure. Exceptions to this requirement shall be identified, part of contractual
requirements, dealt with in accordance with the safety programme defined in ISO 14620-1,
and, where possible, operational contingency procedures shall be defined to mitigate the
results of such failures.

The design of the space segment shall be such that all foreseeable on-board failure
potentially leading to the loss of the space segment can be averted either by autonomous
on-board action when outside ground contact or by clear, unambiguous and timely
notification of the problem to the ground. In the latter case, a well-defined recovery
procedure shall exist.

© I1SO 2004 — Al rights reserved
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6.6 Flexibility

FLEX-0010

FLEX-0020

ISO 14950:2004(E)

It shall be ensured that any reconfiguration of the spacecraft (required for offline testing or
any other purpose) shall be such that no single failure either in a control function or in any

other element leads to a hazardous on-board situation.

The on-board systems shall be configurable to comply with the desired control

The spacecraft shall have the capability to operate with the prime an
equipment with the same operability characteristics.

lability.

d redundant

FLEX-0030

FLEX-0050

FLEX-0050.1

FLEX-0060

FLEX-0060.1

FLEX-0070

FLEX-0080

6.7

EFFIC-0010

Efficiency

The spacecraft shall be configurable such that permanent work-around soll
introduced in the event of non-recoverable failure.

Any selection and operation of redundant equipment shall be reversible w
functionality.

Constraints or monitoring of redundant equipment shall be clearly identified.

In case of contingency operations, inputs and outputs“ef‘the on-board funct
accessible from the ground for workarounds.

It shall be possible to replace on-board functions\by ground functions.
The allocation of budgets for on-board resources during the design phase s
spare capacities of <RESOURCE_MARGIN> for each subsystem and eac

order to ensure flexibility during the mission.

At any point in the mission, it shall be possible to determine the remaining mi
with an accuracy compatible with the mission requirements.

Allocation of functionality between the space and ground segment shall be
balance togethér-all the following considerations:

a) System-Operation/maintenance costs and risks can usually be reduced K
mostfunctions on-board.

tions can be

thout loss of

ons shall be

hall consider
h payload in

5sion lifetime

performed to

y performing

b) ™ ‘Development costs and risks for the combined space and ground s¢gments can

usually be reduced by performing most functions on the ground. (See
for exceptions.)

CLOOP-0010

c) Repetitive operations can sometimes be performed more efficiently on-

board due to

issues such as transmission delays, visibility times, amount of informafion/telemetry

Q\Iﬂilﬂhlﬁ, command rates, and reuse of other an-board functions

6.8 Testability

TEST-0010

d) The ground segment is inherently more flexible than the space segment due to

accessibility and less stringent resource limitations (mass, power, etc.).

Each application process shall provide the capability to perform a set of en
functions.

d-to-end test

EXAMPLE Tests exercised under ground control to verify end-to-end performance. Provision of an

end-to-end test function should be considered.
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TEST-0020

TEST-0030

TEST-0040

TEST-0050

An “are you alive” function shall be provided for testing the end-to-end connection between

th

e ground and an application process.

It shall be possible to check redundant on-board functions in an “off-line” manner (i.e. in
parallel with the prime function, but without any disturbance to it).

Adequate observability and commandability shall be provided to assess the proper

fu

It

nctioning at the redundant cross-strapped level.

shall be possible to check a redundant unit prior to switchover.

bal

TEST-0060

TEST-0070

It
m

predictable levels of noise sources (whether radiative, capacitive, inductive,;-or impul
Critical measurements are those parameters specifically identified in the) space seg

Ll Hal 4 ] <l <l I L <l <l 4 H 4 ol
<hdilh VT PJUOSOIVIT U TUAU dl'lu CITTURN TTUUTTUdTTU IIIUIIIUIy MHUT U OWILLITTUVTT.

shall be possible to verify, by independent means, that all critical \on-
easurements reliably reflect the values of the parameters they represent’ und

contractual requirement as absolutely necessary to meet mission objectives.

6.9 Appli¢ability matrix

An applicability matrix shall be issued by either the spacecraft procuring or supplying organisation, s
whether eaclh requirement shall be applicable. For requirements that are not applicable, a justification sh

supplied.

7 Detailed requirements

7.1 Space¢craft observability requirements

7.1.1 Telemetry design

poard
pr all
sive).
ment

ating
Bl be

TMDES-1010 Standard telemetry reporting”’mechanisms shall be provided that allow access to 4l the
data required to determine the status of the spacecraft and to monitor the execution|of all
nominal operations (ahd foreseen contingency operations for the spacecraft plgtform
subsystems and the payload. As a goal, this shall include:

a) the status?of all relays and switches;
b) the-pewer status of all units connected to the spacecraft bus;
c).& the status of all on-board equipment and software;
d) all sensor readings;
e) the contents of all registers;
f) anindication of all on-board events affecting operations;
g) anindication of all actions taken by on-board autonomous functions;
h) the parameters used by monitoring or reconfiguration logic;
i) the status of all autonomous functions (enable/inhibit);
j)  the status of all safety devices (triggered/not triggered);
k) the condition/status of deployable mechanisms and covers;
10 © 1SO 2004 — Al rights reserved
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I) the separation status of any separated or deployed piece of equipment.

This data shall be telemetred to the ground in a complete, unambiguous and timely

manner.

Where these goals cannot be met, other observables shall be identified to determine the

status of the listed parameters.

The current state of the spacecraft and any anomalous condition that req
intervention shall be available in a sub-set of data.

uires ground

TMDES-1626-

TMDES-1030

TMDES-1040

TMDES-1050

TMDES-1060

TMDES-1070

TMDES-1080

TMDES-1090

TMDES-1100

TMDES-1110

A s a1 <l HPAF Y ball iclad £ tlat alat L £l
AT dPppPrupridic TCoTIVOU Ualtuwiullm ol'idil VT PJTruviIiuTU TUT o Udla \UVUII aIrou

always be used).

Parameters that indicate vital spacecraft health functions shall be provided w
telemetry (e.g. primary bus current, voltage, propellant tank pressufe;-etc.).

Telemetry information shall be provided from direct measurements rather tha
effects. In particular, the complete status of the spacecraft shall be derivg
telemetry and other observables without the need for reference to the telecom
or any record of on-board autonomous actions.

In some cases, parameters can change value faf very short time periods. If it
for operational reasons, to detect such occurrences (e.g. as an indication of]
failure) and no adequate telemetry sampling.of the parameter can be provid
shall be stored and the stored value shall be telemetred.

For equipment in hot redundancy, telemetry shall be implemented to allow an
and unambiguous status evaluation of each chain. For elements in redundandg
failure of one channel shall not.prevent access to the telemetry of the other ch

Parameters valid onlyswhen other conditions are satisfied shall be
unambiguously from the-telemetry.

Processors/memory auto-test results and diagnoses shall be available through

The value(of-analogue parameters shall be derivable from telemetry s

h it may not

th redundant

n secondary
ble from the
mand history

s necessary,
an on-board
pd, the event

independent
y, the loss or
annel.

determinable

telemetry.

ich that the

resolutionyand range is appropriate for monitoring purposes in all nominal and foreseen

contingency situations.

Suitable sampling sequences and frequencies shall be provided for all relate
{hat require direct correlation or combination for the purposes of performance

All reconfigurations shall end with an unambiguously known and observabl
involved units and software.

| parameters
pvaluation.

b state of all

TMD

Tl 4 la Nl HN | ol b : | N HN | P ol il | ol 4
I UIUIIICLIy oSlidll T Pruviucu U 1dulalc dlly IUTTIUINeU 1diiurc at Icdsl UUWIT U
equipment level.

7.1.2 Telemetry timing information

TIMING-1010

TIMING-1010.

© I1SO 2004 — All rights reserved
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o function or

For different operational purposes (e.g. detailed performance evaluation, data or event
correlation at the time of on-board anomalies, etc.) it shall be possible via analysis to
establish the original on-board sampling time of the telemetry parameters.

For anomaly troubleshooting, it shall be possible to establish this information retroactively
in time.
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TIMING-1010.2

TIMING-1010.3

TIMING-1020

TIMING-1030

It shall be possible to determine the absolute (on-board) sampling time of parameters to an
accuracy of <PARAM_ABS_SAMPL_TIME> (can be parameter-specific).

It shall be possible to determine the relative sampling time of any two parameters to an
accuracy of <PARAM_REL_SAMPL_TIME>.

Timing information shall be provided in the telemetry that allows the correlation of on-board
time with ground time with an accuracy of <TIME_CORREL_ACCUR>.

All timing information in the telemetry shall be synchronized with a single on-board master
clock or synchronization signal.

71.3 Diag]’nostic mode

DIAG-1010

DIAG-1010.1

DIAG-1010.2

7.2 Spacécraft commandability requirements

7.21 Telegommand design

TCDES-1010

TCDES-1 021

TCDES-103

TCDES-1040

TCDES-1050

TCDES-106(

TCDES-1070

12

Under all foreseen operational conditions, sufficient telemetry bandwidth shall be avdilable
to allow the ground to select (by telecommand) a set of telemetry data to'be sample;f ata
high rate for investigation purposes. The essential characteristics of this eapability afje the
following:

Access shall be available to all on-board parameters.

It shall be possible to sample a given telemetry parametet-at any sampling rate down to a
minimum sampling interval <MIN_SAMPLE_INT>.

No telecommand shall contribute to perfmanent loss of the telecommand function.
All telecommands shall always havethe same action definition during the mission.

Repetition of the same telecommand shall be possible without any detrimental effdct on
the spacecraft unless the.command is forbidden (Level A) or critical (Level B).

For frequent or elementary operations, it is recommended that on-board functions be
defined to limit the ground action to a small number of high level/goal oriented commands
(this number will"be function-specific).

If a devi€e)telecommand executes more than one control action, these actions shall be
strictly‘operationally related, so they constitute a single logical telecommand function.

EXAMPLE A device telecommand shall not put a battery in trickle charge and at the sameg time
switch on a heater, unless these operations are always strictly related.

be possible to “pack” such device telecommands within a single telecommand protocol unit.
A telecommand protocol unit being a set of commands with minimal spacing and designed
to provide efficiency in transmitting multipart telecommands.

The ground shall have the capability to command all equipment/functions of the spacecraft
required to operate the spacecraft under all nominal and foreseen contingency conditions.
This shall include:

a) the configuration of all relays or on-board logic;

b) the loading/updating of all operational parameters and registers;
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https://standardsiso.com/api/?name=70894b68999420b3559609a3fcd44130

TCDES-1080

TCDES-1100

ISO 14950:2004(E)

c) the loading/updating of all monitoring and reconfiguration criteria;
d) the loading/dumping of re-programmable memory areas.

It shall be possible to command all on-board devices individually from the ground (i.e. if a
device is normally commanded using a telecommand function generated by on-board
process, it shall nevertheless be possible for the ground to issue a device telecommand
destined solely for that device).

The operation of reconfiguring on-board units or switching between on-board functions
shall not affect the status, configuration, or continued proper operation of any other unit or

TCDES-1110

TCDES-1120

TCDES-1130

TCDES-1140

7.2.2| Critical telecommands

The definition of telecommand criticality levels-is given in 3.2.25.

CRIT[TC-1010

CRIT[TC-1020

CRIT[TC-1030

CRITTC-1050

[ TET-W-X 1PN
TUurTouuTT.

Where necessary to meet critical mission requirement, it shall be possible to pre-configure
units in the “off” state to come on in any desired configuration.

EXAMPLE The bolometer inhibition status of an infrared attitude senser)

There shall be no requirement for the ground to send t€lecommands, as |the result of
anomalies detected from the telemetry, with a “response time of less than
<ANOM_RESP_TIME> (typically 1 min).

The level or value of an on-board register or¢counter shall only be adjusted (from the
ground) by the use of a register load telecommand (i.e. on/off pulses shall not pe used).

For in-orbit operation, the conditions under which a configuration-dependent felecommand
may be sent (or may not be sent) shalkpé determinable unambiguously from the telemetry
indicating the status of the spacecraft:

Telecommands of ecriticality Level A or Level B shall require at least fwo separate
command actions, for execution, i.e. an arm/safe or enable/disable command followed by
an execute command.

EXAMPLE" - Commands for pyrotechnic devices.
Redundant telecommands shall be provided for all telecommands of criticlljity Levels A
and B by means of a maximum diversity on-board routing (i.e. using on-boarnd routes that

share no common nodes or paths).

A register load telecommand of criticality Level A, B or C shall have a sepdrate execute
command to permit verification of the loaded data.

ST EOTTTATTA S GF T y LevelAor Level B, on-board protection shaitbe implemented

to ensure that commands are only accepted if the on-board context is correct.

Forbidden telecommands (criticality Level A) shall either be omitted from the spacecraft
databases or shall be clearly identified to allow proper ground system processing.

7.2.3 Control of autonomous functions

CONTR-1010

CONTR-1020

The spacecraft shall provide the capability to enable/inhibit‘command any of its on-board
autonomous functions.

The ground shall have the capability to override any on-board automatic functions.
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CONTR-1030

For all on-board automatic functions resulting from a logical combination of several
elementary monitoring criteria, inhibition and authorization shall be possible independently
and individually for each criterion.

7.2.4 Telecommand transmission and distribution

TCTRANS-1010 The on-board reception, processing, and distribution of telecommands shall ensure that no

restrictions arise when the ground transmits telecommands of any type at the highest
possible rate (i.e. making full use of the available uplink bandwidth), unless the ground
system has specific features to allow adaptable command spacing.

TCTRANS-

7.2.5 Teled

TCVERIF-10

TCVERIF-10

TCVERIF-10

TCVERIF-10

4y

10

40

TCVERIF-1050

TCVERIF-1060

7.3 Mema

MMGMT-101

0

ommand verification

ry management

N order to circumvent potential lock-out problems aiiecting telecommand routngd and
delivery, it shall be possible to route a limited number of selected device telecommands
directly to the end-item device (i.e. without the need for any intervening software qr on-
board bus).

Verification telemetry shall be provided for all telecommandsthat have been praperly
executed, whether these are sent directly from the ground, are stored on-board for rejJease
at a later time, or are generated autonomously on-board.

Verification telemetry shall be provided with a delay~of/less than <TC_VERIF_DE|LAY>
with respect to the time of completion of the telecommand execution (typically lesq than
1 min).

A telecommand shall be verified by telemetryxmeasured directly for the device or function
for which the telecommand is executed (ewg. a device telecommand shall be verified by a
hardware measurement that is directly telemetred without intermediate processing).

If a telecommand results directly incone or more changes in the spacecraft configurption,
these changes shall be reflected in the telemetry indicating the spacecraft status.

Multidata commands (e.g. Tegister load commands) controlling subsystem equigment
configurations shall beacknowledged by telemetring all data (e.g. the correspopding
register contents).

The ground shall be notified of any telecommand not executed, not received propetly, or
not executed\properly.

Integrity of the memory area during the load/dump/check process shall be ensured Qy on-
board application processes or by procedural inhibits/constraints. Memory integrity tydically
requires that no other application process shall have read/write access to this mgmory

area r'|||r|nn the load/check process- It is recommended that on-hoard processes-ehsure

MMGMT-1020

MMGMT-1030

14

the mtegnty of memory since this provides a significantly more robust data load operation.
Procedural inhibits/constraints should be minimized.

It shall be possible for the ground to load/dump/check any changeable on-board memory
area [e.g. random access memory (RAM) or electrically erasable programmable read only
memory (EEPROM)].

EXAMPLE R.

It shall be possible either to load, with a single telecommand message, a contiguous

memory area (e.g. indicating the start address and the length of the load) or to perform
scatter loads (e.g. specifying pairs of memory addresses and data to be loaded).
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It shall be possible either to request a memory dump, with a single telecommand

sequence, from a contiguous memory area (e.g. indicating the start address a

nd the length

of the dump) or to perform scatter dumps (e.g. specifying pairs of memory addresses and

length to be dumped).

It shall be possible either to request a memory check, with a single telecommand, from a
contiguous memory area (e.g. specifying the start address and the length of the area to be

checked) or to perform checks on several areas (e.g. specifying pairs
addresses and length to be checked).

Address data loading shall always be performed in the same order.

of memory

MMGMT-1070

7.4

7.41

CLOPP-1010

CLOPP-1020

CLODP-1020.1

CLODP-1020.2

CLODP-1020.3

On-board processing functions

Control loops

EXAMPLE Most significant word (MSW) loaded before least significant word.

Where possible, critical on-board storage/buffer should be resizable to cater t
mission events.

b unforeseen

The design of the overall mission operations systefm (i.e. constituting both th¢ ground and

space segments) shall ensure that control Joops that have short respong
implemented on-board.

There may be ground control loops withridentified response times <GRND_H
(there may be several such parametérs for a given mission). Spacecraft sta
shall, therefore, comply with the follewing requirements for generation and tran

Under all circumstances, the-glapsed time for an application process to builg

e times are

ESP_TIME>
us telemetry
smission:

and release

telemetry source data shall"be such that the overall delay between the generation of
telemetry source data andits reception at the mission control centre is compatible with any

response times thathave been identified for ground control loops.

Parameters within the telemetry that are generated periodically shall be dampled at a
frequency that)ensures no operational information is lost for all nominal and foreseen

contingency.operations.

The_frequency of generation shall be compatible with the response times that have been

identified for any control loops implemented on the ground.

of on-board
evaluation of

7.4.2] On-board'monitoring
OBMON-1010 It shall be possible to apply a suite of on-board monitoring functions to a se
parameters. These functions shall include limit/status/delta checking and the
statistics, inr‘lnrling minimum-and maximum-values over a time interval,etc
OBMON-1020 Detected events (such as out-of-limits) or evaluation results from the on-board monitoring
function shall be telemetred to ground.
OBMON-1030 It shall be possible to enable and disable the monitoring of any on-board parameter.
OBMON-1040 It shall be possible to reconfigure, in a flexible manner:

a) the selection of parameters to be monitored;

b) the monitoring criteria/required evaluation results for the selected parameters.

© I1SO 2004 — All rights reserved
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OBMON-1050

When on-board monitoring of a specific parameter is mode-dependent, then this shall be
defined and automatically selected on-board.

7.4.3 On-board operations scheduling

OBSCH-1010%?

OBSCH-1020%?

OBSCH-1030%?

It shall be possible to release any telecommand from the on-board operations schedule.

The status of the on-board operations schedule shall be periodically telemetred to the
ground.

It shall be possible to start/stop the on-board operations schedule.

OBSCH-104p~?

OBSCH-105p~?

OBSCH-106p~?

OBSCH-107p~?

OBSCH-108p~?

OBSCH-109p~?

7.4.4 On-bpard operations procedures

OBPROC-1Q1

ORZ

OBPROC-1(20%*

OBPROC-1(30%?

7.4.5 On-bpard storage and retrieval

STORE-1010%®

It shall be possible to load/add/delete any part of, or any command in, the con-board

operations schedule.

The ground shall have access to the content of the on-board operations-s§chedule thfough
dump requests.

Time-tag dating and on-board command capacity shall cover ,at.least the needs qf the
autonomy period.

The elapsed time for the on-board transfer of commands from the on-board operations
schedule to the destination application process shall jbe predictable to an acclracy
compatible with the required command execution timeaccuracy.

The protocol for the on-board transfer of commands to their destination application pr¢cess
shall ensure that any transfer error is reported(to the on-board operations schedule.

The on-board operations schedule shall) detect any situation that forbids the on-board
transfer of a command to its destination*application process.

It shall be possible to control an on-board operations procedure from the ground. Control
operations shall include-load, edit, start, stop, suspend, resume, etc.

It shall be possible'te’ invoke an on-board operations procedure by the occurrence of a pre-
defined on-board_event.

It shall be-pessible to access the content of an operations procedure from the ground.

Housekeeping information shall be provided on the state of the on-board storagg and

retrieval function.

STORE-1020%®

STORE-1020.1%®

STORE-1030

STORE-1040

16

It shall be possible for the ground (and only the ground) to clear the contents of an on-
board store.

It shall be possible to configure the on-board store to either overwrite old data or abort
storage when it is out of memory.

The capability shall be provided to store in a table a set of data representative of the health
of the spacecraft. This table shall be frozen in case of failure detection or reconfiguration
order.

For missions with intermittent ground coverage, the on-board storage capability shall be
sufficient to store all data generated on-board that may be required for spacecraft
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7.4.6
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MIM(

MIM(

MIM(
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monitoring and control purposes, for a duration at least equal to the longest non-coverage
period plus a mission-dependent margin <DATA_STORAGE_TIME>, typically one orbit for
low-Earth orbiting spacecraft.

On-board storage shall be such that the ground can retrieve the stored data within
specified delays <DATA_RETR_DELAY>. There may be several such parameters for a
given mission, corresponding to data of different parts of the mission.

EXAMPLE Data such as anomaly telemetry, are normally needed on the ground with shorter
delays than routine status telemetry.

5T-10107?

5T-1020%2

5T-1030%2

5T-1040%2

WI rsstomnrar 1ayCIniciI It

The design of the on-board mission management function and the associated autonomy
duration <AUT_DUR> shall take into account mission-specific factors such as

a) mission product availability requirements;

b) space segment and ground segment complexity;
c) ground station coverage;

d) communications outages due to orbital events (e.g. solar conjunction peripds);
e) ground segment non-availability.

During the autonomy duration period(<AUT_DUR>, when no action is possjble from the
ground, the mission management function shall:

— without spacecraft failure;<be capable of performing all needed actiong to maintain
mission operations;

— with spacecraft failtre, be capable of avoiding the loss of the spacecraft.
The mission management function shall be hierarchically structured and accoqnmodated as
a distributed §ystem in the various processors available on-board. The guidingIlprinciple for
the distribution of functions is that control shall be exercised at the lowest posgible level.

The management of subsystem and payload internal commanding, including all necessary
relative time control, shall reside in the corresponding subsystem and paylogd application
processes. This may be in the form of:

— software control processes, using look-up tables if necessary;

— on-board operations procedures.

MIMGT-1050""

MIMGT-1050.1%2

MIMGT-1050.2%?

For the attitude and orbit acquisition phase, it shall be possible to initiate or reconfigure the
sequence of operations used in this phase:

a) in an autonomous way, with a possibility of handover from the ground;
b) directly and manually from the ground, if necessary.

An automatic sequence shall be initiated on-board upon detection of launcher separation
to obtain a safe configuration without ground intervention.

It shall be possible to tune on-board delays to follow critical operations from selected
ground stations.
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EXAMPLE Some pyrotechnic sequences, appendage deployments or first manoeuvres.

7.4.7 On-board fault management

The primary purpose of on-board monitoring is to reduce the necessity for continuously transmitting all the
low-level housekeeping data to the ground or for the ground to be continuously available to monitor these data.

FAULT-1010 The design of the on-board fault management function and the associated autonomy
duration <AUT_DUR> shall take into account mission-specific factors such as:

a) mission product availability requirements;

b) space segment and ground segment complexity;

c) fault tolerance;

d) ground station coverage;

e) communications outages due to orbital events (e.g. solar conjunction periods);
f)  ground segment non-availability.

FAULT-1020 The on-board fault management function shall be cdpable of performing all necegsary
actions to react to on-board faults during the autonemy duration <AUT_DUR> withoyt any
actions from the ground.

FAULT-103(%® The management of anomalies and failurés™within a subsystem or payload shall be
accommodated within their own application processes. This implies that within each of
these application processes, functions:ghall be provided to detect all internal failureg that
either endanger the subsystem or paylead in question or would lead to severe degradation
of mission products. These funetions shall also be able to execute internal fhilure
correction actions.

FAULT-104( Failure detection algorithms” shall not repeat the generation of the same excgption
telemetry if the same_‘ailure is detected at each successive failure detection ¢ycle,
although a separate(telemetry indication should be generated if the exception congdition
disappears.

FAULT-1050 The fault detéction functions shall run independently from the functions being monftored
and should-wherever possible be based on independent inputs.

FAULT-106(4%* It shall:be possible to detect faults in systems that are off-line (i.e. not involved in any
prifary function) as well as on-line.

FAULT-107d“" The baseline philosophy for failure isolation at subsystem or payload level shall pe to
attempt to immediately disable the function affected (i.e. to ensure survival).

FAULT-1080% The baseline philosophy for failure correction shall be to immediately restore the failed
function by appropriate internal redundancy switching (i.e. to provide continuity of product
generation). A short "hiccup" can be expected with this approach but not an outage.

FAULT-1090% Following failure isolation and (where relevant) correction, the subsystem or payload
application process shall issue an event message to the mission manager, which shall
then initiate any further system level actions, as necessary. The event message shall
clearly identify the event, its time of occurrence, the parameters in anomaly, their values,
any recovery action taken autonomously, and any other information that would be required
for later analysis and understanding of the anomaly on the ground.
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FAULT-1110%

FAULT-1120%

FAULT-1130%°

FAULT-1140%

FAULT-1150

FAULT-1160

FAULT-1170

FAULT-1180

FAULT-1190

FAULT-1200°"

FAULT-1210%
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The mission manager shall be able to detect system-level anomalies that cannot be
recognized by subsystems or payloads.

The mission manager shall handle the management of both system-level anomalies and
system-level reactions to subsystem or payload internal anomalies. This implies that the
mission manager shall be able to determine whether an internal failure within a subsystem
or payload necessitates reconfiguration of other subsystems. If so, it shall determine which
reconfiguration steps or procedures shall be applied and issue the corresponding
commands to the subsystems or payloads.

The baseline phllosophy for fault management at system level shall be to ensure survival
gyrations raise

conﬂlcts with the operations plan in the on-board operat|ons schedule then
of the on-board operations schedule shall be inhibited and the entire_space
switched to a well-defined survival mode.

The mission manager shall be able to perform regular “are you alive” checks
and payload application processes.

The mission manager shall have a “watch-dog” process, fonits own health che|
of an anomaly shall result in immediate changeover to%a redundant processor,

Each protection system shall be intrinsically failsafe:

It shall be possible to enable and to disable any on-board protection systs
mode logic) by telecommand.

Where applicable, parameters of protection system detection criteria (e.g.
number of failure repetition) shall-be modifiable by telecommand.

Where the protection systemiymode has several inputs that are logically “OR
failure (e.g. sensor readings or unit status), it shall be possible to enable and
independent input by telecommand.

Where a protection system selects redundant units for automatic reconfigurati

possible to specify by telecommand which units are to be monitored (for failune

combination jof units is to be selected for the reconfiguration (from t
combinations).

The_spacecraft shall enter survival mode if any hazard exists that affects

e execution
craft shall be

bf subsystem

ck. Detection

m (or safety

hresholds or

ed” to detect
disable each

DN, it shall be
) and which
he allowable

life, payload

capability, or mission objectives.

The spacecraft shall not enter survival mode if no such operational hazgrd exists. In
particular, the system-level protection logic shall allow for the possibility of ngn-hazardous
operational errors without causing entry into survival mode, but instead slpall generate
appropriate warning-level telemetry.

FAULT-1220°"

FAULT-1230°"

Survival mode shall ensure the safety of the spacecraft, and a minimum survival duration
shall be defined for each mission <MIN_SURV_DUR>.

Recovery from survival mode shall always be undertaken under ground control.

7.5 Equipment/subsystem-specific requirements

7.51
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On-board processors and software

The design (selection) of on-board processors shall ensure that the available memory and
performance accommodates, with an adequate margin of <RESOURCE_MARGIN>:
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