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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenance
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed forj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This document describes tests that verify on-board unit (OBU) conformance of functions and data
structures implementations for electronic fee collection (EFC) applications.

The purpose of this document is to define tests that:

assess OBU capabilities,

assess OBU behaviour,

serve as a guide for OBU conformance evaluation and type approval,

achieve comparability between the results of the corresponding tests applied in differe
different times, and

facilitate communications between parties.

ht places at
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Electronic fee collection — Test procedures for user and
fixed equipment —

Part 2:
Conformance test for the on-board unit application

interface

Thi
stry
ISO

Thi

Afte
cony
and
imp

modlified and new test-cases can be defined and added in order for the conformance test

conj

Scope

14906 for EFC applications.

5 document defines tests for assessing OBU conformance in terms of :
basic dedicated short-range communication (DSRC) L7 functionality,

EFC application functions,

EFC attributes (i.e. EFC application information),

the addressing procedures of EFC attributes and-(hardware) components,
the EFC transaction model, which defines the common elements and steps of any EFC trang

the behaviour of the interface so_asvto support interoperability on an EFC-DSRC
interface level.

br the tests of isolated data items and functions (C.2 to C.4), an example is given fo
plete EFC transaction (C.3):“Although this document defines examples of test case
EFC functionality (see Annex C), it does not intend to specify a complete test suite fog
lementation. To compose a test suite for a specific EFC implementation, the test ca

plete. It can be useful to consider the following when defining a complete test suite:
small ranges fexhaustive testing” of critical interoperability/compatibility features,
large rahge: testing of boundaries and random values, and

composite types: testing of individual items in sequence or parallel.

5 document describes tests which verify on-board unit (OBU) conformanee’of functions and data
Ictures implementations, as defined in the implementation conformange/statement (ICY) based on

action, and

hpplication

r testing a
for DSRC
r a certain
kes can be
suite to be

NOTE 1

3 Ph | el el ol 4= 4= loial
UUCTUIIITTIT JUTS TIUU UCTTIIIT TTSLS WIITITIT dAS535TS5S.

performance,
robustness, and

reliability of an implementation.

reliability of EFC equipment and systems.

NOTE 2

related devices that can be relevant for OBUs which support such cards.
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Annex D provides an informative overview of Japanese on-board equipment (OBE) conformance tests
which are based on the ISO 14907 series, in order to illustrate how these can be applied in practice.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 14906, Electronic fee collection — Application interface definition for dedicated short-range

communicd

EN 12834,
DSRC appli

3 Terms and definitions

For the pui
[SO and IE
ISO On

IEC El¢

3.1

access cre
AC_CR
trusted attj

[SOURCE: 1

3.2
attribute

addressable package of data consisting of a single data element or structured sequences of ¢

elements
[SOURCE: I
3.3

authenticator

data, possi
[SOURCE: I
3.4

tion

Road transport and traffic telematics — Dedicated Short Range Communication {DSRC)|
Cation layer

poses of this document, the following terms and definitions apply.
[ maintain terminological databases for use in standardization at the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at http://www.electropedia.org/

dentials

estation or secure module that establishes;thie claimed identity of an object or applicatio

SO/TS 17573-2:2020, 3.4]

SO/TS 17573-2:202043,13]

bly encryptéd,that is used for authentication

SO/TS1%573-2:2020, 3.16]

channel

1%2]

lata

information transfer path

[SOURCE: 1

3.5
electronic
EFC
fee collecti

SO/IEC 7498-2:1989, 3.3.13]

fee collection

on by electronic means

Note 1 to entry: Fee and toll are synonyms within the context of standardization of EFC in ISO/TC 204.

[SOURCE: I

SO/TS 17573-2:2020, 3.70, modified — Note 1 to entry added.]
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Element
DSRC directory containing application information in the form of attributes (3.2)

[SOURCE: ISO 14906:2018, 3.8]

3.7

implementation conformance statement

ICS

statement of capabilities and options that have been implemented that defines to what extent the
implementation is compliant with a given specification

[SO

3.8
imyp
doc
bec

[SO

3.9
imp
IXT
stat
cor
test

[SO

3.10

imy
doc
(3.1
[SO

3.1

URCE: ISO/TS 17573-2:2020, 3.90]

lementation conformance statement proforma
ument, in the form of a questionnaire, which when completed for an implementation
bmes an implementation conformance statement (1CS) (3.7)

URCE: ISO/IEC 9646-1:1994, 3.3.40]

lementation extra information for testing
r
ement containing all of the information related to the iniplementation under test (IUT) (3|

or system

11) and its

‘esponding system under test (SUT) which will enablethe testing laboratory to run an gppropriate

suite against that [UT
URCE: ISO/TS 17573-2:2020, 3.92]

lementation extra information for testing proforma
Liment, in the form of a questionnairey which when completed for an implementation unde
1) becomes an implementation extra-information for testing (IXIT) (3.9)

URCE: ISO/TS 17573-2:2020, 3.93]
|

imy
U

lementation under test

impglementation of pine-or more open systems interconnection (OSI) protocols in an adjz
proyider relationship; being part of a real system, which is to be studied by testing

[SOPRCE: ISQ/®PS 17573-2:2020, 3.94]

31

on-podrd equipment

OB

I test (IUT)

cent user/

all required equipment on-board a vehicle for performing required electronic fee collection (EFC) (3.5)
functions and communication services

[SOURCE: ISO/TS 17573-2:2020, 3.126]

3.13
on-board unit
OBU
electronic unit on-board a vehicle for performing specific electronic fee collection (EFC) (3.5) functions
and for communication with external systems

Note 1 to entry: An OBU always includes, in this context, at least the support of the DSRC interface.

[SOURCE: ISO/TS 17573-2:2020, 3.127, modified — Note 1 to entry added.]
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3.14

roadside equipment

RSE

fixed or movable electronic fee collection (EFC) (3.5) equipment located along or on the road

Note 1 to entry: Movable RSE can be mounted temporarily along the road or in a vehicle.

[SOURCE: I
3.15

SO/TS 17573-2:2020, 3.161]

service primitive

elementary
processes

[SOURCE: 1

3.16
transactia
whole of th

[SOURCE: 1

3.17
transactid
functional

[SOURCE: ]

4 Abbr

ACn
APDU
AP
ARIB

ASCII
ASP
AVI
BST

communication service provided Dy the application Iayer protocol to the appuca,ion
AP)

SO/TS 17573-2:2020, 3.173]

n
e exchange of information between two physically separated communication facilities

SO/TS 17573-2:2020, 3.211]

n model
model describing the general structure of electronic payment transactions (3.16)

SO/TS 17573-2:2020, 3.213]

bviated terms

acknowledged command/response

application protocol data unit

application process

Association of Radig.Industries and Businesses

NOTE A Japanése standards development organization.
American Stafdard Code for Information Interchange
application service primitive

automatic vehicle identification

beacon service table

DSRC
DUT

eid

FTP
[-Kernel
iid

ind

dedicated short-range communication
device under test

Element identifier

file transfer protocol

Initialization Kernel

invoker identifier

indication
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L1 layer 1 of DSRC (physical layer)

L2 layer 2 of DSRC (data link layer)

L7 application layer core of DSRC

LID logical link control identifier

LLC logical link control

LSDU link layer service data unit

MMI man-machine nterface

n.a. not applicable

NE_OK command accepted/response LSDU not yet available
Pod point of control

Po( point of observation

PrwA private window allocation

PrWRq private window request

req request

ret return

rs response

SAN secure application module

T-APDU transfer-application protocol data unit
T-ApDU transfer-application service data unit
TC test case

T-Kgrnel transferkernel

TTI traffic and traveller information

VST vehicle service table

5 |OBU and supporting information

5.1 General

The supplier shall provide the OBU, i.e. the device under test (DUT), and the associated information,

including:

the OBU personalized to be able to perform tests according to the ICS and implementation extra
information for testing (IXIT) as defined in 5.2 and 5.3, respectively. At least five samples shall
be submitted for test. More samples can be needed if several different data structures and data
contents are required in the tests;

user's manual for the OBU, which shall include instructions on how to handle the equipment, and
can include further detailed information about the protocol functions;

© IS0 2021 - All rights reserved 5
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— ICS according to 5.2. The ICS shall include statements regarding the following:
— L7 services that are implemented in the OBU;
— EFC functions (action types) that are implemented in the OBU;
— whether or not data elements are used;

— IXIT according to 5.3 The IXIT shall, if applicable, include:

— a statement regarding which L2 services shall be used to transfer the L7 services (and EFC
servirpc)'

—

— a (lescription of security calculations in the OBU including a specification of the encriypt
algorithm used;

on

— vallues of the test master keys for calculation and verification of OBU security “data such as
authenticators and access credentials.

The suppligr should also provide configuration/personalization equipment for the’OBU if this ensyres
effective tgsting.

Figure 1 gives a more detailed picture of the interface between the entity performing the conformgnce
test and tHe supplier of the DUT. By the EFC application specification{ the ICS proforma and the IXIT
proforma, the supplier is requested to provide the DUT (OBU), which contains the implementagion
under test [IUT), as well as the documentation needed to perform.the tests. More details on the confent
of the diffefent documents are given in Clause 5 on OBU and suppeorting information.

NOTE he DUT contains the IUT.

Figure 1 ghows the overall procedure of conformance testing. Figure 2 shows the exchang¢ of
informatiop between the supplier of the DUT and thetest house.

6 © IS0 2021 - All rights reserved
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ISO 14906

EFC operator or
DUT purchaser

1SO 14907-2:2021(E)

DUT (OBU)
supplier

1l

Reference DSRC
beacon

Application and
data link process

Test control and
observatioon
Processes

Tester

Define test suites

N
150 14907-2 ° I/
(this document)

Collect requirements and
specifications for the device
under test (DUT)

1

TS S

Install and test the tester

and the device under test

&/

(DUT)

OoBU

Devicelunder test

Lk

Perform the

conformance tests J

1

and prepare
k conformance test report )

( Analyse results \

Figure 1 — Conformance testing process
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Entity performing

DUT (OBU)
conformance test

supplier

OBU specification

Implementation conformance statement proforma

Implementation extra information for testing proforma

Personalized OBU (DUT)

I

:: Uhﬂl‘b |||E||uaI I-UI L:IC UDbU (UU I) !

I‘ ICS I

I I

B IXIT |

] |

| Conformance test report N|

I 'l

Figure 2 — Information exchange flow
5.2 ICS
The ICS is 4 statement made by the supplier that claims conformance to a certain specification. The|ICS
states whi¢h capabilities have been implemented in the specifications. It also states possible limitations
in the implementation of the specification.
This docurhent describes testing of implementations aceprding to the following documents:
— EN 12834;
— IS0 14poe.
Annex A cdntains the ICS proforma that shall be used for the ICS.
5.3 IXIT
The IXIT id a statement made by-the supplier or an implementer of an I[UT which contains or referre;Lces
all of the irlformation, in addition to that given in the ICS, related to the DUT and its testing environmjent.
The IXIT enables the testdaboratory to run an appropriate test suite against the DUT.
In this doctiment, the IXIT specifies the services in the lower communication layers that shall be used to
perform the services'to be tested. These services are described in EN 12795, EN 12253 and EN 13372,
for examplg.
The IXIT shal¥ also contain further information and describe algorithms and procedures that arelnot

specified in the above listed documents but are prerequisites to perform the testing. Examples of such
information are:

content of the ApplicationContextMark in the VST,
calculation of access credentials in DSRC services,
use of returnCode in DSRC L7 services and EFC functions, and

calculation of authenticators in EFC functions.

Annex B contains the IXIT proforma that shall be used for the declaration of the IXIT.

© ISO 2021 - All rights rese
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6 Testing requirements

6.1 EFC application interface

Figure 3 illustrates the scope of the conformance assessment of the EFC application interface covered
by this document.

RSE OBU

Application process Application process
Attributes (e.g.PaymentMeans, I e
VehicleDimensions, ... ) | Attrl_butes_, (e.g._PaymentMeans, SCOpE Of thIS |
VehicleDimensions, ... ) |
Action type (e.g. debit, set_MMI, —— ADU — ) . dog¢ument |
transfer_channel, ... ) , Action type (e.g. debit, set_ MMI,
| transfer_channel, ... ) |
1 | 1 | |
. . |
GET NotifyApplicationRSU I GET . o |
SET SET RegisterApplicationOBU |
ACTION. EndApplication | ACTION DeregisterApplication| |
.requestl |.confirm RegisterApplicationRSU | response| |indication |
DeregisterApplication | |
T-ASDU i t———r—— T-ASDU ——
A 4 A 4 DSRC
DSRC |-Kernel |-Kernel icati
. applicatign
application =
layer 4 layer
A 4 A 4 A 4 A 4
T-Kernel — T-APDU = T-Kernel
Kernel Kernel

Figure 3 — The-EFC application interface

6.2| Conceptual test architecture

A remote test method shall betused for the conformance test of OBUs (DUT). Figure 4[shows the
conpeptual testing architecture of tester and DUT. The conformance test is only related to the the PoC,
which is the point where the test events are controlled. The PoC shall be implemented insid¢ the tester
on the interface between the application layer and the APs.

The Point of Obseryation (Po0), which is the point where the occurrence of test events is to b¢ observed,
sha|l be implemerited inside the tester on the interface between the application layer and the AP. The
Po( must alsotinterface the data link layer since some tests require observation of the behaviour on
thid layer.

The PoC and PoO are characterized by a set of application service primitives (ASPs), accorfling to the
spefifications of the tests. The test events observed at the PoO may be supplemented by ipformation
provided by other sub-units, for example, MMI or an IC card, 1t available with the DU'T.

© IS0 2021 - All rights reserved 9
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TESTER DUT (0BU)
Test Test control PDU
observation process < »] Implementation under test
process )
4 PoO PoC $
! ! APDU
Application layer (L7) Application layer (L7)
v LPDU
Data link layer (L2) Data link layer (L2)
Physical layer (L1) Physical layer (L1)
DSRC - link

6.3 Conformance test system

6.3.1 Ge|

The confor

neralities

Test ¢

tontroland

observartion process

PoC / PoO

Figure 4 — Conceptual architecture of the conformance test

Application and data
link process

mance tests shall be performed under controlled conditions by using a test system according
to Figure 5

OBlD

l

Test report

10

TESTER

BEACON

DUT

Figure 5 — Test facilities
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6.3.2 Functionality of tester

6.3.2.1 Reference beacon

The beacon shall be a transparent physical layer interface for DSRC according to European or
International Standards. This means that it shall be able to operate standardized data profiles of
DSRC links. A simple beacon may be used that only sends and receives frames to or from the DUT. The
communication is controlled by the application and data link process of the tester.

Beacon parameters, for example, the transmitting power, shall be adjustable by the tester.

6.3)2.2 Application and data link process

Th¢ tester shall be able to operate the communication link in real time according. tor datg link layer
fungtionality of European or International Standards. The process shall provide,the’connedtion to the
test control and observation process and shall control the sending and receptian,of frames to and from
the[beacon.

6.3]2.3 Test control and observation processes

The test control and observation processes shall be implemented on an appropriatelyf equipped
conjputer system. The processes shall comply with the definitions of the application and datalink layers
defijned by European or International Standards and shall be-able to generate test suites in reference to
[SO[14906. The control process shall provide functionality to configure the test bed, to generate test
suitles and to perform test suites.

EXAMPLE Test suites can be generated in plain ASCIINformat and can be retrieved by the real-fime control
progess via FTP.

While the tests are being performed, all events-shall be observed by the PoO process. All r¢sults shall
be documented, visualized and be made available for detailed analysis.

6.3{3 Conformance testing

The tests performed by the testér.shall be able to concentrate on EFC-communication protogol aspects,
which are:

— |initialization phase (BST-VST exchange);

— |application layer:services in accordance with EN 12834;

— | EFC functiofs-and services in accordance with ISO 14906;

— |EFC dataand parameters used in accordance with ISO 14906; and

— |transaction phase (logical sequence).

The DUT shall be operated In a controlled environment according to the manuftacturer's instructions.

All test suites shall be generated corresponding to the specification of the manufacturer, which shall
describe the behaviour of the DUT in terms of expected messages from the beacon and intended answers
from the DUT. The communication sequence shall be unambiguously defined. The test generation tool
shall be able to check the messages against the European or International DSRC standards. All events of
a DUT are stored by the tester.

The test suites generated shall strictly correspond to the European or International DSRC standards
and to ISO 14906.

The results of the tests shall only be related to the IUT of the DUT. Only the correctness of the
implementation shall be tested, and any assessment of performance, robustness or reliability is

© IS0 2021 - All rights reserved 11
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excluded. The results of the tests shall be able to provide confidence that the DUT works according to
ICS, the underlying DSRC standards and to ISO 14906, within the scope of the performed tests.

6.4 Test

documentation

6.4.1 Generalities

The test documentation shall provide comprehensive information of the tester used, the DUT, the tests
carried out, and the gathered test results.

6.4.2 Tester

All releva

The ICS andl the IXIT shall be provided by the manufacturer or supplier of the DUT. The IGS and IXIT s

describe a

6.4.3 Te

A test suit

based on the provided ICS and IXIT. Completeness and correctness of the test suite is required to ve

conformity|

The test sy
shall provi
of the test

The user-d
by the test

644 Te

Each test ¢
a verdict {
conforman

information and specifications of the tester used shall be documented in the testteport.

the capabilities and limitations of the DUT according to Annex A and Annex B, respectiy

5t methods and test cases

 is required which covers all implemented and specified functions of the DUT to be te

between IUT and specification, including the referenced stafidards.

ite is separated in test groups; each test group consists.of a number of test cases. The te
e a tool which enables the user to specify the test suite and which provides documenta
Suite.

pfined test suite should be automatically translated in a computer format which is execut
T
5t results

ase carried out shall be documénted by the test generation equipment. For each test
hall be given: passed, inconclusive or failed. The results of all test cases shall form
ce test report.

hall
ely.

ted
rify

ster
fion

hble

hse,
the
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Annex A
(normative)

Implementation conformance statement proforma

A 1_Overvier
. e eW

The forms in this annex shall be completed by the supplier of the DUT (OBU) to stateceanf¢rmance to
appllicable parts of EN 12834 (DSRC L7 standard) and ISO 14906.

When the forms are completed (i.e. Tables A.1 to A.44), this annex forms the ICS-that shall bg submitted
to the test laboratory before the start of the tests.

A.2 Identification of OBU supplier

Table A.1 — Identification of OBU supplier form

Corhpany

Podtal address

Tel¢phone

Cortact person

Emhpil address

A.3 Identification of OBU

Table'A.23 — Identification of OBU form

Brand

Typge, version

Mahufacturer ID

Eqyipment class

Serjial numbers of supplied units

A.4 DSRCapplication layer implementation

A.4.10Declaration of application layer features

EN 12834 (DSRC L7) implemented functionality shall be declared by completing Table A.3.

© IS0 2021 - All rights reserved 13
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Table A.3 — EN 12834 functionality

Feature(s) satus | N Ny | comments
T-Kernel Fragmentation/defragmentation |optional/mand.
Concatenation/deconcatenation optional/mand.
Multiplexing/demultiplexing optional/mand.
Fragmentation |1 octet mand.
header 2 octets optional/mand.
3octets optionat;/ mrard:
Service GET optional
primitives SET optional
ACTION optional
EVENT-REPORT |mand.
INITIALIZATION |mand.
I-Kernel optional/mand.
Timer T (sgcond) 255/0-255
LID for INITIALIZATION.req broadcast/
private
NOTE “/” mdans that any number or feature listed can be chosen.
A.4.2 Detailed L7 services statement
A4.2.1 (eneralities
For each itpplemented L7 service according to EN 12834, the corresponding table shall be compl¢ted
(i.e. Tables]A.4 to A.11). The information is used te.gontrol the service tests.
A.4.2.2 INITIALIZATION
Table-A:4 — INITIALIZATION.req, BST
Data element Data type Used/not used, restrictions
rsu Beaconlb
time Time
profile Rroefile
mandAppligations ApplicationList
nonmandApplicatiens |ApplicationList, OPTIONAL
profileList SEQUENCE (SIZE (0..127,...)) OF Profile
14 © IS0 2021 - All rights reserved
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Table A.5 — INITIALIZATION.rs, VST

Data element Data type Used/not used, restrictions
profile Profile
applications ApplicationList

obeConfiguration

ObeConfiguration

A4.2.3 GET

Toall AL

1dUIC N.U

LT
UL I.X Cq

Data element Data type Used/not used, restrictions

eid Dsrc-EID

accpssCredentials OCTET STRING OPTIONAL

iid DsrcEID OPTIONAL

attyldList AttributeldList OPTIONAL
If a¢cess credentials are used, the algorithm for how to calculate thes¢-shall be described in the IXIT.

Table A.7 — GET.rs

Data element Data type Used/not used, restrictions

eid Dsrc-EID

iid DsrcEID OPTIONAL

attributelist AttributeList OPTIONAL

ret ReturnStatus OPTIONAL
A.4|12.4 SET

Table A.8 — SET.req

Data element Data type Used/not used, restrictions

mofle BOOLEAN

eid Dsr¢-EID

accpssCredentials OCTET STRING OPTIONAL

attyList AttributeList

iid DsrcEID OPTIONAL

If a¢cess credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A9 — SET.rs

Data element Data type Used/not used, restrictions

eid Dsrc-EID

iid DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL

15
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A.4.2.5 EVENT-REPORT

Table A.10 — EVENT-REPORT.req

Data element Data type Used/not used, restrictions
mode BOOLEAN
eid Dsrc-EID
eventType EventType
accessCredentials OCTET STRING (SIZE (0..127,..))
ORPTONAL
eventParameter Container OPTIONAL
iid DsrcEID OPTIONAL

If access cn

edentials are used, the algorithm for how to calculate these shall be described in"the IXIT.

Table A.11 — EVENT-REPORT.rs

L

Data elemeént Data type Used/not used, restrictions

eid Dsrc-EID

iid DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL
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A.5 EFC Functions

A.5.1 Declaration of EFC functions implemented

The ISO 14906-implemented EFC functions (DSRC L7 ACTION-services) shall be declared by completing
Table A.12.

Table A.12 — EFC Functions

EFC function Implemented |Restrictions and remarks
XL VANPN
Yes/Ne

GET_STAMPED
SET_STAMPED
GET_SECURE
SET_SECURE
GET_INSTANCE
SET_INSTANCE
GET_NONCE
SET_NONCE
TRANSFER_CHANNEL
cory

SET_MMI

SUBTRACT

ADD
DEBIT
CREDIT
ECHO

A.5/.2 Detailed EFC functions statement

A.5|2.1 Generalities

For|each implemented EFC function, the corresponding table shall be completed (i.e. Tabjes A.13 to
A.44). The informationris used to control the function tests.

© IS0 2021 - All rights reserved 17


https://standardsiso.com/api/?name=8c02d90c176ef450620721b9aae8af3a

ISO 14907-2:2021(E)

A.5.2.2 GET STAMPED

Table A.13 — ACTION.rq (GET STAMPED)

Data element Data type Used/not used, restrictions
mode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionType =0
accessCredentials OCTET STRING OPTIONAL
actionParafmeter GetStampedRq:: = SEQUENCE |
attributeldList AttributeldList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

If access c1j

Table A.14 — ACTION.rs (GET STAMPED)

L

edentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responsePdrameter GetStampedRs:: = SEQUENCE {
attributeList AttributeList,
authenticator OCTET STRING }
ret ReturnStatus OPTIONAL
The algorithm for calculation of the authenticator shall be described in the IXIT.
A.5.2.3 SET STAMPED
Table A.15.— ACTION.req (SET STAMPED)
Data element Data type Used/not used, restrictions
mode BOOLEAN =TRUE
eid Dsrc-EID
actionType ActionType = 1
accessCredentials OCTET STRING OPTIONAL
actionParameter SetStampedRq:: = SEQUENCE {
attributeList AttributeList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

18
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Table A.16 — ACTION.rs (SET STAMPED)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING

ret ReturnStatus OPTIONAL

The algorithm for calculation of the authenticator in the responseParameter OCTET STRING shall be
described in the IXIT.

A.5{2.4 GET SECURE

Table A.17 — ACTION.req (GET SECURE)

Data element Data type Used/not used, restrictions
mofle BOOLEAN = TRUE

eid Dsrc-EID

actjonType ActionType = 2

accpssCredentials OCTET STRING OPTIONAL

actlonParameter OCTET STRING

iid DsrcEID OPTIONAL

If ag¢cess credentials are used, the algorithm for how t&’calculate these shall be described in the IXIT.

Table A.18 — ACTION.rs (GET SECURE)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING

ret ReturnStatus OPTIONAL

The content in the responseParameter OCTET STRING shall be described in the IXIT.
A.5]2.5 SET SECURE

Table A.19 — ACTION.req (SET SECURE)

Data element Data type Used/not used, restrictions
mofle BOOLEAN

eid DITC-EID

actionType ActionType =3

accessCredentials OCTET STRING OPTIONAL

actionParameter OCTET STRING

iid DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

The content in the actionParameter OCTET STRING shall be described in the IXIT.

© IS0 2021 - All rights reserved 19
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Table A.20 — ACTION.rs (SET SECURE)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING OPTIONAL

ret ReturnStatus OPTIONAL

The content in the responseParameter OCTET STRING shall be described.

A.5.2.6 GET INSTANCE

Table A.21 — ACTION.req (GET INSTANCE)

Data element Data type Used/not used, restrictions
mode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionType = 4
accessCredentials OCTET STRING OPTIONAL
actionParameter GetlnstanceRq:: = SEQUENCE {
posOfFirstinstance INTEGER(0..255),
posOfLastInstance INTEGER(0..255),
attributeldList AttributeldList}
iid DsrcEID OPTIONAL

L

If access criedentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.22 — ACTION.rs (GET INSTANCE)

Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responsePdrameter GetlnstanceRs% = SEQUENCE (0..127....) OF
SEQUENCE {

attributeld INTEGER(0..127....),
attributeValues Container:: = OCTET STRING }

ret ReturnStatus OPTIONAL
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Table A.23 — ACTION.req (SET INSTANCE)

Data element Data type Used/not used, restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =5

accessCredentials OCTET STRING OPTIONAL

actjonParameter

SetlnstanceRq:: = SEQUENCE{
posOfinstance INTEGER(0..255),
attribute Attributes}

iid DsrcEID OPTIONAL
If a¢cess credentials are used, the algorithm for how to calculate these shall be'described in the IXIT.
Table A.24 — ACTION.rs (SET INSTANCE)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL
A.5|2.8 GET NONCE

Table A.25 — ACTION.req (GET NONCE)

Data element Data type Used/not used, restrictions
mofe BOOLEAN = TRUE

eid Dsrc-EID

actjonType ActionType = 6

accpssCredentials OCTET/STRING n.a.

actljonParameter NONE

iid DsrcEID OPTIONAL

Table A.26 — ACTION.rs (GET NONCE)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid BsreEHB-0PHONAE

responseParameter OCTET STRING

ret ReturnStatus OPTIONAL

21
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A.5.2.9 SET NONCE

Table A.27 — ACTION.req (SET NONCE)

Data element Data type Used/not used, restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =7

accessCredentials OCTET STRING n.a.

actionParameter OCTET STRING

iid DsrcEID OPTIONAL

Table A.28 — ACTION.rs (SET NONCE)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responsePgrameter NONE

ret ReturnStatus OPTIONAL

A.5.2.10 TIRANSFER CHANNEL

Table A.29 — ACTION.req (TRANSFER CHANNEL)

Data elemeént Data type Used/not used, restrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionType =8
accessCredgntials NONE
actionParameter ChannelRq:: = SEQUENCE {
channelld ChannellD,
apdu OCTET SPRING }

iid

DsrcEID QPTIONAL

Table A.30 — ACTION.rs (TRANSFER CHANNEL)

Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responsePqrameter ChannelRs:: = SEQUENCE {
channelld ChannellD,
apdu OCTET STRING }
ret ReturnStatus OPTIONAL
A.5.2.11 COPY
Table A.31 — ACTION.req (COPY)
Data element Data type Used/not used, restrictions
mode BOOLEAN
eid Dsrc-EID
22 © IS0 2021 - All rights reserved
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Table A.31 (continued)

Data element

Data type

Used/not used, restrictions

actionType ActionType =9
accessCredentials OCTET STRING OPTIONAL
actionParameter CopyRq:: = SEQUENCE {
destinationEID INTEGER(0..127....),
attributeldList AttributeldList, }
iid DsrcEID OPTIONAL
If agcess credentials are used, the algorithm for how to calculate these shall be described 1n the IXIT.
Table A.32 — ACTION.rs (COPY)
Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter NONE
ret ReturnStatus OPTIONAL
A.5|2.12 SET MMI
Table A.33 — ACTION.req (SET MMI)
Data element Data type Used/not used, restrictions
mofle BOOLEAN
eid Dsrc-EID
actlonType ActionType = 10
accpssCredentials NONE
actlonParameter SetMMIRq:: = INTEGER {
ok (0)
nok (1)
contactOperator (2)
reservedForFutureCENUse (3..127),
reservedForPrivateUse (128..255)
¥10..255)
iid DsrcEID OPTIONAL
23
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Table A.34 — ACTION.rs (SET MMI)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

A.5.2.13 SUBTRACT

Table A.35 — ACTION.req (SUBTRACT)

Data elemeént Data type Used/not used, restrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionType =11
accessCredgntials OCTET STRING OPTIONAL
actionParameter SubRq:: = SEQUENCE {
attributeld INTEGER(0..127....),
value INTEGER }
iid DsrcEID OPTIONAL

If access crledentials are used, the algorithm for how to calculate‘these shall be described in the IXIT.

Table A.36 — ACTION.rs\(SUBTRACT)

Data elemeént Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responsePdrameter NONE

ret ReturnStatus OPTIONAL
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Table A.37 — ACTION.req (ADD)

Data element Data type Used/not used, restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =12

accessCredentials OCTET STRING OPTIONAL

actjonParameter

AddRq:: = SEQUENCE {
attributeld INTEGER(0..127....),
value INTEGER }

iid

DsrcEID OPTIONAL

If a¢cess credentials are used, the algorithm for how to calculate these shall be'described in the IXIT.

Table A.38 — ACTION.rs (ADD)

Data element Data type Used/not used, restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

A.5{2.15 DEBIT

Table A.39 = ACTION.req (DEBIT)

Data element Data type Used/not used, restrictions
mofe BOOLEAN = TRUE

eid Dsrc-EID

actjonType ActionType = 13

accpssCredentials OCTET'STRING OPTIONAL

actlonParameter

DebitRq:: = SEQUENCE {
debitPaymentFee PaymentFee,
nonce OCTET STRING,
keyRef INTEGER(0..255) }

iid

DsrcEID OPTIONAL

If a¢cess ‘credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

© IS0 2021 - All rights reserved
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Table A.40 — ACTION.rs (DEBIT)

Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter DebitRs:: = SEQUENCE {
debitResult ResultFin,
debitAuthenticator OCTET STRING }
ret ReturnStatus OPTIONAL

The algorifhm for calculation of the authenticator shall be described in the TXTT.
A.5.2.16 CREDIT

Table A.41 — ACTION.req (CREDIT)

Data element Data type Used/not used, restrictions
mode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionType = 14
accessCredentials OCTET STRING OPTIONAL
actionParameter CreditRq:: = SEQUENCE {
refund PaymentFee,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

L

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.42-<ACTION.rs (CREDIT)

Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL

responsePqdrameter CreditRs:4=)SEQUENCE {
creditResult ResultFin,
creditAuthenticator OCTET STRING }

ret ReturnStatus OPTIONAL

The algorithm for cal¢ulation of the authenticator shall be described in the IXIT.
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Table A.43 — ACTION.req (ECHO)

Data element Data type Used/not used, restrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionType =15
accessCredentials NONE
actjonParameter OCTET STRING
iid DsrcEID OPTIONAL
Table A.44 — ACTION.rs (ECHO)
Data element Data type Used/not used, restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter OCTET STRING
ret ReturnStatus OPTIONAL

© IS0 2021 - All rights reserved
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Annex B
(normative)

Implementation of extra information for testing proforma

B.1 Overview

The forms[in this annex shall be completed by the supplier of the DUT (OBU) to define extended

functional

y and parameter settings that are necessary for performing the tests.

When the fporms are completed (i.e. Tables B.1 to B.11), this annex forms the IXIT that shall be submifted

to the test |aboratory before the start of the tests.

B.2 Identification of OBU supplier

Table B.1 — Identification of OBU supplier

Company

Postal addiess

Telephone

Contact pefson

Email addrpss

B.3 Identification of OBU

Table B.2=— Identification of OBU

Brand

Type, versipn

ManufacturerID

Equipment[lass

Serial numbers on supplied‘units

B.4 DSR

B.4.1 DSRCL1 standards/specifications

C L1 Implementation

Table B.3 — DSRC L1 standards/specifications

Standard/specification Restrictions and remarks

28
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B.4.2 DSRC L1 parameter settings

Table B.4 — DSRC L1 parameter settings

Parameter

Setting

B.3 DSRC L2 Implementation

B.5l11 DSRC L2 standards/specifications

Table B.5 — DSRC L2 standards/specifications

Standard/specification

Restrictions and remarks

B.5|2 DSRC L2 services implemented for transferringof L7 APDUs

Table B.6 — DSRC L2 services implemented for transferring of L7 APDUs

L7 APDU

DSRC L2 service implemented

INI[TTALIZATION.req

INI[TTALIZATION.rs

GET.req

GET.rs

SET.req

SET.rs

ACTION.req

ACTION.rs

EVENT_REPORT.req

EVENT_REPORT.rs

© IS0 2021 - All rights reserved
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B.6 Security implementation

B.6.1 Security standards/specifications

Table B.7 — Security standards/specifications

Standard/specification Restrictions and remarks

B.6.2 Ca

culation of access credentials

Table B.8 — Calculation of access credentials in different L7 services

L7 service

Algorithm for calculation of access credentials

GET.req

SET.req

ACTION.req

EVENT_REPORT.req

B.6.3 Calculation of authenticators

Table B.9 — Calculation of the authenticator in.different EFC functions

L7 service

Algorithms for calculation of the:authenticator

GET_STAMPED

SET_STAMP

ED

GET_SECUR

E

SET_SECURE

DEBIT

CREDIT

30
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NOTE More than one keyRef can be applicable for each function.

Table B.10 — Test master keys

1SO 14907-2:2021(E)

L7 service that uses access credentials keyRef Test master key value
GET.request n.a.
SET.request n.a.
ACTION.request n.a.
EVENT_REPORT.request n.a.

EF( function that uses authenticator

GET_STAMPED

SET_STAMPED

GET_SECURE

SET_SECURE

DEBIT

CREDIT

© IS0 2021 - All rights reserved
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B.7 Return code

Table B.11 — Return code

Value

Description

Usage

noError:
The requested operation was performed successfully.

accessDenied:
The requested operation was not performed for rea-
sons pertinent to the security system.

drgumentError:

ne or more attribute values were not accessed
Because the identifier for the specified attribute was
ot recognized or the attribute value specified was
qut of range or otherwise inappropriate for one or
thore attributes, or the action or event-report invoked
Wwas not supported by the receiving entity.

omplexityLimitation:
[he requested operation was not performed because
parameter was too complex.

Q) O

ArocessingFailure:
A general failure in processing the operation was
¢gncountered.

processing:
The requested operation is being processed, and the
lesult is not yet available.

dhainingError:

The requested operation was not performed in
dccordance with the rule defined in EN 12834:2003,
6.3.8 (on concatenation with chaining).

32
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OBU test cases
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In

is annex, examples of test cases for DSRC and EFC functionality are presented. Fhis
not|intend to specify a complete test suite for a certain implementation. To compase-a te

innex does
5t suite for

a specific EFC implementation, the test cases can be modified and new test cases, can be defined and

added in order for the conformance test to be complete.

Tables C.1 to C.4 provide an overview of the OBU test cases.

Table C.1 contains a test suite for testing the basic application layerfeatures as defined i EN 12834

(L7 standard).

Table C.2 contains a test suite for testing the basic EFC functions as defined in ISO 14906.

Table C.3 contains a test suite for testing an EFC tranSaction on an application and

interface level.

hpplication

— |Table C.4 contains a test suite for testing extended DSRC EFC features as defined in EN[12795 (L2
standard).
Each test suite is specified in terms of test groeuip, test case ID, test case name and remarks.
Table C.1 — Overview of the basic application layer test suite
Tedt group Test case ID Test case name Remarks
DSRC L7 TCO1-A Profile handling
INIFTALIZATION
TCO1:B Application ID handling
TCO1-C Time handling
TCO01-D Beacon ID handling
DSRC L7 TCO02-A OBU Register/de-register application
EVENT_REPQORT
RELEASE
DSRC L7 TCO03-A
GET
DSRET7 TCO#HA
SET
Table C.2 — Overview of the basic EFC functions test suite
Test group Test case ID Test case name Remarks
EFC TC10-A
GET_STAMPED
EFC TC12-A
GET-SECURE
EFC TC13-A
SET-SECURE
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Table C.2 (continued)

Test group Test case ID Test case name Remarks

EFC TC20-A

SET_MMI

EFC TC25-A

ECHO

NOTE The numbering of the test cases in Table C.2 has been made considering future extensions to include

test cases for all EFC functions defined in ISO 14906.

Table C.3 — Overview of an EFC transaction test suite

Test group Test case ID Test case name Remarks
EFC transagtion TC30-A CARDME transaction As defined in ISO 1490642018,
functionalify Annex B.

Table C.4 — Overview of the extended DSRC EFC test suite

Test group Test case ID Test case name Remarks
DSRC TC40.A Handling of INITIALIZATION.
INITIALIZATION PrWRgq, VST lost
recovery
DSRC TC41-A Fast access ecovery Ffunctions:
ACn recovery GET/SET-rs lost
TC41-B Slow access recovery functions:
GET/SET-rs lost
DSRC TC42-A Communication blocked —
Communication recovery
blocked — fecovery
TC42-B Commupnijeation blocked
(300 s} *=new connection

The test cajses (TC) associated with Tables'C.1 to C.4 are defined in the subsequent clauses in TablesC.5
to C.40.

Every test phall be repeated 10 times, unless otherwise explicitly specified.

C.2 Basijc applicatien layer test suite

C.2.1 TC01 DSRC(L7) INITIALIZATION

C.2.1.1 TC01-A profile handling

C.2.1.1.1 Equipment and set-up

The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information on:
— L2 services that are used for transmission of the L7 APDUs,

— the supported application(s), and

— the supported profile(s).
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In this test case, it is assumed that the OBU:

contains at least an EFC application,
supports profiles P, and P, and

does not support profiles P, and P.

M, is a manufacturerld defined in the test system.
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The equipment shall be placed in such a way that optimal communication can be foreseen.

C.2
The

1.1.2 Main execution steps
main execution steps include:
Steps 1 and 2: Handling of profile P,;
Steps 3 and 4: Handling of profile Py;

Steps 5 and 6: Handling of multiple profiles P, P;

Steps 7 and 8: Handling of multiple profiles P, P;

Steps 9 and 10: Handling of multiple profiles P_, Py, P,;

Steps 11 and 12: Handling of profile P4

Table C.5 — Execution stepsfor TC01-A profile handling

Step Action Expected response Note
Configure BST according to It is assumed that fhe OBU
ISO 14906:2018, Annex A with: has not received ahy BST
mandatory application = EFC with this beaconld during the
1 profile =P, last 255 s.
beaconld
manufacturerld = M,
Individualld = 1.
Send BST every 5 to\10 ms (until an VST according to Profile P, expected from OBU.
2 initialization is performed and a VST |ISO 14906:2018, Annex A,
is received). profile = P,
3 Same as step-I except for: profile = P},
VST according to Profile P, expected from OBU.
4 Same.asstep 2. ISO 14906:2018, Annex A,
profile = P,
Same as step 1 except:
5 profile =P,
£1a]l 3ot D
profitebist=_
VST according to Profile P, expected from OBU.
6 Same as step 2. ISO 14906:2018, Annex A,
profile =P,
Same as step 1 except:
7 profile = P,
profileList = P.
VST according to Profile P, expected from OBU.
8 Same as step 2. ISO 14906:2018, Annex A,
profile = P,
Same as step 1 except:
9 profile = P,
profileList = Py, P,,.
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Table C.5 (continued)

Step Action Expected response Note
VST according to Profile P, expected from OBU.
10 Same as step 2. ISO 14906:2018, Annex A,
profile =P,
Same as step 1 except:
11 .
profile = P_.
Profile P_. not supported by
12 Same as step 2. None the OBU.C
C.2.1.1.3 |Acceptance criteria
Table C.6 — TCO01-A acceptance criteria
Item |A¢ceptance criteria Limit Note
1 INITIALIZATION.rs,VST VST with profile P, in steps 2, 6 and 10.

dgpending on profile(s) in BST. VST with profile Py in steps 4 and 8.

No VST in step 12.

C.2.1.2 TCO01-B application Id handling

C.2.1.2.1 |Equipment and set-up

The test sef-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS'and IXIT shall include information on:
— L2 serVices that are used for transmission ofthe L7 APDUs,
— the application(s) supported, and

— the profile(s) supported.

In this test|case, it is assumed that the OBU:

— contains an EFC application,

— does npt contain any TFhor AVI application, and

— supports profile B,

M, is a manufacturerid defined in the test system.

The equiprpentshall be placed in such a way that optimal communication can be foreseen.

NOTE The OBU is expected to support at least the EFC application. Furthermore, the OBU can be configured
with a single application (EFC) or multiple applications.

C.2.1.2.2 Main execution steps

The main execution steps include:

— Steps 1 and 2: Handling of mandatory application (= TTI);

— Steps 3 and 4: Handling of mandatory applications (= EFC, TTI);
— Steps 5 and 6: Handling of mandatory applications (= TTI, EFC);
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(TTI and AVI);

(EFC and AVI).
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Table C.7 — Execution steps for TC01-B application ID handling

Steps 7 and 8: Handling of mandatory applications (= EFC) and non-mandatory applications

Steps 9 and 10: Handling of mandatory applications (= TTI) and non-mandatory applications

Step |Action Expected response Note
1 Configure BST according to It is assumed that the OBU
1S0.14906:201 Q’ Annov A xazith: hasnaotroaceived o y BST
profile=P, with this beaconld|during the
mandatory applications = TTI last 255 s.
beaconld
manufacturerld = M,
Individualld = 1.
2 Send BST every 5 to 10 ms (until None The/TTI applicatiof is not
initialization is performed and a VST supported by the BU.
is received).
3 Same as step 1 except that mandato-
ry applications = EFC, TTI.
4 Same as step 2. VST according to
ISO 14906:2018, Anhex A with:
applications = EFC
5 Same as step 1 except that mandato-
ry applications = TTI, EFC.
6 Same as step 2. VST according to
ISO 14906:2018, Annex A with:
applications = EFC
7 Same as step 1 except that mandato-
ry applications = EFC
non-mandatory applications = TTY,
AVI.
8 Same as step 2. VST according to
ISO 14906:2018, Annex A with:
applications = EFC
9 Same as step 1 except that mandato-
ry applications'="TTI
non-mandatery applications = EFC,
AVI.
10 Same asstep 2. VST according to
ISO 14906:2018, Annex A with:
applications = EFC
C.211.2.3 Acceptance criteria
Table C.8 — TC01-B acceptance criteria
Item |Acceptance criteria Limit Note
1 INITIALIZATION.rs, VST depending |No VST in step 2.

on application(s) in BST.

VST with application EFC in steps

4,6, 8 and10.
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C213 TC

C.2.13.1

01-C time handling

Equipment and set-up

The test set-up shall be according to Clause 6.

OBUs defin

ed in Clause 5 shall be used. The supplier's ICS and IXIT shall include information on:

L2 services that are used for transmission of the L7 APDUs,

— the application(s) supported, and

— the pr(Lfile(s) supported.

In this test

contai

suppol

M, is a manufacturerld defined in the test system.

case, it is assumed that the OBU:
s an EFC application, and

ts profile P,,.

The time ih the BST shall be UNIX-time. In the test, the time is instantly-increased to a certain value
to test the|OBU behaviour. This corresponds to a certain elapsed tinfe and will shorten the tim¢ for
execution ¢f the test.
The equiprpent shall be placed in such a way that optimal communication can be foreseen.
C.2.1.3.2 |Main execution steps
The main gxecution steps include:
— Steps 1 to 4: Handling of time in BST = current:UNIX-time;
— Steps § to 7: Handling of BST time set to:current UNIX-time + 255 s;
— Steps 8 to 10: Handling of BST for 100 s, no BST for 100 s, BST for 100 s.
Table C.9 £ Execution steps for TC01-C time handling

Step Agtion Expected response Note

1 Cqnfigure BST accoerding to It is assumed that the OBU ha
ISP 14906:2018;Annex A with: not received any BST with thig
prjofile = P, beaconld during the last 255 4.
mpndatory@applications = EFC
bgaconld

apufacturerld = M,
q?ldividualld =1.
Time in BST = UNIX-time.

2 Send BST every 5 to 10 ms (until VST according to t-refis the time in the BST that
initialization is performed and a VST is |ISO 14906:2018, Annex A. |was answered by the VST.
received).

3 Send a GET/SET/ACTION request in Response to the request.
confirmed mode (mode = TRUE); select
the L7 service according to the capabili-
ties of the OBU.

4 Send BST every 5 to 10 ms (until 3 BSTs |None No answer shall be received
have been sent). from OBU.

5 Configure BST according to step 1.

Time in BST = t-ref + 255.
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Table C.9 (continued)
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Step Action Expected response Note
6 Send BST every 5 to 10 ms (until VST according to Time in BST is now t-ref + 255 s;
initialization is performed and a VST is |ISO 14906:2018, Annex A |the OBU is expected to respond
received). since
Time - tref>255s
7 Send a GET/SET/ACTION request in Response to the request
confirmed mode (mode = TRUE); select
the L7 service according to the
capabilities of the OBU.
8 Send BST every 5 to 10 ms for 100 s. None
9 Send no BST for 100 s. None
10 Send BST every 5 to 10 ms for 100 s. None

C.2{1.3.3 Acceptance criteria

Table C.10 — TCO01-C acceptance criteria

Item

Acceptance criteria Limit

Note

INITIALIZATION.rs, VST VST is sent in steps 2 and 6.

depending on time in BST

No VST is sent in stéps'4, 8 and 10.

C.2{1.4 TCO01-D beacon ID handling

C.2]1.4.1 Equipment and set-up

The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information|on:

— |L2 services that are used for transmission of the L7 APDUs,

— |the application(s) supported;and

— |the profile(s) supported:

In this test case, it is-assumed that the OBU:

— | contains an/EF€ application, and

— |supports profile P.,.

M

adl

Haxnmaantchall kb locad 100 ol o 1aroyy +ho

2 fndMyare different values of manufacturerld defined in the test system.

akanadilndeatia

nnnnnnnnn

Th an choo ntia ol an ba
C T aTpIICIre STrarT ot pPratttTIiT SUcTIra vvay oirac Optirar COTH U o tIoTT CaltT oCTOTCSCCTI

C.2.1.4.2 Main execution steps

The main execution steps comprise changing of Beacon ID according to the following steps:

— Steps 1 to 4: Handling of manufacturerld (unchanged) and IndividuallD (unchanged);

— Steps 5 to 8: Handling of manufacturerld (changed) and IndividuallD (unchanged);

— Steps 9 and 10: Handling of manufacturerld (unchanged) and IndividuallD (changed).
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Table C.11 — Execution steps for TC01-D beaconld handling

Step Action Expected response Note

1 Configure BST according to It is assumed that the OBU has
ISO 14906:2018, Annex A with: not received any BST with this
profile = P, beaconld during the last 255 s.
mandatory applications = EFC
beaconld

manufacturerld = M,
Individualld = 1.

2 Send BST every 5 to 10 ms (until VST according to
injtialization is performed and a VST is |ISO 14906:2018, Annex A.
refceived).

3 Sdnd a GET/SET/ACTION request in Response to the request.
canfirmed mode (mode = TRUE); select
thle L7 service according to the capabili-
tigs of the OBU.

4 Sdnd BST every 5 to 10 ms (until 3 BSTs |None. No answer'shiall be received
hgve been sent). from OBU:

5 Same as step 1 except that beaconld

manufacturerld = M,

6 Sdnd the BST according to step 1; send |VST according to It is assumed that this step is
BYT every 5 to 10 ms (until an uplink ISO 14906:2018, AnnexyA,/| performed within the time 256 s
frame is received). from step 1.

OBU responds to changed
beaconld.

7 Sdnd a GET/SET/ACTION request in Response to the request.
canfirmed mode (mode = TRUE); select
thle L7 service according to the capabili-
tigs of the OBU.

8 Send BST every 5 to 10 ms (until 3 BSTs [Nene. No answer shall be received
hgve been sent). from OBU.

9 Same as step 1 except that beaconld

anufacturerld = M,
ndividualld = 2.

10 Sdnd BST according to step 3send BST |VST according to It is assumed that this step is
every 5 to 10 ms (until an.uplink frame [ISO 14906:2018, Annex A. |performed within the time 25F s
isfreceived). from step 6.

OBU responds to changed
beaconld.
C.2.1.4.3 |Acceptance criteria
Table C.12 — TCO01-D acceptance criteria

Item |Acceptance criteria Limit Note

1 INITIALIZATION.rs, VST VST is sent in steps 2, 6 and 10. If a retransmission occurs
depending on beaconld No VST is sent in steps 4 and 8. during the test, the test shall be

restarted.
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C.2.2 TCO02 DSRCL7 EVENT_REPORT RELEASE
C.2.2.1 TCO02-A OBU register/de-register application

C.2.2.1.1 Equipment and set-up
The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information on:

— |the application(s) supported, and

— |the profile(s) supported.

In this test case, it is assumed that the OBU:

— |contains an EFC application, and

— |supports profile P,.

s a manufacturerld defined in the test system.

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.2{2.1.2 Main execution steps

Theg main execution steps comprise the handling of EN 12834 EVENT_REPORT Request.

Table C.13 — Execution steps for TC02-A OBU register/de-register application
Step Action Expected response Note
1 Configure BST according to It is assumed that the PDBU has
ISO 14906:2018, Annex A with: not received any BST yvith this
profile =P, beaconld during the I3st 255 s.
mandatory applicatiogs's EFC
beaconld

manufacturerld =M,
Individualld £-.

2 Send BST every 5 to 10 ms (until VST according to
initialization is performed and a VST is [ISO 14906:2018, Annex A.
received).

3 Send.d GET/SET/ACTION request in Response to the request. |This step will test thaf the OBU
eonfirmed mode (mode = TRUE); select has registered the apglication
the L7 service according to the capabili- and that it will answer to a
ties of the OBU. request.

4 Send an EVENT_REPORT-(RELEASE). None Since the Release command is
request: sent in non-confirmed mode
without accessCredentials, (mode = FALSE) no response shall
mode = FALSE, eventType = RELEASE be sent from the OBU; the OBU
according to ISO 14906:2018, Annex A. shall de-register the application.

5 Send the same request as in step 3. None The OBU shall not answer to the

request.
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C.2.2.1.3 Acceptance criteria
Table C.14 — TC02-A acceptance criteria
Item |Acceptance criteria Limit Note
1 Answer to the GET/SET/ Response in step 3. If a retransmission occurs during the test,
ACTION.request . the test shall be restarted.
No response in step 5.
C.2.3 TCO03 DSRCL7 GET

C.2.3.1 TCO03-A basic DSRCL7 GET

C23.1.1

The test se|

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include infermation on:

— aseto

— aset of correct and incorrect values for accessCredentials (if implemehted) and attributeldLis

the GE

— aseto
correc

Equipment and set-up

t-up shall be according to Clause 6.

Fcorrect (n1) and incorrect (n2) value for eid,

T request test frames,

[ expected values and returnCode in the GET responsetest frames related to above posg
L /incorrect values for Eid, accessCredentials and attributeldList,

tin

ible

— algorithms and master keys values related to secure services inherent in the protocol (if
implemented), and

— L2 seryices that are used for transmission of the L7 APDUs.

The equiprpent shall be placed in such a way thatoptimal communication can be foreseen.

C.2.3.1.2 |Main execution steps

The main gxecution steps include:

— Step 1jInitialization;

— Steps 2 and 3: Eid; correct value, AccessCredentials; correct value, AttributeldList; correct valugs;

— Steps 4 and 5: Eid;.correct value, AccessCredentials; incorrect value, AttributeldList, correct valfies;

— Steps ¢ and Z:\Eid; correct value, AccessCredentials; correct value, AttributeldList; non-exisfing
attribute;

— Steps and 9: Eid: non-existing Element AccessCredentials; correct value Attributeldllist;

correct value.

42
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Table C.15 — Execution steps for TC03-A basic DSRC L7 GET

Step |Action

Expected response

Note

TCO1 steps 1 and 2.

1 Perform initialization according to

2 Configure a GET.request in
confirmed mode (
mode = True

Mode is always true.

ICS shall indicate a correct

value for eid.

confirmed mode (
mode = True

eid =nl

accessCredentials = OCTET STRING

eid =nl If present, ICS/IXIT shall
accesscredentiats = OCTET STRING imdicate tow to prjesent a
correct value for
accessCredentials
ICS shall indicate gorrect
attributeldList valyes\for attribufelds.
)

3 Send GET.request. Receive GET.response containing;('{Same as in GET.refjuest.
eid =nl Requested attributes.
attributeList ICS/IXIT shall ind|cate
returnCode OPTIONAL whether returnCode is
) present.

4 Configure a GET.request in Mode is always trie.

ICS shall indicate
value for eid.

ICS/IXIT shall ind
to present an inco

h correct

cate how
rrect value

GET.response
eid =nl

attributeList

returnCode OPTIONAL
)

attributeldList for accessCredentjals.

) ICS shall indicate ¢orrect
values for attribufelds.

5 Send GET.request. Receive GET.response containing ( |Same as in GET.refjuest.
G_ET_.response Requested attributes not
eid =n1l :

present due to incprrect
attributeList accessCredentials
returnCode OPTIONAL ICS/IXIT shall indjcate
) whether returnCdde is pres-
ent and the value.

6 ConfigureaGET.request in Mode is always triie.

conflrr_ned mode ( ICS shall indicate § correct

mode = True .
value for eid.

b= nl ICS/IXIT shall indjcate how

accessCredentials = OCTET STRING to present a correft value for

attributeldList accessCredentials.

) ICS shall indicate how to
request an incorrect value
for an attributeld.

7 Send GET.request. Receive GET.response containing ( |Same as in GET.request.

The ICS shall indicate wheth-
er attributes are present

or not due to an incorrect
attributeld in the request.

ICS/IXIT shall indicate
whether returnCode is pres-

ent and the value.
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Table C.15 (continued)

Step |Action Expected response Note
8 Configure a GET.request in Mode is always true.
conflrr_ned mode ( ICS shall indicate an
mode = True . .
incorrect value for eid.
eid = n2 ICS/1XITshall indicate how
accessCredentials = OCTET STRING to present a correct value for
attributeldList accessCredentials.
) ICS shall indicate correct
values for attributelds.
9 Send GET.request. Receive GET.response containing ( |Same as in GET.request
Si]illT_.rreliponse The ICS shall indjcate
- whether an attributeList |s
attributeList present or-not.
returnCode OPTIONAL ICS/1XIT\shall indicate
) whether returnCode is pres-
entand the value.
C.2.3.1.3 |Acceptance criteria
Table C.16 — TC03-A acceptance criteria
Item |Acceptance Criteria Limit Note
1 GHT.response is sent from |With a complete attributeListin step 3. | The returnCode shall be as

the OBU.

Without any attributeyalues in step 5.

Without or with an‘incomplete
attribute list in step 7.

Without any@ttribute values in step 9.

used according to ICS/IXIT.

C.2.4 TCO04 DSRCL7 SET

C24.1 T

Cc2.4.1.1
The test se|

OBUs defin

set of ¢

set of

C04-A basic DSRC L7 set

Equipment and-set-up

t-up shall be@ccording to Clause 6.

orrect (n1) and incorrect (n2) value for eid,

ed in Clduse 5 shall be used. The supplier's ICS and IXIT shall include information on:

the SET request test frames,

above possible correct/incorrect values for eid, accessCredentials and attributelList,

implemented), and

L2 services that are used for transmission of the L7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

44
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C.2.4.1.2 Main execution steps
The main execution steps include:

— Step 1: Initialization;

1SO 14907-2:2021(E)

— Steps 2 and 3: Confirmed mode, Eid; correct value, AccessCredentials; correct value, AttributeList;

correct values;

— Steps 4 and 5: Confirmed mode, Eid; correct value, AccessCredentials; incorrect value, AttributeList,

correct values;

— |Steps 6 and 7: Confirmed mode, Eid; correct value, AccessCredentials; correct value, AttributeList;
non-existing attribute;
— |Steps 8 and 9: Confirmed mode, Eid; non-existing Element, AccessCredentials; corfect value,
AttributeList; correct value.
Table C.17 — Execution steps for TC04-A basic DSRC\L7 SET
Step |Action Expected response Note
1 Perform Initialization according to
TCO1 steps 1 and 2.
2 Configure a SET.request ICS shall indicate a qorrect
confirmed mode ( value for eid.
rr}ocle = True If present, ICS/IXIT fhall indi-
eid =nl
cate how to presentla correct
accessCredentials = OCTET STRING value for
attributeList accessCredentials.
) ICS shall indicate cofrect val-
ues for attributes.

3 Send SET.request. Receive SET.response Same as in SET.request.
cgnt_alnmg;( ICS shall indicate whether
eid =nl .

returnCode is presepnt.
returnCode OPTIONAL
)
4 Configure a SET.requést in ICS shall indicate a qorrect
confirmed mode.{ value for eid.
n}O(ie = Trug If present, ICS/IXIT ghall
eid =nl b
indicate how to pregent an
accessEredentials = OCTET STRING incorrect value for
attrdbalteList accessCredentials.
) ICS shall indicate cofrect
values for attributeg.

5 Sond SET vnqnncf Reoceoive SET vncpnncn Sameoacin SET vaq| st.
cgnt_ammg;( ICS/IXIT shall indicate how
eid =nl this
returnCode OPTIONAL situation is handled and how
) returnCode is used.
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Table C.17 (continued)

Step |Ac

tion

Expected response

Note

6 Co

nfigure a SET.request in

confirmed mode (
mode = True

ICS shall indicate a correct
value for eid.

If present, ICS/IXIT shall indi-

eid =n1l
cate how to present a correct

accessCredentials = OCTET STRING value for

attributeList accessCredentials.

) ICS shall indicate how to pres-
€Nt an INncorrect value for.a
attribute.

7 Send SET.request. Receive SET.response Same as in SET.request.
g?éltzarllrimg;( ICS/IXIT shall indjcate how
this situationds handled and
returnCode OPTIONAL how
) returnCode’is used.
8 Copfigure a SET.request in ICS siall indicate an incorregct

copfirmed mode ( valtie)for eid.

mqde =True H present, ICS/IXIT shall indi-

eid =n2
cate how to present a corregt

acgessCredentials = OCTET STRING value for

atdributeList accessCredentials.

) ICS shall indicate correct vall-
ues for attributes.

9 Send SET.request. Receive SET.response Same as in SET.request.

containing;(

ICS/IXIT shall indicate how

eid =n2 this situation is handled and
returnCede OPTIONAL how returnCode is used.
)
C.2.4.1.3 |Acceptance criteria
Table €18 — TC04-A acceptance criteria
Item |Acceptance criteria Limit Note
1 SE[l.response is sentfrom |Step 3 Check that the OBU handles the different cases and
the OBU. Step 5 uses the returnCode according to ICS/IXIT.
Step 7
Step 9
C.3 BasjcEFC functions test suite
C.3.1 TC10 EFC GET STAMPED

C.3.1.1 TC10-A basic EFC GET STAMPED

C3.1.1.1

Equipment and set-up

The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information on:

— set of correct and incorrect values for eid, accessCredentials (if implemented), attributeldList and
keyReference in the ACTION request test frames,

46
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set of expected values for responseParameter and returnCode (if implemented) in the ACTION
response test frames related to above possible correct/incorrect values for eid, accessCredentials

and attributeldList,

algorithms and master keys values related to secure services inherent in the p
implemented),

L2 services that are used for transmission of the L7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

rotocol (if

C.3
Thd

1.1.2 Main execution steps
main execution steps include:
Step 1: Initialization;

Steps 2 and 3: Eid; correct value, AccessCredentials; correct value, AttributeldList; cort
KeyRef; correct value;

Steps 4 and 5: Eid; correct value, AccessCredentials; incorrect value)AttributeldList, cor
KeyRef; correct value;

Steps 6 and 7: Eid; correct value, AccessCredentials; coprect value, AttributeldList; n
attribute, KeyRef; correct value;

Steps 8 and 9: Eid; non-exiting Element, AccessCredentials; correct value, AttributeldL
value, KeyRef; correct value; and

Steps 10 and 11: Eid; correct value, AccessCredentials; correct value, AttributeldList; cor
KeyRef; incorrect value.

ect values,

fect values,

bn-existing

st; correct

rect values,
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Table C.19 — Execution steps for TC10-A basic EFC GET STAMPED

Step |Action Expected response Note
1 Perform Initialization according to
TCO1 steps 1 and 2.
2 Configure an ACTION.request in Mode is always true.
conflrined mode ( ICS shall indicate a correct
mode = True .
value for eid.
eid =nl GET_STAMPED
actionType =0 .
Tf present, ICS/TXTT shattingi-
acgessCredentials = OCTET STRING cate how to present a coxreqt
attibuteldList value for accessCredentials,
_ ICS shall indicate Cprrect vall-
§<e yRef =K, ues for attributélds.
ICS/IXIT shallindicate corrg¢ct
values for keyRef.
3 Send ACTION.request. Receive ACTION.response Samelasin ACTION.request
cgnt_alnlng;( Reqirested attributes.
eid =nl
. . ICS/IXIT shall specify how the
attributeList authenticator is calculated.
authenticator ICS shall indicate whether
returnCode OPTIONAL returnCode is present.
)
4 Copfigure an ACTION.request in Mode is always true.
co 1f1rr_ned mode ( ICS shall indicate a correct
made = True .
value for eid.
eig =nl GET_STAMPED
acfionType =0 If present, ICS/IXIT shall indi-
acgessCredentials = OCTET STRING cate how to present an
atfributeldList incorrect Valu? for
accessCredentials.
§<e yRef =K, ICS shall indicate correct vaj-
ues for attributelds.
ICS shall indicate correct val-
ues for keyRef.
5 Sehd ACTION.request. Receive ACTION.response Same as in ACTION.request
cpnt_amlng;( Requested attributes not
eid =nl .
present due to incorrect
attributeList accessCredentials.
authenticator ICS/IXIT shall specify the cqn-
tent in the authenticator.
returnCode OPTIONAL
) ICS/IXIT shall indicate wheth-
er returnCode is present and
its value.
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returnCode OPTIONAL
)

Step |Action Expected response Note
6 Configure an ACTION.request in Mode is always true.
fr?:&rrzn%;iur:ode ( ICS shall indicate a correct
value for eid.
eid=nl GET_STAMPED
actionType =0 If present, ICS shall indicate
accessCredentials = OCTET STRING how to present a correct value
RO for accessCredentials.
KkevRef = K ICS shall indicate af| incorrect
) yret="%4 value for attributélds.
ICS shall indicate cofrect val-
ues for’keyRef.
7 Send ACTION.request. Receive ACTION.response Samienas in ACTION.fequest.
Z?&lt_a:img;[ The ICS shall indicage whether
- attributes are present or not
attributeList due to an incorrect gttributeld
authenticator in the request.
ICS/IXIT shall specify how the
;eturnCode OPTIONAD authenticator is caldulated.
ICS/IXIT shall indicqte wheth-
er returnCode is prgsent and
its value.
8 Configure an ACTION.request in Mode is always true
;:r?(r)lézrr:n%;iur:ode ( ICS shall indicate arfincorrect
value for eid.
eid =n2 GET_STAMPED
actionType =0 If present, ICS/IXIT fhall indi-
accessCredentials = OCTET STRING cate how to presentla correct
attributeldList value for accessCredentials.
_ ICS shall indicate a dorrect
;( eyRef =K, value for attributelds.
ICS shall indicate cofrect val-
ues for keyRef.
9 Send ACFION.request. Receive ACTION.response Same as in ACTION.fequest.
g?élt_arllr;ng;( The ICS shall indicage whether
- an attributeList is pfesent or
attributeList not.
authenticator ICS shall specify whether the
Sent or not.

£l 3 4 H
aUTITCITOIC atoT 15 PTe

ICS/IXIT shall indicate wheth-
er returnCode is present and

its value.
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Table C.19 (continued)

Step |Action Expected response Note
10 Configure an ACTION.request in Mode is always true.
conflrr_ned mode ( ICS shall indicate a correct
mode = True .
value for eid.
eid=nl GET_STAMPED
actionType =0 If present, ICS/IXIT shall indi-
accessCredentials = OCTET STRING cate how to present a correct
value for accessCredentials
atfributeldList
ICS shall indicate a corgect
§<e yRef=K; value for attributelds
ICS shall indicate @n incorrgct
value for keyRef,
11 Sehd ACTION.request. Receive ACTION.response Same as in ACTION.request
Z?&liarlﬁmg;( The ICS shall indicate whether
an attributeList is present
attributeList not;
authenticator ICS shall specify whether t
returnCode OPTIONAL authenticator is present or fot.
) ICS/IXIT shall indicate wheth-
er returnCode is present anfl
its value.
C.3.1.1.3 |Acceptance criteria
Table C.20 — TC10-A acceptance criteria
Item |Acceptance criteria Limit Note
1 A(TION.response is sent |With a complete attributeList and a The return code shall be us¢d
frdm the OBU. correct authenticator in step 3. according to ICS/IXIT.
Without any attribute values in step 5.
Without or with an incomplete attribute
listin step 7.
Without any attribute values in step 9.
Without any attribute values in step 11.
C.3.2 TC12 EFCGET SECURE
C.3.2.1 T|C12-A Basic EFC GET SECURE

C.3.2.1.1 Equipment and set-up

The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information on:

— setof correct and incorrect values for eid, accessCredentials (if implemented) and actionParameter
in the ACTION request test frames,

50

set of expected values for responseParameter and returnCode (if implemented) in the ACTION
response test frames related to above possible correct/incorrect values for eid, accessCredentials
and actionParameter,
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— algorithms and master keys values related to secure services inherent in the protocol (if
implemented), and

— L2 services that are used for transmission of the L7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.3.2.1.2 Main execution steps

The main execution steps include:

— [Step I: Inttialization of OBU;
— |Steps 2 and 3: Eid; incorrect value, AccessCredentials; correct value, ActionParameter;'‘Correct value;
— |Steps 4 and 5: Eid; correct value, AccessCredentials; incorrect value, ActionParameter; cofrect value;
— |Steps 6 and 7: Eid; correct value, AccessCredentials; correct value, ActionParameter; incofrect value;

— |Steps 8 and 9: Eid; correct value, AccessCredentials; correct value, AetionParameter; coffrect value.

Table C.21 — Execution steps for TC12-A basic EFC GET SECURE

Step |Action Expected response Note
1 Perform Initialization according to
TCO1 steps 1 and 2.
2 Configure an ACTION.request in Mode is always true

confirmed mode (

_ ICS shall indicate anjincorrect
mode = True

value for eid.

eid =n2 GET_SECURE
actionType =2 If present, ICS/IXIT khall indi-
accessCredentials = OCTET STRING cate how to presentja correct

. . value for accessCredentials.
actionParameter = Container

) ICS shall indicate a qorrect
value for actionPargmeter.
3 Send ACTION.request. Receive ACTION.response Same as in ACTION.fequest.

containing;(

eid = n2 ICS/IXIT shall specify the con-

tent of the responseParameter.

responseParameter PRESENT 1 0¢ /1y 17 ghall indicte wheth-

returnCode OPTIONAL er returnCode is prgsent and
) the value.
4 Configure an ACTION.request in Mode is always true

confirmed mode (
mode = True

eid =nl

ICS shall indicate a ¢orrect
value for eid.

GET_SECURE
actionType =2 If present, ICS/IXIT shall
accessCredentials = OCTET STRING indicate how to pres-

. . ent an incorrect value for
actionParameter = Container .
) accessCredentials.

ICS shall indicate a correct
value for actionParameter.
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Table C.21 (continued)

Step |Action Expected response Note
5 Send ACTION.request. Receive ACTION.response Same as in ACTION.request.
g;’é‘t:a:l‘i‘“g;( ICS/IXIT shall specify the con-
tent of the responseParameter.
responseParameter PRESENT ICS/IXIT shall indicate wheth-
returnCode OPTIONAL er returnCode is present and
) its value.
6 Configure an ACTION.request in Mode is always true.
co 1f1rr_ned mode ( ICS shall indicate a correct
mdqde = True .
value for eid.
eig=nl GET_SECURE
acfionType =2 If present, ICSAIXIT shall indi-
ac¢essCredentials = OCTET STRING cate how to(present a corregt
. _ . value fonaecessCredentials,
actionParameter = Container
) ICS shall indicate an incorrgct
valuefor actionParameter.
7 Send ACTION.request. Receive ACTION.response Same as in ACTION.request
Z;’é‘t:a:i‘“g;( ICS/IXIT shall specify the cdn-
tent of the responseParametger.
responseParameter PRERENT ICS/IXIT shall indicate wheth-
returnCode OPTIONAL er returnCode is present anfl
) the value.
8 Copfigure an ACTION.request in Mode is always true.
co 1f1rr_ned mode ( ICS shall indicate a correct
mdde = True .
value for eid.
eig=nl GET_SECURE
acfionType =2 If present, ICS/IXIT shall indi-
ac¢essCredentials = OCTET STRING cate how to present a corregt
. _ : value for accessCredentials,
actionParameter = Container
) ICS shall indicate a correct
value for actionParameter.
9 Send ACTION.request. Receive ACTION.response Same as in ACTION.request
g;’é‘t:aﬂmg;( ICS/IXIT shall specify the cdn-
tent of the responseParametger.
responseParameter PRESENT ICS/IXIT shall indicate wheth-
returnCode OPTIONAL er returnCode is present.
)
C.3.2.1.3 Acceptance criteria
Table C.22 — TC12-A acceptance criteria
Item |Acceptance criteria Limit Note
1 ACTION.response ‘0001'B
2 eid According to C.3.2.1.2 and
[SO 14906:2018, 5.3.2.
3 responseParameter According to C.3.2.1.2. ICS/IXIT shall specify valid
responseParameter value limit.
4 returnCode According to EN 12834. ICS/IXIT shall specify how returnCode is
implemented.
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C.3.3 TC13 EFC SET SECURE

C.3.3.1 TC13-A basic EFC GET SECURE

C.3.3.1.1 Equipment and set-up

The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information on:

cot of covenct o d s oot goaliine for i d S oncc(Co
ot

Gfianlaraantad) o d oo
H e

Parameter

The

C.3
The

3.1.2 Main execution steps

yay o
ST T O CoOTrTC C T OO IIIcoUTrrctt v oarac o ToUT It ot TtTos < T T PIC T eI e oot o C ot oT

in the ACTION request test frames,

set of expected values for responseParameter and returnCode (if implemented) in t
response test frames related to above possible correct/incorrect values for eid,access
and actionParameter,

algorithms and master keys values related to secure services inherent in the p
implemented), and

L2 services that are used for transmission of the L7 APDUs.

equipment shall be placed in such a way that optimal comniunication can be foreseen.

main execution steps include:
Step 1: Initialization of OBU;

Steps 2 and 3: Confirmed mode: Eid; incorrect value, AccessCredentials; cort
ActionParameter; correct value;

Steps 4 and 5: Confirmed nigde: Eid; correct value, AccessCredentials; incort
ActionParameter; correct value;

Steps6and 7: Confirmed mede: Eid; correctvalue, AccessCredentials; correctvalue, Action
incorrect value;

Steps8and 9: Confitméd mode: Eid; correctvalue, AccessCredentials; correctvalue, Action
correct value.

Table C.23 — Execution steps for TC13-A basic EFC GET SECURE

he ACTION
redentials

rotocol (if

ect value,

ect value,

Parameter;

Parameter;

Step |Action Expected response Note
1 Perform Initialization according to
TCO1 steps 1 and 2.
2 Configure an ACTION.request in Confirmed mode.

confirmed mode (

mode = True value for eid.

eid =n2 SET_SECURE
actionType =3 If present, ICS/IXIT
accessCredentials = OCTET STRING cate how to present
. . value for
actionParameter = Container .
accessCredentials.

)

ICS shall indicate an incorrect

ICS shall indicate a correct
value for actionParameter.

shall indi-
a correct
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Table C.23 (continued)

Step |Action Expected response Note

3 Send ACTION.request. Receive ACTION.response Same as in ACTION.request.
containing;( The ICS/IXIT shall specify the
eid =n2

content of the
responseParameter OPTIONAL |responseParameter.
returnCode OPTIONAL ICS/IXIT shall indicate wheth-
) er returnCode is present and
the value.
4 Copfigure an ACTION.request in Confirmed mode.
co 1f1rr_ned mode ( ICS shall indicate a cofrect
mqde = True .
value for eid.
eig=nl SET_SECURE
acfionType =3 If present, ICSAXIT shall
ac¢essCredentials = OCTET STRING indicate how to present an
. . incorrect value for
actionParameter = Container .
) access€redentials.
ICS shall indicate a correct
value for actionParameter.

5 Send ACTION.request. Receive ACTION.response cen-) |Same as in ACTION.request
Z?(ljn_mngl;( ICS/IXIT shall specify the cqn-

- tent of the
responseParameter @PTIONAL |responseParameter.
returnCode OPTIONAL ICS/IXIT shall indicate wheth-
) er returnCode is present anl

the value.

6 Copfigure an ACTION.request in Confirmed mode.

co 1f1rr_ned mode ( ICS shall indicate a correct
made = True .
value for eid.
eig=nl SET_SECURE
acfionType = # If present, ICS/IXIT shall indi-
acgessCredentials = OCTET STRING cate how to present a corre¢t
. ( value for
actionParameter = Container .
) accessCredentials.
ICS shall indicate an incorregct
value for actionParameter.

7 Sehd ACTION xequest. Receive ACTION.response Same as in ACTION.request
cpnt_amlng;( ICS/IXIT shall specify the cqn-
eid =nl

tent of the
responseParameter OPTIONAL |responseParameter.
returnCode OPTIONAL ICS/IXIT shall indicate wheth-
) er returnCode is present and
the value.
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Step |Action Expected response Note
8 Configure an ACTION.request in Confirmed mode.
conflrr_ned mode ( ICS shall indicate a correct
mode = True .
value for eid.
eid=nl SET_SECURE
actionType =3 If present, ICS/IXIT shall indi-
accessCredentials = OCTET STRING cate how to present a correct
value for
actionParameter = Container .
) accessCredentials.
ICS shall indicate’a qorrect
value for actionPargmeter.
9 Send ACTION.request. Receive ACTION.response Same as|in ACTION.fequest.

containing;(
eid =nl

responseParameter OPTIONAL

returnCode OPTIONAL
)

ICS/AXIT shall specify the con-
tentof the
responseParameter]

ICS/IXIT shall indichte wheth-
er returnCode is prgsent.

C.3{3.1.3 Acceptance criteria

Table C.24 — TC14-A acceptance criteria

Item  |Acceptance criteria Limit Note
1 ACTION.response ‘0001'B
2 EID According to'C.3.3.1.2 and
ISO 14906:2018, 5.3.2.
3 responseParameter According to C.3.3.1.2. ICS/IXIT shall specify content pf

responseParameter.

C.3}4 TC20 A basic EFC SET-MMI

C.34.1 Equipment and-set-up

The test set-up shallbeaccording to Clause 6.

OBUs defined in‘Glduse 5 shall be used. The supplier's ICS and IXIT shall include informationfon:

— |set of cerrect and incorrect values for actionParameter and in the ACTION request test firames,

— |set'of expected values for returnCode (if implemented) in the ACTION response test frarhes related

to_above possible correct/incorrect value for the actionParameter, and

— L2 services that are used for transmission of the L7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.3.4.2 Main execution steps

The main execution steps include:

— Step 1: Initialization;

— Steps 2 and 3: Non-confirmed mode; ActionParameter “correct”;

— Steps 4 and 5: Confirmed mode; ActionParameter “correct”;
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— Steps 6 and 7: Confirmed Mode; ActionParameter “not correct”.

Table C.25 — Execution steps for TC20-A basic EFC SET MMI

Step |Action Expected response Note

1 Perform Initialization according to
TCO1 steps 1 and 2.

2 Configure an ACTION.req in Non-confirmed mode.
r(lon-conflrmed mode SET MMI
acfiomrRequest Dectarationstattimdicatea
mqde = False correct value for
eid=0 actionParameter.
actionType = 10
actionParameter
)

3 Send frame as specified in step 2. None Check thatithe OBU responds

correctly to the EFC functioh.

4 Copfigure an ACTION.req in con- Corifivmed mode.

?r med mode Declaration shall indicate a
. correct value for
action-Request .
- actionParameter.
mdde = True
eid=0
actionType = 10
actionParameter
)

5 Send frame as specified in step 4. ACTION.rs, ICS/IXIT shall indicate what
eid =0, returnCode is present.
3‘eturnC0de Check that the OBU responds

correctly to the EFC functioh.

6 Copfigure an ACTION.req in Confirmed mode.

Eo firmed mode Declaration shall indicate af
. incorrect value for
action-Request .
actionParameter.
mqde = True
eid=0
actionType = 10
actionParameter
)

7 Senhd frame @s)specified in step 6. ACTION.rs, ICS/IXIT shall indicate what
eid =0, returnCode is present.
returnCode
)
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4.3 Acceptance criteria

Table C.26 — TC20-A acceptance criteria

Item |Acceptance Criteria Limit Note
1 ACTION.response is not sent |In step 3. The returnCode shall be as
from the OBU. used according to ICS/IXIT.

The ORI shall react

correctly

on the EFC function

2 ACTION.response is sent With a returnCode indication success |[ICS/IXIT shallsp€cify how
from the OBU. in step 5. returnCode.isimplemented.

With a returnCode indicating error in
step 7.

C.3|5 TC25 A basic EFC ECHO

C.3/5.1 Equipmentand set-up

The test set-up shall be according to Clause 6.

OBUs defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information|on:

— |set of correct and incorrect values for actionParameter and in the ACTION request test firames,

— |set of expected values for responseParametér and returnCode (if implemented) in the ACTION

response test frames related to above possible correct/incorrect value for the actionPargmeter, and

— |L2 services that are used for transmission of the L7 APDUs.

The equipment shall be placed in such:a-way that optimal communication can be foreseen.

C.3/5.2 Main execution steps

Thg main execution steps ificlude:

Step 1: Initialization;
Steps 2 and 3<Nonh-confirmed mode; ActionParameter “correct”;
Steps 4 and’5: Confirmed mode; ActionParameter “correct”;

Steps-6:and 7: Confirmed Mode; ActionParameter “not correct”.
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Table C.27 — Execution steps for TC25-A basic EFC ECHO

Step |Action Expected response Note

1 Perform Initialization according to
TCO1 steps 1 and 2.

2 Configure an ACTION.req in Non-confirmed mode.
?on-conflrmed mode ECHO
action-Request Declaration shall indicate a
mode = False correct value for
eid=0 actionParameter
actionType = 15
actionParameter
)

3 Send frame as specified in step 5. None

4 Copfigure an ACTION.req in Confirmed mode.

(EO pfirmed mode Declaration shall indicate a
. correCtyalue for

action-Request ‘

mdde = True actienParameter.

eid=0

actionType = 15

actionParameter

)

5 Senhd frame as specified in step 4. ACTION.rs, Same as actionParameter.
eid =0, ICS/IXIT shall indicate wha
responseParameter .

returnCode is present.
returnCode
)

6 Copfigure an ACTION.req in Confirmed mode.

([:O firmed mode Declaration shall indicate ap
. incorrect value for

action-Request .

mdde = True actionParameter.

eid=0

actionType = 15

actionParameter

)

7 Senhd frame as specified in step 4. ACTION.rs, ICS/IXIT shall indicate what
eid =0, returnCode is present.
responseParameter
returnCode
)
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from the OBU.

Without a correct responseParameter in

Item |Acceptance criteria Limit Note

1 ACTION.response is not |In step 3. The returnCode shall be as
sent from the OBU. used according to ICS/IXIT.

2 ACTION.response is sent |With a correct responseParameter in step 3. | The returnCode shall be as

used according to ICS/IXIT.

step 7.

C.4 EFC transaction test suite

C4

Thd
ISO

C4
The
OBl

The

C.4
Thd

1 TC30 EFC A CARDME TRANSACTION FUNCTIONALITY

purpose of the test is to verify the OBU conformance to the CARDMEvtransaction as
14906:2018, Annex B.

2 Equipment and set-up

test set-up shall be according to Clause 6.

s defined in Clause 5 shall be used. The supplier's ICS and IXIT shall include information
L2 services that are used for transmission of the Is7,APDUs,

which profile(s) are supported, and

the implementation of the CARDME transaction.

his test case, it is assumed that:

L2 services according to EN 12795 are implemented in the OBU, and

the OBU supports profiles Bypand Py,

equipment shall be placed in such a way that optimal communication can be foreseen.

3 Main execution steps
main executjoly steps include:
Steps l.and 2: Initialization phase;

Step 8: Presentation phase;

Step#—Presentatiomr phase for foreigm 0B Ys;
Step 5: Receipt phase;

Step 6: Echo phase;

Step 7: Closing phase.
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Table C.29 — Execution steps for TC30-A CARDME transaction

Step Action Expected response Note

1 Configure BST according to It is assumed that the OBU
ISO 14906:2018, B.4.2.1 with: has not received any BST
profile =P, with this beaconld during the
mandatory applications = EFC last 255 s.
beaconld

manufacturerld = M,
Individualld = 1.

2 Send BST every 5 to 10 ms (until ini- |VST according to trefis the time in the BST that
tiglization is performed and a VST is  |ISO 14906:2018, B.4.2.4. was answered by the VST,
received).

3 Pgrform the presentation phase by Response to the request
inpocation GET_STAMPED.request according to ISO 14906:2018,
concatenated with GET.request in con- |B.4.3.2.
fiymed mode (mode = TRUE) accord-
ing to ISO 14906:2018, B.4.3.1.

4 Pgrform the presentation phase Response to the request
for foreign OBU by invocation of according to ISO 14906:2018,

GET_STAMPED.request in confirmed |B.4.4.2.
mpde (mode = TRUE) according to
ISP 14906:2018, B.4.4.1.

5 Pdrform the receipt phase by invo- Response to the request
cation of SET.request concatenated according to ISO 14906:2018,
with and SET_MMI in confirmed B.4.5.2.
mpde (mode = TRUE) according to
ISP 14906:2018, B.4.5.1.

6 Pdrform the echo phase by invoca- Response to the request
tign of ECHO.request in confirmed according'to ISO 14906:2018,
mpde (mode = TRUE) according to B.4.6.2)

ISP 14906:2018, B.4.6.1.

7 Pdrform the closing phase by invoca- ~}INo response.
tign of EVENT_REPORT (Release) in
ndn-confirmed mode (mode = FAESE)
aqgecording to ISO 14906:2018, B:4:6.3.
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Item Acceptance criteria Limit Note
1 INITIALIZATION.rs, VST According to ISO 14906:2018,
B.4.2.4; sent in step 2.
2 GET_STAMPED.response According to [SO 14906:2018,
B.4.3.2; sent in step 3.
3 GET.response According to ISO 14906:2018,
B.4.3.2; sent in step 3.
4 GET_STAMPED.response According to [SO 14906:2018,
B.4.4.2; sent in step 4.
5 SET.response According to ISO 14906:2018,
B.4.5.2; sent in step 5.
6 SET_MMl.response AND cor- |According to ISO 14906:2018,
rect signalling via the OBU's  |B.4.5.2; sent in step 5.
MMI
7 ECHO.response According to ISO 14906:2018,
B.4.6.2; sent in step 6.
8 Behaviour upon reception of |According to ISO 14906:2018;
EVENT_REPORT(Release) B.4.6.3; sent in step 7.
C.5 Extended DSRC EFC test suite

C.5|1 TC40 DSRC initialization recovery, A-handling of initialization PrWRq — VST lost

C.5/]1.1 General

The purpose of the test is to verify thelOBU behaviour in case of lost frames in the initializatjon phase.

C.5]1.2 Equipment and set-up

The test set-up shall be accerding to Clause 6.

OBUs defined in Clausé-5 shall be used. The supplier's ICS and IXIT shall include information|on:

— |L2 services thatare used for transmission of the L7 APDUs,

— |the application(s) supported, and

— |the prefile(s) supported.

In thiStest case, itis assumed that:

— L2 services according to EN 12795 are implemented in the OBU,

— the OBU contains at least an EFC application and supports profiles P, and P}, and

— the equipment shall be placed in such a way that optimal communication can be foreseen.

C.5.1.3 Main execution steps

The main execution steps include:

— Steps 1 to 3: Handling of initialization when PrWRq is lost;

— Step 4: Handling of initialization when VST is lost.
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