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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

For an electronic fee collection (EFC) system, approvals and tests are required to determine whether the
system (or individual components of the system) conforms to standards and application requirements
and to enable parameters such as quality, availability, and maintainability to be measured.

There are complete EFC systems available, including documentation and approvals, and these could
already be in operation in some European countries. This document provides a toolbox of tests and
procedures for the assessment and proof of such EFC systems that they are suitable for specified EFC
applications under specific operational conditions. Dependent on a system to be tested and based on
the[available documentation and the status of previously performed approvals, this documgnt enables
parfies involved, e.g. system provider, operators, and test houses, to take into considénation already
proyen references and to identify such parameters which still have to be testedraecording to the
spefified applications.

At the time of publication of this document, the determination of common system requirgments for

Eurppe (or any other region) has not been agreed. For this reason, this documeént does not §
particular performance requirements, unless these are already determined elsewhere (suc
or
Where reference to an existing test is available, this document provides that reference. This
defjnes only the test and test procedures, not the benchmark figures that these are to be

pecify any
h as safety

dio regulations), but rather identifies the key parameters which will‘comprise such requirements.

document
measured

agajnst. Benchmark figures which the systems or components under test can be compared with

and| validated against might form the subject of a future part/of this series of standards.
franework of the European Electronic Toll System (EETS)this document could provide ing
wortk of the notified bodies in view to certify the different systems' part of the EETS in p4
cherk the suitability for use.

Thif document is furthermore limited to autdmated (electronic) payment using a sti
dedicated short-range communication (DSRCJ+“The scope of this document does not incly
payjment, conventional money transaction;ynor payment by means of sticker, vignettes,
magnetic-stripe cards, etc. The applications to which EFC is related are toll collection, ro
parking, and individual traffic informagion.

Thi
ope
env
Sys
spe
and

5 document enables groups ,of operators to determine common specific performance
rating conditions and to enable regional variation where appropriate. It provides ope
ironmental parameters (orclasses of operating and environmental parameters) within

ems shall successfully function without impairing interoperability to ensure that the p
cified the system canstate their requirements clearly to implementation designers and

to enable the meastirement of the performance of such systems.

The following guidélines have been followed when selecting the test procedures for test par
reference,as far as possible to existing standardized test procedures;

foeusing on those tests that are essential to ensure that EFC equipment is able tc

Within the
uts for the
rticular to

indardized
de manual
tickets, or
d pricing,

levels and
rating and
Wwhich such
erson who
ntegrators

hmeters:

exchange

information and mutually use the exchanged information.

A brief guide describing how to use this document is provided by Annex A.

While this document relates to general test procedures, certain provisions relate specifically to test
procedures for certification purposes. Many features of this document are relevant internationally; it is
recognized that due to different regulatory requirements outside Europe, extension may be required to
make its applicability as comprehensive in non-EU countries, before this International Standard can be
reviewed for acceptance as in EU countries.

The ISO/TS 17444 series provides an examination framework for EFC charging performance.

This document relates only to the equipment of the user and the service provider as illustrated in
Figure 1.

© IS0 2020 - All rights reserved
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Management of the Toll Charging
environment

Provision of the
Toll service

O
0

bf this document relates solely to OBE and RSE and the DSRC inferface between OBE and
s functions to perform the fee collection as illustrated by@' re 2.

Figure 1 — Conceptual model of EFC
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Scope

5 document specifies the test procedures of electronic fee collection (EFC) roadside |equipment
E) and on-board equipment (OBE) with regard to the conformance to standards and requirements
[ype approval and acceptance testing which is within the realm of EFC application speciffically.

scope of this documentis restricted to systems operating within the radio emission, electfomagnetic
patibility (EMC) regulations, traffic, and other regulations of.thie countries in which they are
rated.

5 document identifies a set of suitable parameters and provides test procedures to enable the proof

complete EFC system, as well as components of an EEC System, e.g. OBE, related to the defined
lirements of an application. The defined parameter and tests are assigned to the followling groups
arameters:

functionality;

quality;

referenced pre-tests.

pverview of the tests and parameters provided by this document is given in 5.1 and 5.2.

5 document describes procedures, methods and tools, and a test plan which shows the relation
veen all tests and the sequence of these tests. It lists all tests that are required to measure the
formance of EFC equipment. It describes which EFC equipment is covered by the test grocedures;
values of the parameters to be tested are not included. It also describes how the testp are to be
formed and which{d0ls and prerequisites are necessary before this series of tests can be undertaken.
assumed thatth@security of the system is inherent in the communications and EFC fll.llﬁictionality
s, therefore they are not addressed here. All tests in this document provide instructions fo evaluate
test results;

5 docuiiient defines only the tests and test procedures, not the benchmark figures that these are to
heaSured against. The test procedures defined in this document can be used as input, e.g{ by scheme

owners, for prototype testing, type approvals, tests of installations and periodic inspectiony.

Related to a conceptual model of an EFC system, this document relates only to the equipment of the user
and the service provider. Any other entities are outside the scope of document.

EFC systems for dedicated short-range communication (DSRC) consist, in principle, of a group of
technical components, which in combination fulfil the functions required for the collection of fees by
electronic automatic means. These components comprise all, or most, of the following:

OBE within a vehicle;
OBE containing the communications and computing sub-functions;

optional integrated circuit card which may carry electronic money, service rights, and other secured
information;

© IS0 2020 - All rights reserved 1
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— communication between OBE and RSE based on DSRC;

— equipment for the fee collection at the RSE containing the communications and computing sub-
functions;

— equipment for the enforcement at the roadside;
— central equipment for the administration and operation of the system.

The scope of this document relates solely to OBE and RSE and the DSRC interface between OBE and
RSE including its functions to perform the fee collection. All the equlpment used for enforcement (e.g.
detectlon .,1aoolfu,auuu, }ULC{}ILC{LIUII, aud lbslol—l ClLlUll) aud \,\,lll—l q} \f\.ibllt.}lll\.»ll\, alc UuLDldb Lh\, oLVU Of

this docunjent.

2 Normative references

The followjing documents are referred to in the text in such a way that some or dllyof their confent
constituteg requirements of this document. For dated references, only the editien cited applies.|For
undated references, the latest edition of the referenced document (including any-amendments) applies.

ISO/IEC 17P25, General requirements for the competence of testing and calibration laboratories
ISO/IEC 17065:2012, Conformity assessment — Requirements for bodie$ certifying products, procefsses
and servicds
3 Terms and definitions

For the puiposes of this document, the following terms aiid definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresse

1%2]

— ISO Onlline browsing platform: available atlittps://www.iso.org/obp

— IEC Elgctropedia: available at http://www.electropedia.org/

31
acceptancg testing
examinatign that a product, process; or service is in conformity with the system specification

3.2
accreditatlion
third-party attestation/{3.3) related to a conformity assessment body (3.7) conveying forjmal
demonstration of its.eOmpetence, consistent operation and impartiality (3.15) in performing spegific
conformity assessient activities

[SOURCE: ISO/EC 17000:2020, 2.4.7]

3.3

attestation

issue of a statement, based on a decision (3.8) that fulfilment of specified requirements (3.27) has been
demonstrated

Note 1 to entry: The resulting statement, referred to in this document as a “statement of conformity”, is intended
to convey the assurance that the specified requirements have been fulfilled. Such an assurance does not, of itself,
afford contractual or other legal guarantees.

Note 2 to entry: First-party and third-party attestations are distinguished by the terms 2.4.2 to 2.4.7 in
ISO/IEC 17000:2020. For second-party attestation, no such term is available.

[SOURCE: ISO/IEC 17000:2020, 2.4.3]

2 © IS0 2020 - All rights reserved
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3.4
availability
property of being accessible and useable upon demand by an authorized entity

[SOURCE: ISO 7498-2:1989, 3.3.11]

3.5

certification

third-party attestation (3.3) related to objects of conformity assessment (3.20), with the exception of
conformity assessment bodies (3.7)

Notf T to entry: Certification 1s applicable to all objects of conformity assessment except for] conformity
ass¢ssment bodies themselves, to which accreditation (3.2) is applicable.

[SOPURCE: ISO/IEC 17000:2020, 2.4.6]

3.6
compatibility
suitlability of products, processes, or services for use together under specific.conditions to fulffil relevant
reqpirements without causing unacceptable interactions

3.7
conformity assessment body
body that performs conformity assessment activities, excluding\accreditation (3.2)

[SOPRCE: ISO/IEC 17000:2020, 2.1.6]

3.8
dedision
conflusion based on the results of review (3.24),that fulfilment of specified requirements (3{27) has or
has|not been demonstrated

[SOPRCE: ISO/IEC 17000:2020, 2.4.2]

3.9
EF( equipment
equlipment comprising roadside gquipment (RSE) and on-board equipment (OBE)

3.1
EF( system
system that enables elecCtronic debiting for the use of transport services

3.11
evalluation
systematic process of determining how individuals, procedures, systems, or programs have met
formally.agreed objectives and requirements

[SOPREE: ISO/TS 10798:2011, 1.90]

3.12

evaluation assurance level

set of assurance requirements, usually involving documentation, analysis and testing, representing a
point on a predefined assurance scale, that forms an assurance package

3.13
field test
test that is performed under real-life conditions

© IS0 2020 - All rights reserved 3
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3.14

functionality test

assessing t

he performance of an EFC system, based on specific parameters

Note 1 to entry: Functionality parameters can include communication, application, and vehicle and traffic
characteristics.

3.15

impartiality

objectivity

with regard to the outcome of a conformity assessment activity

Note 1 to entry—Objectivity cam be umderstood as freedonT fTonT bias Or {TeedonT {ToNT CoT HictS Of Tterest.

[SOURCE: ]
3.16

inspection

examinatiq
detailed re

SO/IEC 17000:2020, 2.2.3]

n of an object of conformity assessment (3.20) and determination of it§’¢onformity
quirements or, on the basis of professional judgement, with general requirements

Note 1 to enftry: For additional information on the concepts of testing and inspectionsee’A.2.2.4.

Note 2 to e
accuracy or

ntry: The procedure can be intended to control variables within testing as a contribution to
reliability of the results.

Note 3 to eptry: The output of testing can include comments (e.g. opiniohs and interpretations) about the

results and
[SOURCE: I
3.17

fulfilment of specified requirements.

SO/IEC 17000:2020, 2.3.3]

interoperability

ability of s
exchanged

[SOURCE: 1
systems"]

3.18
laborator
test which

3.19

maintaing
ability of a
period of t

3.20

ystems to exchange information and ta_make mutual use of the information that has b

SO/IEC/TR 10000-1:1998, 3.2.1,(modified — "systems" has been changed to "two or mor

y test
is performed in a laboratory under specified conditions

bility
system or\Subsystem to be maintained or restored to specified conditions within a g
me

vith

the

test

een

e IT

ven

object of ¢

onformity assessment

object

entity to which specified requirements (3.27) apply

Note 1 to entry: Examples are product, process, service, system, installation, project, data, design, material,
claim, person, body or organization or any combination thereof.

Note 2 to entry: The term “body” is used in this document to refer to conformity assessment bodies (3.7) and
accreditation bodies. The term “organization” is used in its general meaning and may include bodies according
to the context. The more specific [ISO/IEC Guide 2 definition of an organization as a body based on membership is
not applicable to the field of conformity assessment.

[SOURCE: I

SO/IEC 17000:2020, 2.1.2]
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3.21
on-board equipment
OBE

equipment located on-board a vehicle including nomadic devices with the function of exchanging

information with external systems

Note 1 to entry: OBE is composed of the on-board unit (OBU) and other sub-units whose presence is considered

optional for the execution of the DSRC interface.

[SOURCE: ISO 14906:2011, 3.14]

3.2p
qudlity
degfree to which a set of inherent characteristics fulfils requirements

Not¢ 1 to entry: User requirements can include ease of use, safety, availability, reliability, sturdines
andlenvironmental safety. Such requirements can be explicit or implicit.

[SOPRCE: 1SO 9000:2015, 3.6.2]

neefd(ep expectation that is stated

s, economy,

f use for a

activities,
y an object

system by

Note 1 to entry: Specified requirements may be stated in normative documents such as regulations, standards

and technical specifications.
Note 2 to entry: Specified requirements can be detailed or general.
[SOURCE: ISO/IEC 17000:2020, 2.2.1]

3.28
test

procedure designed to measure characteristics of a component or system in specified conditions

© IS0 2020 - All rights reserved
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3.29
test parameter
parameter that specifies one or more characteristics of a system to be tested

3.30
test procedure
instructions for the setup, execution, and evaluation of results for a given test case

[SOURCE: ISO/IEC 25051:2014, 4.1.22, modified]

3.31
test statuy
nature of a|test, either basic or conditional

Note 1 to erftry: A test labelled “conditional” is performed if, and only if, it is applicable to a feature identifidd in
the specificption of the system or component, whereas a test labelled “basic” indicates a highly recommerded
test as part pf a foundation for meaningful evaluation. See 5.2.

3.32
test type
kind of tes

EXAMPLE Inspection, simulation, laboratory test, field test.

3.33
test house
third party that carries out the test

3.34
type approval
approval based on conformity testing on the basis of gri¢’or more specimens of a product representafive
of the production

3.35

validation
confirmatipn of plausibility for a specific intended use or application, through the provision of objecfive
evidence that specified requirements (3.2%7) have been fulfilled

Note 1 to enftry: Validation can be applied to claims to confirm the information declared with the claim regarfling
an intended|future use.

[SOURCE: ISO/IEC 17000:2020, 2.3.5]

3.36
verificatign
confirmatipn of truithfulness, through the provision of objective evidence that specified requiremgnts
(3.27) have beencfulfilled

e—claim

Note 1 to én —Verification n-beapplie

regarding events that have already occurred or results that have already been obtained.

[SOURCE: ISO/IEC 17000:2020, 2.3.6]

4 Abbreviated terms

ARIB  Association of Radio Industries and Businesses
NOTE A Japanese standards development organisation.

DSRC  dedicated short-range communication

6 © IS0 2020 - All rights reserved
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EAL
EFC
EIRP
EMC
ETSI

ICC

Evaluation Assurance Level

Electronic Fee Collection

Equivalent Isotropically Radiated Power
Electromagnetic Compatibility

European Telecommunications Standards Institute

Integrated Circuit Card

ISO 14907-1:2020(E)

IEC
MM
MTBF
MT[F
MTJR
OB
OB
QM§
RSH
SUT
thd
TOY

International Electrotechnical Commission
Man-Machine Interface
Mean Time Between Failure
Mean Time to Failure

Mean Time to repair
On-board Equipment
On-board Unit

Quality Management System
Roadside Equipment

System Under Test

To be determined

Target of Evaluation

5 |Test parameters and test procedures for EFC

5.1/ Tests overview

5.1/1 General

The test parameters for EFC systems or components are categorized in three groups as follows:

a) [functionhality tests;

b) nlnallfy tests;

c) referenced pre-tests.

Figure 3 shows the general structure of all test parameter groups relevant for EFC systems and those
which are relevant to this document. The test parameters for pre-tests are referenced from sources
other than this document. The specific test parameters that are ultimately deemed relevant for a
specific EFC system shall be identified and listed in the test plan according to 5.3. The individual test
plan for type approval or acceptance testing shall take into account those pre-tests that have already
been passed, i.e. for EMC, DSRC, and environment.

© IS0 2020 - All rights reserved
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Figure 3 — Test plan — Interdependencies

5.1.2 Fupctionality tests

The first category efitests is related to test procedures which aim to verify the functionality of the EFC

equipment

The functignality tests are related to the essential test parameters that need to be applied to verify|the
performance and capability of EFC equipment of different vendors and system operators.

The following parameters shall be tested:

— communication;

— EFC application;

— influence of vehicle characteristics;

— influence of traffic characteristics;

— environmental influences.

© IS0 2020 - All rights reserved
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Communication and EFC application tests are described in 6.1. Tests related to vehicle and traffic
characteristics and environmental influences are listed in Annex B.

5.1.3 Quality tests

The second category of tests is related to procedures that aim to determine the quality of the EFC
equipment. These are relevant for both operators and users.

The following test parameters shall be tested:

— quality management;

— |reliability;
— |availability.

For|some of these test parameters, there are some existing test procedures ‘available, [which are
refgrenced.

Thdse tests are described in 6.2 and Annex C.

5.1/4 Referenced pre-tests

The third category of tests is related to test parameters which are fundamental for the perfprmance of
EFd equipment. The specific parameters and requirements are not within the scope of this|document.
The parameters that are relevant can be assigned to the folowing groups:

— |DSRG;
— |EMC;

— |environment.

5.2| Parameter overview

Tables 1 to 3 provide a comprehensive list of the parameters that are relevant for type gpproval or
acc¢ptance testing of a complete' EFC system, as well as components of an EFC system. Thq tables are
divided according to the subjects of 5.1.2, 5.1.3, and 5.1.4, namely functionality, quality, and [referenced
prettests. The subclausedn which the tests are described or referenced is shown. An indicatipn as to the
natfire of these tests (basic or conditional) is provided as not all tests are relevant to all opgrators and
their specific operating situations and environment.

As yised in Tables'T to 3,

— |“basicZm€ansthattheidentified testsare highly recommended as partofa foundation for meaningful
evaltiation, and

— Lfcanditional” means that the test shall he performed if and only if it is applicable tb a feature
identified in the specification of the system or component under evaluation, for example, performing
the lane changing test (T6) if the RSE is characterized as multilane.

Table 1 provides an overview of the parameters for which tests are defined in this document to measure
the performance and assess the level of conformance of an EFC system or components under test.

Table 2 provides a list of the quality tests.

© IS0 2020 - All rights reserved 9
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Table 3 provides a list of parameters that are necessary for pre-tests and whose performance and
conformance are tested by reference to existing standards or Technical Specifications.

NOTE The tests have been categorized into inspection tests, laboratory tests, simulation tests, and field
tests. The appropriate test or types of tests are indicated, in the following tables, for each parameter. It is not
expected that all the named types of tests for a parameter will be performed on that parameter. Where a set
of appropriate tools is available to a test house, it is up to the test house to decide which type of test is most
appropriate to meet its specific remit.

Where a particular category of test shall be performed to conform to this document, the test is indicated
in the following tables with a “p”. Where a particular category of test is optional, this is indicated with

“w,_n

an o.

10 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

2020(E)

ISO 14907-1

‘payy1oads s1 walifio uonouny j1 parjdde aq 03 A[uo 1s3],
juawdinba uoheoru
-NWWOD J[IqOW “I3UOIIPUOD IIE “I0[0d
“J1omyured ‘odeys ‘@winjoa ‘safxe jo
0 0 — — ) 79F%T9 Jaquinu ‘Qydrem ‘saanieaj a[o1yaa JayiQ SA
0 Y — — 9] gad7vT9 jauuoq jo yj3ua] YA SONSLI9IORIRYD
o o — — 0 €dYT9 apIYaAJo hpIM| €A o[PIY2A
0 0 — — o) TAYT9 SpIY2A JO WSO | ZA
o o — — o) cdvT9 spIyaajo yjduag|  TA
Z £10831e)
Y Y — — 3 TadcT9 swnjoasyjell,| OTL
0 0 — — D 79CT9 MO[J P9310113Sa.1 — SOLIBUdIS dYjjel], 6L
0 0 — — 0 7919 MO[J 99.) — SOLIBUIIS dYJJe.l], 8L
d o — — | 7dTT9 duimdpeys|  LL
o o — — o) 7gTT9 Surdueyolouey| 9], SUOTIPUOD
o 0 — — ) 7TH9ET9 a[due Sufariq SlL JJJeLL
Y Y - - J TadC¥9 sa[a1yaa jo gaads L
0 0 — — 0 7d4cT9 SHE0 U99M1aq 2OUEBISIp [efiare] el
0 0 — — o) 7d9°cCT9 S9[OIYDA UdaMIa( 3IUBISIP [efiare] ZL
d 0 — — q 7919 SOPAIYAA UMD OUEBISIP [eUIpNIIZUOT] L
d o o d d 719 siysey Ayfeuorpoung| € $159]
o} o} o} d q 719 1593 uonyejuswh[dur] zd uonyeordde
— — — d g 7T uogiepyy10ads a1 Jo uongpiep| T4 odd
0 0 d — q TT9 JUSHMISSOSSE dOUBULIGJUOT) %) uonedIuNuWuwo’)
1 A10831€)
1S91 pIdld | uonenuwis | 41ojeroqeq] | uorydadsuj m_swmﬂwﬂhcu QMMMW.M”M%a sweN wa] JI9joweaed
euor}do = o ‘pawadyrad aq [eys = d
@ n odf) Wmmu I a%em_ 1 ) snjels 1S9, uored’o0q wu_mw.—.

Ayeuonouny — 1 3[qe],

11

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

2020(E)

ISO 14907-1

‘pay1oads st wait o uonyouny ji parjdde aq 03 A[uo31saL, e
0 0 0 — D va4ST9 SUORIPUO) Jay3eam 19Y10 91
0 0 0 — o) ¥4STO SiiAep pue ‘Aypruny ‘eanjesafluay, Sl
0 0 Y — J Td4ST9 isnp pue.piey 4! saouaN[jul
o o o} o ) ¥4ST1T9 saouanpjul [eoryderdodol JoyaQ €l [EIUSUWIUOITAUY
0 0 — 0 ) 74519 saue[ jo JadunN Z1
0 0 — 0 o) yaST9 juowased Jo thpIm | TI
¢ A10831e)
Jnoijeyaq
(DD1) paed 3anda1d pajeadaiul ‘qHO jo
3uIx1y ‘40 Jo a1eas [euonjetado ‘adeljoa
0 0 o — 9) g TTO A1ddns jo uonerrea anoraeyaq 490| ZIA
U99.10SPUIM JO dffpprua
0 0 0 — ) THFTO wo.Jj euuajue ggQ jo Sununow [efiore| TTIA
o o o — o) cAdYvTH euualue 7g0 Jo 1ySroy Sunfmop | 0TA
Ba.JE 9AIND 1IN0 dY3 UI UO|IBIO]
0 (o} o — ) TdY%T9o aue[d [B213.19A ‘SUSIISPUIM JO J[3UyY 6A
S9UJBOD PUE ‘§osnq
“S3[ON.I) ‘SUBA pUR SYIN.I) [[ews|‘S.Ied
0 o} o — ) TdY%TOo aue[d jeauozrIoy ‘Susaldspuim jo [duy 8A
uaa.IospuIm
A311p J0 ‘peajeay ‘pareod ‘pazif[elafu ‘39
0 0 0 — ) TadTT9 Aq pasned "UFIDSPUIM Jo UOIIENIaY LA
sgununow joo.u/(pasord/fado)
Joou uns aoeyans 3ufpeo] unoafoad yaim
sJ9310dsue.) Jed ‘ST0STA uns [eujiaixa
UIIM SILLIO] ‘Ba.le UddJISpuIm $y3 Ul
0 0 — — ) TadYT9 $a91n3on.13s19dns ‘SJUaWIA[d 9A1IONIISUO) 9A
1s91 pIdld | uonjenuis | 41ojeroqe] | uorydadsuj m_m_wm._wwﬂzcu wmw_m_aum.dm—A..a ouweN wal| Iajoureaed
i d e Foa
(reuonido = o ‘paurroyaad aq [feys = d) smeys1saL uoneso] s1sa

ad 4131593 a[qeorddy

(panunuos) T 31qeL,

© IS0 2020 - All rights reserved

12


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

2020(E)

ISO 14907-1

‘payy1oads st wall

o uonyounj j1 parjdde aq 03 A[uo 1s3g,

e

Y Y Y d q AR NAAC) uonje.anp oIy p.ed j.rewy 440 S
Y Y Y d d 0TT9 uoneanp A1e11eq 490 i ‘
¢ H[iqe[reae
o o o d d 72TT9 uonelnp aJi 440| €Y /EN[IqeIPYy
Y Y Y d d 0TTY9 Ani[1qer[a. [oAd[-uondeguel], d
o o} 0 d q D779 walsAs quawdinba ‘syusuoduion IRy
3ulaiaaps pue ‘uonre[pasul JuswaSeuew
— — — d q TZ79 ‘uononpo.ad Juptudoreasp ‘ugiseq 10 Aend
191 pId1] | uonewis | Ajiojeroqe] | uordadsuj m—mww__mum_:ou wwwmwﬂww-w%u QuweN wal JI9jouwered
euondo = o ‘pawigyrad aq [jeys = d
@ n odfy %mwa al “mu: n%‘w_ 1 ) snjels 1S9, uones’o] SI$9L

Anend — z 9[qe],

13

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

2020(E)

ISO 14907-1

‘patyoads st well

o uonounj ji patjdde aq 03 A[uo 3s9],

e

d | €ITE9 Ayunfuw| 719
d d €d€CE9 uorsgiuy T4 o
d d TdTE9 AyoyeS QLA
d g TATE9 [edr3ojorq/fesriayy | LA
d d 7aA7T¢€9 LZRIRE sEY e LA JUSWUOITAUY
d d TATE9 [eorueoay|  zLd
d d 7TATE9 goroweded Jiseg|  TLA
d | TdTEO £ IpAe ca
d 4 TATED zaphe|  za Ddsd
d | TITEO TIpAe] 1a
SuoTeIAot /Spreputie o1 dart e m) | fotsed | seneioqns o1 svusioje SN wo |  amomervy
adfy31s9], SN1eIS 1S9, Uonedoq S1S9L

$1591-21d pasuaId)ey — € d[qeL

© IS0 2020 - All rights reserved

14


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

5.3

ISO 14907-1:2020(E)

Test plan

The manufacturer or the test house carrying out the type approval or acceptance testing shall devise an
individual test plan for each tested EFC system or EFC component, in accordance with Figure 3, taking
into account the system-specific characteristics of the EFC application. With respect to type approval,
the requirements of applicable standards or other normative and referenced documents shall be tested
by the manufacturer or by a test house.

With respect to acceptance tests, only the features that are specified or implicit in the system
specification shall be tested. Where additional features are provided for contingent use at some future
date, these shall be tested only if such contingency is included in the system specificat

on. Where

addjitional features are present in products supplied, but are neither used nor included in

spe
effe

Res
req
mal

Intd
acc

5.4

The
by ¢

Cification or implementation, there is no requirement that they shall be tested unless th
ct on the operation of the system.

fhe system
ey have an

ults of pre-tests that have already been passed shall be compared with the”application-specific

hirements. If deviations are detected, additional tests will need to be carried-out. The tes
ke references to each listed test parameter with respect to the following details:

identification of test parameter and item;

reference of the related requirements/severity of the test;

required equipment and documentation;

selected test type;

required test equipment, measurement equipmentyinterfaces, and tools;
required test environment;

department carrying out the test;

required documentation of the testssand the results (see G.5).

rdependencies between the results of the different tests are anticipated and shall be
unt by the manufacturer or the'test house. An example test protocol form is given in G.5|

Required documentation

following listed do€umentation shall be supplied by the manufacturer to carry out the te|
test plan:

system deseription (overview, block diagrams);

system-specification including functions, timing, operational data on a detailed level;

t plan shall

taken into

Sts defined

safety and security concept (threat analysis, implemented measures to detect and conti

ol failures,

threats;amnd 1uauipu1atiuub),

user documentation (service provider and user);
specification of ambient conditions;

operational directives;

quality assurance directives, development rules;

maintenance and installation directives;

list of all available documents from the manufacturer relating to the EFC system under test created

during the design and manufacture of the equipment.
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6 Inspection and tests

6.1 Functionality tests

6.1.1 Communication

The test specifications with regard to communication are defined in ISO/TS 14907-2. It specifies the
tests that verify on-board unit (OBU) conformance of implemented communication (transaction)
protocols to conform with the specifications given in ISO 14906 to be used for EFC applications.

NOTE
accordance

ISO/TS 144
for the foll

— Dbasic[j
EFC ap
EFC at

addres
interfg

EFCtr

behaviour of the interface.

bO/TS 14907-2 can also be used as a source of Insplration for roadside equipment testin|
with 1SO 14906.

wing:

SRC L7 functionality;

plication functions;

fributes;

ce (MMI);

hnsaction model;

=]

007-2 describes general requirements for conformance testing and specific test procedyres

sing procedures of EFC attributes and (hardware) components, e.g. ICC and man-machine

oth
ted
bns,
are
nts,

and

6.1.2 EF[ application

6.1.2.1 (eneral

The tests 4re related to components or to(ajcomplete EFC system consisting of an OBE, RSE, or 1
and RSE/OBE in combination. The objective of the tests is to validate that the equipment to be te{
fulfils the flunctional and technical requirements of the specification. The proof consists of inspecti
simulationp, and tests which are tgensure that the system specifications and the equipment of EFC
in conformiance with the EFC requirements based on standards and regulations, national requirems
and other fequirements.

6.1.2.2 and 6.1.2.3 describe“a set of tests (see also Annex B); which of those tests are relevant
sufficient to prove the performance of an EFC system or its components shall be defined by a test plan
(see 5.3).

The EFC aglplication test is divided into two sections:

a) validation/of the EFC specification;

b) inspection and test of the EFC system under test (SUT) or component under test.

The relatio

16

nship between the test sections is shown in Figure 4.
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EFC Requirements based on

Specification European Standards and
of SUT Regulations
and other National
Requirements
Q
N

&
<<(s)\ Validated
SUT QQ SUT Specification

N\

Equipment 5\0\
\\S\@

Validated
SUT Equipment
O .
N
O%
Q??~ Figure 4 — Structure of application tests

@2.2@%}%55% the validation of the EFC system specification with respect to the design spgcification.
The ctive is a validation of the system specification to verify that it is in conformance wjth the EFC
requirements based on standards and regulations, national requirements, and other requirements. The
activity consists of inspection and analysis of the referenced documentation. The output of this phase is
an authorized and valid system specification of the SUT which meets the requirements of the selected
standards and regulations. Additionally, a test plan will be specified which identifies the required test
steps to prove the performance of the SUT.

6.1.2.3 addresses EFC equipment that is designed according to a validated system specification. The
activities of this section are inspections, simulations, and tests. Before the functionality test can start,
an implementation test (pre-test after installation) is carried out to ensure the principal performance of
the system. The implementation includes the activities of installation and commissioning. The objective
of the tests is to validate the conformity of the equipment with the specification and compliance with
the EFC requirements of standards and regulations, national requirements, and other requirements.
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The inspection and test shall take into consideration results of tests that have been previously
performed, e.g. quality tests and reference tests, and shall be detailed by a test plan (see 5.3).
Annex B contains a list of tests that are related to traffic conditions, vehicle characteristics, and other
environment influences. Annex H provides examples of EFC scenarios as part of a functionality test.

6.1.2.2 Validation of the SUT specification

EFC application test
Name: Validation of the specification (F1)
Group: EEC qpplir‘qﬁnn
Purpose: To ensure that the specification of the SUT or component is in conformance with the-EEQ
requirements of standards and regulations, national requirements, and user requitenerts.
Requiremeht — National requirements for EFC.
reference:

— EFCrequirements for a DSRC communication.

— User requirements of the specified EFC application.

(72}

Default: All specifications to be inspected shall be in conformance regarding.the DSRC regulation
and DSRC standards applicable in the countries and regions in whieh the system or
component will be operated.

Test A set of documentation as listed in 5.4 is required.

configuration:

Behaviour The task consists of inspection and analysis (Annex G)of the provided documentation. Tihe
description: details of the system specification of the SUT are compared with the requirements of thg

EFC standards and regulations, national requirements, and user requirements.

The documentation is inspected concerningéompleteness, validity, unambiguity,
consistency, and understandability.

The analysis is carried out to evaluatethe system structure, reliability figures, measure$ to
detect and control failures, timing behaviour, security and safety, maintenance, and othgr
technical and non-technical measu¥es concerning system performance.

Constraint None
reference:
Verdict: Test result Verdict

Authorized and valid system specification of |Pass
the SUT. Test planfor the performance proof.

The system.specification does not conform |Fail
to the requirements. List of discovered
deviations.

Comments;

6.1.2.3 Ipspection and test of SUT

EFC application test
Name: Implementation test (F2)
Group: EFC application
Purpose: The objective of this test is to verify that the specified EFC system (SUT) or component is in
conformance with the fundamental requirements of the EFC application.
Requirement Validated system specification of the SUT.
reference:
Default: Certified DSRC equipment according to the requirements of DSRC regulations and

standards applicable in the countries and regions in which the system or component
will be operated.

18 © IS0 2020 - All rights reserved
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EFC application test

Test
configuration:

— Documentation and equipment according to test plan.

— Test facilities according to test plan.

Behaviour de-
scription:

The SUT or component shall be tested according to the specified requirements.
Prerequisite for the inspection and test is a validation of the system specification, certified
DSRC equipment according to the DSRC standards and a qualification of the SUT in
accordance with other fundamental requirements.

The qualification of this phase consists of inspection, test, and simulation. The work is
separated into the following steps:

1. Verification of the quality items of 6.2 and Annex C.

2. Inspection of the hardware and software to confirm that the systemtequirgments
(validated SUT specification) are implemented in the SUT.

3. Inspection of housing protection, electrical safety, shielding, @nd earthing of installed
equipment.

4. Test of range of electromagnetic emissions, EMC interference, and environnpental
conditions.

Simulation of functions of the SUT to verify its ability:to meet the functionality tpsts
(traffic, vehicle, environment, and communication requirements). The simulatiofs are
carried out according to the specifications of A1ihex G (simulation).

— Test of the basic functions and adjustment of RSE-transmitter/receiver
(communication zone) and determination of the footprint range (static test without
vehicle).

— Test of basic communication funetions between RSE and OBE in relation to the
determined footprint range;ef'the antenna (static test without vehicle).

— Test of subsystems (OBE, chipcard, and RSE) to perform the functions as spkcified in
the SUT documentatioir.

Corjstraints

The requirements of'the tests are according to the details of the documents identified

ref¢rence: under “requirement reference”.
Verdict: Test result Verdict
The resultsiare stating the SUT ability to Pass
meet principal requirements under specific
conditions.
The SUT does not meet the principal Fail
requirements.
Corthments:
EFC application test
Name: Functionality tests (F3)
Group: EFC application
Purpose: The objective of this test is to validate that the installed EFC system (SUT) or component is
in accordance with the specifications of the SUT or component.
Requirement — Validated system specification of the SUT.
reference:

— EFCrequirements for a DSRC communication.
— National requirements for EFC.

— User requirements of the specified EFC application.

© IS0 2020 - All rights reserved 19
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EFC application test

Default: Certified DSRC equipment according to the requirements of DSRC regulations and DSRC
standards applicable in the countries and regions in which the system or component will
be operated.

Test — Documentation and equipment according to test plan.
configuration:
— Installed EFC equipment according to the manufacturer's instructions.

— Test facilities according to the test plan.

Behaviour The SUT shall be tested according to the specified requirements. Prerequisite for the
description: functiomatity testisastccessfulpassof thretestscommmumicatiom;quatity,andpre-tests:
The tests are carried out according to a test plan.

The qualification procedure of this section is separated in inspections, tests, and
simulations. The following steps are required:

1. Simulation of functions of the SUT to verify its ability to meet traffic, ¥ehicle,
environment, and communication requirements. The simulations are\earried out
according to the specifications of Annex G.

2. Testof the integrated functionality of the selected EFC protecols within the affectedl
communication area including overlapping of different communication units under
basic requirements (static and dynamic tests).

3. EMC interference on realistic applications, e.g. mobile'radio, of DSRC functions to
verify resistance from outside.

4. Real-time simulation of traffic and vehicle seenarios (Annex B) to verify the ability ¢f
the SUT to meet traffic, vehicle, environmeént, and communication requirements.

5. Real traffic and vehicle scenarios (Anhex B use of vehicles or special constructions)|to
verify the ability of the SUT to mee®traffic, vehicle, environment, and communicatipn
requirements.

6. Real traffic and vehicle scenarios (Annex B) based on different EFC transaction
profiles to verify compatibility and interoperability characteristics.

Constraint The requirements of the tests are according to the details of the documents identified
reference: under “requirement reference” and the details of selected classes of performance.
Verdict: Test result Verdict

The results confirm the ability of the SUT Pass
to meet funetionality, compatibility, and
interoperability requirements based on the
conditions-of all carried-out tests.

Notin'accordance with the specifications. Fail

Comments;

6.1.3 Trpffic conditions

Table 4 shows typical traffic conditions, for which individual test case specifications are described in B.2.

Table 4 — Traffic conditions

No. |Traffic conditions

T1 |longitudinal distance between vehicles

T2 |lateral distance between vehicles
T3 |lateral distance between OBEs

T4 |speed of vehicle

T5 |angle of approach

20 © IS0 2020 - All rights reserved
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Table 4 (continued)

No. | Traffic conditions

T6 |lane changing

T7 |shadowing

T8 |traffic scenarios — free flow

T9 |traffic scenarios — restricted flow

T10 |traffic flow (vehicles/h)

Conditions T1 to T3 and T5 to T7 are shown in Figure 5

ISO 14907-1:2020(E)

[ (O]}

Figure 5 — Traffic conditions

6.1.4 Vehicle characteristics

Table 5 shows typical vehicle characteristics for which individual test case specifications have been

described in B.3.

Table 5 — Vehicle characteristics

No. Vehicle characteristics

V1 length of vehicle

V2 height of vehicle

© IS0 2020 - All rights reserved
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Table 5 (continued)

No. Vehicle characteristics
V3 width of vehicle
V4 length of bonnet
V5 other vehicle features, weight, number of axles, volume, shape,
paintwork, colour, air conditioner, mobile communication
equipment, trailer
Vé6 constructive elements, superstructures in the windscreen
area, lorries with external sun visors, car transporters with
projecting loading surface sun roof (open/closed)/roof
mountings
V7 attenuation of windscreen, caused by, e.g. metallized, coated,
heated, dirty windscreen
V8 angle of windscreens, from horizontal plane cars, small trucks
and vans, trucks, buses, and coaches
V9 angle of windscreens, vertical plane location in the outer
curve area
V10 mounting height of OBE antenna
V11 lateral mounting of OBE antenna from middle of wiihdscreen
V12 OBE behaviour, variation of supply voltage, operational state
of OBE, fixing of OBE, ICC behaviour

The vehiclg

characteristics in Table 5 excluding V5 to V7 and V¥2-are shown in Figure 6.

V2 \' */ P /o V10 l N
J V4 |4 Ty
RS i p
_?" ____L:__f[_/______\ N
9& v+3 M - 1 V11 \ N
v | . v
S
Footprint -
k L
L >
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Figure 6 — Vehicle characteristics
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6.1.5 Environmental influences

Table 6 lists environmental influences for which individual test case specifications have been
described in B.4.

Table 6 — Environmental influences

No. |Environmental influences

I1 |width of pavement

I2 |number of lanes

I3 |other topographical influences

[4 |water and dust

I5 |temperature, humidity, and daylight

I6 |other weather conditions

Thg environmental influences I1 and 12 are shown in Figure 7.

12

Figure 7 — Environmental influences

6.2 Quality;tésts

6.2{1 , Quality management

62 4.4 A TelaWaVaVaVa Wy =1 ol SR dui 1 Cie .| |
ke Lo L 10U UUU Ldllily O HICT IIdlivlidl oldiiudiuas

The ISO 9000 family of International Standards are intended to provide a generic core of quality system
standards applicable to a broad range of industry and economic sectors. The management system of
an organization is influenced by the objectives of the organization, its products, and practices specific
to the organization. One of the main objectives of quality management is to improve the systems and
processes so that continual improvement of quality can be achieved.

ISO 9000 describes fundamentals of quality management systems and specifies the terminology for
quality management systems. ISO 9001 specifies requirements for a quality management system
where an organization needs to demonstrate its ability to provide products that fulfil customers' and
applicable regulatory requirements and aims to enhance customer satisfaction. ISO 9004 provides
guidelines that consider both the effectiveness and efficiency of the quality management system; its
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purpose is to improve the performance of the organization and to ensure satisfaction of customers and
other interested parties.

6.2.1.2

ISO 9001 compliance requirements

Manufacturers of EFC equipment who wish to claim compliance with this document shall use all the
applicable test procedures specified herein. In addition, manufacturers of EFC equipment should comply
with the requirements of ISO 9001 or an equivalent quality management system (QMS).

6.2.2 Reliability and availability

Reliability
analytical

For the RS]

type a
possib
ability

centra
RSE le

For the OB

There are
prescriptid

— RSE-O
physic
batter

life du

Specific re
statistical

6.3 Refe

The EFCro
comply wif

EXAMPLE
equipment

reliability model, a simulation model, or test on samples of equipment.

£, a reliability model shall include factors such as the following:

hd number of communication units involved for a given toll charging pointorplaza;
lity of component or subsystem redundancy to avoid failure;

to store transactions in standalone mode in case of failure of the link between RSE
system: this is not strictly speaking a DSRC functionality, buf)should be performed at
Vel, and is a key point for many tolling systems.

H, physical tests will be performed on sample equipment.

some issues that are specific to the DSRC environment and which need specific
n, such as the following:

BE transaction reliability;

bl life duration of an OBE given the conditions in a vehicle;
 duration of an OBE under operatitig conditions;

ration of smart card (e.g. contacts, memory read/write cycle).

liability and availability (tests for these aspects are described in Annex C. Examples
talculations are described in Annex E.

renced pre-tests

adside and on-board equipment must comply with the radio equipment regulations and s
h the standards applicable in the countries and regions in which it will be operated.

Inithe European Union, Directive 2014/53/EU is applicable for making available of r
n the EU market.

and availability shall be determined using standard methodologies, for instance, ysing

and
the

test

for

hall

hdio

The relevant parameters shall be considered during the specification of a test plan. Results of previously
performed tests and approvals shall be taken into account and shall be compared with the requirements
of the specific EFC application.

6.3.1 DS

RC

The range of the DSRC tests shall cover the following areas:

24

physical layer at 5,8 GHz;
data link layer;

application link layer.
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mples of referenced DSRC tests are listed in E.1.

2 Environment

The range of the environment tests shall cover the following areas:

climate;
mechanical;

electrical;

Examples of referenced environment tests are listed in F.2.

6.3
The

Examples of referenced environment tests are listed in E:3;

7

7.1
Tes
con

The
sha
doc
The
inl

Am

chemical/biological;

safety.

3 EMC
range of the EMC tests shall cover the areas:
emission;

immunity.

Evaluation and certification

Evaluation

[ houses or test laboratories that.evaluate EFC components or complete EFC systems sk
h ISO/IEC 17025. The objectivé of the evaluation is to assess a complete EFC syst
ponents regarding compliance with the specified requirements.

basis of an evaluation js\the test results of a type approval and/or an acceptance test.
1 be documented by a‘test report. The tested object (EFC component or system) in
Lmentation, standards, and regulations that were used is defined unambiguously and
test report forms the basis for the certification. The report shall contain relevant inform
b0/IEC 17025:2017, 5.10.

png the itemrsto include are the following:

identification of the test report;

all comply
em or EFC

All results
luding the
completely.
htion found

identification of the tested equipment or component (e.g. manufacturer, type, serial nun

ber);

name and address of the test house;
purpose of the evaluation;
standards and regulations applied;
test procedures and results;
summary evaluation result;

date and signature of the person responsible for the evaluation.
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7.2 Certification

Test houses or certification bodies that certify EFC components or complete EFC systems shall comply
with ISO/IEC 17065.

The identification of conformity with standards and regulations may be done in the form of a certificate
and/or a mark on the components of the system. The certificate shall contain relevant information
found in ISO/IEC 17065:2012, 7.7.

Among the items included are the following:

— identifjcatiomrof thecertificate;

— name and address of the certification body;

— tested|equipment (manufacturer, type, serial number);
— intendpd application;

— standqrds and regulations applied;

— testrepults;

— specific requirements;

— reference to evaluation report;

— date, cpmpany seal, signature of the person responsible for<certification.
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Annex A
(informative)

How to use this document

General framework
H-HAHREeWOFK

Thd
doc

The

b)

FCITEITT

objective of this annex is to provide guidance to assist the successful implementat]
ument.

principal parties who will use this document will be manufacturers, operators, and test

Manufacturers (first party) are those designing and producing EFC equipment which
in compliance with standards and regulations. Manufacturers should use test proce

with determined EFC requirements. Use of the tests and procedures enables the man
carry out factory tests which are comparable with tests carrie@out by independent test
with tests carried out after installation of the EFC equipmeit.

Operators (second party) of EFC equipment need certainty that EFC equipment is tes
procedures which are sufficient and capable to guarantee conformance with standards, 1
and own specified requirements. Therefore, opérators should choose test procedu
document and define parameter classes in order to specify a test programme for th
application. Operators are recommended to.choose an independent test house to carry
programme.

Operators further require to be able to-compare EFC equipment of different manufactut
by different test houses. The test-.procedures determined in this document are designe
such comparison.

Test houses (third party)«equire a common basis of test procedures which is deter
defined to enable them té reliably and consistently test and prove compliance to standal
the declared or required’/performance. The test houses carry out the assessment of an
according to a specified test plan which has to be agreed by the operator of the sys
the national authoerity which is responsible for the operation of the EFC system. The td
recommendedto’be designated and accredited by a national accreditation body for c3
the assessnient activities.

Alt

ough net part of the formal relationship between the manufacturer and operator, the

seryice requires highly reliable EFC equipment. Tested and certified equipment, based o
tests,and procedures carried out by independent test houses using this document, ensures tH

ion of this

houses.

has to be

dyres of this
document for prototype testing to demonstrate and ensure a level-of performance inL:Eccordance

acturer to
houses and

ted by test
egulations,
Fes of this
e designed
ut the test

ers, tested
] to enable

mined and
‘ds to meet
FC system
em and by
st house is
rrying out

user of the
h qualified
at systems

meet the claimed performance levels and provides reassurance to users

This document is designed to enable operators and suppliers of EFC systems to measure conformance
with system functional requirements. It also assists determination and verification of common criteria
and performance to enable interoperability in a commonly determined region (such as pan-European)
based on the DSRC.

Tests are of a basic or conditional nature. Whether or not a test is basic or conditional depends on the
exact nature of the parameter under test in respect of the functionality of the system required by the
operator, regional legislation, and agreed parameters between regional groups of operators.

The test parameters and procedures within this document have been functionally organized into
groups which are defined in Clause 5.
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A.2 Step-by-step guidance

This subclause describes the expected steps required to execute the procedures in this document.

Step 1

The parties are firstly defined and mutually agreed. Normally, this comprises one or more operators
(second party), one or more equipment and system providers (first party), and one or more test houses

(third part
Step 2
Any design

shall first
safety, and

declarations or results of previously performed tests and approvals from a test house that comp

with [SO/I
Step 3

Where thé
already de
have the r
guarantees

Step 4

Each para
performan
performan
of class rg
requireme

manufactufrer.

Step 5

The test h|
parameter

Step 6

The test ha
and test pr

Step 7

The test h
the results

y)-

ensure that the system or equipment complies with the radio emission, EMC reguldti
other regulations of the countries in which they are to be operated. All manufactury

EC 17025 are made available. Missing tests are carried out.

re are general equipment requirements (such as safety, EMC), the¢ appropriate tests

psponsibility of assuring such compliance, relieves operatops of the research, and prov
to both operators and users that mandatory requirements-are met.

meter of a typical EFC application is normally cdetermined into a number of requ
ce levels of increasing severity (described as “classes”) to provide clear reference level
ce for system design. The parties mutually-define and agree the particular combina
quirements for each parameter; this is \normally as part of a system specification
nts as part of a “call for tender”, or the declared performance in publicity material

puse tests each parameter.against the requirements to meet the required class for
or tests and determineswhich class level is achieved for the parameter.

use issues a testreport with all results with respect to defined and applied test parame
pcedures.

buse Compares the test results of the test parameters with the defined requirements

ated test house used to ensure compliance of any system or equipment with this docunlent

bNS,
er's
lies

are

termined in existing standards. This document provides a chécklist for test houses which

des

red
s of
[ion

or
pf a

that

fers

and
use

of existing approvals. In the case that all relevant requirements are fulfilled, the test hd

issues a ce

28
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Annex B
(informative)

Traffic, vehicle, and other performance tests

HCES

B.1—Traffic conditions, vehicle-characteristics,-and-envirenmental influe
B.1.1 General

Tra
tha
the
Use

B.1
The

infl
the

B.1

Ref
env

The

may be carried out according to the procedures and recommendations stated by this dd
following, a specific test case description is used for each test item of the above-mentior
ful combinations of several items are already identified in the separate tables.

.2 Objective

objective of the tests regarding traffic conditions, vehiele characteristics, and env
liences is to verify that the EFC equipment (i.e. OBE and-RSE), including DSRC air inter
requirements of the referenced documents concerning.these items.

.3 Requirements

brence for these tests are the details regarding traffic conditions, vehicle charactet
ironmental influences of the following docufnent sources:

validated specification of the EFC system or equipment;

DSRC regulations and DSRC standards applicable in the countries and regions in which
or component will be operated;

EFC regulations and standatds;
national requirements for EFC;
requirements of-the’specified EFC applications;

user requirements.

'fic conditions, vehicle characteristics, and environmental influences are closely linked in field tests

cument. In
ed groups.

ronmental
Face, fulfils

istics, and

the system

o B.12 and

se requifements can be different for different implementations as required; in Tables B.1

Tabjes BJ18 to B.20, in cases where no value is specified, this is indicated with “tbd” for the|parameter
“Default”
All tests are operated In representative but sate focations and Never violate tratiic satety requirements.
B.2 Traffic conditions
Table B.1 — Traffic conditions — Longitudinal distance between vehicles
Dynamic behaviour tests

Name: Longitudinal and close longitudinal distance between vehicles (T1)

Group: Traffic conditions

Purpose: EFC transaction performance for longitudinally distance between vehicles
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Table B.1 (continued)

Dynamic behaviour tests

Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:

— EFC application
Default: tbd (see B.1.3)
Test — tools: data logger, software tool, or equipment for performing EFC transactions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs (traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the communication zone, thé transactiof is
description: monitored on a pass/fail basis, and a data logging of the RSE is recorded

— test steps: definition of the desired vehicles, definition of their stiecession order, chgice
of the number N of runs, observation of the N runs

— instructions: driving instructions given to the vehicle dkivers in order to comply with
test definition

— the particular traffic condition will be described-and recorded in a database

Constraint T1, according to speed class (T4) and traffic scenaries (T8) as defined in Table 4
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incase any failure has occurréd which is not caused by the item under test, the spedific

test run is repeated. If thelfailure is of a persistent nature, it shall be assigned to|the
respective test item.

b) In case a single transaction fails, which statistically occurs for any real transacfion
error performarice) a second identical test run is carried out. If the repeated run aftpr a
failed run shewsmo error, the verdict “pass” is valid.

¢) This testimay be usefully combined with traffic scenarios (T8) with up to five vehifles
in accerdance with safe distance.

d) In‘case of closely longitudinally spaced vehicles, a simulation can be useful (twq or
three private cars with OBE on a car transporter).
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Table B.2 — Traffic conditions — Lateral distance between vehicles

Dynamic behaviour tests

Name: Lateral distance between vehicles (T2)
Group: Traffic conditions
Purpose: EFC transaction performance for close lateral distance between vehicles
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref roencoe:
— EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, yehicles, gantry
Bellaviour — methodology: for each bulk of vehicles crossing the communication| zone, the
description: transactions are monitored on a pass/fail\basis, and a data logging of [the RSE is
recorded
— test steps: definition of the desired‘\wvehicles, definition of the number |of vehicles
simultaneously crossing the toll zone, choice of the number N of runs, obdervation of
the N runs
— instructions: driving instructions given to the vehicle drivers in order to cpmply with
test definition
— the particular traffic condition will be described and recorded in a databas¢
Corjstraints T2 according to speed.¢elass (T4) and traffic scenarios (T8) as defined in Table 4
ref¢rence:
Verdict: Test result Verdict
No failed transaction Pass
One ormore transactions failed Fail
Corphments: a) . In case any failure has occurred which is not caused by the item under test, fhe specific
test run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.
b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.
¢) This test will be useful in multilane configurations of course, but may be egvisaged for

single lane and pseudo multilane if motorcycles are involved.
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Table B.3 — Traffic conditions — Lateral distance between OBEs

Dynamic behaviour tests

Name: Lateral distance between OBEs (T3)
Group: Traffic conditions
Purpose: EFC transaction performance for close lateral distance between OBEs
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:
— EFCapplication
Default: tbd (see B.1.3)
Test — tools: data logger, software tool, or equipment for performing EFC transagtions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs)(traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each bulk of vehicles crossing the communication zone, |the
description]: transactions are monitored on a pass/fail basis~and a data logging of the RSE is
recorded

— test steps: definition of the desired vehicles, definition of the number of vehigles
simultaneously crossing the toll zone, cheice of the number N of runs, observatiof of
the N runs

— instructions: driving instructions given to the vehicle drivers in order to comply with
test definition

— the particular traffic condition will be described and recorded in a database

Constraint T3 according to speed class {14) and traffic scenarios (T8) as defined in Table 4
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incasedny failure has occurred which is not caused by the item under test, the spedific

testrUn is repeated. If the failure is of a persistent nature, it shall be assigned to|the
respective test item.

b)\‘In case a single transaction fails, which statistically occurs for any real transacfion
error performance, a second identical test run is carried out. If the repeated run aftpr a
failed run shows no error, the verdict “pass” is valid.

c) This test will be useful in multilane configurations of course, but may be envisaged for
single lane and pseudo multilane if motorcycles are involved.

d) To carry out test for very closely laterally spaced OBEs, simulation can be useful (two
or three OBEs each car).
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Table B.4 — Traffic conditions — Speed of vehicle(s)

Dynamic behaviour tests

Name: Speed of vehicle(s) (T4)
Group: Traffic conditions
Purpose: EFC transaction performance as a function of vehicle speed
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref roencoe:
— EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, yehicles, gantry
Bellaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded
— test steps: definition of the desired vehicles, definition of their speed, choice of the
number N of runs, observation of the Mruns
— instructions: driving instructioms'given to the vehicle drivers in order to cpmply with
test definition
— recording of vehicle speed\(e.g. electronic tachograph)
— the particular traffic'eondition will be described and recorded in a databas¢
Conjstraints T4 driving in normal direction according to traffic scenarios (T8, T9) and traffiqflow
refe¢rence: (T10), driving against the normal driving direction and driving in the reverse direction
under
conditions where traffic safety is not compromised.
Verdict: Test result Verdict
No failed transaction Pass
One\or more transactions failed Fail
Corthments: a) Incase any failure has occurred which is not caused by the item under test, the specific
test run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.
b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid
c) Vehicle speed is related to vehicle class.
d) For each speed class, a number of discrete values may be chosen; for instance, testing

high-speed multilane may be undertaken at 90 km/h, 120 km/h, 160 km/h,
(evaluation of recorded speed with electronic tachograph or equivalent).

and higher

© IS0 2020 - All rights reserved

33


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

ISO 14907-1:2020(E)

Table B.5 — Traffic conditions — Angle of approach

Dynamic behaviour tests

Name: Angle of approach (T5)
Group: Traffic conditions
Purpose: EFC transaction performance on bends in the road without changing the lane
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:

— EFCapplication
Default: tbd (see B.1.3)
Test — tools: data logger, software tool or equipment for performing EFC transactions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs)(traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the communitation zone, the transactiof is
description: monitored on a pass/fail basis, and a data logging of.the RSE is recorded

— test steps: definition of the desired vehicles, definition of their succession order, chgice
of the number N of runs, observation of the V. ruins

— instructions: driving instructions givencto-the vehicle drivers in order to comply with
test definition

— the particular traffic condition will'be described and recorded in a database

Constraint T5 according to speed class (T4) and traffic scenarios (T8), one car in a group of 5 to 10
reference: vehicles
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incase any failure has occurred which is not caused by the item under test, the spedific

test run.is repeated. If the failure is of a persistent nature, it shall be assigned to [the
respective testitem.

b) In‘case a single transaction fails, which statistically occurs for any real transaction
etrror performance, a second identical test run is carried out. If the repeated run aftr a
failed run shows no error, the verdict “pass” is valid.

c) This test is likely to be usefully coupled with vehicle characteristics tests V6, V8,|V9,
V10, V11, as the performance of the DSRC air interface is affected by the OBE/beakon
angle (presence of side lobes, increased effect of adjacent beacons interference, etc.),
especially for low speeds/high angle configurations.

d) For each speed class, a number of discrete values may be chosen; for instance, testing
high-speed multilane may be undertaken according to requirement reference.
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Table B.6 — Traffic conditions — Lane changing

Dynamic behaviour tests

Name: Lane changing (T6)
Group: Traffic conditions
Purpose: EFC transaction performance for changing the lane
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
refprence: — EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFC transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test pufputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, vehicles, gantry
Bellaviour — methodology: for each vehicle crossing the cammunication zone, the transaction is
description: monitored on a pass/fail basis, and a data logging of the RSE is recorded
— test steps: definition of the desired vehicles, definition of their succession ofder, choice
of the number N of runs, observation efithe N runs
— instructions: driving instructions<given to the vehicle drivers in order to cpmply with
test definition
— the particular traffic condition will be described and recorded in a databas¢
Conjstraints T6 according to speed class(T4) and traffic scenarios (T8), one car in a group of]5 to 10
ref¢rence: vehicles
Verdict: Test result Verdict
No failed transaction Pass
One or morge-transactions failed Fail
Corpments: a) Incdseany failure has occurred which is not caused by the item under test, the specific
teStrun is repeated. If the failure is of a persistent nature, it shall be assigned to the
reSpective test item.
b)~ In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.
c) Vehicle speed is related to vehicle class.
d) For each speed class, a number of discrete values may be chosen; for instahce, testing

nign-speed multiiane mday be undertaken according to requirement rereremn

ce.
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Table B.7 — Traffic conditions — Shadowing

Dynamic behaviour tests

Name: Shadowing car behind bus or truck (T7)
Group: Traffic conditions
Purpose: EFC transaction performance for shadowing
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:
— EFCapplication
Default: tbd (see B.1.3)
Test — tools: data logger, software tool, or equipment for performing EFC transagtions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs)(traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the communitation zone, the transactiof is
description: monitored on a pass/fail basis, and a data logging of.the RSE is recorded

— test steps: definition of the desired vehicles, definition of their succession order, chgice
of the number N of runs, observation of the V. ruins

— instructions: driving instructions givencto-the vehicle drivers in order to comply with
test definition

— the particular traffic condition will'be described and recorded in a database

Constraint T7, according to speed class (T4),ittaffic scenarios (T8)
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incase any failure has occurred which is not caused by the item under test, the spedific

test run.is repeated. If the failure is of a persistent nature, it shall be assigned to [the
respective testitem.

b) In‘case a single transaction fails, which statistically occurs for any real transaction
etrror performance, a second identical test run is carried out. If the repeated run aftr a
failed run shows no error, the verdict “pass” is valid.

c) This test may be usefully combined with traffic scenarios (T8), queue driving with fwo
vehicles.

d) The distance between the two vehicles depends on speed and traffic situation
according to requirements of safe distance.
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Table B.8 — Traffic conditions — Traffic scenarios — Free flow

Dynamic behaviour tests

Name: Traffic scenarios — free flow (T8)
Group: Traffic conditions
Purpose: EFC transaction performance for traffic scenarios — free flow
Requirement — EFC requirements for DSRC, May 1994, document CEN/TC 278 [N318]
refprence: — EFC application
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFC transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test pufputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, vehicles, gantry
Beljaviour — methodology: for each vehicle crossing the cammunication zone, the transaction is
description: monitored on a pass/fail basis, and a data logging of the RSE is recorded
— test steps: definition of the desired vehicles, definition of their speed, choice of the
number N of runs, observation of the A\runs
— instructions: driving instructions<given to the vehicle drivers in order to cpmply with
test definition
— recording of vehicle speed {electronic tachograph)
— the particular trafficcondition will be described and recorded in a databas¢
Corjstraints T8, according to speedclass (T4)
ref¢rence:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Cothments: a) (ncase any failure has occurred which is not caused by the item under test, fhe specific
test run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.
b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.
c) Vehicle speed is related to vehicle class.
d) For each speed class, a number of discrete values may be chosen; for instance, testing
high-speed multilane may be undertaken at 90 km/h, 120 km/h, 160 km/h, and higher.
e) The traffic situation should be combined with all vehicle classes and lane changing.
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Table B.9 — Traffic conditions — Traffic scenarios — Restricted flow

Dynamic behaviour tests

Name: Traffic scenarios — restricted flow (T9)
Group: Traffic conditions
Purpose: EFC transaction performance as a function of vehicle speed and the duration of staying in

the communication zone including “stop and go” condition and reverse driving

Requiremept

EEC rnqnirnmnnfc for nQD(" ]\/[ay 1QQA.’ document fFT\II/T(‘ 278 [T\TQ1 Q]

reference:

— EFCapplication

Default:

tbd (see B.1.3)

Test

configuration:

— tools: data logger, software tool, or equipment for performing EFC transactions
— testlocation: site

— interfaces used: RSE access point used to check test outputs (traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehiclesy'gantry

Behaviour
description:

— methodology: for each vehicle crossing the commuhication zone, the transactiof is
monitored on a pass/fail basis, and a data logging)ofthe RSE is recorded

— test steps: definition of the desired vehicles; definition of their succession order, chgice
of the number N of runs, observation of the N'runs

— instructions: driving instructions given-to the vehicle drivers in order to comply with
test definition

— recording of vehicle speed and-the duration of staying in the communication zone

— the particular traffic condition will be described and recorded in a database

Constraint
reference:

T9, duration of staying in the communication zone

Verdict:

Test result Verdict
No failed transaction Pass

One or more transactions failed Fail

Comments;

a) Incdseany failure has occurred which is not caused by the item under test, the spedific
test run is repeated. If the failure is of a persistent nature, it shall be assigned to[the
respective test item.

b)¥ In case a single transaction fails, which statistically occurs for any real transaction
error performance, a second identical test run is carried out. If the repeated run aftpr a
failed run shows no error, the verdict “pass” is valid.

c) Traffic scenarios — restricted flow should be combined with all vehicle classes in a
group of up to 10 vehicles and lane changing.

d) For each duration of staying in the communication zone, a number of discrete values
may be chosen; for instance 10 min or 20 min.
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Table B.10 — Traffic conditions — Traffic flow

Dynamic behaviour tests

Name: Traffic flow (T10)
Group: Traffic conditions
Purpose: EFC transaction performance as a function of traffic flow
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref roencoe:
— EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool or equipment for performing EFCjtransactipns
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, yehicles, gantry
Beljaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded

— test steps: definition of the desired vehicles, definition of their succession o

of the number N of runs, observation.of'the N runs

— instructions: driving instructioms'given to the vehicle drivers in order to c

test definition

— continual recording of traffic flow

— the particular traffic'eondition will be described and recorded in a databas

rder, choice

bmply with

Corjstraints

T10 as defined in Table 4

ref¢rence:
Ver(dict: Test result Verdict
No failed transaction Pass
One op-more transactions failed Fail
Corpments: a) 41n case any failure has occurred which is not caused by the item under test, the specific

test run is repeated. If the failure is of a persistent nature it shall be assi

respective test item.

b) The traffic flow will be recorded continually and independently from the

later evaluation.

bned to the

trials for a

© IS0 2020 - All rights reserved

39


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

ISO 14907-1:2020(E)

B.3 Vehicle characteristics

Table B.11 — Vehicle characteristics — Vehicle geometry and other vehicle features

Dynamic behaviour tests
Name: Vehicle geometry and other vehicle features (V1, V2, V3, V4, V5)
Group: Vehicle characteristics
Purpose: EFC transaction performance for vehicle geometry and other features
Requiremeht — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:

— EFC application

Default: tbd (see B.1.3)
Test — tools: data logger, software tool, or equipment for performing EFCitransactions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test gutputs (traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the €emmunication zone, the transactiof is
descriptior]: monitored on a pass/fail basis, and a data légging of the RSE is recorded

— test steps: definition of the desired vehicles, definition of their succession order, chgice
of the number N of runs, observation.af the N runs

— instructions: driving instructions§ given to the vehicle drivers in order to comply with
test definition

— the particular vehicle characteristics, vehicle geometry, and other vehicle featuresjare
described and recordéd;in central database for evaluation

Constraint V1,V2,V3,V4 and V5 as defined in Table 5
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more'transactions failed Fail
Comments: a) Inease any failure has occurred which is not caused by the item under test, the spedific
test run is repeated. If the failure is of a persistent nature, it shall be assigned to|the
respective test item.

b) In case a single transaction fails, which statistically occurs for any real transaction
error performance, a second identical test run is carried out. If the repeated run aftpr a
foilad v chosac nao avear tho uoaediot Coo oo 1o ol d
faHedrunshowsne-errer-the-verdict—pass—is-vatic:

c) This test is obviously intended to ensure that all vehicles that are likely to use the
operator's toll system will be reliably charged. Therefore, the possible combinations
between V1, V2, V3, V4, and V5 are limited and shall be reasonably chosen among
currently available vehicles.
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Table B.12 — Vehicle characteristics — Constructive elements

Dynamic behaviour tests

Name: Constructive elements (V6)
Group: Vehicle characteristics
Purpose: EFC transaction performance for constructive elements
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref roencoe:
— EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, yehicles, gantry
Bellaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded
— teststeps: definition of the desired vehicles, choice of the number N of runs, ¢bservation
of the N runs
— instructions: driving instructioms'given to the vehicle drivers in order to cpmply with
test definition
— the particular vehicle characteristics and constructive elements are degcribed and
recorded in central database for evaluation
Corjstraints V6 as defined in Table 5
ref¢rence:
Verdict: Test result Verdict
No failed trafisaction Pass
One or moretransactions failed Fail
Corthments: a) In case any failure has occurred which is not caused by the item under test, fhe specific
fest run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.
b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.
c) This test is usefully linked with test V10 and T7, as constructive elements jnay lead to
the reduction of the effective length of the communication zone
d) No “normalized” constructive elements will be defined; it is up to the operator to define

his or her particular requirements for each class of vehicles.
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Table B.13 — Vehicle characteristics — Attenuation of windscreens, dirty windscreens

Dynamic behaviour tests

Name: Attenuation of windscreens (V7)

Group: Vehicle characteristics

Purpose: EFC communication performance of windscreens influenced by, e.g. metallized, coated,
heated, dirty windscreens

Requireme t EEC rnqnirnmnnfc for nQD(" ]\/[ay 1QQA.’ document fFT\II/T(‘ 279 [T\TQ1 Q]

reference:
— EFCapplication

Default: 3 dB one way

Test — tools: data logger, software tool, or equipment for performing EFC transactions

configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs (traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehiclesy'gantry

Behaviour — methodology: for each vehicle crossing the commuhication zone, the transactiof is
description: monitored on a pass/fail basis, and a data logging)ofthe RSE is recorded

— teststeps: definition of the desired vehicles,choice of the number N of runs, observation
of the N runs

— instructions: driving instructions given-to the vehicle drivers in order to comply with
test definition

— the particular vehicle characteristics and attenuation and dirtiness of windscreensjare
described and recorded in central database for evaluation

Constraint V7 as defined in Table 5
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incasedny failure has occurred which is not caused by the item under test, the spedific

testrUn is repeated. If the failure is of a persistent nature, it shall be assigned to|the
respective test item.

b)\‘In case a single transaction fails, which statistically occurs for any real transacfion
error performance, a second identical test run is carried out. If the repeated run aftpr a
failed run shows no error, the verdict “pass” is valid.

¢) Windscreens with different attenuation or different degrees of dirtyving should be used.

Metallized windscreens without the “DSRC Aperture” shall not be used as criterion of
pass/fail.
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Table B.14 — Vehicle characteristics — Angle of windscreens — Horizontal plane

Dynamic behaviour tests

Name: Angle of windscreens — horizontal plane (V8)

Group: Vehicle characteristics

Purpose: EFC transaction performance for angle of windscreens — horizontal plane
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]

ref — EFCapplication

Deffault: 45°

Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:

— testlocation: site

— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, yehicles, gantry

Bellaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded

— teststeps: definition of the desired vehicles, choice of the number N of runs, ¢bservation
of the N runs

— instructions: driving instructioms'given to the vehicle drivers in order to cpmply with
test definition

— the particular vehicle characteristics and angle of windscreens — horizonfal plane —
are described and recorded in central database for evaluation

Conjstraints V8 as defined in Table 5
ref¢rence:
Verdict: Test result Verdict
No failed trafsaction Pass
One or more transactions failed Fail
Corthments: a) In case any failure has occurred which is not caused by the item under test, fhe specific

fest run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.

b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.

c) This test is usefully linked with test V10, as the main effect of angle of wintllscreens —
horizontal plane — is the change the effective communication zone
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Table B.15 — Vehicle characteristics — Angle of windscreens — Vertical plane

Dynamic behaviour tests

Name: Angle of windscreens — vertical plane (V9)
Group: Vehicle characteristics
Purpose: EFC transaction performance for angle of windscreens — vertical plane
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:

— EFCapplication
Default: 0°
Test — tools: data logger, software tool or equipment for performing EFC transactions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs)(traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the communitation zone, the transactiof is
description: monitored on a pass/fail basis, and a data logging of.the RSE is recorded

— teststeps: definition of the desired vehicles, cheice of the number N of runs, observation
of the N runs

— instructions: driving instructions givencto-the vehicle drivers in order to comply with
test definition

— the particular vehicle characteristics and angle of windscreens — vertical plane —Jare
described and recorded in centxal database for evaluation

Constraint V9 as defined in Table 5
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incase any failure has occurred which is not caused by the item under test, the spedific

test runCis repeated. If the failure is of a persistent nature, it shall be assigned to [the
respective testitem.

b) I case a single transaction fails, which statistically occurs for any real transacfion
error performance, a second identical test run is carried out. If the repeated run aftpr a
failed run shows no error, the verdict “pass” is valid.

c) This test is usefully coupled with test T5 (driving at an angle) and T6 lane changing
may also be considered
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Table B.16 — Vehicle characteristics — Mounting heights of OBE antenna

Dynamic behaviour tests

Name: Mounting height of OBE antenna (V10) measured from the road surface
Group: Vehicle characteristics
Purpose: EFC transaction performance for various mounting heights of OBE antenna
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref rencoe:
— EFCapplication
Deffault: 0,7mto 3,0 m
Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, yehicles, gantry
Bellaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded
— test steps: definition of the desired vehicles, definition of their succession ofder, choice
of the number N of runs, observation.of'the N runs
— instructions: driving instructioms'given to the vehicle drivers in order to cpmply with
test definition
— the particular vehicle chaiacteristics and various mounting heights of OBE gntenna are
described and recorded,in central database for evaluation
Corjstraints V10 as defined in Table\3
ref¢rence:
Verdict: Test result Verdict
No failed trafisaction Pass
One or moretransactions failed Fail
Corthments: a) In case any failure has occurred which is not caused by the item under test, fhe specific
fest run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.
b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.
c) OBE antenna height in closely related to vehicle class and combinations betyeen V1, V5
and V4 are limited
d) This test will be usefully coupled with T4 (speed of vehicles) as the main effect of

varying OBE antenna height is to change the effective communication zone.
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Table B.17 — Vehicle characteristics — Lateral mounting of OBE antenna

Dynamic behaviour tests

Name: Lateral mounting of OBE antenna (V11) from middle of windscreen
Group: Vehicle characteristics
Purpose: EFC transaction performance for various lateral mounting of OBE antenna
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:

— EFCapplication
Default: Om
Test — tools: data logger, software tool, or equipment for performing EFC transagtions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test outputs)(traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the communitation zone, the transactiof is
description: monitored on a pass/fail basis, and a data logging of.the RSE is recorded

— test steps: definition of the desired vehicles, definition of their succession order, chgice
of the number N of runs, observation of the V. ruins

— instructions: driving instructions givencto-the vehicle drivers in order to comply with
test definition

— the particular vehicle characteristics and various lateral mounting of OBE antennajare
described and recorded in central database for evaluation

Constraint V11 as defined in Table 5
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more transactions failed Fail
Comments: a) Incase any failure has occurred which is not caused by the item under test, the spedific

test runCis repeated. If the failure is of a persistent nature, it shall be assigned to [the
respective testitem.

b) I case a single transaction fails, which statistically occurs for any real transacfion
error performance, a second identical test run is carried out. If the repeated run aftpr a
failed run shows no error, the verdict “pass” is valid.

¢) This test applies only if it does not conflict with manufacturer’s specification anfl is
mainly useful where the user is required to mount the OBE in his or her vehicle
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Table B.18 — Vehicle characteristics — OBE conditions

Dynamic behaviour tests

Name: OBE behaviour (V12)
Group: Vehicle characteristics
Purpose: EFC transaction performance for OBE conditions
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref rencoe:
— EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, vehicles, gantry
Beljaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded

test steps: definition of the desired vehicles, definition of their succession o
of the number N of runs, observation.of'the N runs

instructions: driving instructiomsigiven to the vehicle drivers in order to ¢
test definition

the particular vehicle characteristics and different OBE conditions are des
recorded in central database for evaluation

rder, choice

bmply with

cribed and

b)

Conjstraints V12 as defined in Table\5
ref¢rence:
Verdict: Test result Verdict
No failed trafsaction Pass
One or more transactions failed Fail
Corthments: a) In case any failure has occurred which is not caused by the item under test, fhe specific

fest run is repeated. If the failure is of a persistent nature, it shall be assi
respective test item.

In case a single transaction fails, which statistically occurs for any real
error performance, a second identical test run is carried out. If the repeated
failed run shows no error, the verdict “pass” is valid.

bned to the

ransaction
run after a
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B.4 Environmental influences

Table B.19 — Environmental influences — Width of pavement, number of lanes, and other
conditions

Dynamic behaviour tests

Name: Width of pavement, number of lanes, and other topographical influences (11, 2, 13)
Group: kEnvironmental intluences
Purpose: EFC transaction performance for width of pavement, number of lanes, and other condjtipns
Requiremeht — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
reference:
— EFC application
Default: tbd (see B.1.3)
Test — tools: data logger, software tool, or equipment for performing EFGtransactions
configuration:

— testlocation: site

— interfaces used: RSE access point used to check test\dutputs (traces of exchanges,
transactions log, ...)

— required equipment: RSE, OBEs for each vehicle, vehicles, gantry

Behaviour — methodology: for each vehicle crossing the’\éommunication zone, the transactiof is
description]: monitored on a pass/fail basis, and a datadogging of the RSE is recorded

— test steps: definition of the desired vehicles, definition of their succession order, chgice
of the number N of runs, observatién of the N runs

— instructions: driving instructions given to the vehicle drivers in order to comply with
test definition

— particular environmentjinfluences will be listed and recorded in a database

Constraint 11,12, 13 to all traffic conditions as defined in Table 6
reference:
Verdict: Test result Verdict
No failed transaction Pass
One or more'transactions failed Fail
Comments: a) Jn.cdse any failure has occurred which is not caused by the item under test, the spedific

test run is repeated. If the failure is of a persistent nature, it shall be assigned to|the
respective test item.

b) In case a single transaction fails, which statistically occurs for any real transactfion
error performance, a second identical test run is carried out. If the repeated run aftpr a

faalodd L 4L Aadaatl 2. AR |
IdlIICU T UIl S11IUVWS TIU TI T UL, LT VETUILL }JCIDD 15 vVdIlu.

c) All traffic scenarios influenced by width of pavement and number of lanes.

d) The influence of other conditions should be evaluated.

48 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

ISO 14907-1:2020(E)

Table B.20 — Other environment influences — Weather conditions

Dynamic behaviour tests

Name: Weather conditions (14, I5, 16)
Group: Environmental influences
Purpose: EFC transaction performance for weather conditions
Requirement — EFCrequirements for DSRC, May 1994, document CEN/TC 278 [N318]
ref roencoe:
— EFCapplication
Deffault: tbd (see B.1.3)
Teslt — tools: data logger, software tool, or equipment for performing EFG.transactjons
corffiguration:
— testlocation: site
— interfaces used: RSE access point used to check test putputs (traces of|exchanges,
transactions log, ...)
— required equipment: RSE, OBEs for each vehicle, yehicles, gantry
Bellaviour — methodology: for each vehicle crossing the,communication zone, the transaction is
description: monitored on a pass/fail basis, and a data Jegging of the RSE is recorded
— test steps: definition of the desired vehicles, definition of their succession ofder, choice
of the number N of runs, observation.of'the N runs
— instructions: driving instructioms'given to the vehicle drivers in order to cpmply with
test definition
— weather conditions recorded automatically and continually
— particular environment influences will be listed and recorded in a databasd
Corjstraints 14, 15 and 16 as defined.in Table 6
refe¢rence:
Verdict: Test result Verdict
No failed transaction Pass
One ormore transactions failed Fail
Corpments: a) 41n case any failure has occurred which is not caused by the item under test, the specific
test run is repeated. If the failure is of a persistent nature, it shall be assigned to the
respective test item.
b) In case a single transaction fails, which statistically occurs for any real fransaction
error performance, a second identical test run is carried out. If the repeated run after a
failed run shows no error, the verdict “pass” is valid.
c¢) Weather conditions recorded automatically for later evaluation.
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Annex C
(informative)

Reliability /availability tests

C.1 Overview

C.1.1 Geperal

The concept of reliability comprises both equipment reliability and transaction reliability. Equipment is
divided fuither into repairable and non-repairable. RSE is typically repairable, but OBE tends to be on-
repairable] This results in the following assignment:

— availability and the mean time between failure (MTBF), applicable to repaifable equipment;
— reliability and the mean time to failure (MTTF), applicable to non-repdirable equipment;

— transaﬁition reliability, expressed in a per-transaction probability of failure, or any equivalent
measufre.

In addition] to the test for obtaining estimates of the above quantities (point estimates), it is usujally
also necesgary to give figures on the preciseness of these estimates, usually in the form of confidgnce
intervals.

Standard gtatistical methods are to be used for calculating these quantities from the measurements;
some exan]ples are given in Annex E.

C.1.2 Avhilability

For availahility calculations, there are two basic figures needed, the MTBF and the MTTR. The definifion
of availabillity, 4, is

4| MTBF
MTBF+MTTR

The MTTH is normally ebfained from manufacturer guarantees and prescribed repair procedures.
The MTBF|can be measured statistically, but this is not always feasible. As an alternative, the sysgem
failure rat¢ can be calculated from an analysis of the system architecture, combining the failure data
of system ¢omponeénts and sub-components (at the lowest level, figures can be obtained from standard
handbookd of component failure rates).

C.1.3 Equ

For non-repairable equipment, the MTTF needs to be determined. This can be done either by analysis in
the same way as the MTBF was determined or by direct statistical observation. In the case of OBE, the
latter course may be feasible, since OBE units may be available in sufficient quantities to observe the
failure rate A; the MTTF is then equal to 1/A. If the number of units available is too small, the observation
period needs to be very long to achieve the required level of confidence. In any case, the observation
period needs to be long enough to eliminate initial errors, or “burn-in” effects.

The failure rate curve in Figure C.1 shows a shape called a “bath tub” curve. The failure rate will
decrease to a lower value, which remains fairly constant and defines the beginning of normal operation
period. The failure early period is called the infant-mortality or the burn-in period. Failure occurrence
can be discerned by burn-in or aging of the components.
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Table C.1 defines'the procedures for evaluation of the transaction-level reliability.
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Figure C.1 — Typical failure rate curve

4 Transaction reliability

hsaction reliability can be determined in a similar wdy to equipment reliability, either
he process, or by observation of transactions inweality, in the laboratory, or in a simula
ddition to obtaining figures for the reliability, of a transaction as a whole, it is also in

cifications can be extremely demanding,~e.g. 1 in 106. This can only be tested experin
brving (or simulating) several millions.ef transactions, or by analytical means. In analy]
h simulation, however, the validation of the model becomes a problem in its own right, in
n applied to real-life traffic situations (i.e. it can only provide background information
titative support). Hybrid approaches, where simulation, observation of real traffic and

n alternative, the tests cdn be performed entirely by simulation and analysis, and the mo
be validated against realtraffic in the actual operational environment.

Reliability/availability tests

Table C.1 — Transaction-level reliability

by analysis
ion model.
portant to

ulate separate figures for the various ways;in which a transaction can fail. Some requirements’

hentally by
sis, as well
particular
with little
analytical
confidence.
del(s) used

Reliability/availability tests
Name: Transaction-level reliability (R2)
Group: Reliability/availability
Purpose: To prove that the required transaction-level reliability can be achieved, which means that
less than n transaction fails in N transactions
Requirement — EFCrequirements for the DSRC
reference:
— EFC Application Interface Definition according to ISO 14906
— Specification of the transaction profile
Default: The EFC equipment has passed the DSRC and EFC Application Interface Conformance Tests
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Table C.1 (continued)

Reliability/availability tests

Test — Any test method which is able to satisfy the statistical requirements is acceptable
configuration: — Usage of simulation techniques is recommended

— Any test configuration should ensure that the system is tested under conditions close
to reality

Behaviour Methodology

description: In order to prove the required transaction-level reliability, long-term testing of the system

. ! 1 . PR T cay 1 1T -
II1 SCICCLEU SCCIIAdIIUS d5 prLlllCu I d LEST lJldll LDCC D.JJ SII0UIU DE CAdl'TIEU OUL.
Test steps

For each of the tested scenarios, the number of test transactions should be sufficient to
meet the required confidence level.

Instructions

The test house carrying out the testing ensures that with the scenaries-selected for testing,
the complete functionality of the EFC system will be tested, although it is expected that po
exhaustive testing with every parameter and scenario configurdtion can be carried out.

Constraint Not relevant
reference:

Verdict: Test result Verdict

Confirmation of the required transaction Pass
reliability.

Number of failed transactions in the speci- % \| Fail
fied scenarios.

Comments: It is recommended to specify the number of test transactions in order to achieve the
desired confidence level. E.2 gives some guidance.

It is difficult and unrealistic to‘execute large numbers of transactions in practical
operational environment, as\this will require large numbers of vehicle passages. Therefgre,
a combination of simulation.and real-life traffic is most feasible.
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C.2.1 Equipment life duration

Table C.2 defines the procedures for evaluation of the OBE life duration.

Table C.2 — OBE life duration

Reliability/availability tests
Name: OBE life duration (R3)
Grdup: Reliability/availability
Puipose: Evaluation of the OBE life duration, except batteries and smart card physical intérface.
Assuming that the OBE is not repaired on failure, this is equivalent to thée MTTF.
Requirement None (operator specific requirement)
ref¢rence: . .
See Annex E for minimal performance requirement
Deffault: tbd
Teslt — tools: none
corffiguration:
— testlocation: laboratory
— interface used: none
Bellaviour — methodology: this figure will be derived“from the behaviour of the OBE to some
description: environmental tests (e.g. vibration shocks, heat) and by the manufacturer's
demonstration and quality insuranéé
— teststeps: notrelevant
— instructions: not relevant
Corjstraints Not relevant
refg¢rence:
Verdict: Test result Verdict
Compliant with the.class specification cho- |Pass
sen by the operator.
Not compliant. Fail
Corpments:

© IS0 2020 - All rights reserved
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Table C.3 defines the procedures for evaluation of OBE battery duration.

Table C.3 — OBE battery duration

Reliability/availability tests

Name: OBE battery duration (R4)

Group: Reliability/availability

Purpose: Evaluation of the OBE battery duration under operating conditions. Assuming that a
battery is not repaired on failure, this is equivalent to the MTTF.

Requiremept None (operator specific requirement)

reference: s .
See Annex E for minimal performance requirement

Default: tbd

Test — tools: software tool or equipment for performing EFC transactions

configuration:

— testlocation: laboratory
— interfaces used: electrical load

— required equipment: climate chambers to apply temperature variations. If the batfery
is connected via contacts, also vibration test equipment may be required

Behaviour — methodology: batteries should be tested by applying all operational modes of the ( BE
description: according to manufacturer specifications

— test steps: measuring of power consumption in significant operational modes and
assessment of the specified battery duration time

— instructions: not relevant

Constraint Not relevant
reference:
Verdict: Test result Verdict

Compliant with the class'specification cho- |Pass
sen by the operator. Fail

Not compliant.

Comments: The number of OBEs will be the choice of the manufacturer, but it is suggested to be at ldast
50, for the féllowing reasons:

— mostOBE batteries require a recovery time after a transaction that is much longer than
thetransaction itself; increasing the number of OBEs will thus speed up the test prodess

<)'batteries do not have perfectly well-controlled performances, and establishing a
statistical averaging is mandatory for this test

NOTE Today's battery lifetime in OBEs is 5 years to 7 years and operators' expectation;
are in that range. No operator will accept lower than 5 years or require longer than 7 years
when talking about battery lifetime.

54 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=d1071622eadc0e87c92cd8acdfe0bbbf

ISO 14907-1:2020(E)

Table C.4 defines the procedures for evaluation of OBE smart card life duration.

Table C.4 — OBE smart card life duration

Reliability/availability tests

Name: OBE smart card life duration (R5)
Group: Reliability/availability
Purpose: Evaluation of the OBE smart card life duration
Requirement None (operator specific requirement)
ref¢rence: . .
See Annex E for minimal performance requirement
Deffault: tbd
Teslt — tools: mechanical smart card manipulator, software tool, or equipment for performing
corffiguration: EFC transactions
— testlocation: laboratory
— interfaces used: serial interface
— required equipment: none
Bellaviour — methodology: the card will be inserted, and extracted a given numb¢r N times
description: (according to class specification) and a trfansaction with access to the smaft card will
be performed each time
— test steps: choice of N, observatien‘of each transaction
— instructions: not relevant
Corjstraints Not relevant
refg¢rence:
Verdict: Test result Verdict
No failed transaction: Pass
One or more failed transaction. Fail
Corthments: This test iniplies a specific test mode in the OBE for access to the smart card.
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Annex D
(informative)

Classes of equipment

Tables D.1 to D.3 propose a set of equipment parameters. These are given as an example; they are
not complete—Fhe—purpose—ofTables—D1to-D3-is—teo—iHustrate—thetikelyparameters—which—are to
be used tof form classes of equipment by the assignment of specific requirements. The column ffest
procedure] indicates the applicable clause or subclause of this document. The listed entries'of|the
column “rdquirement” are incidental; there is no dependency between columns and lines. The taples
can be used by operators to specify frame conditions for the intended EFC applications. .A'set of Juch
selected pdrameters can form together with the assigned requirements a class of DSRCequipment. [The

proposed dquipment parameters are provided for RSE, OBE, and communication.

This docurhent does not define classes of DSRC equipment.

Table D.1 — RSE parameters

Parameter of RSE
Paramefer Item Test Requirements Reference
procedure
g 1/MTBF 5 6 CEN/TC 278
Availability C1 10 10 [N318]
Defined
Security protection EAL4 EALS5 ISO/IEC 15408-3
targets
Environment bifferent E2 4K2 4K3 EN 60721
conditions
Lane : . CEN/TC 278
configuration B.2 Single Multi 3 lanes [N318]
Traffic flow/ CEN/TC 278
Traffit lane and hour B.2 <1800 <2500 <3000 [N318]
conditigns Longitudinal CEN/TC 278
distance B2 >>m Zmto4m [N318]
Lateral CEN/TC 278
fr.o o B.2 >1,5m |[1mtol,5m| <Ilm [N318]
Vehiclp : CEN/TC 278
characteristics Vehicle speed B.2 <90 km/h | <160 km/h [N318]

NOTE1 Evaluation assurance level 4 (EAL4) - methodically designed, tested, and reviewed. EAL4 perits
a developer T0 gallml MaxIMUM asSUTance (Tom poSITIVE SeCUrity engineering based on good commercial
development practises which, though rigorous, do not require substantial specialist knowledge, skills, and other
resources. EAL4 is the highest level at which it is likely to be economically feasible to retrofit to an existing
product line. EAL4 is therefore applicable in those circumstances where developers or users require a moderate
to high level of independently ensured security in conventional commodity TOEs and are prepared to incur
additional security-specific engineering costs.

NOTE 2  EALS - semi formally designed and tested. EALS5 permits a developer to gain maximum assurance
from security engineering based upon rigorous commercial development practises supported by moderate
application of specialist security engineering techniques. Such a TOE will probably be designed and developed
with the intent of achieving EAL5 assurance. It is likely that the additional costs attributable to the EAL5
requirements, relative to rigorous development without the application of specialized techniques, will not be
large. EALS is therefore applicable in those circumstances where developers or users require a high level of
independently ensured security in a planned development and require a rigorous development approach without
incurring unreasonable costs attributable to specialist security engineering techniques.
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Parameter of OBE
Parameter Item Test Requirements Reference
procedure
Reliability A C.2 4 years 5 years CEN/TC 278
[N318]
Different
Security protection EAL4 EALS ISO/IEC 15408-3
targets
Epvironment Different F.2 5K2 5K3 EN 60721
conditions
OBU and CEN/TC 278
| Type Tag OBU 1cc [N318]
Fauipment Displ CEN/TC 278
o . isplay,
MMI Display kéyboard [N318]
. Central Vehicle CEN/TC 278
i i Debiting 6.1 account account [N318]
Flinctionality -
Receint 6.1 Central Vehicle CEN/TC 278
p = receipt receipt [N318]
Vehicle speed B.2 <90 km/h €160 km/h CEN/TC 278
[N318]
Vehicle Vertical CEN/TC 278
chipracteristics | position OBE B3 <07me307m<h<13m| <2,5m [N318]
OBU CEN/TC 278
sensitivity B3 38 11dB [N318]
Table D.3 — Communication parameters
Parameter of communication
Parameter Item Test Requirements Reference
procedure
EFC
Communication | communication 6.1.1 Profile 0 Profile 1 EN 13372
protocol
Transaction 4 5 CEN/TC 278
reliability A €1 10 10 [N318]
Different
Security protection EAL4 EALS ISO/IHC 15408-3
targets
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Annex E
(informative)

Examples for statistical calculations

E.1 Exa nle The calculation of 3 auantitv from -3 samnle
. mpie +HHe-caetHdHoR-61d4-Ud Rttty H-ed4-S4mpie

The methodology of estimating the reliability of the on-board equipment (OBE) by means of the/M[[TF
can be as described in the following scenario:

The manufacturer and the service provider agree on using a field test with N OBEs in ofder to estinpate
the MTTF. [Chey also agree on using statistical analysis on the field test based upon amestimator forjthe
MTTF, MTTF*

For simplidity reasons, the following is assumed:

The N different OBEs from the manufacturer are observed in their operation periods until the first
failure occpirs for each OBE. In this scenario, it is assumed that the OBEs are operating independently of
each other.

Let T, be the operational time for one OBE (number i) until its eperation is caused by one failure, i.¢. its
time to failure (TTF).

The estimdtor MTTF* is defined as the sample average:
IR
H =
MTTF|= N E o 1TI.

The varianice is calculated from the individuwallife times and the sample average, as follows:

N 2
S (M

Var® (MITTF)= V1

Given the mean and the variance, percentile estimates for the MTTF can be obtained, preferably using
some known or assumed distribution function. If we have no information at all about the distribufion
of the lifefimes, the confidence level can be established from the average alone, using the Mafkov
inequality:
X

P[XWk]u—~

X

This yields a rather weak estimate. The Chebyshev inequality uses the mean and variance and is
somewhat tighter; it states that for any x > 0,

— 0.2
P[|x-x|wx]u—2-

x2
Estimates based on a (known or assumed) distribution are generally superior.

For example, if the distribution of the MTTF can be approximated by a normal distribution, then the
95 confidence interval lies between MTTF* -1,96 s and MTTF* +1,96 s, where s is the standard deviation,
the square root of the estimated variance.
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The assumption of a normal distribution has to be justified; however, it cannot, under all circumstances,
be taken for granted.

A problem with this approach is that it takes a long time (theoretically until the last OBE has failed)
until the above calculations can be made. This method (which is generally quite useful for measuring
population properties from samples) does not seem to be practical in this case. The determination of
MTTF is considered in E.3.

E.2 Statistical considerations when proving low transaction error rates

In fhe Tollowing examples, statistical considerations are presented that demonstrate the statistical
reldvance of different numbers of test events.

For|this example, the probability that, in a number of tested EFC transactions, no fajledtrangaction will
occpir (i.e. 100 % success) is calculated depending on the number of test transactions carried out and
thejactual reliability (which of course usually is not known and shall be determined by the t¢sting).

The calculations presented in Table E.1 are based on the binomial distribution function:
Dy =(ﬁ )rk X(I—r)”_k 3
The following definitions are used:

r  is the probability of failure of an EFC transaction {unreliability of the EFC system);
n is the number of tested EFC transactions;
k is the number of failed transactions;

p isthe probability that k failed transactions are encountered for n tested transaction

I

For|Table E.1, the following values wer€e_chosen:

n isthe number of tested EFC transactions: 100, 100 000, and 10 000 000;
k  is the number of failedtransactions: 0 (no failure, 100 % success);

p is the probability-that the EFC system passes the testing with no failure (100 % sucdess).

Thq formula reduges-then to:

by :(1_r)n
Table E.1 — Calculations
n R Po
(no. of tested transactions) (transaction failure (probability of no failure in n
probability) transactions)
102 36,6 %
103 90,4 %
100 104 99,01 %
105 99,90 %
10-6 99,99 %
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Table E.1 (continued)

n R Po
(no. of tested transactions) (transaction failure (probability of no failure in n
probability) transactions)
102 0
103 0
100 000 104 0,004 5%

105 36,8 %

10°° 90,5 %
102 0
103 0
10 000 000 107 0
10-5 0

106 0,005 %

107 36,7 %

po can be interpreted as the probability that a “PASS” verdict is given to @ System with a failure

given by r,
100 tested

testw
of 1 00

— Clearly
100 000 te

With 1
can be

10 000 00¢

With 1
1000

This can b

rn<<1i

For very si

hnd with this interpretation the results of the testing lead tothe’following observations:

transactions:

With only 100 tested transactions, a system with a reliability’of 1 failure out of 10 000 will pass

thout failure with almost the same probability as@;system with a reliability of 1 failure
0 000 transactions.

, 100 tests are insufficient to verify low transaction error rates.
sted transactions:

00 000 tested transactions withoutafailure, a reliability of better than 1 failure out of 10
concluded with a very high probability.

tested transactions:

0 000 000 tested transactions without a failure, a reliability of better than 1 failure oy
D00 can be concludedwith a very high probability.

 seen directlydy-using the following approximation:

>pg=(1lm)"=1-rn

rate

the
out

P00

t of

nalkvalues of r, it can be seen immediately that r n should not be small (since then p, wi

near unity]

| be

$on should be big (roughly n > 1/r). Or, if there is a requirement for a reliable “PASS” verfdict

for a transaction error rate of 10-°, then a need on the order of a million test transactions is given.

If the desir

60

ed confidence level is a, then the minimum required sample size is log (1 - o)/log(1 - r).
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MTTF determination

This is to reconsider the MTTF determination problem with which this annex started. It begins with

the

translation from MTTF to failure rate:

failure rate = 1/MTTF

The failure rate is the expected number of failures per time unit per OBE unit in the sample. Roughly,
over a time T, one can assume that the probability that an OBE fails during this interval is T/MTTF
failures per OBE unit. This is equated to the failure probability determined in E.2:

The

and

It cd
req

NOT

= T/MTTF

probability for a false “PASS” verdict results in:
po = (1 - T/MTTF)"

the condition on the minimum number of OBE units that must be in{olved in the testis:

n should be at least of the order MTTF/T

lired to achieve a good level of confidence.

E Strictly, this is only true for infinitesimal T; however as long as T < < MTTEF, the approxima

in be seen that there is a trade-off between T and n: the sherter the test interval, the moie units are

kion is valid.
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Annex F

(informative)

Examples of referenced pre-tests based on European test

procedures

F.1 Ded

This clausg
the Europe

E2and F.3
Tables F.1 4

icated short-range communication (DSRC)

give tests that make use of other documents referenced in the Bibliography-

o F.4 give examples for test procedures related to DSRC parameters:.

Table F.1 — Microwave (5,8 GHz)

contains test items and references to test procedures with regard to the requir€ment
an DSRC standards given in References [17] to [20].

s of

Parameter

Test procedure
[ref. ETSIEN'300 674-1V 1.2.1 (2004-08)]

DSRCD

D.1 Physicdl layer, 5,8 GHz

D.1.1 NumMer and values of carrier frequencies |Carrier frequencies, 5.3
D.1.2 Tolergnce of carrier frequencies; RSU Frequenty error, 9.8
D.1.3 RSU tfansmitter spectrum mask Transmitter spectrum mask, 9.9

D.1.4 Modujation

Modulation index, 9.1

D.1.5 Subcdrrier frequencies (Uplink) Frequency error (subcarrier), 10.5
D.1.6 OBU fransmitter spectrum mask Transmitter spectrum mask (OBU), 10.6
D.1.7 Maxiphum single sideband EIRP Maximum equivalent isotropically radiated power (EIRP]

10.4

D.1.8 Biter

Contained in:

Sensitivity (RSU), 9.2.1

Error behaviour at high wanted input signals (RSU), 9.2.2
Sensitivity (OBU), 10.1.1

Upper power limit for communication (OBU), 10.1.2

D.1.9 Mininpum{canversion gain (transponder)

Conversion gain (OBU), 10.3

D.1.10 Max

mum EIRP

Maximum equivalent isotropically radiated power (RSU),

9.7
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Table F.2 — MAC sub-layer

Parameter

Test procedure

Main group

Sub-group

[ref. ETSI TS 102 486-1-2 (2008-10)]

Control frame

D.2.1.1 Invalid flag

Test the behaviour, if the start- or the endflag is n
'01111110'B

ot

D.2.1.2 Invalid address

Test the behaviour, if the address is invalid

D.2.1.3 Invalid control field

field are invalid

Test the behaviour, if the D- and the X-bits in the control

D2 L4 Valid eontrol Held

Tacttha valuac oftho haitc oftha conteal £1a]d 100 o
Te5tt1e S-6+-tHe-BitS-erttie-coRtFertieratia

received

.
vorrere

frame

D.2.1.5 Invalid FCS

Test the behaviour, if the frame check sequénce i

invalid

Window
mahagement

D.2.2.1 Timing

Test the timing behaviour (ParameterT1, T2, T
T4b, T5)

B, T4a,

D.2.2.2 Frame length

Test, if the max. layer 2 frame length‘in a downlin
is N2 octets

k window

D.2.2.3 Frame length

Test, if the max. layer 2 frame length in a public u
window is N4 octets

blink

D.2.2.4 Frame length

Test, if the max. layer, 2 frame length in a private
window is N3 octets

plink

OBE management

D.2.3.1

Test, if the RSEhanages the variables for each OH
communications zone

Ein the

Acdess

D.2.4.1 Random

Test the coerrect implementation of the random dg
countermechanism (for single- and for multilane

lay
scenarios)

D.2.4.2 Private uplink
allocation

Test, if the OBE only uses private uplink windows
réserved to this OBE

which are

D.2.4.3 Private uplink
reallocation

Test, if the RSE reallocates private uplink window

s correctly

Datja transfer

D.2.5.1 Transmit

to the L- and the S-Bit and the V(A) variable

Test, if the OBE transmits the correct LPDU in dependence

D.2.5.2 Receive

Test the behaviour, if a correct frame is received

D.2.5.3 Framre Test, if the transmitted frame has the correct format
Priyate medium |[D.2.6.1 Test the correct implementation of the private m¢dium
response timer response timer
Table F.3 — LLC sub-layer
Parameter Test procedure
Main greup Sub-group [ref. ETSI TS 102 486-1-2 (2008-10)]

Conptrol frame

D.2.7.1 Invalid address

Test the behaviour, if the address is invalid

D.2.7.2 Invalid control field

Test the behaviour, if the control field is invalid

D.2.7.3 Invalid length

Test the behaviour, if the LPDU has an invalid length

Type 1 Protocol

D.2.8.1

Test the Type 1 component state transition table in the DSRC-

standard

Type 3 Protocol

D.2.9.1 Receiver

Test the Type 3 receiver component state transition
the DSRC-standard

table in

D.2.9.2 Sender

Test the Type 3 sender component state transition t
DSRC-standard

able in the
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Table F.4 — Application layer

Parameter

Main group Sub-group

Test procedure

Transfer kdrnel element

D.3.1.1 Encoding

Test the correct encoding of the PDUs according to

ASN.1-BASIC-PER

D.3.1.2 Decoding

Test the correct decoding of the T-APDUs according

to ASN.1-BASIC-PER

D.3.1.3 Fragmentation

Test the correct fragmentation of the encoded PD
according to ASN.1-BASIC-PER

Us

D.3.1.4 Defragmentation

Test the correct defragmentation of the T-APDUs
according to ASN.1-BASIC-PER

D.3.1.5 Octet alignment

Test the correct octet alignment

D.3.1.6 Multiplexing

Test the correct multiplexing of the T1+APDUs

D.3.1.8 Demultiplexing

Test the correct demultiplexing of the T-APDUs

D.3.1.9 Concatenation

Test the correct mapping of multiple consecutive
T-APDUs on one LLC serviceé

D.3.1.10 Access to LLC

Test the correct use of theZFlowControl paramete

=

Initializatign kernel
element

D.3.2.1 Transmission of BST

Test if the RSE periodigally transmits a correct B

5T

D.3.2.2 Reception of BST

Test if the OBE reatts correctly to a received BST

D.3.2.3 Answer to VST

Test if the RSE\reacts correctly to a received VST

D.3.2.4 Registration

Test if a newyapplication is correctly registered

D.3.2.5 Deregistration

Test if ansapplication is correctly deregistered

D.3.2.6 Application is ready

Test ifthe RSE and the OBE react correctly to a
réady application-service-primitive

D.3.2.7 Reception of a release

Test if the RSE and the OBE react correctly to a
received release

F.2 Environment

TableF.5 g

ves examples for environment-related test procedures.

Table F.5 —£ Basic environment testing with reference tests

Paraméter

Test procedure (reference)

Envifonment V

Basid testing procedures

IEC 60068-1

ET.1|Climate

ET.1.1 Cold

IEC 60068-2-1

ET.1.R2 Dry heat

IEC 60068-2-2

ET.1.3 Damp heat, steady-state

IEC 60068-2-78

ET.1.4 Damp heat, cyclic

IEC 60068-2-30,
IEC 60068-2-3-4

ET.1.5 Temperature changing

IEC 60068-2-14

ET 1.6 Sun radiation

IEC 60068-2-5

ET.2. Mechanical

ET.2.1 Vibration, sinusoidal (RSE)

IEC 60068-2-6

ET.2.2 Vibration, random (OBE)

IEC 60068-2-64

ET.2.3 Shock

IEC 60068-2-27

ET.2.4 Bump (continuous shocks)

IEC 60068-2-29

64
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Table F.5 (continued)

Parameter

Test procedure (reference)

ET.2.5 Free fall (OBE)

IEC 60068-2-32

ET.2.6 Housing

IEC 60529,

[EC 60068-2-17 (sealing)

ET.3 Electrical

ET.3.1 Supply, roadside national requirements

ET.3.2 Supply, OBE

national requirements and partly to EMC (ISO 7637)

hmlealie} Fa S|

NOTI

NOT

or during the exposure to test conditions.

NO1
pro
and
NO1

NOT

E3

Table F.6 provides examples for electromagnetic compatibility (EMC)-related test procedure

oY S, R b8 nFalV -l WaVal el
L1.0.0 LIGIHUITITE ILUGOIUUUTT=0

ET.4 Chemical/biological

ET.4 1 Salt mist IEC 60068-2-11 or -52

ET.4.2 Gas (SO2, H2S) IEC 60068-2-42, -43, -46, -49

ET.4.3 Smoke, OBE to be defined

ET.4.4 Mould IEC 60068-2-10
E1 The tests are attached to RSE, OBE, and air interface; usually, they-are different for each p
E2 The test procedures define whether functional tests are carried out after exposure to tes

E3  For tests that are carried out during exposure to test cgnditions, a special testing system
edure are defined (distance between the parts, different &xposure to test conditions, paramet
OBE).
E4  Combinations of exposure to test conditions (vibration and temperature) can be discusse

ES5

EMC

Table F.6 — EMC tests with reference tests

Art.

t conditions

and testing
ers for RSE,

i

National regulations are applicable for ceftain classes of tests like the ones on power supply.

©v

Parameter Test procedure (reference)

EMCE

E.1 EMC.General EN 61000-6-3; EN 61000-6-1

E 1.1 Emission EN 61000-6-3

EN 737; EN 55015; EN 55022
Directive 2014/53/EU and ETSI EN 300 674-2

E 1.1/ Radio emission

E 1.1.2 EFC specific none

E 1.2 Immunity EN 61000-6-1

E 1.2.1 Electrostatic discharge IEC 61000-4-2

E 1.2.2 Electrical fast transient bursts IEC 61000-4-4

E 1.2.3 Electromagnetic field [EC 61000-4-3

E 1.2.4 Surge immunity [EC 61000-4-5

E 1.2.5 Conducted disturbances inducted |IEC 61000-4-6

by radio frequency fields

E 1.2.6 Voltage dips, short interruptions |IEC 61000-4-11

and voltage variations
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NOTE 1

NOTE 2

or during th

NOTE 3

testing prog

Table F.6 (continued)

Parameter

Test procedure (reference)

E 1.2.7 Road vehicles

ISO 7637

Regulation (EC) No 661/2009
[SO 11451-3

ISO 11451-2 DAM 1

E 1.2.8 GSM

ENV 50204

E 1.2.9 EFC specific

none

RSE, and OHE).

66

The tests are attached to RSE, OBE, and air interface. Normally, they are different for each paft.

The test procedures define whether functional tests are carried out after exposure to test €onditjons
e exposure to test conditions.

For tests which are carried out during exposure to test conditions, a special ‘testing system |and
edure are defined (distance between the parts, different exposure to test conditions, parameter§ for
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Annex G
(informative)

Test methods and tools

G.1 Cnnnral

cITeCTor

Diffierent test methods and tools can be applied for the assessment and proof of a complete EFC system
or df specific EFC components. The appropriate selection and combination of test méthods dlepends on
thelobject to be tested and the range of the test. The set of tests required to assess,a-test object will be
defjned in an individual test plan. 5.2 includes a table which shows the relationbetween tept methods
and the set of test parameters and items of this document.

Tabje G.1 indicates the fundamental applicability of the test methods with regard to the opject being
testled or test objective, as applicable.

Table G.1 — Overview of main test methods aund test object/objective

Test object/objective - - 'l:est methods -
Inspection Simulation Laboratory test Field test

Requirement specification X

Sysftem documentation X

DSRC communication X X X X
Corjfformance X X X

Acdeptance (factory and site) X X X X
Implementation X X X
Furctionality X X X X
Corhpatibility/interoperability X X X X

G.2 Inspection

G.2l1 Objective
The following.types of inspection are relevant to this document:

— |inspection and analysis of documentation for consistency, completeness, validity, urfambiguity,
relevance, and clarity;

— inspection of documentation for statements of compliance or for inference of conformance based on
analysis or comparison with standards;

— inspection of checklists;
— inspection of equipment for good manufacturing/good workmanship and safety;
— inspection of security (possibly as part of an audit);

— inspection of test results.
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G.2.2 Methodology
There are two inherently different kinds of inspection.

a) Formal inspection, which involves a concrete question to which a definite yes/no answer can be
given. In order to obtain a definite answer, criteria are set. Examples are checklists or statements
of compliance.

b) Inspection for assessment, or review, where the answers are either qualitative or where the result
is to be expressed in a figure of merit. Inspection of documentation is an example of this category:
the quality aspects of documentation are (to a large degree) subjective, or at least only meaningful
relativl to the intended readership.

Methodology of inspection differs, depending on the subject matter; the following methods)carn be
distinguished:
— querying for answers to formal questions, and checking the results;
— readinlLl and evaluating text;

— follow]ng a checklist and “ticking oft” items;

— visuallfinspection.

G.3 Simpulation

G.3.1 Objective

Simulation|techniques relevant to this document can be.ased to prove the following:
— DSRC ¢ommunication reliability;

— conformance to DSRC protocol specifications;

— performance of EFC system characteristics.

G.3.2 Magthodology
Simulation|tools used to test theperformance of EFC system characteristics can consist of the followjing:

— simulation model representing parts of an EFC system and real EFC components which are integrated
in the $imulation logp (simulation model with a reference beacon and actual OBEs);

— simulation model\implementing a complete EFC system (RSE, OBEs, and the system environnjent
are re?resented by a simulation model).

The simulation. model representing parts of an EFC system supports the conformance testing of
protocol ahd=application implementations by comparing output of the simulation with output of real
equipment. The DSRC protocol stack specified in a formal description language (SDL) forms the basis
of the simulation tool which is adapted with an application specific implementation. The simulation
tool coupled with hardware builds a reference beacon and communicates with real equipment (see
Figure G.1 of laboratory tests).

The test of a complete EFC system or of components with a simulation tool provides test results such
as testing capability and reliability which cannot be easily performed with real equipment. The tests
are able to provide interesting conditions that can be subsequently tested with EFC equipment under
real-life conditions. Simulation provides cost-efficient testing in a realistically modelled environment.
The combination of using results from simulations and from field tests provides reliable proof of
performance.
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.3 Requirements

3.1 General

Simulation models used for the testing of EFC systems shall meet the requirements of G.3.3.2 to G.3.3.7.

G.3.

The

3.2 Basic components

simulation model of a DSRC-based EFC system shall incorporate the following:
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the communication zone of an EFC system;

vV ITICTO OIS~V C I Cre—otrrary

a channel model, which takes into account the dynamically changing physical link ¢harag
a specific EFC system;

vehicle models including their interception and radiation possibilities;

an implementation of the communication architecture conforming tothe'DSRC, as well as
taking into account system-specific characteristics.

3.3 Simulation method

opriately defined probability distributions describingthe characteristics of the system
lation).

3.4 Statistical evaluation of simulation results

simulation results shall be presented including statistical evaluation based on standar
h as statistical evaluation leading to adceptance or rejection within defined confidencs
fidence intervals are specified by either the test house or service provider.

3.5 Validation of simulation models

implemented simulation({mpdels shall be operationally proven and shall be validated by
h produced by the simulation tool with data, which has been measured in a real er
inter-arrival times'(distribution produced by the traffic model or characteristics of t
print depending onrdifferent traffic situations).

3.6 Inputscenarios

simulatien model shall allow various test scenarios (traffic, vehicle, and environment
h therequired accuracy.

teristics of

ISO 14906,

simulation shall be based on randomly generated{values of the relevant variables using

(stochastic

1 methods,
b intervals.

comparing
vironment
he channel

) modelled

G.3

Together with the simulation test results, a detailed description of the input parameters, a detailed
description of the applied models and the results of the validation tests regarding the simulation
models shall be provided.
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