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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out

thro
com

ugh ISO technical committees. Each member body interested in a subject for which a technical
mittee has been established has the right to be represented on that committee. International

organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ISO

collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

The

described in the ISO/IEC Directives, Part 1. In particular the different approval criteria nep

..... i her—mattenance are
ded for the

different types of ISO documents should be noted. This document was drafted in acéordapce with the

editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atte
pate

ption is drawn to the possibility that some of the elements of this documént may be the subject of
nt rights. ISO shall not be held responsible for identifying any or all suelf patent rights. Details of

any patent rights identified during the development of the document willbe in the Introdu¢tion and/or

on the ISO list of patent declarations received (see www.iso.org/patents);

Any

constitute an endorsement.

For

frade name used in this document is information given for the'éonvenience of users gnd does not

in explanation on the voluntary nature of standards, the meaning of ISO specifi¢ terms and

expressions related to conformity assessment, as well ‘as’information about I1SO's adherence to the
World Trade Organization (WTO) principles in the Techniical Barriers to Trade (TBT) see the following

URL
This
This

jwww.iso.org/iso/foreword.html.

document was prepared by Technical Commiittee ISO/TC 204, Intelligent transport sysfems.

third edition cancels and replaces the second edition (ISO 14906:2011), which has been technically

reviged. It also incorporates the Corrigendum ISO 14906:2011/Cor1:2013 and the Amendment

ISO 14906:2011/Amd1:2015.

The

Any

main changes compared to the.previous edition are as follows:

Inclusion of security calculations according to advanced encryption standard, as recommended in
LEN/TR 16968 on se¢urity mechanisms (revision of Clause 7 and new Annexes F, G, H gnd I);

Update of the notmative references, terms and definitions and abbreviated terms clajises and the
Bibliography;

Lonversion,6f the ASN.1 module into an electronic insert;

Ievision of Annex C;

feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html.

© ISO 2018 - All rights reserved v


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=c09e94731ef772cac7b71ba7cfd3e967

ISO 14906:2018(E)

Introduction

This document specifies an application interface for electronic fee collection (EFC) systems, which
is based on dedicated short-range communication (DSRC). It supports interoperability between
EFC systems on an EFC-DSRC application interface level. This document is intended for DSRC
charging applications, but specifically the definition of EFC data elements is valid beyond the use of
a DSRC charging interface and might be used for other DSRC applications (e.g. compliance checking
communication) and/or on other interfaces (e.g. the application interface of autonomous systems).

This document prov1des spec1f1cat10ns for the EFC transactlon model EFC data elements (referred to
as attributeg}an whieh—an sor -eah a-odel
provides a 1 echamsm that allows handhng of dlfferent versions of EFC transactlons and assocjated
contracts. A certain EFC transaction supports a certain set of EFC attributes and EFC funetions as
defined in this document. It is not envisaged that the complete set of EFC attributes and functiops be
present in efich piece of EFC equipment, on-board equipment (OBE) or roadside equipmént/{RSE).

This documlent provides the basis for agreements between operators, which aré\rieeded to achieve
interoperabjlity. Based on the tools specified in this document, interoperability can be reachqd by
operators r¢cognising each others' EFC transactions (including the exchange efsecurity algorithmg and
keys) and implementing the EFC transactions in each others' RSEs, or they-can reach an agreement to
define a new transaction (and contract) that is common to both. Considerations should also be magle by
each operatpr so that the RSE has sufficient resources to implement such additional EFC transacti¢ns.

In order to dchieve interoperability, operators should agree on issues such as

— which optional features are actually being implemented afid used,

— access 1ights and ownership of EFC application data iftthe OBE,

— security policy (including encryption algorithms and key management, if applicable),

— operatipnal issues, such as how many receiptsimay be stored for privacy reasons, how many redeipts
are nec¢ssary for operational reasons (ferexample as entry tickets or as proof of payment),

— the agrpements needed between operators in order to regulate the handling of different EFC
transacgions.

In this edition of this documentyusers are faced with issues related to backward compatibility.| This
issue can be managed by usingthe following:

— EfcModpile ASN.1 moddle; including a version number;

— Efc-ConfextMark~(ificl. the ContextVersion), denoting the implementation version, provides a
means fo ensuievco-existence of different implementation versions by means of a look-up fable
and assjociated-appropriate transaction processing. This will enable the software of the R$E to
determine. the version of the OBE and his capabilty to accept the new features introduced by this
edition 6HIS0-14906-

Annex A provides the normative ASN.1 specifications of the used data types (EFC action parameters
and attributes).

Annex B presents an informative example of a transaction based on the CARDME specification,
including bit-level specification.

Annex C presents informative examples of EFC transaction types, using the specified EFC functions and
attributes.

Annex D presents an informative mapping table from LatinAlphabetNo2 & 5 to LatinAlphabetNol to
ease for a Service Provider the use of LatinAlphabetNol to encode an OBE for data available wiitten
with non-Latinl characters.
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Annex E presents an informative mapping table between EFC vehicle data attributes and European
registration certificates to ease the task of a service provider in the OBE personalisation with vehicle data.

Annex F presents the security calculations according to the data encryption standard (DES). This annex
is based on EN 15509:2014, Annex B.

Annex G presents the security computations examples for DES. This annex is based on EN 15509:2014,
Annex E.

Annex H presents the security calculations for advanced encryption standard (AES). This annex is the
adaptation of EN 15509:2014, Annex B for the case of AES.

Annd

EN 15509:2014, Annex E for the case of AES.

This
acco

to in

application interface definition can also be used with other DSRC media which.d6 not

interfface. Adaptations are medium specific and are not further covered here. As Annex B

deta

systems, in conjunction with ISO 25110, which provides examples ‘of systems based
accoynts.

© ISO

x| presents the security computations examples for AES. This annex is thecadaptation of

ise a layer 7

rding to ISO 15628/EN 12834. Any DSRC medium which provides servicessto'read and write data,
tialise communication and to perform actions is suitable to be used as a’hasis for thig application

describes in

| a transaction for central account systems, this document can algo.be used for on-bdard account

n on-board

2018 - All rights reserved
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Electronic fee collection — Application interface definition
for dedicated short-range communication

1 Scope

This document specifies the application interface in the context of electronic fee collection (EFC)

£

ab-a

systq

The
can I

— EFC attributes (i.e. EFC application information) that can also be used for other applica

interfaces,

1

he addressing procedures of EFC attributes and (hardware) components (e.g. ICC and

LFC application interface is the EFC application process interface to the DSRC application layer, as
e seen in Figure 1 below. This document comprises specifications of:

fions and/or

MMI),

— [FCapplication functions, i.e. further qualification of actions by définitions of the concermed services,

1

1
interface level.

RSE

Application process

Attributes
(e.g. PaymentMeans,
VehicleDimensions, ...)

ActionType (e.g. debit,

OBE

set_MMI, transfer_channel, ...)

Application process

Attributes

(e.g. PaymentMeans,
VehicleDimensions, ...)
ActionType (e.g. debit,
set_MMI, transfer_channel, ...)

Scope of this

i)

T NotifyApplicationRSU

It

he EFC transaction model, which defines the common.elements and steps of any EFC t

he behaviour of the interface so as to ensure  interoperability on an EFC-DSRC

T NotifyApplicationOBU

3ssignment of associated ActionType values and content and'theaning of action paramaters,

ransaction,

application

]

. GET GET
| Intsetrnat;logal SET SET
: andar ACTION EndAppIicatiqn ) ACTION RegisterApplicationOBU
| .request| | .confirm RegisterApplicationRSU response | .indication DeregisterApplication
| DeregisterApplication EndApplication
el e T-ASDU ——-—-- T——— ——————————— - T-ASDU ---—- -I ——————————
\4
DSRC I-Kernel |-Kernel DSRC
application * application
layer layer
lT Y
F-Kernet ] «—TF-ARPDY —» [ T Kernel |
Kernel | | | I Kernel

Figure 1 — The EFC application interface

This is an interface standard, adhering to the open systems interconnection (OSI) philosophy (see ISO/
IEC 7498-1), and it is as such not primarily concerned with the implementation choices to be realised at
either side of the interface.

This document provides security-specific functionality as place holders (data and functions) to enable
the implementation of secure EFC transactions. Yet the specification of the security policy (including
specific security algorithms and key management) remains at the discretion and under the control of
the EFC operator, and hence is outside the scope of this document.

© ISO 2018 - All rights reserved
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 612, Road vehicles — Dimensions of motor vehicles and towed vehicles — Terms and definitions

[SO 1176, Road vehicles — Masses — Vocabulary and codes

ISO 3166-1, Codes for the representation of names of countries and their subdivisions — Part 1: Country codes

ISO 3779, R
[SO 4217, Co
ISO/IEC 781

ISO/IEC 883
(PER) — Pa

ISO/IEC 974
(MACs) — P

[SO 14816:2
Numbering (

ISO 15628:2
application |

des for the representation of currencies

ad vehicles — Vehicle identification number (VIN) — Content and structure

2-1, Identification cards — Identification of issuers — Part 1: Numbering systém

5-2, Information technology — ASN.1 encoding rules: Specification of Pdeked Encoding
t2

7-1:2011, Information technology — Security techniques — Meéssage Authentication (
irt 1: Mechanisms using a block cipher

P05, Road transport and traffic telematics — Automatic veliicle and equipment identificati
ind data structure

013, Intelligent transport systems — Dedicated shart range communication (DSRC) —
ayer

Rules

lodes

DSRC

are 3:

ISO/IEC 18033-3:2010, Information technology — Securitytechniques — Encryption algorithms — P
Block cipherk

EN 12834:2003, Road transport and traffic telemétics — Dedicated Short Range Communication (DSRC) —
DSRC application layer

3 Terms and definitions

For the pury
ISO and IEC
[EC Eled

ISO Onl
3.1

oses of this documentythe following terms and definitions apply.
maintain terminological databases for use in standardization at the following address

tropedia: avatlable at http://www.electropedia.org/

ne browsing platform: available at http://www.iso.org/obp

access credentials

trusted attestation or secure module that establishes the claimed identity of an object or application

3.2
attribute

addressable package of data consisting of a single data element or structured sequences of data

elements
[SOURCE: IS
3.3

0 17575-1:2016, definition 3.2]

authenticator
data, possibly encrypted, that is used for authentication

© ISO 2018 - All rights reserved
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3.4
channel
information transfer path

[SOURCE: ISO 7498-2:1989, definition 3.3.13]

3.5

cryptography

principles, means and methods for the transformation of data in order to hide its information content,
prevent its undetected modification or prevent its unauthorized use

3.6
data|group
class|of closely related attributes

[SOURCE: ISO 17575-1:2016, definition 3.10]

3.7
datalintegrity
property that data has not been altered or destroyed in an unauthorised manner

3.8
Elenjent
DSR( directory containing application information in the formyefattributes

3.9
on-board equipment
all rgquired equipment on-board a vehicle for performing required EFC functions and commmunication
services

3.10
on-bjpard unit
singlE electronic unit on-board a vehiclefor performing specific EFC functions and for commmunication
with|external systems

3.11
roadside equipment
equipment located along the(road, either fixed or mobile

3.12
toll ¢harger
entitly which levies'toll for the use of vehicles in a toll domain

3.13
toll domain
arealor partof a road network where a toll regime is applied

[SOUT)!"E‘ ICA 17072.9010 Jdafiniei o D 107
NG TOU 1797 9.0 10, GCTITITCIOIT J- 10

3.14
toll service
service enabling users to pay toll

3.15
toll service provider
entity providing toll services in one or more toll domains

3.16
transaction
whole of the exchange of information between two physically separated communication facilities

[SOURCE: ISO 17575-1:2016, definition 3.21]

© ISO 2018 - All rights reserved 3
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3.17

transaction model
functional model describing the structure of electronic payment transactions

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply unless otherwise specified.

AP
APDU
ASN.1
BST
CcC
cf
DSRC
EFC
EID
GNSS
ICC
11D
[-Kernel
ind
L1

L2

L7
LAC
LID
LLC
LPDU
MAC
MMI
n.a.
OBE
PDU
PER

Application Process

A 1. des D b A . RTINS & SN
APPIHLALIVIT T TULULUL Udatd UIIIU

Abstract Syntax Notation One (ISO/IEC 8824-1)

Beacon Service Table

Compliance check communication
Confirm

Dedicated Short-Range communication
Electronic Fee Collection

Element Identifier

Global Navigation Satellite System
Integrated Circuit(s) Card

Invoker Identifier

Initialisation Kernel

Indication

Layer 1 of DSRC (Physical-Layer)

Layer 2 of DSRC (Data Link Layer)
Application Layer Core of DSRC
Localisatieimr Augmentation Communication
Logieal Link Control Identifier

Logical Link Control

LLC Protocol Data Unit
Medium Access Control
Man-Machine Interface
Not applicable
On-Board Equipment
Protocol Data Unit

Packed Encoding Rules (ISO/IEC 8825-2)

© ISO 2018 - All rights reserved
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req
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RSE
SAM

ISO 14906:2018(E)

Request
Response
Roadside Equipment

Secure Application Module

T-APDU Transfer-Application Protocol Data Unit

T-ASDU Transfer-Application Service Data Unit

T-Ke

VST

5.1

The
serv
user

Appl

‘nel Transfer Kernel

Vehicle Service Table

LFC application interface architecture

Relation to the DSRC communication architecture

DSRC services are provided to an application process by means of the DSRC Applig
ce primitives, which are abstract implementation interactiohs between a communica3
and a provider. The services are offered by the DSRC cominunication entities by mean
cation Layer (EN 12834/1S0O 15628) as shown in Figure2.

ation Layer
tion service
5 of its DSRC

© ISO 2018 - All rights reserved
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NOTE The abbreviated terms used in Figure 2 are defined in Clause 4.

RSU OoBU

AP <+— ADU —» AP

4 4

NotifyApplicationRSU

NotifyApplicationOBU

GET GET
SET SET
ACTION EndApplication ACTION RegisterApplicationOBU

RegisterApplicationRSU
DeregisterApplication

DeregisterApplication

.response .indication
P ndicat EndApplication

.request | |.confirm

r———== | | |
| B-Kernel | I-Kernel | B-Kernel |
L —— — J L — |

I-Kernel

DSRC-L[7 DSRC-L7

T-Kernel <«—— T-APDU —p T-Kernel

A A 4

| LLC sublayer LLC sublayer
DSRC-LR — === ————————— 4— LPDU —Pp e e DSRC-L2
| MAC sublayer MAC sublayer

A A

DSRC-L{l Physical layer <—— PPDU —» Physical layer DSRC-L1

Figlire 2 — The EFC application process on top of the DSRC communication stack

The Transfer KernelLof(DSRC Application Layer offers the following services to application procg¢sses

(see also Figure 2 above):

GET: The~invocation of a GET service request results in retrieval (i.e. reading) of applichtion
informdtion (i e Affrihllqu) from the peer service user (i e_the QORE npplirnh'{m prnrpcc) are )ly is

always expected.

SET: The invocation of a SET service request results in modification (i.e. writing) of application
information (i.e. Attributes) of the peer service user (i.e. the OBE application process). This service
may be requested in confirmed or non-confirmed mode, a reply is only expected in the former case.

ACTION: The invocation of an ACTION service request results in a performance of an action by the
peer service user (i.e. the OBE application process). An action is further qualified by the value of
the ActionType. This service may be requested in confirmed or non-confirmed mode, a reply is only
expected in the former case.

EVENT-REPORT: The invocation of an EVENT-REPORT service request forwards a notification of an
event to the peer service user.

© ISO 2018 - All rights reserved
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— INITIALISATION: The invocation of an initialisation service request by RSE results in an attempt to
initialise communication between a RSE and each OBE that has not yet established communication
with the concerned RSE. The Initialisation service is only used by the Initialisation Kernel as defined

i

5.2

n EN 12834/1SO 15628.

Usage of DSRC application layer by the EFC application interface

EFC uses the following services offered by DSRC Application Layer (as defined in ISO 15628):

— The INITIALISATION services:

q

)
In th
NOTH
indir
Read
this s

5.3

5.3.1
EFC |

EFC |
is as{

a1 IIUNIISHUR NN
— End Application (at RSE);

— Register Application RSU (at RSE);

— Deregister Application (at RSE and OBE);
— Notify Application OBU (at OBE);

— Register Application OBU (at OBE)

dre used to realise the EFC-specific initialisation mechanisin)(see Clause 6);

The SET service is used to set EFC attributes;

The ACTION services are applied to realise additional EFC specific functionality neede

e following, the EFC-specific usage of the’'DSRC Layer 7 services is specified in detail.
The EVENT-REPORT-servicescan be implicitly used by EFC application processes. I
bctly as part of an already defined ‘edommand to release an application process (see EN 1283

y Application). However as the EVENT-REPORT-service is not explicitly used by EFC applicati
ervice is not further referredto in this document.

Addressing of EFC attributes

Basic mechanism
\ttributes-are used to transfer the EFC application-specific information.

Attributes are composed of one or more data elements of specified ASN.1 types. Each
o€lated with, within the context of this document, an unambiguous name.

KFC application processes, such as TRANSEER_CHANNEL, SET_MMI and ECHO (see 7.2).

The GET service is used to retrieve EFC attributes (Forattribute specifications see Clatise 8);

d to support

is e.g. used
#/1SO 15628,
bn processes,

ata element

To each EFC Attribute, an AttributelD is associated. The AttributelD enables to unambiguously identify
and address an EFC Attribute.

EXAMPLE Figure 3 illustrates the basic addressing mechanism.

© ISO

2018 - All rights reserved
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Attribute D JAttriD=01  [AttriD =2 ] [ AttrID =3 | [ AttriD =4 | IAttriD = n|
_l A v A L

[m———=- ) === b ]

X : : Contract Contract Contract : :
Airibute " ! " | Validity Vehicle Authenticator | 7" | !
I__I___ l I___L___

[ ----- .; v | ContractAuthenticator ::= r ----- .:

ASN.1 -Type : i \ ContractVehicle ::= : i

| ContractValidity ::= SEQUENCE {
------- contractRestrictions OCTET STRING (SIZE(4))

contractExpiryDate DateCompact

i

Figure 3 — Basic addressing mechanism

5.3.2 Role of the EID

In a given QBE, the DSRC-EID (different from 0) is used to address an EFC context, identified by the
EFC-ContextMark (see 6.2.3), in which Attributes can be addressed unambiguously by AttributelDs
inside an Elpment of the OBE. In the VST, the OBE specifies one or several‘of these EFC contexts,|each
corresponding to an EFC ContextMark and the EID to be used for addressing the attributes and ysing
the EFC fung¢tions supported by it.

EXAMPLE Figure 4 illustrates the role of the EID.

rib = rib = rip = rip = rib =n
IAttriD = 01 AttrlD = 2 | [ AttriD = 3 \([VAttrID = 4 IAttrlD = ni
|' ______ a |' ______ bl
| I Contract Contract Contract | I
[ED=1] : : «vene | Validity Vehicle Authenticator | essseesus : :
[ A & A [
[=====- a [=====- b ]
| | Contract Contract Contract | |
[EID =2 | : : «veee | Validity Vehicle Authenticator [ «=ssssssus : :
R B L 5 5 J——
|' ______ a |' ______ bl
| | Contract Contract Contract | |
[ElD =3 I : : «+ da | Validity Vehicle Authenticator | sssssssuus : :
[ c ¢ ¢ [

Figure 4 — Role of the EID

EID equals (J shall bé.used to address application-independent functions and components, e.g. SET |[MMI
and TRANSFER_CHANNEL (see 7.2).

5.3.3 Mu]ltiplp Instances of Attributes

There may be n, where n is an integer, instances of an Attribute available in the OBE.

The maximum number of instances Npyax of one Attribute may be limited according to the needs of
operators and users. The default maximum number of instances is Npax=1. The value of Npyax is
determined at the time of OBE configuration.

EXAMPLE Figure 5 illustrates multiple instances (0-2) of attribute 5.
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| AtiriD = 0] | AtiriD = n]
:' ______ H ReceiptServicePart2 | :' ______ H
1 : .......... ReceiptServicePart1 | wavavessns | :
:_______I ReceiptServicePart 0 : ]

Figure 5 — Multiple instances (0-2) of attribute 5
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handling of multiple instances and the corresponding addressing mechanism ar
tail as part of the behaviour specification of the corresponding functions suppaort
nces (see 7.2.6 for GET_INSTANCE and 7.2.7 for SET_INSTANCE).

Addressing of components
bonents of an OBE to be addressed via the EFC Application Interface include for examp

DBU;

$AM 1;
$AM 2;

CC;
Display;
Buzzer;

Printer;

$erial interface;

Parallel interface;

LNSS;

Tachograph;

Bluetooth.

essing of these components is enabled on two levels, device-specific and device-
pssing.

flevice~specific transparent addressing mechanism enables the transfer of inform

by a!

be processed by the addressed device (such as an ICC-command). The addressed device

= AWV

‘‘‘‘ a

EXAMPLE1 Transfer of a bit string to an ICC.

ng multiple

ndependent

htion, which
isidentified

The device-independent addressing mechanism uses a set of commands, which describe a certain
functionality, which can be performed by various OBE components. In this case, the operating system
of the OBE will address the corresponding components. The EFC function SET_MMI supports this
functionality (see 7.2.12).

EXAMPLE 2

buzzer or a display.
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2018 - All rights reserved
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In a specific implementation, specific attributes or data elements can activate some MMI function (e.g.

a SET command on the attribute ReceiptText might display the text on a liquid crystal display. A SET command
on the attribute ReceiptServicePart with data element SessionResultOperational other than SessionOK might

activate an al

ert beep). Proprietary addressing mechanisms are not defined by this document.

6 EFC Transaction Model

6.1 General

The EFC Transaction Model related to the EFC Application Interface for the DSRC comprises two phases,

the initialis

NOTE T
that have enf
application {
execution of

The transag
functions, a
(DSRC appli
EFC transac

6.2 Initia

6.2.1 Ove

This clause
initialisatio¥
The Initialid
exchanges, §

NOTE T
lists of applid

Ifthe OBE d
any informaj
then the OB]

|

cation layer functions) as defined in EN 12834/1SO 15628 (in 6.2) may also be used

specific inf1rmation that shall be included in-the BST and VST, respectively as shown in Figure 6.

(Ees not support any of-application(s) supported by the RSE, then the OBE should not exch

tiomr phraseanmd-the transactiom phase:

e purpose of the initialisation phase is to set up the communication between the RSEvand
ered the DSRC zone but have not yet established communication with the RSE, and'to notif
rocesses. It provides amongst others a multi-application switching mechanisai) allowin|
everal ITS applications (in parallel) at one RSE station.

tion phase can only be reached after completion of the initialisation phase. The
b defined in Clause 7, can be performed in the transaction phase. The-GET and SET ser

tion phase.
lisation Phase

rview

provides an overview of the functionality<ef, and the information exchanges in|
1 phase.

ation procedures, by means of beaconservice table (BST) and vehicle service table (
ire defined in EN 12834/1SO 15628.-6:2.2 and 6.2.3 below account for the EFC applic3

e OBE evaluates the received BST, and selects the applications that it wishes to perform out
ations supported by the RSE:

ion with the RSE. If the OBE supports at least one of the application(s) supported by the
E should inform the'RSE of which application it wishes to execute in its corresponding V|

OBEs
y the
g for

EFC
vices
n an

the

VST)
tion-

bf the

ange
RSE,
ST.

10

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=c09e94731ef772cac7b71ba7cfd3e967

ISO 14906:2018(E)

The
Ker

been
by th

6.2.2
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application Layer 7 Layer 7 application
I-Kernel T-Kernel I-Kernel T-Kernel /
Regis’:;g:gg:cation \INIT.rq(BST) / RegAppVehicle
\ T-APDU(INIT.rq(BST)) A

\ ~~
~a

L

N

\
~ BST

gy
A

\
™ |INITind(BST)
\ NotifyApplicatioh
/ \\Vehicle
T-APDUINITrs(VST) |
NotifyApplication

e RSE.

EFC application-specific contents of the BST

Figure 6 — Initialisation phase: BST - VST exchanges

[nitialisation service associated with the initialisation phase is only used by the I
1 (of EN 12834/1S0 15628);which in its turn is configured by the application(s) wishin
ations over a DSRC link. The Initialisation Kernels of the RSE and of the concerned OH
configured, accordingyto EN 12834/1SO 15628, prior to the invocation of the Initialisa

SE suppaorting EFC shall have configured its Initialisation Kernel to carry the following
ed specifically to the EFC application(s):

he application identifier (AID) shall be equal to 1 (i.e. the value assigned for EFC);

nitialisation
g to execute
E shall have
tion service

information

NOTE 1

the EFC application shall be qualified as a mandatory application;

EID shall not be transmitted in the BST related to the EFC application;

no Parameter shall be transmitted in the BST related to the EFC application.

AID equals to 14 identifies the multi-purpose payment context. In Japan, ISO 14906 specifies the

application interface for DSRC used for multi-purpose payment (when the Aid=14 is used in Japan, the EID and
parameter fields are defined through the BST).

© ISO 2018 - All rights reserved
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There shall be only one EFC application present in the BST (i.e. there shall be only one instance of AID=1
in the BST) regardless of whether the RSE supports more than one EFC-ContextMark (see also 6.2.3).

NOTE 2 The above is the EFC application-specific contents of the BST. The complete BST is defined in
EN 12834/1S0O 15628 and is given below for readability of this document:

BST :: = SEQUENCE{

rsu BeaconlID,

time Time,

profile Profile,

mandApplications ApplicationList,

nonmandApplications ApplicationList OPTIONAL,

profilelist SEQUENCE (STZE(0..127,...)) OF Profile

where

ApplicationList :: = SEQUENCE (SIZE (0..127,...)) OF SEQUENCE (
aid DSRCApplicationEntityID, -— A =1
eid Dsrc-EID OPTIONAL, -7, empty
parameter ApplicationContextMark OPTIONAL ~~./ empty

}

6.2.3 EF(|application-specific contents of the VST

Each EFC application and corresponding contract shall be associated with an EFC-ContextMark, as
defined belqw. An OBE may support several EFC applications.

NOTE1 Itfis outside the scope of this document to define in whi¢lrorder EFC-ContextMarks shall be presgnted
in order to indicate a user's order of preference, in case his OBE.supports several EFC applications. Such rulgs for
indicating the user's order of preference can be subject to agr€ements between operators.

An OBE supporting EFC shall have configured its Inifialisation Kernel to carry the following informption
related spedifically to the concerned EFC application:

— the AID|shall be equal to 1;

— the EID|value shall be logically ass@ciated with the corresponding EFC-ContextMark, containgd in
the Pargmeter, and shall be unigue-within the OBE throughout the complete DSRC session;

— the Parpmeter shall be of-Container CHOICE type OCTET STRING and shall comprise the [EFC-
ContextMark as defined-below, and may also be configured to carry additional EFC attributgs (as
defined|in Clause 8 andAnnex A).

EFC-ContextfMark ::= SEQUENCE {
ontract®Provider Provider,
TypeOf€ohtract OCTET STRING (SIZE(2)),
ontrextVersion INTEGER(0..127,..)

The extensibility of the ContextVersion should not be used. ContextVersion is coded as a single octet.

The EFC-ContextMark denotes a specific EFC context in the OBE, comprising the organization that
issued the contract, the type of contract and the context version. ContractProvider, TypeOfContract and
ContextVersion are further defined in Clause 8 as data elements of the Attribute EFC-ContextMark.

NOTE 2 The above is the EFC application-specific contents of the VST. The complete VST is defined in
EN 12834/1S0O 15628 and is given below for readability of this document:

VST:: = SEQUENCE {
fill BIT STRING (SIZE(4)),
profile Profile,
applications ApplicationList,
obeConfiguration ObeConfiguration

}

12 © ISO 2018 - All rights reserved
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where
ApplicationList = SEQUENCE (SIZE (0..127,...)) OF SEQUENCE ({
aid DSRCApplicationEntityID, -- AID =1
eid Dsrc-EID OPTIONAL, -- EID = e.g. 2
parameter ApplicationContextMark OPTIONAL -- EFC-ContextMark
-- plus any EFC Attribute
}
NOTE 3  Means to ensure backwards compatibility and co-existence:

EfcModule ASN.1 module, including a version number

[(
I

NOTH
appli

paraineter fields are defined through the BST).

NOTH
andt

The

and may indicate the status of the OBE's battery. This informatien may be used by the RSE

drivd

NOTH
on th
envir

signall this status to the driver.

Lic-ContextMark (incl. the ContextVersion), denoting the implementation version, provides a me
o-existence of different implementation versions by means of a look-up table and associatet
ransaction processing.

4  Aid equals to 14 identifies the Multi-purpose payment context. In Japan, SO 14906
Cation interface for DSRC used for multi-purpose payment (when the Aid=14 is used in Japan|
5 An EFC application provider retains the ultimate control of his seclirity domain, i.e. the

he associated security mechanisms to be used within his system.

Hata element obeStatus contained in the data element obeConfiguration shall alway

r (e.g. using the SET_MMI code “contact operator”). See.Annex A for details.

6  Retrofit DSRC OBE are mostly battery powered, and the battery usually has a lifetime thaf
e actual usage of the OBE (number of transactions'per day, activation of MM], etc.). In an
onment, the Toll Charger(s) can access the OBE vid the DSRC interface, check the status of th

ans to ensure
| appropriate

specifies the
the EID and

security level

5 be present
to notify the

is dependent
nteroperable
b battery and

6.3 | Transaction phase

After completion of the Initialisation'phase, the appropriate RSE application is informed (by means of
the Notify Application RSU service) of the EFC-ContextMark and associated EID. The RSE ghall use the
functions defined in Clause 7 to complete the EFC transaction.

The RSE may invoke any sequence of EFC functions to complete the EFC transaction, provided that they
are supported by the EFC{ContextMark. The OBE shall respond to the EFC functions invoked by the RSE,
and shall not initiate any/EFC functions (by usage of a request service primitive, see further Clause 7)
on it side.

EXANPLE Atransaction may consist of the following steps:

|

LET(EIR-ContractValidity, ContractVehicle, ReceiptServicePart, PaymentMeansBalance)

DEBIT(EID, DebitPaymentFee)

SET(EID, ReceiptServicePart)

Due to the construction of the EFC part of the VST, each EID identifies a certain EFC-ContextMark and
shall be used by the RSE as parameter of every function to unambiguously address data elements within
the context given by the EFC-ContextMark. More than one EID may be used in one session.

Both which attributes, that are to be implemented and the maximum number of instances of an
attribute, is defined at time of configuration of the OBE, and this is outside the scope of this document.
These implementation dependent aspects are referenced unambiguously by the EFC-ContextMark (for
each element present in the OBE) shown in Figure 7.
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[AtriD=1] [AtiD=2]| [AtriD=3] [AtriD=4| [AtrID=5] [AttrID=6]

[c====="" | —  reee——— -
| | 1] |
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: ! ! !
l f— | I
] ] : I
| ( | !
I | ] |
| ( 1 !
1 | | !
: ] | :
1 |
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1 0 L
1 |
EID=3 | | | }
! 1
1 |
. ) [
Same type Multiple Same type
and same instances but different
value for values
all EIDs
Figurle 7 — Context of attributes given by EFC-ContextMark and identified by the EID
NOTE1 This construction of contexts being identified by EIDs allows amongst others to implemen
following trapsactions:
— Booking|from two contracts in one transaction. There is sonietimes the need to book from two contra
one sessjon, e.g. when a customer has a contract with a reduced price (e.g.a commuter contract) for part
route bejng tolled, plus an ordinary (not reduced) contract for the rest of the route. This can be implem

by havin|

— Havinge
two Eler]
separate

o all data groups identical between two EIDs, except for the data group contract.

ither two instances of the data group Vehigele to accommodate a pulling vehicle plus a trailer, or h
hents containing same attribute one-fox'the pulling vehicle and one for the trailer (and probabl
Contract).

NOTE 2 Tﬂlis EFC transaction model andvassociated procedures allow for different levels of co-existenc
i

interoperabi

— Noagree

ty between operators:

ment between operators/- each operator has a completely separate application domain, i.e. the

no common data groups. Each-eperator uses the attributes associated with “his” EFC-Context Mark.

— Agreemg

shared,

all data groups ar€ shared, except for Payment - each operator books from an account issued by himselff.

ut not Contract. Different security measures (algorithms) are used by the two operators (or m

nt to share sonte,data groups, but not others, e.g. the data groups Vehicle, Receipt and Payme{t are

— Agreemg¢nt between operators (Toll Chargers and ETS Provider): each Toll Charger has the possibil
select onlythe attributes needed for a given toll context (principle of “Pick what you need”) amongst con
Data Grdup

t the

cts in
pf the
bnted

aving
y also

e and

[e are

re or,

ty to
nmon

7 EFC functions

7.1 Overview and general concepts

7.1.1 EFC

functions and service primitives

This clause describes the EFC functions invoked by T-ASDUs exchanged between peer applications
communicating via a DSRC link. The T-ASDUs are exchanged by means of service primitives of the DSRC

14
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Application Layer (EN 12834/1SO 15628). Exchanges of service primitives (and the corresponding
T-ASDUs) associated with EFC functions adhere to the following basic pattern:

— xxx.rq (request) service primitive invoked by the RSE application to DSRC Application Layer;

— xxx.ind (indication) service primitive issued by the DSRC Application Layer to the OBE application;
— xxx.rs (response) service primitive invoked by the OBE application to DSRC Application Layer;

— xxx.cf (confirmation) service primitive issued by the DSRC Application Layer to RSE application.

The last two steps are either mandatory or optional, depending on the nature of the service primitive
and ¢n the setting of the Mode parameter (se€ 6.2.41n EN 128347150 15628, 6.2.4:2013],

The |ogical sequence of a successful service primitives exchange (for Mode = TRUE]\is illustrated in
Figure 8 below. Service primitives that occur earlier in time, and are connected by dotted lines in the
figurle, are the logical antecedents of subsequent service primitives.

RSE OBE
AP DSRC application layer DSRC application layer AP
XXX.rq
_________________ XXX.ind

Execution of invoked EFC function

XXX.rs

e

XXt | cmmmmmmRm T T T

Figure 8 — Logical sequencing of service primitive exchanges

For the purposes of this document, the DSRC link is seen as completely transparent, i.e. in|the absence
of exceptions the XXX.ind is identical in content and meaning to the XXX.rq, and the XXX.cf is identical
in coptent and meaning to the XXX.rs. For the purpose of conciseness there will be:

— Ine description forgeguest, i.e. XXX.rq, covering both request and indication service prjimitives;

ne descriptionforresponse,i.e. XXX.rs, covering both response and confirmation servicg primitives.

The format and\the parameters of the service primitives of the DSRC application layer arfe defined in
EN 1p834/1S0.,15628, 6.2.2:2013 (T Kernel Services).

7.1.2 ~.Overview of EFC functions

This subclause provides an overview of the EFC functions as shown in Table 1 (based on the ACTION
service primitive of EN 12834/ISO 15628) that are defined in 7Z.2. Each EFC function comprises a pair of
service primitives, a request and its associated response service primitive, which are accounted for in 7.2.

© IS0 2018 - All rights reserved 15
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Table 1 — Overview of EFC functions

Function name Action| Action parameter | Response parameter Remarks
type
GET_STAMPED 0 GetStampedRq GetStampedRs retrieves data with an authen-
ticator from the OBE
SET_STAMPED 1 SetStampedRq OCTET STRING sets data in the OBE, which
generates an authenticator
GET_SECURE 2 OCTET STRING OCTET STRING gets data securely from the
OBE
SET_SECURE 3 OCTET-STRING OCTET-STRING sets-data-securely-inthe-OBE
GET_INSTAthE 4 GetlnstanceRq GetlnstanceRs retrieves a number ofjenityies
out of an attribute's multiple
instances
SET_INSTANCE 5 SetInstanceRq n.a sets one entryat a specifig¢d
position in apn-attribute's mul-
tiple instances
GET_NONCH 6 n.a OCTET STRING retrieves a nonce - typicallly
used\against replay attacKs
SET_NONCE 7 OCTET STRING n.a. sets a nonce - typically used
against replay attacks
TRANSFER_CHANNEL 8 ChannelRq ChannelRs sets and/or retrieves data
from the addressed OBE cpm-
ponent (e.g. an ICC)
COoPY 9 CopyRq n.a copies data from a source [EID
to a destination EID
SET_MMI 10 |SetMMIRq n.d invokes an MMI function (e.g.
signal Ok via buzzer)
SUBTRACT 11 |SubRq n.a subtracts the given value fo
the addressed value
ADD 12 |AddRq n.a adds the given value to th¢ ad-
dressed value
DEBIT 13 |DebitRq DebitRs debits purse
CREDIT 14  |CreditRq CreditRs credits purse
ECHO 15 |QCTET STRING OCTET STRING OBE echoes received data
The GET and SET services{DSRC application layer functions) as defined in EN 12834/1S0 15628 (ir} 6.2)
may also befused in an EFG-transaction phase.
NOTE GET is used\to retrieve (i.e. read) value(s) of the addressed attribute(s), a reply is always expgcted.

SET is used t

set (i:exwrite) value(s) of the addressed attribute(s).

dli f ltinle inst
7.1.3 Ha Ing ofmultinle instanees

T IO TAaITceY

For the purpose of description, the number of instances is denoted by n. In general the EFC functions
operating on multiple instances of OBE Attributes can be divided into the following groups:

— GET, GET_STAMPED: These functions shall always access the last instance (i.e. instance at position
0). If no instance is available, the result is undefined but may lead to the return of an error code.

— GET_INSTANCE: This function carries parameters N1 and N2, both = 0. It shall return the following:

— if N2<N1, or N1>n, then the empty list;

— if N2 >= N1 then the values of the instances numbered N1, N1+1, ... up to and including min(N2, n).

16
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The case that zero instances are returned is permissible. In this case the response carries an empty list.

— SET, SET_STAMPED: These functions shall always set the value of instance at position 0. In addition,
the previous instance number p (where p is an integer between 0 and Nya2x—1) shall become instance
number p+1, and instance number Ny x shall no longer be available.

NOTE 1

NOTE 2

the old value of the single instance.

A cyclic buffer is as acceptable as a dynamic memory allocation scheme.

The description above also covers the common case for N3¢ =1. In this case itleads to overwriting

— SET_INSTANCE: This function carries a parameter N 20, and a value for the addressed attribute. It

q

EXAN

PLE 1

hall always set the value of instance number N.

Behaviour for a static memory allocation scheme - a cyclic buffer.

Assume Npax = 3. Table 2 shows the effects of a certain sequence of functions.

Table 2 — Behaviour for a static memory allocation scheme

Buffer content Instance position
Function N 0 1 2 Result

GET 3 X X X returns X
GET]INSTANCE(1,0) 3 X X X returns empty list

SET [A) 3 A X X

GET 3 A X X returns value A

SET(B) 3 B A X

GET 3 B A X returns value B
GETJINSTANCE(0,7) 3 B A X returns list (B,A,X)

SET(C) 3 C B A

GET 3 C B A returns value C
GETJINSTANCE(1,2) 3 C B A returns list (B, A)

SET(D) 3 D C B value A is no longer afailable
SETJINSTANCE(1,E) 3 D E B value C is no longer ayailable
EXANPLE 2  Behaviourfora dynamic memory allocation scheme.
Assume Npax = 3. Let,n’= 0 initially. Table 3 shows the effects of a certain sequence of functjons.

Table 3 — Behaviour for a dynamic memory allocation scheme

Buffer content Instance position

Function N 0 1 2 Result
GET 0 undefined (implementation dependent)
GET_INSTANCE(1,0) 0 returns empty list
SET (A) 1 A
GET 1 A returns value A
SET(B) 2 B A
GET 2 B A returns value B
GET_INSTANCE(0,6) 2 B A returns list (B, A)
SET(C) 3 C B A
GET 3 C B A returns value C

© ISO 2018 - All rights reserved
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Table 3 (continued)

Buffer content Instance position
Function N 0 1 2 Result
GET_INSTANCE(1,2) 3 C B A returns list (B, A)
SET(D) 3 D C B value A is no longer available
SET_INSTANCE(1,E) 3 D E B value C is no longer available

7.1.4 Security

7.1.4.1 Ge¢neral

Security is [an essential part of EFC applications. The actual mechanisms used by an‘applic
provider ar¢ outside the scope of this document. It is generally recognised that securjtyrmechan
involve marly parameters, e.g. encryption algorithm and keys (if the security mechanisi'is encry
based), hash function, key length, padding method, redundancy data etc. It is assurhed that the

application
information
The OBE, in

In this docy
security me
It includes f

fommunicating parties know everything they need, either by implementation or by der
from the VST. This information should suffice for the RSE to detesmine how to pro
general, supports only a limited number of security mechanisms,

chanisms to be specified unambiguously at the discrétion of the application proxy
he Access Credentials defined in EN 12834/ISO 15628. In addition, security values

authenticat¢rs, will often be needed for additional protection:This document describes sec

mechanismj

The security
outside the

NOTE IS

7.1.4.2 Uj

for Access Credentials and authenticators, based.eén DES and AES primitives.

' mechanisms to be applied and the exact role®of Access Credentials and Authenticaton
scope of this document.

0/ TS 17574 provides guidelines for preparation and evaluation of appropriate security measu

e of access credentials and authenticators

Access Credentials and Authenticatorstare defined as being of ASN.1 type OCTET STRING. This

pertains to
as specified

he ASN.1 syntax; the semantics are implicit in the context given by the EFC-Context
in the VST, and as selected by the EID.

Access Credentials shall be used’to manage access to attributes. Different access conditions can 3

for different
conditions.
access to sel

EXAMPLE
ContractSeri

attributes, andyif so, different access credentials should be associated with these a
Access credéntials are used in transactions, in order to protect against non-autho
hsitive useridata and against (commercial) use of the OBU by non-authorised RSE.

The-VehicleDimensions EFC attribute may be associated with no access conditions whil{
hINGmber and ContractValidity EFC attributes may be subject to access conditions (e.g. reqy

htion
isms
btion

EFC
iving
reed.

ment for calculation of Access Credentials using DES, a framework is defined permitting

rider.
like
urity

S are

res.

only
Mark

Apply
CCcess
rised

t the
liring

the correct p

hssword to be presented).

Authenticators shall primarily pertain to values, and prove the source and/or the integrity of the data
unit and protect against forgery. Authenticators are used in cryptography related EFC functions such
as GET_STAMPED and SET_STAMPED. Authenticators can be transmitted from the RSE to the OBE, as
Access Credentials in order to prove the authenticity of the RSE, or from the OBE to the RSE to prove the
source and/or integrity of the data unit.

7.1.4.3 Principle of Access Credentials

The principle of access control to the OBU information is shown in Figure 9. When an OBU, having
entered the communication zone, responds to a polling message (BST) from the RSE, it returns a VST
that for each available Contract contains information about an Access Credential Reference (AC_CR-
KeyReference) and a random number (RndOBE). Access Credential Reference contains the diversifier
and a reference to a secret master key (MAcK) that shall be used for the computation of the secret key
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(AcK). This key shall be used for the computation of the Access Credentials (AC_CR) using the RndOBU
number as input. The RSE returns the access credential calculated and the OBU compares the access
credential with its own calculation. In case they are equal, the OBU accepts the RSE as a genuine RSE
and reading data from the OBU is allowed.

RSE Access credential reference OB U

and a random number

<+

| I:C;CR Request for reading OBU A(i_clRt'
calculation : : calculation
data including the AC_CR R
Response to request for &g TC.:R .
reading OBU data velification
- PW_\ 1|
(
Figure 9 — Principle of access control to the OBU data
Parameters needed (AC_CR-KeyReference and RndOBE) shall beiincluded in the VST| application
parameter. The encoding of the EFC-ContextMark and the security parameters into OCTE[ STRING is
done{with an ASN.1 data type defintion equivalent to:
AppljcationContextMark ::= SEQUENCE {
EfcContextMark EFC-ContextMark,
pc-cr-keyReference EfcContainer (WITH COMPONENTS {octetstring PRESENT}),
ndOBE EfcContainer (WITH (ZOMPONENTS {octetstring PRESENT})
}
The pize of the RndOBU may vary with’the requirements of the Access credential method and the
application.
7.1.4.4 Access Credentials with DES
If the OBU supports calculation of Access Credentials for protection of user related datajon the OBU
basefl on DES, these caleulations shall be performed according to F.3
The §ecurity related data elements listed in Table 4, shall be implemented in the OBU.
Table 4 — OBU security related data for handling of Access Credentials
Name Length Remarks
(in octets)

AccessKey 8 Private.

AC_CR 4 Access credentials calculated by the RSE and the OBU
using RndOBU and the Access Key AC_CRKey.

AC_CR-KeyReference 2 Reference to the key generation and the Diversifier for
the computation of AC_CRKey.

RndOBU 4 Random number (nonce) used together with AccessKey
(referenced through AC_CR-KeyReference) to calculate
the Access credentials.
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7.1.4.5 Access Credentials with AES

If the OBU supports calculation of Access Credentials for protection of user related data on the OBU
based on AES, these calculations shall be performed according to H.3.

The security related data elements listed in Table 5, shall be implemented in the OBU.

Table 5 — Overview of the OBU security related data

Name Length Remarks
(in octets)

AccegsKey 16 Private.

AC_CR 8 Access credentials calculated by the RSE and the
OBU using RndOBU and the Access Key AC_CRKey:

AC_CR-KeyReference 2 Reference to the key generation and the Diversifier
for the computation of AC_CRKey.

Rnd(QBU 8 Random number (nonce) used together with Access-
Key (referenced through AC_CR-KeyReference) to
calculate the Access credentials.

7.1.4.6 Authenticator with DES

The security related data elements listed in Table 6, shall be implemented in the OBU:

Table 6 — Overview of the OBU security'related DES data

Name Length Remarks
(in octets)

AuthenticatjonKey1 8 Private

AuthenticatjonKey?2 8 Private

AuthenticationKey3 8 Private

AuthenticationKey4 8 Private

AuthenticationKey5 8 Private

AuthenticationKey6 8 Private

AuthenticationKey7 8 Private

AuthenticationKey8 8 Private

KeyRef 1 Reference to AuKey used for the computation of the Ay-
thenticators, e.g. Toll Service Provider and Toll Chargejr
Authenticators. The Toll Service Provider decides whi¢gh
keys are shared with (MoU) Toll chargers (referenced
through AuKey_Op), and which are only known by himself
(referenced through AuKey_Iss)

RndRSE 4 Random number, containing SessionTime, from RSE used
for the computation of Authenticator.

If the OBU supports calculation of an Authenticator (i.e. support the GET_STAMPED function operating
on one attribute list considering that the response shall fit into one Layer 2 frame) to validate data
integrity and origin of the application data, these calculations shall be performed according to F.2.

7.1.4.7 Authenticator with AES

The security related data elements listed in Table 7, shall be implemented in the OBU:

20

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=c09e94731ef772cac7b71ba7cfd3e967

ISO 14906:2018(E)

Table 7 — Overview of the OBU security related AES data

Name Length Remarks

(in octets)

If the
on o
integ

7.2

7.2.%

In th
funcf
6.2.2
EFC

applications or hayve the same meaning for all functions.

The
spec

The

AuthenticationKey1 16 Private

AuthenticationKey?2 16 Private

AuthenticationKey3 16 Private

AuthenticationKey4 16 Private

AuthenticationKey5 16 Private

AUTNENUTAtIONKEY6 16 Private

AuthenticationKey7 16 Private

AuthenticationKey8 16 Private

KeyRef 1 Reference to AuKey used for the contputation of the
Authenticators, e.g. Toll Service Rrevider and Tqll
Charger Authenticators. The Toll Service Provider
decides which keys are shaned,with (MoU) Toll
chargers (referenced through AuKey_Op), and which
are only known by himself (referenced through
AuKey _Iss).

RndRSE 8 Random numberfrom RSE used for the computption
of Authenticator:

RndOBU?2 8 Random number (nonce) used together with Attrib-
uteList and'RndRSE to calculate the Authenticator.

OBU supports calculation of an Authenticator(ive. support the GET_STAMPED functiq
he attribute list considering that the response shall fit into one Layer 2 frame) to vj
rity and origin of the application data, these calculations shall be performed according

EFC functions

General

is Clause, the EFC functions are specified in detail. The format and the parameters
ions shall adhere to~the Action service primitives of the DSRC application layer a
(Transfer KernelcServices) in EN 12834/ISO 15628. Not all parameters associat
functions are acceunted for in this clause, as they are either not specifically needed

Return Coedes (RET) are explicitly specified whenever additional precision is needed
fications.given in EN 12834/1S0 15628, 6.2.4:2013.

ASN ‘type specifications of the ActionParameters and ResponseParameters are pro

normatize Annex A

n operating
alidate data
b to H.2.

of the EFC
5 defined in
bd with the
for the EFC

n top of the

vided in the

7.2.2 GET_STAMPED

GET_STAMPED is used to retrieve the value(s) of the addressed attribute(s), with an authenticator
appended to the retrieved data. The authenticator generation involves transformations (notably
encryption) that may include a nonce value (e.g. a random number or a sequence number).

© ISO

2018 - All rights reserved
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Table 8 — GET_STAMPED.request

Parameter name ASN.1 type Value | Remark/Constraints
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127,...) 0
AccessCredentials OCTET STRING optional use
ActionParameter GetStampedRq ::= SEQUENCE { always to be present
attributeldList AttributeldList,
nonce OCTET STRING,
keyRef INTEGER(0..255)
1
J
Mode BOOLEAN TRUE

GET_STAMPED.request shall request the retrieval of the value(s) of the attributes addressed by the
ist, with an authenticator given in the response. A response shall always-be expécted
(Mode = TRUE). The parameter keyRef shall contain a reference to the key to be usedfop the calculption
of the authepticator in the response. See Table 8.

attributeldl

NOTE1 The AccessCredentials are only needed if the data attributes addressed by EID and attribute]dList
require auth¢ntication of the RSE.
Table 9 — GET_STAMPED.respons¢
Parameter name ASN.1 type Value Remark/Con-

straints

ResponsePafameter

GetStampedRs ::= SEQUENCE {

always to be pre-

attributeList AttributeList, sent when Refurn
authenticator = OCTET STRING Code is preseint
} and its value is 0
Return Codg (Ret) ReturnStatus optional use

GET_STAMP]
attributeLis
over the ret
of the GET_§
nonce of no

'D.response shall carry the retrieved value(s) of the addressed attribute(s) in

the

t, as the result of the corresponding GET_STAMPED.request command. An authentifator
rieved values shall be carried in the authenticator parameter, with the keyRef parameter
bTAMPED.request being iised as a reference to the (cryptographic) key to be used. When a

-zero length is given in\the request, the nonce value shall be included in the cryptogr

transformatfion. See Table 9.

NOTE 2

authenticate the OBE EFC application.

7.2.3 SET_ STAMPED

SET_STAMPED"is* used to set the value(s) of the addressed attribute(s), with the OBE retuj

iphic

GET_STAMPED canb@used with an empty attributeldList to request an authenticator from the QBE to

ning

an authenticator as a proof that the data has been set. The authenticator generation invplves

transformations (notably encryption) which may include a nonce value (e.g. a random number or a
sequence number).

22
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Table 10 — SET_STAMPED.request

Parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127,...) 1
AccessCredentials OCTET STRING optional use
ActionParameter SetStampedRq ::= SEQUENCE { always to be present
attributeList AttributelList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
ModE BOOLEAN TRUE

SET STAMPED.request shall request the setting of the value(s) of the attributes.-addrefsed by the
attriputeList, with an authenticator given in the response. A response shall always:be expected (Mode
= TRUE). See Table 10.

Table 11 — SET_STAMPED.response

parameter name ASN.1 type Value | Remark/Lonstraints
ResponseParameter OCTET STRING always to pe present
Retyrn Code (Ret) ReturnStatus optional upe

SET STAMPED.response shall carry an authenticator as the.response parameter (being off ASN.1 type
OCTET STRING) to the corresponding request to convey that the data in the attribute list of the request
have|been set. The authenticator shall be calculated ovér the values given in the request attributeList,
with|the keyRef parameter of the request being used as a reference to the (cryptographic) key to be
used} When a nonce of non-zero length is given in the request, the nonce value shall be indluded in the
crypfographic transformation. See Table 11.

7.2.4 GET_SECURE
GET|SECURE is used to retrieve the’/value(s) of attribute(s) subject to security measyres defined

impl_ citly by the context identification set in the initialisation phase. These measures may|involve any
kind|of transformations (notallyyencryption).

Table 12 — GET_SECURE.request

parameter name ASN.1 type Value Remark/Consfraints
Element Identified EID Dsrc-EID
ActipnType INTEGER(0..127,...) 2
AccdssCredentials OCTET STRING optional use
ActipnParameter OCTET STRING always to be present
Mode BOOLEAN TRUE

GET SECURE.request shall request the retrieval of attributes subject to security measures implicit in
the context set in the VST, amongst others by explicit reference given in the action parameter. The
ActionParameter (being of ASN.1 type OCTET STRING) shall carry the Attributelds of the requested
attributes plus any information (nonce, key reference) required by the algorithm providing the security
measures. A reply is always expected (Mode = TRUE). See Table 12.

NOTE1 The accessCredentials are only needed if the data attributes addressed by EID and AttributeldList
require them.

NOTE 2  The interpretation of the actionParameter is defined by the security mechanism in effect, which is

implicit in the context identification in the initialisation phase. The parameter includes an AttrIDList (possibly
encrypted), and it can, e.g. also contain an authenticator for non-repudiation purposes.
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Table 13 — GET_SECURE.response

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter OCTET STRING always to be present when
Return Code is present and
its value is 0
Return Code (Ret) ReturnStatus optional use

GET_SECURE.response shall carry as the responseParameter (being of ASN.1 type OCTET STRING) to the
corresponding request the requested value(s) of the addressed attribute(s) in the form (e.g. encrypted)
implicitly defined in the context set in the VST, amongst others by explicit reference given in the action

parameter. $ee Table 13.

NOTE 3
The parame
contain, e.g.,

7.2.5 SET

SET SECUR
by the cont
transformat

The interpretation of the responseParameter is defined by the security mechanism that'is)in ¢
er includes an (possibly encrypted, or otherwise transformed) AttributeList. It gan'in addlition

hn authenticator for non-repudiation purposes.

| SECURE

E is used to set the value(s) of attribute(s) subject to security measures defined impl
bxt identification set in the initialisation phase. These measures may involve any ki
ions and additions (e.g. checking of authenticators).

Table 14 — SET_SECURE.request

ffect.

icitly
nd of

param

bter name ASN.1 type Value

Remark/Constraints

Element Identifier EID

Dsrc-EID

ActionType

INTEGER(0..127,..)

AccessCredd

ntials OCTET STRING optional use

ActionParan

heter OCTET STRING always to be present

Mode

BOOLEAN

SET _SECURH
the context
ActionParar
information|
measures. S
be expected

NOTE 1
is implicit in
encrypted), 4

The interpretation of the ActionParameter is defined by the security mechanism in effect, ¥

.request shall request the setting of attributes subject to security measures impli
set in the VST, amongst ethers by explicit reference given in the action parameter
heter (being of ASN.1 type’ OCTET STRING) shall carry the attributes to be set plug
(authenticator, nonge; Key reference) required by the algorithm providing the sec
E'T _SECURE.request.ean be used in confirmed or non-confirmed mode; a reply shall al
in the former case.'See Table 14.

the context\identification in the initialisation phase. The parameter includes a attrList (po
nd it may.e‘g. also contain an authenticator for non-repudiation purposes.

Cit in
The
any
urity
ways

vhich
5sibly

Table 15 — SET_SECURE.response

Param

eter name ASN.1 type Value

Remark/Constraints

ResponseParameter

OCTET STRING optional use

Return Code (Ret)

ReturnStatus optional use

SET _SECURE.response shall, if used in the confirmed mode, carry as the ResponseParameter (being of
ASN.1 type OCTET STRING) the confirmation of the corresponding request. The confirmation shall be
in the form implicitly defined in the context set in the VST, amongst others by explicit reference given in
the action parameter. See Table 15.

NOTE 2  The interpretation of the ResponseParameter is entirely defined by the security mechanism that is in
effect, which is implicit in the context identification in the initialisation phase. It can, e.g. be empty or contain an
authenticator to be used for non-repudiation of receipt.
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GET_INSTANCE is used to retrieve a number of values from multiple instances of the addressed
attributes (see 7.1.3 for the handling of multiple instances).

Table 16 — GET_INSTANCE.request

parameter name ASN.1 type Value Remark/Con-
straints
Element Identifier EID |Dsrc-EID
ActionType INTEGER(0.127,..) 4 ,
AccdssCredentials OCTET STRING optiona|l use
ActipnParameter GetInstanceRq ::= SEQUENCE { always fo be present
posOfFirstinstance INTEGER(0..255),
posOfLastInstance INTEGER(0..255),
attributeldList AttributeldList}
Modp BOOLEAN TRUE

GET [[INSTANCE.request shall request the retrieval of a number of instances of the value(s) of the

addressed attribute(s). The ActionParameter contains the positionof the first instance

hnd the last

instgnce of the instances of the specified attribute(s) to be retrieved. GET_INSTANCE.request can only
be uged in confirmed mode; a reply shall always be expected,See’Table 16.

Table 17 — GET_INSTANEE.response

pdarameter name

ASN.1 type

Value

Remgrk/Con-
straints

ResponseParameter

GetlnstanceRs ::= SEQUENCE\(0..127,...) OF

always tq be present

SEQUENCE { when Retjurn Code is
attributeld INTEGER(0..127,..), present apd its value
attributeValues Container::=OCTET STRING } } is0

Return Code (Ret) ReturnStatus optional §ise

GET INSTANCE.response shall, aS:response to the corresponding request, contain all avai|lable values
of the requested attributes, starting from the value at the first position (posOfFirstinstange) up to the

valug
fore
the
the p

7.2.7
SET

hch requested attributé in turn contain first the attribute Id of the requested attribute
alues of the attribute. The value(s) of an attribute at the first position shall be transfed
arameter attributeValues. See Table 17.

SET.INSTANCE

| INSTANCE is used to set the value of a specified entry from multiple instances of th|

attri

e at the last position (pesOfLastinstance), as asked for in the request. The ResponseParameter shall

followed by
rred first in

e addressed

biite (see 7.1.3 for the handling of multiple instances).

Table 18 — SET_INSTANCE.request

Parameter name ASN.1 type Value Remark/Con-
straints
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127,...) 5
AccessCredentials OCTET STRING optional use
ActionParameter SetInstanceRq ::= SEQUENCE { always to be present
posOfinstance INTEGER(0..255),
attribute Attr }
Mode BOOLEAN
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SET _INSTANCE.request shall request the replacement of a selected instance of the addressed attribute.
The ActionParameter contains the value (posOfInstance) attempted to be replaced and the attribute Id.
SET_INSTANCE.request can be used in confirmed or non-confirmed mode (i.e. Mode equal to TRUE or
FALSE, respectively); a reply shall always be expected in the former case. See Table 18.

Table 19 — SET_INSTANCE.response

Parameter name

ASN.1 type

Value

Remark/Con-
straints

ResponseParameter

None

Return Code

RaoturnStatic

(Rat)
et

ontionalusa
pHehatt

SET_INSTANCE.response shall explicitly convey the result of the corresponding SET_INSTANCE:xequ
the addressed value could not be replaced, the Return Code shall indicate a failure. See Table 19.

7.2.8 GET

GET_NONCH
time stamp)
The retrievg

been succespfully completed within the same session.

EXAMPLE

computing the applicable access credentials (e.g. an authenticator). The resulting data can subsequent
included as afcess credentials in another request command.

Guaranteeir]
numbers af

_NONCE

is used by the RSE to obtain a nonce value (e.g. a random number, a sequencing numbe
to be used for guaranteeing a unique relationship between a numbeér of related data if
d value shall remain “active” throughout the session or until a néw GET_NONCE servic

GET_NONCE can be used to get a challenge value, which4s tised as an input parameter

g uniqueness implies certain requirements on<the value to be produced, e.g. sequet
d random numbers should have a sufficiently large period, time stamps should

est. If

I or a
ems.
e has

when
ly be

ncing
have

sufficiently high resolution. In addition, random numbers’'may have to be generated by a cryptographic
algorithm t¢ be “unpredictable” enough. These additional requirements are outside the scope of this
document.
Table 20 GET_NONCE.request
Parameter name ASN.1 type Value Remark/Constraint$

Element Identifier EID Dsrc-EID

ActionType INTEGER(0..127,...) 6

AccessCreddntials OC€TET STRING Not to be used
ActionParameter n.a. Not to be used

Mode BOOLEAN TRUE

GET NONCElrequest:shall request the retrieval of a value to be used for guaranteeing a umnique

relationship

between a number of related data items. GET_NONCE.request shall always be us

confirmed nf

bd in

n0de; a reply shall always be expected. See Table 20.

Table 21 — GET_NONCE.response

Parameter name

ASN.1 type

Value

Remark/Constraints

ResponseParameter

OCTET STRING

always to be present when
Return Code is present and
its value is 0

Return Code (Ret)

ReturnStatus

optional use

GET_NONCE.response shall, as response to the corresponding request, carry as the ResponseParameter
(being of ASN.1 type OCTET STRING) a value to be used for guaranteeing a unique relationship between
a number of related data items. The retrieved value shall remain "active” throughout the session or
until a new GET_NONCE service has been successfully completed within the same session. See Table 21.
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When the GET _NONCE.request is not supported by the OBE EFC application, then the Return Code shall
indicate complexityLimitation, and ResponseParameter shall be empty.

7.2.9 SET_NONCE

SET_NONCE is used by the RSE to present a value (e.g. a sequencing number, a random number or a time
stamp) to the OBE, to be used for guaranteeing a unique relationship between a number of related data
items. The set value remains "active” throughout the session or until a new SET_NONCE service has
been successfully completed within the same session.

Table 22 — SET NONCE request

parameter name ASN.1 type Value Remark/Conktraints
Elenjent Identifier EID Dsrc-EID
ActipnType INTEGER(0..127,...) 7
AccgssCredentials OCTET STRING n,a.
ActipnParameter OCTET STRING always to be pres¢nt
Modpg BOOLEAN

SET _NONCE.request shall request setting a nonce value to be used for'guaranteeing a uniquerelationship
between a number of related data items. The ActionParametef (being of ASN.1 type OCTET STRING)
shall|carry the nonce value. SET_NONCE.request can be used in confirmed or non-confirmgd mode (i.e.
Modg¢ equal to TRUE or FALSE, respectively); a reply shallsalways be expected in the former case. See
Tabl¢ 22.

Table 23 — SET<NONCE.response

parameter name ASN.1 type Value Remark/Constraints
ResgonseParameter n.a. n.a.
Retyrn Code (Ret) ReturnStatus optional use

SET_NONCE.response shall be issued. as a response to the corresponding request to convdy the result
of the request. A receiving peér-éentity supporting no nonce shall return a Return Codg indicating
Complexity Limitation. See Table 23.

7.2.10 TRANSFER_CHANNEL
TRANSFER_CHANNEL is used to send and/or retrieve data from a dedicated channel of the]OBE.

Table 24 — TRANSFER_CHANNEL.request

parameter name ASN.1 type Value Remark/Constraints
Elenjent/Identifier EID | Dsrc-EID 0
ActionType INTEGER(0..127,...) 8
AccessCredentials OCTET STRING not to be used
ActionParameter ChannelRq ::= SEQUENCE {
channelld Channelld,
apdu OCTET STRING }
Mode BOOLEAN

TRANSFER_CHANNEL.request shall request data transfer from and/or to a dedicated channel of the
OBE. The channel shall be addressed by the parameter channelled. Data to be transferred to the OBE
channel shall be contained in the parameter apdu in a format recognised by the addressed component.
In case no data is to be set to the OBE channel, the apdu can be empty. The direction(s) of transfer is
either implicitly given by the context of the addressed channel within the context given in the VST, or
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is to be conveyed as part of the parameter apdu in a format appropriate for the addressed channel. See

Table 24.

NOTE

TRANSFER_CHANNEL allows addressing of data residing in components of the OBE using a

transparent application layer protocol bridge. The command can, e.g. be used to address a serial interface, or an

electronic pu

rse that requires a protocol that is not covered by the DEBIT command.

Table 25 — TRANSFER_CHANNEL.response

parameter name

ASN.1 type Value

Remark/Constraints

ResponseParameter

ChannelRs ::= SEQUENCE {

channelld Channelld,
apdu OCTET STRING }

Return Codd

(Ret) ReturnStatus optional use

TRANSFER
a dedicated

format spec
apdu can be

7.2.11 COH

Copy is used

EXAMPLE 1

two operatoj
command. N
only known 4

EXAMPLE 2
a limited nun
event to the 4

CHANNEL.response shall carry the response to the requested data transfer\from and
channel of the OBE. The parameter channelled shall contain the channelld of the re

fic to the addressed component. In case no data is to be returned frem/the OBE channg
empty. See Table 25.

Y

When not implemented in the OBE itself, “sharing” of data attributes for common use bet]
s (between two different context addressed by twe.different EIDs) can be performed with 4
bte that operators can protect the data under “their” EID by requiring certain Access Crede
o parties they have an agreement with.

The RSE sets (i.e. writes) the last event.into the Receipt data group in the OBE, which only {
hber of events. The RSE invokes a copyn¢ommand requesting the OBE to copy the value of th
vent log of the ICC.

Table 26 — COPY.request

to copy the values of the addressed attribute(s) to anether EID (i.e. the destination 1d).

or to

uest.
Data requedted to be transferred from the OBE channel shall be contained in the parameter apd(jl ina

|, the

ween

copy
ntials

tores
e last

parametér name ASN.1 type Value Remark/Constraings
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127,...) 9
AccessCredgntials OCTRETSTRING optional use
ActionParameter GapyRq ::= SEQUENCE { always to be present
destinationEID INTEGER(0..127,...),
attributeldList AttributeldList }
Mode BOOLEAN

COPY.request shall request the copying of the value(s) of the addressed attribute(s) to the same
attribute(s) in a destination EID. COPY.request can be used in confirmed or unconfirmed mode; a reply
shall always be expected in the former case. See Table 26.

Table 27 — COPY.response

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter |n.a. n.a.
Return Code (Ret) ReturnStatus optional use

COPY.response shall be used to explicitly convey the result of the corresponding COPY.request command.
See Table 27.
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SET_MMI is used to perform device-independent MMI functions.

Table 28 — SET_MMI.request
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parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID |Dsrc-EID 0
ActionType INTEGER(0..127,...) 10
AccessCredentials OCTET STRING not to be used
ActipnParameter SetMMIRq := INTEGER { always to be present
ok (0),
nok (D,
contactOperator (2),
reservedForFutureCENUse (3-127),
reservedForPrivateUse (128-254),
noSignalling (255)
}(0..255)
Modp BOOLEAN
SET _MMI.request shall request to control the MMI in a device-independent way. The ActignParameter

shall

be ey

pected in the former case. See Table 28.

Table 29 — SET:MMI.response

contain the MMI function that is to be invoked, e.g. signalling of a successful operatic
successful EFC transaction), a non-successful operation or sigralling to contact the operato
low balance). SET_MMI.request can be used in confirmed or*hon-confirmed mode; a reply

n (such as a
r (e.g. due to
shall always

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter |n.a. n.a.
Retyrn Code (Ret) ReturnStatus optional use

SET.

comimand. If Mode was set to FRUE in the corresponding request and the operation was

exec

cominand then the Returm€ode shall take the appropriate value. See Table 29.

To rd
and ¥

7.2.%
SUB'

VIMI.response shall be used to explicitly convey the result of the corresponding SET_]

ited then the response(shall indicate no error. If an error occurred at an attempt to

tain compatibilitywith existing OBE, future OBE may accept SET_MMI with any valu
vith Containertype =0(dec). and 69(dec).

3 SUBTRACT

'RACTis used to subtract a given INTEGER value from another value of an INTEGER-ty

MIMI.request
successfully
execute the

e of the EID,

be attribute.

Table 30 — SUBTRACT.request

parameter name ASN.1 type Value | Remark/Constraints
Element Identifier EID |Dsrc-EID
ActionType INTEGER(0..127,...) 11
Access Credentials OCTET STRING optional use
ActionParameter SubRq ::= SEQUENCE { always to be present
attributeld = INTEGER(0..127,.),
value INTEGER }
Mode BOOLEAN
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SUBTRACT.request is used to request the subtraction of the value, as contained in the action parameter,
from the value of the addressed attribute. SUBTRACT.request can be used in confirmed or non-confirmed
mode; a reply shall always be expected in the former case. See Table 30.

Table 31 — SUBTRACT.response

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter |n.a.
Return Code (Ret) ReturnStatus optional use

SUBTRACTfW&MWM@&MWWACT
request comfmand. SUBTRACT.response shall be invoked upon completion of an attempt to executp the

correspondj

7.2.14 ADD

ADD is used|

ng SUBTRACT request command. See Table 31.

Table 32 — ADD.request

to add a given INTEGER value to another value of an INTEGER-type attribute.

paramejter name ASN.1 type Value | Remark/Constrajnts
Element Identifier EID Dsrc-EID
ActionType INTEGER(0..127,...) 12

Access Credentials OCTET STRING optional use
ActionParameter AddRq ::= SEQUENCE { always to be presert
attributeld = INTEGER(0..127).),
value INTEGER }
Mode BOOLEAN
ADD.request shall request the addition of the vallie, as contained in the action parameter, to the yalue
of the addressed attribute. ADD.request can berised in confirmed or non-confirmed mode; a reply|shall

always be e

The Access(

xpected in the former case. See' Table 32.

Table 33 — ADD.response

redentials protect the value against unauthorised modification.

parameter name ASN.1 type Value | Remark/Constrajints
ResponseParameter n.a:
Return Codg (Ret) ReturnStatus optional use

ADD.respons
command. 4

e ig a’response used to explicitly convey the result of the corresponding ADD.refuest
DD;response shall be invoked upon completion of an attempt to execute the corresponding

ADD.requestcommrarnd. See Tabte 33;

7.2.15

DEBIT

DEBIT is used to perform a debit on the attribute PaymentMeansBalance. The command contains
payment related data (a price) and optionally security related data. A (cryptographic) proof of payment
can be returned.

30
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Table 34 — DEBIT.request

parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID | Dsrc-EID unequal 0
ActionType INTEGER(0..127,...) 13
AccessCredentials OCTET STRING optional use
ActionParameter DebitRq ::= SEQUENCE { always to be present
debitPaymentFee
PaymentFee, PaymentFee
nonce OCTET STRING,
kauRaf INTECER(Q 2001
keyRef —  INTEGER {02553
Modp BOOLEAN TRUE
DEBIT.request shall request a debiting transaction to be performed,.-or the attribute
PaymentMeansBalance. DEBIT.request shall be used in confirmed mode; a_teply shall always be
expected. The parameter debitPaymentFee shall contain the price, including a currency and a
multjplicator, to be subtracted from the attribute PaymentMeansBalance, where PaymenftMeansUnit,

the u

incl
key
resp

nit of PaymentMeansBalance, shall be taken into account. Nonce shall contain a noncg

ed in the (cryptographic) calculation of the response authenticator or be empty. Th
ef shall contain a reference to the key to be used for the calculation of the authenti
bnse, if required. See Table 34.

Table 35 — DEBIT.response

b value to be
b parameter
cator in the

pa

rameter name ASN.1 type Value

Remark/Constraints

Resq

DebitRs ::= SEQUENCE {
debitResult
debitAuthenticator

onseParameter always to be pij
ResultFin,

OCTET STRING }

esent

Rety

rn Code (Ret) ReturnStatus optional use

DEB]|

comimand, in case the currencies of the debitPaymentFee parameter of the request and of t

Payn
from|
and
not {
succy

Depd
the 1|
debit

Whe

T.response shall contain the response to the corresponding request. On reception

nentMeansUnit in the OBE match, the OBE shall attempt to subtract the requested debit
the attribute PaymentMeansBalance, taking the multiplicators of the debitPaymentFe
pf the attribute PaymefitMeansUnit into account. In case of currency mismatch, th

pssful, currency notaccepted'. See Table 35.

nding on the <oiitext identified by the VST or implicitly given by the type of payn
response shall”either include a proof of payment in debitAuthenticator, or retur
Authenticator.

of a DEBIT
he attribute
PaymentFee
e parameter
e OBE shall

ubtract the amount given in debitPaymentFee, and shall return debitResult = 'Trajpsaction not

hent means,
h an empty

h anonce of non-zero length is given in the request, the nonce value shall be included in the

Cryp

fographic transformation performed to generate debitAuthenticator. If a nonce of z¢g

AR A iF o o an o v iend hyrtha cpgnt g Algarithny +h e +1

ro length is

giver
SET_

1f o nhic ANnancn givzain 1
at T a oUTNCCTIS TOqUIT OO Oy choC O y ptU ST ap T arg UT TUTT, co T coC TIOTICC TV O T oo

NONCE command of the session shall be used.

e'most recent

In case the attempt to debit failed, the parameter debitResult shall be set to the appropriate value.

7.2.16 CREDIT

CREDIT is used to perform a credit (refund) on the attribute PaymentMeansBalance. The command
contains payment related data (a refund) and optionally security related data. A (cryptographic) proof
can be returned.

© ISO

2018 - All rights reserved
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Table 36 — CREDIT.request

parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID | Dsrc-EID unequal 0
ActionType INTEGER(0..127,...) 14
AccessCredentials OCTET STRING optional use
ActionParameter CreditRq ::= SEQUENCE { always to be present
refund PaymentFee,
nonce OCTET STRING,
keyRef  INTEGER(0..255) }
Mode BUULEAN TRUE
CREDITreqyest shall request a refunding transaction to be performed on the(attrjbute
PaymentMepnsBalance. CREDIT.request shall be used in confirmed mode; a reply shall \always be
expected. The parameter refund shall contain the price, including a currency and.@ymultipli¢ator,
to be add¢d to the attribute PaymentMeansBalance, where PaymentMeansUnit, the unjt of

PaymentMe
in the (cryp
shall contaiy
required. Se

tographic) calculation of the response authenticator or be empty. The parameter ke
1 a reference to the key to be used for the calculation of the authenticator in the respon
e Table 36.

Table 37 — CREDIT.response

hnsBalance, shall be taken into account. Nonce shall contain a nonce value to be included

yRef
se, if

paramete

" name ASN.1 type Value Remark/Constra

nts

ResponsePa

Fameter |CreditRs ::= SEQUENCE {
creditResult ResultFin,

creditAuthenticator OCTET STRING }

always to be pres

ent

Return Codd

(Ret) ReturnStatus optional use

CREDIT.resp|
command,

PaymentMe
attribute P3
the attribut
amount give
not accepte

Depending
the respon;g
creditAuthe

When a no
cryptograp

!

pnse shall contain the response to the ‘corresponding request. On reception of a CR
n case the currencies of the réfund parameter of the request and of the attr
hnsUnit in the OBE match, the.OBE shall attempt to add the requested refund t
ymentMeansBalance, takingithe multiplicators of the debitPaymentFee parameter a
e PaymentMeansUnit into/account. In case of currency mismatch, the OBE shall not ad
n in debitPaymentFee, andshall return creditResult = "Transaction not successful, cury
I'. See Table 37.

bn the context identified by the VST or implicitly given by the type of payment m
e shall eithef _include a proof of refund in creditAuthenticator, or return an e
nticator.

ce of mon-zero length is given in the request, the nonce value shall be included i1
ic tramsformation performed to generate creditAuthenticator. If a nonce of zero leng

EDIT
bute

the
nd of
d the
ency

bans,
mpty

1 the
th is
pcent

given and if

pdonce is required by the cryptographic algorithm, then the nonce given in the mostr

SET_NONCE

| £41 H 1 111 |
CULIITIIAITIU U LIIT STOSS1UIL SlidIl DT USTU.

In case the attempt to credit failed, the parameter creditResult shall be set to the appropriate value.

7.2.17

ECHO

ECHO is used for dummy data (i.e. bitstream) being sent to, and returned by, the peer service user.
This service may be used for testing purposes and for localisation of the OBE during the passage of the
DSRC-EFC station.

32
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parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID Dsrc-EID 0
ActionType INTEGER(0..127,...) 15
AccessCredentials OCTET STRING not to be used
ActionParameter OCTET STRING Always to be present
Mode BOOLEAN

ECHO.request shall request dummy data (i.e. an octet string of variable length) to be sent to and returned

alwalys be expected in the former case. See Table 38.

e addressed ObE. ECHO.request can be used In confirmed or non-confirmed mode; 3

by tlTy

Table 39 — ECHO.response

h reply shall

parameter name ASN.1 type Value Remark/Cdnstraints
ResponseParameter OCTET STRING always to be pfesent when
Return Code id present and
its value is 0
Retyrn Code (Ret) ReturnStatus optional use
ECH(Q).response shall be used to return the data conveyed in ActionParameter, or the result, of the
corrg¢sponding ECHO.request command. See Table 39.

8 1

8.1

Withiin the context of EFC, the following ER€ Attributes in

to pH

EFC Attributes

General

rform an EFC transaction.

Table 4.0, or a subset thereof, shall

Table 40 — EFC Attributes

be available

AttributelD Attribute Length in Octet| Data Group
0 EFC-ContextMark 6 Contract
1 ContractSerialNumber 4
2 ContractValidity 6

35 ValidityOfContract 4

3 ContractVehicle Variable
4 ContractAuthenticator Variable
5 ReceiptServicePart 13 Receipt
6 SessionClass

7 ReceiptServiceSerialNumber

36 ReceiptFinancialPart 23

9 ReceiptContract 9

10 ReceiptOBUId Variable
11 ReceiptICC-Id Variable
12 ReceiptText Variable
13 ReceiptAuthenticator Variable
14 ReceiptDistance 3

33 ReceiptDatal 28

© ISO 2018 - All rights reserved
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Table 40 (continued)

AttributelD Attribute Length in Octet| Data Group
34 ReceiptData2 28
15 VehicleldentificationNumber Variable Vehicle
16 VehicleLicencePlateNumber Variable
17 VehicleClass 1
18 VehicleDimensions 3
19 VehicleAxles 2
20 VehicleWeighthimits 6
21 VehicleWeightLaden 2
22 VehicleSpecificCharacteristics 4
23 VehicleAuthenticator Variable
37 AxleWeightLimits 10
38 PassengerCapacity 2
39 Engine 4
40 SoundLevel 2
41 ExhaustEmissionValues 8
42 DieselEmissionValues 4
43 CO2EmissionValue 2
44 VehicleTotalDistance 4
45 TrailerLicencePlateNumber Variable
46 TrailerCharacteristics 5
55 VehicleCurrentMaxTrainWeight 2
24 EquipmentOBUId 5(1+4) Equipment
25 EquipmentICC-1d Variable
26 EquipmentStatus 2
27 DriverCharacteristics 2 Driver
47 ActualNumberOfPassengers 1
32 PaymentMeans 14 Payment
29 PaymentMeansBalance 3
30 PaymentMeansUnit 2
31 PaymentSecurityData Variable

48-53,60¢64" | ReservedForCCC
54 Reserved for LAC

EF,56—59,65-86 Reserved for future CEN use

[ p . :

87-127 Reserved for private use

In an OBE, any attribute or data element which is present shall be filled with '0's (binary) unless
otherwise explicitly differently defined.

Not every EFC attribute has to be present in any one implementation of this document in order to be
compliant except for the EFC ContextMark (in VST). A transaction can be made with a combination of
Public and Private Attributes.

NOTE1  Which EFC attributes are present and which are notis implementation dependent. The implementation
is identified by the context given in the EFC-ContextMark of the VST.

In the following tables, EFC Attributes are grouped into data group tables and specified in terms of:

— the name of a data attribute;

34 © ISO 2018 - All rights reserved
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— the names of the data elements forming the EFC Attribute - there are no optional data elements
within any one EFC attribute;

— the definition of the data element;
— the ASN.1 type;

— thelength in octets (PER coded);
— the value range;

— informative remarks, including references to other standards.

EFC [Attributes that describe similar aspects of EFC information are grouped intotdata groups.
The grouping has been made to facilitate readability and imply neither any relatiohs) with regard to
addressing nor to logical interdependence. The specification of the correspondingZ/ASN.Jl module is
provided in the normative Annex A.

8.2 | Data group CONTRACT

17

Tabl¢ 41 presents information associated with the service rights of the\user of a Toll service.
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8.3 Data group RECEIPT

Table 42 presents information associated to a specific session, including both financial and
operational data.
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8.4 Data group VEHICLE

Table 43 presents information pertaining to the vehicle (i.e. the pulling vehicle) and to the attached
trailer(s), if applicable. When more sets of vehicle characteristics are needed within the context of an
EID, e.g. to cater for several pulling vehicles with different characteristics associated to the OBE or the
presence of more than one trailer, then multiple instances of the pertinent EFC attributes shall be used.

Data pertaining to one specific vehicle or trailer and carried in separate attributes shall be
contained in the same instance number of those attributes (e.g. data for trailer 1 in Instance 0 of
TrailerLicencePLateNumber and TrailerCharacteristics and data for trailer 2 in instance 1 of the same
attributes).
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8.5 Data group EQUIPMENT

Table 44 presents information pertaining to the OBE.
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8.6 Data group DRIVER

Table 45 presents driver/user-related information (groups/individuals) used to calculate the tariff to
be applied. The tariff may depend on the characteristics of the driver, as for example a specific group of
drivers (category) or driving behaviour.
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8.7 Data group PAYMENT

Table 46 presents data associated with the payment transaction.

The following requirements have been taken into account for the definition of the payment attribute.

Various payment types should be supported:
— on-board account;
— central account;

— pre- and post-payment;

— purse/token-based payment;

— o¢pen payment system/'closed' payment system;
— 1o/zero payment;

— tefunding.

The EFC transaction can be divided into an EFC service transaction and an EFC payment

transaction

(for pxample, the visit in a restaurant also involves a service transaction (ordering angl serving of
mealls) and a payment transaction (cash, credit card)). The contidct provides the link between service

trangaction and payment transaction.

The EFC service provider may be independent of the paytment system operator/issuer. There may be
also (lifferent security domains. In order to accommodate open payment systems, the paymént attribute

may |be transmitted transparently (as OCTET STRING) from the OBE to the RSE. The Balg
curregncy may be accessed independently, in ordetnot to disclose the balance when only
needged to debit the right price.
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Annex A
(normative)

EFC data type specifications

The EFC data types and associated coding related to the EFC action parameters, response parameters
and attributes, described in Clauses 7 and 8, are defined using the Abstract Syntax Notation One

(ASN
IEC §

The {
and '

NOTH
EfcD{
#EFC

Tabld
verif]

.1) technique according to ISO/IEC 8824-1. The unaligned packed encoding rules aceoj]
825-2 shall be applied.

ictual ASN.1 module is contained in the attached files "IS014906(2018)EfcDsrcApplic
1S014906(2018)EfcDsrcGenericv7.asn", which can be directly imported in-a.compiler.

1  The above referenced files (i.e. “IS014906(2018)EfcDsrcApplicationv6iasn“ and “ISQ
rcGenericv7.asn“) are freely available for download via a hyperlink at wwiw.itsstandards.eu/

ding to ISO/

htionv6.asn"

14906(2018)
ndex.php/efc

standards and also at http://standards.iso.org/iso/14906/ed-3/en.

A.1 provides the SHA-256 cryptographic hash digests for the referenced files, offerin
y the integrity of the referenced files. The SHA-256 algorithnris specified in NIST 180-

Table A.1 — SHA-256 cryptographic hash digests

b a means to
.

File Name SHA-256 cryptographic hash digest

1S014

906(2018)EfcDsrcApplicationv6.asn 035AF844670B9105838851E6B3C7DCF72645695222CF47EC2D45845DD

B67B476

1S014

906(2018)EfcDsrcGenericv7.asn 9BE140C8036215E332C2C8448827E159EF4F9114B1F460376C3AFCD4A

36EE05

NOTH
the W

2 Be aware that pasting the text of the'file into one of the hash digest computation pages
eb may result in a non-matching hash digest due to changes in the underlying coding.

available on

© ISO
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Annex B
(informative)

CARDME transaction

B.1 General

Annex B prgvides an informative example of a transaction by specifying the CARDME transactio®’|First
a transaction overview is given in B.2. The transaction phases and the data exchanges are subsequpntly
defined in Bf3. Finally, the bit-level specification is accounted for in B.4.

B.2 Overyview

B.2.1 The four phases

B.2.1.1 Gdneral

When a user enters a manual tolling station, four phases can be.discerned. The electronic CARDME
transactionconsists of the same four phases, as shown in Table B.%

Table B.1 — CARDME's four transaction phases

Phase Icon Short description

»

Initialisation “Hello, welcome;where do you come from, how do you want to pay

Negotiatior{of the EFC contract to use.

Presentation “Please give me your payment details and your entry ticket”

The RSE reads OBE data (details on contract, account, vehicle classifi-
cation, last transaction, etc.).

Receipt “Here is your receipt”
The RSE writes an electronic receipt (which may also serve as an eptry
ticket).
Tracking “Thank you and good bye”
cl?)l;ic:l The RSE tracks the vehicle through the communication zone and eyen-
& tually closes the transaction.

Irrespective of EFC station type (passage in open system, entry or exit in closed system) the transaction
performed is always the same. Although the functionality of the different station types is quite different,
there is a single CARDME transaction, which is identical at all locations.

B.2.1.2 Initialisation — Say Hello
The Initialisation phase is illustrated in Figure B.1.

EFC beacons continually emit a signal in order to make contact to newly approaching vehicles. The data
in this periodic signal is called the Beacon Service Table (BST).
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As soon as a vehicle receives a BST, it answers with its Vehicle Service Table (VST). The VST contains a
list of all EFC-contracts present in the OBE.

Figure B.1 — Initialisation

Upon reception of the VST the RSE analyses its contents and decides whether it accepts one of the EFC
contracts presented by the OBE. In case the RSE accepts a contract, it knows exactly what to do from
then on. The RSE knows which organization has issued the contract, and hence, where to send the claim
and which transaction type is supported by the OBE. Although the RSE may have software available for
several different EFC applications (e.g. software routines for the local EFC application and the CARDME
application), only one piece of software executes at a time. The initialisation phase can be seen as a
switch where the RSE decides which path to follow. From the initialisation onwards, the RSE will (for a
certain OBE) address a single EFC contract only.

If however, the RSE cannot accept one of the EFC contracts presented by the OBE, the transaction will
be terminated. As no information regarding the identity of the user has been exchanged at this point,
the local exception handling procedures will be initiated.

© IS0 2018 - All rights reserved 59


https://standardsiso.com/api/?name=c09e94731ef772cac7b71ba7cfd3e967

ISO 14906:

2018(E)

An example of the information exchange in the initialisation phase - between a beacon at a French
tolling station and an OBE inside a Norwegian vehicle - is given in Table B.2 below.

Table B.2 — Initialisation phase — Information exchange

Road Side Equipment

On-Board Equipment

BST: “Hello, here is an EFC Station”

BST: “Hello, here is an EFC Station”

(A vehicle is approaching. OBE wakes up and replies)

VST: “Hello, I can offer the following EFC contracts and
transactions:”

1. Transaction type "AUTOPASS”
Central account with the Operator
“Oresundskonsortiet”

2. Transaction type “CARDME”
Central account with the Operatgr/{NorwegTrans

”

The roadsidg

According td

Transaction

TIS transact

thinking:

my tables, I have the following transac-

tions availahle and recognise the accounts with the
following opgrators:

Operator

on AREA
COFIROUTE
ESCOTA
SANEF

CARDME trgnsaction  AustroToll

BelgiaPay
NorwegTrans
PagaMadrid

recognise the second option offered by the OBE. Hen¢e,

When I compare my table with the VST, [ see that I
[ will from n‘Ew on use “CARDME/NorwegTrans®

B.2.1.3 Prlesentation - Read OBE Data

In order to know which tariff to@pply and which account to charge, the RSE requires some additfional
information| from the passing ©BE. The RSE obtains this information via “read commands” sent|over
the DSRC link shown in Table-B.3.

NOTE The RSE addresses only data from the contract that it has chosen to use in the preceding initialidation
phase (“CARDME/NorwegTrans” in our example).

60
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Table B.3 — Presentation phase — Information exchange

6:2018(E)

Road Side Equipment On-Board Equipment

“Please give me the following information about your
CARDME contract with NorwegTrans:

your payment means, including the personal
account number (with signature)

your previous receipts

your vehicle classification details”

Wwitn preasure, nere dre tne ddid you nave

payment means, with signature

my previous receipts (entry ticket)

my vehicle classjfication details”

I have added my signature to show that'my data are cor-
rect and that you can trust to receivéymoney:

sked for.

The RSE uses the retrieved data for the following purposes:

Payment means including the personal account numberi The account held at the i

LFC Operator to draw money from the account of a_local user or to claim money from

]

q

¢xactly one customer account held with a Contract Issuer in Europe. This information|
]

Issuer of a foreign user.

]
gtations, are read from the OBE memory.-(When an OBE passes an EFC station, a ne
yritten into the OBE memory. See alsothe explanation of the Receipt Phase in B.2.1.4 b

ho calculates the fee from the distance matrix entry-exit. The same thing happens el
bome systems also require-the last but one receipt to determine the fee. This is especi
hen there are alternative routes through the (motorway) network.

[n an open toll system; where one pays per passage of a bridge, a mountain pass or
motorway, reading the last receipt is of little use to the RSE. In CARDME it is done anyV
jo have the same)transaction everywhere, regardless of station type.

¢lass meastred at the tolling station. In other systems, vehicle class is determined fron
PBE,(the so called 'declared classification”). These OBE-declared vehicle-related data
here."The declared vehicle characteristics are sufficient for any RSE to determine t

Signature: The OBE adds several security-related data to the tolling data, here si
'Signature'. CARDME foresees several different such security data, and even an opti

bsuer of the

ontract is identified through the personal account number. The personal account number points to

enables the
he Contract

Previous receipts: Two receipts, associated with the two mostrecent passages through HFC CARDME

w Receipt is
elow).

In a classical manual closed tollingsyz$tem a user takes a ticket from an automatic tickef dispensing
machine when he enters the motorway. At the exit the user shows this ticket to the tollinig personnel,

ectronically.
hlly the case

a stretch of
vay, in order

ehicle classification details: In some systems, the applicable tariff is determined fronp the vehicle

n the data in
hre read out
e applicable

mply called
onal second

read-command for roaming users, in order cover all security needs. These security measures are
discussed in a separate chapter. In CARDME it is mandatory for OBEs to produce these security-

related data. It is important to note, however, that using the security data is optional

in the sense

that the roadside may simply ignore them. From a technical point of view, every operator is free to
decide which of the security data he wants to check, when and where he wants to check them, and

whether he wants to check them at all.

© ISO 2018 - All rights reserved

61


https://standardsiso.com/api/?name=c09e94731ef772cac7b71ba7cfd3e967

ISO 14906:2018(E)

B.2.1.4 Receipt — Write New OBE Data

In the previous phases the RSE has read all data that are required to charge the user (either directly
for local users or indirectly for roaming users, which are charged via their contract issuers) shown in
Table B.4.

The receipt phase is used to write all data to the OBE that are to be carried to the next tolling station
(“you can only read what you have written before”). It is also time to inform the user about the success

of the tolling transaction.

Table B.4 — Receipt phase — Information exchange

Road Side Equipment On-Board Equipment

“Please store|

Transad

Inform the uj

the following information in your memory:
tion receipt (entry ticket)

fer about the success of the transaction”

“I confirm. I have stored the ticket and I have give
user a signal”.

h the

The most in
systems it ig
system typq
direct infory
receipt infoq

It is recomr]
link as “Red
not the OBH
When writi
ReceiptData

The informg
passags
passags
passags
applied
used co

In addition,

messages:
information|

hportant data that have to be written into the OBE is the entry ticket. In closed t
essential that this information is carried from one tolling stdtion to the next. Also for
s it makes sense to give an electronic receipt. This receipt is not primarily intend
hation for the user since only very few OBEs have the capahility to display the rather con
mation. The receipt rather serves as a record of pastdtransactions in case a dispute aris

nended to store the two latest receipts in the OBE: These are transmitted over the
eiptDatal” and “ReceiptData2”. The RSE keeps track of what is old and what is new

in order to have a simple OBE design. The,RSE always reads and writes both recg
hg, the RSE writes the new receipt to ReceiptDatal and it copies the data just read y
1 (in the presentation phase) to ReceiptData2.

tion in the receipt or in the entry.ticket comprises:

data and time;

location (EFC operator,station number, lane number, station type);
result (OK/not OK,~xrong class, blacklisted, security error, etc.);
vehicle/tariff class;

htract.

the useriis informed about the transaction result. The OBE signals to the user one of {
DK% “not OK” and “Contact Operator”. Also in the Write-Phase there is security-re
ddded to the data.

lling
bther
bd as
hplex
es.

DSRC
and
bipts.
nder

hree
lated

B.2.1.5 Tr

acking and Closing — End the Transaction

At this stage in the transaction all tolling-related data exchange is completed. A failure of the

transaction

is no longer possible.

There are only some technical housekeeping tasks required, namely to track the vehicle through the
communication zone (mainly required in free-flow installations with video-enforcement) and/or to

formally clo

62

se the transaction, i.e. telling the OBE that there is no more to come.
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Table B.5 below provides an overview of the CARDME transaction in terms of the sequence of DSRC
application layer functions (such as INITIALISATION, GET, SET and EVENT-REPORT), EFC functions
and data exchanged between an RSE and an OBE. The subsequent subclauses give details of exchanged
EFC application data shown in Table B.5.

Table B.5 — CARDME transaction overview

— VehicleLicencePlateNumber

— VehicleWeightLimits

— VehicleSpecificCharacteristics

Rhase Roadside Equipment On-board Equipment Remarks
INITIALISATION.request (BST) RSE periodifally sends
BST.
Inttialisa- INITIALISATION.response | Asnewly arrjved OBE
Lion (VST) answers with VST.
(BST - VST) EFC-ContextMark AC-CR-KeyRdference is
the ref. to thq Access Cre-
AC_CR-KeyReférence dential Keys fo be used by
the RSE. RndPBE is a ran-
RndOBE dom numberf(that the RSE
uses when callculating the
Access Credentials.
GET_STAMPED.request OBE to calcylate an Au-
thenticator that proves its
AC_CR [Access Credential Key] authenticity.
— PaymentMeans (incl. OBE will give access only
PersonalAccountNumber) when RSE prpvides the
correct Accegs Creden-
(RndRSE, KeyRef_Op) tials AC_CR.
GET.request Person_al Acc bunt Num-
ber, pointing|to the user
AC_CR [Access Credeiitial Key] contract/accpunt at the
contract issugr.
— ReceiptDatal Random nunjber and
) key referencg for the au-
— Receigtaz thenticator that the OBE
— EduipmentStatus calculates.
Presenta- o Read last and penultimate
Hion — \V€lassification data: receipts (entfy ticket or
(GET) _ VehicleClass latest transag¢tion).
Read the equjpment
— VehicleDimensions status (whicly includes a
tramsaction Lounter).
— VehicleAxles

Read declared classifica-
tion data. Vehicle Class
also gives information on
trailer presence. Vehicle
Axles includes informa-
tion on presence of dual
tyres. Vehicle Specific
Characteristics include
information on emission
class, engine type, etc.
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Table B.5 (continued)

Phase

Roadside Equipment

On-board Equipment

Remarks

GET_STAMPED.response

— Operator_Authenticator
(Auth_Op)

GET.response

OBE responds with the
data asked for, plus an
Authenticator calculated
with the interoperable
key, i.e. with a key known
to all EFC Operators

Optional
Presentation
for Foreign
OBEs

GET_STAMPED.request

For OBEs from a foreign

ral 'S voa £l An] E
COTItr aC T ISSUcCT, T 1\p

AC_CR [Access Credential Key]

— PaymentMeans incl.
PersonalAccountNumber

(RndRSE, KeyRef _Iss)

asks for the calculatign of
an additional authentjca-
tor over the Personal Ac-
count Number with keys
only knowui to the Cop-
tract Issuer, so that one
can prove that the veljicle
acthally has passed.

GET_STAMPED.response

— Issuer_Authenticator
(Auth_Iss)

Receipt
(SET)

SET.request
— ReceiptDatal
— ReceiptData2
— EquipmentStatus
— ReceiptText

SET_MMl.request

Write new receipts (jor
entry ticket).

Write new status infqr-
mation and incremenjt
transaction counter.

Transmit textual infor
mation, which may b¢
displayed to the user.

Give an ,,0K“ indicati¢n
to the user (normally|the
OBE will beep).

SET.response

Set_MMI.response

Tracking
And

Closing

ECHO.request

Track OBE by exchanpging
dummy information.

ECHO.response

The usage of Echo is|by
optional, at the discr¢tion
of the RSE, and may He
repeated.

EVENT_REPORT.request (Release)

RSE closes transaction

aTd reteases OBE:

B.3.2 Initialisation Phase

Table B.6 provides details of the data exchanged between an RSE and an OBE in the initialisation phase.
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Table B.6 — Initialisation phase

Phase

RSE

OBE

INITIALISATION.request (BST)

INITIALISATION.response (VST)

Data for EFC Contract #1
(e.g. from local EFC system):

— EFC-ContextMark:

— ContractProvider

Initialisation

— TypeOfContract
— ContextVersion

— (optional addjtional data]

— DataAfor EFC Contract #2
(e:g. CARDME European Bervice)

=~ EFC-ContextMark:
— ContractProvider
— TypeOfContract
— ContextVersion

— AC_CR-KeyReference:
— AC_CR-MasterKeyRgference

— AC_CR-Diversifier

— RndOBE

NOTE 1 The above data exchiange is described on application level. There are also more technical negotiations
going on between RSE and~OBE, e.g. in order to arrive at a mutually agreed DSRC communicption profile,

determining amongst othér-parameters which subcarrier frequency the OBE shall use on uplink.

NOTE 2  RSE can isSue’a command Event-Report Release, according to Layer 7, in case it does not fecognize the

EFC (ontext mark £ee€ived by the OBE to avoid disturbance created by unknown OBE.

Initiglisationequest (BST) data

For EFGthe application identification (AID) code equals 1. The BST is fully standardised gnd contains
nothjng CARDME-specific.

Initialisation response (VST) data

Every EFC transaction supported by the OBE is represented via the data element “EFC-Context Mark”.
An EFC-Context Mark indicates which operator issued the contract in the OBE, the type of contract and
a version number (context version, i.e. application/software/key versions).

CARDME's ContextMark contains the mandatory EFC-ContextMark information:

— ContractProvider: A code standing for the ContractIssuer (the code contains the country of residence
of the Contract Issuer and a national assigned number identifying the individual issuer).

— TypeOfContract: A data element that gives the RSE basic information on the EFC contract residing
in the OBE (e.g. central account or on-board purse; pre- or post-paid; unlimited or restricted to a
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certain concession area; discount tariff applies). Within CARDME currently only one type of contract
is defined, namely the “CARDME European central account transaction”.

— ContextVersion: This data element is used by the OBE to tell the RSE the Version of some data it
contains. For CARDME it says something like “I am built according to CARDME-4 Specification V1.0,
and I have been initialised using interoperable Security Key Version 3”.

In addition to the mandatory contents above, the ContextMark may contain further information.
CARDME makes use of this feature and has defined the following additional data as part of the OBE

response in

the CARDME ContextMark.

— AC_CR-KeyReference: A reference number that tells the RSE which keys to use when calculating the

Access

— RndOBJ
freely c
when c
Credent
beacon

[redentials. CARDME supports both key generations and key diversification.

: This data element (“random number generated by the OBE”) contains a number that is

hosen by the OBE and not predictable by the RSE. The number has to be used by thg
ilculating the Access Credentials. This guarantees that the RSE has to calculate the A
ials afresh for each session. By this it is avoided that someone erects‘an un-autho
sing Access Credentials he obtained through listening to correct EE€\transactions.

Note that t

e VST contains no data that might have privacy implications. The VST is accessib

any standagds-conformant beacon. It can neither be forbidden nor technically prevented that

interested
identificati

B.3.3 Pre

B.3.3.1 G¢g

Table B.7 pr

rty reads VST information. Hence, in CARDME the VST coptdins no information thata
n of the vehicle.

sentation Phase

neral

bvides details of the data exchanged between an RSE and an OBE in the presentation p

RSE
Ccess
rised

le to
any
lows

hase.
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Table B.7 — Presentation phase

Phase RSE OBE

GET_STAMPED.request -
AC_CR [Access Credential Key]

PaymentMeans incl.
PersonalAccountNumber

(RndRSE, KeyRef_Op)

GET.request
AC_CR [Access Credential Key|

— ReceiptDatal
— ReceiptData2
Ifresentation — EquipmentStatus
— Classification data:

— VehicleClass

— VehicleDimensions

— VehicleAxles

— VehicleLicencePlateNumber

— VehicleWeightLimits

— VehicleSpecificCharagteristics

< |GET_STAMPED.response

— Operator_Authenticator [Auth_Op)

GET.response

Fundtionally, four groups.ef data can be discerned in the presentation phase:

1y

2)

4)

ccount information - static. Data that allow the EFC Operator to claim money from a user
ccount helddarith a financial institution or with a Contract Issuer.

nformation about the last passage - dynamic. The RSE reads data that have beep written at
he last tolling station. At the exit of a closed tolling system these data constitute the pntry ticket,
hich was written by the DSRC beacon on entry. On other stations the data are normallly ignored.

Vehicle classification information - static. In tolling systems which rely on declared classification
to determine tariff, vehicle classification information has to be read from the OBE. Also in systems
relying on measured class, classification information read from the OBE is sometimes used for
verification.

Security related information - dynamic. The CARDME transaction enables several security
mechanisms, without making them mandatory to use by the RSE. The different mechanisms address
different security requirements. If one decides not to use some of the mechanisms, the related
security data can simply be ignored by the RSE, respectively dummy data can be transferred.
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count and contract information

Account and contract related information is contained in the following attributes:

— PaymentMeans incl. PersonalAccountNumber: Points to a user account held at the Contract Issuer
(which is already known from the Initialisation Phase). The EFC Operator will send his claim to this

account

. Contains also expiry date and restrictions of the payment means.

B.3.3.3 Information about the last passage

Information

the informat

— Receipt
class th
When u
the clas
Receipt
“sign” t}
been m4
can be
is both
distriby
and the

about the last passage is mainly required when exiting a closed tolling system. In this case
. . . . . tom.

Patal: The “Ticket” written by the last beacon passed. This attribute contains~both the
ht was declared at the last transaction and the class that was actually used (e.g. measufred).
sed as part of an entry ticket, this information enables the exit station to find“out whe¢ther
s has changed during the trip. The attribute ReceiptDatal also contains, the data element
Authenticator, which contains data that have been calculated by the last.beacon in order to
ne ticket given. The RSE may use this authenticator to check that the (entry-)ticket has not
nipulated, especially that the entry point has not been changed. Inaddition the authentifator
sed as a kind of “indirect authentication of the previous beacon”>The Receipt Authentitator
broduced and checked with a local algorithm and with local&keys, i.e. with keys that are not
ted to any third party. The procedure is fully in the realm-6f an EFC operator's local system,
authenticators are both calculated and checked by his own beacons only. The OBE mgrely

transparts this authenticator from one beacon to the next. Qperators are free to use this security

service,
the autH
Receipt

from one beacon to the next.

— Receipt

are required to find which of the two alternative routes the vehicles has passed.

B.3.3.4 Vg

CARDME fo
remaining a
reasons —a
personalisaf
conceptto t

— Vehicle
in the f
system’
avoidin

simply ignore it (i.e. by writing empty authenticatersin the Receipt Phase and not che¢king
enticators read in the Presentation Phase) or evén'use it for other purposes. In this us¢, the
Authenticator serves as a free field where an‘EFC Operator may transport some local|data

Pata2: The “Ticket” of the penultimatebeacon (last but one). In some systems two redeipts

hicle classification information

resees a list of declared-¢lassification data that tries to cover a maximum of needs yhile
s short as possible. Keeping the list of classification data short is not required for techE‘lical

few bytes more or less-over the DSRC link make little difference - but for cost reasons ppon
ion of the OBE. Inorder to be as flexible as possible, CARDME has devised an adaptable
reat classification:

[lass: Vehicle-Class is a very simple and well known data element which in CARDME isjused
llowing.way: Vehicle Class covers three purposes: (1) it gives the local class in the “home
of the;Contract [ssuer; (2) for clear-cut cases it gives simple “European harmonised clagses”,
b to have the more complex extended declared characteristics present; (3) it states whe¢ther

a trailet

is presentornot

— VehicleDimensions, VehicleAxles, VehicleLicencePlateNumber, VehicleWeightLimits,
VehicleSpecificCharacteristics: These extended declared vehicle characteristics are only present if
required by the contract or when the vehicle does not fall into a “European harmonised class”. The
RSE may read only those classification data it requires.
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CARDME enables several security mechanisms, which are designed to protect the individual security
requirements of the different entities in the CARDME architecture. The security level is adaptable from
the RSE point of view - all security measures can either be used or be disregarded by the RSE.

— AccessCredentials: In CARDME all access to OBE data (both read and write) is protected with Access
Credentials (AC_CR). The RSE has to send the right Access Credentials before the OBE accepts a
command. The RSE calculates the Access Credentials dynamically using a challenge produced by
the OBE (see B.3.1 Initialisation phase). The required keys need to be known by all partners of the
MoU. Because of the wide distribution of the keys, it is indispensable that these keys are diversified

1

NOTH
(“Gen
read

issue

i

NOTH
autor
nott
contr
reasd
onto
time,

(different OBEavedifferentkeysjand-that thereare key gerrerationstrrewkeysareuse

a
m can be interpreted by any Operator. The Authenticatoredn be checked to make s

operators (KeyRef_Op).

o time).

1 How to do without AccessCredentials? CARDME foresees one generation of |Acces
eration 0”) which is openly known to all. OBEs or rather contracts with these Aecess Credd
by everybody. It is left to the Contract Issuer policy (and presumably to agreements’in the Mo
5 such OBEs or not.

Dperator_Authenticator: The CARDME Transaction uses a GET_STAMPED command to
[ontract Identifier. The purpose of this command is to ask thecOBE to “stamp” the d
ck with an Authenticator. This special Authenticator is calledthe Operator_Authen

DBE passing is a “genuine one”, i.e. part of the interoperability scheme (and not a fo
s dynamically calculated by the OBE with the interoperable keys, i.e. with keys know

2 How to do without OBE_Authenticator? There*is no need technically to check this Authg
hatically produced by the OBE, but EFC Operators.that do not wish to perform such a security d

check the authenticator in their RSE (at leastf¥ém a technical viewpoint - they might be ob
actually, say through contracts with associated issuers or through the interoperability MoU),
n why an operator does not to want to check this authenticator is when he adds the CARDM
his existing RSE which has no appropriate key storage and security handling facilities. At {
e.g. when he routinely replaces some"of his older equipment, he can decide to go for higher sec

eceiptAuthenticator (contained in the ReceiptData-attributes): This RSE signatur
eceipt has already been treated above under “Information about the last passage”.

quipmentStatus: In/€ARDME this data element serves as a very simple but effect
easure, namely as~a” simple transaction counter. According to this EFC applicati
[SO 14906) the coding of the data element 'EquipmentStatus”is left to the operator (it sa
pecific EFC-application information pertaining to the status of the equipment”). The g
rovides for. 16 bits. CARDME recommends that operators agree to reserve 4 bits for
cal use{e)g. for management of the transaction in their own system, containing info
ext stiitably equipped gantry should make an enforcement picture”), and to leave
ramsaction counter (0...4095). CARDME proposes that each communication between K

d from time

Credentials
ntials can be
U) whether it

retrieve the
ata it sends
[icator since
ire that the
ged one). It
n to all EFC

nticator. It is
heck are free
iged to do so
One possible
[ transaction
ome point in
urity.

b under the

ive security
n standard
Vs 'operator-
ata element
heir private
rmation like
|2 bits for a
tSE and OBE

Heould be counted and a record of this maintained in the OBE, thereby increasing the

racticalities

of proving some instance of fraud (e.g. on the part of an operator by duplicating transactions at
RSE, especially when he makes use of the low-security mode of operation optionally allowed for in
CARDME. The transaction counter also helps identifying instances when cryptographic security is
broken - a very important system performance monitoring facility).

The RSE of every EFC operator signed up to the MoU reads the Equipment Status in the Presentation
Phase, increments the counter, and writes the new value back to the OBE in the Receipt Phase.

B.3.4 Optional Presentation Phase

Table B.8 provides details of the data exchanged between an RSE and an OBE in the optional
presentation phase.
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Table B.8 — Optional presentation phase

Phase RSE OBE
GET_STAMPED.request -
AC_CR [Access Credential Key]
Optional Presenta-
tion — PaymentMeans incl.

PersonalAccountNumber

(RndRSE, KeyRef_Iss)
< |GET STAMPED.response
— OBE Authenticator (Auth_Iss)
Nowadays it is very often the case that the EFC Operator and the Contract Issuer is one-and the same

organizatiof. Very often the operator issues the OBE with the contract inside. In this cdsg, the sec

information|

In case thes
separated, §
different en|
the present
the OBE (or
MoU. He wil
means to re
vehicle, that]

Every RSE K
is communi
only for for
This Authen
(foreign) EF
Operator si
Issuer in or
proof that a
both serves
the foreign

The challen
prescribed 3
Date and Ti
Contract Isq

order to endble the Contract Issuer to check the authenticator.

B.3.5 Rec

[ then send a claim to the Contract Issuer asking for monéy. The Contract Issuer now h

passed in the presentation phase (see B.3.3) is sufficient.

e two organizations are different, and especially when they are orgahizationally str
.g. reside in different countries (which is normal in a roaming enyifonment) or are tg
Lities altogether (e.g. a tolling operator and a bank) a new security requirement aris
ition phase, the EFC Operator was able to check through the Operator_Authenticator]
rather the Contract in the OBE) is a genuine one, i.e. froman organization belonging t

hlly check this claim. He has no indisputable proof for his customer, the user that drovj
the money he asks for actually corresponds to a passage somewhere.

nows from the data element “ContractProvider” in the ContextMark of the VST, whet
cating with a local or a foreign vehicle. The RSE executes this optional presentation f
bign vehicles. The sole purpose of this phase is to obtain an Authenticator from the
ticator should be calculated by the OBE-with keys only known to the Contract Issuer
C Operator, where the vehicle passes; tan neither check nor forge this authenticator. Th¢

er to be reimbursed. The Contract Issuer checks the Issuer_Authenticator in order to
vehicle that he is obliged tospay for actually has passed a certain (foreign) EFC station.
as a proof against users-trying to deny the passage and checks for a correct claim ma
perator.

ind constructed,in such a way that the RSE cannot influence its value. A concatenati
e of passage-would serve this purpose perfectly. This challenge has to be passed t
uer in the\transaction record, together with the authenticator calculated by the OH

eiptPhase

urity

ngly
tally
s, In
that
o the
hS No
e the

her it
hase
OBE.

The
e EFC

ply adds this authenticator to the'transaction record he sends as a claim to the Contract

have
This
e by

be sent by the RSE\(RndRSE) should not be a number freely chosen by the RSE. It shoulld be

bn of
b the
E, in

Table B.9 provides details of the data exchanged between an RSE and an OBE in the receipt phase.
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Table B.9 — Receipt phase

Phase RSE OBE

SET.request

ReceiptDatal

ReceiptDataZ2
Receipt
EquipmentStatus

ReceiptText

SET_MMl.request

SET.response

Set_MMl.response

The
with
Rece]

Jata already treated in the presentation phase (see B.3.3), which are mast of the dat
the Receipt Phase, are not treated again in this subclause. The data written to the
ipt Phase and treated in the presentation phase are:

In addition, the user is informed about the success of'the transaction. This is done twofold:

1y

q

eceiptDatal: The “Ticket” given by the RSE.

eceiptData2: ThedatareadinReceiptDatal the presentation phase arenowwrittenasR
“old ticket”).

quipmentStatus: Includes a transaction counter.

eceiptText: The RSE may use this data element to send a short text message to the
maximum length 12 characters). What the RSE says is not prescribed. The text might ¢
ost information (“EURO 2.00”), some station information (“ENTRY 24”), added value
“A55 CLOSED”), or may even be left\blank.

NOTE Nowadays only a few OBEs have a display, and very few OBEs will have the possi
he lifetime of this version of-this document) to display this text information, so norma

L —

2)

imply disregard the information. CARDME believes nevertheless that in many emerging sy
e increasingly important\te have the option to send at least a short text message, consisting
haracters. Especially.in systems with complex, time-dependent tariffs for demand managem
he user has to be informed about the actual cost of the current passage. Otherwise variable
ould become meaningless.

ET_MMI: With this command the RSE instructs the OBE to use its man-machine interfa
ignal th€ user of one of three pre-defined messages, namely “OK”, “not OK” and “Contagq
t is upto'the OBE how to signal these messages. Depending on the OBE make, the OB
ight.a‘signal lamp or even write something onto a display.

h associated
OBE in the

eceiptDataZ2

bassing OBE
pntain some
information

bility (during
ly OBEs will
stems it will
of a few text
ent purposes
tariffication

ce (MMI), to
t Operator”.
[E may beep,

B.3.6 Tracking and Closing Phases

Table B.10 provides details of the sequence of data exchanged between an RSE and an OBE in the
tracking/closing phase.

Table B.10 — Tracking and Closing phase

Phase RSE OBE
Tracking ECHO.request -
Etc... < |ECHO.response
Closing EVENT_REPORT.request (Release) -
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In full multi-lane systems, a tracking phase is usually used to keep track of the vehicle after the EFC
transaction is finished (using the Echo service, which may be used several times). In systems requiring
no tracking, the session is closed with an explicit release in the Closing Phase.

Tracking and Closing are optional and used by RSE where required locally. All OBEs need to support

these functionalities.

B.4 Bit-level specification

B.4.1 General

Tables B.11|to B.23 below provide for the bit-level specification of the CARDME transaction] The
specificatioh accounts for the complete frame content (excluding the zero-bit insertionis) of the
data exchanged, including protocol information related to DSRC-L1, -L2 and -L7 in order te ensyire a
maximum ynambiguity of the CARDME transaction specification. The data that are associated |with
this documgnt are highlighted in grey.
B.4.2 Initjalisation
As shown in Tables B.11, B.12, B.13 and B.14.
B.4.2.1 Injtialisation request (BST)
Table B.11 — Initialisation request (BSTJframe content
Bits in Octet
Oc;et Attribute/Field Description
b7 by
1 |FLAG 0111 _I%10 |Start Flag
2 |Broddcast LID 1111~ 1111 |Link address for broadcast
3 |MA( control field 1010 0000 |The frame contains a command LPDU
4 |LLCfontrol field 0000 0011 |UI command
5 |Fragmentation header 1xxx %001 |No fragmentation. PDU no shall never be skt to
00007 or 00015.
6 BST 1000 INITIALISATION.request
SEQUENCE {
OP[F'ION indicator 0 NonmandApplications not present.
Bedconld SEQUENCE { 000 |Manufacturer identifier- Example 1 (=Kapsch).
Manufacturerld INTEGER See 50 14816.
(0..65535)
7 0000 0000 |Register at www.tc278.eu/index.php/148[6
-registers for value assignment.
8 0000 1
Individualld INTEGER 000 |27 bit ID available for manufacturer. Example:
(0..134217727) 1d=10521¢
9 0000 0000
10 0000 0100
11 |} 0001 1100
12 Time INTEGER(0..4294967295) 0100 0001 |32 bit UNIX real time. Example: 110379051219
13 1100 1010
14 1000 0001
15 1011 0000
16 Profile INTEGER (0..127,...) 0000 0000 |No extension, Profile. Example : Profile = 0
72 © IS0 2018 - All rights reserved
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Table B.11 (continued)

Oc;et Attribute/Field Bits In Octet Description
b7 bo
17 MandApplications SEQUENCE 0000 0001 |No extension, Number of mandApplications =
(SIZE(0..127,..)) OF { 110
18 SEQUENCE { 0 EID not present
OPTION indicator
OPTION indicator 0 Parameter not present
AID DSRCApplicationEnti- 00 0001{NgextensionAlD =149 EEC
tylD } }
19 ProfileList SEQUENCE (0..127,..) OF | 0000 0000 |No extension, number of prdfiles in list = 0.
Profile }
200 |FCS xxxx xxxx |Frame check sequence
21 XXXX XXXX
22 |FLAG 0111 1110 |End Flag
B.4.2.2 Private window request

Table B.12 — Private window requestframe content

=
[}
=

Bits in Octet

4 Attribute/Field B, b Description
1 FLAG 0111,1110 |StartFlag
2 Private LID xxxx xxx0 |Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 xxxx xxx1
6 MAC control field 0110 0000 |Private window request
7 FCS xxxx xxxx |Frame check sequence
8 XXXX XXXX
9 FLAG 0111 1110 |EndFlag
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B.4.2.3 Private window allocation
Table B.13 — Private window allocation frame content
Oc;et Attribute/Field Bits In Octet Description
B7 bg

1 FLAG 0111 1110 |StartFlag

2 Private LID xxxx xxx0 | Link address of a specific OBE
3 xxxx xxx0

4 xxxx xxx0

5 XXXX Xxx1

6 MA( control field 0010 s000 |Private window allocation

7 FCS xxxx xxxX |Frame check sequence

8 XXXX XXXX

9 FLAG 0111 1110 |End Flag
B.4.2.4 Injtialisation response (VST)

Table B.14 — Initialisation response (VST)frame content

Bits in
Oc;et Attribute/Field Octet Description
b7  bg
1 FLAG 011L(2110 |StartFlag
2 Private LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 XXXX XXX1
6 MA( control field 1100 0000 |The frame contains a command LPDU
7 LLC fontrol field 0000 0011|UI command
8 Fragmentation header 1xxx x001|No fragmentation. PDU no shall never be seft to
00002 or 00015.
9 VST 1001 INITIALISATION.response
SEQUENCE{
Fill BIT STRING (SIZE(4)) 0000|Setto 0
10 Profile INTEGER (0..127,...) 0000 0000 |No extension, Profile. Example : 019
11 Applications  SEQUENCE UU0U UUIU[No extension, Z applications
(SIZE((0..127,...)) OF {
12 SEQUENCE { 1 EID present
OPTION indicator
OPTION indicator 1 Parameter present
AID DSRCApplicationEntitylD 00 0001 |No extension, AID =1, EFC
13 EID 0000 0010|Associated with a context mark. Example : 219
14 Parameter CONTAINER { 0000 0010|No extension, Container Choice = 219, Octet
string
15 0000 0110]|No extension, octet string length = 619
16 EFC-ContextMark SEQUENCE {
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Table B.14 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
ContractProvider SEQUENCE {
CountryCode BIT STRING 0011 0000|10 bit country code according to ISO 3166
(SIZE(10)) with ITA2
17 11 Binary encoding based on ISO 14816. Exam-
ple: NO
Issuerldentitier INTEGEKR VU UUDU 14 bits Issuer 1dentifier. Example.: 410
(0..16383) }
18 0000 0010
19 TypeOfContract OCTET STRING 0000 0000 |Type of contract. Example(11g
(SIZE(2))
20 0000 0001
21 ContextVersion INTEGER 0000 0010 |No extension,context version. Exarpple : 219
(0..127,.) } }}
22 SEQUENCE { 1 EID presefqb
OPTION indicator
OPTION indicator 1 Rarameter present
AID DSRCApplicationEnti- 00 000XNNo extension, AID =1, EFC
tylD
23 EID 0000, 0201 Associated with a context mark. Example : 519
24 Parameter CONTAINER { 0000" 0010|No extension, Container Choice = 2{9, Octet
string
25 0001 0000|No extension, octet string length = [L61¢
26 EFC-ContextMark SEQUENCE {
ContractProvider SEQUENCEY
CountryCode BIT STRING 1010 0100]10 bit country code according to ISQ 3166 with
(SIZE(10)) ITA2 binary
27 00 Encoding based on ISO 14816. Exarhple : SE
Issuerldentifier CINTEGER (0..16383) }| 00 0000 |14 bits issuer identifier. Example : 110
(Oresundskonsortiet)
28 0000 0001
29 TypeOfContract OCTET STRING 0000 0000|Type of contract. Example : 219
(SIZE(2))
30 0000 0010
31 ContextVersion INTEGER (0..127,..)} |0000 0001 |No extension, context version. Exarhple : 11¢
32 CONTAINER { 0000 O00I0]No extension, Container Choice = 21g, Octet
string
33 0000 0010|No extension, octet string length = 219
34 AC_CR-Reference  SEQUENCE { 0000 0001|AC_CR-Reference to, consisting of AC_CR-Mas-
terKeyRef and AC_CR-Diversifier, used for the
AC-MasterKeyRef  Intl, computation of AC_CRKey and
35 AC_CR-Diversifier Intl}} 0000 0001|AC_CR.
36 CONTAINER { 0000 0010|No extension, Container Choice = 219, Octet
string
37 0000 0100]|No extension, octet string length = 419
38 RndOBE Int4 0000 0000|Random Number (nonce) used together with
39 0000 0000 |AC_CRKey to calculate AC_CR. Example : 64019
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Table B.14 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
40 0000 0010
41 1) 1000 0000
42 ObeConfiguration SEQUENCE {
OPTION indicator 1 ObeStatus present
EguipmentClass INTEGER 000 0000 |Example: 31q
(0..3R767)
43 0000 0011
44 Manufacturerld INTEGER 0000 0000 |Manufacturer identifier. See ISQ-14816 Rdg-
(0..6p535) ister at
45 0000 0010 |www.tc278.eu/index.php/14816-registers for
value assignment. Example :*21o.
46 OpeStatus INTEGER(0..65535)| 0000 0011 |Example: 76819
47 |3} 0000 0000
48 FCS xxxx xxxX|Frame check s€quence
49 XXXX XXXX
50 FLAG 0111 1110|End Flag

B.4.3 Presentation

As shown in Tables B.15 and B.16.

B.4.3.1 Presentation request

Table B.15 — Presentation request frame content

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
1 FLAG 0111 1110|StartFlag
2 Private LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 XXXX XxXX1
6 MA( control field 1010 s000|The frame contains a command LPDU
7 LLC comtrotfietd T 0T T Potted ACTcommmand; mbit
8 Fragmentation header 1xxx x001|No fragmentation. First service of chain.
9 ACTION.request 0000 ACTION.request (GET_STAMPED.request)
SEQUENCE {

OPTION indicator 1| AccessCredentials present

OPTION indicator 1| ActionParameter present

OPTION indicator 0| IID not present

Mode BOOLEAN 1| Mode = TRUE, Response expected
10 EID INTEGER(0..127,...) 0000 0101|No extension, Element EID, uniquely related to

a Context mark within the OBE. Example : 519

NOTE VehicleSpecificCharacteristics, VehicleDimensions and Vehicle Axles are not included in the examples in this table.
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Table B.15 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
11 ActionType INTEGER(0..127,..) 0000 0000 |No extension, Action type = 0, GET_STAMPED.
request
12 AccessCredentials OCTET STRING{ {0000 0100|No extension, octet string length = 419
13 AC_CR aaaa aaaa|Access credentials calculated by RSE using
RndOBE and the
14 aaaa aaaalAccess Credentials Key AC_CRKey.
15 aaaa aaaa
16 } aaaa aaaa
17 ActionParameter =~ CONTAINER { 0001 0001 |No extension, Containef €hoice = 1719, GetS-
tampedRq
18 AttributeldList SEQUENCE 0000 0001 |No extension, number of attribute [Ds = 1
(SIZE(0..127,..)) OF {
INTEGER (0..127,...) Attributeld
19 PaymentMeans } 0010 0000 |No extension, Attributeld = 3219, PagymentMeans
20 Nonce OCTET STRING { 0000 0100 |No extension, octet string length = f19
21 RndRSE rrrr rrrr|Random number from RSE, containing Session-
22 rrrr rrrr|hime needed to calculate OperatorAuthenticator
23 rrrr rx¥r
24 } rrrr\ rrrr
25 KeyRef_Op(h) xx¥x xxxx|h=Reference to AuKey_Op used forf the compu-
1) tation of Operator Authenticator.
26 Fragmentation header 1xxx x001|No fragmentation. Same PDU no as pefore (con-
catenation).
27 GET.request 0110 GET.request
SEQUENCE {
OPTION indicator 1| AccessCredentials present
OPTION indicator 0|IID not present
OPTION indicator 1| AttributeldList present
Fill BIF-STRING(SIZE(1)) 0|Setto 0
28 EID INTEGER(0..127,...) 0000 0101 |No extension, EID, Example : 519
29 Ac€essCredentials OCTET STRING{ {0000 0100|No extension, octet string length = f19
30 AC_CR aaaa aaaa|Access credentials calculated by RYE using
31 23aa aaaa|RndOBE and the
32 Taaa—aaaatAeeessEredentinls Key ACCRKey
33 } aaaa aaaa
34 AttributeldList SEQUENCE 0000 0110|No extension, number of attribute IDs = 619
(SIZE(0..127,..)) OF {
INTEGER (0..127,...)  Attributeld
35 VehicleLicencePlateNumber 0001 0000 |No extension, Attributeld = 161, VehicleLicen-
cePlateNr
36 VehicleClass 0001 0001 |No extension, Attributeld = 171¢, VehicleClass
37 VehicleWeightLimits 0001 0100|No extension, Attributeld = 2019, Vehicle-
WeightLimits

NOTE VehicleSpecificCharacteristics, VehicleDimensions and Vehicle Axles are not included in the examples in this table.
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Table B.15 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 by
38 EquipmentStatus 0001 1010|No extension, Attributeld = 2619, Equipment-
Status
39 ReceiptDatal 0010 0001|No extension, Attributeld = 3310, ReceiptDatal
40 ReceiptData2 } } 0010 0010]|No extension, Attributeld = 3419, ReceiptData2
41 FCS xxxx xxxx|Frame check sequence
42 XXXX XXXX
43 FLAG 0111 1110 |EndFlag
NOTE Vehiclg¢SpecificCharacteristics, VehicleDimensions and Vehicle Axles are not included in the examples in'this tgble.
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B.4.3.2 Presentation response
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Table B.16 — Presentation response frame content

Bits in
Oc;et Attribute/Field Octet Description
b7 by
1 FLAG 0111 1110|StartFlag
2 Private LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 XXXX XxXxX1
6 MAC control field 1101 0000 |The frame contains.atesponse LPDU
7 LLC control field nlll 0111|919 =Response@vailable, ACn comrpand n bit
8 LLC status field 0000 0000|Response available and command dccepted
9 Fragmentation header 1xxx x001|No fragméntation. First service of dhain.
10 ACTION.response 0001 ACTION:response (GET STAMPED.1rlesponse)
SEQUENCE {

OPTION indicator 0 HD not present

OPTION indicator 1 ResponseParameter present

OPTION indicator 0 ReturnStatus not present

Fill BIT STRING(SIZE(1)) 0 Setto 0
11 EID INTEGER (0..127,...) 0000 0101|No extension, EID, Example : 519
12 ResponseParameter CONTAINER{ “~[0001 0010|No extension, Container Choice = 1819, GetS-

tampedRs
13 AttributeList SEQUENCE 0000 0001 |No extension, number of attributes} 1
(SIZE(0..127,...)) OF {
14 Attributes SEQUENCE { 0010 0000 |No extension, Attributeld = 321, PaymentMeans
Attributeld INTEGER (0..127,..))
15 AttributeValue. \_GONTAINER { 0100 0000|No extension, Container Choice = 6419
16 PaymentMéans SEQUENCE { |[xxxx xxxx|PersonalAccountNumber
PersonalAccountNumber

17 XXXX XXXX
18 XXXX XXXX
19 XKXXX XXXX
20 XXXKX XXXX
21 RXKXKX XXXX
22 XXXX XXXX
23 XXXX XXXX
24 XKXXKX XXXX
25 XXXX XXXX
26 PaymentMeansExpiryDate 0001 1110|DateCompact. Example:2005-03-01
27 0110 0001
28 PaymentMeansUsageControl |0000 0000 |Example: 1
29 314y 0000 0001
30 Authenticator OCTET STRING{ |0000 0100 |No extension, octet string size = 419
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Table B.16 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
31 OperatorAuthenticator xxxx xxxx|Operator Authenticator over AttributeLlst (con-
32 wxxx xxxx | taining PaymentMeans) and RndRSE (contain-
ing SessionTime) calculated using AuKey_Op(h).
33 XXXX XXXX
34 11} XXXX XXXX
35 Fragmentation header 1xxx x001|No fragmentation, Same PDU no as hefore (con-
catenation).
36 GET.response 0111 GET.response
SEQUENCE {
OPTION indicator 0 IID not present
OPTION indicator 1 AttributeList present
OPTION indicator 0 ReturnStatus not present
Fill BIT STRING(SIZE(1)) 0 Setto 0
37 E[D INTEGER(0..127,...) 0000 0101 |No extension, EID;Example : 519
38 AftributeList SEQUENCE 0000 0110|No extension;6%attributes in list.
(SIZE(0..127,...)) OF {
39 Attributes SEQUENCE { 0001 0000|No extension, Attributeld = 161¢, VehicleLiden-
Attributeld  INTEGER(0..127,...) cePlateNo
40 Aftribute Value CONTAINER { 0010 1111 |Neextension, Container choice =471¢
41 VehicleLicencePlateNumber SE- 1010 010QfExample: countrycode: SE
QUENCE {
CountryCode,
42 00
AlphabetIndicator, 60 0000 |Example:alphabetindicator no 1
43 LicencePlateNumber 0000 0110|Length, Example: 619
44 0100 1111|'0CD560'
45 0100 0011
46 0100 0100
47 0011 0101
48 0011 0110
49  [}}} 0011 0000
50 Attributes SEQUENCE { 0001 0001|No extension, Attributeld = 171¢, VehicleClass
Attributeld INTEGER(0..127,...)
51 Attribute Value CONTAINER{ |[0011 0001 |No extension, Container choice = 491¢
52 ‘V’Chiblcclabb Illtl }} ‘v’chi\,lcC}aao valuc
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Table B.16 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7y bg
53 Attributes SEQUENCE { 0001 0100 |No extension, Attributeld = 2019 = Vehicle-
Attributeld INTEGER(0..127,...) WeightLimits
54 Attribute Value CONTAINER { 0011 0100 |No extension, Container choice = 521¢
55 VehicleWeightLimits SEQUENCE{ [XXxX xxXx|vVehicleMaxLadenWeight
VehicleMaxLadenWeight Int2
56 XXXX XXXX
57 VehicleTrainMaxWeight Int2 xxxx xxxx|VehicleTrainMaxWeight
58 XXXX XXXX
59 VehicleWeightUnladen Int2 xxxx xxxx |VehicleWeightUnladen
60 11} XXXKX XXXX
61 Attributes SEQUENCE { 0001 1010 |No extension, Attributeld = 2619, Equipment-
Attributeld INTEGER(0..127,..) Status
62 Attribute Value CONTAINER{ |0011 1010|Noexténsion, Container choice = 5819
63 EquipmentStatus BIT 0000 0000 |EquipmentStatus value
STRING(SIZE(16))
64 1} 0000 000@1
65 Attributes  SEQUENCE { 00104 0001 |No extension, Attributeld = 331¢, R¢ceiptDatal
Attributeld INTEGER(0..127,..)
66 Attribute Value  CONTAINER{ |0300 0001 |No extension, Container choice = 6319
67 ReceiptDatal SEQUENCE{ XxxXx xXxxx|SessionTime
SessionTime
68 XXXX XXXX
69 XXXX XXXX
70 XXXX XXXX
71 SessionServiceProvider xxxX xXxXx|SessionServiceProvider
72 XXXX XXXX
73 XXXX XXXX
74 [foeationOfStation xxXxx xxXXx|LocationOfStation
75 XXXX XXXX
76 SessionLocation XxXx XxXx|SessionLocation
77 SessionType xxxx xxxx|SessionType
78 Sesstontype SesstonResult
79 SessionTariffClass xxxx xxxx|SessionTariffClass
80 SessionClaimedClass xxxx xxxx|SessionClaimedClass
81 SessionFee xXxxxX xxxX|SessionFee
82 XXXX XXXX
83 XXXX XXXX
84 XXXX XXXX
85 SessionContractProvider xxxxX xxxx|SessionContractProvider
86 XXXX XXXX
87 XXXX XXXX
NOTE VehicleSpecificCharacteristics, VehicleDimensions and Vehicle Axles are not included in the examples in this table.
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Bits in
Oc;et Attribute/Field Octet Description
b7 by
88 SessionTypeOfContract xxxx xxxx|SessionTypeOfContract
89 XXXX XXXX
90 SessionContextVersion xxxx xxxXx|SessionContextVersion
91 ReceiptDataAuthenticator xxXxx xxxx|ReceiptDataAuthenticator
92 XXXX XXXX
93 XXXX XXXX
94 11} XXXX XXXX
95 Attributes SEQUENCE { 0010 0010]|No extension, Attributeld = 3419, ReceiptD4ta2
Attributeld INTE-
GER(0..127,..)
96 Attribute Value CONTAINER { 0100 0001 |No extension, Container choiee-= 6519
97 RecgiptData2 xxxx xxxx|ReceiptData2. Same format as ReceiptDatall
(see octets # 67-94)
124 |31} XXKK KXXX
125 FCS xxxxX xxxx|Frame cheek'séquence
126 XXXX XXXX
127 FLAG 0111 1110|End Flag

NOTE Vehiclg¢SpecificCharacteristics, VehicleDimensions and Vehicle AXles are not included in the examples in this tgble.
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B.4.4 Optional presentation
As shown in Tables B.17 and B.18.

B.4.4.1 Optional presentation request

ISO 14906:2018(E)

Table B.17 — Optional presentation request frame content

Bits in
Oc; Pt Attribute/Field Octet Description
b7 bo
1 FLAG 0111 1110|StartFlag
2 Private LID xxxx xxx0|Link address of a specifi¢’OBE
3 xxxx xxx0
4 xxxx xxx0
5 xxxx xxx1
6 MAC control field 1010 s000|The frame-€ontains a command LPIPU
7 LLC control field nlll 0111 |Polléd’ACn command n bit
8 Fragmentation header 1xxx x001|No fragmentation. First service of ¢hain.
9 ACTION.request 0000 ACTION.request (GET_STAMPED.rgquest)
SEQUENCE {
OPTION indicator 1 AccessCredentials present
OPTION indicator 1 ActionParameter present
OPTION indicator 0 IID not present
Mode BOOLEAN 1 Mode = TRUE, Response expected
10 EID INTEGER(0..127= 0000 0101 |No extension, Element EID, uniquelly related to
a Context mark within the OBE. Exgmple : 519
11 ActionType INTEGER(Q..127,..) 0000 0000 |No extension, Action Type = 0, GET_
STAMPED.request
12 AccessCredentials, “OCTET STRING { |0000 0100 | No extension, octet string length =19
13 AC_CR aaaa aaaa|Access credentials calculated by RE using
RndOBE and the
14 aaaa aaaa|Access Credentials Key AC_CRKey.
15 aaaa aaaa
16 } aaaa aaaa
17 ActionParameter CONTAINER{ |0001 0001 |No extension, Container Choice = 1§19, GetS-
tampedRq
18 AttributeldList SEQUENCE 0000 0001 |No extension, number of attribute [Ds = 1
(SIZE(0..127,...)) OF {
INTEGER (0..127,...) Attributeld
19 PaymentMeans } 0010 0000 |No extension, Attributeld = 3219, PaymentMeans
20 Nonce OCTET STRING { 0000 0100 |No extension, octet string length = 419
21 RndRSE rrrr rrrr|Random number from RSE, containing Session-
29 rrrr rrrr|lime, needed to calculate IssuerAuthenticator
23 rrrr rrrr
24 } rrrr rrrr
25 KeyRef Iss(i) xxxx xxxx|i=Reference to AuKey_Iss used in the computa-
1 tion of Issuer Authenticator.
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Table B.17 (continued)

Bits in

Ocket Attribute/Field Octet Description
b7 by

26 FCS xxxx xxxx|Frame check sequence

27 XXXX XXXX

28 FLAG 0111 1110 |End Flag

B.4.4.2 Optional presentation response

Table B.18 — Optional presentation response frame content
Bits in
Oc;et Attribute/Field Octet Description
b7y by
1 FLAG 0111 1110|StartFlag
2 Privhte LID xxxx xxx0|Link address of a spetific OBE
3 xxxx xxx0
4 xxxx xxx0
5 XXXX xXxxX1
6 MA( control field 1101 0000|The frame contains a response LPDU
7 LLC ontrol field nlll 0111|A€ncommand n bit
8 LLC ptatus field 0000 000Q{Response available and command accepted
9 Fragmentation header 1xxx xQ8Y|No fragmentation. First service of chain.
10 ACT[ON.response 0,001 ACTION.response (GET STAMPED.responsg)
SHQUENCE {
OPTION indicator 0 IID not present
OPTION indicator 1 ResponseParameter present
OPTION indicator 0 ReturnStatus not present
Fill BIT STRING(SIZE(1)) 0 Setto 0
11 EID INTEGER (0..127,..9 0000 0101|No extension, EID, Example : 51
12 R¢sponseParameter~ CONTAINER { 0001 0010|No extension, Container Choice = 1819, Get$-
tampedRs
13 AftributeList « SEQUENCE 0000 0001 |No extension, number of attributes: 1
(SIZE(0..127,.9)0F {
14 Attributes SEQUENCE { 0010 0000|No extension, Attributeld = 3219, PaymentMeans
Attributeld INTEGER (0..127,...)
15 AftributeValue CONTAINER { 0100 0000|No extension, Container Choice = 641q
16 PaymentMeans SEQUENCE { xxxx xxxx|PersonalAccountNumber
PersonalAccountNumber
17 XXXX XXXX
18 XXXX XXXX
19 XXXX XXXX
20 XXXX XXXX
21 XXXX XXXX
22 XXXX XXXX
23 XXXX XXXX
24 XXXX XXXX
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Table B.18 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 by
25 XXXX XXXX
26 PaymentMeansExpiryDate 0001 1110|DateCompact. Example:2005-03-01
27 0110 0001
28 PaymentMeansUsageControl 0000 0000 |Example:1
29 3133 0000 0001
30 Authenticator OCTET STRING { 0000 0100 |No extension, octet string size =49
31 IssuerAuthenticator xxxx xxxx|Issuer Authenticator over AttributgLIst (con-
32 wxxx xxxx|taining PaymentMeans) and RndRSE (contain-
ing SessionTime) calculated using AuKey_Iss(i).
33 XXXX XXXX
34 11} XXXX XKXXX
35 FCS xxxx xxxx|Frame check sequence
36 XXXX XXXX
37 FLAG 0111 1110 |EndFlag
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B.4.5 Receipt
As shown in Tables B.19 and B.20.

B.4.5.1 Setreceiptrequest

Table B.19 — Set receipt request frame content

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
1 FLAG 0111 1110|StartFlag
2 Privpte LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 Xxxx xxx1
6 MA( control field 1010 s000|The frame contains’a command LPDU
7 LLC[control field nlll 0111 |Polled ACncommand n bit
8 Fragmentation header 1xxx x001|No fragmentation. First service of chain.
9 SETJequest 0100 SET.request
SEQUENCE {
OPTION indicator 1 AccessCredentials present
OPTION indicator 0 IID not present
Fill BIT STRING(SIZE(1)) 0 Setto 0
Mode BOOLEAN ¥ Mode = TRUE, Response expected
10 EID INTEGER(0..127,...) 0000 0101 |No extension, EID, Example : 519
11 ArcessCredentials OCTET STRING {0000 0100 | No extension, octet string length = 419
12 AC_CR aaaa aaaa|Access credentials calculated by RSE using
RndOBE and the
13 aaaa aaaa|Access Credentials Key AC_CRKey.
14 aaaa aaaa
15 } aaaa aaaa
16 AlttributeList SEQUENCE 0000 0100 |No extension, number of attributes in list ={419
(SIZE(0..127,.00F {
17 Aftributes™ SEQUENCE { 0000 1100|No extension, Attributeld = 1219, ReceiptTegxt
Attributeld INTEGER(0..127,...)
18 Atttribute Value CONTAINER { 0010 1100 |No extension, Container choice = 441
19 Indicator 0000 1010 |No extension, octet string length = 1019
20 ReceiptText xxxx xxxx|ReceiptText value
21 XXXX XXXX
22 XXXX XXXX
23 XXXX XXXX
24 XXXKX XKXXX
25 XXXX XXXX
26 XXXX XXXX
27 XXXX XXXX
28 XXXKX XXXX
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Table B.19 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
29 1} XXXX XXXX
30 Attributes SEQUENCE { 0001 1010 |No extension, Attributeld = 2619, Equipment-
Attributeld INTEGER(0..127,...) Status
31 Attribute Value CONTAINER { 0011 1010 |No extension, Container choice = 581
32 EquipmentStatus BIT xxxx xxxX|EquipmentStatus value
STRING(SIZE(16]])
33 1} XXXX XXXX
34 Attributes SEQUENCE { 0010 0001 |No extension, Attributeld ='3319, R¢ceiptDatal
Attributeld INTEGER(0..127,..)
35 Attribute Value CONTAINER { 0100 0001 |No extension, Container choice = 6%19
36 ReceiptDatal SEQUENCE { xxxx xxxX|SessionTime
SessionTime
37 XXXX XXXX
38 XXXX XXXX
39 XXXX XXXX
40 SessionServiceProvider xxXxX xXxxx|SessionServiceProvider
41 XXXX XXXX
42 XXXX  KRXX
43 LocationOfStation xxX&\xxXxX | LocationOfStation
44 XRXK XXKXX
45 SessionLocation xxxx xxxx|SessionLocation
46 SessionType xxxx xxxX|SessionType
47 SessionType XXxX xxXxx|SessionResult
48 SessionTariffClass xxxx xxxX|SessionTariffClass
49 SessionClaimedClass xxxx xxxX|SessionClaimedClass
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Table B.19 (continued)

Bits in
Oc;et Attribute/Field Octet Description
by by
50 SessionFee xxxxX xxxX|SessionFee
51 XXXX XXXX
52 XXXX XXXX
53 XXXX XXXX
54 SessionContractProvider xxxx xxxx|SessionContractProvider
55 XXXX XXXX
56 XXXX XXXX
57 SessionTypeOfContract xxxx xxxx|SessionTypeOfContract
58 XXXX XXXX
59 SessionContextVersion xxxx xxxXx|SessionContextVersion
60 ReceiptDataAuthenticator xxxx xxxXx|ReceiptDataAuthenticator
61 XXXX XXXX
62 XXXX XXXX
63 11} XXXX XXXX
64 Aftributes SEQUENCE { 0010 0010]|Nog-extension, Attributeld = 3419, ReceiptD4ta2
Aftributeld INTEGER(0..127,...)
65 Attribute Value CONTAINER { 0100 000QZ'No extension, Container choice = 6519
66 RecdiptData2 xxxx xxxx|ReceiptData2. Same format as ReceiptDatall
(see octets #36-63)
93 |33} Kxxx XX¥X|
94 Fragmentation header 1xxx %001 |No fragmentation. Same PDU no as before (fon-
catenation).
95 ACT[ON.request 0000 ACTION.request (SET_MMI.request)
SEQUENCE {
OPTION indicater, 0 AccessCredential not present
OPTION indjeator 1 ActionParameter present
OPTION indicator 0 IID not present
Mode _“\BOOLEAN 1 Mode = TRUE, Response expected
96 EID ™ INTEGER(0..127,...) 0000 0000|No extension, EID = 0 (System Element)
97 ActionType INTEGER(0..127..) |0000 1010 |No extension, Action Type = 1019, SET_MMI.
request
98 ActionParameter CONTAINER { |0100 0101 |No extension, Container choice = 6919, SETM-
MIRq
99 SetMMI  INTEGER (0..255) } } 0000 0000|Example : ok (010)
100 FCS xxxxX xxxx|Frame check sequence
101 XXXK KKXX
102 FLAG 0111 1110|EndFlag
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B.4.5.2 Setreceiptresponse

ISO 14906:2018(E)

Table B.20 — Set receipt response frame content

Bits in
Oc#:et Attribute/Field Octet Description
b7 bo
1 FLAG 0111 1110|StartFlag
2 Private LID xxxx xxx0|Link address of a specific OBE
3 xxxxX xxx0
4 xxxx xxx0
5 xxxx xxxl
6 MAC control field 1101 0000|The frame contains a respense LPDU
7 LLC control field nlll 0111|ACncommand n bit
8 LLC status field 0000 0000|Response available'and command dccepted
9 Fragmentation header 1xxx =001 |No fragmentation! First service of dhain.
10 SET.response 0101 SET.response
SEQUENCE {
OPTION indicator IID notypresent
OPTION indicator 0 RetlrnStatus not present
Fill  BIT STRING (SIZE(2)) 00 Setto 0
11 EID INTEGER (0..127,..)} 0000 010@1|No extension, EID, Example : 519
12 Fragmentation header 1xxxy X001 |No fragmentation.
13 ACTION.response 0001 ACTION.response (SET_MMI.response)
SEQUENCE {
OPTION indicator 0 IID not present
OPTION indicator 0 ResponseParameter not present
OPTION indicator 0 ReturnStatus not present
Fill  BIT STRING (S}ZE(1)) 0 Setto 0
14 EID INTEGER(0:;:%27,..)} 0000 0000 |No extension, EID = 0 (System Elenjent)
15 FCS xxxx xxxx|Frame check sequence
16 XXXKX XXXX
17 FLAG 0111 1110|End Flag
B.4.6 Tracking and closing
As shown inrTables B.21, B.22 and B.23.
B.4.6.T TracKing request (ECHOU.request)
Table B.21 — Tracking request frame content
Bits in
Oc;et Attribute/Field Octet Description
b7 bo
1 FLAG 0111 1110|StartFlag
2 Private LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 xXxxXxx xxx1
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Table B.21 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 bo
6 MAC control field 1010 s000|The frame contains a command LPDU
7 LLC control field nlll 0111 |Polled ACn command n bit
8 Fragmentation header 1xxx x001|No fragmentation.
9 ACTION.request 0000 ACTION.request (ECHO.request)
SEQUENCE {
OPTION indicator 0 No Access Credentials
OPTION indicator 1 ActionParameter present
OPTION indicator 0 IID not present
Mode BOOLEAN 1 Mode = TRUE, Response expected
10 EID INTEGER 0000 0000 |No extension, EID = 0 (System'Element)
(0..1pR7,..)
11 ActionType INTEGER (0..127,..) |0000 1111 |No extension, ActionType = 1519, ECHO.request
12 ActionParameter CONTAINER{|0000 0010 |No extension, Container Choice = 219, Octet
string
13 1} 0000 0000 |No extension»String length = 0 octets
14 FCS xxxx xxxx|Frame check sequence
15 XXXX XXXX
16 FLAG 0111 1110|EundFlag
B.4.6.2 Tracking response (ECHO.response)
Table B.22 — Tracking response frame content
Bits in
Oc;et Attribute/Field Octet Description
b7  bo
1 FLAG 0111 1110 |StartFlag
2 Privpte LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxXxX0
4 xxxx xxx0
5 xxxx xxx1
6 MA( controkfield 1101 0000|The frame contains a response LPDU
7 LLC fcontrol field nlll 0111|ACn command n bit
8 LLC Statusfield 00000000 Responseavatableandcommandaeceepte
9 Fragmentation header 1xxx =001 |No fragmentation.
10 ACTION.response 0001 ACTION.response (ECHO.response)
SEQUENCE {
OPTION indicator 0 No IID
OPTION indicator 1 ResponseParameter present
OPTION indicator 0 ReturnStatus not present
Fill BIT STRING (SIZE(1)) 0 Setto 0.
11 EID INTEGER (0..127,...) 0000 0000 |No extension, EID = 0 (System Element)
12 ResponseParameter  CON- 0000 0010|No extension, Container Choice = 21¢, Octet
TAINER { string
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Table B.22 (continued)

Bits in
Oc;et Attribute/Field Octet Description
b7 by
13 1} 0000 0000 |No extension. String length = 0 octets
14 FCS xxxx xxxx|Frame check sequence
15 XXXX XXXX
16 FLAG 0111 1110 |End Flag
B.4.6.3 Closing
Table B.23 — Closing frame content
Bits in
Oc; Pt Attribute/Field Octet Description
b7 bo
1 FLAG 0111 1110|StartFlag
2 Private LID xxxx xxx0|Link address of a specific OBE
3 xxxx xxx0
4 xxxx xxx0
5 XXXX XXX
6 MAC control field 1000 0000 |The frame contains a command LPIDU
7 LLC control field 000070011 |UI command
8 Fragmentation header l&&x x001|No fragmentation.
9 EVENT_REPORT.request 0010 EVENT_REPORT.request (RELEASE)
SEQUENCE {
OPTION indicator 0 AccessCredential not present
OPTION indicator 0 EventParameter not present
OPTION indicator 0 IID not present
Mode BOOLEAN 0 Mode = FALSE, No response expected
10 EID INTEGER (0..127,...) 0000 0000 |No extension, EID = 0 (system elemgent)
11 EventType\~"INTEGER (0..127,...) }| 0000 0000 | No extension, Event Type = 0, RELHASE
12 FCS xxxx xxxx|Frame check sequence
13 XKXXX XXKXX
14 FLAG 0111 1110|End Flag
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Annex C
(informative)

Examples of EFC transaction types

C.1 General

Annex C prgvides informative examples EFC transaction types, using the specified EFC function’s and
attributes in this document. Examples are given for the following transaction types:

— read on]y EFC transaction;
— read anf write EFC transaction;
— EFC purse transaction using the DEBIT function;

— on-board account transaction using ICC and the TRANSFER_CHANNEIL function;
— multipl¢ contracts EFC transactions.

The purpos¢ of these examples is to demonstrate various transaction concepts, and illustrate how|they
are supportgd by this document.

NOTE Anpnex C partly overlaps with the “Read and write, EFC transaction”, as both a based on a [read
and write” cgntrally held account transaction. CARDME's . .trafisaction, in Annex B, includes dynamic sedurity
measures anfl a more detailed specification.

C.2 Read only EFC transaction

The examplg described in Figure C.1 below.is based on a centrally held account read only transagtion,
without any|dynamic security measure,

RSE OBE

AP DSRC application layer DSRC application layer AP

Notify Application Vehicle

BST(aid=1, ...)

Notify Application Beacon(...)

VST(aid=1, eid,
Parameter(EFC-ContextMark,
EquipmentOBUId))

White and/or black list checking

Figure C.1 — Read only EFC transaction

C.3 Read and write EFC transaction

The example described in Figure C.2 below is based on a centrally held account transaction, without
any dynamic security measure, performed at an exit station within a closed system.
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AP DSRC application layer DSRC application layer AP
F===== A | |
| ] | |
I-Kernel T-Kernel I-Kernel T-Kernel

I INIT.rq(BST(...,
ApplicationListaid=EFC)...)

I
| |
| : |
| | !
| L N | |
] 1 =< <UNIT.ind(BST)I
: : : ! Notify Application
| | | |
] 1 | |
] 1 | |
| | [INIT.rs(VSTY(..., ApplicationList=
1 1 : (aid=EEC) oid EEC CaontextMark) AY
| 1 t PS4y P
i i l—!
| 0 ~-H 1
| | "] |
HINITcf(VSTYI_ =~ : 1
|
Notify Application Beacon(..., eid, | /-: | :
EFC-ContextMark)) ] | |
| | ! 1
| | l !
GET.rq(...,AttrldList(EquimentOBUId, ] ] | :
EquipmentlCClId, VehicleClass, | | | ]
ReceiptServicePart)...) : : : |
|
T 1] i I
: N __ : :
[} T ——— .
: H --:-\ | GET.ind(...)
1
] ] : :
: : \ | retrieval of the requested data
|
1 T/
GET.cf(...) : _:_/—r/ | GET rq(...,AttrldList(EquimentPBUId,
I e : 1 EquipmentiCCld, VehicleClas,
| ’ f
Payment type verification | : I : ReceiptServicePar)....)
entry point data verification | | | |
black and/or white list checking : : : 1
| ] ! :
| | | |
[ T
|
SET_MMI.rq(ok, Mode=False) 1 | : :
| | 1
\L | | 1
hicle ci d : \1“‘- | !
vehicle class groun —————— | )
measurement : : -:\ SET_MMLind(..)
|
| | : ] signalling OK via OBE’s puzzer
SET_MMIL.rq(ok, Mode=False) : : | :
B o A | ! ! I
|
SET.rq(... AttrList(ReceiptSessionPart : \*‘-“‘ : :
.rq(... AttrList(ReceiptSessionPa | e el | ;
ReceiptFinancialRart), Mode=False,....) : : -: 1 SET_MMLind(.)
|
\L : : | signalling OK via OBE’s puzzer
|
TRANSEER) CHANNEL rq(...., Channek | \""“~~~-_- .: !
Display,Value=Fee, Mode=False,...) : : == TN | SET.ind(...)
|
\:_\ : | : setting the transmitted data
| M= ———— | 1
1 ! ———al HE TP PSR T T
TINAINOTETN_UT II'\I‘IVI_I_IIIU\...
I | : 1
: : | : displaying session fee
1 -

Figure C.2 — Read and write EFC transaction

C.4 EFC purse transaction using the DEBIT function

The example in Figure C.3 demonstrates an EFC purse transaction using the DEBIT function.

© ISO 2018 - All rights reserved 93


https://standardsiso.com/api/?name=c09e94731ef772cac7b71ba7cfd3e967

ISO 14906:2018(E)

VST(eid=1, EFC-ContextMark)
RSE operation

GET.rq(eid=1,Contract ..., PaymentMeans
SET_NONCE.rq(eid=1, RSENonce, Mode=False)

GET_NONCE.rq(eid=1) (s;g'irr\]fémce .

________________ GET_NONCE.ind

I ———

GET.rs(Contract..., PaymentMeans
GET _NONCE rs( )

NOTE OCTET STRING containing: ServiceProviderID; ChargingPointID, TimeStamp, Signature(...)

C.5 On-bjoard account transaction using ICC and the TRANSFER_CHANNEL

function

C.5.1 Gen

C.5 provides
Transfer_Ch
the data exd
Korea, Singd

-  ___ debitResult fill
DEBTef | mmmmm==m T

«— |

SET.rq(eid=1, ReceiptServicePart,ReceiptContract,

ReceiptFinancialPart,ReceiptServiceSerialNumber,

Mode=False)

[ T ——

PR —————

GETef | -
GET_NONCESf | mmmmmmmmm=—"

RSE operation

DEBIT.rq(eid=1,
AccessCredentialssOCTET STRING (see note)
debitFee=(amount, currency,|multiplicator),

nonce = {}, keyre f=0)
DEBIT.rs(debitAuthenticator=Signature...),

Figure C.3 — EFC purse'transaction using the DEBIT function

eral

an example of an on-board account transaction using integrated circuit card (ICC) an
annel function. An overview of the transaction is given C.5.2. The transaction phasej
hanges are described in C.5.3, reflecting typical exchanges used in EFC systems in ]
pone, Malaysia and China.

d the
and
hpan,

This example also illustrates how an ICC can be used as a means to carry the payment method. The
user may possess several payment acounts, e.g. a business account and a private account. The user can
choose which payment account to use by inserting the corresponding ICC into the OBU, prior to making
use of the EFC service.

C.5.2 Overview

C.5.2.1 General

The EFC transaction consists of the five phases as described in Table C.1.

94
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Table C.1 — Phases of on-board account transaction using ICC

Phase Short description
Preparation The vehicle user enters an agreement with a toll service provider and obtains an OBU and
an ICC, which carries the payment method.
Initialisation |The vehicle user needs to insert the ICC into the OBU in order to use the EFC service.
The OBU activates the payment method at the time of insertion of the ICC or upon the pas-
sage of a tolling station.
Presentation |The RSE reads vehicle data in the OBU and payment data on the ICC (details on contract,
account, vehicle classification, last transaction,..).
Receipt The RSE writes an electronic receipt into the OBU and/or the ICC (which may 3lso serve as
an entry ticket).
Tracking The RSE tracks the vehicle through the communication zone and eventuaHy clpses the
and transaction.
closing The OBU de-activates the ICC if necessary.
Irregpective of EFC station type (passage in open system, entry or exit in ¢losed system), the transaction
perfgrmed is always the same.
C.5.2.2 Preparation phase
The yehicle user enters an agreement with a toll service proyvider and obtains an OBU and ah ICC, which
carries the payment method. The OBU stores vehicle-related\data such as vehicle classificatjon and OBU
accolint and contract information at personalization processing.
The ICC stores payment-related data such as tolling aceount and contract information at pergsonalization
processing.
C.5.2.3 Initialisation phase
Tabl¢ C.2 shows an example of the inferhiation exchange in the initialisation phase.
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Table C.2 — Initialisation phase — Information exchange

Roadside Equipment

OBU and ICC

Before driving, OBU ready to read account information
on the ICC upon insertion of the ICC into the OBU.

BST: “Hello, here is an EFC Station”

BST: “Hello, here is an EFC Station”

(A vehicle is approaching. OBE wakes up and replies)

VST: “Hello, I can offer the following EFC contracts and

transactions:”

1.

Transaction type “Korean “on-board account with

the Uperator "KEC

Transaction type “Japanese "on-board account
the Operator “NEXCO”

With

The roadsidg

According tg
tions availaH
following op

Transaction

CN transacti

JP transactid

support the
will from no

thinking:

my tables, [ have the following transac-
le and recognise the accounts with the
erators:

Operator
on BeijinExpress
TianjinExpress
HerbeiExpress
n NEXCO

MEX

HEX

When I compare my table with the VST, [ see that I
becond option offered by the OBE. Hence, I

v on use “JP /NEXCO”

C.5.2.4 Pr

An example

esentation phase

of the information exchange in the presentation phase is given in Table C.3.

Table C.3“= Presentation phase — Information exchange

Roadside Equipment

OBU and ICC

“Please give 1
contract wit

your pa
persong

he the following information about your JP
NEXCO:.

ymentmeans on the ICC, including the
| ac¢count number and stored value (with

signatu

.e)

ICC

your previous receipts in the OBU and/or on the

your vehicle classification details in the OBU“

“With pleasure, here are the data you have asked for.

I have added my signature to show that my data are cor-
rect and that you can trust to receive money:

payment means on the ICC, with signature

my previous receipts in the OBU and/or on the ICC

(entry ticket)

my vehicle classification details in the OBU”
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The RSE uses the retrieved data for the following purposes in addition to the ones explained in B.2.1.3:
— Authentication: RSE verifies the validity of both the OBU and the ICC;

— Signature: Both the OBU and the ICC add several security related data to the tolling data to confirm
the integrity by Issuer and/or operator;

C.5.2.5 Receipt phase

The receipt phase is used to write all data into an OBU and/or an ICC that are to be carried to the next
tolling station. An example of the information exchange in the receipt phase is given in Table C.4 below.

Table C.4 — Presentation phase — Information exchange

Roadside Equipment OBU and ICC

“Pledse store the following information in your memory:

— [Transaction receipt (entry ticket)

Infonim the user about the success of the transaction”

“I confirm. I have stored the ticket in the OB{] and/or on
the ICC and I havegiven the user a signal”.

Storage of the entry ticket on the ICC provides the following fleXibility for the tolling servic

D

— In closed tolling systems, the entry information is carried from one tolling station to the next with
31l combination of following station types;

— Also for other system types, it makes sense to give an electronic receipt for vehicle user personally.
Statipn types are:

— Only simple media reader is equipped,attolling station due to low traffic volume;
— $ingle lane charging at tolling station;

— [Free-flow charging at tolling Station for high traffic volume.

C.5.2.6 Tracking and Closing phase

Duripg transaction or after transaction, OBU performs some technical housekeeping| tasks with
inserited ICC includingflushing and write-back cash and formally closing the transaction.

C.5.3 Transaction using an ICC

Tablé¢ C.5 below provides an overview of the transaction using an ICC in terms of the sequgnce of DSRC

application layer functions (such as INITIALISATION, GET, SET and EVENT-REPORT), EFC functions
and Lata exchanged between an RSE, an OBU and an ICC. This transaction is typical ui’ng a media
in transparent access method described in ISO 25110 in detail and same functionality with CARDME
transaction described in B.3 when a media is used.
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