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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governm

ental in liaison with ISO_ also take part in the work

ISO collabarates closely with the

International
International
The main ta
adopted by

International

Attention is g

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
5k of technical committees is to prepare International Standards. Draft International Stan

the technical committees are circulated to the member bodies for voting."Publication
Standard requires approval by at least 75 % of the member bodies casting-a vote.

A

[«

rawn to the possibility that some of the elements of this document may be the subject of ¢

rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 14906 was prepared by Technical Committee ISO/TC 204, Intelligetit transport systems, in collabofation
with Technical Committee CEN/TC 278, Road transport and traffic telematics.

This second| edition cancels and replaces the first edition (1ISO14906:2004), which has been technjically
revised.
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Introduction

This International Standard specifies an application interface for electronic fee collection (EFC) systems,
which are based on dedicated short-range communication (DSRC). It supports interoperability between EFC
systems on an EFC-DSRC application interface level. This International Standard is intended for DSRC
charging applications, but specifically the definition of EFC data elements is valid beyond the use of a DSRC

charg
and/(q

This

ing interface and might be used for other DSRC applications (e g._compliance checking communication)

r on other interfaces (e.g. the application interface of autonomous systems).

(refefred to as attributes) and functions, from which an EFC transaction can be built.(The EF

mod

contr

this

presg

This

achig
reach
algor
agreq

mad

trans

In org

In thi
using

¢l provides a mechanism that allows handling of different versions of EFC transactions an
acts. A certain EFC transaction supports a certain set of EFC attributes and.EFC functions

International Standard. It is not envisaged that the complete set of EFC attributes and

International Standard provides the basis for agreements betwéen operators, which ar
ve interoperability. Based on the tools specified in this Interpational Standard, interopers
ed by operators recognising each others' EFC transactions (including the exchangs
thms and keys) and implementing the EFC transactionstin“each others' RSEs, or they (¢
ement to define a new transaction (and contract) that iskecommon to both. Considerations s
by each operator so that the RSE has sufficient; resources to implement such ad
pctions.

q

er to achieve interoperability, operators should‘@gree on issues such as

=

vhich optional features are actually being implemented and used,

ccess rights and ownership of EFC application data in the OBE,

FaXy

-

ecurity policy (including encryption algorithms and key management, if applicable),

O

perational issues, such~-as’how many receipts may be stored for privacy reasons, how many
nmecessary for operational reasons (for example as entry tickets or as proof of payment),
the agreementsineeded between operators in order to regulate the handling of different EFC

5 revision; users are faced with issues related to backward compatibility. This issue can be
the follewing:

EfcModule ASN.1 module, including a version number;

nt in each piece of EFC equipment, on-board equipment (OBE) or roadside equipment (RSE).

International Standard provides specifications for the EFC transaction model, EEC data elements

C transaction
d associated
as defined in
functions be

~

e needed to
bility can be

of security
an reach an
ould also be
ditional EFC

receipts are

transactions.

managed by

Efc-ContextMark (incl. the ContextVersion), denoting the implementation version, provides a means to
ensure co-existence of different implementation versions by means of a look-up table and associated
appropriate transaction processing. This will enable the software of the RSE to determine the version of

the OBE and his capabilty to accept the new features of this version of this International Stan

dard.

Annex A provides the normative ASN.1 specifications of the used data types (EFC action parameters and
attributes).

Annex B presents an informative example of a transaction based on the CARDME specification, including
bit-level specification.

© 1SO 2011 — All rights reserved
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Annex C presents informative examples of EFC transaction types, using the specified EFC functions and
attributes.

Annex D presents an informative listing of functional requirements, which can be satisfied by using the tools
provided by this International Standard.

Annex E presents an informative mapping table from LatinAlphabetNo2 & 5 to LatinAlphabetNo1 to ease for a
Service Provider the use of LatinAlphabetNo1 to encode an OBE for data available wiitten with non-Latin1
characters.

Annex F presents an informative mapping table between EFC vehicle data attributes and European

[} f o cars

H H hif $ $ +h S H = | A L A + [H O
reg|strat|0n TTOmmCatc S (O GGSU ure lasl\ Ul d OoCIvVILT prUVIUUr vvucn LLA~3 nccuo 3% pGFSUnGHSG an \JI_E by

obtaining vehicle data.

This applicalion interface definition can also be used with other DSRC media which do not.use a Igyer 7
according to| ISO 15628/EN 12834. Any DSRC medium which provides services to read and-write dafa, to
initialise communication and to perform actions is suitable to be used as a basis for this application intefface.
Adaptations |are medium specific and are not further covered here. As Annex B describes in detail a
transaction fpr central account systems, this International Standard can also be used for onboard acfount
systems, in donjunction with ISO/TS 25110, which provides examples of systems based on onboard accdunts.

vi © 1S0O 2011 — All rights reserved
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INTERNATIONAL STANDARD ISO 14906:2011(E)

Electronic fee collection — Application interface definition for
dedicated short-range communication

1 cope

This |nternational Standard specifies the application interface in the context of electronic/feg collection (EFC)
systems using the dedicated short-range communication (DSRC).

The EFC application interface is the EFC application process interface to the DSRC application
be sgen in Figure 1 below. This International Standard comprises specifications-of

ayer, as can
FC attributes (i.e. EFC application information) that can also be:used for other applications and/or
interfaces,
e addressing procedures of EFC attributes and (hardware)<components (e.g. ICC and MMI]),

— [EFC application functions, i.e. further qualification of actions by definitions of the concerned services,
assignment of associated ActionType values and contént and meaning of action parameters,

the EFC transaction model, which defines the common elements and steps of any EFC transpction,

the behaviour of the interface so as to ensure interoperability on an EFC-DSRC application interface level.

RSE

Application process

Attributes

(e.g. Paymentieans,
VehicleBimensions, ...)
ActienType (e.g. debit,
set“MMI, transfer_channel, ..

)

OBE

Application process

Attributes

(e.g. PaymentMeans,
VehicleDimensions, ...)
ActionType (e.g. debit,
set_MMI, transfer_channel, ...)

ISCOpe Of thIT GET T NotifyApplicationRSU GET T NotifyApplicationOBU
| ntsetrnadtloga SET SET
: anaar ACTION EndApplication ACTION RegisterApplicationOBU
| .request | | .confirm RegisterApplicationRSU response | .indication DeregisterApplication
| DeregisterApplication EndApplication
R T-ASDU ————~— -t——— ——————————— - T-ASDU --———-f -I —————————— ——
\4
—
DSRC I-Kernel | T-Rernel | DSRC
application 'y application
layer layer
\ 4 lT A 4 A 4
T-Kernel | l¢— T-APDU —p T-Kernel |
Kernel Kernel

Figure 1 — The EFC application interface
This is an interface standard, adhering to the open systems interconnection (OSI) philosophy (see

ISO/IEC 7498-1), and it is as such not concerned with the implementation choices to be realised at either side
of the interface.

© 1SO 2011 — All rights reserved 1
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This International Standard provides security-specific functionality as place holders (data and functions) to
enable the implementation of secure EFC transactions. Yet the specification of the security policy (including
specific security algorithms and key management) remains at the discretion and under the control of the EFC
operator, and hence is outside the scope of this International Standard.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO 612, Ro
ISO 1176, R

ISO 3166-1,
codes

ISO 3779, R
ISO 4217, C
ISO 7812-1,

ISO/IEC 882
notation

ISO/IEC 882
(PER)

ISO 14816:2
Numbering &

ISO 15628:2
DSRC applid

EN 12834:20
DSRC applid

3 Terms

hd vehicles — Dimensions of motor vehicles and towed vehicles — Terms and definitions
bad vehicles — Masses — Vocabulary and codes

Codes for the representation of names of countries and their subdivisions's== Part 1: Cd

bad vehicles — Vehicle identification number (VIN) — Content and structure

bdes for the representation of currencies and funds

dentification cards — Identification of issuers — Part 1: Numbering system

-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of
b-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding
D05, Road transport and traffic telematics — Automatic vehicle and equipment identificati
Ind data structure

D07, Road transport and traffic\telematics — Dedicated short range communication (DSR

ation layer

ation layer

and definitions

For the purpgses 6fthis document, the following terms and definitions apply.

3.1

untry

basic

Rules

C) —

03, Road transport afd)traffic telematics — Dedicated Short Range Communication (DSRC) —

access cred

entials

data that is transferred to on-board equipment (OBE), in order to establish the claimed identity of a roadside
equipment (RSE) application process entity

NOTE

The access credentials carry information needed to fulfil access conditions in order to perform the operation

on the addressed element in the OBE. The access credentials can carry passwords as well as cryptographic based
information such as authenticators.

3.2
action

function that an application process resident at the roadside equipment can invoke in order to make the on-
board equipment (OBE) execute a specific operation during the transaction

© ISO 2011 — All rights reserved
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3.3

attribute

application information formed by one or by a sequence of data elements, and that is managed by different
actions used for implementation of a transaction

34

authenticator

data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to
prove the source and/or the integrity of the data unit and protect against forgery

3.5
channet
information transfer path

[ISO [r498-2:1989, definition 3.3.13]

3.6
component
logical and physical entity composing an on-board equipment, supporting a specific functionality

3.7
contract
expréssion of an agreement between two or more parties concerning the use of the road infrastrufture

3.8

cryptography
discipline which embodies principles, means, and methods for the transformation of data in order to hide its
information content, prevent its undetected modification, and/or prevent its unauthorised use

[ISO [r498-2:1989, definition 3.3.20]

3.9
data [group
collegtion of closely related EFC data attributes which together describe a distinct part of an EFC fransaction

3.10
data fintegrity
property that data has not bbeen altered or destroyed in an unauthorised manner

[ISO [r498-2:1989, definition 3.3.21]
3.1

element
(DSRC) directory containing application information in the form of attributes

3.12
empty list
container for attributeValues (OCTET STRING) with the length equal to zero

3.13
on-board equipment
equipment fitted within or on the outside of a vehicle and used for toll purposes

NOTE The OBE does not need to include payment means.

3.14

on-board unit

minimum component of an on-board equipment, whose functionality always includes at least the support of
the DSRC interface

© 1SO 2011 — All rights reserved 3
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3.15
operator

entity involved in the process outside the user

NOTE

3.16

An operator is a generic term which can be used for a toll service provider or a toll charger.

roadside equipment
equipment located along the road transport network, for the purpose of communication and data exchanges
with on-board equipment

3.17
service
(EFC) road t
which is offe

3.18

service prin
(communicat
application p

NOTE Th
by the lower p

3.19
session
exchange of
and the user,

3.20
toll charger
legal entity ¢

[ISO/TS 175

3.21
toll domain
area or part

[1ISO 17573:3

3.22

toll service
(EFC) servic|
vehicle in on

ansport related facility provided by a service provider, normally a type of infrastructure the U
ed to the user, for which the user may be requested to pay

itive
jon) elementary communication service provided by the application_layer protocol (g
focesses

e invocation of a service primitive by an application process implicitly ¢alls'upon and uses services g
rotocol layers.

information and interaction occurring at a specific EF€ station between the roadside equip
vehicle

narging toll for vehicles in a toll domain

(4:2009, definition 3.27]

f a road network where.a;toll regime is applied

010, definition 3.1.8]

se of

the

ffered

ment

e enabling/users having only one contract and one set of on-board equipment (OBE) to lise a

e or more toll domains

NOTE Ag

apted from ISO/TS 12813:2009.

3.23

toll service provider
(EFC) legal entity providing to his customers toll services on one or more toll domains for one or more classes

of vehicle
NOTE 1 In

NOTE 2

other documents the terms issuer or contract issuer may be used.

with OBE provided by a third party (like a mobile telephone and a SIM card can be obtained from different parties).

NOTE 3

The toll service provider is responsible for the operation (functioning) of the OBE.

[ISO/TS 17574:2009, definition 3.28]

The toll service provider may provide the OBE or may provide only a magnetic card or a smart card to be used

© ISO 2011 — All rights reserved
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transaction
whole of the exchange of information between the roadside equipment and the on-board equipment
necessary for the completion of an EFC operation over the DSRC

3.25

transaction model
functional model describing the general structure of electronic payment fee collection transactions

3.26
user

custg
depe

4

41
APD

LIS Uf d tU” DCIVibU pIUViUIEI, Ulc iIdIUiU fUI tU”, ti 1S OWIICI Uf ti 1< VUiIibiU, d ﬂdbt upclaiw,
nding on the context
Abbreviated terms

For the purposes of this document, the following abbreviated terms apply unless otherwise specifi
v
cation Protocol Data Unit

Appli

4.2
AP

Appli

4.3
ASN
Abstr

4.4
BST
Beac

4.5
CCC
Com

4.6
cf
Confi

4.7
DSR

cation Process

1

act Syntax Notation One (ISO/IEC 8824-1)

on Service Table

pliance check communication

rm

I~
b

Dedi

tateéd Short-Range communication

a driver, etc.,

4.8
EID

Element Identifier

4.9
EFC

Electronic Fee Collection

410
GPS

Global Positioning System

©1SO

2011 — All rights reserved
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4.11
ICC
Integrated Ci

412
I-Kernel

rcuit(s) Card

Initialisation Kernel

413
IID

Invoker Identifier

414
ind
Indication

4.15
LAC
Localisation

4.16
L1
Layer 1 of D{

417
L2
Layer 2 of D{

418
L7
Application

419
LID
Logical Link

4.20
LLC
Logical Link

4.21
LPDU
LLC Protoco

4.22
MAC

Augmentation Communication

BRC (Physical Layer)

BRC (Data Link Layer)

ayer Core of DSRC

Control Identifier

Control

Data Unit

Medium Acc

he & O antral
Ot

4.23
MMI

OOt

Man-Machine Interface

4.24
n.a.

Not applicable

4.25
OBE

On-Board Equipment

© ISO 2011 — All rights reserved
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4.26
PDU
Protocol Data Unit

4.27
PER
Packed Encoding Rules (ISO/IEC 8825-2)

4.28
req
Request

4.29
rs
Response

4.30
RSE
Roadside Equipment

4.31
RTTT
Road Transport and Traffic Telematics

4.32
SAM
Secure Application Module

4.33
T-APDU
Trangfer-Application Protocol Data Unit

4.34
T-ASDU
Transgfer-Application Service Data Unit

4.35
T-Kefrnel
Trangfer Kernel

4.36

VST
Vehigle Service~Table

5 EFC application interface architecture

5.1 Relation to the DSRC communication architecture

The DSRC services are provided to an application process by means of the DSRC Application Layer service
primitives, which are abstract implementation interactions between a communication service user and a
provider. The services are offered by the DSRC communication entities by means of its DSRC Application
Layer (EN 12834/ISO 15628).

© 1SO 2011 — All rights reserved 7
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RSU oBU
AP -4+—— ADU —p AP
GET T NotifyApplicationRSU GET T NotifyApplicationOBU
SET SET
ACTION EndApplication ACTION RegisterApplicationOBU
) RegisterApplicationRSU PR DeregisterApplication
-request| |.confirm DeregisterApplication response | | indication EndApplication
v
r——==<= | [—==== |
| B-Kernel j| I-Kernel | B-Kernel | I-Kernel
L e e ——— | . |
n.a. for A n.a. for A
psRe-Lf |FF¢ EFC DSRC-L7
A 4 \ 4 A 4
T-Kernel «—— T-APDU —p T-Kernel
Y Y
A 4 \ 4
| LLC sublayer LLC sublayer
DSRC-LRg = === —m e e m e = 44— LPDU —Pp e e e e - DSRC-L2
| MAC sublayer MAC sublayer
A A
\ 4
| |
DSRC-L{l Physical layer <—— PPDU —p Physical layer DSRC-L1

NOTE Th

The Transfe
also Figure 2

GET: TH

(i.e. Attributes

e abbreviations/used in Figure 2 are defined in Clause 4.

Figure 2 — The EFC, application process on top of the DSRC communication stack

Kernellef’DSRC Application Layer offers the following services to application processes
abovey):

(see

SET: The invocation of a SET service request results in modification (i.e. writing) of application

information (i.e. Attributes) of the peer service user (i.e. the OBE application process). This service may
be requested in confirmed or non-confirmed mode, a reply is only expected in the former case.

ACTION: The invocation of an ACTION service request results in a performance of an action by the peer

service user (i.e. the OBE application process). An action is further qualified by the value of the
ActionType. This service may be requested in confirmed or non-confirmed mode, a reply is only expected
in the former case.

© ISO 2011 — All rights reserved
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— EVENT-REPORT: The invocation of an EVENT-REPORT service request forwards a notification of an
event to the peer service user.

— INITIALISATION: The invocation of an initialisation service request by RSE results in an attempt to
initialise communication between a RSE and each OBE that has not yet established communication with
the concerned RSE. The Initialisation service is only used by the Initialisation Kernel as defined in
EN 12834/1SO 15628.

5.2

Usage of DSRC application layer by the EFC application interface

EFC uses the following services offered by DSRC Application Layer (as defined in EN 12834/ISO 15628):

4

q

In thq

NOTH
part g
Howel
referr

5.3

[he INITIALISATION services:

— Notify Application RSU (at RSE);

— End Application (at RSE);

— Register Application RSU (at RSE);

— Deregister Application (at RSE and OBE);

— Notify Application OBU (at OBE);

— Register Application OBU (at OBE)

re used to realise the EFC-specific initialisation mechanism (see Clause 6);

'he GET service is used to retrieve EFC attributes (For attribute specifications see Clause 8
'he SET service is used to set EFC attributes;

'he ACTION services are applied to'realise additional EFC specific functionality needed to
pplication processes, such as TRANSFER_CHANNEL, SET_MMI and ECHO (see 7.2).

following, the EFC-specific usage of the DSRC Layer 7 services is specified in detail.

The EVENT-REPORT-service can be implicitly used by EFC application processes. It is e.g. use
f an already definédycommand to release an application process (see EN 12834/ISO 15628, Read
ver as the EVENT-REPORT-service is not explicitly used by EFC application processes, this servicg
bd to in this Intefnational Standard.

Addressing of EFC attributes

5.3.1

support EFC

d indirectly as
vy Application).
e is not further

Basic mechanism

EFC Attributes are used to transfer the EFC application-specific information.

EFC Attributes are composed of one or more data elements of specified ASN.1 types. Each data element is
associated with, within the context of this International Standard, an unambiguous name.

To each EFC Attribute, an AttributelD is associated. The Attributeld enables to unambiguously identify and
address an EFC Attribute.

©1SO
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EXAMPLE Figure 3 illustrates the basic addressing mechanism.
Attribute ID [At#riD=01  [AttrD =2 | [AttriD =3 | [ AttrD =4 | |AttriD = n1
\ 4 \ 4 \ 4

=== b ] === 1

. : : Contract Contract Contract : :
Attribute | : T validity Vehicle Authenticator | 77777 | :
| . | .

e ,, L

:- .; v | ContractAuthenticator ::= :- .;

ASN.1 -Type I : v ContractVehicle ::= | :
:_______l Contractvaldiy .= SEQUENCE{ ] :_______|

contractRestrictions OCTET STRING (SIZE(4))
contractExpiryDate DateCompact

Figure 3 — Basic addressing mechanism

5.3.2 Rolelof the EID

In a given OBE, the DSRC-EID (different from 0) is used to address an EFG.Tontext, identified bl the
EFC-ContexiMark (see 6.2.3), in which Attributes can be addressed unambiguously by AttributelDs insigle an
Element of the OBE. In the VST, the OBE specifies one or several of these EFC Contexts, each corresponding
to an EFC (QontextMark and the EID to be used for addressing the attributes and using the EFC fungtions

supported by

it.

EXAMPLE
(RED=0] [AND=2][ARAD=3 || AfAD=4] (R&ID = 7]
fo——==- a f=——=—=- a2
| | Contract Contract Contract | |
(EID =1 | ..o | Validity Vehicle Authenticator | sessssesas ( !
I ' A A A I !
el [P,
|' ______ a |' ______ a
) | Contract Contract Contract | |
[EID =2 ) : ----- Validity Vehicle Authenticator | ==ss=ssses | :
|' ------ b |' ------ 1
| : Contract Contract Contract | :
FID =3 I | “he e [ Validit Vehicle Authenticator | ssssssuses |
[ : ' c c c ! !
Figure 4 — Role of the EID
EID equals Q shall be-used to address application-independent functions and components, e.g. SET_MMI and
TRANSFER |[CHANNEL (see 7.2).

5.3.3 Multiple Instances of Attributes

There may be n, where n is an integer, instances of an Attribute available in an OBE.

The maximum number of instances N, Of one Attribute may be limited according to the needs of operators
and users. The default maximum number of instances is Na.=1. The value of Ny is determined at the time of
OBE configuration.

10
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EXAMPLE
|AttriD = 0] |AttriD = 1|
[ ______ .: ReceiptServicePart2 | r ------ .:
| : .......... ReceiptServicePart 1 | .......... | :
|

| | ReceiptServicePart 0 |

Figure 5 — Multiple instances (0-2) of attribute 5

The handling of multiple instances and the corresponding addressing mechanism are describedl in detail as
part of the behaviour specification of the corresponding functions supporting multiple instances*(see 7.2.6 for
GET[INSTANCE and 7.2.7 for SET_INSTANCE).

5.4 | Addressing of components
Components of an OBE to be addressed via the EFC Application Interface include for example:

— OBU;

— SAM 1;

— SAM 2;

— 14C;

— Display;

— Blizzer;

— Printer;

— Serial interface;
— Parallel interface;
— GPS;

— Tachograph;

— Bluetooth.
Addressing of these components is enabled on two levels, device-specific and device-independent addressing.
The device-specific\transparent addressing mechanism enables the transfer of information, which shall be
processed by the,addressed device (such as an ICC-command). The addressed device is identified by a
chanhel Id. The EFC function TRANSFER_CHANNEL (see 7.2.10) supports this functionality.

EXAMPLE 1 Transfer of a bit string to an ICC.

The device-independent addressing mechanism uses a set of commands, which describe a certain
functionality, which can be performed by various OBE components. In this case, the operating system of the
OBE will address the corresponding components. The EFC function SET_MMI supports this functionality
(see 7.2.12).

EXAMPLE 2 Invocation of a SET_MMI(EID=0, ContactOperator) function activates an OBE MMI-device, e.g. a buzzer
or a display.

NOTE In a specific implementation, specific attributes or data elements may activate some MMI function (e.g. a SET
command on the attribute ReceiptText might display the text on an LCD display. A SET command on the attribute
ReceiptServicePart with data element SessionResultOperational other than SessionOK might activate an alert beep).
Proprietary addressing mechanisms are not defined by this International Standard.

© 1S0O 2011 — Al rights reserved 11


https://standardsiso.com/api/?name=8bcf8e345e8a5f7148bd22a636131d52

ISO 14906:2011(E)

6 EFC Transaction Model

6.1

General

The EFC Transaction Model related to the EFC Application Interface for the DSRC comprises two phases, the
initialisation phase and the transaction phase.

NOTE

The purpose of the initialisation phase is to set up the communication between the RSE and OBEs that have

entered the DSRC zone but have not yet established communication with the RSE, and to notify the application processes.
It provides amongst others a multi-application switching mechanism, allowing for execution of several RTTT applications
(in parallel) at one RSE station.

The transact
defined in (
application |
transaction p

6.2 Initial

6.2.1 Oven
This clause
phase.

The Initialisd
exchanges,
specific infor

NOTE TH
applications s
recommended
application(s)
to execute in i

on phase can only be reached after completion of the initialisation phase. The EFC fungtior
lause 7, can be performed in the transaction phase. The GET and SET services (O
ayer functions) as defined in EN 12834/ISO 15628 (in 6.2) may also be used in an
hase.

sation Phase
View

pbrovides an overview of the functionality of, and the information. exchanges in, the initialig

tion procedures, by means of beacon service table*(BST) and vehicle service table
are defined in EN 12834/1SO 15628 6.2.2 and 6.2.8below account for the EFC applic
mation that shall be included in the BST and VST, respectively.

e OBE evaluates the received BST, and selects the-applications that it wishes to perform out of the |
ipported by the RSE. If the OBE does not support any of application(s) supported by the RSE, the
that the OBE does not exchange any information with the RSE. If the OBE supports at least one
supported by the RSE, then it is recommended that the OBE informs the RSE of which application it \
s corresponding VST.

S, as
SRC
EFC

ation

VST)
ation-

sts of
nitis
of the
ishes
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The

(of E
over
acco

6.2.2

An R
spec

NOTE 1

RSE OBE
EFC- EFC-
application Layer 7 Layer 7 application
I-Kernel T-Kernel I-Kernel T-Kernel /
Regisge;ﬁsg:cation \INIT.rq(BST) / RegAppVehicle
\ T-APDQU(INIT.rq(BST)) ~

\ N

~a
L
\

~ BST
\\A
\\A

\
™ |INITind(BST)
\ NotifyApplication
/ \\Vehicle
T-APDU(NITrs(VST)) | —
INIT.cf(VST) /{
NotifyApplication /

EFC applicationsspecific contents of the BST

Figure 6 — Initialisation phase: BST - VST exchanges

nitialisation service associated with the initialisation phase is only used by the Initialis
N 12834/ISO 15628), which-ifxits turn is configured by the application(s) wishing to executg
g DSRC link. The Initialisation Kernels of the RSE and of the concerned OBE shall have beg
ding to EN 12834/ISO-45628, prior to the invocation of the Initialisation service by the RSE.

ation Kernel
applications
tn configured,

SE supporting\EFC shall have configured its Initialisation Kernel to carry the following information related
fically to the'EFC application(s):

tre application identifier (AID) shall be equal to 1 (i.e. the value assigned for EFC);

the EFC application shall be qualified as a mandatory application;
EID shall not be transmitted in the BST related to the EFC application;

no Parameter shall be transmitted in the BST related to the EFC application.

AID equals to 14 identifies the multi-purpose payment context. In Japan, ISO 14906 specifies the application
interface for DSRC used for multi-purpose payment (when the Aid=14 is used in Japan, the EID and parameter fields are
defined through the BST).

There shall be only one EFC application present in the BST (i.e. there shall be only one instance of AID=1 in
the BST) regardless of whether the RSE supports more than one EFC-ContextMark (see also 6.2.3).

© 1SO 2011 — All rights reserved
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NOTE 2 The above is the EFC application-specific contents of the BST. The complete BST is defined in
EN 12834/ISO 15628 and is given below for readability of this International Standard:

BST ::= SEQUENCE {

beacon BeaconlD,
time Time,
profile Profile,

mandApplications ApplicationList,

nonmand

Applications  ApplicationList OPTIONAL,

profileList SEQUENCE(0...127, ...) OF Profile

}

6.2.3 EFC

Each EFC a
below. An Ol

NOTE 1 It
presented in 9
for indicating t

An OBE sup
specifically tg

— the AID

— the EID

Paramefer, and shall be unique withinythe OBE throughout the complete DSRC session;

— the Par
Context]l
in Claus

where

ApplicationList ::= SEQUENCE (0..127,...) OF

SEQUENCE{

aid DSRCApplicationEntityID, -- AID=1
eid Dsrc-EID OPTIONAL, -- empty
parameter  Container OPTIONAL -- empty
}

hpplication-specific contents of the VST

pplication and corresponding contract shall be associated with.an EFC-ContextMark, as dg
BE may support several EFC applications.

s outside the scope of this International Standard to define in which order EFC-ContextMarks sh
rder to indicate a user's order of preference, in case his OBE supports several EFC applications. Such
e user's order of preference may be subject to agreements between operators.

porting EFC shall have configured its Initialisation Kernel to carry the following information rg
the concerned EFC application:

shall be equal to 1;

value shall be logically associated with the corresponding EFC-ContextMark, contained i

hmeter shall be of Container CHOICE type OCTET STRING and shall comprise the
Mark as defined below, and may also be configured to carry additional EFC attributes (as dsg

EFC-Contex

b 8 and Annex A),

Mark::=SEQUENCE{
ontractProvider Provider,
ype©f€ontract OCTET STRING (Slz
ontextVersion INTEGER(0..127,..)

fined

all be
rules

lated

n the

EFC-
fined

=(2)),

The EFC-ContextMark denotes a specific EFC context in the OBE, comprising the organization that issued
the contract, the type of contract and the context version. ContractProvider, TypeOfContract and

ContextVersi

on are further defined in Clause 8 as data elements of the Attribute EFC-ContextMark.

NOTE2 The above is the EFC application-specific contents of the VST. The complete VST is defined in
EN 12834/ISO 15628 and is given below for readability of this International Standard:

VST = SEQUENCE {

14

fill BIT STRING (SIZE(4))
profile Profile,

applications ApplicationList,
obeConfiguration ObeConfiguration

}
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where:

ApplicationList ::= SEQUENCE (0..127,...) OF

SEQUENCE({

aid DSRCApplicationEntitylD, -- AID =1

eid Dsrc-EID OPTIONAL, --EID=e.g.2

parameter Container OPTIONAL -- EFC-ContextMark
-- plus any EFC Attribute

}

Means to ensure backwards compatibility and co-existence:

H

E
6

FfcModule ASN.1 module, including a version number

Ffc-ContextMark (incl. the ContextVersion), denoting the implementation version, provides a means

to ensure co-

xistence of different implementation versions by means of a look-up table and associated approprigte transaction

processing.
NOTE 4  Aid equals to 14 identifies the Multi-purpose payment context. In Japan, 1ISO\14906 specifies the application
interface for DSRC used for multi-purpose payment (when the Aid=14 is used in Japan;the EID and parameter fields are
defingd through the BST).
NOTE 5 An EFC application provider retains the ultimate control of his secufity domain, i.e. the security level and the
assodiated security mechanisms to be used within his system.
The data element obeStatus contained in the data element obe€onfiguration shall always be pregent and may

indicate the status of the OBE's battery. This information mayybe used by the RSE to notify th

using

NOTH
the ad
Toll G
to the

6.3

After
Notify
defin

The |

supp
shall

EXAM
(
1

the SET_MMI code “contact operator”). See Annex A-for details.

6 Retrofit DSRC OBE are mostly battery powered,\and the battery usually has a lifetime which is
tual usage of the OBE (number of transactions per.day, activation of MMI, etc.). In an interoperable en
harger(s) can access to the OBE via the DSRC interface and can can check the status of the battery
driver.

Transaction phase

completion of the Initialisationz\phase, the appropriate RSE application is informed (by 1
Application RSU service) of the EFC-ContextMark and associated EID. The RSE shall use
bd in Clause 7 to complete the EFC transaction.

RSE may invoke any’sequence of EFC functions to complete the EFC transaction, provided
prted by the EEC=ContextMark. The OBE shall respond to the EFC functions invoked by t
not initiate any) EFC functions (by usage of a request service primitive, see further Clause 7)

PLE Atransaction may consist of the following steps:
SET (EID; ContractValidity, ContractVehicle, ReceiptServicePart, PaymentMeansBalance)

DEBIT(EID, DebitPaymentFee)

e driver (e.g.

dependent on
vironment, the
and indicate it

neans of the
the functions

that they are
he RSE, and
on its side.

SET(EID, ReceiptServicePart)

Due to the construction of the EFC part of the VST, each EID identifies a certain EFC-ContextMark and shall
be used by the RSE as parameter of every function to unambiguously address data elements within the
context given by the EFC-ContextMark. More than one EID may be used in one session.

Both which attributes that are to be implemented and the maximum number of instances of an attribute is
defined at time of configuration of the OBE, and is outside the scope of this International Standard. These
implementation dependent aspects are referenced unambiguously by the EFC-ContextMark (for each element
present in the OBE).
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[AtriD=1] [AtriD=2] [AtriD=3]| [AftriD=4] [AttriD=5] [AtriD=6]

El

Figure 7 — Context of attributes given by EFC-ContextMark and, identified by the EID
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is construction of contexts being identified by EIDs allows améngst others to implement the foll

from two contracts in one transaction. There is sometimes’the need to book from two contracts i
.g. when a customer has a contract with a reduced price (e.g. a commuter contract) for part of the|
ed, plus an ordinary (not reduced) contract for the rest\of the route. This may be implemented by hay
ps identical between two EIDs, except for the data\group contract.

ther two instances of the data group Vehicle to' accommodate a pulling vehicle plus a trailer, or havir
containing same attribute one for the .pulling vehicle and one for the trailer (and probably also se

is EFC transaction model and:-associated procedures allow for different levels of co-existencs
between operators:

ment between operators.-'each operator has a completely separate application domain, i.e. there 3
data groups. Each operator uses the attributes associated with “his” EFC-Context Mark.

ht to share same“data groups, but not others. E.g. the data groups Vehicle, Receipt and Payme
ut not Contract. Different security measures (algorithms) are used by the two operators (or more.
ps are shared, except for Payment - each operator books from an account issued by himself.
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7 EFC Functions
7.1 Overview and general concepts

7.1.1 EFC functions and service primitives

This clause describes the EFC functions invoked by T-ASDUs exchanged between peer applications
communicating via a DSRC link. The T-ASDUs are exchanged by means of service primitives of the DSRC
Application Layer (EN 12834/ISO 15628). Exchanges of service primitives (and the corresponding T-ASDUSs)
associated with EFC functions adhere to the following basic pattern:

— xxx.rq (request) service primitive invoked by the RSE application to DSRC Application Layer;
— xxx.ind (indication) service primitive issued by the DSRC Application Layer to the OBE |application;

— xxx.rs (response) service primitive invoked by the OBE application to DSRC Application Laysg

]

— xxx.cf (confirmation) service primitive issued by the DSRC Application Layen to RSE application.

The last two steps are either mandatory or optional, depending on the nature of the service primitive and on
the setting of the Mode parameter (see 6.2.4 in EN 12834/ISO 15628y.

The Ipgical sequence of a successful service primitives exchange{for Mode = TRUE) is illustratgd in Figure 8
below. Service primitives that occur earlier in time, and are connected by dotted lines in the figure, are the
logical antecedents of subsequent service primitives.

RSE OBE
AP DSRC application layer DSRC application layer AP
XXX.rq
_________________ XXX.ind

Execution of invoked EFC function

XXX.rs

e

XKof | mmmmmm=mm T TTTT

Figure 8 — The logical sequencing of service primitive exchanges

For the purposes of this International Standard, the DSRC link is seen as completely transparent, i.e. in the
absepceyof exceptions the XXX.ind is identical in content and meaning to the XXX.rq, and the XXX.cf is

identicatmcontentand meaning to the XXXTs. For the purpose of conciseness there wittber

— one description for request, i.e. XXX.rq, covering both request and indication service primitives;

— one description for response, i.e. XXX.rs, covering both response and confirmation service primitives.

The format and the parameters of the service primitives of the DSRC application layer are defined in
EN 12834/ISO 15628, 6.2.2 (T Kernel Services).

7.1.2 Overview of EFC functions

This subclause provides an overview of the EFC functions as shown in Table 1 (based on the ACTION service
primitive of EN 12834/ISO 15628) that are defined in 7.2 of this International Standard. Each EFC function
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comprises a pair of service primitives, a request and its associated response service primitive, which are

accounted for in 7.2.

Table 1 — Overview of EFC functions

Function Name Action Action Parameter Response Parameter Remarks
Type

GET_STAMPED 0 GetStampedRq GetStampedRs retrieves data with an
authenticator from the OBE

SET_STAMPED 1 SetStampedRq OCTET STRING sets data in the OBE, which
generates an authenticator

GET_SECURE 2 OCTET STRING OCTET STRING gets data securely from thexOBE

SET_SECURE 3 OCTET STRING OCTET STRING sets data securely in(the-OBE

GET_INSTANCE 4 GetlnstanceRq GetlnstanceRs retrieves a number of entries opt
of an attribute's ‘multiple instance$

SET_INSTANCE 5 SetinstanceRq n.a. sets one—entry at a specified
position™in an attribute's multipje
instances

GET_NONCE 6 n.a. OCTET STRING retrieves a nonce - typically usg¢d
against replay attacks

SET_NONCE 7 OCTET STRING n.a. sets a nonce - typically used
against replay attacks

TRANSFER_CHANNEL 8 ChannelRq ChannelRs sets and/or retrieves data from the
addressed OBE component (e.g.
an ICC)

COPY 9 CopyRq n.a. copies data from a source EID to|a
destination EID

SET_MMI 10 SetMMIRq n.a. invokes an MMI function (e.g.
signal Ok via buzzer)

SUBTRACT 11 SubRg n.a. subtracts the given value to the
addressed value

ADD 12 AddRq n.a adds the given value to the
addressed value

DEBIT 13 DebitRq DebitRs debits purse

CREDIT 14 CreditRq CreditRs credits purse

ECHO 15 OCTET STRING OCTET STRING OBE echoes received data

The GET and SET services (DSRC application layer functions) as defined in EN 12834/ISO 15628 (in 6.2)

may also be used in an EFC transaction phase.

NOTE

7.1.3 Handling of multiple instances

For the purpose of description, the number of instances is denoted by n. In general the EFC functions

operating on multiple instances of OBE Attributes can be divided into the following groups:

If no instance is available, the result is undefined but may lead to the return of an error code.

18
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GET is used to retrieve (i.e. read) value(s) of the addressed attribute(s), a reply is always expected. SET is
used to set (i.e. write) value(s) of the addressed attribute(s).

GET, GET_STAMPED : These functions shall always access the last instance (i.e. instance at position 0).
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— GET_INSTANCE : This function carries parameters N1 and N2, both > 0. It shall return the following:

— if N2<N1, or N1>n, then the empty list;

— if N2 >= N1 then the values of the instances numbered N1, N1+1, ... up to and including min(N2, n).
NOTE 1 The case that zero instances are returned is legal, in this case the response carries an empty list.

— SET, SET_STAMPED : These functions shall always set the value of instance at position 0. In addition,

the previous instance number p (where p is an integer between 0 and N,.x-1) shall become instance
number p+1, and instance number N,,,x shall no longer be available.

NOTER 2 A cyclic buffer is as acceptable as a dynamic memory allocation scheme.

NOTHE 3  The description above also covers the common case for Nmax =1. In this case it leads 6 ovenwriting the old
value|of the single instance.

— $ET _INSTANCE : This function carries a parameter N >0, and a value for the.addressed attfibute. It shall
always set the value of instance number N.

EXAMPLE 1 Behaviour for a static memory allocation scheme - a cyclic buffer,

Assume Nmax = 3. Table 2 shows the effects of a certain sequence of functions.

Table 2 — Behaviour for a static memory allocation scheme

Buffer content Instancé’/position
Fungtion N 0 1 2 Result
GET 3 X X X returns X
GET] INSTANCE(1,0) 3 X X X returns empty list
SET[A) 3 A X X
GET 3 A X X returns value A
SET(B) 3 B A X
GET 3 B A X returns value B
GET| INSTANCE(0,7) 3 B A X returns list (B,A,X)
SET(C) 3 C B A
GET 3 C B A returns value C
GET| INSTANCE(1,2) 3 C B A returns list (B, A)
SET(D) 3 D C B value A is no longer avilable
SET |INSTANCE(1,E) 3 D E B value C is no longer aJailable
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EXAMPLE 2

Assume Nmax

Behaviour for a dynamic memory allocation scheme.

= 3. Let n = O initially. Table 3 shows the effects of a certain sequence of functions.

Table 3 — Behaviour for a dynamic memory allocation scheme

Buffer content Instance
position

Function N 0 1 2 Result
GET 0 undefined (implementation dependent)
GET_INSTANCE(1,0) 0 returns empty list
SET (A) 1 A
GET 1 A returns value A
SET(B) 2 B A
GET 2 B A returns value B
GET_INSTANCE(0,6) 2 B A returns list(B, A)
SET(C) 3 C B A
GET 3 C B A returns value C
GET_INSTANCE(1,2) 3 C B A returns list (B, A)
SET(D) 3 D C B value A is nodonger available
SET_INSTANCE(1,E) 3 D E B value C is.no longer available

7.1.4 Secyrity

71.41 (
Whilst secur
International
encryption al
padding met
everything th
should suffic
of security m

In this Intern
unambiguou
EN 12834/1S
protection.

7.1.4.2 !

Access Cre(
pertains to t

Seneral

ty is an essential part of EFC applications, the-actual mechanisms are outside the scope g
Standard. It is generally recognised that security mechanisms involve many parameters
gorithm and keys (if the security mechanism,is encryption based at all), hash function, key Ig
hod, redundancy data etc. It is assumed that the EFC application communicating parties
ey need, either by implementation; Qv by deriving information from the VST. This inforn
e for the RSE to determine how tolproceed. The OBE, in general, supports only a limited nu
echanisms.

ational Standard, only a-framework is defined permitting security mechanisms to be spe|
5ly at the discretion of-the application provider. It includes the Access Credentials defin
O 15628. In addition-security values, like authenticators, will often be needed for addi

Use of access credentials and authenticators

entials~and Authenticators are defined as being of ASN.1 type OCTET STRING. This
ne ASN.1 syntax; the semantics are implicit in the context given by the EFC-Context Ma

f this
, like
ngth,
know
ation
mber

cified
ed in
tional

only
rk as

specified in t

Ne-VST, and as selected by the EID.

Access Credentials shall be used to manage access to attributes. Different access conditions can apply for
different attributes, and if so different access credentials should be associated with these access conditions.

EXAMPLE

The VehicleDimensions EFC attribute may be associated with no access conditions whilst the

ContractSerialNumber and ContractValidity EFC attributes may be subject to access conditions (e.g. requiring the correct
password to be presented).

Authenticators shall primarily pertain to values, and prove the source and/or the integrity of the data unit and
protect against forgery. Authenticators are used in cryptography related EFC functions such as
GET_STAMPED and SET_STAMPED. Authenticators can be transmitted from the RSE to the OBE, as
Access Credentials in order to prove the authenticity of the RSE, or from the OBE to the RSE to prove the
source and/or integrity of the data unit.
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The security mechanisms to be applied, and the exact role of Access Credentials and Authenticators, will be
determined by the owner of the EFC-ContextMark and is outside the scope of this International Standard.

NOTE ISO/TS 17574 provides guidelines for preparation and evaluation of appropriate security measures.
7.2 EFC functions

7.21 General

In this section, the EFC functions are specified in detail. The format and the parameters of the EFC functions
shall adhere re-Actionservice primitivesof the D icationtayer-as-defined-r ; ansfer Kernel
Services) in EN 12834/ISO 15628. Not all parameters associated with the EFC functions are, acqounted for in
this dlause, as they are either not specifically needed for the EFC applications or have the(samg meaning for
all functions.

C M V - AytT UC C U U.

The Return Codes (RET) are explicitly specified whenever additional precision. ‘i needed on top of the
specifications given in 6.2.4 of EN 12834/ISO 15628.

The JASN.1 type specifications of the ActionParameters and ResponseParameters are proyided in the
normative Annex A.

7.2.2] GET_STAMPED
GET) STAMPED is used to retrieve the value(s) of the addressed attribute(s), with an authenticator appended

to the retrieved data. The authenticator generation involves transformations (notably encryption) that may
inclugle a nonce value (e.g. a random number or a sequence number).

Table 4 — GET_STAMPED.request

Parameter name ASN.1 type Value Remark/Conpstraints
Element Identifier EID | Dsrc-EID
AcgtionType INTEGER(0..127,...) 0
Ag¢cessCredentials OCTETR.STRING optional use
AgtionParameter GétStampedRq = SEQUENCE { always to be| present
attributeldList AttributeldList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
Mpde BOOLEAN TRUE

GET)| STAMPED.request shall request the retrieval of the value(s) of the attributes addressed by the
attributeldList, with an authenticator given in the response. A response shall always be expected
(Mode = TRUE). The parameter keyRef shall contain a reference to the key to be used for the calculation of
the authenticator in the response. See Table 4.

NOTE 1 The AccessCredentials are only needed if the data attributes addressed by EID and attributeldList require
authentication of the RSE.
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Table 5 — GET_STAMPED.response

Parameter name ASN.1 type Value | Remark/Constrai
nts
ResponseParameter GetStampedRs::= SEQUENCE { always to be
attributeList AttributeList, present when
authenticator OCTET STRING } Return Code is
present and its
value is 0
Return Code (Ret) ReturnStatus optional use
GET_STAMRED.response shall carry the retrieved value(s) of the addressed attribute(s) in the attributgList,
as the resull of the corresponding GET_STAMPED.request command. An authenticator over the’retrjeved
values shall be carried in the authenticator parameter, with the keyRef parameter of| the
GET_STAMPED.request being used as a reference to the (cryptographic) key to be used\When a norlce of
non-zero length is given in the request, the nonce value shall be included in the cryptographic transformation.
See Table 5.
NOTE 2 GET_STAMPED can be used with an empty attributeldList to request an cauthenticator from the OBE to
authenticate the OBE EFC application.
7.2.3 SET[STAMPED
SET_STAMRED is used to set the value(s) of the addressed attribute(s), with the OBE returning an
authenticatof as a proof that the data has been set. The authenticator generation involves transformgtions
(notably encryption) which may include a nonce value (e.g. a random number or a sequence number).
Table 6 — SET_STAMPED.request
Paraméter name ASN.1 type Value Remark/Constraints
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127 .. 1
AccessCrgdentials OCTET STRING optional use
ActionParameter SetStampedRq::= SEQUENCE { always to be present
aftributeList AttributeList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
Mode BOOLEAN TRUE
SET_STAMRED.request shall request the setting of the value(s) of the attributes addressed by the
attributeList, bwith an authenticator gi\/pn in_the response A response shall QI\A/QyQ he m(lnnr*’rpd (l\/lrde =
TRUE). See Table 6.

Table 7 — SET_STAMPED.response

parameter name

ASN.1 type Value | Remark/Constraints

ResponseParameter

OCTET STRING always to be present

Return Code (Ret)

ReturnStatus optional use

SET_STAMPED.response shall carry an authenticator as the response parameter (being of ASN.1 type
OCTET STRING) to the corresponding request to convey that the data in the attribute list of the request have
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been set. The authenticator shall be calculated over the values given in the request attributeList, with the
keyRef parameter of the request being used as a reference to the (cryptographic) key to be used. When a
nonce of non-zero length is given in the request, the nonce value shall be included in the cryptographic
transformation. See Table 7.

7.24 GET_SECURE

GET_SECURE is used to retrieve the value(s) of attribute(s) subject to security measures defined implicitly by
the context identification set in the initialisation phase. These measures may involve any kind of
transformations (notably encryption).

Table 8 — GET_SECURE.request

parameter name ASN.1 type Value Remark/Constrajnts
Element Identifier EID Dsrc-EID
AgtionType INTEGER(0..127,...) 2
Ag¢cessCredentials OCTET STRING optienal use
AgtionParameter OCTET STRING always to be present
Mpde BOOLEAN TRUE

GET|[ SECURE.request shall request the retrieval of attributes* subject to security measures implicit in the
contgxt set in the VST, amongst others by explicit seference given in the action parpmeter. The
ActionParameter (being of ASN.1 type OCTET STRING):§hall carry the Attributelds of the requested attributes
plus any information (nonce, key reference) required by, the algorithm providing the security meagures. A reply
is always expected (Mode = TRUE). See Table 8.

NOTE 1 The accessCredentials are only needéd-if the data attributes addressed by EID and AttributeldList require
them.

NOTH 2  The interpretation of the actionRarameter is defined by the security mechanism in effect, whigh is implicit in

the context identification in the initialisation phase. The parameter includes a AttrIDList (possibly encrypted), and it may
e.g. a|so contain an authenticator for-non-repudiation purposes.

Table 9 — GET_SECURE.response

parameter name ASN.1 type Value Remark/Constraints

ResponseParameter OCTET STRING always to be| present
when Return [Code is
present and its alue is 0

Returh.Code (Ret) ReturnStatus optional use

GET_SECURE.response shall carry as the responseParameter (being of ASN.1 type OCTET STRING) to the
corresponding request the requested value(s) of the addressed attribute(s) in the form (e.g. encrypted)
implicitly defined in the context set in the VST, amongst others by explicit reference given in the action
parameter. See Table 9.

NOTE 3 The interpretation of the responseParameter is defined by the security mechanism that is in effect. The
parameter includes a (possibly encrypted, or otherwise transformed) AttributeList. It may in addition contain, e.g., an
authenticator for non-repudiation purposes.
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SECURE

SET_SECURE is used to set the value(s) of attribute(s) subject to security measures defined implicitly by the
context identification set in the initialisation phase. These measures may involve any kind of transformations
and additions (e.g. checking of authenticators).

Table 10 — SET_SECURE.request

parameter name ASN.1 type Value Remark/Constraints

Element Identifier EID Dsrc-EID

ActionTyp¢ INTEGER(0..127,...) 3

AccessCrgdentials OCTET STRING optional use

ActionParameter OCTET STRING always to be present

Mode BOOLEAN
SET_SECURE.request shall request the setting of attributes subject to securitymeasures implicit ip the
context set|in the VST, amongst others by explicit reference given in the action parameter.| The

ActionParam)|
information (|
SET _SECUH
the former ca

NOTE 1 TH
the context idq
also contain a

eter (being of ASN.1 type OCTET STRING) shall carry the attributes to be set plus
authenticator, nonce, key reference) required by the algorithorproviding the security meag
RE.request can be used in confirmed or non-confirmed mode;/a‘teply shall always be expec
se. See Table 10.

e interpretation of the ActionParameter is defined by the,security mechanism in effect, which is imp
ntification in the initialisation phase. The parameter incltdes a attrList (possibly encrypted), and it mg
N authenticator for non-repudiation purposes.

Table 11 — SET_SECURE.response

any
ures.
ed in

icit in
y e.g.

Parameter name ASN:1type Value Remark/Constraints
ResponsgParameter OCTET STRING optional use
Return Cpde (Ret) ReturnStatus optional use
SET _SECURE.response shall, if-used in the confirmed mode, carry as the ResponseParameter (beipg of
ASN.1 type OCTET STRING)the-Confirmation of the corresponding request. The confirmation shall be in the
form implicitly defined in the context set in the VST, amongst others by explicit reference given in the action

parameter. S

NOTE2 TH
which is implig
be used for ng

7.2.6 GET_

ee Table 11.

e interpretation of the ResponseParameter is entirely defined by the security mechanism that is in

n-répudiation of receipt.

pffect,

it in the.context identification in the initialisation phase. It may, e.g., be empty or contain an authenticator to

INSTANCE

GET _INSTANCE is used to retrieve a number of values from multiple instances of the addressed attributes
(see 7.1.3 for the handling of multiple instances).
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Table 13 — GET_INSTANCE.response

ute(s). The ActionParameter contains the position of the first instance_and the last ing
nces of the specified attribute(s) to be retrieved. GET_INSTANCE.request can only be used
; a reply shall always be expected. See Table 12.

parameter name

ASN.1 type

Value

Remark/Constraints

ResponseParameter

GetlnstanceRs ::= SEQUENCE _, (0..127,...) OF

SEQUENCE {
attributeld INTEGER(0.1127,...),
attributeValues Container::=OCTET STRING }}

always to Te present
when Retutn Code is
present and its value
is 0

Return Code (Ret)

ReturnStatus

optional use

| INSTANCE.response shall, as response to the corresponding request, contain all available
requégsted attributes, starting from the.valte at the first position (posOfFirstinstance) up to the val
position (posOfLastinstance), as asked for in the request. The ResponseParameter shall for ea
attribute in turn contain first the @ttribute Id of the requested attribute, followed by the values of

parameter name ASN.1 type Value | Remark/Constraint
s

Element Identifier EID | Dsrc-EID

ActionType INTEGER(0..127,...) 4

AccessCredentials OCTET STRING optional use

ActionParameter GetlnstanceRq n= SEQUENCE { always to be
posOfFirstinstance INTEGER(0..255), present
posOftastinstance —INTEGER(0-255);
attributeldList AttributeldList}

Mpde BOOLEAN TRUE

GET|[INSTANCE.request shall request the retrieval of a number of instances of the,value(s) of the addressed

tance of the
in confirmed

values of the
ue at the last
Ch requested
the attribute.

The yalue(s) of an attribute at(the first position shall be transferred first in the parameter attribut¢Values. See
Table 13.

7.2.7) SET_INSTANCE

SET [ _INSTANEEis used to set the value of a specified entry from multiple instances of the addressed

attribute (see 1.3 for the handling of multiple instances).

Table 14 — SET_INSTANCE.request

Parameter name ASN.1 type Value | Remark/Constraints
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127,...) 5

AccessCredentials OCTET STRING

optional use

ActionParameter SetlnstanceRq SEQUENCE { always to be present
posOfinstance INTEGER(0..255),
attribute Attr }

Mode BOOLEAN

© 1SO 2011 — All rights reserved
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SET_INSTANCE.request shall request the replacement of a selected instance of the addressed attribute. The
ActionParameter contains the value (posOfinstance) attempted to be replaced and the attribute Id.
SET_INSTANCE.request can be used in confirmed or non-confirmed mode (i.e. Mode equal to TRUE or
FALSE, respectively); a reply shall always be expected in the former case. See Table 14.

Table 15 — SET_INSTANCE.response

Parameter name ASN.1 type Value | Remark/Constraints
ResponseParameter None
Return Code (Ret) ReturnStatus optional use

SET_INSTANCE.response shall explicitly convey the result of the corresponding SET_INSTANCE.requ

the addressed value could not be replaced, the Return Code shall indicate a failure. See Table 45.

7.2.8

GET_NONC
time stamp)
retrieved val
successfully

GET| NONCE

E is used by the RSE to obtain a nonce value (e.g. a random number, @-s€quencing numbe
fo be used for guaranteeing a unique relationship between a number of related data items
e shall remain “active” throughout the session or until a new GET NONCE service has
completed within the same session.

bst. If

rora
The
been

EXAMPLE GET_NONCE can be used to get a challenge value, which is used.as an input parameter when computing the
applicable acgess credentials (e.g. an authenticator). The resulting datascan subsequently be included as access
credentials in another request command.
Guaranteeing uniqueness implies certain requirements on thewalue to be produced, e.g. sequencing numbers
and random| numbers should have a sufficiently large périod, time stamps should have sufficiently| high
resolution. Im addition, random numbers may have to~“be generated by a cryptographic algorithm {o be
“unpredictable” enough. These additional requirements.are outside the scope of this International Standafd.
Table 16 — GET_NONCE.request
Parameter name ASN.1 type Value Remark/Constraints

Element Identifier EID Dsrc-EID

ActionType INTEGER(0..127,...) 6

AccessCrgdentials OCTET STRING Not to be used

ActionParameter n.a. Not to be used

Mode BOOLEAN TRUE
GET_NONCE'request shall request the retrieval of a value to be used for guaranteeing a unique relationship

between a number of related data items. GET_NONCE.request shall always be used in confirmed mode; a
reply shall always be expected. See Table 16.

26

© ISO 2011 — All rights reserved


https://standardsiso.com/api/?name=8bcf8e345e8a5f7148bd22a636131d52

ISO 14906:2011(E)

Table 17 — GET_NONCE.response

Parameter name ASN.1 type Value

Remark/Constraints

ResponseParameter

OCTET STRING always to be

when Return

0

present and its value is

present
Code is

Return Code (Ret)

ReturnStatus optional use

GET _NONCE.response shall. as response to the corresponding request. carry as the ResponseParameter

(bein
numi
GET]

Whe
indic
7.2.9
SET

stam|
The

successfully completed within the same session.

g of ASN.1 type OCTET STRING) a value to be used for guaranteeing a unique relationsh
er of related data items. The retrieved value shall remain "active” throughout the session g
| NONCE service has been successfully completed within the same session. See Table17.

the GET_NONCE.request is not supported by the OBE EFC application, then-the Retur
te complexityLimitation, and ResponseParameter shall be empty.

SET_NONCE
[NONCE is used by the RSE to present a value (e.g. a sequencing humber, a random num

D) to the OBE, to be used for guaranteeing a unique relationship\between a number of relate
set value remains “active” throughout the session or untii a new SET_NONCE servig

Table 18 — SET_NONCE.request

p between a
r until a new

nh Code shall

ber or a time
d data items.
e has been

parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID Dsrc-EID
AgtionType INTEGER(0.,127,...) 7
AgcessCredentials OCTET STRING n.a.
ActionParameter OCTET STRING always to be presen
Mpde BOOLEAN
SET |NONCE.request@hall request setting a nonce value to be used for guaranteeing a unique relationship
between a number_6f related data items. The ActionParameter (being of ASN.1 type OCTET STTRING) shall
carry| the nonce valte. SET_NONCE.request can be used in confirmed or non-confirmed mode (i.e. Mode
equal to TRUEorKFALSE, respectively); a reply shall always be expected in the former case. See|Table 18.
Table 19 — SET_NONCE.response
parameter name ASN.T type Value Remark/Constraints
ResponseParameter n.a. n.a.
Return Code (Ret) ReturnStatus optional use

SET _NONCE.response shall be issued as a response to the corresponding request to convey the result of the
request. A receiving peer entity supporting no nonce shall return a Return Code indicating Complexity
Limitation. See Table 19.
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7.210 TRANSFER_CHANNEL

TRANSFER _

CHANNEL is used to send and/or retrieve data from a dedicated channel of the OBE.

Table 20 — TRANSFER_CHANNEL.request

parameter name ASN.1 type Value Remark/Constraints

Element Identifier EID | Dsrc-EID 0

ActionType INTEGER(0..127,...) 8

AccessCrgdentiats OCTET STRING nottobeused

ActionPargmeter ChannelRq::= SEQUENCE {
channelld Channelld,
apdu OCTET STRING }

Mode BOOLEAN

TRANSFER [CHANNEL.request shall request data transfer from and/or to a dedicated channel of the [OBE.

The channel
be contained
be set to the
context of th
parameter aj

NOTE TH
application lay
requires a pro

shall be addressed by the parameter channelled. Data to be transfefred to the OBE channel
in the parameter apdu in a format recognised by the addressed component. In case no datz
OBE channel, the apdu can be empty. The direction(s) of transfeér is either implicitly given b
e addressed channel within the context given in the VST, <oris to be conveyed as part
du in a format appropriate for the addressed channel. See Table 20.

ler protocol bridge. The command can e.g. be used to address a serial interface, or an electronic purs
ocol that is not covered by the DEBIT command.

Table 21 — TRANSFER)OCHANNEL.response

shall
is to
y the
f the

RANSFER_CHANNEL allows addressing of data residing.inycomponents of the OBE using a transparent

e that

paramgter name ASN.1 type Value Remark/Constraints
ResponseParameter ChannelRs n= SEQUENCE {
channelld Channelld,
apdu OCTET STRING }
Return Cofle (Ret) ReturnStatus optional use

TRANSFER |
dedicated ch
requested to
specific to th

| CHANNEL .response shall carry the response to the requested data transfer from and/of
annel of the{@BE. The parameter channelled shall contain the channel Id of the request.

be transferfed from the OBE channel shall be contained in the parameter apdu in a fi
e addressed component. In case no data is to be returned from the OBE channel, the apd

to a
Data
brmat
I can

be empty. Sge Table21.

7.211 COPY

Copy is used to copy the values of the addressed attribute(s) to another EID (i.e. the destination Id).
EXAMPLE 1 When not implemented in the OBE itself, “sharing” of data attributes for common use between two

operators (between two different context addressed by two different EIDs) can be performed with a copy command. Note
that operators can protect the data under “their” EID by requiring certain Access Credentials only known to parties they
have an agreement with.

EXAMPLE 2 The RSE sets (i.e. writes) the last event into the Receipt data group in the OBE, which only stores a limited
number of events. The RSE invokes a copy command requesting the OBE to copy the value of the last event to the event
log of the ICC.
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parameter name ASN.1 type Value Remark/Constraints
Element Identifier EID | Dsrc-EID
ActionType INTEGER(0..127,...) 9

AccessCredentials

OCTET STRING

optional use

ActionParameter CopyRq::= SEQUENCE { always to be present
destinationEID INTEGER(0..127,...),
attributeldList AttributeldList }
Mpde BOOLEAN
COPY.request shall request the copying of the value(s) of the addressed attribute(s) to-thé same attribute(s)

in a destination EID. COPY.request can be used in confirmed or unconfirmed mode;.a reply sh
cted in the former case. See Table 22.

expe

Table 23 — COPY.response

bll always be

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter | n.a. n.a.
Return Code (Ret) ReturnStatus optional use

COP
See Table 23.

7.21R SET_MMI

SET|

|[MMI is used to perform device-independent MMI functions.

Table 24 — SET_MMIl.request

Y.response shall be used to explicitly convey the result of the corresponding COPY.reque

5t command.

parameter name ASN.1 type Value |Remark/Constrajnts
Element Identifier EID\ }-Dsrc-EID 0
ActionType INTEGER(0..127,...) 10

AccessCredentials

OCTET STRING

not to be used

ActionParameter

INTEGER
Q)

SetMMIRq::=
ok

always to be present

(1),

(),
(3-127),
(128-254),

nok

contactOperator
reservedForFutureCENUse
reservedForPrivateUse

noSignalling
}(0..255)

(255)

Mode

BOOLEAN

SET_MMIl.request shall request to control the MMI in a device-independent way. The ActionParameter shall
contain the MMI function that is to be invoked, e.g. signalling of a successful operation (such as a successful

© 1SO 2011 — All rights reserved
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EFC transaction), a non-successful operation or signalling to contact the operator (e.g. due to low balance).
SET_MMIl.request can be used in confirmed or non-confirmed mode; a reply shall always be expected in the
former case. See Table 24.

Table 25 — SET_MMLl.response

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter | n.a. n.a.
Return Code (Ret) ReturnStatus optional use

SET_MMIl.response shall be used to explicitly convey the result of the corresponding SET_MMl.re
Mode was set to TRUE in the corresponding request and the operation was succegsfully

command. |

executed then the response shall indicate no error. If an error occurred at an attempt to execute the’com
rn Code shall take the appropriate value. See Table 25.

then the Ret

Huest

mand

To retain compatibility with existing OBE, future OBE may accept SET_MMI with any value of the EID|, and
with Containgr type =0(dec). and 69(dec).

7.213 SUBTRACT

SUBTRACT |s used to subtract a given INTEGER value from another valge ‘of an INTEGER-type attributg.
Table 26 — SUBTRACT.request

parameter name ASN.1 type Value Remark/Constraints

Element Identifier EID | Dsrc-EID

ActionTypé INTEGER(0..127,...) 11

Access Credentials OCTET STRING optional use

ActionParameter SubRq::= SEQUENCE { always to be present
attributeld INTEGER(0..127,..),
value INTEGER }

Mode BOQLEAN

SUBTRACT.

reply shall al

request is used to request the subtraction of the value, as contained in the action parameter
the value of the addressed attribute. SUBTRACT.request can be used in confirmed or non-confirmed md
vays be expected in the former case. See Table 26.

from
de; a

Table 27 — SUBTRACT.response

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter n.a.
Return Code (Ret) ReturnStatus optional use
SUBTRACT.response is a response used to explicitly convey the result of the corresponding

SUBTRACT.request command. SUBTRACT.response shall be invoked upon completion of an attempt to
execute the corresponding SUBTRACT.request command. See Table 27.
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ADD is used to add a given INTEGER value to another value of an INTEGER-type attribute.

Table 28 — ADD.request

parameter name ASN.1 type Value | Remark/Constraints
Element Identifier EID Dsrc-EID
ActionType INTEGER(0..127,...) 12

Access Credentials

OCTET STRING

optional use

AgtionParameter AddRq::= SEQUENCE { always to.be ;Lresent
attributeld INTEGER(0..127,..),
value INTEGER }
Mpde BOOLEAN
ADD]request shall request the addition of the value, as contained in the action_parameter, to thg value of the

addressed attribute. ADD.request can be used in confirmed or non-confirmmed mode; a reply shall always be
expetted in the former case. See Table 28.

The AccessCredentials protect the value against unauthorised modification.

Table 29 — ADD.response

parameter name ASN.1 type Value | Remark/Copstraints
ResponseParameter n.a.
Return Code (Ret) ReturnStatus optional use

ADD
ADD
command. See Table 29.

7.21p DEBIT

response is a response used to explicitly convey the result of the corresponding ADD.requeist command.
response shall be invoked upon completion of an attempt to execute the corresponding

ADD.request

DEBIT is used to perform a debit on the attribute PaymentMeansBalance. The command contains payment

related data (a price).and optionally security related data. A (cryptographic) proof of payment can

Table 30 — DEBIT.request

be returned.

parameter name ASN.1 type Value Remark/Constraints
E IIIUIIt :dbllt;ﬁbl E:D Dblb'E:D UIICqu: G
ActionType INTEGER(0..127,...) 13
AccessCredentials OCTET STRING optional use
ActionParameter DebitRq::= SEQUENCE { always to be present
debitPaymentFee PaymentFee,
nonce OCTET  STRING,
keyRef INTEGER(0..255) }
Mode BOOLEAN TRUE

© 1SO 2011 — All rights reserved
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DEBIT.request shall request a debiting transaction to be performed on the attribute PaymentMeansBalance.
DEBIT.request shall be used in confirmed mode; a reply shall always be expected. The parameter
debitPaymentFee shall contain the price, including a currency and a multiplicator, to be subtracted from the
attribute PaymentMeansBalance, where PaymentMeansUnit, the unit of PaymentMeansBalance, shall be
taken into account. Nonce shall contain a nonce value to be included in the (cryptographic) calculation of the
response authenticator or be empty. The parameter keyRef shall contain a reference to the key to be used for
the calculation of the authenticator in the response, if required. See Table 30.

Table 31 — DEBIT.response

parameter name ASN.1 type Value Remark/Constraints
ResponseParameter | DebitRs = SEQUENCE { always to be present
debitResult ResultFin,
debitAuthenticator OCTET STRING }
Return Cofle (Ret) ReturnStatus optional use
DEBIT.respdnse shall contain the response to the corresponding request. On reception of a DEBIT comn

in case th

currencies of the debitPaymentFee parameter of the request) and of the att

PaymentMeansUnit in the OBE match, the OBE shall attempt to subtract the-frequested debitPayme
from the attripute PaymentMeansBalance, taking the multiplicators of the debijtPaymentFee parameter g
the attribute [PaymentMeansUnit into account. In case of currency mismatch, the OBE shall not subtra

amount give
accepted'. S

Depending

in debitPaymentFee, and shall return debitResult = 'Transaction not successful, curreng
e Table 31.

n the context identified by the VST or implicitly.given by the type of payment means

response shall either include a proof of payment in debitAuthenticator, or return an empty debitAuthentice

When a no
cryptographi
if a nonce is
command of

hce of non-zero length is given in the request, the nonce value shall be included i
c transformation performed to generate debitAuthenticator. If a nonce of zero length is give
required by the cryptographic algorithm,.then the nonce given in the most recent SET_NC
the session shall be used.

In case the aftempt to debit failed, the parameter debitResult shall be set to the appropriate value.

7.216 CRE

CREDIT isu

DIT

sed to perform a credit (refund) on the attribute PaymentMeansBalance. The command cor

payment reldted data (a refund).and optionally security related data. A (cryptographic) proof can be returr

Table 32 — CREDIT.request

hand,
ibute
tFee
nd of
ot the
y not

, the
tor.

n the
h and
NCE

tains
ed.

param

leter name ASN.1 type Value Remark/Constraints

Element I

entifier EID Dsrc-EID unequal 0

ActionType

INTEGER(0..127,...) 14

AccessCredentials

OCTET STRING optional use

ActionParameter

SEQUENCE
PaymentFee,
OCTET
INTEGER(0..255)

CreditRq::=
refund
nonce
keyRef

{

always to be present

STRING,
}

Mode

BOOLEAN TRUE

CREDIT.request

shall request a refunding ftransaction to be performed on the

attribute

PaymentMeansBalance. CREDIT.request shall be used in confirmed mode; a reply shall always be expected.
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The parameter refund shall contain the price, including a currency and a multiplicator, to be added to the
attribute PaymentMeansBalance, where PaymentMeansUnit, the unit of PaymentMeansBalance, shall be
taken into account. Nonce shall contain a nonce value to be included in the (cryptographic) calculation of the
response authenticator or be empty. The parameter keyRef shall contain a reference to the key to be used for
the calculation of the authenticator in the response, if required. See Table 32.

Table 33 — CREDIT.response

parameter name ASN.1 type Value

Remark/Constraints

ResponseParameter

SEQUENCE

RacultEin
=EStHt—H;

CreditRs

creditRasult
FEGH<B&tt

always to be p

{

creditAuthenticator OCTET STRING }

resent

R

bturn Code (Ret) ReturnStatus optionaluse

CRE
comr
Pay
Pay
Pay
debit
Tablg

Deps
respq

When a nonce of non-zero length is given inithe request, the nonce value shall be inc

crypt
if a n
comr

In ca

7.21

ECH
servi
DSR

ﬁ

DIT.response shall contain the response to the corresponding request. On-reception g
hand, in case the currencies of the refund parameter of the request and of

entMeansUnit in the OBE match, the OBE shall attempt to add the réquested refund to
entMeansBalance, taking the multiplicators of the debitPaymentFee_parameter and of
entMeansUnit into account. In case of currency mismatch, the OBE shall not add the am
PaymentFee, and shall return creditResult = "Transaction not successful, currency not ag
33.

nding on the context identified by the VST or implicitly given by the type of payment
nse shall either include a proof of refund in creditAuthenticator, or return an empty creditAut

bgraphic transformation performed to generate creditAuthenticator. If a nonce of zero length
once is required by the cryptographic ‘algorithm, then the nonce given in the most recent §
hand of the session shall be used.

e the attempt to credit failed, the parameter creditResult shall be set to the appropriate valu

7 ECHO
D is used for dummy“data (i.e. bitstream) being sent to, and returned by, the peer serviq

ce may be used -for testing purposes and for localisation of the OBE during the pag
C-EFC station,

Table 34 — ECHO.request

f a CREDIT
he attribute
the attribute
the attribute
bunt given in
cepted'. See

means, the
henticator.

uded in the
is given and
BET_NONCE

14

e user. This
sage of the

parameter name ASN.1 type Value Remark/Cons

raints

El

ement Identifier EID Dsrc-EID

ActionType

INTEGER(0..127,...) 15

AccessCredentials

OCTET STRING not to be used

ActionParameter OCTET STRING Always to be present
Mode BOOLEAN
© 1SO 2011 — All rights reserved
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ECHO.request shall request dummy data (i.e. an octet string of variable length) to be sent to and returned by
the addressed OBE. ECHO.request can be used in confirmed or non-confirmed mode; a reply shall always be
expected in the former case. See Table 34.

Table 35 — ECHO.response

parameter name

ASN.1 type

Value

Remark/Constraints

ResponseParameter

OCTET STRING

always to be present
when Return Code is

present and its value is
Q

Return Coge (Ret)

ReturnStatus

optional use

ECHO.response shall be used to return the data conveyed in ActionParameter, or theyresult, of the
corresponding ECHO.request command. See Table 35.

8 EFC Attributes

8.1 Generadl

Within the cqntext of EFC, the following EFC Attributes in Table 36, ora subset thereof, shall be available to

perform an HFC transaction.

34

© ISO 2011 — All rights reserved


https://standardsiso.com/api/?name=8bcf8e345e8a5f7148bd22a636131d52

Table 36 — EFC Attributes

ISO 14906:2011(E)

AttributelD Attribute Length in Octet | Data Group
0 EFC-ContextMark 6 Contract
1 ContractSerialNumber 4
2 ContractValidity 6
35 ValidityOfContract 4
3 ContractVehicle Variable
4 ContractAuthenticator Variable
5 ReceiptServicePart 13 Receipt
6 SessionClass 2
7 ReceiptServiceSerialNumber 3
36 ReceiptFinancialPart 23
9 ReceiptContract 9
10 ReceiptOBUId Variable
11 ReceiptICC-Id Variable
12 ReceiptText Variable
13 ReceiptAuthenticator Variable
14 ReceiptDistance 3
33 ReceiptData1 28
34 ReceiptData2 28
15 VehicleldentificationNumber Mariable Vehicle
16 VehicleLicencePlateNumber Variable
17 VehicleClass 1
18 VehicleDimensions 3
19 VehicleAxles 2

20 VehicleWeightLimits 6
21 VehicleWeightLaden 2
22 VehicleSpecificCharacteristics 4
23 VehicleAuthenticator Variable
37 AxleWeightLimits 10
38 PassengerCapacity 2
39 Engine 4
40 SoundLevel 2
41 ExhaustEmissionValues 8
42 DieselEmissionValues 4
43 CO2EmissionValue 2
44 VehicleTotalDistance 4
45 TrailerLicencePlateNumber Variable
46 TrailerCharacteristics 5
24 EquipmentOBUId Variable Equipment
25 EquipmentICC-Id Variable
26 EquipmentStatus 2
27 DriverCharacteristics 2 Driver
47 ActualNumberOfPassengers 1
32 PaymentMeans 14 Payment
29 PaymentMeansBalance 3
30 PaymentMeansUnit 2
31 PaymentSecurityData Variable
48-53 ReservedForCCC
54 ReservedForLAC
55-86 ReservedForFutureCENuse
87-127 ReservedForPrivateUse

© 1SO 2011 — All rights reserved
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In an OBE. any attribute or data element which is present but not explicitly defined shall be filled with '0's
(binary). Care should be taken to ensure backward compatibility when an 'old' OBE is read by a 'new' RSE'.

NOTE 1 ReceiptData1, ReceiptData2 and ValidityOfContract have been added since the previous edition of this
International Standard (i.e. ISO 14906). The assignment of attribute identifier numbers of this International Standard is
backwards compatible with the previous edition.

NOTE 2  The definition of PaymentMeans and ReceiptFinancialPart has changed in the transformation from the pre-
standard edition to this edition of the document. The corresponding attribute identifier numbers have changed in order to
ensure cohabitation with the previous edition. The attribute id numbers 28 and 8 were assigned to PaymentMeans and

ReceiptFinancialPart, respectively, in ISO 14906.

Not every ERC attribute has to be present in any one implementation of this International Standard_in or(Ler to

be complian{ except for the EFC ContextMark (in VST). A transaction can be made with a combinatipn of

Public and Pfivate Attributes.

NOTE 3  Which EFC attributes are present and which are not is implementation dependent. The-implementafion is

identified by tHe context given in the EFC-ContextMark of the VST.

In the following tables, EFC Attributes are grouped into data group tables and specified in terms of:

— the namg of a data attribute;

— the names of the data elements forming the EFC Attribute - there_are no optional data elements yithin
any one|EFC attribute;

— the defirfition of the data element;

— the ASN.1 type;

— the length in octets (PER coded);

— the valug¢ range;

— informat|ve remarks, including refererices to other standards.

EFC Attributgs that describe similar.aspects of EFC information are grouped into data groups. The gropping

has been mgdde to facilitate readability and imply neither any relations with regard to addressing nor to lggical

interdependgnce. The specification of the corresponding ASN.1 module is provided in the normative Anngx A.

8.2 Data group CONTRACT

Table 37 pregents information associated with the service rights of the user of a Toll service.

8.3 Data group RECEIPT

Table 38 presents information associated to a specific session, including both financial and operational data.

8.4 Data group VEHICLE

Table 39 presents information pertaining to the vehicle (i.e. the pulling vehicle) and to the attached the
trailer(s). When more sets of vehicle characteristics are needed within the context of an EID, e.g. to cater for
several pulling vehicles with different characteristics associated to the OBE or the presence of more than one
trailer, then multiple instances of the pertinent EFC attributes shall be used.

36 © ISO 2011 — Al rights reserved
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Data pertaining to one specific vehicle or trailer and carried in separate attributes shall be contained in the
same instance number of those attributes (e.g. data for trailer 1 in Instance 0 of TrailerLicencePLateNumber
and TrailerCharacteristics and data for trailer 2 in instance 1 of the same attributes).

8.5

Data group EQUIPMENT

Table 40 presents information pertaining to the OBE.

8.6

Data group DRIVER

Table 41 presents driver/user-related information (groups/individuals) used to calculate the tariff

be applied.

The t
or dri

8.7
Tabld

The {
payn

— ¢

—

—

The
exam
payn
payn

The

differ|
trans
be a

ariff may depend on the characteristics of the driver, as for example a specific group of drivg
ving behaviour.

Data group PAYMENT
42 presents data associated with the payment transaction.

ollowing requirements have been taken into account for the definition-0f the payment attri
ent types should be supported:

n-board account;

entral account;

re- and post-payment;

urse/token-based payment;

pen payment system/'closed’ payment system;

o/zero payment;

efunding.

EFC transaction can be divided into an EFC service transaction and an EFC payment trg
ple the visit in a restaurant also involves a service transaction (ordering and serving of 1
ent transaction (cash, credit card)). The contract provides the link between service tra
ent transaction;

EFC service provider may be independent of the payment system operator/issuer. There
ent security domains. In order to accommodate open payment systems, the payment attri

mitted-transparently (as OCTET STRING) from the OBE to the RSE. The Balance and the g
tceSsed independently, in order not to disclose the balance when only currency is needed

rs (category)

bute. Various

nsaction (for
neals) and a
nsaction and

may be also
bute may be
urrency may
to debit the

right

rice.
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Annex A
(normative)

EFC data type specifications
The EFC data types and associated coding related to the EFC action parameters, response parameters and

attributes, described in Clauses 7 and 8, are defined using the Abstract Syntax Notation One (ASN.1)
technique according to ISO/IEC 8824-1. The packed encoding rules according to ISO/IEC 8825-2 are applied.

EfcModule {iso standard 14906 modules (0) efc(0) version(l)} DEFINITIONS
AUTOMATIC TAGS
:= BEGIN
IMPORTS CountryCode, CS5, IssuerIdentifier
FROM AVIAEINumberingAndDataStructures
{iso (1) standard(0) 14816 }
-- defined in ISO 14816 --
Container, AttributeIdList, Attributes, AttributelList“FROM DSRCData
{iso standard 14906 modules (0) dsrc (1) version (1)};

-- NOTE: The following are the definitions of the_ action and response

-—- parameters
ActualNumberOfPassengers ::= Intl
AxleWeightLimits ::= SEQUENCE {

maxLadenweightOnAxlel 1Int2,
maxLadenweightOnAxle2 1Int2,
maxLadenweightOnAxle3 1Int2,
maxLadenweightOnAxle4 1Int2,
maxLadenweightOnAxle5 Int2
}

AddRq: := SEQUENCE {

attributeld INTEGER(O..127,...),
value INTEGER
}

ChannellId: := INTEGER ‘{
obu (0),
saml (1), -- secure application module
sam2 (2),
icc (3), -- integrated circuit(s) card
display (4),
buzzer (5),
printer (6),
serialInterface (7), -- serial interface: eg. RS232 and RS485
parallelInterface (8),
gPs (9),
tachograph (10),
privatelsel (11) , == free for proprietary use
privateUse2 (12) , -- free for proprietary use
privateUse3 (13) , -- free for proprietary use
privateUse4 (14) , -- free for proprietary use
privateUse5 (15), -- free for proprietary use
bluetooth (16)
-- (17-255) are reserved for future CEN use
} (0..255)

ChannelRq: := SEQUENCE {
channelId Channelld,
apdu OCTET STRING
-- format according to the interface
-- of the channelld
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ChannelRs: := SEQUENCE {
channelId Channelld,
apdu OCTET STRING
-- format according to the interface
-- of the channelld
}

CopyRq: := SEQUENCE {
destinationEID INTEGER(0..127,...),
attributelIdList AttributeIdList
}

CreditRq: := SEQUENCE ({

refund PaymentFee,
nonce OCTET STRING,
key INTEGER (0. .255)

}

CreditRs ::= SEQUENCE {

creditResult ResultFin,
creditAuthenticator OCTET STRING
}

DebjitRqg: := SEQUENCE {

debitPaymentFee PaymentFee,
nonce OCTET STRING,
keyRef INTEGER (0. .255)
}
DebjitRs ::= SEQUENCE ({
debitResult ResultFin,
debitAuthenticator OCTET STRING
}
Get[InstanceRq ::= SEQUENCE {
posOfFirstInstance INTEGER(O". .255),
-- position of first instange to be retrieved
posOflLastInstance INTEGER (0. .255),
-- position last instance. to be retrieved
attributelIdList AttributeIdList

-- Ids of attributes ‘tO be retrieved

}

Get[[nstanceRs: := SEQUENCE( (SIZE (0..127,...)) OF SEQUENCE ({
attributeId INTEGER\(0). .127,...),
-- number 6f)instances retrieved
attributeValues~) Container (WITH COMPONENTS {octetstring PRESENT})
-- The(octetstring shall contain the contatenation of
-- the)unaligned PER encodings of the values of the
-- {instances, with each encoding padded to an integral
=~/ 0of octets as specified for a top-level type in
-+ ISO/IEC 8825-2

GetptampedRq: := SEQUENCE {
i1 IdLi 2 i1 IdList
nonce OCTET STRING, -- e.g. a random number
keyRef INTEGER (0. .255)
}

GetStampedRs: := SEQUENCE ({
attributelist Attributelist,

authenticator OCTET STRING
}

SetInstanceRq ::= SEQUENCE {
posOfInstance INTEGER(O. .255),
attribute Attributes

}
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SetMMIRq: := INTEGER ({

ok (0), -- operation / transaction successfully completed
nok (1), -- operation / transaction not successfully completed
contactOperator (2), -- e.g. due to low balance or battery
noSignalling (255) -- no signalling

-- (3-127) are reserved for future CEN use
-- (128-254) are reserved for private use
} (0..255)

SetStampedRq: := SEQUENCE {
attributelist Attributelist,
nonce OCTET STRING,
keyRef INTEGER (0. .255)

T

SubRq: := SEQUENCE {
attributeIld INTEGER(O..127,...),
value INTEGER

}

-- NOTE: The following are the definitions of EFC attributes

CO2EmissionValue ::= Int2
ContractSerialNumber ::= Int4
ContractAuthenticator ::= OCTET STRING
ContractValidity ::= SEQUENCE {
contractRestrictions OCTET STRING (SIZE(4)),
contractExpiryDate DateCompact
} -- intended to support ENV implemented systems
ContractVehicle ::= LPN
DateCompact: := SEQUENCE {
year INTEGER (1990..2117),
month INTEGER (0..12),; -- Value zero shall not be used
-- except with 1990 - see below.
day INTEGER (0.+31) -- Value zero shall not be used

-- except with 1990 - see below.

}
-- The value "{year+1990, month 0, day O}" is a 16-bit all-zero
-- encoding, and\is used to represent "no date".

DescriptiveCharacteristics ::= INTEGER {
noEntry (0),
vehicleShapel (1),
vehicleShape2 (2),
vehicléShape3 (3),
vehiecleShape4 (4),
vehicleShape5 (5),
vehicleShape6 (6),
vehicleShape7 (7),
vehicleShape8 (8),
vehicleShape9 (9),

——vehricteStapeit 10—
vehicleShapell (11),
vehicleShapel2 (12),
vehicleShapel3 (13),
vehicleShapel4 (14),
vehicleShapel5 (15),
vehicleShapel6 (16),
vehicleShapel?7 (17),
vehicleShapel8 (18),
vehicleShapel9 (19),
vehicleShape20 (20),
vehicleShape2l (21),
vehicleShape22 (22),
vehicleShape23 (23),
vehicleShape24 (24),

© 1SO 2011 — All rights reserved

53


https://standardsiso.com/api/?name=8bcf8e345e8a5f7148bd22a636131d52

ISO 14906:2011(E)

vehicleShape25 (25),
vehicleShape26 (26) ,
vehicleShape27 (27),
vehicleShape28 (28) ,
vehicleShape29 (29),
vehicleShape30 (30),
vehicleShape3l (31),
vehicleShape32 (32),
vehicleShape33 (33),
vehicleShape34 (34),
vehicleShape35 (35),
vehicleShape36 (36),
vehicleShape37 (37),
vehicleShape38 (38),
vehicleShape39 (39),
vehicleShape40 (40),
vehicleShape4l (41),
vehicleShape42 (42) ,
vehicleShape43 (43),
vehicleShape44 (44),
vehicleShape45 (45),
vehicleShape46 (46) ,
vehicleShape47 (47),
vehicleShape48 (48) ,
vehicleShape49 (49),
vehicleShape50 (50)

} (0..255)

DiepelEmissionValues

Dri

EFC

Env,

54

}

euroValue

noEntry

ironmentalCharacteristics::

(51..255) are reserved for future CEN use
-- vehicle shape x as defined in prENV/278/8/1/5 for silhouett¢q

SEQUENCE {

particulate SEQUENCE {

unitType ENUMERATED {
g-km (0),
g-kwWwh (1)
},
value INTEGER (0..32766)
},
absorptionCoeff Int2
}

verCharacteristics ::= SEQUENCE {
driverClass Intd,
tripPurpose Intl
}

-ContextMark ::=_SEQUENCE ({
contractProvider Provider,
typeOfContract OCTET STRING (SIZE(2)),
contextVetsion INTEGER(0..127,...)

SEQUENCE {
ENUMERATED {
(0),

£\

euro—t
euro-2
euro-3
euro-4
euro-5
euro-6

\L7y
(2),
(3),
(4),
(5),
(6),

reservedForUsel

},

(7

-- 4 bits, EURO-Clases as defined in EC directive 88/77/EEC, annex 1

-- and in 91/542/EEC, 96/1/EC, 1999/96/EC, 2001/27/EC

copValue
noEntry
co2classl
co2class2
co2class3
co2class4

ENUMERATED {

(0),

(1), -- below 101 g/km

(2), -- 101 to 120 g/km
(3), -- 121 to 140 g/km
(4), -- 141 to 160 g/km

© ISO 2011 — All rights reserved


https://standardsiso.com/api/?name=8bcf8e345e8a5f7148bd22a636131d52

ISO 14906:2011(E)

co2class5 (5), -- 161 to 200 g/km

co2class6 (6), -- 201 to 250 g/km

co2class’7 (7) -- above 250 g/km

} —- 4 bits, reserved for carbon dioxide pollution values as defined in

-- EC directive 2003/127/EC

}

EngineCharacteristics::= INTEGER {
noEntry (0),
noEngine (1),
petrolUnleaded (2),
petrolLeaded (3),
diesel (4),

1po LB

T \=4 A

battery (6),
solar (7)

} (0..255)

Engine ::= SEQUENCE {
engineCapacity Int2,
enginePower Int2

}
EquipmentOBUId ::= OCTET STRING

EquipmentStatus

unitType ENUMERATED {

g-km (0),

g-kWh (1)

},
emissionCO
emissionHC Int2,
emissionNOX Int2,
emissionHCNOX Int2
}

FutureCharacteristics ::=~INTEGER

INTEGER (O..

-- (8-255) are reserved for future CEN use

::= BIT STRING (SIZE(16))

ExhaustEmissionValues ::= SEQUENCE {

32766) ,

{

noEntry
airSuspension

(0)
(1)

-- (2..255) are.reserved for

} (0..255)
ICC-Id ::= OCTET STRING

Intl

INTEGER (0. .255)

Int2 INTEGER (0. . 65535)

Int3

INTEGER(0..16777215)
Int4

INTEGER (0. .4294967295)

LPN: := SEQUENCE {
countryCode
alphabetIndicator

latinAlphabetNol
latinAlphabetNo2
latinAlphabetNo3
latinAlphabetNo4
latinCyrillicAlphabet
latinArabicAlphabet
latinGreekAlphabet
latinHebrewAlphabet
latinAlphabetNo5
latinAlphabetNo6
twoOctetBMP
fourOctetCanonical
reservedForUsel
reservedForUse2
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CountryCode,

ENUMERATED {
(1), -- encoded as 00 00 00'B

(2), -- encoded as 00 00 O1'B etc

(3),
(4),
(5),
(6),
(7,
(8),
(9,
(10),
(11),
(12),
(13),
(14),
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reservedForUse3 (15),
reservedForUse4 (16),
reservedForUse5 (17),
reservedForUse6 (18),
reservedForUse7 (19),
reservedForUse8 (20),
reservedForUse9 (21),
reservedForUselO (22),
reservedForUsell (23),
reservedForUsel2 (24),
reservedForUsel3 (25),
reservedForUsel4 (26),
reservedForUsel5 (27),
reservedForUselb6 (28) ,
reservedForUsel7 (29),
reservedForUsel8 (30),
reservedForUsel9 (31),
reservedForUse20 (32),
reservedForUse2l (33)
} -- 6 bits, latinAlphabetNol recommended -- ,

-- refer to Annex E for conversion from LatinAlphabetNo 2
-- and 5 to Latin AlphabetNol

licencePlateNumber OCTET STRING
}

PaspengerCapacity ::= SEQUENCE {
numberOfSeats Intl,
numberOfStandingPlaces Intl
}

PaymentFee ::= SEQUENCE ({

-—- The fee (toll, charge or fare) which is‘requested by the

-- service provider for the service provided or to be provided.
paymentFeeAmount Int2,

-- paymentFeeAmount is the value of.\the fee being charged for the
-- service. If no unit (payment .fee unit) is specified, then

-- it is known by default.

paymentFeeUnit PayUnit

-- paymentFeeUnit is the ufiit in which the fee is expressed.

}

PaymentMeans ::= SEQUENCE ,{
personalAccountNumber PersonalAccountNumber,
paymentMeansExpiryDate DateCompact,
pamentMeansUsageControl OCTET STRING(SIZE(2))

-- issuer’'s specified restrictions, on the geographic usage
-- and“sServices allowed for the applications

}

PaymentMeansBalance ::= SignedValue

SighedValue ::= CHOICE ({
posjitive INTEGER (0..8388607),
neghtive INTEGER (-8388608..-1)

-- corresponds to a “3 octets Signed Integer”, associated with the following
-- examples of line codes:

-- -8'388'608 : 80 00 00'H

-- -1 : FF FF FF'H

-- 0 : 00 00 00'H

-- 1 : 00 00 01°H

-- 8'388'607 : 7F FF FF'H

PaymentMeansUnit ::= PayUnit

PaymentSecurityData ::= OCTET STRING
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PayUnit ::= OCTET STRING (SIZE(2))
-- The unique designation of a Currency as defined in ISO 4217
-- using the ISO numeric binary coded decimal representation.
-- The code can also express a company specific token or a
-- "charging unit code" as used in the freight.unit in which
-- the fee is expressed.
-- Value Assignment
-- 'Oxxx'H Currency in main units
-- 'lxxx'H Currency in minor units of 10 :1 ('dime')
-- '2xxx'H Currency in minor units of 100 :1 ('cents')
-- '3xxx'H Currency in minor units of 1000 :1
-- '4xxx'H Currency in 'major' units / 10
-- (e.g. 10 Belgian Francs)
-- '"Oxxx'H Currency in 'major' units / 100
-- (e.g. 100 Italian Lire)
-- '6xxx'H Currency in 'major' units / 1000
-- '"7xxx'H Currency in 'major' units / 10000
-- '8xxx'H Currency in 'major' units / 100000
-- where xxx is the BCD representation of "Currency"
-- as defined in ISO 4217
-- '9xxx'H Tokens
-- where xxx is Purse Provider specific.coding.
-- 'Axxx'H Charging Unit Codes,
-- denoting quantification of the service provided
-- (e.g. man-hours)

PersonalAccountNumber ::= OCTET STRING (SIZE (10)))
-- Personal account number structure - according to ISO/IEC 7812-1
-- Issuer identifier number (“BIN%)
-— reserved for{future use by ISO/TC68
airline sector
extendediairline sector
travelland tourism sector
finaneial banking sector
financial banking sector
commerce and banking sector
~petrol industry sector
telecommunication sector
reserved for national use

sooo\la\uu.hwwi—-o

-- Account number (max 12 BCD)

-- Control digit (1 BCD)

-- Padding bits, set to 1'B, in order to accomplish a
-- totall-length of 10 octets.

Provider ;= SEQUENCE {
codntryCode CountryCode,
providerIdentifier IssuerIdentifier
}

PuirseBalance ::=SEQUENCE {

-- The balance on the (electronic) purse, consisting of

-- the value and the unit in which it is expressed.
purseValue SignedValue,

-- The size of a balance expressed in a currency.

-- This may be positive or negative.

purseUnit PayUnit
}
ReceiptContract ::= SEQUENCE {
sessionContractProvider Provider,
sessionTypeOfContract OCTET STRING(SIZE(2)),

sessionContractSerialNumber Int4

}

© 1SO 2011 — All rights reserved
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ReceiptDatal ::= ReceiptData

ReceiptData2 ::= ReceiptData

ReceiptData ::= SEQUENCE {
sessionTime DateAndTime,
sessionServiceProvider Provider,
locationOfStation Int2,
sessionLocation SessionLocation,
sessionType Intl,
sessionResult ResultOp,
sessionTariffClass Intl,
sessionClaimedClass Intl,
sessionFee PaymentFee,
sessionContractProvider Provider,
sessionTypeOfContract OCTET STRING (SIZE(2)),
sessionContextVersion INTEGER (0..127,...),
receiptDataAuthenticator OCTET STRING(SIZE (4))
}

ReceiptDistance ::= Int3

ReceiptFinancialPart ::= SEQUENCE {
personalAccountNumber PersonalAccountNumber,
sessionPaymentFee PaymentFee,
sessionCurrentBalance PurseBalance,
receiptFinancialSerialNumber Int4
}

RecpiptICC-Id ::= ICC-Id

ReceiptOBUId ::= OCTET STRING

ReceiptServicePart ::= SEQUENCE ({
sessionTime DateAndTine,
sessionServiceProvider Providexy
stationLocation INTEGERY(0..1048575),
sessionLocation BIT*STRING (SIZE(8)),
typeOfSession StationType,
sessionResultOperational ResultOp,
sessionResultFinancial ResultFin
}

ReceiptServiceSerialNumber t:= Int3

ReceiptAuthenticator ::=“OCTET STRING

ReceiptText ::= OCTET")STRING

RespultFin ::= OCTET STRING (SIZE(1l))
-- A code’)designating whether a card transaction was completed successfully
-- or not) Value Assignment Hexadecimal
-- Mos§t)'significant 4 bits: 0 OK
-- %Ox'H OK
-~\Most significant 4 bits > 0 Not OK :
-— '1lx'H Not OK, not specified further
<- '2x'H Not OK, Abnormal (First or Previous) FEvent

-- '3x'H Not OK, Contract not accepted

-- '"4x'H Not OK, Account or Purse not accepted

-- 'x0'H not specified further
-- 'x1'H Balance close to zero
-- 'x2'H Balance now negative
-- 'x3'H Balance Overflow

-- 'x4'H Provider not accepted
-- 'x5'H Authentication failure
-- x6'H Vehicle Class incorrect
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ResultOp ::= INTEGER ({
correctTransaction (0), -- transaction correct
obeStatusNotAccepted (1),
equipmentStatusNotAccepted (2),
contractNotInWhiteList (3),

-- VST contract data not in white list
contractIdentifierInBlackList (4),
contractIdentifierNotCorrect (5),

-- Luhn algorithm verification failure
expiredContract (6), -- contract expired
contractRestrictionsNotFulfilled (7),
claimedVehicleCharacteristicsNotValid (8),
vehicleClassAuthenticationFailed (9),
entryVehicleClassDitfferentFromExitVehicleClass (10),
entryReceiptMissing (11),
entryReceiptNotValid (12),
entryTollStationNotValid (13),
equipmentNotCertified (14),

-- manufacturer or EquipClass not recognised
timeDifference (15),

-- problem with the time diff of the two latest redeipts
accessCredentialsNotAccepted (16).,
contractAuthenticatorNotAccepted (17).,
receiptAuthenticatorNotAccepted (18),
claimedVehicleCharacteristicsMissing ¢19),
paymentMeansNotAccepted (20) ,
paymentAuthenticatorNotAccepted (21)
paymentMeansInBlackList (22) ,
PaymentMeansNotCorrect (23),

-- Luhn algorithm verification failure
expiredPaymentMeans (24),

-- PaymentMeans \expired
PaymentMeansRestrictionsNotFulfilled (25),

-- (25-255) are reserved for future CEN use
} (0..255)

SessionClass ::= SEQUENCE ({
sessionTariffClass Intl,
sessionClaimedClass Intl
}

Sessionlocation ::=SEQUENCE ({
ascendingKilometrage BOOLEAN, -- travel direction indicatdr
laneCodeNumber INTEGER(0..127) -- lane code number
}

StationType'?):= ENUMERATED {
unspedified (0),
closedEntryWithPayment (1),
closedEntryWithoutPayment (2),
¢losedTransit (3),
closedExit (4),
closedCredit (5),
mixed (6),
passage (7), -- open exit
checkpoint (8),
reload (9),
reservedForFutureCENUsel (10),
reservedForFutureCENUse2 (11),
reservedForFutureCENUse3 (12),
reservedForFutureCENUse4 (13),
privateUse5 (14),
privateUse6 (15)

}
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DateAndTime ::= SEQUENCE {
timeDate DateCompact,
timeCompact SEQUENCE {

-- expresses time of the day in
-- hours, min, and sec

hours INTEGER (0..23),

-- number of hours after midnight
mins INTEGER (0..59),

-- number of minutes after the hour
double-secs INTEGER (0..30)

-- number of two-seconds after the minute

}
-- Midnight at the start of a day cannot be represented.

-- Midnight at the end of a day 1s represented by

-- {hours 23, mins 59, double-secs 30}

-- The 16 bit zero value {hours 0, mins 0, double-secs 0}
-- denotes "no time"

}

SouhdLevel ::= SEQUENCE {
soundstationary Intl,
sounddriveby Intl

}

TralilerCharacteristics ::= SEQUENCE {
trailerDetails TrailerDetails,
trailerMaxLadenWeight Int2,
trailerWeightUnladen Int2

}

TralilerDetails: := SEQUENCE {
trailerType INTEGER{

see
-- VehicleAxlesNumber for more information
trailer (1), -- also known as pull-bar trailer
semitrailer (2) -- also known as articulate trailer
-- (3..31) reserved for future CEN/ISO use
} (0..31),
trailerAxles TrailerAxles

}
TralilerLicencePlateNumber(: ;= LPN

ValfidityOfContract ::#~SEQUENCE ({
issuerRestrictions OCTET STRING (SIZE(2)),
contractExpiryDate DateCompact

}
VehlicleAuthenticator ::= OCTET STRING

VehlicleAxles/: := SEQUENCE ({

vehicleFirstAxleHeight Intl,

vehicleAxlesNumber SEQUENCE {
tyreType ENUMERATED {

notPresent (0), -- trailer not attached or only one trailer attached

uutSyé‘Ci‘f‘.i:Ed (G) 7
singleTyre (1), -- single tyre on all axles

dualTyres (2), -- dual tyres on at least one axle

reservedForUse (3) -- reserved for future CEN use
},

numberOfAxles SEQUENCE {
trailerAxles TrailerAxles,
tractorAxles TractorAxles

}
}

TrailerAxles

TractorAxles ::= INTEGER (0..7) -- number of axles of the tractor

INTEGER (0..7) -- number of axles of the trailer when available
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VehicleClass ::= Intl

VehicleDimensions ::= SEQUENCE {
vehicleLengthOverall Intl,
vehicleHeigthOverall Intl,
vehicleWidthOverall Intl
}

VehiclelicencePlateNumber ::= LPN
VehicleIdentificationNumber ::= CS5

VehicleSpecificCharacteristics ::= SEQUENCE ({

ISO 14906:2011(E)

environmentalCharacteristics EnvironmentalCharacteristics,

a . e = . Clo 4 e
engIne acTerIsSTtIcs ngrne acTerIsSTxCSY

futureCharacteristics FutureCharacteristics

}
VehicleTotalDistance ::= Int4
VehicleWeightLaden ::= Int2

VehicleWeightLimits ::= SEQUENCE {
vehicleMaxLadenWeight Int2,
vehicleTrainMaximumWeight Int2,
vehicleWeightUnladen Int2
}

END

DSRCData {iso standard 14906 modules (0) dsxc'(l) version (1)}
DEFINITIONS AUTOMATIC TAGS ::= BEGIN,
EXPORTS ALL;

SubRq,AddRq,DebitRq,DebitRs,CreditRq,CreditRs,
EFC-ContextMark,ContractSerialNumber,ContractValidity,
ContractVehicle,ContractAuthenticator,ICC-Id,

VehicleDimensions,VehicleAxles,VehicleWeightLimits,
VehicleWeightLaden,VehicleSpecificCharacteristics,
VehicleAuthenticator, EquipmentOBUId,
EquipmentStatus,DriverCharacteristics,

PaymentMeans , PaymentMeansBalance, PaymentMeansUnit,
PaymentSeécurityData, PersonalAccountNumber,ReceiptDatal,

descriptiveCharacteristics DescriptiveCharacteristics,

IMPORTS GetStampedRq,GetStampedRs,6 SetStampedRqg,GetInstanceRq,
GetInstanceRs,SetInstanceRq, SetMMIRq,ChannelRqg,ChannelRs,CopyRq,

ReceiptServicePart,SessionClass,SignedValue,ReceiptServiceSerialNumber,
ReceiptFinancialPart;ReceiptContract,ReceiptOBUId,ReceiptICC-Id,
ReceiptText,ReceiptAuthenticator,ReceiptDistance,LPN,VehicleClass,

ReceiptData2,SessionlLocation,ValidityOfContract, AxleWeightLimits,
PassengerCapacity, Engine, SoundLevel, ExhaustEmissionValues,
Di&seélEmissionValues, CO2EmissionValue, VehicleTotalDistance,

FROM EfcModule

Cs5
FROM AVIAEINumberingAndDataStructures

{iso standard 14906 modules (0) efc (0) version (1)}

TrailerLicencePlateNumber, TrailerCharacteristics, ActualNumberOfPaslsengers

{iso (1) standard(0) 14816 };
-- defined in ISO 14816 --
-- EXPORTS everything;

Action-Request: := SEQUENCE {

mode BOOLEAN,

eid Dsrc-EID,

actionType ActionType,

accessCredentials OCTET STRING (SIZE (0..127,...))
OPTIONAL,

actionParameter Container OPTIONAL,

iid Dsrc-EID OPTIONAL

}
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Action-Response: := SEQUENCE {
£ill BIT STRING (SIZE(1l)),
eid Dsrc-EID,
iid Dsrc-EID OPTIONAL,
responseParameter Container OPTIONAL,
ret ReturnStatus OPTIONAL
}
ActionType: :=INTEGER (0..127,...)
-- 0 : getStamped
-1 setStamped
- 2 getSecure
-- 3 setSecure
4 getinst
-- 5 setInstance
-- 6 getNonce
- 17 setNonce
-- 8 transferChannel
-- 9 : copy
-- 10 : setMMI
-- 11 : substract
-- 12 : add
-- 13 : debit
-- 14 : credit
-- 15 : echo

-- (16..118) Reserved for ISO/CEN use
-- (119-127) Reserved for private use

AppllicationContextMark: :=Container
(WITH COMPONENTS {octetstring PRESENT})
-- The contents of the octetstring shall be’an aligned PER

-- of non-standardised encodings are (shown in annex B.

AppllicationList: :=SEQUENCE (SIZE (0..127,...)) OF
SEQUENCE {
aid DSRCApplicationEntityID,
eid Dsrc-EID OPTIONAL,

parameter ApplicationContextMark OPTIONAL
}

AttfkibuteIdList: :=SEQUENCE (SIZE(0.. 127,...)) OF INTEGER(O0..127,...
Attkibutelist: :=SEQUENCE, (SIZE(0..127,...)) OF Attributes

Attkibutes: :=SEQUENCE. {
attributelId INTEGER (0..127,...),
attributeValue Container

}

BeafonID: :=SEQUENCE {

manufacturerid INTEGER(0.. 65535),

individualid INTEGER (0. .134217727)

}, -- for registration of manufacturerid see www.nni.nl/cen278

-- encoding of EFC-Contextmark, but thisxencoding may be followed
-- by non-standardised encodings. Illustrations of the inclusion

BroadcastPool: : =SEQUENCE {
directoryvalue Directory,
content SEQUENCE (SIZE(0..127,...)) OF File
}

BST: : =SEQUENCE {

rsu BeaconlID,

time Time,

profile Profile,

mandApplications Applicationlist,

nonmandApplications ApplicationList OPTIONAL,

profilelist SEQUENCE (SIZE(0..127,...)) OF Profile

}
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Container: :=CHOICE {
-- The alternative for container and its value is determined
-- from the service primitives.

integer [0] INTEGER,

bitstring [1] BIT STRING,

octetstring [2] OCTET STRING (SIZE (0..127), ...),

universalString [3] UniversalString,

beaconId [4] BeaconlID,

t-apdu [5] T-APDUs,

dsrcApplicationEntityId [6] DSRCApplicationEntityID,

dsrc-Ase-Id [7] Dsrc-EID,

attrIdList [8] AttributelIdList,

attrList [9] Attributelist,

broadcastPool [10] BroadcastPool,

directory [11] Directory,

file [12] File,

fileType [13] FileType,

record [14] Record,

time [15] Time,

vector [16] SEQUENCE (SIZE(0..255)) OF
INTEGER(0..127,...),

gstrqgq [17] GetStampedRqg,

gstrs [18] GetStampedRs,

sstrq [19] SetStampedRq,

ginrg [20] GetInstanceRq,

ginrs [21] GetInstanceRs,

sinrq [22] SetInstanceRq,

charq [23] ChannelRq,

chars [24] ChannelRs,

cpprq [25] CopyRq,

subrq [26] SubRq,

addrq [27] AddRq,

debrg [28] DebitRq,

debrs [29] DebitRs,

crerq [30] CreditRq,

crers [31] CreditRs,

efccontext [32]  EFC=ContextMark,

contser [33]1\ContractSerialNumber,

contval [34]/ ContractVvalidity,

contveh [35] ContractVehicle,

contauth [36] ContractAuthenticator,

recspt [37] ReceiptServicePart,

sessioncls [38] SessionClass,

recservserialno [39] ReceiptServiceSerialNumber,

recfinptENV [40] NULL,

reccont [41] ReceiptContract,

recOBUId [42] ReceiptOBUId,

recICCId [43] ReceiptICC-Id,

réctext [44] ReceiptText,

recauth [45] ReceiptAuthenticator,

recdist [46] ReceiptDistance,

vehlpn [47] LPN, -- vehicle licence plate number

vehid [48] CS5, -- vehicle identification number

vehclass [49] VehicleClass,

vehdims [50] VehicleDimensions,

vehaxles [51] VehicleAxles,

vehwtlims [52] VehicleWeightLimits,

vehwtladen [53] VehicleWeightLaden,

vehspchars [54] VehicleSpecificCharacteristics,

vehauth [55] VehicleAuthenticator,

equOBUId [56] EquipmentOBUId,

equICCId [57] ICC-I1d,

equstat [58] EquipmentStatus,

dvrchars [59] DriverCharacteristics,

paymeansENV [60] NULL,

paymbal [61] PaymentMeansBalance,

paymunit [62] PaymentMeansUnit,

paysecdata [63] PaymentSecurityData,
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64

Fil
Dir
Dsr

DSR!

paymeans [64] PaymentMeans,

recdatal [65] ReceiptDatal,

recdata2 [66] ReceiptData2,

valofcon [67] ValidityOfContract,
recfinpt [68] ReceiptFinancialPart,
setmmirqg [69] SetMMIRq,

awl [70] AxleWeightLimits,

paca [71] PassengerCapacity,

eng [72] Engine,

sl [73] SoundLevel,

eev [74] ExhaustEmissionValues,
dev [75] DieselEmissionValues,
co2ev [76] CO2EmissionValue,

vtd l77] VehicleTotalDistance,
tlpn [78] TrailerLicencePlateNumber,
tch [79] TrailerCharacteristics,
anp [80] ActualNumberOfPassengers,
rfuCenIS048 [81] NULL,

rfuCenIS0O49 [82] NULL,

rfuCenISO050 [83] NULL,

rfuCenISO51 [84] NULL,

rfuCenIS052 [85] NULL,

rfuCenISO053 [86] NULL,

eType ::= NULL

c-EID: :=INTEGER(0..127,

-- Container CHOICE type values [81..86]are reserved for

-- attribute Ids 48 to 53 which are used in CCC

-- Container CHOICE type values [87..127] are reserved for private EFC use

-- intended for the addressing of the corresponding private

-- attribute identifiers. Note that container .type 87 is also used in LAC
-- extension marker

-- not defined

bctory: := SEQUENCE (SIZE(0..127,...)) .0QF, FileName

-)

and

CApplicationEntityID: :=INTEGER {
system
electronic-fee-collection
freight-fleet-management
public-transport
traffic-traveller-information
traffic-control
parking-managemeht
geographic-road~database
medium-range~preinformation
man-machiné-interface
intersystem~interface
automatic-vehicle-identification
emergency-warning
private
multi-purpose-payment

dsrc—resource—manager

(0),
(1),
(2),
(3),
(4),
(5),
(6),
(7),
(8),
(9),
(10),
(11),
(12),
(13),
(14),
(15),

_

—after—theft—systems

-- (17..28) are reserved for ISO/CEN DSRC applications
-- (29..30) are reserved for private use
-- 31 is reserved for ISO/CEN-DSRC-applications

}(0..31,...)

) A
\19)

-- For the latest standard use of application definition, refer

-- to www.nni.nl/cen278

-- As an example, the application "electronic-fee-collection (1)"

-- is standardised by EN/ISO 14906
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Event-Report-Request: := SEQUENCE {

mode BOOLEAN,
eid Dsrc-EID,
eventType EventType,
accessCredentials OCTET STRING (SIZE(0..127,...)) OPTIONAL,
eventParameter Container OPTIONAL,
iid Dsrc-EID OPTIONAL
}

Event-Report-Response: := SEQUENCE {
£ill BIT STRING (SIZE(2)),
eid Dsrc-EID,
iid Dsrc-EID OPTIONAL,

}

EventType: :=INTEGER{
release (0)
-- (1..118) are reserved for ISO/CEN use

-- (119..127) are reserved for private use
}(0..127,...)

File: :=SEQUENCE (SIZE(0..127,...)) OF Record
FileName: : =SEQUENCE {

aselD Dsrc-EID,

fileID INTEGER(0..127,...)

}
Get-Request: :=SEQUENCE {

£ill BIT STRING (SIZE(l)),

eid Dsrc-EID,

accessCredentials OCTET STRING, (SIZE(0..127,...)) OPTIONAL,
iid Dsrc-EID OPTIONAL,

attrIdList AttributeIdList OPTIONAL

}
Get-Response: : =SEQUENCE {

fill BIT STRING (SIZE(1l)),
eid Dsrxe=EID,
iid Dsre~EID OPTIONAL,
attributelist Attributelist OPTIONAL,
ret ReturnStatus OPTIONAL
}
Initialisation-Request::= BST
Initialisation=Response::= VST

NamedFile »:=SEQUENCE {

narme FileName,
file File
}

ObeConfiguration: :=SEQUENCE {

equipmentClass INTEGER (0. .32767),
——mamnmufacturerID—INFEGER(O——65535)
obeStatus INTEGER (0. .65535) OPTIONAL

-- obeStatus shall always be present. Bit nr 5 of the first octet may indicate

the
-- status of the battery: 0 indicates OK, 1 indicates low (xxxB xxxx'H)

}

Profile: := INTEGER {
profileO (0), -- DSRC Profile 0 as defined in EN 13372
profilel (1) -- DSRC Profile 1 as defined in EN 13372

-- (2..118) are reserved for ISO/CEN use,

-- (119..127) are reserved for private use
}(0..127,...)
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Record: :=CHOICE{simple VisibleString,

}
ReturnStatus: :=INTEGER {

noError (0),

accessDenied (1),

argumentError (2),
complexityLimitation (3),
processingFailure (4),

processing (5),

chainingError (6)

-- (7..127) are reserved for future CEN use
1 LO 19277 \

HO—F2F—)

SetfRequest: : =SEQUENCE {

fill BIT STRING (SIZE(1l)),

mode BOOLEAN,

eid Dsrc-EID,

accessCredentials OCTET STRING (SIZE(0..127,...)) OPTIONAL,
attrList Attributelist,

iid Dsrc-EID OPTIONAL

}
Set|Response: :=SEQUENCE {

fill BIT STRING (SIZE(2)),
eid Dsrc-EID,

iid Dsrc-EID OPTIONAL,
ret ReturnStatus OPTIONAL

}

Timge: :=INTEGER(0..4294967295)
-- “UNIX time”: number of seconds since midnight at the
-- start of 1°° January 1970

T-APDUs: := CHOICE({
action-request [0] Action-Request,
action-response [11 Action-Response,
event-report-request [2] Event-Report-Request,
event-report-response [3] Event-Report-Response,
set-request [4] Set-Request,
set-response [5] Set-Response,
get-request [6] Get-Request,
get-response [7] Get-Response,
initialisation-request [8] Initialisation-Request,
initialisationrFresponse [9] Initialisation-Response

}
VST| : =SEQUENCE {

£ill BIT STRING (SIZE(4)),
profile Profile,
applications Applicationlist,

obeConfiguration ObeConfiguration

}

END
-- Below imported data from ISO 14816's ASN.1l module
-- AVIAEINumberingAndDataStructures {iso(l) standard(0) 14816 }
-—- DEFINITIONS AUTOMATIC TAGS ::= BEGIN
-- EXPORTS ALL;

-- CS5 ::= VisibleString

-- CountryCode ::= BIT STRING(SIZE (10))
-- Value assignment is done in accordance with ISO 3166-1 and by
-- using the ITA.2 alphabet.

-- IssuerlIdentifier ::= INTEGER(O .. 16383)
-- See Annex A of ISO 14816 for registration
-- END
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Annex B
(informative)

CARDME transaction

General

Annegx B provides an informative example of a transaction by specifying the CARDME transa
transpction overview is given in B.2. The transaction phases and the data exchanges-~are
defingd in B.3. Finally, the bit-level specification is accounted for in B.4.

B.2
B.2.]

B.2.1

When a user enters a manual tolling station, four phases can“be discerned. The electror]
transpction consists of the same four phases, as shown in Table.B:1.

Overview
The four phases

.1 General

Table B.1 — CARDME's four-transaction phases

ction. First a
subsequently

ic CARDME

Phase Icon Short description

Initialisation

Negotiation.of the EFC contract to use.

“Hello, welcome, where do you come from, how do you want to pay”

Presentation

“Please give me your payment details and your entry ticke|

The RSE reads OBE data (details on contract, accou
classification, last transaction, etc.).

t”
nt, vehicle

Receipt “Here is your receipt”
5 The RSE writes an electronic receipt (which may also serve @s an entry
&Y |ticket).
Tracking “Thank you and good bye”
and The RSE tracks the vehicle through the communication |[zone and
; eventually closes the transaction.
closing

Irrespective of EFC station type (passage in open system, entry or exit in closed system) the transaction
performed is always the same. Although the functionality of the different station types is quite different, there is
a single CARDME transaction, which is identical at all locations.

©1SO
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B.2.1.2 Initialisation - Say Hello

EFC beacons continually emit a signal in order to make contact to newly approaching vehicles. The data in
this periodic signal is called the Beacon Service Table (BST).

As soon as a vehicle receives a BST, it answers with its Vehicle Service Table (VST). The VST contains a list
of all EFC-contracts present in the OBE.

Figure B.1 — Initialisation
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Upon reception of the VST the RSE analyses its contents and decides whether it accepts one of the EFC
contracts presented by the OBE. In case the RSE accepts a contract, it knows exactly what to do from then on.
The RSE knows which organization has issued the contract, and hence, where to send the claim and which
transaction type is supported by the OBE. Although the RSE may have software available for several different
EFC applications (e.g. software routines for the local EFC application and the CARDME application), only one
piece of software executes at a time. The initialisation phase can be seen as a switch where the RSE decides
which path to follow. From the initialisation onwards, the RSE will (for a certain OBE) address a single EFC
contract only.

If however, the RSE cannot accept one of the EFC contracts presented by the OBE, the transaction will be
terminated. As no information regarding the identity of the user has been exchanged at this point, the local

exce ntion handlina nraocediures will ha initiatad
CpToOTT e o Iu r’l AAZA-IA~A- N A LI NN A~ E LR LR A= R -

An ekample of the information exchange in the initialisation phase - between a beacon at a R

statig

n and an OBE inside a Norwegian vehicle — is given in Table B.2 below.

Table B.2 — Initialisation phase — Information exchange

rench tolling

Road Side Equipment

On-Board Equipment

BST:

“Hello, here is an EFC Station”

BST:

“Hello, here is an EFC Station”

(A vehicle is approaching. OBE wakes up and repli

PS)

VST:  “Helloy~I\.can offer the following EFC
transactions.’

1. Transaction type “AUTOPASS”
Central account with the Operator “NorwegTra

2.\ " Transaction type “CARDME”
Central account with the Operator “Oresundsk

”

NS

bnsortiet”

contracts and

aval

the

The rpadside thinking:

Acdording to my tables, | have the following transactions

lable and recognise the accounts with. the following

opefators:

Trahsaction Operator

TIS|transaction AREA
COFIROUTE
ESCOTA
SANEF

CAIRDME transaction AustroToll
BelgiaPay
NorwegTrans
PagaMadrid

When | compare my table with the VST, | see that | recognise

second ‘option offered by the OBE. Hence, | will from now on

use]

“CARDME/NorwegTrans”
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B.2.1.3 Presentation - Read OBE Data

In order to know which tariff to apply and which account to charge, the RSE requires some additional
information from the passing OBE. The RSE obtains this information via “read commands” sent over the
DSRC link.

NOTE The RSE addresses only data from the contract that it has chosen to use in the preceding initialisation phase
(“CARDME/NorwegTrans” in our example).

Table B.3 — Presentation phase — Information exchange

Road Side Equipment On-Board Equipment

“Please give| me the following information about your
CARDME contract with NorwegTrans:

your payment means, including the personal account
number (with signature)

your preyious receipts
your vehicle classification details®

“With pleasure, hergaré the data you have asked for.

| have added my;Signature to show that my data are cérrect
and that you can’trust to receive money:

= payment'means, with signature
= my\previous receipts (entry ticket)
= - (my vehicle classification details”

The RSE usgs the retrieved data for the following purpeses:

70

Payment means including the personal acecount number: The account held at the issuer of the contract is
identified through the personal account.number. The personal account number points to exactly one
customdr account held with a Contract'Issuer in Europe. This information enables the EFC Operator to
draw mqgney from the account of a Iocal user or to claim money from the Contract Issuer of a foreign user.

Previoug receipts: Two receipts;) associated with the two most recent passages through EFC CARDME
stations,| are read from the OBE memory. (When an OBE passes an EFC station, a new Receipt is written
into the PDBE memory. See-also the explanation of the Receipt Phase in B.2.1.4 below).

In a clagsical manuyal/closed tolling system a user takes a ticket from an automatic ticket dispepsing
maching when he-enters the motorway. At the exit the user shows this ticket to the tolling personnel| who
calculates the feevirom the distance matrix entry-exit. The same thing happens electronically. $ome
systems| also require the last but one receipt to determine the fee. This is especially the case when [there
are altemative routes through the (motorway) network.

In an open toll system, where one pays per passage of a bridge, a mountain pass or a stretch of
motorway, reading the last receipt is of little use to the RSE. In CARDME it is done anyway, in order to
have the same transaction everywhere, regardless of station type.

Vehicle classification details: In some systems, the applicable tariff is determined from the vehicle class
measured at the tolling station. In other systems, vehicle class is determined from the data in OBE (the so
called 'declared classification”). These OBE-declared vehicle-related data are read out here. The
declared vehicle characteristics are sufficient for any RSE to determine the applicable tariff. Systems that
measure class can simply ignore these data.

Signature: The OBE adds several security-related data to the tolling data, here simply called 'Signature’'.
CARDME foresees several different such security data, and even an optional second read-command for
roaming users, in order cover all security needs. These security measures are discussed in a separate
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chapter. In CARDME it is mandatory for OBEs to produce these security-related data. It is important to
note, however, that using the security data is optional in the sense that the roadside may simply ignore
them. From a technical point of view, every operator is free to decide which of the security data he wants
to check, when and where he wants to check them, and whether he wants to check them at all.

B.2.1

5

.4 Receipt - Write New OBE Data

In the previous phases the RSE has read all data that are required to charge the user (either directly for local

users-ot indirnr\fly for rnaming users—which are r\hargnrl via-theircontract iccnnrc)
5 -

The rfeceipt phase is used to write all data to the OBE that are to be carried to the next tolling\statjon (“you can

only
trans

fead what you have written before”). It is also time to inform the user about the success
action.

Table B.4 — Receipt phase — Information exchange

of the tolling

Road Side Equipment On:Board Equipment

“Pleqd

Infor

Transaction receipt (entry ticket)

se store the following information in your memory:

n the user about the success of the transaction”

asignhal’.

“I confirm. | have stored the ticket and | have §iven the user

The most important data that have to be written into.the OBE is the entry ticket. In closed tolling

esse
make
user
recei

It is 1
“Rec
order
write
presq

The i

—
—

ntial that this information is carried from ene tolling station to the next. Also for other sy
s sense to give an electronic receipt. This receipt is not primarily intended as direct inforn
since only very few OBEs have the(capability to display the rather complex receipt info
bt rather serves as a record of past transactions in case a dispute arises.

ecommended to store the two-latest receipts in the OBE. These are transmitted over the [
biptData1” and “ReceiptData2’. The RSE keeps track of what is old and what is new, and nqg
to have a simple OBE_design. The RSE always reads and writes both receipts. When wrif
5 the new receipt to. ReceiptData1 and it copies the data just read under ReceiptD
ntation phase) to,ReceiptData2.

hformation indhereceipt or in the entry ticket comprises:
assage-data and time;

assagde location (EFC operator, station number, lane number, station type);

systems it is
stem  types it
nation for the
rmation. The

DSRC link as
t the OBE in
ing, the RSE
atal (in the

L L&

L1 L g1 1 ol Lole ek ('l e n AN
— PaS3dAyC ITSUIL (UNTIUU UN, WIUTTY Uldss, DIAURIISIEU, STUUTILY ©1TUT, €10, ),

— applied vehicle/tariff class;

— used contract.

In addition, the user is informed about the transaction result. The OBE signals to the user one of three
messages: “OK”, “not OK” and “Contact Operator’. Also in the Write-Phase there is security-related
information added to the data.
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B.2.1.5 Tracking and Closing - End the Transaction

At this stage in the transaction all tolling—related data exchange is completed. A failure of the transaction is no
longer possible.

There are only some technical housekeeping tasks required, namely to track the vehicle through the
communication zone (mainly required in free-flow installations with video-enforcement) and/or to formally
close the transaction, i.e. telling the OBE that there is no more to come.

B.3 CARDME transaction phases

B.3.1 Overnview

Table B.5 bglow provides an overview of the CARDME transaction in terms of the sequence of DSRC
application Igyer functions (such as INITIALISATION, GET, SET and EVENT-RERORT), EFC function$ and
data exchanged between an RSE and an OBE. The subsequent subclauses give ‘details of exchanged| EFC
application data.
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Table B.5 — CARDME transaction overview

(Release)

Phase Roadside Equipment On-board Equipment Remarks
INITIALISATION.request (BST) — RSE periodically sends BST.
Initialisation « |INITIALISATION.response | A newly arrived OBE answers with VST.
(BST - VST) (VST) AC-CR-KeyReference is the ref. to the Access
: izcéclir;:;x?::ence Credential Keys to be used by the RSE.
. RnCTOBE RndOBE is a random number that the RSE
uses when calculating the Access Credentials.
GET_STAMPED.request - OBE to calculate an Authenticator that proves
AC_CR [Access Credential Key] its authenticity.
e PaymentMeans (incl. OBE will give access only when RSE provides
FersonalAccountiumber) the correct Access Credentials AC_CR.
(RndRSE, KeyRef_Op) Personal Account Number/'pointing to the user
Prespntation | CET-request ) contract/account at the-contract jssuer.
(GET) AC_CR [Access Credential Key] Random number and key referefce for the
* ReceiptData1 authenticator thatth&-OBE calcylates.
* ReceiptData2 Read last and\penultimate receipts (entry ticket
» EquipmentStatus or latest trarfisaction).
¢ Classification data: Read the ‘equipment status (which includes a
- VehicleClass transaetion counter).
- Veh?cleDimensions Read * declared classification | data. Vehicle
B Veh!cIeA.xIes Class also gives informatipn on trailer
: x:ﬂ:z:gt\;ﬁgﬁi?ﬁi'\lumber presence. Vehicle Axles includes information
_ VehicleSpecificCharacteristics on presence of dual tyres. Vehicle Specific
Characteristics include information on emission
class, engine type, etc.
« | GET_STAMPED’response | OBE responds with the data asked for, plus an
* Operator*Authenticator Authenticator calculated with thie interoperable
GE('I"A.:Jézac?rfs)e key, i.e. with a key known to all EFC Operators
GET_STAMPED.request - For OBEs from a foreign Contfact Issuer, the
Ogtional | AC_CR [Access Credential Key] RSE asks for the calculation df an additional
Prespntation | e PaymentMeans incl. authenticator over the Pergonal Account
for Foreign PersonalAccountNumber Number with keys only known fo the Contract
OBEs (RndRSE, KeyRef_Iss) Issuer, so that one can prove {hat the vehicle
actually has passed.
« | GET_STAMPED.response
e Issuer_Authenticator
(Auth_lss)
SET.request - Write new receipts (or entry tick¢t).
* ReceiptDatad Write new status information [and increment
Receipt | ¢ ReceiptData2 transaction counter.
($ET) . EquipmentStatus Transmit textual information, fvhich may be
.SE'Fl'zels/Iel\I/IpIT:-ezxjest displayed to the user.
- Give an ,OK" indication to the|user (normally
the OBE will beep).
« | SET.response
Set_MML.response
Tracking ECHO.request N Track OBE by exchanging dummy information.
And « | ECHO.response The usage of Echo is by optional, at the
discretion of the RSE, and may be repeated.
Closing EVENT_REPORT.request - RSE closes transaction and releases OBE.
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B.3.2 Initialisation Phase

Table B.6 provides details of the data exchanged between an RSE and an OBE in the initialisation phase.

Table B.6 — Initialisation phase

Phase RSE OBE
INITIALISATION.request (BST)
INITIALISATION.response (VST)
Data for EFC Contract #1
(e.g. from local EFC system):
e o EFC-ContextMark:
Initialisation — ContractProvider
— TypeOfContract

— ContextVersion

¢ (optional additional data)

— Data for EFC Contract #2
(e.g. CARDME European Service

o EFC-ContextMark:
— ContractProvider
— TypeOfContract
— ContextVersion

o AC_CR-KeyReference:
— AC_CR-MasterKeyReference
— AC_CR-Diversifier

® RndOBE

NOTE1

on between R
other paramet

NOTE2

EFC Context

THe above data exehange is described on application level. There are also more technical negotiations

SE and OBE, e7g.\in order to arrive at a mutually agreed DSRC communication profile, determining am
ers which subearrier frequency the OBE shall use on uplink.

R$E may‘issue a command Event-Report Release, according to Layer 7, in case it does not recogniz

hark{received by the OBE to avoid disturbance created by unknown OBE.

going
ongst

bs the

Initialisation request (BST) data
For EFC, the application identification (AID) code equals 1. The BST is fully standardised and contains
nothing CARDME-specific.

Initialisation response (VST) data
Every EFC transaction supported by the OBE is represented via the data element “EFC-Context Mark”. An
EFC-Context Mark indicates which operator issued the contract in the OBE, the type of contract and a version

number (context version, i.e. application/software/key versions).

74
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CARDME's ContextMark contains the mandatory EFC-ContextMark information:

— ContractProvider: A code standing for the Contract Issuer (the code contains the country of residence of

t

he Contract Issuer and a national assigned number identifying the individual issuer).

— TypeOfContract: A data element that gives the RSE basic information on the EFC contract residing in the
OBE (e.g. central account or on-board purse; pre- or post-paid; unlimited or restricted to a certain
concession area; discount tariff applies). Within CARDME currently only one type of contract is defined,
namely the “CARDME European central account transaction”.

— ContextVersion: This data element is used by the OBE to tell the RSE the Version of some data it

q
I

In ag
make
CAR

— A
A

f
g
g
¢

Note
stand
reads
vehig

have been initialised using interoperable Security Key Version 3.

dition to the mandatory contents above, the ContextMark may contain further informatid
s use of this feature and has defined the following additional data as part of theOBE res
DME ContextMark.

\ccess Credentials. CARDME supports both key generations and key diversification.

RNdOBE: This data element (“random number generated by the /OBE”) contains a number
hosen by the OBE and not predictable by the RSE. The number has to be used by th
alculating the Access Credentials. This guarantees that the RSE has to calculate the Acces
fresh for each session. By this it is avoided that someone,erects an un-authorised beacon
Credentials he obtained through listening to correct EFC transactions.

that the VST contains no data that might have privacy implications. The VST is acces
ards-conformant beacon. It can neither be forbidden nor technically prevented that any int
VST information. Hence, in CARDME the VST contains no information that allows identif]
le.

on V1.0, and

n. CARDME
ponse in the

\C_CR-KeyReference: A reference number that tells the RSE which keys to use when calculating the

that is freely
e RSE when
5 Credentials
Ising Access

ssible to any
brested party
cation of the
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B.3.3 Presentation Phase

B.3.3.1 Ge

neral

Table B.7 provides details of the data exchanged between an RSE and an OBE in the presentation phase.

Table B.7 — Presentation phase

Phase

RSE

OBE

GET STAMPED.request

Prese

htation

AC_CR [Access Credential Key]

e PaymentMeans incl.
PersonalAccountNumber

(RndRSE, KeyRef_Op)

GET.request
AC_CR [Access Credential Key]

e ReceiptData1l
e ReceiptData2
e EquipmentStatus

e Classification data:
— VehicleClass
— VehicleDimensions
— VehicleAxles
— VehicleLicencePlateNumber
— VehicleWeightLimits
— VehicleSpecificCharactefistics

GET_STAMPED.response
— Operator_Authenticator
(Auth_Op)

GET.response

Functionally,

1) Acd
held

2) Infd

four groups ofydata can be discerned in the presentation phase:

ount information - static. Data that allow the EFC Operator to claim money from a user ac
with @¥inancial institution or with a Contract Issuer.

count

romation about the last passage - dynamic. The RSE reads data that have been written

at the

last tolling station. At the exit of a closed tolling system these data constitute the enftry ticket, which
was written by the DSRC beacon on entry. On other stations the data are normally ignored.

3) Vehicle classification information - static. In tolling systems which rely on declared classification
to determine tariff, vehicle classification information has to be read from the OBE. Also in systems
relying on measured class, classification information read from the OBE is sometimes used for

verification.

4) Security related information — dynamic. The CARDME transaction enables several security
mechanisms, without making them mandatory to use by the RSE. The different mechanisms address
different security requirements. If one decides not to use some of the mechanisms, the related
security data can simply be ignored by the RSE, respectively dummy data can be transferred.
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B.3.3.2 Account and contract information

Account and contract related information is contained in the following attributes:

PaymentMeans incl. PersonalAccountNumber: Points to a user account held at the Contract Issuer

(which is already known from the Initialisation Phase). The EFC Operator will send his claim to this
account. Contains also expiry date and restrictions of the payment means.

B.3.3.3

Information about the last passage

Information about the last passage is mainly required when exiting a closed tolling system. In this case the

inforr]
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f
q
q
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|
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q
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fi
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B.3.3

CAR
rema
reasq
persq
to tre|

c
f
q

hation sent by the OBE Is the “entry ticket” written when the vehicle entered the tolled systen

vas declared at the last transaction and the class that was actually used (e.g. measured). W
art of an entry ticket, this information enables the exit station to find out whether the class
uring the trip. The attribute ReceiptData1 also contains the data element ReceiptAuthent
ontains data that have been calculated by the last beacon in order to “sign* the ticket giv
nay use this authenticator to check that the (entry-)ticket has not been manipulated, espeq
bntry point has not been changed. In addition the authenticator can-be used as a kin
uthentication of the previous beacon”. The Receipt Authenticator isboth produced and ch
bcal algorithm and with local keys, i.e. with keys that are not distributed to any third party. T
5 fully in the realm of an EFC operator's local system, and-the authenticators are both c4
hecked by his own beacons only. The OBE merely transports this authenticator from one g
ext. Operators are free to use this security service, simply-ignore it (i.e. by writing empty a
n the Receipt Phase and not checking the authenticators read in the Presentation Phase) d
pr other purposes. In this use, the Receipt Authenticator serves as a free field where an H
nay transport some local data from one beacon to\the next.

ReceiptData2: The “Ticket” of the penultimate' beacon (last but one). In some systems twg
equired to find which of two alternative routes the vehicles has passed.

.4 Vehicle classification information

DME foresees a list of declared classification data that tries to cover a maximum of
ning as short as possible. Keeping the list of classification data short is not required
ns — a few bytes more or'less over the DSRC link make little difference — but for cost r
nalisation of the OBE\In order to be as flexible as possible, CARDME has devised an adapt
at classification.

f the Contract Issuer; (2) for clear-cut cases it gives simple “European harmonised classes
ave thexmore complex extended declared characteristics present; (3) it states whether a trai
r mot,

.

ReceiptData1: The “Ticket” written by the last beacon passed. This attribute containsyboth the class that

hen used as
has changed
icator, which
en. The RSE
ially that the
i of “indirect
ecked with a
he procedure
Iculated and
eacon to the
uthenticators
r even use it
FC Operator

receipts are

needs while
for technical
basons upon
able concept

ehicleClass:(Mehicle Class is a very simple and well known data element which in CARDNIE is used in
the following/way: Vehicle Class covers three purposes: (1) it gives the local class in the “h

pme system”
", avoiding to
ler is present

VehicleDimensions,

VehicleAxles, VehicleLicencePlateNumber,

VehicleWeightLimits,

VehicleSpecificCharacteristics: These extended declared vehicle characteristics are only present if
required by the contract or when the vehicle does not fall into a “European harmonised class”. The RSE
may read only those classification data it requires.
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B.3.3.5 Security related information

CARDME enables several security mechanisms, which are designed to protect the individual security
requirements of the different entities in the CARDME architecture. The security level is adaptable from the
RSE point of view — all security measures can either be used or be disregarded by the RSE.

— AccessCredentials: In CARDME all access to OBE data (both read and write) is protected with Access

NOTE 1 How to do without AccessCredentials? CARDME foresees one generation of Access Credentials (“Geng
0”) which is openly known to all. OBEs or rather contracts with these Access Credentials can be read by everybod
left to the Confract Issuer policy (and presumably to agreements in the MoU) whether he issues such OBES)or not.

NOTE2  H¢w to do without OBE_Authenticator? There is no need from technically reasons to check this Authent
It is automatically produced by the OBE, but EFC Operators that do not wish:to"perform such a security check are fr:
to check the ajuthenticator in their RSE (at least from a technical viewpoints- they might be obliged to do so contrac]
say through contracts with associated issuers or through the interoperability MoU). One possible reason why an op|
does not to wi
appropriate kegy storage and security handling facilities. At some-point in time, e.g. when he routinely replaces some
older equipment, he can decide to go for higher security.

78

Credentials (AC_CR). The RSE has to send the right Access Credentials before the OBE acce
command. The RSE calculates the Access Credentials dynamically using a challenge produced b

pts a
y the

OBE (see B.3.1 Initialisation phase). The required keys need to be known by all partners of the MoU.
Because of the wide distribution of the keys, it is indispensable that these keys are diversified (different

OBE h PANH S +1 AY At ot L 1 'Y L 1 AF 'H P H AY
a C UNnTeTorit r\c_yo; diu uial uieTo arce r\cy HCIICIGLIUI 1o \I 1CW I\Uyo diC UoTU ITuUIIT urme v lIIIIU}.

Operatof_Authenticator: The CARDME Transaction uses a GET_STAMPED command to retriev
Contrac{ Identifier. The purpose of this command is to ask the OBE to “stamp” the data it sends bac
an Authenticator. This special Authenticator is called the Operator Authenticator since it cal
interpreted by any Operator. The Authenticator can be checked to make sure that the OBE passin
“genuing one”, i.e. part of the interoperability scheme (and not a forged one). It is dynamically calcy
by the OBE with the interoperable keys, i.e. with keys known to all EFC-eperators (KeyRef_Op).

nt check this authenticator is when he adds the CARDME transaction onto his existing RSE which h

ReceiptAuthenticator (contained in the ReceipiData-attributes): This RSE signature under the receip
already been treated above under “Information-about the last passage”.

EquipmentStatus: In CARDME this data element serves as a very simply but effective security meg
namely as a simple transaction counter. According to this EFC application standard (ISO 14906
coding of the data element 'EquipmentStatus” is left to the operator (it says 'operator-specific
applicatipn information pertaining to the status of the equipment”). The data element provides for 1§

management of the transaction in their own system, containing information like 'next suitably equ
gantry should make an\enforcement picture”), and to leave 12 bits for a transaction counter (0...
CARDME proposesithat each communication between RSE and OBE should be counted and a rec
this maintained inthe OBE, thereby increasing the practicalities of proving some instance of fraud (e
the part|of an eperator by duplicating transactions at RSE, especially when he makes use of the
security [mode{ of operation optionally allowed for in CARDME. The transaction counter also

recommends that-operators agree to reserve 4 bits for their private local use (e.j. for

ration
y. Itis

e the
with
n be
jis a
lated

cator.
e not
tually,
erator
as no
of his

t has

sure,
) the
EFC-

bits.

pped
095).
brd of
g. on

low-
helps

identifying—instances when cryptographic security is broken — a very important system perforn

ance

monitoringfacitity-):

The RSE of every EFC operator signed up to the MoU reads the Equipment Status in the Presentation

Phase, increments the counter, and writes the new value back to the OBE in the Receipt Phase.
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B.3.4 Optional Presentation Phase

Table B.8 provides details of the data exchanged between an RSE and an OBE in the optional presentation

phase.
Table B.8 — Optional presentation phase
Phase RSE OBE
GET_STAMPED.request —
Qptional AC_CR [Access Credential Key]
Presentation
— PaymentMeans incl.
PersonalAccountNumber
(RndRSE, KeyRef _Iss)
<« | GET_STAMPED.response
— (OBE Authenticator (Auth[ Iss)
Nowadays it is very often the case that the EFC Operator and the Contract Issuer is one apd the same

orgair
inforn

In c4
sepa
entiti
phas
Cont
claim
claim
for aq

Every
comr
press

ization. Very often the operator issues the OBE with:the contract inside. In this case,
hation passed in the presentation phase (see B.3.3) isiufficient.

se these two organizations are different, and" especially when they are organizatior]
rated, e.g. reside in different countries (whichiis’normal in a roaming environment) or are tg
bs altogether (e.g. a tolling operator and _a-bank) a new security requirement arises. In the
b, the EFC Operator was able to check through the Operator_Authenticator that the OBE
act in the OBE) is a genuine one, j:€_from an organization belonging to the MoU. He will
to the Contract Issuer asking for money. The Contract Issuer now has no means to rea
. He has no indisputable proof for, his customer, the user that drove the vehicle, that the m
tually corresponds to a passage somewhere.

RSE knows from the.data element “ContractProvider” in the ContextMark of the VST,
hunicating with a loeal-or a foreign vehicle. Only for foreign vehicles the RSE executes
ntation phase. The-sole purpose of this phase is to obtain an Authenticator from th¢

the security

ally strongly
tally different
presentation
or rather the
then send a
ly check this
bney he asks

whether it is
this optional
b OBE. This

Authgnticator should-be-Calculated by the OBE with keys only known to the Contract Issuer. The (foreign) EFC

Oper
adds
reimk
he is
userq

htor, where thg-vehicle passes, can neither check nor forge this authenticator. The EFC Opj
this authenticator to the transaction record he sends as a claim to the Contract Issuer i
ursed._The’Contract Issuer checks the Issuer_Authenticator in order to have proof that a v4
obligedto pay actually has passed a certain (foreign) EFC station. This both serves as a
trying to deny the passage and checks for a correct claim made by the foreign operator.

erator simply

order to be
hicle for that
broof against

The challenge sent by the RSE (RndRSE) should not be a number freely chosen by the RSE. It should to be
prescribed and constructed in such a way that the RSE cannot influence its value. A concatenation of Date
and Time of passage would serve this purpose perfectly. This challenge has to be passed to the Contract
Issuer in the transaction record, together with the authenticator calculated by the OBE, in order to enable the
Contract Issuer to check the authenticator.
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B.3.5 Receipt Phase

Table B.9 provides details of the data exchanged between an RSE and an OBE in the receipt phase.

Table B.9 — Receipt phase

Phase RSE OBE
SET.request -
— ReceiptData1
— ReceiptData2

Redgeipt

— EquipmentStatus

— ReceiptText

SET_MMIl.request

< | SET.response

Set’ MMl.response

The data alrd
Receipt Phaj
treated in the

NOTE

ady treated in the presentation phase (see B.3-3), which are most of the data associated wi
be, are not treated again in this subclause. The data written to the OBE in the Receipt Phas
presentation phase are:

— ReceiptPata1: The “Ticket” given by the RSE:
— ReceiptlData2: The data read in ReceiptData1 the presentation phase are now written as Receiptl]

(“old ticket”).

— EquipmeéntStatus: Includes a transaction counter.
In addition, the user is informed-about the success of the transaction. This is done twofold:

1) RedgeiptText: The.RSE may use this data element to send a short text message to the passing
(maximum length 12 characters). It is not prescribed what the RSE shall say. The text might cg
sonje costinformation (“EURO 2.00"), some station information (“ENTRY 24”), added
infofmation (“A55 CLOSED”), or may even be left blank.

N

h the
e and

Data?2

OBE
ntain
value

this version of the standard) to display this text mformatnon so normally OBEs will simply d|sregard the |nformat|on
CARDME believes nevertheless that in many emerging systems it will be increasingly important to have the option to send
at least a short text message, consisting of a few text characters. Especially in systems with complex, time-dependent
tariffs for demand management purposes the user has to be informed about the actual cost of the current passage.
Otherwise variable tariffication would become pretty meaningless.

2)

80

SET_MMI: With this command the RSE instructs the OBE to use its man-machine interface (MMI), to

signal the user one of three pre-defined messages, namely “OK”,

not OK” and “Contact Operat

or’. It

is up to the OBE how to signal these messages. Depending on OBE make, the OBE may beep, light
a signal lamp or even write something onto a display.
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B.3.6 Tracking and Closing Phases

Table B.10 provides details of the sequence of data exchanged between an RSE and an OBE in the

tracki

ng/closing phase.

Table B.10 — Tracking and Closing phase

Phase RSE OBE
Tracking ECHO.request -
Etc... < | ECHO.response
Closing EVENT_REPORT.request (Release) —

In fu

transpction is finished (using the Echo service, which may be used several times)In systems

track

Trach
funct

B.4

B.4.1

Table
spec
exch
unam

Standlard are highlighted in grey.

I multi-lane systems, a tracking phase is usually used to keep track of the.vehicle a
ng, the session is closed with an explicit release in the Closing Phase.

ing and Closing are optional and used by RSE where required locally_ Al OBEs need to {
onalities.

Bit-level specification

General

s B.11 to B.23 below provides for the bit-level specification of the CARDME tran
fication accounts for the complete frame :c¢ontent (excluding the zero-bit insertions)
hnged, including protocol information related~to DSRC-L1, -L2 and —L7 in order to ensurg
biguity of the CARDME transaction specification. The data that are associated with this

ter the EFC
requiring no

upport these

saction. The
of the data
a maximum
International
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B.4.2 Initialisation

B.4.2.1 Initialisation request (BST)
Table B.11 — Initialisation request (BST) frame content
* . .
§ Attribute/Field Bits in Octet Description
°© b, b,
o
1 [FLAG 0111 1110 |StartFlag
2 |Broadcast LID 1111 1111 |Link address for broadcast
3 |MAC control field 1010 0000 |The frame contains a command LPDU
4 |LLC control field 0000 0011 JUI'command
5 Fragmentbtion header 1xxx x001 |No fragmentation. PDU no shall never be set to 0000, or Q001
6 [BST 1000 INITIALISATION.request
SEQUENCE {
OPTIDN indicator 0 NonmandApplications not present.
Beacqgnld SEQUENCE ({
| Marjufacturerld INTEGER (0..65535) 000 |Manufacturer identifier- Example 1 (=Kapsch).)See ISO 14816.
| 7 | 0000 0000 |Register at www.nen.nl/cen278 for value assigriment.
8 0000 1
Indiyidualld INTEGER (0..134217727) 000 |27 bit ID available for manufacturer /Example: 1d=10524¢
9 | 0000 0000
10 0000 0100
11| } [Tooo1 1100
112 | Time INTEGER(0..4294967295) 0100 0001 |32 bit UNIX real time. Example: 11037905124
13 1100 1010
[ 14 | 1000 0001
15 1011 0000
16 Profilg INTEGER (0..127,...) 0000 0000 |No extension, Rrefile. Example : Profile = 0
17 Mandfpplications SEQUENCE (SIZE(0..127,...)) OF {| 0000 0001 |No extensigny Number of mandApplications = 149
18 SEQUENCE {
OPTION indicator 0 EID notptesent
OPTION indicator 0 Parameter not present
AID DSRCApplicationEntitylD 1} 00 0001 |Ne.extension. AID = 140, EFC
19 Profilefist SEQUENCE (0..127,...) OF Profile } | 0000 0000 (No'extension, number of profiles in list = 0.
20 |FCS xxxx xxxx ‘(Frame check sequence
7 XXXX RYXX
22 |FLAG 011183710 |End Flag

B.4.2.2 Private window request

Table B.12 — Private

window request frame content

*
§ Attribute / Field Bits In Octst Description
© B, b
o
1 |FLAG 0111 1110 |StartFlag
2 |Private LIPp xxxx xxx0 |Link address of a specific OBE
T xxxx xxx0
4 | xxxx xxx0
T xXxxx xxx1
6 |MAC confrol field 0110 0000 |Private window request
7 |FCS xxxx xxxx |Frame check sequence
T XXXX XXXX
9 |FLAG 0111 1110 |End Flag

B.4.2.3 Private window allocation

Table B.13 — Private window allocation frame content

*
8 Attribute/Field Bits in Octet Description
© B, by
o
1 |FLAG 0111 1110 |[StartFlag
| 2 |Private LID xxxx xxx0 |Link address of a specific OBE
3 xxxx xxx0
T xxxx xxx0
T xXxxx xxx1
6 |MAC control field 0010 s000 [Private window allocation
7 |FCS xxxx xxxx |Frame check sequence
T XXXX XXXX
9 |FLAG 0111 1110 |End Flag
82 © ISO 2011 — Al rights reserved
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B.4.2.4 Initialisation response (VST)
Table B.14 — Initialisation response (VST) frame content
* . .
8 Attribute/Field Bits in Octet Description
o b, by
o
1 [FLAG 0111 1110 |Start Flag
| 2 |Private LID xxxx xxx0 [Link address of a specific OBE
3 xxxx xxx0
T xxxx xxx0
' 5 | XxXx xxx1
6 |MAC control field 1100 0000 |The frame contains a command LPDU
7 ||LLC control field 0000 0011 [Ul command
8 ||Fragmentation header 1xxx x001 [No fragmentation. PDU no shall never be set to, 0000, or 0001,.
9 ||VST 1001 INITIALISATION.response
SEQUENCE {
Fill BIT STRING (SIZE(4)) 0000 [Setto0
10 Profile INTEGER (0..127,...) 0000 0000 |No extension, Profile. Example : 049
11 Applications  SEQUENCE (SIZE((0..127,...)) OF { 0000 0010 |No extension, 2 applications
12 SEQUENCE {
OPTION indicator 1 EID present
OPTION indicator 1 Parameter present
AID DSRCApplicationEntitylD 00 0001 |No extension, AID = 1 EFC
13 EID 0000 0010 |Associated with a context mark. Example : 249
| 14} Parameter CONTAINER { 0000 0010 |No extension, Container Choice = 245, Octet string
15 0000 0110 [No extensions octet string length = 649
16 EFC-ContextMark SEQUENCE {
ContractProvider ~ SEQUENCE {
| CountryCode BIT STRING (SIZE(10)) 0011 0000 [10 bit ceuntry code according to ISO 3166 with ITA2
17 11 Binary.encoding based on ISO 14816. Example : Nd
Ll Issuerldentifier ~ INTEGER (0..16383) } 00 0000 |[44bits issuer identifier. Example : 24o
18 0000 0010
| 19] TypeOfContract OCTET STRING (SIZE(2)) 0000 0Q@QType of contract. Example : 14¢
20 0000 0001
21 ContextVersion INTEGER (0..127,..) }}} 0000:0010 |No extension, context version. Example : 249
22 SEQUENCE {
OPTION indicator 1 EID present
OPTION indicator 1 Parameter present
AID DSRCApplicationEntitylD 00 0001 |No extension, AID =1, EFC
23 EID 0000 0101 |Associated with a context mark. Example : 549
| 24| Parameter CONTAINER { 0000 0010 |No extension, Container Choice = 244, Octet string
25 0001 0000 |No extension, octet string length = 1640
26 EFC-ContextMark SEQUENCE .{
ContractProvider SEQUENGE {
| CountryCode BIT STRING (SIZE(10)) 1010 0100 [10 bit country code according to ISO 3166 with ITA2|binary
27 00 Encoding based on ISO 14816. Example : SE
| Issuerldentifier INTEGER (0..16383) } 00 0000 [14 bits issuer identifier. Example : 14, (Oresundskonkortiet)
28 0000 0001
| 29| TypeOfContract, OCTET STRING (SIZE(2)) 0000 0000 |Type of contract. Example : 24¢
30 0000 0010
31 ContextVersion INTEGER (0..127,..) } 0000 0001 |No extension, context version. Example : 149
| 32} CONTAINER { 0000 0010 |No extension, Container Choice = 245, Octet string
33 0000 0010 |No extension, octet string length = 249
34 AC \CR-Reference SEQUENCE { AC_CR-Reference to, consisting of AC_CR-MasterKeyRef and
AC<MasterKeyRef Int1, 0000 0001 |AC_CR-Diversifier, used for the computation of AC_[CRKey and
35 AC\CGR-Diversifier Int1 1} 0000 0001 |AC CR.
| 36| CONTAINER { 0000 0010 |No extension, Container Choice = 245, Octet string
37 0000 0100 |No extension, octet string length = 449
| 38| RndOBE Int4 0000 0000 |Random Number (nonce) used together with AC_CRKey to
39 0000 0000 Icalculate AC CR. Example : 640,
[ 40 | 0000 0010
41 }}}} [ 1000 0000
42 ObeConfiguration SEQUENCE {
OPTION indicator 1 ObeStatus present
| EquipmentClass INTEGER (0..32767) 000 0000 |Example : 349
43 0000 0011
| 44 | Manufacturerld INTEGER (0..65535) 0000 0000 [Manufacturer identifier. See ISO 14816 Register at
45 0000 0010 |www.nen.nl/cen278 for value assignment. Example : 24o.
46 ObeStatus INTEGER(0..65535) 0000 0011 |Example : 7684¢
| 47 | 1} 0000 0000
48 |FCS xxxx xxxx_|Frame check sequence
W KXXXX XXXX
50 |FLAG 0111 1110 |End Flag
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B.4.3 Presentation

B.4.3.1 Presentation request
Table B.15 — Presentation request frame content
% . .
§ Attribute/Field Bits in Octet Description
°© b, b,
o
1 [FLAG 0111 1110 |StartFlag
| 2 |Private LID xxxx xxx0 [Link address of a specific OBE
3 xxxx xxx0
4 | xXxxXx xxx0
T xxXxx xxx1
6 |[MAC confrol field 1010 s000 |The frame contains a command LPDU
7 |LLC control field nlll 0111 |Polled ACn command, n bit
8 |Fragmentption header 1xxx x001 |No fragmentation. First service of chain.
9 |ACTION.lequest 0000 ACTION.request (GET_STAMPED.request)
SEQUENCE {
OPTI®N indicator 1 AccessCredentials present
OPTION indicator 1 ActionParameter present
OPTIDN indicator 0 |lID not present
Mode BOOLEAN 1 [Mode = TRUE, Response expected
10 EID INTEGER(0..127,...) 0000 0101 |No extension, Element EID, uniquely related to a Context mark
within the OBE. Example : 549
11 ActionType INTEGER(0..127,...) 0000 0000 [No extension, Action type =0, GET_STAMPED.request
12 AccegsCredentials OCTET STRING { 0000 0100 |No extension, octet string length = 44
| 13 | ACJCR aaaa aaaa |Access credentials.Calculated by RSE using RndOBE and the
| 14 | aaaa aaaa |Access Credentials’Key AC_CRKey.
15 aaaa aaaa
16 aaaa aaaa
17 ActiorlParameter CONTAINER { 0001 0001 [No extension; Container Choice = 17, GetStampedRq
18 AttriputeldList SEQUENCE (SIZE(0..127,...)) OF {{ 0000 0001 [No extension, number of attribute IDs = 1
INTEGER (0..127,...)  Attributeld
19 PaymentMeans } 0010 0000 [Ne.extension, Attributeld = 32,5, PaymentMeans
20 Nonce OCTET STRING { 0000 0100 N0 extension, octet string length = 44
21 RMdRSE rrrr rrri¥\Random number from RSE, containing SessionTime, needed tq
[ 22| rrrr rrrr |calculate OperatorAuthenticator
23 rrr®¥ srrr
| 24 | } r¢kr rrrr
25 KeyRef_Op(h) kxxx xxxx |h = Reference to AuKey_Op used for the computation of Operator
1) Authenticator.
26 |Fragmentption header 1xxx x001 |No fragmentation. Same PDU no as before (concatenation).
27 |GET.request 0110 GET.request
SEQUENCE {
OPTI®N indicator 1 AccessCredentials present
OPTION indicator 0 11D not present
OPTIDN indicator 1 |AttributeldList present
Fill BIT STRING(SIZE(1)) 0 [Setto0
28 EID INTEGER(0.:127,...) 0000 0101 |No extension, EID, Example : 519
29 AccegsCredentials OCTET STRING { 0000 0100 [No extension, octet string length = 44
| 30 | AC|CR aaaa aaaa |Access credentials calculated by RSE using RndOBE and the
| 31 | aaaa aaaa [Access Credentials Key AC_CRKey.
| 32 | aaaa aaaa
33 aaaa aaaa
34 AttribgteldList SEQUENCE (SIZE(0..127,...)) OF { 0000 0110 [No extension, number of attribute IDs = 64
INTEGER (0-.127,...) Attributeld
35 VehicleLicéncePlateNumber 0001 0000 [No extension, Attributeld = 16+, VehicleLicencePlateNr
36 V¢hicleClass 0001 0001 |No extension, Attributeld = 1744, VehicleClass
37 VehicleWeightl imits 0001 0100 |No extension, Attributeld = 205, VehicleWeightl imits
38 EquipmentStatus 0001 1010 |No extension, Attributeld = 26, EquipmentStatus
39 ReceiptData1 0010 0001 |No extension, Attributeld = 334, ReceiptData1
40 ReceiptData2 }} 0010 0010 |[No extension, Attributeld = 34,,, ReceiptData2
41 |FCS xxxx xxxx |Frame check sequence
42 XXXK XXXX
43 |FLAG 0111 1110 |End Flag
NOTE VehicleSpecificCharacteristics, VehicleDimensions and Vehicle Axles are not included in the examples in this table.
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B.4.3.2 Presentation response

Table B.16 — Presentation response frame content

3+
k) Attribute/Field Bits in Octet Description
o b, by
o
1 [FLAG 0111 1110 |Start Flag
| 2 |Private LID xxxx xxx0 |Link address of a specific OBE
3 xxxx xxx0
T xxxx xxx0
T XXxXX xXxx1
6 |MAC control field 1101 0000 |The frame contains a response LPDU
7 [[CcCcontrot frerd MITT U T R -
8 ||LLC status field 0000 0000 [Response available and command accepted
9 ||Fragmentation header 1xxx x001 |No fragmentation. First service of chain.
10 ||ACTION.response 0001 ACTION.response (GET STAMPED.response)
SEQUENCE {
OPTION indicator 0 1ID not present
OPTION indicator 1 ResponseParameter present
OPTION indicator 0 |ReturnStatus not present
Fill BIT STRING(SIZE(1)) 0 |Setto0
11 EID INTEGER (0..127,...) 0000 0101 |No extension, EID, Example,: 519
12 ResponseParameter CONTAINER { 0001 0010 |No extension, Container Ehoice = 184y, GetStampedRs
13 AttributeList SEQUENCE (SIZE(0..127....)) OF { 0000 0001 |No extension, number of/attributes: 1
14 Attributes SEQUENCE {
Attributeld INTEGER (0..127,...) 0010 0000 [No extension, Attributeld = 3245, PaymentMeans
15 AttributeValue CONTAINER { 0100 0000 |No extensionh,Container Choice = 644¢
16 PaymentMeans SEQUENCE {
| PersonalAccountNumber xxxx xxxx |PersonalAccountNumber
17 XXXX XXXX
F- XXXX XXXX
1_9- KXXX XXXX
% XXXX XXXX,
T- XXXX XXX
E- KXXX KXXX
E: XERXVXXKXX
24 RRXK XKXX
E- _________________________________________________ KRXX XXRXX |
| 26 PaymentMeansExpiryDate 0001 1110 |DateCompact. Example : 2005-03-01
24 | R 0110 00O |
28 PaymentMeansUsageControl 0000 0000 |Example : 1
[ 29]] Y3} 31} [0000 ooot
30 Authenticator OCTET STRING { 0000 0100 [No extension, octet string size = 419
| 31} OperatorAuthenticator xxxx xxxx |Operator Authenticator over AttributeLIst (containing
| 32} xxxx xxxx |PaymentMeans) and RndRSE (containing SessionTlime)
33 xxxx xxxx |calculated using AuKey_Op(h).
| 34]] 1)} XXXX XXXX
35||Fragmentation header 1xxx x001 [No fragmentation. Same PDU no as before (concatgnation).
36 ||GET.response 0111 GET.response
SEQUENCE {
OPTION indicator 0 1ID not present
OPTION indicatef 1 AttributeList present
OPTION indicator 0 |ReturnStatus not present
Fill BIT STRING(SIZE(1)) 0 [Setto0
37 EID INTEGER(0..127,...) 0000 0101 |No extension, EID, Example : 519
38 Attributebist SEQUENCE (SIZE(0..127,...)) OF { 0000 0110 |No extension, 6 attributes in list.
39 Attributes ~ SEQUENCE {
Aftributeld INTEGER(0..127,...) 0001 0000 |No extension, Attributeld = 1644, VehicleLicencePlat¢No
40 Attribute Value CONTAINER { 0010 1111 |No extension, Container choice = 479
41 VehicleLicencePlateNumber SEQUENCE {
| CountryCode, 1010 0100 [Example : countrycode: SE
42
43 LicencePlateNumber 0000 0110 |Length, Example : 649
| 44 | 0100 1111 'OCD560'
45 0100 0011
| 46 | 0100 0100
| 47 | 0011 0101
48 0011 0110
| 49 | } 1} [[0o011 oooo
50 Attributes ~ SEQUENCE {
Attributeld INTEGER(0..127,...) 0001 0001 |No extension, Attributeld = 17,4, VehicleClass
51 Attribute Value CONTAINER { 0011 0001 [No extension, Container choice = 49,
52 VehicleClass Int1 1} xxxx xxxx |VehicleClass value
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Table B.16 (continued)

H*
8 Attribute/Field Bits in Octet Description
O by bo
o
53 Attributes ~ SEQUENCE {
Attributeld INTEGER(0..127,...) 0001 0100 |No extension, Attributeld = 204, = VehicleWeightLimits
54 Attribute Value CONTAINER { 0011 0100 [No extension, Container choice = 52;¢
55 VehicleWeightLimits SEQUENCE {
VehicleMaxLadenWeight Int2 xxxx xxxx_|VehicleMaxLadenWeight
? _________________________________________________ D s S
| 57 | VehicleTrainMaxWeight Int2 xxxx xxxx |VehicleTrainMaxWeight
58 | XXXX XXXX [
| 59 | VehicleWeightUnladen  Int2 xxxx xxxx [VehicleWeightUnladen
60 } 1} XXXX XXXX
61 Attriputes ~ SEQUENCE {
Attfibuteld INTEGER(0..127,...) 0001 1010 |No extension, Attributeld = 2640, EquipmentStatus
62 Attribute Value CONTAINER { 0011 1010 [No extension, Container choice = 5844
| 63 | EquipmentStatus BIT STRING(SIZE(16)) 0000 0000 |EquipmentStatus value
64 }} [ 0000 0001
65 Attriputes ~ SEQUENCE {
Attfibuteld INTEGER(0..127,...) 0010 0001 |No extension, Attributeld = 33, ReceiptDatal
66 Attribute Value CONTAINER { 0100 0001 [No extension, Container choice = 65
67 ReceiptData1 SEQUENCE {
| SessionTime xxxx xxxx |SessionTime
768 |
769 |
0| .
71
72 ]
73| o
| 74|
[N -
G L
7| .
8| o
79 .
80 | .
81|
82 |
83|
84 | L
785 |
786 |
87 | .
88 |
89 | L
9| .
| 91 | ReceiptDataAuthenticator xxxx xxxx |ReceiptDataAuthenticator
92 XXXX XXXX
W XXXX XXXX
95 Attriputes ~ SEQUENCE {
Attfibuteld INTEGER(0,.127,...) 0010 0010 [No extension, Attributeld = 34, ReceiptData2
96 Attribute Value CONTAINER { 0100 0001 [No extension, Container choice = 65
97 ReceiptData2 _xxxx xxxx |ReceiptData2. Same format as ReceiptData1 (see octets # 67-94)
(124 Y13} | R wax
1125 |[FCS xxxx xxxx |Frame check sequence
126 XXXX XXXX
127 |FLAG 0111 1110 |End Flag
NOTE VehicleSpecificCharacteristics, VehicleDimensions and Vehicle Axles are not included in the examples in this table.
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B.4.4 Optional presentation

ISO 14906:2011(E)

B.4.4.1 Optional presentation request
Table B.17 — Optional presentation request frame content
:'t . .
E Attribute/Field Bits in Octet Description
o b, b,
[e]
1 [FLAG 0111 1110 |StartFlag
| 2 |Private LID xxxx xxx0 |Link address of a specific OBE
3 xxxx xxx0
4 xxxxX xxx0
_5- KXXX XXX1
6 ||MAC control field 1010 s000 |The frame contains a command LPDU
7 ||LLC control field nlll 0111 |Polled ACn command n bit
8 ||Fragmentation header 1xxx x001 |No fragmentation. First service of chain;
9 ||ACTION.request 0000 ACTION.request (GET_STAMPED.request)
SEQUENCE {
OPTION indicator 1 AccessCredentials present
OPTION indicator 1 ActionParameter present
OPTION indicator 0 |lID not present
Mode BOOLEAN 1 |Mode = TRUE, Respanse expected
10 EID INTEGER(0..127,...) 0000 0101 [No extension, Element €ID, uniquely related to a Coptext mark
within the OBE. Example : 549
11 ActionType INTEGER(0..127,...) 0000 0000 |No extensiony Action Type = 0, GET_STAMPED.reqlest
12 AccessCredentials OCTET STRING { 0000 0100 |No extensionyoctet string length = 449
| 13} AC_CR aaaa aaaa |Accesscredentials calculated by RSE using RndOBE and the
| 14] aaaa aaaa |Access\Credentials Key AC_CRKey.
15]] aaaa aaaa
16 aaaa aaaa
17 ActionParameter CONTAINER { 0001 0001 _]No extension, Container Choice = 1749, GetStampedRq
18 AttributeldList SEQUENCE (SIZE(0..127,...)) OF {| 0000 0Q0I'’}No extension, number of attribute IDs = 1
INTEGER (0..127,...)  Attributeld
19 PaymentMeans } 0010..0000 |No extension, Attributeld = 32,5, PaymentMeans
20 Nonce OCTET STRING { 000070100 |No extension, octet string length = 449
21 RndRSE rsrr rrrr |Random number from RSE, containing SessionTimg, needed to
| 22] rrrr rrrr |calculate IssuerAuthenticator
23 Irrr rrrr
| 24| } Yrrr rrrr
25 KeyRef_lss(i) xxxx xxxx |i = Reference to AuKey_lss used in the computation|of Issuer
1 Authenticator.
| 26][FCS xxxx xxxx |Frame check sequence
27 XXXX XXXX
28 [|[FLAG 0111 1110 |End Flag
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B.4.4.2 Optional presentation response

Table B.18 — Optional presentation response frame content

3+
k7 Attribute/Field Bits in Octet Description
8 b, b,
1 [FLAG 0111 1110 |StartFlag
| 2 |Private LID xxxx xxx0 |Link address of a specific OBE
3 xxxx xxx0
T xxxx xxx0
T xxxx xxx1
6 |MAC control field 1101 0000 |The frame contains a response LPDU
7 |LLC controf et TITT UIIT [ACT command bt
8 |LLC statuk field 0000 0000 |Response available and command accepted
9 |[Fragmenthtion header 1xxx x001 |No fragmentation. First service of chain.
10 |ACTION.fesponse 0001 ACTION.response (GET STAMPED.response)
SEQUENCE {
OPTI®N indicator 0 1ID not present
OPTION indicator 1 ResponseParameter present
OPTIDN indicator 0 |ReturnStatus not present
Fill BIT STRING(SIZE(1)) 0 |Setto0
11 EID INTEGER (0..127,...) 0000 0101 |No extension, EID, Example : 519
12 RespgnseParameter CONTAINER { 0001 0010 [No extension, Container Choice 7184/ GetStampedRs
13 AttriputeList SEQUENCE (SIZE(0..127,...)) OF { 0000 0001 |No extension, number of attributes: A
14 Attributes  SEQUENCE {
Attfibuteld INTEGER (0..127,...) 0010 0000 |No extension, Attributeld = 82}, PaymentMeans
15 AttlibuteValue CONTAINER { 0100 0000 [No extension, Container.Choice = 64+
16 PaymentMeans SEQUENCE {
PersonalAccountNumber xxxx xxxx_|PersonalAccountNumber
7 XXXX XXXX
T XXXX XXXX
1— HKXXX XXXX
W XXXX XXXX
7 XXXX XXXX
T HKXXX XXXX
E XXXX XXXX
24 XXKX XXX
? ________________________________________________ RRXX XXX | e .
| 26 | PaymentMeansExpiryDate 00011710 |DateCompact. Example : 2005-03-01
2 0lgo0 OCOL | .
28 PaymentMeansUsageControl 0000 0000 |Example : 1
[ 29 | } 1} \Ne000 ooo1
30 Authenticator OCTET STRING { 0000 0100 |No extension, octet string size = 419
| 31 | IgsuerAuthenticator xxxx xxxx |lssuer Authenticator over AttributeLlIst (containing PaymentMeahns)
32 xxxx xxxx |and RndRSE (containing SessionTime) calculated using
| 33 ] xxxx xxxx |AuKey_lss(i).
3 1B XXXX XXXX
| 35 [FCS xxxx xxxx |Frame check sequence
36 XXXX XXXX
37 |FLAG 0111 1110 |End Flag
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B.4.5 Receipt

ISO 14906:2011(E)

B.4.5.1 Set receipt request
Table B.19 — Set receipt request frame content
* L
E Attribute/Field Bits in Octet Description
o b, by
o
1 |FLAG 0111 1110 |StartFlag
2 |Private LID xxxx xxx0 [Link address of a specific OBE
3] XxXx xxx0
4] xxxx xxx0
_5- XxXXX xxx1
6 |[MAC control field 1010 s000 |The frame contains a command LPDU
7 ||LLC control field nlll 0111 |Polled ACn command n bit
8 ||Fragmentation header 1xxx x001 |No fragmentation. First service of chain.
9 ||SET.request 0100 SET.request
SEQUENCE ({
OPTION indicator 1 AccessCredentials present
OPTION indicator 0 11D not present
Fill BIT STRING(SIZE(1)) 0 |Setto0
Mode BOOLEAN 1 |Mode = TRUE, Response expected
10 EID INTEGER(0..127,...) 0000 0101 |No extension, EID, Example : 549
11 AccessCredentials OCTET STRING { 0000 0100 |No extension; octet string length = 449
| 12} AC_CR aaaa aaaa |Access credentials calculated by RSE using RndOBE and the
| 13]] aaaa aaaa |Access/€redentials Key AC_CRKey.
14 aaaa aaaa
[ 15]] 1 aaaa aaaa
16 AttributeList ~SEQUENCE (SIZE(0..127,...) OF { 0000 0100 |No.extension, number of attributes in list = 44
17 Attributes ~ SEQUENCE {
Attributeld INTEGER(0..127,...) 0000 1100, {No extension, Attributeld = 12, ReceiptText
18 Attribute Value CONTAINER { 001041100 |No extension, Container choice = 44,
19 Indicator 0006451010 |No extension, octet string length = 104,
20( ReceiptText 7 #xxx xxxx |ReceiptTextvalte |
7 XXXX XXXX
7 XXXX XXXX
i- XXXX XXXX
W- XXXX XXXX
TS KXXX XXXX
% KXXXX XXXX
7- XXXX XXXX
W- XXXX XXXX
30 Attributes ~ SEQUENCE-~{
Attributeld INTEGER(0..127,...) 0001 1010 |No extension, Attributeld = 26,o, EquipmentStatus
31 Attribute Value CONTAINER { 0011 1010 [No extension, Container choice = 584
32 EquipmentStatus BIT STRING(SIZE(16)) xxxx xxxx |EquipmentStatus value
34 Attributes SEQUENCE {
Attributeld INTEGER(0..127,...) 0010 0001 |No extension, Attributeld = 334, ReceiptData1
35 Attribute Value CONTAINER { 0100 0001 [No extension, Container choice = 65
36 ReceiptData1 SEQUENCE {
SessionTime xxxx xxxx |SessionTime
?- XXXX XXXX
| 38]
W XXXX XXXX
40 [ SessionServiceProvider xxxx xxxx |SessionServiceProvider
T KXXXX XXXX
T XXXX XXXX
43| LocationOfStation xxxx xxxx |LocationOfStaton T
T KXXX XXXX
45 | SessionLocaton xxxx xxxx |SessionLocaton T
46 | SessionType xxxx xxxx |SessionType
a7 | SessionType xxxx xxxx |SessionResult T
a8 | SessionTariffClass xxxx xxxx |SessionTariffClass
49| SessionClaimedClass [ xmxx xxxx |SessionClaimedClass
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Table B.19 (continued)

*
E Attribute/Field Bits in Octet Description
3] b, b,
o
50 SessionFee xxxx xxxx |SessionFee
T XXXX XXXX
5_2 XXX XXXX
53 | T XXXX XXXX | T
54 |  SessionContractProvider xxxx xxxx |SessionContractProvider
? XXXX XXXX
F XXXX XXXX
57 | SessionTypeOfContract xxxx xxxx |SessionTypeOfContract 7
W HXXXX XXXX
59 | | SessionContextVersion xxxx xxxx |SessionContextVersion N
60 | | ReceiptDataAuthenticator xxxx xxxx |ReceiptDataAuthenticator N
T XXXX XXXX
6—2 HKXXX XXXX
64 Attriputes ~ SEQUENCE {
Attfibuteld INTEGER(0..127,...) 0010 0010 |No extension, Attributeld = 34, ReceiptData2
65 Attribute Value CONTAINER { 0100 0001 [No extension, Container choice = 654
L fSES_ ReceiptData2 XXXX XXXX ReceiptData2. Same format as RecéiptData1 (see octets #36-63)
‘03 Y1) | Rk ik
94 |Fragmentation header 1xxx x001 [No fragmentation. Same PDUjno as before (concatenation).
95 |ACTION.flequest 0000 ACTION.request (SET “MMI.request)
SEQUENCE {
OPTI®N indicator 0 AccessCredentialinot present
OPTI®N indicator 1 ActionParameterpreésent
OPTIPN indicator 0 |lID not present
Mode BOOLEAN 1 [Mode = TRUE, Response expected
96 EID INTEGER(0..127,...) 0000 0000 |No exténsion, EID = 0 (System Element)
97 Actiorn|Type INTEGER(0..127,...) 0000 1010 [Noextension, Action Type = 1040, SET_MMlI.request
98 ActiorlParameter CONTAINER { 0100 0101 |No extension, Container choice = 694, SETMMIRq
99 SetMMI INTEGER (0..255) } } 0000 0000\ Example : ok (01o)
100 |[FCS xxxx xxxX |Frame check sequence
101 XX XRE KK KK
102 |FLAG 03kl 1110 [End Flag
B.4.5.2 Set receipt response

Table B.20'= Set receipt response frame content

3+
k7 Attribute/Field Bits in Octet Description
3] b, b,
o
1 [FLAG 0111 1110 |Start Flag
| 2 |Private LID xxxx xxx0 |Link address of a specific OBE
3 xxxx xxx0
T xxxx xxx0
T xxxx xxx1
6 |MAC confrol field 1101 0000 |The frame contains a response LPDU
7 |LLC control field nlll 0111 JACn command n bit
8 |LLC statup field 0000 0000 |Response available and command accepted
9 Fragmentbﬁnn head 1 001 INofragmentation—Firstservice-of chain-
10 |SET.response 0101 SET.response
SEQUENCE {
OPTION indicator 0 1ID not present
OPTION indicator 0 ReturnStatus not present
Fill BIT STRING (SIZE(2)) 00 |Setto0
11 EID INTEGER (0..127,...) } 0000 0101 [No extension, EID, Example : 519
12 |Fragmentation header 1xxx x001 |No fragmentation.
13 |ACTION.response 0001 ACTION.response (SET_MMI.response)
SEQUENCE {
OPTION indicator 0 1ID not present
OPTION indicator 0 ResponseParameter not present
OPTION indicator 0 |ReturnStatus not present
Fill BIT STRING (SIZE(1)) 0 [Setto0
14 EID INTEGER (0..127,...) } 0000 0000 [No extension, EID = 0 (System Element)
| 15 |[FCS xxxx xxxx |Frame check sequence
16 XXXX XXXX
17 _|FLAG 0111 1110 |End Flag
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