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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, H

The
adop
Intern

Atten
rights

ISO 1
CCS
this |
SC 1

This
revis

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

main task of technical committees is to prepare International Standards. Draft Internation
led by the technical committees are circulated to the member bodies for‘voting. Publi
ational Standard requires approval by at least 75 % of the member bodigs casting a vote.

tion is drawn to the possibility that some of the elements of this doéument may be the sub
. ISO shall not be held responsible for identifying any or all such patent rights.

4721 was prepared by the Consultative Committee {for” Space Data Systems ((
DS 650.0-M-2, June 2012) and was adopted (without modifications except those stated i
hternational Standard) by Technical Committee ISO/TC.20, Aircraft and space vehicles, §
B, Space data and information transfer systems.

second edition cancels and replaces the first-edition (ISO 14721:2003), which has bee
bd.

ely with the

Part 2.
al Standards
cation as an

ect of patent

CCSDS) (as
Clause 2 of
ubcommittee

n technically

©180

2012 — All rights reserved


https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2



https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2

INTERNATIONAL STANDARD

ISO 14721:2012(E)
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1

This |nternational Standard defines the reference model for an open archival information |syster]

OAl

systgms that has accepted the responsibility to preserve information and make it available for
comrunity. It meets a set of such responsibilities as defined in this International)Standard, and {

OAl

imply that this International Standard, as well as future related International Standards, are devel
forums, and it does not imply that access to the archive is unrestricted.

This

cope

is an archive, consisting of an organization, which may be part of a larger organization, g

archive to be distinguished from other uses of the term "archive". Theterm "open" in OA

nternational Standard

rovides a framework for the understanding and increased.awareness of archival concept
bng term digital information preservation and access,

!

rovides the concepts needed by non-archival “organizations to be effective particig
reservation process,

!
!

rovides a framework, including terminology and concepts, for describing and comparing
nd operations of existing and future archives,

!

q

provides a framework for describing and comparing different Long Term Preservation sf
fechniques,

rovides a basis for comparing the data models of digital information preserved by arch
iscussing how data models and the underlying information may change over time,

!
q

nformation that'is)not in digital form (e.g. physical media and physical samples),

expands, consensus on the elements and processes for long term digital information preg
ccess,and promotes a larger market which vendors can support, and

’

n (OAIS). An
f people and
B designated
his allows an
[S is used to
bped in open
5 needed for
ants in the
architectures

rategies and

ives and for

rovides a framework that may be expanded by other efforts to cover long term prgservation of

ervation and

guides the identification and production of OAIS-related standards.

The scope and field of application are furthermore detailed in subclauses 1.1 and 1.2 of the enclosed CCSDS

publ

2

ication.

Requirements

Requirements are the technical recommendations made in the following publication (reproduced on the
following pages), which is adopted as an International Standard:

CCSDS 650.0-M-2, June 2012, Reference model for an open archival information system (OAIS).
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For the purposes of international standardization, the modifications outlined below shall apply to the specific
clauses and paragraphs of publication CCSDS 650.0-M-2.

Pagesitov
This part is information which is relevant to the CCSDS publication only.
Page D-1

Add the following information to the reference indicated:

[D6] Docu 0-B-2; .
[D7] Document CCSDS 644.0-B-2, November 2000, is equivalent to ISO 15889:20031).
[D8] Document CCSDS 647.1-B-1, June 2001, is equivalent to ISO 21961:2003.
[D9] Document CCSDS 647.2-B-1, June 2001, is equivalent to ISO 21962:2003.

[D11] Document CCSDS 661.0-B-1, September 2008, is equivalent to ISO 13527:2010.

3 Revisipn of publication CCSDS 650.0-M-2

It has been agreed with the Consultative Committee for Space Data Systems that Subcomnittee
ISO/TC 20/SIC 13 will be consulted in the event of any (tevision or amendment of publigation
CCSDS 650/0-M-2. To this end, NASA will act as a liaison body*between CCSDS and ISO.

1) Cancelled and replaced by ISO 15889:2011.

2 © 1SO 2012 — All rights reserved
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AUTHORITY
Issue: Recommended Practice, Issue 2
Date: June 2012

Location: Washington, DC, USA

THis document has been approved for publication by the Management €ouncil pf the
Cqnsultative Committee for Space Data Systems (CCSDS) and represents-the conpensus
teghnical agreement of the participating CCSDS Member Agencies., ‘The procedyre for
reyiew and authorization of CCSDS documents is detailed in Organization and Procesges for
th¢ Consultative Committee for Space Data Systems (CCSDS A02,12Y-3), and the reqord of
Agency participation in the authorization of this document can be obtained from the GCSDS
Segretariat at the address below.

TRHis document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation Office, 7L70
Space Operations Mission Directarate

NASA Headquarters

Washington, DC 20546-0001,-USA

CCSDS 650.0-M-2 Page i June 2012
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elements of their space mission support infrastructure shall operate and interopérate with
others} and Recommended Practices that are more descriptive in nature and are-intended| to
provide general guidance about how to approach a particular problem associated with spdce
missign support. This Recommended Practice is issued by, and represerits the consensus pf,
the CCSDS members. Endorsement of this Recommended Practiceis entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No later than five years from its date of issuance, this Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) bg changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or canceled.

In thgse instances when a new version of @ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Practices and implementations towards the later version of the
Recommended Practice.

CCSDS 650.0-M-2 Page ii June 2012
© 1SO 2012 — All rights reserved 5
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FOREWORD

This document is a technical Recommended Practice for use in developing a broader

co

nsensus on what is required for an archive to provide permanent, or indefinite Long Term,

preservation of digital information.

This Recommended Practice establishes a common framework of terms and concepts which
make up an Open Archival Information System (OAIS). It allows existing and future

of

C(
St

Th

arrhn&s_m_be_m&meamngium;mmpa;ed_and_mnuasmd_mmmude;a_basuiaj' urther
stgndardization within an archival context and it should promote greater vendor awgreness

and support of, archival requirements.

LSDS has changed the classification of Reference Models from Blue' ((Recommended
indard) to Magenta (Recommended Practice).

rough the process of normal evolution, it is expected that“expansion, deletipn, or

madification of this document may occur. This Recommended Rractice is therefore gubject

to
Pr
ve

QU
C(

CCSDS document management and change control procedures, which are defined|in the
pcedures Manual for the Consultative Committee fof\Space Data Systems. Current
rsions of CCSDS documents are maintained at the CESDS Web site:

http://www.ccsds:org/

estions relating to the contents or statuscof this document should be addressed [to the
LSDS Secretariat at the address indicated-on page i.

CCSDS 650.0-M-2 Page iii June 2012
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At time of publication, the active Member and Observer Agencies of the CCSDS were:

Member Agencies

— Agenzia Spaziale Italiana (ASl)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum fir Luft- und Raumfahrt e.V. (DLR)/Germany.
European-Space-Agency{(ESAYEUrope-

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.

— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium,

— | Central Research Institute of Machine Building (TsNKMash)/Russian Federation.
— | China Satellite Launch and Tracking Control General; Beijing Institute of Tracking
and Telecommunications Technology (CLTC/BEI'TT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and IndustriakResearch Organization (CSIRO)/Australig.
— | CSIR Satellite Applications Centre (CSIR)/Republic of South Africa.

— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | European Organization for,the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.
— | Geo-Informatics andySpace Technology Development Agency (GISTDA)/Thailand.
— | Hellenic Natiopal-Space Committee (HNSC)/Greece.

— | Indian SpaceResearch Organization (ISRO)/India.

— | Institute ofSpace Research (IKI)/Russian Federation.

— | KFKI Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— | Ministry of Communications (MOC)/Israel.

— L National Institute of Information and Communications Technology (NICT)/Japan
— National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

— United States Geological Survey (USGS)/USA.

CCSDS 650.0-M-2 Page iv June 2012
© IS0 2012 — All rights reserved 7


https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2

ISO 17421:2012(E)
CCSDS RECOMMENDED PRACTICE FOR AN OAIS REFERENCE MODEL

DOCUMENT CONTROL
Document  Title Date Status
CCSDS Reference Model for an Open January Original issue
650.0-B-1 Archival Information System (OAIS) 2002 (superseded)
CCSDS Reference Model for an Open June 2012  Current issue:
650.0-M-2  Archival Information System — updates decument
(OAIS), Recommended Practice, based en4anput from
Issue 2 usef community

(hote).

NOTE - This issue includes: clarifications to many concepts, in;particular Authenticity
with the concept of Transformational Information Property introfluced;
corrections and improvements in diagrams;..addition of Access Rights
Information to PDI. Annex A from the previous issue, describing existing
archives, has been removed. A security annéx has been added as requifed by
CCSDS. Substantive changes are indicate@ by change bars in the inside mafgin.

CCSDS 650.0-M-2 Page v June 2012
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INTRODUCTION

1.1 PURPOSE AND SCOPE

The purpose of this document is to define the CCSDS and International Organization for
Standardization (ISO) Reference Model for an Open Archival Information System (OAIS).
I An OAIS is an Archive, consisting of an organization, which may be part of a larger
organlzatlon of people and systems that has accepted the respon3|b|I|ty to preserve

dig

THe
if

im
a

theé
he
Th
ph
de

tinguished from other uses of the term archlve The term ‘Open’ in OAIS s U
ply that this Recommendation, as well as future related Recommendations~and stan
¢ developed in open forums, and it does not imply that access to ‘the Arch
estricted.

the OAIS itself is not permanent. Long Term is long enough to be concerned w
pacts of changing technologies, including support for new.media and data formats, ¢
hanging user community. Long Term may extend indefinitely. In this reference

d and as supporting information for both digitally and physically archived ma
erefore, the model accommodates informatigh"that is inherently non-digital (
ysical sample), but the modeling and preservation of such information is not addreg
fail. This reference model:

— provides a framework for the unaderstanding and increased awareness of af
concepts needed for Long Term digital information preservation and access;

— provides the concepts "needed by non-archival organizations to be eff
participants in the preservation process;

— provides a framework, including terminology and concepts, for describin
comparing architectures and operations of existing and future Archives;

— provides~a framework for describing and comparing different Long
Preseryation strategies and techniques;

— provides a basis for comparing the data models of digital information preser
Archives and for discussing how data models and the underlying informatio

information being maintained has been deemed to need Long.Ferm Preservatiory,

of such

to be
sed to
dards,
ive is

even
th the
r with
model

re is a particular focus on digital information, bothyas the primary forms of inforation

erials.

2.g., a
sed in

chival

fective

g and

Term

ed by
N may

r‘h:—mgp Qver Timn;

— provides a framework that may be expanded by other efforts to cover Long
Preservation of information that is NOT in digital form (e.g., physical med
physical samples);

Term
ia and

— expands consensus on the elements and processes for Long Term digital information
preservation and access, and promotes a larger market which vendors can support;

— guides the identification and production of OAIS-related standards.

CCSDS 650.0-M-2 Page 1-1 June 2012
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The reference model addresses a full range of archival information preservation functions
including ingest, archival storage, data management, access, and dissemination. It also
addresses the migration of digital information to new media and forms, the data models used
to represent the information, the role of software in information preservation, and the
exchange of digital information among Archives. It identifies both internal and external
interfaces to the Archive functions, and it identifies a number of high-level services at these
interfaces. It provides various illustrative examples and some ‘best practice’
recommendations. It defines a minimal set of responsibilities for an Archive to be called an
OAIS and—talso—defires—a—maximal-Archive—toprovide—a—broad-set-ofusefulterms—and

concepts.

1.2 APPLICABILITY

The QAIS model in this document may be applicable to any Archive-, It is specifically
applicpble to organizations with the responsibility of making information available for the
Long [Term. This includes organizations with other responsibilities;:such as processing and
distribution in response to programmatic needs.

This model is also of interest to those organizations and individuals who create information
that may need Long Term Preservation and those that may-need to acquire information from
such Archives.

The model, including the functional and information modeling concepts, is relevant to the
compgrison and design of facilities which hold: information, on a temporary basis, for tyo
reasor|s:

— | When taking into consideration-the rapid pace of technology changes or possible
changes in a Designated Community, there is the likelihood that facilities, thought to
be holding information en:a temporary basis, will in fact find that some or much|of
their information holdings will need Long Term Preservation attention.

— | Although some faeitities holding information may themselves be temporary, some|or
all of their information may need to be preserved indefinitely. Such facilities need| to
be active participants in the Long Term Preservation effort.

Standards develapers are expected to use this model as a basis for further standardization|in
this afea,, VA large number of related standards are possible. A road map for sych
develgpment is briefly addressed in 1.5.

This reference model does not specify a design or an implementation. Actual
implementations may group or break out functionality differently.
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1.3 RATIONALE

A tremendous growth in computational power, and in networking bandwidth and
connectivity, has resulted in an explosion in the number of organizations making digital
information available. Transactions among all types of organizations are being conducted
using digital forms that are taking the place of more traditional media such as paper.

Preserving information in digital forms is much more difficult than preserving information in
forms such as paper and film. This is not only a problem for traditional Archives, but also
for many organizations that have never thought of themselves as performing ancafchival
fupction. Along with the many advantages in terms of, for example, searchiability and
replication, the spread of digital technology in every field brings certain disadvantageg. The
raiid obsolescence of digital technologies creates considerable technical dangers,
pafticularly a much greater risk than in the past of losing the possibility of restoring,
remdering or interpreting the information. Ways of avoiding or reducing these dangeys will
be[ detailed throughout this Recommendation. Nevertheless, it would be unwise to cqnsider
th¢ problem from a solely technical standpoint. There are-also organizational, | legal,
industrial, scientific and cultural issues to be considered. Teérignore the problems raiged by
preserving information in digital forms would lead inevitably/to the loss of this informgtion.

It |s expected that this reference model, by establishing’minimum requirements for an|OAIS
Aunchive along with a set of archival concepts, willpfovide a common framework from|which
to|view archival challenges, particularly as they relate to digital information. This should
enpble more organizations to understand the.iSsues and take the proper steps to ensurg Long
Tarm information preservation. It should-also provide a basis for more standardizatign and,
therefore, a larger market that vendors.can support in meeting archival requirements.

1.4 CONFORMANCE

A conforming OAIS Aftchive implementation shall support the model of information
depcribed in 2.2. The_OAIS Reference Model does not define or require any particular
method of implementation of these concepts.

A |conforming“OAIS Archive shall fulfill the responsibilities listed in 3.1. Subsectipn 3.2
provides examples of the mechanisms that may be used to discharge the responsibilities
identifiedsin 3.1. These mechanisms are not required for conformance. A separate standard,
as[noted'in 1.5, has been produced on which accreditation and certification processes tan be
built

A conformant OAIS Archive may provide to users additional services that are beyond
those required of an OAIS.

It is assumed that implementers will use this reference model as a guide while developing a
specific implementation to provide identified services and content. This document does not
assume or endorse any specific computing platform, system environment, system design
paradigm, system development methodology, database management system, database design
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paradigm, data definition language, command language, system interface, user interface,
technology, or media required for implementation.

The OAIS Reference Model is designed as a conceptual framework in which to discuss and
compare Archives. As such, it attempts to address all the major activities of an information-
preserving Archive in order to define a consistent and useful set of terms and concepts. A
standard and other documents that claim to be conformant to the OAIS Reference Model
shall use the terms and concepts defined in the OAIS Reference Model in the same manner.

1.5 ROAD MAP FOR DEVELOPMENT OF RELATED STANDARDS

This Reference Model serves to identify areas suitable for the development of QAIS-related
standgrds. Some of these standards may be developed by CCSDS; others may ‘be develoged
by other standardization bodies. However, any such work undertaken by other bodies shoTId
be cogrdinated in order to minimize incompatibilities and efforts. Some-areas for potential
OAISirelated standards are listed below together with references to relevant standards andfor

initiat{ves:
— | standard(s) for the interfaces between OAIS type Archives;
— | standard(s) for the submission (ingest) methodology used by an Archive:

* 1SO 20652:2006 Space data and informatien transfer systems—Producer-Archjve
Interface—Methodology Abstract Stapdard (the more specific Producer-Archive
Interface Specification (PAIS) is under preparation);

— | standard(s) for the submission (ingest) of digital data sources to the Archive;
— | standard(s) for the delivery of digital sources from the Archive;

— | standard(s) for the submission of digital metadata, about digital or physical data
sources, to the Archive:

 PREMIS Data& Dictionary for Preservation Metadata. Version 2.0, PREMIS
Editorial . €ommittee, March 2008;

* 1S0-15889:2003 Space data and information transfer systems—Data Descriptijon
Language—EAST Specification;

>~ SO 21961:2003 Space data and information transfer systems—Data Entjity

S-LHIS-O

Niatianonm Qoo finotian | VdmY sl mYal BAY Abctrant oy unton,:
uu.uuuouy OPCbIIIbGLIUII I_G.IIUUG.HC \LJI_LJ\)I_)_I"‘\UDLI acvl DyIILCl/\,

e ISO 21962:2003 Space data and information transfer systems—Data Entity
Dictionary Specification Language (DEDSL)—PVL syntax;

* ISO 22643:2003 Space data and information transfer systems—Data Entity
Dictionary Specification Language (DEDSL)—XML/DTD;

* 1SO 13527:2010 Space data and information transfer systems—XML formatted
data unit (XFDU) structure and construction rules;
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— syntax standard(s) for the identification of digital sources within the Archive;

— protocol standard(s) to search and retrieve metadata information about digit
physical data sources;

al and

— standard(s) for media access allowing replacement of media management systems

without having to rewrite the media;

— standard(s) for specific physical media;

1.6

1.6

— standard(s) for the migration of information across media and formats;
— standard(s) for recommended archival practices:

* 1SO 15489-1:2001 Information and documentation—Records .managemen
1: General;

* |ISO/TR 15489-2:2001 Information and documentation=-Records manag
Part 2: Guidelines;

 |ISO 23081-1:2006 Information and documentation—Records manag
processes—Metadata for records—Part 1: Prineiples;

* ISO/TS 23081-2:2007 Information and. documentation—Records manag
processes—Metadata for records—Part:2: Conceptual and implementation i

— standard(s) for certification of Archives:

(Magenta Book, Issue 1), also available as 1SO 16363:2011

DOCUMENT STRUCTURE

1 HOW TO READR THIS DOCUMENT

Al readers should fead the Purpose and Scope (1.1), Applicability (1.2), and Conformanc

Su

TH
(sq

hsections to ebtain a view on the objectives and applicability of the document.

ose wha-want just an overview of the major concepts should also read OAIS Co
ction;2) and OAIS Responsibilities (section 3).

T

it. Part

bment.

ement

ement
SSUES;

e CCSDS 652.0-M-1, Audit ard Certification of Trustworthy Digital Repositories

e (1.4)

ncepts

CVES O

the entire document.

1.6.2 ORGANIZATION BY SECTION

read

Section 1 provides purpose, scope, applicability, and definitions sections typical of many

standards.

map for development of related standards.

It also provides rationale for the effort, conformance requirements, and a road
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Section 2 provides a high-level overview of the major concepts involved in an OAIS
Archive. It provides a view of the environment of an OAIS Archive and the roles played by
those who interact with it. It discusses what is meant by ‘information’ and what is necessary
to preserve it for the Long Term. It contains key information concepts relevant to OAIS-
conforming implementations.

Section 3 describes the responsibilities required of an OAIS. Subsection 3.1 defines I
mandatory responsibilities an OAIS Archive must discharge in preserving its information,
and 3.2 Inm\/idpc r‘Iarifying material of the types of activities that may he needed in m ny

Archiyes to discharge these responsibilities.

Section 4 provides model views needed for a detailed understanding of an OAIS Archive.| It
breaky down the OAIS into a number of functional areas and it identifies some high-leyel
services at the interfaces. It also provides detailed data model views of infermation using
Unifigd Modeling Language (UML) diagrams.

Section 5 provides some perspectives on the issues of information preservation using digital
migration across media and across new formats or representations.” It also provides some
perspgctives on the issues of preserving access services to digital information using software
porting, wrapping, and emulation of hardware.

Section 6 is an introduction to the various alternatives far Archive-to-Archive associationg to
provide increased or more cost-effective services.

The annexes B-F are not part of the Recommendation and are provided for the convenience
of the [reader:

— | annex A provides a composite giagram of the detailed functional areas described in 4{1; I
— | annex B relates parts of thisreference model to other standards work;

— | annex C provides a brief tutorial on the Unified Modeling Language (UML);
— | annex D provides-@ list of informative references;

— | annex E provides a layered model of information;

— | annex.F_provides an overview of security considerations.

Except where indicated otherwise, diagrams show entities such as people or organisations|as
squar carnered rpr‘mnglng functions or functional entities as rounded rpr‘mnglnq With

information between them as arrows, and special information objects as ellipses.
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1.7 DEFINITIONS

1.7.1 ACRONYMS AND ABBREVIATIONS

AlC Archival Information Collection

AIP Archival Information Package

AlU Archival Information Unit

APRI Application Programming Interface

ASCII American Standard Code for Information Interchange
CCSDS Consultative Committee for Space Data Systems
CD-ROM Compact Disk - Read Only Memory

CDhO Content Data Object

CRC Cyclical Redundancy Check

DBMS Data Base Management System

DIP Dissemination Information Package

DRM Digital Rights Management

FITS Flexible Image Transpart System

FTP File Transfer Protocol

HEFMS Hierarchical Bile Management System

IHEE Institute_of Electrical and Electronic Engineers
ISBN International Standard Book Number

ISP International Organization for Standardization
MPEG Moving Picture Experts Group

OALS OperArchivaHnfermation-System

PDF Portable Document Format

PDI Preservation Description Information

QA Quality Assurance

SIP Submission Information Package
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UML Unified Modeling Language

UNICODE  Universal Code

VHS Video Home System

WWWwW World Wide Web

XFDU XML Formatted Data unit

XML eXtensible Markup Language

1.7.2 | TERMINOLOGY

There|are many terms which are used in this reference model and which need to have we
defined meanings. These terms are defined in this subsection. When first used in the te

they a

As thi
preser
famili
center,
meani
discip
terms
contri
archivi
Referd
within
contex

Acces
functi
Consu

Acces

re shown in bold and are capitalized. Subsequent use employs capitalization only.

5 reference model is applicable to all disciplines and organizations that do, or expect
ve and provide information in digital form, these terms cannot match all of thg
ir to any particular discipline (e.g., traditional Archives, digital libraries, science d

Ng so as to reduce conveying unintended meanings. Therefore it is expected that
ines and organizations will find that theyneed to map some of their more famil
to those of the OAIS Reference Model. This should not be difficult and is viewed a
pution, rather than a deterrent, to the<success of the reference model. For exampg
al science focuses on preservation0f-the ‘record’. This term is not used in the OA

an Archival Information Package’ (see definitions below, as well as 2.2 and 4.2
t). A few such mappings-are provided in annex B.

5 Functional Entity:) - The OAIS functional entity that contains the services g
bns which make~the archival information holdings and related services visible
mers.

to the

Il-
Xt,

to,
Se
nta

5). Rather, the approach taken is to use terms that are not already overloaded wjith

all
jar
5 a
le,
IS

nce Model, but one mapping might approximately equate it with *Content Information

for

nd
to

5 RightsAnformation: The information that identifies the access restrictions pertaining

Content “Information, including the legal framework, licensing terms, and acc

contr(1IT.1 It_Contains the access and distribution conditions stated within the Submissi

PSS
on

Agreement, related to both preservation (by the OAIS) and final usage (by the Consumer)| It
also includes the specifications for the application of rights enforcement measures.

Access Aid: A software program or document that allows Consumers to locate, analyze,
order or retrieve information from an OAIS.

Access Collection: A collection of AlPs that is defined by a Collection Description but for

which

there is no Packaging Information for the collection in Archival Storage.
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Access Software: A type of software that presents part of or all of the information content
of an Information Object in forms understandable to humans or systems.

Adhoc Order: A request that is generated by a Consumer for information the OAIS has
indicated is currently available.

Administration Functional Entity: The OAIS functional entity that contains the services
and functions needed to control the operation of the other OAIS functional entities on a day-
to-day basis.

AIP Edition: An AIP whose Content Information or Preservation Description dnfermation
hab been upgraded or improved with the intent not to preserve information, but-to-incrgase or
prove it. An AIP edition is not considered to be the result of a Migration,

AIP Version: An AIP whose Content Information or Preservation Description Information
hap undergone a Transformation on a source AIP and is a candidate’to replace the ource
AIP. An AIP version is considered to be the result of a Digital Migration.

Aixchival Information Collection (AIC): An Archival Infonmation Package whose Content
Information is an aggregation of other Archival Information Packages.

Airchival Information Package (AIP): An Information Package, consisting of the Content
Information and the associated Preservation, Bescription Information (PDI), which is
préserved within an OAIS.

Archival Information Unit (AIU): Asn-Archival Information Package where the AJ;chive
chposes not to break down the .Content Information into other Archival Information
Packages. An AlU can consist of multiple digital objects (e.g., multiple files).

Airchival Storage FunctionakEntity: The OAIS functional entity that contains the sgrvices
ang functions used for the'storage and retrieval of Archival Information Packages.

Airchive: An organization that intends to preserve information for access and usg¢ by a
Dgsignated Community.

Agsociated-Description: The information describing the content of an Information Package
fragm the-point of view of a particular Access Aid.

Authenticity: The degree to which a person (or system) regards an object as what it is
purported to be. Authenticity is judged on the basis of evidence.

Collection Description: A type of Package Description that is specialized to provide
information about an Archival Information Collection for use by Access Aids.

Common Services: The supporting services such as inter-process communication, name
services, temporary storage allocation, exception handling, security, and directory services
necessary to support the OAIS.
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Consumer: The role played by those persons, or client systems, who interact with OAIS
services to find preserved information of interest and to access that information in detail.
This can include other OAISes, as well as internal OAIS persons or systems.

Content Data Object: The Data Object, that together with associated Representation
Information, comprises the Content Information.

Content Information: A set of information that is the original target of preservation or that
includes part or all of that information, It is an Information Object composed of its Content Data
Object and its Representation Information.

Context Information: The information that documents the relationships of the \Contgnt
Informpation to its environment. This includes why the Content Information was)created gnd
how it relates to other Content Information objects.

Co-operating Archives: Those Archives that have Designated Communities with related
interegts. They may order and ingest data from each other. At a ‘minimum, Co-operating
Archiyes must agree to support at least one common Submission’ Information Package (SIP)
and Djssemination Information Package (DIP) for inter-Archive.requests.

Data:| A reinterpretable representation of information in.a formalized manner suitable for
commpnication, interpretation, or processing. Examplesof data include a sequence of bitd, a
table pf numbers, the characters on a page, the recording of sounds made by a perdon
speaking, or a moon rock specimen.

Data Dictionary: A formal repository of terms used to describe data.

Data Pissemination Session: A delivery of media or a single telecommunications session
that provides Data to a Consumer., The Data Dissemination Session format/contents is baged
on a data model negotiated between the OAIS and the Consumer in the request agreemepnt.
This ¢ata model identifies the logical constructs used by the OAIS and how they are
represgnted on each medijaldelivery or in the telecommunication session.

Data |[Management—Functional Entity: The OAIS functional entity that contains the |
services and funections for populating, maintaining, and accessing a wide variety |of
information. 8orme examples of this information are catalogs and inventories on what nay
be retfieved from Archival Storage, processing algorithms that may be run on retrieved data,

Consumer.access statistics, Consumer billing, Event Based Orders, security controls, gnd
OAISlschedules palicies and procedures

Data Management Data: The data created and stored in Data Management persistent
storage that refer to operation of an Archive. Some examples of this data are accounting data
for Consumer billing and authorization, policy data, Event Based Order (subscription) data
for repeating requests, preservation process history data, and statistical data for generating
reports to Archive management.

Data Object: Either a Physical Object or a Digital Object.
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Data Submission Session: A delivery of media or a single telecommunications session that
provides Data to an OAIS. The Data Submission Session format/contents is based on a data
model negotiated between the OAIS and the Producer in the Submission Agreement. This
data model identifies the logical constructs used by the Producer and how they are
represented on each media delivery or in the telecommunication session.

Derived AIP: An AIP generated by extracting or aggregating information from one or more
source AlPs.

Dgscriptive Information: The set of information, consisting primarily of ‘Package
Dascriptions, which is provided to Data Management to support the finding, ordering, and
refrieving of OAIS information holdings by Consumers.

Dgsignated Community: An identified group of potential Consumers whe should be @ble to
ungderstand a particular set of information. The Designated Community may be compased of
multiple user communities. A Designated Community is definedChy the Archive and this
definition may change over time.

Digital Migration: The transfer of digital information, while intending to preserve it, within
the OAIS. It is distinguished from transfers in general hy three attributes:

— afocus on the preservation of the full information content that needs preservatign;

— a perspective that the new archivakiimplementation of the information is a
replacement for the old; and

— an understanding that full controfand responsibility over all aspects of the tjansfer
resides with the OAIS.

Digital Object: An object composed of a set of bit sequences.

Dissemination Information Package (DIP): An Information Package, derived from pne or
maore AIPs, and sent by Archives to the Consumer in response to a request to the OAIS

Event Based Order: A request that is generated by a Consumer for information that i to be
dejivered periodically on the basis of some event or events.

Federated™Archives: A group of Archives that has agreed to provide access t@ their
hordings via one or more common finding aids.

Finding Aid: A type of Access Aid that allows a user to search for and identify Archival
Information Packages of interest.

Fixity Information: The information which documents the mechanisms that ensure that the
Content Information object has not been altered in an undocumented manner. An example is
a Cyclical Redundancy Check (CRC) code for a file.
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Global Community: An extended Consumer community, in the context of Federated
Archives, that accesses the holdings of several Archives via one or more common Finding
Aids.

Independently Understandable: A characteristic of information that is sufficiently
complete to allow it to be interpreted, understood and used by the Designated Community
without having to resort to special resources not widely available, including named
individuals.

Informnation: Any type of knowledge that can be exchanged. In an exchange, it| is
represgnted by data. An example is a string of bits (the data) accompanied by a description
of hoy to interpret the string of bits as numbers representing temperature observatigns
measured in degrees Celsius (the Representation Information).

Information Object: A Data Object together with its Representation Infermation.

Information Package: A logical container composed of optional €ontent Information gnd
optional associated Preservation Description Information. Assogiated with this Information
Packafje is Packaging Information used to delimit and identify.the Content Information gnd
Packafe Description information used to facilitate searches.for-the Content Information.

Information Property: That part of the Content Information as described by the Information
Propefty Description. The detailed expression, or value, of that part of the information contgnt
is conveyed by the appropriate parts of the Content Data Object and its Representation
Information.

Information Property Description: The description of the Information Property. It i§ a
description of a part of the information content of a Content Information object that| is
highlighted for a particular purpose;

Ingest Functional Entity: ( The OAIS functional entity that contains the services gnd
functipns that accept Submission Information Packages from Producers, prepares Archiyal
Information Packages for-storage, and ensures that Archival Information Packages and their
suppofting Descriptive Tnformation become established within the OAIS.

Knowlledge Base: A set of information, incorporated by a person or system, that allows that
persor] or syStem to understand received information.

Local[Community: The community which would be served by the Archive outside of the
context of Federated Archives.

Long Term: A period of time long enough for there to be concern about the impacts of
changing technologies, including support for new media and data formats, and of a changing
Designated Community, on the information being held in an OAIS. This period extends into
the indefinite future.
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Long Term Preservation: The act of maintaining information, Independently
Understandable by a Designated Community, and with evidence supporting its Authenticity,
over the Long Term.

Management: The role played by those who set overall OAIS policy as one component in a
broader policy domain, for example as part of a larger organization.

Member Description: An Associated Description that describes a member of a collection.

METadata: Data about other data.

Non-Reversible Transformation: A Transformation which cannot be guaramteed tp be a
Rqversible Transformation.

Open Archival Information System (OAIS): An Archive, consisting of an organigation,
ich may be part of a larger organization, of people and systems, that has accepted the
regponsibility to preserve information and make it available for a Besignated Commuriity. It
meets a set of responsibilities, as defined in section 4, that allows an OAIS Archivg to be
digtinguished from other uses of the term ‘Archive’. Thetetm *Open’ in OAIS is Used to
ply that this Recommendation and future related ReCommendations and standargs are
deypeloped in open forums, and it does not imply that access to the Archive is unrestrictgd.

Order Agreement: An agreement between thecArchive and the Consumer in which the
physical details of the delivery, such as media type and format of Data, are specified.

Ordering Aid: An application that assists“the Consumer in discovering the cost of, pnd in
orglering, AIPs of interest.

Other Representation Information: Representation Information which cannot eagily be
ssified as Semantic or Structural. For example software, algorithms, encryption, written
ingtructions and many other-things may be needed to understand the Content Data Object, all

which therefore would,be, by definition, Representation Information, yet WOL;rd not
obyiously be either Strugture or Semantics. Information defining how the Structure and the
Semantic Information-relate to each other, or software needed to process a databage file
waquld also be regarded as Other Representation Information.

Overview Description: A specialization of the Collection Description that describes the
collection:as a whole.

Pdckage Description: The information intended for use by Access Aids.

Packaging Information: The information that is used to bind and identify the components
of an Information Package. For example, it may be the 1SO 9660 volume and directory
information used on a CD-ROM to provide the content of several files containing Content
Information and Preservation Description Information.

Physical Object: An object (such as a moon rock, bio-specimen, microscope slide) with
physically observable properties that represent information that is considered suitable for
being adequately documented for preservation, distribution, and independent usage.
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Preservation Description Information (PDI): The information which is necessary for
adequate preservation of the Content Information and which can be categorized as
Provenance, Reference, Fixity, Context, and Access Rights Information.

Preservation Planning Functional Entity: The OAIS functional entity which provides the
services and functions for monitoring the environment of the OAIS and which provides
recommendations and preservation plans to ensure that the information stored in the OAIS
remains accessible to, and understandable by, and sufficiently usable by, the Designated
Community over the Long Term, even if the original computing environment becomes
obsoldte.

Prodycer: The role played by those persons or client systems that provide the infoermation
to be preserved. This can include other OAISes or internal OAIS persons or systems.

Provepance Information: The information that documents the history “of the Contgnt
Information. This information tells the origin or source of the Content Information, gny
changes that may have taken place since it was originated, and who has had custody of it
since |t was originated. The Archive is responsible for creating;and preserving Provenarce
Informpation from the point of Ingest; however, earlier Proyenance Information should |be
provided by the Producer. Provenance Information adds“to the evidence to suppprt
Authepticity.

Refergnce Information: The information that is“used as an identifier for the Contgnt
Informpation. It also includes identifiers that allow outside systems to refer unambiguously| to
a particular Content Information. An example of Reference Information is an ISBN.

Refergence Model: A framework for anderstanding significant relationships among the
entitiecs of some environment, and )for the development of consistent standards [or
specif|cations supporting that envirconment. A reference model is based on a small number|of
unifyipg concepts and may becused as a basis for education and explaining standards t¢ a
non-specialist.

Refreshment: A Digital.Migration where the effect is to replace a media instance with a capy
that is| sufficiently exact that all Archival Storage hardware and software continues to runfas
before

Repagkaging:® A Digital Migration in which there is an alteration in the Packaging
Infornration of the AIP.

Replication: A Digital Migration where there is no change to the Packaging Information,
the Content Information, and the PDI. The bits used to represent these Information Objects
are preserved in the transfer to the same or new media instance.

Representation Information: The information that maps a Data Object into more
meaningful concepts. An example of Representation Information for a bit sequence which is
a FITS file might consist of the FITS standard which defines the format plus a dictionary
which defines the meaning in the file of keywords which are not part of the standard.

CCSDS 650.0-M-2 Page 1-14 June 2012
© I1SO 2012 — All rights reserved

25


https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2

ISO 17421:2012(E)

26

CCSDS RECOMMENDED PRACTICE FOR AN OAIS REFERENCE MODEL

Another example is JPEG software which is used to render a JPEG file; rendering the JPEG
file as bits is not very meaningful to humans but the software, which embodies an
understanding of the JPEG standard, maps the bits into pixels which can then be rendered as
an image for human viewing.

Representation Network: The set of Representation Information that fully describes the
meaning of a Data Object. Representation Information in digital forms needs additional
Representation Information so its digital forms can be understood over the Long Term.

Rdpresentation Rendering Software: A type of software that displays Representation
Information of an Information Object in forms understandable to humans.

Ratrieval Aid: An application that allows authorized users to retrieve the Content
Information and PDI described by the Package Description.

Rgversible Transformation: A Transformation in which the new.fepresentation defines a
set (or a subset) of resulting entities that are equivalent to the resulting entities defined by the
orjginal representation. This means that there is a one-to-one mapping back to the ofiginal
re[l)resentation and its set of base entities.

Seprch Session: A session initiated by the Consumer:with the Archive during WhiJch the
Cansumer will use the Archive Finding Aids to identify and investigate potential holdings of
inferest.

Semantic Information: The Representation dnformation that further describes the meaning
beyond that provided by the Structure Information.

Stfructure Information: The Representation Information that imparts meaning about how
other information is organized. Forexample, it maps bit streams to common computer types
such as characters, numbers, and pixels and aggregations of those types such as character
strings and arrays.

Sybmission Agreement; - The agreement reached between an OAIS and the Producgr that
specifies a data modeland any other arrangements needed, for the Data Submission Sgssion.
THis data model-identifies format/contents and the logical constructs used by the Prpducer
anf how they are-represented on each media delivery or in a telecommunication session.

Sybmissien”Information Package (SIP): An Information Package that is delivered py the
Prpducer to the OAIS for use in the construction or update of one or more AIPs andfor the
asgociated Descriptive Information.

Succession Plan: The plan of how and when the management, ownership and/or control of
the OAIS holdings will be transferred to a subsequent OAIS in order to ensure the continued
effective preservation of those holdings.

Transformation: A Digital Migration in which there is an alteration to the Content
Information or PDI of an Archival Information Package. For example, changing ASCII
codes to UNICODE in a text document being preserved is a Transformation.
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Transformational Information Property: An Information Property the preservation of the
value of which is regarded as being necessary but not sufficient to verify that any Non-
Reversible Transformation has adequately preserved information content. This could be
important as contributing to evidence about Authenticity. Such an Information Property is
dependent upon specific Representation Information, including Semantic Information, to
denote how it is encoded and what it means. (The term ‘significant property’, which has
various definitions in the literature, is sometimes used in a way that is consistent with its being
a Transformational Information Property).

Unit Description: A type of Package Description that is specialized to provide information
about pn Archival Information Unit for use by Access Aids.
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2 OAIS CONCEPTS

The purpose of this section is to motivate and describe several key high-level OAIS
concepts. A more complete view, and a formal modeling of these concepts, is given in
section 4.

The term “Archive’ has come to be used to refer to a wide variety of storage and preservation
functions and systems. Traditional Archives are understood as facilities or organizations
which preserve records, nriginnlly gpnprm‘pd h\J/ orfora government nrgnniw—\finn’ institution,
or|corporation, for access by public or private communities. The Archive accomplishes this
tagk by taking ownership of the records, ensuring that they are understandable [to the
acgessing community, and managing them so as to preserve their information.'Contept and
Authenticity. Historically, these records have been in such forms as boeks; papers,|maps,
phptographs, and film, which can be read directly by humans, or read with the aid of gimple
optical magnification and scanning aids. The major focus for preserving this informatipn has
bepn to ensure that they are on media with Long Term stability andhat access to this|media
is garefully controlled.

=

The explosive growth of information in digital forms has pesed a severe challenge ngt only
for traditional Archives and their information proeviders, but also for many| other
organizations in the government, commercial and non=profit sectors. These organizatigns are
finding, or will find, that they need to take on-the information preservation furjctions
typically associated with traditional Archiveshecause digital information is easily |ost or
cofrupted. The pace of technology evolution-is causing some hardware and software systems
to |pecome obsolete in a matter of a few,_years, and these changes can put severe pressjre on
the¢ ability of the related data structures-or formats to continue effective representation|of the
full information desired. Because-much of the supporting information necessary to prgserve
this information is more easily- available or only available at the time when the ofiginal
information is produced, these-organizations need to be active participants in the Longd Term
Preservation effort, and they’need to follow the principles espoused in this OAIS refgrence
ma@del to ensure that the, information can be preserved for the Long Term. Participation in
thgse efforts will mifimize the lifecycle costs and enable effective Long Term Presenvation
ofthe information.,

THe explosiorof computer processing power and digital media has resulted in many systems
where the-Rroducer role and the Archive role are the responsibility of the same entity. [These
systems\should subscribe to the goals of Long Term Preservation discussed in this docliment.
The“design process must realize that some of the Long Term Preservation activities may
conflict with the goals of rapid production and dissemination of products to Consumers. The
designers and architects of such systems should document the solutions that have been
reached.

A major purpose of this reference model is to facilitate a much wider understanding of what
is required to preserve and access information for the Long Term. To avoid confusion with
simple ‘bit storage’ functions, the reference model defines an Open Archival Information
System (OAIS) which performs a Long Term information preservation and access function.
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An OAIS Archive is one that intends to preserve information for access and use by a
Designated Community, and it meets the requirements given in section 3. It includes
Archives that have to keep up with steady input streams of information as well as those that
experience primarily aperiodic inputs. It includes Archives that provide a wide variety of
sophisticated access services as well as those that support only the simplest types of requests.
For the remainder of this document, the term Archive and OAIS are equivalent and
understood to refer to an OAIS Archive, unless the context makes it clear otherwise (e.g.,
traditional Archives).

The QAIS model recognizes the already highly distributed nature of digital informatjon
holdings and the need for local implementations of effective policies and procedures supporting
information preservation.  This allows, in principle, a wide variety of organizatiopal
arrangements, including various roles for traditional Archives, in achieving this preservation.
It is expected that organizations attempting to preserve information will find.that using OAIS
terms and concepts will assist them in achieving their information preservation goals.

2.1 AIS ENVIRONMENT

The simple model shown in figure 2-1 depicts the environment surrounding an OAIS.

OAIS '

Prgducer : - Consumer
(archive)

' Management

Figure 2-1: Environment Model of an OAIS

Outside the'OAIS are Producers, Consumers, and Management.

— —Producer is the Tote played—ty those persors, or chient systerms, whictprovide the
information to be preserved.

— Management is the role played by those who set overall OAIS policy as one
component in a broader policy domain, for example as part of a larger organization.
In other words, Management control of the OAIS is only one of Management’s
responsibilities. Management is not involved in day-to-day Archive operations. The
responsibility of managing the OAIS on a day-to-day basis is included within the
OAIS in an administrative functional entity that will be described in 4.1.
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— Consumer is the role played by those persons, or client systems, that interact with
OAIS services to find and acquire preserved information of interest. A special class
of Consumers is the Designated Community. The Designated Community is the set
of Consumers who should be able to understand the preserved information. A given
individual or system may act in the role of both a Consumer and a Producer.

Other OAIS Archives are not shown explicitly. Such Archives may establish particular
agreements among themselves con5|stent Wlth Management and OAIS needs Other
rying
deprees of formalism for any pre-arranged agreements. ole of
Prpducer to another OAIS; an example is when the responsibility for preserving)a type of
information is to be moved to this other Archive. One OAIS may take the role of Corjsumer
to janother OAIS; an example is when the first OAIS decides to rely on the\other OAIS$ for a
type of information it seldom needs and chooses not to preserve locally. Such reliance
shpuld have some formal basis that includes the requirement for communication between the
A chives of any policy changes that might affect this reliance.2The range of pgssible
eractions between OAIS Archives is discussed in section 6, Archive Interoperability

2.2 OAIS INFORMATION
2.2.1 INFORMATION DEFINITION

A [clear definition of information is central.to;the ability of an OAIS to preserve it. While
fofmal modeling of information is provided-in section 4, some key concepts are provided in
this subsection.

A |person, or system, can be said(to-have a Knowledge Base, which allows that pergon or
system to understand received. information. For example, a person who has a Knowledge
Bdse that includes an understanding of English will be able to read, and understapd, an
English text.

Information is defined-as any type of knowledge that can be exchanged, and this information
is plways expressed-(i.e., represented) by some type of data in an exchange. For examgle, the
ormation in‘d hardcopy book is typically expressed by the observable characters (th¢ data)
ich, when‘they are combined with a knowledge of the language used (the Knowledge
Bdse), are converted to more meaningful information. If the recipient does not glready
lude Engllsh in its Knowledge Base, then the Engllsh text (the data) needs|to be
accompanied C 3 esentation
Information) in a form that is understandable usmg the reC|p|ent S Knowledge Base. The
Designated Community, and its associated Knowledge Base, for whom the information is
being preserved by the Archive is defined by that Archive, and that Knowledge Base will, as
described below, change over time. The definition of Designated Community may be subject
to agreement with funders and other stakeholders.

Similarly, the information stored within a CD-ROM file is expressed by the bits (the data) it
contains which, when they are combined with the Representation Information for those bits,
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are converted to more meaningful information as long as the Representation Information is
understandable using the recipient’s Knowledge Base. For example, assume the bits
represent an ASCII table of numbers giving the coordinates of a location on the Earth
measured in degrees latitude and longitude. The Representation Information will typically
include the definition of ASCII together with descriptions of the format of the numbers and
their locations in the file, their definitions as latitude and longitude, and the definition of their
units as degrees. It may also include additional meaning that is assigned to the table.
Another example of Representation Information for a bit sequence which is a FITS file might
consist-eftheFH-S-standard-which-defines—theformatplus—a-dictionary—which-defires—the
meanipg of keywords in the file which are not part of the standard. In general, it can be sgid
that ‘[Pata interpreted using its Representation Information yields Information’, apd_thig is
showr] schematically in figure 2-2.

Interpreted

o Yields
USINgItS -~ Representation tnformation

Data s
Object ' Information Object

Figure 2-2: Obtaining Informationyfrom Data

In ordgr for this Information Object to be successfully preserved, it is critical for an OAIS
to idegntify clearly and to understand clearly the Data Object and its associafed
Repregentation Information. For digital iaformation, this means the OAIS must cleafly
identify the bits and the Representation Information that applies to those bits. This requifed
transpprency to the bit level is a distinguishing feature of digital information preservation,
and itjruns counter to object-oriented.concepts which try to hide these implementation issugs.
This presents a significant challenge to the preservation of digital information.

As a [further complication; -the recursive nature of Representation Information, which
typically is composed of its own data and its own Representation Information, typically legds |
to a network of Representation Information objects. Since a key purpose of an OAIS is|to
preserve information for a Designated Community, the OAIS must understand the
Knowl]edge Baseof its Designated Community to understand the minimum Representation
Information that must be maintained. The OAIS should then make a decision betwgen
maintaining‘the minimum Representation Information needed for its Designated Community,

by a larger Consumer community with a less specialized Knowledge Base, which would be

the equivalent of extending the definition of the Designated Community. Over time, I
evolution of the Designated Community’s Knowledge Base may require updates to the
Representation Information to ensure continued understanding.

reference its existence in another trusted or partner OAIS Archive, is an implementation and

The choice, for an OAIS, to collect all the relevant Representation Information or to I
organization decision.
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As a practical matter, software, some of which may itself be Representation Information, is
used to access the Information Object, and it will incorporate some understanding of the
network of Representation Information objects involved. However, this software should not
be used as rationale for avoiding identifying and gathering readily understandable
Representation Information that defines the Information Object, because it is harder to
preserve working software than to preserve information in digital or hardcopy forms.

The OAIS reference model empha5|zes the preservatlon of information content. As digital

préservation requirement may necessitate that the software programs and interfaces ysed to
acgess the data be preserved. This problem may be further complicated hyithe proprietary
nafure of some of the software. Various techniques for preserving the:look and feel of
information access are currently the subject of research and prototyping. These techniques,
which include hardware level emulation, emulation of various common service APIs, gnd the
dejelopment of virtual machines, investigate the preservation of;the original bit stregm and
software across technology. Though the OAIS reference-fodel does not focus on these
emerging techniques, it should provide an architectural“basis for the prototyping and
comparison of these techniques. A more detailed discussion of the issues involved|in the
preservation of look and feel of information access can-be found in 5.2 of this document.

2.2.2 INFORMATION PACKAGE DEFINITION

THe definition of an Information Object isapplicable to all the information types discugsed in
this and the following subsections....in"other words, they all have associated Representation
Information, although this is usually not shown explicitly.

Every submission of information to an OAIS by a Producer, and every dissemination of
information to a Consumer, occurs as one or more discrete transmissions. Thereforg, it is
convenient to define the-concept of an Information Package.

An Information{Backage is a conceptual container of two types of information |called
Content Infermation and Preservation Description Information (PDI). The Gontent
Informatiof_and PDI are viewed as being encapsulated and identifiable by the Packaging
Information. The resulting package is viewed as being discoverable by virtue ppf the
Dgseriptive Information.

These Information Package relationships are shown schematically in figure 2-3.
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Figure 2-3: Information Package Concepts and Relationships

ontent Information is that information which is the griginal target of preservation.
ts of the Content Data Object (Physical Object or-Digital Object, i.e., bits) and
ated  Representation Information needed to~make the Content Data Obj
tandable to the Designated Community. Foréxample, the Content Data Object may
\ge that is provided as the bit content of one"“CD-ROM file together with other files,

after the Content Information has’ been clearly defined can an assessment of |

5 to the Content Information and is needed to preserve the Content Information,
it is clearly identified,.and to understand the environment in which the Cont

serving information-called Provenance, Context, Reference, Fixity and Access Righ
, they are the folowing:

Provenanegidescribes the source of the Content Information, who has had custody
it since’its origination, and its history (including processing history).

Context describes how the Content Information relates to other information outs

It
its
pct
be
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he

vation Description Information-be made. The Preservation Description Information

to
ent
€S
ts.

of
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the Information Package. For example, it would describe why the Cont

PNt

Information was produced, and it may include a description of how it relates
another Content Information object that is available.

to

Reference provides one or more identifiers, or systems of identifiers, by which the
Content Information may be uniquely identified. Examples include an ISBN for a
book, or a set of attributes that distinguish one instance of Content Information from

another.
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— Fixity provides a wrapper, or protective shield, that protects the Content Information
from undocumented alteration. For example, it may involve a checksum over the
Content Information of a digital Information Package.

— Access Rights provide the terms of access, including preservation, distribution, and
usage of Content Information. For example, it would contain the statements to grant the
OAIS permissions for preservation operations, licensing offers (for distribution),
specifications for rights enforcement measures, as well as access control specifications.

THe Packaging Information IS that iformation which, either actually or logically, |binds,
idegntifies and relates the Content Information and PDI. For example, if the. Content
Information and PDI are identified as being the content of specific files on a CD-ROM, then
the Packaging Information would include the I1ISO 9660 volume/file structure on thg CD-
ROM, as well as the names and directory information of the files on C®-ROM disk.| Other
expmples of packaging include XFDU (reference [D11]) where the Packaging Information
waould be the file identifier and the definition of the packaging methad-

THe Descriptive Information is that information which is used to-discover which package has
th¢ Content Information of interest. Depending on the settifig, this may be no more [than a
depcriptive title of the Information Package that appears in.some message, or it may be a full
set of attributes that are searchable in a catalog service.

2.2.3 INFORMATION PACKAGE VARIANTS

It |s necessary to distinguish between an Information Package that is preserved by an|OAIS
anf the Information Packages that are submitted to, or disseminated from, an OAIS. |These
vafiant packages are needed to reflectthe reality that some submissions to an OAIS will have
ingufficient Representation Information or PDI to meet OAIS preservation requirements. In
addition, these may be organized very differently from the way the OAIS organizes the
information it is preserving. )Finally, the OAIS may provide to Consumers informatign that
does not include all the-Representation Information or all the PDI with the assqciated
Cantent Informationbeing disseminated. These variants are referred to as the Subnission
Information Package (SIP), the Archival Information Package (AIP), and the Dissemination
Information Package (DIP).

THe Submdission Information Package (SIP) is that package that is sent to an OAIS by a
Prpducer.> Its form and detailed content are typically negotiated between the Producer and
the QAIS (see related standards in 1.5). Most SIPs will have some Content Informatipn and

some+PbBt-

The relationships between SIPs and AlPs can be complex; as well as a simple one-to-one
relationship in which one SIP produces one AIP, other possibilities include: one AIP being
produced from multiple SIPs produced at different times by one Producer or by many
Producers; one SIP resulting in a number of AIPs; and many SIPs from one or more sources
being unbundled and recombined in different ways to produce many AIPs. Even in the first
case, the OAIS may have to perform a number of transformations on the SIP. The Packaging
Information will always be present in some form.
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Within the OAIS one or more SIPs are transformed into one or more Archival Information
Packages (AIPs) for preservation. The AIP has a complete set of PDI for the associated
Content Information. The AIP may also contain a collection of other AIPs, and this is
discussed and modeled in section 4. The Packaging Information of the AIP will conform to
OAIS internal standards, and it may vary as it is managed by the OAIS.

In response to a request, the OAIS provides all or a part of an AIP to a Consumer in the form
of a Dissemination Information Package (DIP). The DIP may also include collections of
AIPs, and it may or may not have rnmplnfn PD|l_The Dnr‘l(nging Informationwill nnr‘nccar]y
be prgsent in some form so that the Consumer can clearly distinguish the information |that
was r¢quested. Depending on the dissemination media and Consumer requirements, the
Packagjing Information may take various forms.

2.3 PAIS HIGH-LEVEL EXTERNAL INTERACTIONS

The following subsections present a high-level view of the interaction between the entitjes
identified in the OAIS environment. Figure 2-4 is a data flow.diagram that represents the
operational OAIS Archive external data flows. This diagram. concentrates on the flow|of
information among Producers, Consumers and the OAIS.and does not include flows that
invole Management. These flows are dealt with further in-section 4.

Producer
Submission
Information !
Packages
OAIS ,
. ueries
Archive q
. Information
Packages
query
orders responses
tegend Dissemination  —> Constmer
= Entity - Information
Information Packages
, = Package Data
Object
> - Data Flow

Figure 2-4: OAIS Archive External Data
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2.3.1 MANAGEMENT INTERACTION

Management provides the OAIS with its charter and scope. The charter may be developed
by the Archive, but it is important that Management formally endorse Archive activities.
The scope determines the breadth of both the Producer and Consumer groups served by the
Archive.

Some examples of typical interactions between the OAIS and Management include:

—  IVlanagement IS often the primary SOurce of funding for an OATS and may-pfovide
guidelines for resource utilization (personnel, equipment, facilities).

— Management will generally conduct some regular review process_to €valugte the
OAIS performance and progress toward Long Term goals, and &ssess the risks to
which the OAIS and its holdings are exposed.

— Management determines, or at least endorses, pricing pglicies, as applicable, for
OAIIS services.

— Management participates in conflict resolution invalving Producers, Consumers and
OAIS internal administration.

Effective Management should also provide supportdfor the OAIS by establishing procgdures
that assure OAIS utilization within its sphere*of influence. For example, management
poficies should require that all funded activities within its sphere of influence submjt data
products to the Archive and also adhere to Archive standards and procedures.

2.3.2 PRODUCER INTERACFION

The first contact between thesQAIS and the Producer is a request that the OAIS presefve the
data products created by-the Producer. This contact may be initiated by the OAIS, the
Prpducer or Management.” The Producer establishes a Submission Agreement with the
OAIS, which identifies the SIPs to be submitted and may span any length of time fpr this
supmission. SomeZSubmission Agreements will reflect a mandatory requirement to provide
information to(the OAIS, while others will reflect a voluntary offering of informatign and
others may.reflect any payments which may be involved. Even in the case where no formal
Submission“Agreement exists such as in the archiving of many World Wide Web 4ites, a
viftuat, Submission Agreement may exist specifying the file formats and the general Jubject
matter the OAIS will accept.

Within the Submission Agreement, one or more Data Submission Sessions are specified.
There may be significant time gaps between the Data Submission Sessions. A Data
Submission Session will contain one or more SIPs delivered as a set of media or via a single
telecommunications session. The Data Submission Session content is based on a data model
negotiated between the OAIS and the Producer in the Submission Agreement. This data
model identifies the logical components of the SIP (e.g., the Content Data Objects,
Representation Information, PDI, Packaging Information, and Descriptive Information) that
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are to be provided and how (and whether) they are represented in each Data Submission
Session. All data deliveries within a Submission Agreement are recognized as belonging to
that Submission Agreement and will generally have a consistent data model, which is
specified in the Submission Agreement. For example, a Data Submission Session may
consist of a set of Content Information corresponding to a set of observations, which are
carried by a set of files on a CD-ROM. The Preservation Description Information is in this
example split between two other files. All of these files need Representation Information
which must be prowded in some way. The CD- ROM and its dlrectory/flle structure are the

Each $IP in a Data Submission Session is expected to meet minimum~OAIS requirements for
completeness. However, in some cases multiple SIPs may neéd to be received before |an
acceptable AIP can be formed and fully ingested within the<QAIS. In other cases, a single
SIP mpy contain data to be included in many AIPs. A Submission Agreement also includgs,
or ref¢rences, the procedures and protocols by which an OAIS will either verify the arriyal
and cqmpleteness of a Data Submission Session with<thie Producer or question the Produger
on the|contents of the Data Submission Session.

2.3.3 | CONSUMER INTERACTION

There| are many types of interactions between the Consumer and the OAIS. Thgse
interagtions include questions to.athelp desk, requests for literature, catalog searches, orders
and onder status requests. The(ordering process is of special interest to the OAIS Refererjce
Model, since it deals with“the flow of Archive holdings between the OAIS and the
Consumer.

The CQonsumer establishes an Order Agreement with the OAIS for information. This
information may ¢uirrently exist in the Archive or be expected to be ingested in the future. The
Order |JAgreement may span any length of time, and under it one or more Data Dissemination
Sessiops may-take place. A Data Dissemination Session may involve the transfer of a set|of
media|ar-a*single telecommunications session. The Order Agreement identifies one or more
AlPs ofmnterest,how thoseAtPsare to e transformed—and—mapped—mnto—Dissemimation
Information Packages (DIPs) and how those DIPs will be packaged in a Data Dissemination
Session. The Order Agreement will also specify other needed information such as delivery
information (e.g., name or mailing address), rights information (e.g., usage restrictions,
authorized Consumers, or license fees) and any pricing agreements as applicable. There are
two common order types initiated by Consumers: the Event Based Order and the Adhoc
Order.
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In the case of an Adhoc Order, the Consumer establishes an Order Agreement with the OAIS
for information available from the Archive. If the Consumer does not know a priori what
specific holdings of the OAIS are of interest, the Consumer will establish a Search Session
with the OAIS. During this Search Session the Consumer will use the OAIS Finding Aids
that operate on Descriptive Information, or in some cases on the AIPs themselves, to
identify and investigate potential holdings of interest. This may be accomplished by the
submission of queries and the return of query responses, e.g., result sets, to the Consumer.
This searching process tends to be iterative, with a Consumer first identifying broad criteria

anrl thon rafinana thacn critaria hacad AN ey e cnarch vraculic Oneco thao r‘r\rsumer
T e g —tc SC— Sttt oastu— o r.ll\.vn.lua SEaFER—ESHHS: OTICC—trit— SOt

identifies the OAIS AlPs of interest, the Consumer may provide an Order Agreement that
documents the identifiers of the AIPs the Consumer wishes to acquire, and how the)DIPs will
bel acquired from the OAIS. If the AIPs are available, an Adhoc Order. will be placed.
However, if the AIPs desired are not yet available, an Event Based Order may‘be place

L

Injthe case of an Event Based Order, the Consumer establishes an Order Agreement wijth the
OA\IS for information expected to be received on the basis of some triggering event] This
event may be periodic, such as a monthly distribution of anyAlPs ingested by the|OAIS
frgm a specific Producer, or it may be a unique event such ashe ingestion, or creation, of a
specific AIP. The Order Agreement will also specify other‘needed information such|as the
trigger event for new Data Dissemination Sessions and-the criteria for selecting the|OAIS
holdings to be included in each new Data Dissemination Session.

THe Order Agreement does not have to be a formal document. In general an OAIS will have a
geperal pricing policy and maintain an information base of the electronic and physical mailing
adfresses of its users. In this case, the process of developing an Order Agreement may| be no
maore than the completion of a World Wide Web form to specify the AIPs of interest.
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3 OAIS RESPONSIBILITIES

Subsection 3.1 identifies the minimum responsibilities that shall be discharged by an OAIS.
Subsection 3.2 gives some examples of mechanisms to discharge these responsibilities,

I although not all of these will be applicable to all OAISes, and 1.5 provides references to
some relevant standards.

3.1__MANDATORY RESPONSIBILITIES

THhis subsection establishes mandatory responsibilities that an organization must discharge in
orgler to operate an OAIS Archive.

-

The OAIS shall:
— Negotiate for and accept appropriate information from information Producers.

— Obtain sufficient control of the information provided to<the level needed to gnsure
Long Term Preservation.

— Determine, either by itself or in conjunction with<other parties, which communities
should become the Designated Community~.and, therefore, should be aple to
| understand the information provided, thereby’defining its Knowledge Base.

— Ensure that the information to be presefved is Independently Understandable|to the
Designated Community. In particular, the Designated Community should be able to
I understand the information without’needing special resources such as the assistgnce of
the experts who produced the.information.

— Follow documented policies and procedures which ensure that the information is
preserved against all xeasonable contingencies, including the demise of the Archive,
ensuring that it is pever deleted unless allowed as part of an approved strategy.| There
should be no ad-hoc deletions.

— Make the preserved information available to the Designated Community and gnable
the inforfmation to be disseminated as copies of, or as traceable to, the ofiginal
submitted Data Objects with evidence supporting its Authenticity.

3.2 “"EXAMPLE MECHANISMS FOR DISCHARGING RESPONSIBILITIES

This subsection provides example mechanisms for discharging the responsibilities of 3.1.
Not all of these mechanisms will be applicable to all OAISes.
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3.21 NEGOTIATES FOR AND ACCEPTS INFORMATION

An organization operating an OAIS should have established some criteria that aid in
determining the types of information that it is willing to, or it is required to, accept. These
criteria may include, among others, subject matter, information source, degree of uniqueness or
originality, and the nature of the techniques used to represent the information (e.g., physical
media, digital media, format). The information may, in general, be submitted using a wide
variety of common and not-so-common forms, such as books, documents, maps, data sets, and
physi(‘ | nhjprfq neing a \/arir-\ty of communication Inathq inrlnding networks_mail_and anpr‘ial

delivefy.

The QAIS should negotiate with the Producer to ensure it acquires appropriate “Content
Information and associated PDI for its mission and the Designated Community‘Considerable
iteration may be required to agree on the right information to be submitted,,.and to get it into
forms|acceptable to the OAIS. For example, this may include digitizing audio or video
materipl, or scanning text.

Negotjation can embrace a range of possible actions, and may somgtimes be a null step. It may
be carried out for each SIP, for each Producer, or for a class of Producers. It may involve
extensive human contact or machine-machine negotiations;.such as that which takes place
betweg¢n a web crawler and a web server when deciding What, if any, content the server will
permif the crawler to have (the former acting as a Producgr, the latter as an OAIS).

The OAIS should extract, or otherwise obtain, sufficient Descriptive Information to assist the
Designated Community in finding the Content tnformation of interest. It also should ensuire
that the information meets all OAIS internal standards.

3.2.2 | OBTAINS SUFFICIENT:.CONTROL FOR PRESERVATION

It is important for the OAIS 1o recognize the separation that can exist between physital
ownerghip or possession of Content Information and ownership of intellectual property rights
in thig information. If it“has created the information and is the legal owner of the Contg¢nt
Information, the OAtS-already has the independence to do what is required to preserve the
information and make it available. When acquiring the Content Information from any otler
produger or entity, the OAIS should ensure that there is a legally valid transfer agreement
that elther transfers intellectual property rights to the OAIS, or clearly specifies the rights
granted tothe OAIS and any limitations imposed by the rightsholder(s). The OAIS shodld

with these rights and limitations. When the OAIS does not acquire the intellectual property
rights, the agreement should specify what involvement the rightsholder(s) will have in
preservation, management or release of the information. In most cases, it will be preferable
for the OAIS to negotiate an agreement that specifies the rightsholder(s) requirements and
authorizes the OAIS to act in accordance with those requirements without active involvement
of the rightsholder(s) in individual cases.
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The OAIS must assume sufficient control over the Content Information and Preservation
Description Information so that it is able to preserve it for the Long Term. There is no issue
with the AIP’s Packaging Information because, by definition, this is under internal OAIS
control. The problems of assuming sufficient control of the Content Information and
Preservation Description Information, when they are largely digital, are addressed in three
related categories, as follows:

— copyright implications, intellectual property and other legal restrictions on use;

— authority to modify Representation nformatiom,

— agreements with external organizations.

Cqgpyright implications, intellectual property and other legal restrictions on us¢: An
Aunchive will honor all applicable legal restrictions. These issues occur,when the OAIS acts
as|a custodian. An OAIS should understand the intellectual propertyrights concepts, such as
copyrights and any other applicable laws prior to accepting copyrighted materials into the
IS. It can establish guidelines for ingestion of information-and rules for dissemination
and duplication of the information when necessary. It is beyend the scope of this dogqument
to provide details of national and international copyright laws.

Authority to modify Content Information: Although the Fixity Information within the
Preservation Description Information of an AIP enstres that the Content Information-related
have not been altered, there will come a tinie when Content Information bits are npt in a
form that is convenient for the Consumers:from the Designated Community. The Qontent
Information bits may be fully documented in available hardcopy forms, so technically the
information has not been lost, but pragtically the information has become inaccessiblg. The
IS needs the authority to migrate:the Content Information to new representation forms. If
it [s acting as a custodian, it may ‘need to seek additional permission to make such changes.
If the information is copyrighted, the OAIS should already have negotiated permisgion to
make the changes needed- 10’ meet preservation objectives. It may employ subject matter
experts, from outside the, OAIS, to help ensure that information is not lost. Ideally, whgn this
sitpation arises, both-the original AIPs (fully described) and new AIPs will be retained.
Dipital Migration-issues are addressed more fully in 5.1

Agreements ‘With external organizations: An OAIS may establish a variety of agre¢gments
with other-organizations to assist in its preservation objectives. For example, it may establish
an| agreement with another OAIS so that it does not have to preserve all the cgmmon
Representation Information objects related to its Content Information objects. Agre¢ments
with other organizations should be monitored to be sure they are being followed and remain
useful.
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3.2.3 DETERMINES DESIGNATED COMMUNITY

The submission, or planned submission, of Content Information and associated PDI requires
a determination as to who the expected Consumers, or Designated Community, of this
information will be. This is necessary in order to determine if the information, as
represented, will be understandable to that community. For example, an Archive may decide
that certain Content Information should be understandable to the general public and,
therefore, this becomes the Designated Community.

For spme scientific information, the Designated Community of Consumers might |be
descriped as those with a first year graduate level education in a related scientific disciplipe.
This [s a more difficult case as it is less clear what degree of specialized- scientific
termirjology might actually be acceptable. The Producers of such specialized information are
often familiar with a narrowly recognized set of terminology, so it is espgcially critical|to
clearly define the Designated Community for their information and to-make the effort|to
ensurg that this community can understand the information.

The possible changes to the definition of the Designated Community also need consideration.
Informpation originally intended for a narrowly defined com#nunity may need to be mgde
more |(widely understandable at some future date. For<example, information originally
intended to be understandable to a particular scientifickcemmunity may need to be mgde
undergtandable to the general public. This is likely te-mean adding explanations in suppprt
of the|Representation Information and the Preservation Description Information, and it gan
become increasingly difficult to obtain this information over time. Selecting a broaqier
definition of the Designated Community (e.g., general public) when the information is first
proposed for Long Term Preservation.can reduce this concern and also improve the
likelinood that the information will be vnderstandable to all in the original community.

3.2.4 | ENSURES INFORMATION IS INDEPENDENTLY UNDERSTANDABLE

The dggree to which Content Information and its associated PDI conveys information t¢ a
Designated Community~is; in general, quite subjective. Nevertheless, it is essential that|an
Archiye make this detérmination in order to maximize information preservation. Digital
Contept Information and PDI need adequate Representation Information to be Independently
Understandable 10 the Designated Community. Typically there are multiple Representation
Information-objects involved, and this is discussed in 4.2.

For e
temperature, pressure, wind velocities, and other parameters measured all over the world for
a year. This type of information is very extensive and is not usually in a form intended for
direct human browsing or reading; but it is in a form appropriate to searching and
manipulation by application software. Such content may only be understandable to the
original Producers, unless there is adequate documentation of the meaning of the various
fields and their inter-relationships, and how the values relate back to the original
instrumentation that made the observations. In such specialized fields extra effort is needed
to ensure that the Content Information and the Preservation Description Information are

CCSDS 650.0-M-2 Page 3-4 June 2012

© 1SO 2012 — All rights reserved


https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2

ISO 14721:2012(E)

CCSDS RECOMMENDED PRACTICE FOR AN OAIS REFERENCE MODEL

understandable to a Designated Community. If the Archive does not have this level of
expertise in-house, it may have outside community representatives review the information
for Long Term understandability. Otherwise some of the information may be understandable
to only a few specialists and be lost when they are no longer available.

Even when a set of information has been determined to be understandable to a particular
Designated Community, over time the Knowledge Base of this community may evolve to the
point that important aspects of the information may no longer be readily understandable. At
this pnint it may he necessary for the QAIS to enhance the associated Rplnrpepntation

Information so that it is again readily understandable to the Designated Community,

Ag another example, a manuscript’s Content Information may be written in English and
therefore its content may be generally understandable to a wide audience,,'However, unless
the purpose for which it was created is clearly documented, much of its meaning may he lost.
THis “purpose’ information is part of its Context and must be provided in the Presenvation
Dascription Information.

Saftware is needed for efficient access to Digital Content Information. Hoever,
maintaining Content Information-specific software overthe Long Term has not yef been
proven cost effective because of the narrow application of such software. The danger of
information loss is great when such software is relied<upon for information preservatipn and
ungderstanding because it may cease to function under only small changes to the hargdware
anf software environment. This may not be recognized unless there is a vigorous, ongoing,
tegqting and validation program. A related approach is to employ an emulator that mainains a
copsistent environment for a range of application specific software. A major concerp with
this approach is the need to upgrade and maintain the emulator over time while ensuring it
rups all the application specific software with fidelity, and to do this cost-effectively.

3.2.5 FOLLOWS ESTABLISHED PRESERVATION POLICIES AND
PROCEDURES

It s essential for ann©AIS to have documented policies and procedures for preserving its
AlPs, and it should follow those procedures. In particular AIPs should never be deleted
unfess allowed<as part of an approved policy; there should be no ad-hoc deletions. The
appropriate. policies and procedures will depend, at minimum, on the nature of the AlPs and
anj ‘backup’ relationships the Archive ‘may have with other Archives. For example,
ed and
\gainst
processing errors, requwes that strong p0I|C|es and procedures be in place and that they be
executed.

The Producer and Consumer communities should be provided with submission and
dissemination standards, policies, and procedures to support the preservation objectives of
the OAIS.
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The Designated Community should be monitored to be sure the Content Information is still
understandable to them. The Designated Community may lose its familiarity with some
terminology, and the definition of the community may be broadened to include other
members with different backgrounds. For example, a periodic review with participants
representing the Designated Community could assist in this process.

A Long Term technology usage plan, updated as technology evolves, is essential to avoid

being caught with very costly system maintenance, emergency system replacements, and
costly data representation transformations

The Archive should have a formal Succession Plan, contingency plans, and/orCescrow
arrangements in place in case the Archive ceases to operate or the governing,or'‘funding
institugion substantially changes its scope.

3.2.6 | MAKES THE INFORMATION AVAILABLE

By definition, an OAIS makes the Content Information in its AIPs visible and available tol|its
Desigpated Communities. Multiple views of its holdings, supparted by various search ajds
that may cut across collections of AIPs, may be provided. Some AIPs may only exist as the
outpu of algorithms operating on other AIPs. They appeatas DIPs that, upon disseminatipn,
should include documentation on how they were derived from other AIPs. The expectatigns
of OAIS Consumers regarding access services will “vary widely among Archives and oyer
time as technology evolves. Pressures for more effective access should be balanced with the
requirements for preservation under the available resource constraints.

Some |AIPs may have restricted access and'therefore may only be disseminated to Consumers
who meet access restrictions. The (OQAIS should have published policies on access and
restrictions so that the rights of allparties are protected.

In gemeral, DIPs may be distributed by all varieties of communication paths, including
netwolks and physical media.
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4 DETAILED MODELS

The purpose of this section is to provide a more detailed model view of the functional entities
of the OAIS and the information handled by the OAIS. This aids OAIS designers of future
systems and provides a more precise set of terms and concepts for discussion of current
systems.

4.1 FUNCTIONAL MODEL

The OAIS of figure 2-1 is separated in figure 4-1 into six functional entities @and related
interfaces. Only major information flows are shown. The lines connecting entities identify
communication paths over which information flows in both directions’), The lipes to
Administration and Preservation Planning are dashed only to reduce diagram clutter.

Preservation Planning

| C
Descriptive ' | ‘ Descripti.ve o
Information /| Data \information N
ueries
Management \ & q -
| ; 1 qupry responses
_> _é
Csp) nges : ! Access | |orders U
I Archival . ¥ .M
1 AIP 1 | Storage [ AIP ) I . - E
I ; . : | . DIP -
1 [} I ) [}
T~ Administration —
MANAGEMENT
Figure 4-1: OAIS Functional Entities

The role provided by each of the entities in figure 4-1 is described briefly as follows:

The Ingest Functional Entity (labeled “Ingest’ in the figures in this section) provides the
services and functions to accept Submission Information Packages (SIPs) from Producers (or
from internal elements under Administration control) and prepare the contents for storage
and management within the Archive. Ingest functions include receiving SIPs, performing
quality assurance on SIPs, generating an Archival Information Package (AIP) which
complies with the Archive’s data formatting and documentation standards, extracting
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Descriptive Information from the AIPs for inclusion in the Archive database, and
coordinating updates to Archival Storage and Data Management.

The Archival Storage Functional Entity (labeled ‘Archival Storage’ in the figures in this
section) provides the services and functions for the storage, maintenance and retrieval of
AlPs. Archival Storage functions include receiving AlPs from Ingest and adding them to
permanent storage, managing the storage hierarchy, refreshing the media on which Archive
holdings are stored, performing routine and special error checking, providing disaster
recovery capabilities_and providing AIPs to Access to fulfill orders

The Data Management Functional Entity (labeled ‘Data Management’ in the figures|in
this sdction) provides the services and functions for populating, maintaining, and-aecessing
both PDescriptive Information which identifies and documents Archive ~holdings gnd
adminjstrative data used to manage the Archive. Data Management functions inclyde
adminjstering the Archive database functions (maintaining schema and view definitions, gnd
referential integrity), performing database updates (loading new descriptive information|or
Archiye administrative data), performing queries on the data management data to generate
query Jresponses, and producing reports from these query responses.

The Administration Functional Entity (labeled ‘Administration’ in the figures in this
section) provides the services and functions for the overalloperation of the Archive systgm.
Administration functions include soliciting and negetiating submission agreements wijith
Produgers, auditing submissions to ensure that they.meet Archive standards, and maintai\r:\qng
configuration management of system hardwaré>and software. It also provides systém
engingering functions to monitor and improyve Archive operations, and to inventory, repprt
on, ang migrate/update the contents of the Archive. It is also responsible for establishing gnd
maintgining Archive standards and poli¢ies, providing customer support, and activating
stored|requests.

reservation Planning.FEunctional Entity (labeled ‘Preservation Planning’ in the
figures in this section) proyides the services and functions for monitoring the environment{of
IS, providing recammendations and preservation plans to ensure that the informat1on
ity
he Long Term, even if the original computing environment becomes obsolqte.
Preservation Plapring functions include evaluating the contents of the Archive gnd
periodically reecommending archival information updates, recommending the migration |of
current Archive holdings, developing recommendations for Archive standards and policigs,
providing, ‘periodic risk analysis reports, and monitoring changes in the technology
environment and in the Designated Community’sS Service requirements and Knowledge Base.
Preservation Planning also designs Information Package templates and provides design
assistance and review to specialize these templates into SIPs and AIPs for specific
submissions. Preservation Planning also develops detailed Migration plans, software
prototypes and test plans to enable implementation of Administration migration goals.

The Access Functional Entity (labeled ‘Access’ in the figures in this section) provides the
services and functions that support Consumers in determining the existence, description,
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location and availability of information stored in the OAIS, and allowing Consumers to
request and receive information products. Access functions include communicating with
Consumers to receive requests, applying controls to limit access to specially protected
information, coordinating the execution of requests to successful completion, generating
responses (Dissemination Information Packages, query responses, reports) and delivering the
responses to Consumers.

In addition to the entities described above, there are various Common Services assumed to
be i i i i i ity jn this
maodel. This entity is so pervasive that, for clarity, it is not shown in figure 4-1.

411 DETAILED DESCRIPTION OF FUNCTIONAL ENTITIES

In|the following subsections, specific flows of information among the.functional entitjes are
identified in italics the first time they appear in the text. The detailed-functional descriptions
of|the subsections are accompanied by diagrams (figures 4-2 through 4-7) that depigt only
the major data flows within and among the entities. Omitted.for-Clarity are minor flows such
as|acknowledgment notices. Annex A contains a figure that combines figures 4-2 through
4-7 to demonstrate overall consistency. However, this.is hot to be taken as a recommjended
depign or implementation, and actual implementations:-are not expected to have a one-to-one
mapping to the functions shown, and may for example choose to combine functions on break
out functionality differently.

41.1.1 Common Services

Mpdern, distributed computing applications assume a number of supporting services such as
infer-process communication, name services, temporary storage allocation, exdeption
hapdling, security, backup and directory services. Much excellent work has already been
dope in the area of open System environment reference models. Examples of such sgrvices
in¢lude:

Oypperating system-services provide the core services needed to operate and adminisger the
application platferm, and provide an interface between application software and the plgtform.
THhese services include the following:

- Kernel operations provide low-level services necessary to create and npanage
processes, execute programs, define and communicate signals, define and process
system clock operations, manage files and directories, and control Input-output
processing to and from the external environment.

— Commands and utilities include mechanisms for operations at the operator level, such
as comparing, printing, and displaying file contents; editing files; pattern searching;
evaluating expressions; logging messages; moving files between directories; sorting
data; executing command scripts; and accessing environment information.
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Real-time extension includes the application and operating system interfaces needed
to support those application domains requiring deterministic execution, processing,
and responsiveness. The extension defines the applications interface to basic system
services for input/output, file system access, and process management.

System management includes capabilities to define and manage user resource
allocation and access (i.e., what resources are managed and the classes of access
defined), configuration and performance management of devices, file systems,
administrative processes (job accounting), queues, machine/platform profiles,

Netwad

applic
netwo

Secur
treatm
based

threats

authorization of resource usage, and system backup.

Operating system security services specify the control of access to system ddta,
functions, hardware, and software resources by users and user processes.

rk services provide the capabilities and mechanisms to support distributed
ations requiring data access and applications interoperability’_in heterogeneos,
rked environments. These services include the following:

Data communication includes APl and protocol  specifications for relialle,
transparent, end-to-end data transmission across communications networks.

Transparent file access provides access to available files located anywhere in a
heterogeneous network.

Personal/micro computer support provides-support for interoperability with systems
based on other operating systems, particularly microcomputer operating systers,
which may not be formally specified-in’a national or international standard.

Remote Procedure Call services include specifications for extending the logal
procedure call to a distributed environment.

Network security services include access, authentication, confidentiality, integrity,
and non-repudiation_controls and management of communications between sendgrs
and receivers of infermation in a network.

ty services provide capabilities and mechanisms to protect sensitive information gnd
ents in the.information system. The appropriate level of protection is determirjed
upon the value of the information to the application end-users and the perception|of
to ite>These services include the following:

Identification/authentication service confirms the identities of requesters for use|of

information system resources. In addition, authentication can apply to providers of
data. The authentication service may occur at the initiation of a session or during a
session.

Access control service prevents the unauthorized use of information system
resources. This service also prevents the use of a resource in an unauthorized way.
This service may be applied to various aspects of access to a resource (e.g., access to
communications to the resource, the reading, writing, or deletion of an

CCSDS 650.0-M-2 Page 4-4 June 2012

© 1SO 2012 — All rights reserved


https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2

ISO 14721:2012(E)
CCSDS RECOMMENDED PRACTICE FOR AN OAIS REFERENCE MODEL

information/data resource, the execution of a processing resource) or to all accesses
to a resource.

— Data integrity service ensures that data is not altered or destroyed in an unauthorized
manner. This service applies to data in permanent data stores and to data in
communications messages.

— Data confidentiality service ensures that data is not made available or disclosed to
unauthorized individuals or computer processes. This service will be applied to
devices that permit human inmteraction with the information SyStem. I agditign, this
service will ensure that observation of usage patterns of communications respurces
will not be possible.

— Non-repudiation service ensures that entities engaging in an infetmation exghange
cannot deny being involved in it. This service may take one or_both of two [forms.
First, the recipient of data is provided with proof of the origin of the data.| This
protects against any attempt by the sender to falsely denysending the datal or its
contents. Second, the sender of data is provided with proof of delivery of datal This
protects against any subsequent attempt by the recipient to falsely deny receiving the
data or its contents.

4.11.2 Ingest

THe functions of the Ingest Functional Entity.are illustrated in figure 4-2.
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Figure 4-2: Functions of the Ingest Functional Entity
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The Receive Submission function provides the appropriate storage capability or devices to
receive a SIP from the Producer (or from Administration). Digital SIPs may be delivered via
electronic transfer (e.g., FTP), loaded from media submitted to the Archive, or simply
mounted (e.g., CD-ROM) on the Archive file system for access. Non-digital SIPs would
likely be delivered by conventional shipping procedures. The Receive Submission function
may represent a legal transfer of custody for the Content Information in the SIP, and may
require that special access controls be placed on the contents. This function provides a
confirmation of receipt of a SIP to the Producer, which may include a request to resubmit a

SIP Ir\ tha caca nf arrarc racultina fram tha SID ciihimicoinn
nuire vUhow UT LITuUT Y l\o\JUIII.IIIs LABAREERIEAY A B | CSUNTTITOJTUTT,.

Evidepce for Authenticity is provided by the Producer as part of the PDI in the submission,
and thiis evidence is maintained, updated, and/or incremented by the Archive over time. The
Produter may provide, or the Archive may itself define, as part of the IProvenarce
Informpation, Information Property Descriptions of Information Properties which shodild
be mdintained over time, and indeed may provide Information Property Descriptions |of
ation Properties which do not need to be maintained over timie. An Information
Propefty is that part of the Content Information as described by the Information Propefty

conterjt of a Content Information object that is highlighted for ajparticular purpose. The detailed
ion, or value, of that part of the information content is:conveyed by the appropriate pgrts
of the IContent Data Object and its Representation Information. For example, consider a simple
digital book which when rendered appears as pages<with margins, title, chapter headings,
paragiaphs, and text lines composed of words.@and punctuation. Information Propefty
Descriptions for Information Properties that must be preserved could be expressed |as
‘paragraph identification’ and ‘charactersCexpressing words and punctuation’.  The
Information Properties would consist of all-the book’s paragraph identifications, words, gnd
punctyation as expressed by the Coptent Data Object and its Representation Informatipn.
This means that all formatting other than the recognition of paragraphs and readable tgxt
could [oe altered while still maintaining required preservation. The Archive may express|an
evalugtion of the Authenticity of its holdings, based on community practice gnd
recommendations (including best practices, guidelines, standards, and legal requirements).
For example scientific. Archives may have less stringent evaluation criteria than State
Archiyes; however,the Consumer may make his/her own judgment of the Authenticity
starting with the evidénce obtained from PDI.

The Quality<Assurance function validates (QA results) the successful transfer of the SIP|to
the tempotary storage area. For digital submissions, these mechanisms might include Cydlic
Redurndancy Checks (CRCs) or checksums associated with each data file, or the use |of
system log files to record and identify any file transfer or media read/write errors.

The Generate AIP function transforms one or more SIPs into one or more AlIPs that conform
to the Archive’s data formatting standards and documentation standards. This may involve
file format conversions, gathering adequate Representation Information, data representation
conversions or reorganization of the Content Information in the SIPs. The Generate AIP
function may issue report requests to Data Management to obtain reports of information
needed by the Generate AIP function to produce the Descriptive Information that completes
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the AIP. This function sends SIPs or AIPs for audit to the Audit Submission function in
Administration, and receives back an audit report. As a result of the audit report for example,
it may be necessary to gather further Representation Information to ensure that the Content
Information is understandable and usable by the Designated Community

The Generate Descriptive Information function extracts Descriptive Information from the
AlIPs and collects Descriptive Information from other sources to provide to Coordinate
Updates, and ultimately Data Management. This includes metadata to support searching and
refrip\/ing AlPs (p g-, who_what_when_where \Alh_\ll), and could also include anpr‘ial hrowse

products (thumbnails, images) to be used by Finding Aids.

=

ThHe Coordinate Updates function is responsible for transferring the AIRs to Afchival
Stprage and the Descriptive Information to Data Management. Transfer of the AIP includes
a $torage request and may represent an electronic, physical, or a virtualx(i.e., data sfays in
plgce) transfer. After the transfer is completed and verified, Archival Storage returns a
stqrage confirmation indicating (or verifying) the storage identification information for the
AﬂP. The Coordinate Updates function also incorporates-ithe storage identification
information into the Descriptive Information for the AlP and transfers it to thg Data
Management entity along with a database update request/ In return, Data Management
provides a database update response indicating the status of the update. Data Management
updates may take place without a corresponding Archival Storage transfer when the SIP
coptains Descriptive Information for an AIP already-in Archival Storage.

4.1.1.3 Archival Storage
The functions of the Archival Storage Functional Entity are illustrated in figure 4-8. The

tem ‘media’ is used to designatesone or more mechanisms, local or remote, for storing
digitally encoded information.
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Figure 4-3: Functions of the Archival.Storage Functional Entity

The Receive Data function receives a storage.request and an AIP from Ingest and moves the
AIP tq permanent storage within the Archive. The transfer request may need to indicate the
anticipated frequency of utilization of the’Data Objects making up the AIP in order to allpw
the appropriate storage devices or media to be selected for storing the AIP. This function
will sglect the media type, prepare.the devices or volumes, and perform the physical transfer
to the| Archival Storage volumes. Upon completion of the transfer, this function sends$ a
storage confirmation message-to Ingest, including the storage identification of the AlPs.

The Manage StoragedHierarchy function positions, via commands, the contents of the AlPs
on thq appropriate~smedia based on storage management policies, operational statistics, |or
directions from Ingest via the storage request. It will also conform to any special levels|of

This function also prowdes operatlonal statistics to Admlnlstratlon summarizing the
inventory of media on-hand, available storage capacity in the various tiers of the storage
hierarchy, and usage statistics.

The Replace Media function provides the capability to reproduce the AIPs over time.
Within the Replace Media function the Content Information and Preservation Description
Information (PDI) must not be altered. However, the data constituting the Packaging
Information may be changed as long as it continues to perform the same function and there is
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a straightforward implementation that does not cause information loss. The migration
strategy must select a storage medium, taking into consideration the expected and actual rates
of errors encountered in various media types, their performance, and their costs of
ownership.  If media-dependent attributes (e.g., tape block sizes, CD-ROM volume
information) have been included as part of the Content Information, a way must be found to
preserve this information when migrating to higher capacity media with different storage
architectures.  Anticipating the terminology of 5.1.3, this function may perform
‘Refreshment’, ‘Replication’, and ‘Repackaging’ that is straightforward. An example of
sush—Repackagirg—isigration-to-rew-media-tndera-new-operating-systermand-fHe-system,
where the Content Information and PDI are independent of the file systems. ,Hoyever,
complex ‘Repackaging’ and all ‘Transformation’ are performed under Administration
supervision by the Archival Information Update function to ensure information preseryation.
(Refer to 5.1.3 for a detailed description of migration issues.)

THe Error Checking function provides statistically acceptable assurange that no comppnents
of|the AIP are corrupted in Archival Storage or during any internal Archival Storage data
transfer. This function requires that all hardware and software-within the Archive provide
notification of potential errors and that these errors are routed to standard error logs that are
checked by the Archival Storage staff. The PDI Fixity Information provides some assprance
that the Content Information has not been altered as the;AlIP is moved and accessed. Similar
information is needed to protect the PDI itself. A ‘standard mechanism for tracking and
ifying the validity of all Data Objects within the*Archive may also be used. For example,
CRCs could be maintained for every individuat‘data file. A higher level of service, such as

provided. The storage facility procedures should provide for random verification |of the
integrity of Data Objects using CRCs or-some other error checking mechanism.

THe Disaster Recovery function provides a mechanism for duplicating the digital contgnts of
the Archive collection and,«for example, storing the duplicate in a physically sgparate
fagility. This function is-nermally accomplished by copying the Archive contents tq some
form of removable storage media (e.g., digital linear tape, CD-ROM), but may also be
pefformed via hardware transport or network data transfers. The details of disaster recovery
pollicies are specified by Administration.

The Provide Data function provides copies of stored AIPs to Access. This function receives
an|AIP request that identifies the requested AIP(s) and provides them on the requested|media
type or transfers them to a temporary storage area. This function also sends a notice ¢f data
trgrisfer to Access upon completion of an order.
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4.1.1.4 Data Management

The functions of the Data Management Functional Entity are illustrated in figure 4-4.
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Figure 4-4: Functions of the\Data Management Functional Entity

The Administer Database functign is responsible for maintaining the integrity of the data
management database, which-provides a storage mechanism, which can be queried in some
way, [for storing both Descriptive Information and system information. Descriptive
Information identifies and~describes the Archive holdings, and system information is used| to
suppoft Archive operations. The Administer Database function is responsible for creating
any stchema or table definitions required to support Data Management functions; for
providing the capability to create, maintain and access customized user views of the contepts
of thip storagey and for providing internal validation (e.g., referential integrity) of the
contents of the database. The Administer Database function is carried out in accordance wjith
polici¢s-received from Administration.

The Perform Queries function receives a query request from Access and executes the query
to generate a query response that is transmitted to the requester.

The Generate Report function receives a report request from Ingest, Access or
Administration and executes any queries or other processes necessary to generate the report
that it supplies to the requester. Typical reports might include summaries of Archive
holdings by category, or usage statistics for accesses to Archive holdings. It may also
receive a report request from Access and provides descriptive information for a specific AlP.
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The Receive Database Updates function adds, modifies or deletes information in the Data
Management persistent storage. The main sources of updates are Ingest, which provides
Descriptive Information for the new AIPs, and Administration, which provides system
updates and review updates. Ingest transactions consist of Descriptive Information which
identifies new AIlPs stored in the Archive. System updates include all system-related
information (operational statistics, Consumer information, and request status). Review
updates are generated by periodic reviewing and updating of information values (e.g., contact
names, addresses, access control and rights policies). The Receive Database Updates

fu ction-nrovadac roacuilar ranarte +n Adminictratinn crimmarizina tha ctatiic Af nindatac to the
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database, and also sends a database update response to Ingest.
4.1.15 Administration
THe functions of the Administration Functional Entity are illustrated in figure 4-5. As|stated
abpve (see page 4-3) some of the activities detailed in this section” will not apply|to all
implementations; for instance in the customer service function;. the billing activity [shows
where this would occur if required.
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Figure 4-5: Functions of the Administration Functional Entity
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The Negotiate Submission Agreement function solicits desirable archival information for
the OAIS and negotiates Submission Agreements with Producers. This function also
negotiates a data submission schedule with the Producer. It maintains a calendar of expected
Data Submission Sessions that will be needed to transfer one or more SIPs to the OAIS and
the resource requirements to support their ingestion. This function receives AIP/SIP
templates and customization advice from Preservation Planning and sends SIP designs, any
customized AIP designs and any example SIPs to the Audit Submission function as part of
the submlssmn approval process. It also sends SIP deS|gns and any customlzed AIP deS|gns
to the

traceapility of the configuration during all phases of the sysStem life cycle. It also audits
systemp operations, system performance, and system usagée: It sends report requests for
systemp information to Data Management and receiyes reports; it receives operational
statistjcs from Archival Storage. It summarizes thQse reports and periodically proviges
OAIS| performance information and Archive holding inventory reports to Preservation
Planning. It receives migration packages from-Preservation Planning, based on which it
sends change requests, procedures and tools o the Archival Information Update function.| It
receivgs system evolution policies from the-Establish Standards and Policies function. Baged
on thepe inputs it develops and implements plans for system evolution.

The Alrchival Information Update function provides a mechanism for updating the contepts
of thel Archive. It receives ehahge requests, procedures and tools from Manage Systém
Configuration. It provides-updates by sending a dissemination request to Access, updating
the coptents of the resulting DIPs and resubmitting them as SIPs to Ingest.

The Bhysical Aceess’Control function provides mechanisms to restrict or allow physigal
accesq (doors, logks, guards) to elements of the Archive, as determined by Archive policied.

The [stablish Standards and Policies function is responsible for establishing gnd
maintaining the Archive system standards and policies. It receives budget information gnd
policies such as the OATS charter, SCOpE, resource utilization guidelines, and pricing policies
from Management. It provides Management with periodic reports. It receives
recommendations for Archive system enhancement, proposals for new Archive data
standards, and periodic risk analysis reports from Preservation Planning. It will have to face
risks from unforeseen events (unplanned down time due to network outage, software bugs,
hardware failure, human error, disk crash, etc.) and make the appropriate decisions to
minimize the risk of not fulfilling the Archive’s commitments. It also receives performance
information and Archive holding inventories from Manage System Configuration. Based on
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these inputs and analyses, Archive standards and policies are established and sent to other
Administration functions and the other Functional Entities for implementation. The
standards include format standards, documentation standards and the procedures to be
followed during the Ingest process. In response to the recommendations from Preservation
Planning on AIP updates it provides approved standards and migration goals to Preservation
Planning (Preservation Planning will respond with migration packages to the Manage
System Configuration function). The Establish Standards and Policies function will also
develop storage management policies (for the Archival Storage hierarchy), including
migration—pelicies—to—assure—that-Archive—storage—formats—do—net—become—obselete, and
dafabase administration policies. It will develop disaster recovery policies. It,wil also
determine security policies for the contents of the Archive, including those affecting Physical
Agcess Control, such as DRM, and the application of error control techniquesithroughout the
Aunchive.

The Audit Submission function will verify that submissions (SIP or AIP) megt the
specifications of the Submission Agreement. In the case of the SIP.and in the case of the AIP
it \verifies the understandability by the Designated Community. This function receives
AIP/SIP reviews from Preservation Planning and may alsa<involve an outside committee
(efg., science and technical review); these reviews reportion’ whether the AIP/SIP templates
hayve been properly applied in Ingest. The audit process must verify that the quality|of the
data meets the requirements of the Archive and the review committee. It must verify that
there is adequate Representation Information and:PDI to ensure that the Content Information
is understandable and independently usable to-the Designated Community. The formdlity of
the review will vary depending on internal” Archive policies. The Audit process may
determine that some portions of the SIP.are not appropriate for inclusion in the Archiye and
myst be resubmitted or excluded. An-audit report is provided to Ingest. After the audit
process is completed, any liens are reported to the Producer, who will then resubmit the SIP
to |Ingest or appeal the decision to Administration. In the case of producing a new vergion of
an| AIP this function checks:that the migration goals have been met. This could ipclude
checking usability and checking evidence for Authenticity such as ensuring maintenance of
Transformational Information Properties (see 5.2). After the audit is completed, a final|ingest
report is prepared _and provided to the Producer and to Negotiate Submission Agre¢ment.
Audit methods petentially include sampling, periodic review, and peer review.

The Activate\Requests function maintains a record of event-driven requests and periogically
compares-it-to the contents of the Archive to determine if all needed data is available. If peeded
dafa is_available, this function generates a dissemination request that is sent to Access| This
function can also generate orders on a periodic basis where the length of the period is defined
by the Consumers or on the occurrence of an event (e.g., a database update).

The Customer Service function will create, maintain and delete Consumer accounts. It will
collect billing information from Access and will send bills and collect payment from
Consumers for the utilization of Archive system resources. It will respond to general
information requests. This function will also collect and respond to feedback on Access
services and products. Customer Service will summarize these comments and make them
available.
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4.1.1.6 Preservation Planning

The functions of the Preservation Planning Functional Entity are illustrated in figure 4-6.
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Figure 4-6: Functiops of the Preservation Planning Functional Entity

The Monitor Designated Community function interacts with Archive Consumers gnd
Produgers to track changes in their service requirements and available product technologies.
Such fequirementsmight include data formats, media choices, preferences for software
packages, new-eamputing platforms, and mechanisms for communicating with the Archiye.
This function-may be accomplished via surveys, via a periodic formal review process, Via
commpnity ‘workshops where feedback is solicited or by individual interactions. It proviges
reports, Tequirements alerts and emerging standards to the Develop Preservation Strategjes
and Standards function. It sends preservation requirements to Develop Packaging Designs.

The Monitor Technology function is responsible for tracking emerging digital technologies,
information standards and computing platforms (i.e., hardware and software) to identify
technologies which could cause obsolescence in the Archive’s computing environment and
prevent access to some of the Archive’s current holdings. This function may contain a
prototyping capability for better evaluation of emerging technologies and receive prototype
requests from Develop Preservation Strategies and Standards and from Develop Package
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Designs and Migration Plans. This function sends reports, external data standards,
prototype results and technology alerts to Develop Preservation Strategies and Standards. It
also sends prototype results to Develop Package Designs and migration plans.

The Develop Preservation Strategies and Standards function is responsible for developing
and recommending strategies and standards, and for assessing risks, to enable the Archive to
make informed tradeoffs as it establishes standards, sets policies, and manages its system
infrastructure. Risk management is a suitable methodology to provide balance between needs
and_means_and hetween jmmediate nr‘ti\/ity imlnpr:-n‘i\/pc and | ong Term nhjprfi\/pc of the
préservation mission. Risk management can also provide useful metrics to quantify €lements
that are usually difficult to estimate in the decision-making process. This function prpvides
iodic risk analysis reports to Administration addressing expected risks and their possible
mitigation based on current, and on proposed updates, to operating policies, procedurgs and
stgndards. This function receives reports, requirements alerts and emerging standards from
the¢ Monitor Designated Communities and Monitor Technology furctions, and it receives
opgrating policies, procedures and standards, performance information, inventory reports
summarized consumer comments from Administration. ~From the informatign this
fupction identifies those changes that would require migration of some current Archive
hofdings or new submissions, for example updating<AlPs with additional or revised
Representation Information. This function sends recommendations on system evolutipn and
on| AIP updates to Administration This function also receives external data standard$ from
Monitor Technology and produces profiles of thase Standards that are sent to Administration
as|proposals on their potential usage. This.function also receives issues from Degvelop
Packaging Designs and migration plans-in the case of unanticipated subnission
requirements, and responds with advice t@ handle the new requirements.

The Develop Packaging Designs-and Migration Plans function develops new Information
Package designs and detailed migration plans and prototypes, to implement Administration
icies and directives. Migration of the Content Information could involve changes|to the
Cantent Data Object and/or’ the Representation Information. This activity also prpvides
adyice on the application of these Information Package designs and Migration plans to
specific Archive hgldings and submissions.  This function receives Archive approved
stgndards and migration goals from Administration. The standards include format starjdards,
metadata standards and documentation standards. It applies these standards to presenvation
requirements'\and provides AIP and SIP template designs to Administration. This function
algo prowides customization advice and AIP/SIP review to Administration on the application
of|these’designs. If this function encounters submissions that are not covered by existing
stgndards and procedures, it can send issues to Develop Preservation Strategids and
Standards and receive advice, including new standards, to assist in meeting the new
submission requirements.

The preservation requirements and the migration goals received by this function tend to
involve transformations of the AIP, including transformations of the Content Information to
avoid loss of access due to technology obsolescence (see section 5). The response to the
migration goals may involve the development of new AIP designs, prototype software, test
plans, community review plans and implementation plans for phasing in the new AIPs. This
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process may call on expertise or resources from other functions within Preservation
Planning, such as prototype development from Monitor Technology. This effort also will
require consultation from the other functional areas and from the Designated Community.
Once the migration plan, associated AIP designs, and software have been tested and
approved by Administration, this function will send the entire migration package to
Administration. These proposals for the migration plan are received and approval granted (or
denied) by the ‘Establish Standards and Policies’ function of ‘Administration’. The
‘Preservation Planning’ entity develops, validates and supplies the migration packages on the

baS|S (\'F thic annraval: Adminictratinn cehadiillac and narfarme tha miaratinn nlanc
—tHHo P POV o OOt oS tHE o e S pP e oo thHe-rgratorpiars:

4.1.1.7 Access
The fynctions of the Access Functional Entity are illustrated in figure 4-7.
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Figure 4-7: Functions of the Access Functional Entity

The Coordinate Access Activities function provides one or more interfaces to the
information holdings of the Archive. This interface will normally be via computer network
or dial-up link to an on-line service, but might also be implemented in the form of a walk-in
facility, printed catalog ordering service, or fax-back type service. Three categories of
Consumer requests are distinguished: query requests, which are executed in Data
Management and return immediate query responses for presentation to the user; report
requests, which may require a number of queries and produce formatted reports for delivery
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to the Consumer; and orders, which may access either or both Data Management and
Archival Storage to prepare a formal Dissemination Information Package (DIP) for on- or
off-line delivery. An order may be an Adhoc Order that is executed only once, or an Event
Based Order that will be maintained by the Activate Requests function in Administration,
and initiated by a dissemination request that may result in periodic deliveries of requested
items.  The Archival Information Update function in Administration also submits
dissemination requests to obtain DIPs needed to perform its update functions. Other special
request types are allowed, but are not detailed. This function will determine if resources are
avaiable-toperformarequest—assure-that-the-useris—authorized-to-access—and—receive the
requested items, and notify the Consumer that a request has been accepted ot rdjected
(ppssibly with an estimate of request cost and an option to cancel the request)~\ld will then
transfer the request to Data Management or to the Generate DIP function for execution, This
function also provides assistance to OAIS Consumers including providing status of |orders
anf other Consumer support activities in response to an assistance request:

THe Generate DIP function accepts a dissemination request, retrieves the AIP from Afchival
Stprage, and moves a copy of the data to a temporary storage-area for further procgssing.
TRHis function also transmits a report request to Data Mandgement to obtain Descriptive
Information needed for the DIP. If special processing is tequired, the Generate DIP function
acgesses Data Objects in temporary storage and applies.the requested processes. Thq types
of| operations which may be carried out include, statistical functions, sub-sampljng in
temporal or spatial dimensions, conversions between different data types or output fgrmats,
anf other specialized processing (e.g., image.processing). Inserting DRM information and
filering the personal data to ensure consistency with the user rights also come undpr this
type of operation. This function places the completed DIP response in the temporary storage
arga and notifies the Coordinate Access-Activities function that the DIP is ready for defivery.
It |s worth noting that in some impiementations the AIP content or the DIPs could be kept in
temporary storage for ready availability.

The Deliver Response funetion handles both on-line and off-line deliveries of responses
(DIPs, query responses; -reports and assistance) to Consumers. For on-line delivery, it
acgepts a response frem Coordinate Access Activities and prepares it for on-line distripution
in[real time viacammunication links. It identifies the intended recipient, determirfes the
transmission procédure requested, places the response in the temporary storage areg to be
transmitted,~and supports the on-line transmission of the response. For off-line deliyery it
refrieves<the’response from the Coordinate Access Activities function, prepares packing lists
anf other shipping records, and then ships the response. When the response has been
sh|pped, a notice of shipped order is returned to the Coordinate Access Activities function
and billing information is submitted to Administration.
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412 DATAFLOW DIAGRAMS

The flow of data items among the OAIS functional entities is diagrammed in this subsection.

Figure 4-8 shows t

he more significant data flows. To avoid complicating this figure, the

Administration data flows, which are generally background activities, are isolated to an
Administration context diagram, figure 4-9. Data flows associated with Common Services

are implicit in the il

lustrated functions, and are therefore not shown.
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significant data flow that.is not obvious is that which involves the update of AIPs in
ensure they are adequate for preservation of the Content Information.

r example congider the case of needing to add Representation Information beca
Anges in the-Knowledge Base of the Designated Community. Although the Data
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requirements alerts, emerging standards, external data standards, prototype results
and technology alerts) shows the need to update Representation Information for a
particular AIP, which could itself be a collection of objects.

Preservation Planning provides recommendations, proposals and risk analysis

reports to Administration which evaluates the recommendations and decides what
options to look at in more detail, and sends that decision to Preservation Planning as

approved standards, preservation
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— Preservation Planning then produces detailed plans based on the instructions from
Administration and passes these detailed plans back (AIP templates, migration
packages and customization advice) to Administration.

— Administration then implements these plans (via Manage System Configuration). In
general this will require an update (logically or physically) of one or more AIPs. The
next steps may be done logically; i.e., the AIP does not necessarily have to be moved
in any way.

— [[INStructions are themn Sent 10 ATCESS (diSSemination request) 1o send the originat-AlP
out as a DIP which is then received by Ingest, together with the updated
Representation Information.

— | On Ingest a new AIP version is created (in Generate AIP) containing the updated
Representation Information.

42 INFORMATION MODEL

This spbsection builds on the concepts presented in section 2 to further describe the types|of
information that are exchanged and managed within the OAIS. This subsection also defines
the spgcific Information Objects that are used within the ©OAIS to preserve and access the
information entrusted to the Archive. This more detailed model of OAIS-related Information
Objects is intended to aid the architect or designerof future OAIS systems. The objefts
discussed in this subsection are conceptual and should not be taken to imply any specific
implementations.

As digcussed in section 2, the primary goal of an OAIS is to preserve information fof a
designated community over an indefinite-period of time. In order to preserve this information
an OAIS must store significantly more than the contents of the object it is expected to preserye.
This spibsection analyzes those information requirements used to describe the object classes| of
data agsociated with an OAIS(_This subsection uses Unified Modeling Language (UML) [D3]
object| model diagrams to (llustrate the concepts discussed in the text. An overview of the
notatign used and criticalebject modeling concepts is presented in annex C of this document.
An unferstanding of<this notation is required for a full understanding of the concepts presented
in this|subsection.

Subsegtion 421 provides a model of the information required for effective Long Tefm
Preservation of information. Subsection 4.2.2 describes the conceptual objects gnd
containers that represent the contents of an QAILS

421 LOGICAL MODEL FOR ARCHIVAL INFORMATION
4.2.1.1 Information Object

A basic concept of the OAIS Reference Model is the concept of information being a
combination of Data and Representation Information. The UML diagram in figure 4-10
illustrates this concept. The Information Object is composed of a Data Object that is either
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physical or digital, and the Representation Information that allows for the full interpretation
of the data into meaningful information. This model is valid for all the types of information
in an OAIS.

Information
Object

? ? Interpreted using
—

Data
Object

Interpreted using

[ v ™

Representation

Information 1

Physical
Object

4.2

Th

Digital
Object

.1.2 Data Object

Bit

Figure 4-10: Information Object

e Data Object may be expressed as either a physical object (e.g., a moon rock) together

with some Representation Information, or it may be expressed as a digital object (i.e., a

Se

4.2

.1.83 ¥ Representation Information

Juence of hits) together with the Representation Information giving meaning to thosq bits.

The Representation Information accompanying a digital object, or sequence of bits, is used to
provide additional meaning. It typically maps the bits into commonly recognized data types
such as character, integer, and real and into groups of these data types. It associates these
with higher-level meanings: this includes the description of the, possibly complex, ways
objects are interrelated (for example, Representation Information could indicate that three
numbers represent temperature, latitude and longitude; and they are expressed in degrees
Celsius and angular degrees; and they are interrelated in that the temperature is measured at
the specified longitude/latitude).
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The Representation Information accompanying a physical object like a moon rock may give
additional meaning, as a result of some analysis, to the physically observable attributes of the
rock. This information may have been developed over time and the results, if provided,
would be part of the Information Object.

The remainder of this subsection focuses on the Representation Information object when the
Data Obiject is specialized as a Digital Object.

4.2.1.3.1 Representation Information Types

The Dligital Object, as shown in figure 4-10, is itself composed of one or more bit seguencgs.
The ppurpose of the Representation Information object is to convert the bit sequences i
more |meaningful information. It does this by describing the format, or.data structdire
concepts, which are to be applied to the bit sequences and that in turn:result in more
meanipgful values such as characters, numbers, pixels, arrays, tablescete. These common
computer data types, aggregations of these data types, and mapping. rules which map from
the underlying data types to the higher level concepts needed,to”’ understand the Digital
Object are referred to as the Structure Information of the Representation Information
object}] These structures are commonly identified by nameQrby relative position within the
associpted bit sequences. The Structure Information is often referred to as the ‘format’ of the
digital object.

The Representation Information provided by the Structure Information is seldom sufficignt.
Even |n the case where the Digital Object is interpreted as a sequence of text characters, and
descriped as such in the Structure Information, the additional information as to which
langugge was being expressed shouldCbe provided. This type of additional requi
information is referred to as the Semantic Information. When dealing with scientific dta,
for example, the information in the Semantic Information can be quite varied and compleéx.
It will include special meanings associated with all the elements of the Structural
Informpation, operations thatmay be performed on each data type, and their intgr-
relatignships. Figure 4-11‘emphasizes the fact that Representation Information contains bgth
Structpre Informationzand Semantic Information, although in some implementations the
distingtion is subjective. It is useful to remember that the Semantic Information associated
with parts of some:digitally encoded information is independent of the format. For exampgle,
the mg¢aning ef.numbers in a data file is independent of whether they are encoded as scaled
integers or as'lEEE Reals; the meaning of words in a document is independent of whether the
docunjent is Word or PDF.

This figure also shows that Representation Information may contain Other Representation
Information. This indicates that the taxonomy of Representation Information presented here
is far from complete. For example software, algorithms, encryption, written instructions and
many other things may be needed to understand the Content Data Object, all of which
therefore would be, by definition, Representation Information, yet would not obviously be
either Structure or Semantics. Information defining how the Structure and the Semantic
Information relate to each other, or software needed to process a database file would be
regarded as Other Representation Information.
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Structure Information, Semantic Information and Other Representation Information are both
sub-types and components of Representation Information.

Representation Information is an Information Object that may have its own Data Object and
its own Representation Information associated with understanding each Data Object, as
shown in a compact form by the ‘interpreted using’ association. The resulting set of objects
can be referred to as a Representation Network.

As_an example, 1ISO 9660 (reference [D10]) describes text as conforming to the ASCII
stzindard, but it does not actually describe how ASCII is to be implemented. It} simply
references the ASCII standard which is additional Representation Information that, s needed
for a full understanding. Therefore the ASCII standard is a part of the Representation Net
asgociated with 1SO 9660 and needs to be obtained by the OAIS in some form, or the| OAIS
nepds to track the availability of this standard so that it may take appropriate steps|in the
future to ensure its 1ISO 9660 Representation Information is fully understandable.

|

Interpreted using

Representation 1
Information
1

*

Structure Semantic O ,
. < i Representation

Information adds Information .

) Information
meaning to

Figure 4-11: Representation Information Object

4.2.1.3.2 Representation Networks

Representation Information, which is itself an Information Object, may be expressed in
physical forms (e.g., a paper document) or in digital forms. When the Representation
Information is in digital form, additional Representation Information is needed to understand
the bits of the Representation Information as described in the previous subsection. In
principle, this recursion continues until physical forms, which can be understood by the
Designated Community, are encountered. For example, Representation Information
expressed in ASCII needs the additional Representation Information for ASCII, which might
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be a physical document giving the ASCII standard. Each item of Representation Information
can have multiple components, including multiple referenced Representation Information
components; each with its own Representation Information.

To preserve the meaning of an Information Object, its Representation Information must also
be preserved. This is most easily accomplished when the Representation Information objects
are expressed in forms that are easily understandable, such as text descriptions that use
widely supported standards such as ASCII characters for electronic versions. One problem
with the use of only text descriptions is that such descriptions can he ambiguous  This is
addregsed by the use of standardized, formal description languages containing well-defirjed
constrjcts with which to describe data structures. These languages may need>)to |be
augmgnted with text descriptions to convey fully the semantics of the Representation
Infornpation.

As thg Knowledge Base of the Designated Community changes over time;-the Representation
Netwqrk may need to change accordingly. As noted in 2.2, an OAIS has)a choice of whetier
to collect all the relevant Representation Information or to referencetits existence in another
trusted or partner OAIS Archive; this is an implementation and ofganization decision.

The Qontent Information must be defined and separated.into Content Data Object gnd
Repregentation Information. It is again an implementation-and organization decision related
to the|way Data Objects are ingested and stored in the’OAIS. For example, in the case|of
performing arts, the Content Data Object may be\the score as a PDF document, and the
Repregentation Information would include whatever information is needed to re-perform (as
the way to use and understand) the piece, such as the way to display the PDF file, the audio
procegsing software needed, placements, of hardware such as loudspeakers, movement
directions, and a description of how these-relate to each other and to the Content Data Objdct,
each gf which may be quite complex;-encoded in a separate way, and not easily descriljed
either |simply as Structure or as Semantics. Alternatively, the Content Data Object may |be
multigle Data Objects including_the score, the audio processing software needed, placements
of hardware and movement -directions. Each of these Data Objects will have its own
Repregentation Information-and there will need to be additional Representation Information
that describes how the‘several Data Objects are related.

Two gpecial typas-of Representation Information are Representation Rendering Softwgre
and Access_‘Software.  Representation Rendering Software is able to display the
Repregentation Information in understandable forms. For example, the file and directory
structyre~of many CD-ROMs conforms to 1SO 9660. This standard is Representatqon
Information describing how most CD-ROM Tile Structures are 10 be implemented, and it may
be obtained as a paper document. However, it may also be obtained as a digital object that
needs to be understood as a PDF object. Rather than actually obtaining the documentation of
PDF and writing software to understand the ISO 9660 object, an OAIS may use available
PDF display software to render the 1ISO 9660 documentation humanly visible and readable.
In this role the PDF display software is referred to as Representation Rendering Software
because it is used to render the Representation Information. It also terminates the
Representation Network. If the OAIS does not also obtain the associated description of PDF,
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it needs to record and track this fact because when PDF objects are no longer cost-effective
for access and display, the 1ISO 9660 documentation expressed as a PDF object will need to
be migrated to a new form.

Access Software presents some or all of the information content of an Information Object in
forms understandable to humans or systems. It may also provide some types of access
services, such as displaying, manipulating, processing, or sub-setting, to an Information
Object. For some types of Digital Objects, such software may be widely available. It is not
necessary for the QAIS to maintain or provide such software The QAIS may want to

maintain and provide this software for more specialized types of Digital Objects.

Sipce Access software will incorporate some understanding of the ,Represenmtation
Information, some Archives may attempt to use Access Software as a_substitute fpr full
Representation Information. Access Software source code, which embodies at least a partial
understanding of the associated Representation Information, may be-used as documentation
expressing such Representation Information. A problem with.this approach is that the
depired Representation Information may not be clearly identifialile as it may be mixed with
ious processing and display algorithms, and may be incomplete since the code assumes an
underlying operating environment. It may be difficult to-fell, from the software code, what
Rdpresentation Information is missing. The use of Access Software executables, withut the
sopirce code, such as may occur with proprietary formats, presents a much greater r{sk for
logs of information because it is more difficult:to~maintain an operating environment for
software than to migrate documentation over time. The practical use of emulation techpiques
to |preserve working software is an area of.aetive research. This is a significant isgue for
thgse desiring to preserve a look and feel to information access. Migration and software
préservation are discussed more fully in_section 5.

4.2.1.4 Taxonomy of Information Object Classes Used by OAIS

THhere are many types of information involved in the Long Term Preservation of information
infan OAIS. Each of-these types can be viewed as a complete Information Object in|that it
coptains a Data Objeet’ and adequate Representation Information to understand the data. This
supsection builds on the discussions in 2.2 about the types of supporting information needed
to lenable Long-Term Preservation and the discussion in the previous subsection on the role
of | Represéntation Information. The information modeling in this subsection discusses
seyeral types of Information Objects that are used in the OAIS. The objects are categorized

byl their content and function in the operation of an OAIS including Content Inforfation
obk . L : . . o F . . :15“, and

Descriptive Information objects. The following subsections discuss the contents of each of
the types of Information Object. Figure 4-12 shows a taxonomy of those Information
Objects used within the OAIS.
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Figure 4-12: Information Object Taxonomy

4.2.14.1 Content Information

The Content Information is the set of information that is the original target of preservation |by
the OAIS. Deciding what the Content Information ismay not be obvious and may need to|be
negotipted with the Producer. The Content Information, which is an Information Object|as
showrl in figure 4-12, is the Content Data“©bject together with its Representation
Information. The Content Data Object in the Content Information may be either a Digital
Object or a Physical Object (e.g., a physical sample, microfilm). Any Information Objgct
may sg¢rve as Content Information.

The Representation Information._for a digital Content Data Object (both semantic gnd
syntagtic) is needed to fully transform the bits into the Content Information. In principal, this
even éxtends to the inclusion-of definitions (e.g., dictionary and grammar) of any natuyal
langugge (e.g., English) ased in expressing the Content Information. Over long time periqds
the me¢aning of natural-4anguage expressions can evolve significantly in both general and|in
specif|c disciplineusSage.

As a fracticakmatter, the OAIS needs to have enough Representation Information associated
with the hits-of the Content Data Object in the Content Information that it feels confident that
the mpmbers of the De5|gnated Communlty can enter the Representatlon Network
enougr
significant risk area for an OAIS, particularly for those with an expert De3|gnated
Community, because jargon and apparently widely understood terms may be short-lived. In
such cases extra care needs to be exercised to ensure that the natural evolution of the
Designated Community Knowledge Base does not effectively cause information loss from
the Content Information.

As described above for an Information Object in general, the Representation Information can
also be viewed as being augmented by Access Software that supports the presentation of the

CCSDS 650.0-M-2 Page 4-26 June 2012
70 © 1SO 2012 — Al rights reserved


https://standardsiso.com/api/?name=b2232f8f7cef7c8c4a6464d2148801f2

ISO 14721:2012(E)
CCSDS RECOMMENDED PRACTICE FOR AN OAIS REFERENCE MODEL

Content Information to the Consumer. Examples of this type of software include word
processors supporting complex document format representations of Content Information and
scientific visualization systems supporting representations of Content Information as a time
series or a multidimensional array. Access Software may include rights enforcement tools
that allow the access to protected content. The software uses its knowledge of the underlying
Representation Information to provide these services.

Often required information will be embedded in the software packages used by the Designated
Cq mmunify to present and nnaly7p the Content Information A reason for Inrpcpr\/ing W rking
Agcess Software arises from a convenience factor. Even with a complete set of Representation
Information, practical access to all or part of a digital Content Data Object requirésithe [use of
Adgcess Software. Thus a software module that provides useful access to a digital Content Data
Object may be preserved in a working state as a matter of convenience.

THRis is not difficult to do as long as the environment, which supports.the software module, is
reqdily available. This environment consists of some underlying tiardware and an opgrating
system, various utilities that effectively augment the operating system and storage and
digplay devices and their drivers. A change to any of these fmay cause the software module
to|no longer function, to function incorrectly, or to beyunable to present results [to the
application or human user. The complexity of these interactions is what traditionally jmakes
the preservation of working software such an arduoustask.

In]summary, the use of Access Software to replace Representation Networks is attfactive
frgm the point of view of minimizing the resgurces needed to ingest data and provide gurrent
users with access to data. However, the.reliance on working software can provide|major
problems for Long Term Preservation.when that software ceases to function. Indefinit¢ Long
Term information preservation reguires a full and understandable description ¢f the
Rgpresentation Information. Subsection 5.2 (Preservation of Access and Use Sefvices)
digcusses some techniques that can be used to preserve software over time and th¢ risks
asgociated with this approach.

An important function-of the OAIS is deciding what parts of the Content Information are the
Cantent Data Objeet and what parts are the Representation Information. This aspect is
critical to a clear/understanding of what is being preserved. The identification of digital
Cantent Information with its Representation Information objects can be addressed by d series
of [steps, as:follows:

1) ~Identify the bits comprising the Content Data Object of the Content Informatiory.

2) ldentify a Representation Information object that, in some way, addresses all the bits
of the Content Data Object and converts them into more meaningful information.

3) For the Representation Information object identified, examine its content to identify if
it requires additional Representation Information objects. If it does, obtain the
required Representation Information objects. Repeat this step at least until no
additional Representation Information objects are identified as required for the
Designated Community.
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4) Of the Representation Information objects addressed in step 3, for each that is held as
a Digital Object, identify any required Representation Information object and repeat
steps 3 and 4 until no new Representation Information objects are identified.

5) The Content Information consists of the Content Data Object and each of the
Representation Information objects identified in steps 2 through 4.

As an example of this practice, consider an electronic file containing a sequence of values
obtained from a sensor looking at the Earth’s environment. There is a second file, encoded
using [ASCII, which provides information on how to understand the first file. It descrilyes
how t¢ interpret the bits of the first file to obtain meaningful numbers. It explains what'th¢se
numbeérs mean in terms of the physics of the observation being conducted. It provides the
date gnd time period over which the observations were made, an average value for the
obseryed values, and who made the observations. These two files are submitted to an OAIS
for preservation.

Assune that the OAIS determines that the Content Information«to-'be preserved is the
observed bits together with their values as numbers and the jphysical meaning of thgse
numbgrs. This information is conveyed by the bit sequence within the first file together wiith
the Regpresentation Information from the second file that is negded to transform the first filg’s
bits into meaningful physical values. Neither the first file’s underlying media nor the
partichilar file system carrying the bits is part of the Content Information in this examgle.
Only ;tart of the second file’s content is considered a part of the Content Information and this
is the|part that enables the transformation of.the" bits from the first file into meaning{ul
physidal values. In fact this second file doesnot carry all the Representation Information
neede@l to make this transformation, because‘the following additional information is needed:

— | information that the second (file is encoded in ASCII so that it can be read |as
meaningful characters;

— | information on how the'characters are used to express the transformations from bitg to
numbers to meaningful-physics values.

This information, typieally referred to as a combination of format information and data
dictiopary information, may also include instrument calibration values and information jon
how the calibrations are to be applied. All this information may be widely understandable
once the ASCilcharacters are visible because it has all been expressed in English (or some
other [natural-language), or some of it may be in more structured forms that will nqed
additipnal Representation Information to be understood.

Therefore, the Representation Information of the second file needs additional Representation
Information, and this information may need additional Representation Information, etc.,
forming a linked set of Representations of Representations. This is a good example of the
complex Representation Net.

In the example above, there was a determination that the Content Information consisted of the
observed sensor values and their meanings. This is by no means the only choice that could have
been made. It could just as easily have been decided that the Content Data Object of the desired
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Content Information was the bit sequences within the first file together with the all the bit
sequences within the second file. The fact that some of these latter bit sequences are used to
interpret the first file’s bit sequences is just an example of a set of bits that is somewhat self-
describing. It is irrelevant that some of the bits in the second file are the basis for information
on the date and time period over which the observations were made, the average value for the
observed values, and who made the observations. Once it has been determined that all these bits
constitute the Content Data Object of the Content Information, then the Representation
Information is that information needed to turn them into meaningful information. How
extensive-thismeantrg—is—te—be—carried-and-hewfartheRepresentationNetwork—needs to be

cafried are local issues for the OAIS and its related Producer and Consumer communities.

Aq another example, consider an electronic file containing a word processing” docliment.
THis binary Data Object will have a complex format that can be seen asi\a.document only
after it has been viewed through use of associated Representation Information. In common
practice, this viewing will be provided by Access Software that can ySe internal, or external,
Representation Information. The Content Data Object is most likely to be defined as the bit
sequence content of the electronic file. The Representation Information is a description of
the word processing format, at a minimum, and may includédnformation deemed needed to
adpquately understand the meaning of the document asoviewed. If the word progessing
format is proprietary, and if adequate Representation Information cannot be acquired |which
will at the least allow simply viewing, to ensure_its"Long Term Preservation it may be
nepessary to migrate the document to another (possibly non-proprietary) format for |which

A9 a variation on the above example, it may be decided that the Content Information to be
preserved is not the full word processing View of the document, but simply a sequence pf text
paragraphs that can be adequately-represented by ASCII characters. In this case, the|OAIS
may decide to extract the relevant-text characters and save them as a text file. The Content
Dgta Object would be defined; most likely, as the bit stream made up of these charpcters.
THe Representation Information would be a description of how to interpret this bit stréam as
chpracters, together with™ any additional information deemed needed to adeduately
ungerstand the meaning of the text.

4.2.1.4.2 Preservation Description Information

In| addition to Content Information, the Archival Information Package must ipclude
in ormatlon that WI|| support the trust in, the access to and context of the Gontent
~which
are required for thls function, is coIIectlver called Preservation Description Informatlon
(PDI). The PDI must include information that is necessary to adequately preserve the
particular Content Information with which it is associated. It is specifically focused on
describing the past and present states of the Content Information, ensuring it is uniquely
identifiable, and ensuring it has not been unknowingly altered.

This information is typical for all types of Archives and has been classified in the context of
traditional Archives. However, the class definitions must be extended for digital Archives.
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The following definitions are largely based on the categories discussed in the paper
‘Preserving Digital Information’ (reference [D2]). The relationship between the concepts in
OAIS Reference Model and the Preserving Digital Information paper are discussed in
annex B of this document. Table 4-1 provides illustrative examples of this information for
various popular Content Information types.

— Reference Information identifies, and if necessary describes, one or more
mechanisms used to provide assigned identifiers for the Content Information. It also
provides those identifiers that allow outside systems to refer, unambiguously, to this
particular Content Information. Examples of these systems include taxonomic
systems, reference systems and registration systems. In the OAIS Reference~Model
most if not all of this information is replicated in Package Descriptions, which enable
Consumers to access Content Information of interest.

— | Context Information documents the relationships of the Content Information to [its
environment. This includes why the Content Information was created and how it
relates to other Content Information objects existing elsewhere.

— | Provenance Information documents the history of the-Content Information. This
tells the origin or source of the Content Information, afy Changes that may have taken
place since it was originated, and who has had custedy of it since it was originated,
providing an audit trail for the Content Information. This gives future users some
assurance as to the likely reliability of the €entent Information as it contributes|to
evidence supporting Authenticity. Provenance can be viewed as a special type|of
context information.

— | Fixity Information provides the Data integrity checks or validation/verification keys
used to ensure that the particular.Content Information object has not been altered|in
an undocumented manner. Fixity Information includes special encoding and erfor
detection schemes that«adre specific to instances of Content Objects. Fixjity
Information does notinclude the integrity preserving mechanisms provided by the
OAIS underlying services, error protection supplied by the media and device drivers
used by ArchivalcStorage. The Fixity Information may specify minimum quality|of
service requirements for these mechanisms.

— | Access Rights Information identifies the access restrictions pertaining to the
Content _Information, including the legal framework, licensing terms, and accgss
control. It contains the access and distribution conditions stated within the
Submission Agreement, related to both preservation (by the OAIS) and final usgge
(oy—the—Consumer)—tt-atso—inctudes—the—specifications—for-the—apptication—of rignts
enforcement measures.

These classifications provide a minimum set of PDI; they do not specify a data structure.
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Table 4-1: Examples of PDI

Content
Information
Type Reference Provenance Context Fixity Access Rights
Space * Object * Instrument + Calibration | » CRC * Identification of
Science Data identifier description history ¢ Checksum the properly
e Journal ¢ Principal ¢ Related ¢ Reed- authorized
reference Investigator data sets Solomon Designated
* Mission, * Processing * Mission coding Community
instrument, history ¢ Funding (Access Control)
TitE, *Storage and nistory < pPermissign
attribute handling grants'for
set history preservatjon and
e Sensor for distribyition
description « NPointers tp Fixity
e Instrument and Provenance
e Instrument Informatign (e.g.,
mode digital
¢ Decommutati signatureg, and
on map rights holgers)
e Software
interface
specification
¢ Information
Property
Description
Digital  Bibliographic | ¢ For scanned ¢ Pointers\to « Digital ¢ Legal
Library de_scription collections: related signature frgmevyor (s)
ollections * Persistent * metadata documents | ¢ Checksum » Licensing|offers
0 identifier about the in original ¢ Authenticity ¢ Specifications for
digitization environme indicator rights
process nt at the enforcement
* pointer to time of measureg
master publication applied af
versjen dissemingtion
e Forborn- time
digital e Permissidn
publications: grants for
* pointer to preservatfon and
the digital for distribyition
original * Informatign
¢ Metadata about
about the watermarking
preservation applied af
process: submissign and
* pointers to preservatfon time
earlier * Pointers tp Fixity
versions of and Provegnance
the Informatign (e.g.,
collection digital
item signatureg, and
e change rights holders)
history
* Information
Property
Description
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Content
Information
Type Reference Provenance Context Fixity Access Rights

Software * Name * Revision * Helpfile Certificate « Designated
Package e Author/ history e User guide Checksum Community
Originator * Registration ¢ Related Encryption ¢ Legal
¢ Version ¢ Copyright software CRC framework(s)
number ¢ Information e Language ¢ Licensing offers
e Serial Property e Specifications for
number Description rights
enforcement
measures
applied at
dissemination

time

¢ Pointers'to Fixjty
and Provenange
Infermation (eg.,
digital
signatures, angl
rights holders)

o

The QAIS needs to explicitly decide what the exact definition @f Content Information is|in
order o be able to ensure that it also has the PDI needed to preserve the Content Information.
Once the Content Information has been determined, it is possible to assess the Preservation
Description Information.

4.2.1.4.3 Packaging Information

The Ppckaging Information is that information which, either actually or logically, binds|or
relateq the components of the package.into an identifiable entity on specific media. For
example, if the Content Information @nd PDI are identified as being the content of specific
files in a TAR file, then the Packaging Information may include the name of the TAR file
and the fact that it is a TAR file“including details of any specific encoding. On the other hgnd
if the Content Information and/PDI are files on a CD-ROM, then the Packaging Information
may ipclude the 1SO 9660-volume/file structure on the CD-ROM. These choices are the
subjeqt of local Archive definitions or conventions. The Packaging Information does not
necesdarily need to‘be preserved by an OAIS since it does not contribute to the Contént
ation or the PDI. However, there are cases where the OAIS may be required|to

conventions of directory or file name structures. These structures are most likely to be used
as Packaging Information. Packaging Information is not preserved by all Digital Migrations.
Any information saved in file names or directory structures may be lost when the Packaging
Information is altered. The subject of Packaging Information is an important consideration
to the Migration of Information within an OAIS to newer media. This subject is addressed in
detail in section 5 of this document.

aid _haldina DN o nntan nfarmatinn AN Ta ha N 'ng
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4.2.1.4.4 Descriptive Information

The Information Objects described previously in this section provide the information
necessary to enable the Long Term Preservation function of the Archive. In addition to
preserving information, the OAIS must provide adequate features to allow Consumers to
locate information of potential interest, analyze that information, and order desired
information. This is accomplished through a specialization of the Information Object called
Descriptive Information, which contains the data that serves as the input to documents or
applications called Access AidsThe Descriptive Information is generally derived from the
Cantent Information and PDI. The Descriptive Information can be viewed as an‘ingex to
enpble efficient access to the associated Information Package via associated Acgess Aids.
Agcess Aids are documents or applications that can be used to locate, analyze, retrigve, or
orgler information from the OAIS.

422 LOGICAL MODEL OF INFORMATION IN AN OPENFARCHIVAL
INFORMATION SYSTEM (OAIS)

THe previous subsection defines the types of Information Objects that are needed by an|OAIS
to|enable the Long Term Preservation of information and effective access to the pregerved
information by the Designated Community. This sulgsection uses those Information Dbject
depcriptions to model the conceptual information‘structures required to accomplish these
functions. The models presented in this subsection are not intended to imply an
implementation, but rather to highlight the&élationship among the types of inforfation
nepded in the archival process.

4.2.2.1 Information Package

THe conceptual structure fer:‘supporting Long Term Preservation of information |is the
Information Package. An;Information Package is a container that contains two types of
Information Objects, the) Content Information and the Preservation Description Infor:lgation
(PDD); the Information Package can be associated with two other types of Inforfation
Objects, Packaging” Information and Package Descriptions. There are several types of
Information Rackages that are used within the archival process. These Information Pagkages
may be used)to structure and store the OAIS holdings; to transport the required inforfation
frgm the_Producer to the OAIS, or to transport requested information between the OAJS and
Cnsumers There are dlfferlng mformatlon requwements for each of these functiong. The
£ This
UML dlagram shows that an Informatlon Package contalns zZero or one Content Informatlon
objects, zero or more PDI objects, and is associated with exactly one piece of Packaging
Information, which identifies and delimits the Information Package. The Information
Package is also associated with one or more Package Descriptions that describe the Content
Object to enable efficient access.
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described delimited
by 1 by
Package < Information > Packaging
Description * 1I Package € Information
derived identifies
*
from <> <>
1 1
0..1 *
further described by Preservation
Content L.
. > Description
Information .
Information

Figure 4-13: Information Package Contents

4.2.2.2 Types of Information Packages

There|are three subtypes of the Information Package identified in 2.2: the Submission
Information Package (SIP), the Archival Information Package (AIP), and the Dissemination
Information Package (DIP). The definitions.of these package types in section 2 are based [on
the fupction of the archival process, which uses the package, and the translation from gne
packag@e to another as it passes through;the archival process. This taxonomy of Information
Package types is shown in figure 4-14.
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Information
Package
[\
Submission Archival Dissemination
Information Information Infermation
Package Package Package

It

ing

requirements.

Figure 4-14:

Information Package Taxonomy

s necessary to distinguish between an Informatiori<RPackage that is preserved by an|OAIS
anf the Information Packages that are submitted to,«and disseminated from, an OAIS. |These
vafiant packages are needed to reflect the reality.that some submissions to an OAIS will have

ufficient Representation

Information -or, PDI

to meet final

OAIS preservation

In addition, they may be organized very differently from the way the| OAIS
organizes the information it is preserving. Finally, the OAIS may provide information to

wijth the
as the
nd the
kages,
tained

5 by a
nd the
equire

The
, [and if
iS5 likely

that such Representation Informatlon will onIy be prowded once to the OAIS As another
variation, since some types of PDI will apply to multiple SIPs from the same source, such
PDI may be provided in a separate SIP that is without Content Information. The Packaging
Information will always be present in some form.

The Descriptive Information associated with a SIP is likely to be provided prior to submitting

the SIP to the OAIS, but it may be provided at any time.
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description with a name or title, carried by the Packaging Information, by which the SIP may
be recognized.

Within the OAIS, one or more SIPs are transformed into one or more Archival Information
Packages (AIPs) for preservation. The AIP has a complete set of PDI for the associated
Content Information. The AIP may also contain a collection of other AIPs and this is
discussed and modeled later in this subsection. The Packaging Information of the AIP will

conform to OAIS internal standards, and it may vary as it is managed by the OAIS. The
Descripfi\/p Information associated with an AIP may he extensive and will he managpd hy

In response to an Order, the OAIS provides all or a part of an AIP to a Consumer,in the form
[Dissemination Information Package (DIP). The DIP may also includecolections|of
and it may or may not have complete PDI. The Packaging Informatiorowill always|be
present in some form so that the Consumer can clearly distinguish the information ordergd.
ackaging Information may take several forms depending on thé-dissemination meglia
and Consumer requirements. The Descriptive Information associated with a DIP may |be
provided with the transfer of the DIP, or it may be provided at-any time before or after the
transfer. Its purpose is to give the Consumer enough information to recognize the DIP from
among possible similar packages. It may be no more than:a.text description with a name|or
as carried by the Packaging Information, by which the-DIP may be recognized.

Though the implementation of the AIP may vary from Archive to Archive, the specification

AIP pfesented in 4.2.2.3 should be used as a reference to establish the types of informatijon
requirgd to enable Long Term Preservation and access.

The ¢xact information contentsi.of the SIP and DIP and their relationship to the
corresponding AIP are dependénton the agreements between the Archive and its Producers
and Cpnsumers. The model*for both of these packages is the same as for the Information
Package shown in figure-4-13 both in mandatory content and the multiplicity of the
associptions among cantained classes. The subject of transformations between SIP and AIP
and bgtween AIP and. DIP is further discussed in 4.3.

hformation Package (AlP ialTsla modeled 1n figure 4- a_Specla a
of the Information Package. The AIP is defined to provide a concise way of referring to a set
of information that has, in principle, all the qualities needed for permanent, or indefinite,
Long Term Preservation of a designated Information Object. The AIP is itself an
Information Object that is a container of other Information Objects. Within the AIP is the
designated Information Object, and it is called the Content Information.
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described delimited
by Archival by
Pack € rchiva > )
Desaccrigfiec!)n Information | Pfackag|r.1g
- — Package € ‘ — nformation
derived identifies
from <> <>
further described by Preservation
Content _
. > Description
Information .
Information

Figure 4-15: Archival Information Rackage (AIP)

Also within the AIP is an Information Object calleddhe Preservation Description Information
(PDI). The PDI contains additional information about the Content Information and is needed
to /make the Content Information meaningful for the indefinite Long Term.

The Preservation Description Informatier’requirements in an AIP are much more stingent
than the requirements for Preservation-Description Information in the general Information
Package. While no PDI objects afe;mandatory in an Information Package, all classes of PDI
information must be present in_an AIP. This is illustrated in figure 4-16. The contgnts of
each type of PDI are left to the-discretion of the individual Archive.

Far example, in some OAIS holdings a statement that the creator of the Content Infornation
is unknown may be-adequate Provenance Information while in other OAIS holdings jt may
be|mandatory that\more complete provenance be researched.
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Preservation

Description
Information
Reference Provenance Context Fixity Access Rights
Infgrmation Information Information Information Information

Figure 4-16: Preservation Description Information

The AIP is delimited and identified by the Packaging InfOrmation. The Packaging
Information may actually be present as a structure on the media that contains the AIP or] it
may be virtual in that it is contained in the OAIS Archiyal Storage function. However, the
delimitation and internal identification functions must be well defined in an OAIS.

Each AIP is associated with a structured form of Descriptive Information called the Packgge
Descrjption, which enables the Consumer to locate information of potential interest, analyze
that information, and order desired information. The information needed for one Access Aid
is called an Associated Description. Alsingle Package Description may contain several
Assocjated Descriptions depending on the number of different Access Aids that can locdte,
visual|ze, retrieve or order the associated Content Information and PDI. Figure 4-17 i$ a
UML giagram that models the Package Description and Access Aids.
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Figure 4:17: Package Description

e Package Description mustcontain one Associated Description that supplies dat
trieval Aid that allows ‘authorized users to retrieve the Content Information an
scribed by the Package:-Description. This Retrieval Aid is generally part of the Af
It translates from the unique identifier assigned by the Of
ntify the AIP into the set of operations and filenames needed to retrieve the AIP fr
P management system used in Archival Storage, and then returns the Content Information
d PDI for.the requested AIP. In most current Archives, only internal Archive prg
0 operations personnel and functions are authorized to use this Access Aid. Howe
hnalagy advances increase the processing power of the Archive and the ban
fween the Archive and the user, such access methods as ‘content based queries’ an

(Indicaftes
that thq list
isn
exhaustlive)

mining’ may provide the user with direct read-only access to the Content Information.

. for a
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The Package Description may also contain any number of Associated Descriptions, each of
which contains data for one or more Access Aids. Two additional subtypes of Access Aid
are Finding Aid and Ordering Aid.

A Finding Aid is an application that assists the Consumer in locating information of interest.
A single AIP may have a number of Associated Descriptions that describe the Content
Information using different technologies.
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An Ordering Aid is an application that assists the Consumer to discover the cost of and
order AlPs of interest. The Ordering Aids also allow users to specify transformations to be
applied to the AIPs prior to dissemination. These transformations can include Data Object
transformations such as subsetting, subsampling or format transformations.  The
transformations can also involve modifying the PDI in the AIP prior to dissemination.

The Package Description is not required for the Long Term Preservation of the Content
Information but is needed to provide visibility and access into the contents of an Archive.

The WMMMMM@MMMMM&EN
Information and PDI it describes. The uses and types of Package Descriptions in an,OAIS

are fufther defined in 4.2.2.4.

Figurq 4-18 gives a detailed view of the Archival Information Package by expanding the PDI
and the Content Information. All the ‘contains’ relationships discussed in thisssubsection are
logical containment relationships. This type of containment relationship-may be physical|or
may be accomplished via a pointer to another object in storage, so an AP is not necessarily a

singleffile.
described delimited
¢ by Archival by ' )
Package Information | Packaging
Description Package Information
derived identifies
- 71
Content - Preser.vat.lon
Inf i - P Description
ntormation further described by Trtraran
T T [oX o3
Interpreted
| | ¢ * using
Data «| Representation
Object “1") Information 1
Interpreted
i using Ij ?

- Al
Other Reference | |Provenance Context Fixity Riccs::
Phyfical Digital Structure ¢ Semantic Information| |Information| information| finformation| A

Objject Object Information Information Representaftlon uteiiaicls
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Figure 4-18: Archival Information Package (Detailed View)
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4.2.2.4 Specialization of the AIP and Package Descriptions

Two specializations of the AIP are discussed in this subsection, the Archival Information
Unit (AlU) and the Archive Information Collection (AIC). Figure 4-19 is a UML diagram
illustrating this specialization. Both AIU and AIC are subtypes of the AIP and as such
contain constructs to enable both Long Term Preservation and Consumer access. The AlU
represents the type used for the preservation function of Content Information that is not
broken down into other Archival Information Packages. The AIC organizes a set of AlIPs
(AlUs_and other AICs) along a thematic hierarchy which can support flexible and efficient
acgess by the Consumer community. Conceptually all the AlIPs organized by an‘AJC are
coptained in the Content Information of that AIC. The difference between AlUs and AICs is
the complexity of their Content Information and their associated Package Descriptions and
Packaging Information. This reference model considers the differences lin the Content
Information and associated Packaging and Description functionality between AlU and AIC
to pe adequately complex and linked to justify the definition of separate classes.

Archival
Information
Package
/\
Archival Archival
Informatien Information <>—
Unit Collection

Figure 4-19: Archival Specialization of the AIP

Frpom.an™Access viewpoint, new subsetting and manipulation capabilities are beginrjing to
blgrthe distinction between AICs and AlUs. Content objects which used to be vieyed as
atomic can now be viewed as containing a large variation of contents based on the subsetting
parameters chosen. In a more extreme example, the Content Information of an AIU may not
exist as a physical entity. The Content Information could consist of several input files (or
pointers to the AIPs containing these data files) and an algorithm which uses these files to
create the Data Object of interest.

From an information preservation viewpoint, the distinction between AIU and AIC remains
clear. An AlU is viewed as having a single Content Information object that is described by
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exactly one set of PDI. An AIC Content Information is viewed as a collection of other AICs
and AlUs, each of which has its own PDI. In addition, the AIC has its own PDI that
describes the collection criteria and process.

There are two specializations of the Package Description, the Unit Description and the
Collection Description. Figure 4-20 is a UML diagram illustrating this specialization. The
difference in these two classes is based on the functionality needed to effectively access the

contents of an AIU versus the functionality needed to effectively access AIPs that are
contained.inan AIC

Package
Description

Unit Collection
Description Description

Figure 4-20: Archival Specialization of the Package

To aid in the understanding ef-these constructs, the next two subsections of this document
will uge an example of a eampany setting up an OAIS of digital versions of movies. This
example will focus on.the information content of constructs in an AIP. Subsection 4.3
illustrgtes more of the.details of the information transformations and data flows in an OAIS.

4.2.2% Archival Information Unit

The
single
files) and exactly one set of PDI. The Archive is free to decide how to construct the AlU and
in particular an AIU does not need to be a single file. When an Information Object is
ingested into the OAIS a Unit Description, which is a subtype of a Package Description, is
created by extracting information from the Content Information and the PDI and adding
OAIS-specific information such as a unique identifier. The AlU is illustrated in figure 4-21.

IUs tan be viewed as the ‘atoms’ of information that the Archive is tasked to store.

In the example of an OAIS for digital movies, the AIU for a single movie can be viewed as
three objects, one containing a digital encoding of the movie in a proprietary format, one
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containing the Representation Information needed to understand the proprietary format (these
two objects form the Content Information), and the other containing facts about the movie
such as date of creation, featured actors, director, producer, sequels, movie studio, and a
checksum to ensure the integrity of the digital movie (PDI). Since the OAIS reference model
is implementation independent, each of these objects could be implemented as one file or
multiple files. This type of implementation-dependent information is contained in the
Packaging Information. When a movie is ingested into the OAIS a Unit Description for an
Ordering Aid can be created by extracting information from the Content Information and the

PO and annandina 1t tn tha iAo ardarinag infarmatinn
1 ot SO gTtothHeorhque-orae g o Hator:

aHe—apP
described delimited
. by Archival by ]
Lot ] Information " o SRine
Description > Unit < 1 Information
derived identifies

from

further described by Preservation
Content o) .
. » Description
Information .
Information

Figure 4-21: Archival Information Unit (AlU)

4.2.2.6 Unit Description

THe Unit Description is a specialization of the Package Description that always contair|s a set
of| Associated Descriptions,each of which describe the AIU Content Information frgm the
pojint of view of a single)Access Aid. Figure 4-22 is a UML diagram that illustrates the Unit
Dascription contents.
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Figure 4-22: Unit Description

All Unit Descriptions must supply an Associated Description for a Retrieval Aid that enabjes
authorized users to retrieve the AIU described by the Unit Description from Archiyal
Storage. This description includes the unigue identifier assigned to the AIP by Archiyal
Storade during the Ingest Process.

An important type of Access Aid is the Finding Aid, which is an application that assists the
Consumer in locating information of interest. A single AIU may have a number |of
Assocjated Descriptions that describe the Content Information using different technologigs.
Additionally, as new description extraction and display technologies become available, [an
Archiye may want to update the Unit Description associated with each of its AlUs, in order
to add a new Associated Description that utilizes the new technology to better describe the
AlUs.

In the|OAIS for digital movies example, initially, there may be one Associated Description
that is|a free-text description of a movie, another that is a five-minute clip and another that is
a row|ina‘relational database that is used by movie collectors to locate movies of intergst.
After i ' ; i i ng
compressed digital movies may be developed based on recording every tenth frame. The
archivist may decide to create an additional type of Associated Description that is populated
using the results of this new technique. If desired, the user can run each of the AlUs
contained in the Archive though this compression technique and create a new Associated
Description for each movie in the Archive or simply include this Associated Description for
new AlUs as they are ingested into the OAIS.
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Another important class of Associated Descriptions supplies data for Ordering Aids that
allows the Consumer to discover the cost of and order AlUs of interest. The Ordering Aids
also allow users to specify transformations to be applied to the AlUs prior to dissemination.
These transformations can include Data Object transformations such as subsetting,
subsampling or format transformations. The transformations can also involve modifying the
PDI in the AIU prior to dissemination.

For example, the OAIS for digital movies could allow a user to order a digital movie as a
VHS tape a laser disc or an MPEG nhjprt delivered on-line. Each of these would involve a
format transformation and, in theory, an update to the PDI information in the AIP ‘to|create
acgurate PDI for the DIP.

4.2.2.7 Archival Information Collections

THe AIU and its associated Unit Description provide the information necessary|for a
Cgnsumer to locate and order AIUs of interest. However, it can be impossible| for a
Cqgnsumer to sort through the millions of Unit Descriptions contained in a large Aichive.
TRis problem is addressed here.

The Content Information of an AIC is composed of coniplete AlPs each of which havg their
own Content Information, PDI, and associated?Packaging Information and Package
Dascriptions. These AIPs are then aggregated.into Archive Information Collections|(AIC)
us|ng criteria determined by the archivist. Generally AICs are based on the AlUs of ipterest
haying common themes or origins and a-common set of Associate Descriptions. | At a
minimum all OAISes can be viewed has‘having at least one AIC which contains all th¢ AIPs
held by the OAIS.

Far example, the OAIS for digital movies may have AICs based on the subject area|of the
maovie such as mystery, science fiction, or horror. In addition the Archive may havg AICs
based on other factors such as director or lead actor.

A Jogical model of ag-AlC is shown in figure 4-23. As in the previous subsections, all|of the
coptainment relationships are logical containment and may be physical or mpy be
accomplished “via a pointer to another object in storage. For example, the Gontent
Information of an AIC can be created either by creating physical collections of the contained
AlPs or.by pointing to the contained AlPs. A single AIP can belong to any number of AICs.
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Figure 4-23: Archive Information Collections Logical View

For example, a pattern recognition technique might be created for digital movies and the
OAIS|for digital movies might offer a service to search its Archives for large structures sych
as the|pyramids or a New York skyling. This type of service is very processing intensiye,
involviing potentially large numbers- of AlUs to be transferred from Archival Storage|to
Accesp and then running the appropriate process to analyze the Content Information from
each AIU. If the results are generally useful, the archivist could summarize the results of this
‘content based query’ into‘an Associated Description of a new AIC that contains movies wjith
large gtructures. This teehnique is frequently referred to as data mining.

An important feature of the AIC, as shown in figure 4-23, is the fact that an AIC i3 a
complete AIP which contains PDI. The PDI provides further information about the AIC sych
as Propvenance on when and why it was created, Context to related AICs, the desired level|of
security/Fixity and Access Rights Information. This is in addition to the PDI contained|in
member=AlRs._This type of information is often necessary for a Consumer to have
confidence in the reliability of an AIC. In the above example, the usefulness of the AIC of
movies with large structures is to some extent based on the algorithm used and the
Provenance of when the AIC was created or last updated.
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4.2.2.8 Collection Descriptions

The Collection Description is a subtype of the Package Description that has added
structures to better handle the complex Content Information of an AIC. The Collection
Description, which is modeled in figure 4-24, contains the information classes that are
contained in the Unit Description.

There are two types of Associated Description in a Collection Description:

— | There i1s one Overview Description that describes the collection as a whole.

— | There are zero or more Member Descriptions that separately describe each member| of the

collection.
Archival derived from Collecti
Information ° ef: I?”
Collection described by Beccionag

*
1 Archival
— Information 1..*
Package
Associated provide data for
Descriptors |
* 1
Package
Description 1 1 T
*
I * 1.*
Member Overview Access
Description Description Aids
derived fream I
*
described by

described by

Figure 4-24: Collection Description

The required Associated Description in a Collection Description provides information for
Ordering Aids that provide a user with access to the entire set of Content Information of the
associated AIC and the PDI for the AIC, but not necessarily to the individual AIPs contained
in the AIC. The Collection Description may contain the Package Descriptions of the AIPs
contained in the AIC. This containment relationship is logical in that the AIC may either
include the Package Descriptions of member Information Packages directly or, more
commonly, use pointers to the Package Descriptions of the member Information Packages.
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This list of the Package Descriptions for contained AIPs in an AIC could provide Access
Aids with a method to Retrieve or Order individual members of the AIC.

It also allows alternative concepts for the implementation of Finding Aids that enable the

Consu

mer to locate AIPs of interest that are contained in an AIC. The Associated

Descriptions that provide data for these Finding Aids could be implemented either in a
centralized fashion searching an Associated Description in the Collection Description or in a

distrib
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423 DATA MANAGEMENT INFORMATION

Currently, Package Descriptions are stored in persistent storage such as database
management systems to enable easy, flexible access and update to the contained Associated
Descriptions. In addition to the Package Descriptions discussed in the previous subsections,
all the information needed for the operation of an Archive could be stored in databases as
persistent data classes. Figure 4-25 illustrates the various types of ‘data management
information’ within the OAIS. The Archive Administration Information represents the entire
range of information rpquirpd for the day-fn-day nppmfinn of the Archive This information

in¢ludes:

— Policy information which provides pricing information and availability constraipts for
ordering archived information.

— Request tracking information that records the progress of each user transaction with
an Archive. The request tracking process can be very.‘complicated, invplving
database events and triggers, or as simple as a flat file tracking Order Requests.

— Security information that includes user names_and any passwords or| other
mechanisms needed to authenticate the identity anghprivileges of Archive users.

— Event Based Order information that provides>the information needed to support
repeating or future requests.

— Statistical information needed by A#chive administration and Management to
determine future policies and perfformance tuning for more effective Archive
operation. Examples of these sfatistics include the number of times an AIP was
ordered over a time period and-the average time between receiving an order nequest
and shipping the requested holding.

— Preservation process history information that tracks the migrations of AIPs, including
media replacementsand AIP transformations.

— Customer profile/information that enables the Archive to maintain facts such as user
name and address to avoid the user’s having to reenter these facts each time he|or she
enters a-fequest.

— Aceounting information that includes the data necessary for the operation jof the
Archive as a business. The accounting data include payroll data, accounts payable
data and accounts receivable data.

These classes are intended as examples rather than an exhaustive list of the data required for
Archive administration. These classes are conceptual and individual OAIS implementations
may vary significantly. For example, individual OAIS may choose to combine the Customer
related information types such as Security and Customer Profile into a single database.
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Figure 4-25: Data Management Information

43 INFORMATION PACKAGE TRANSFORMATIONS

The pfevious portions of this sectionchave discussed the functional architecture of an OAIS
and ap information architecture . to. represent the Information Packages and associated
Packafle Descriptions and Packaging Information.  This subsection looks at the
transformations, both logical and physical, of the Information Package and its associated
objectp as they follow a lifecycle from the Producer to the OAIS, and from the OAIS to the
Consymer.

Figurd 4-26 presents’a high-level data flow diagram that depicts the principle data flows
involved in OAIS operations. These flows do not include administrative flows such|as
accounting and-billing.
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Figure 4-26: High-Level Data Flows in an OAIS

3.1 DATA TRANSFORMATIONS IN THE PRODUCER ENTITY

Content Information plus the data that is necessary to assure that those data

m4

Dlssemmatlon Information Packages (D

e data within the data Producer entity are private and may be in any format the Pr
5ires. However, when’the decision is made to store the data in an OAIS, the Product
responsible for«he data meets with archivists to negotiate a Submission Agreem
cussed in 2.3;2 of this document. This agreement defines information such as the ¢
mat, and scheduled arrival times of the Submission Information Package (SIP). T
an Information Package that is provided to the OAIS by the Producer. The SIP cong

IP)
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lintained by the OAIS and that the data can be interpreted and used by Consumer

s who

Wi

These SIPs are periodically transferred to the OAIS in a Data Submission Session.

hdraw thenTfromrthe OAtS i the futore:

The

number of Data Submission Sessions between an OAIS and a Producer can range from a
single session in the transfer of a final data product to multiple sessions a day in the case of

active OAIS which store data for experiments which are still in process.

The Data

Submission Session can be logically viewed as sets of content Data Objects and description
objects, although physically the description can be included in the digital objects (i.e., self-
describing objects) or divided into many separate descriptive items. In addition to the logical
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view of data (the SIP), the specification of a data delivery session must also include the
mapping of the objects to the media on which they are delivered. This mapping includes the
encoding of the object and description and the allocation of logical objects to files.

4.3.2 DATA TRANSFORMATIONS IN THE INGEST FUNCTIONAL AREA

Once the SIP is within the OAIS, its form and content may change. An OAIS is not always
required to retain the information submitted to it in precisely the same format as in the SIP.
Indeeq, preserving the original information exactly as submitted may not be desirable.~For
example, the computer medium on which submitted images are recorded may become
obsolgte, and the images may need to be copied to a more modern medium. In addition,
some [types of information such as the unique identifier used to locate the")Information
Package within the OAIS will not be available to the Producer and must be input during the
Ingest{process to the OAIS.

The mapping between SIPs and AIPs is not one-to-one. Here are some examples:

— | One SIP—One AIP: A government agency is ready to Archive its electronic recofds
from the previous fiscal year. All of the year’s recards are placed onto magnetic
tapes that are submitted as one SIP. The Archive, stores the tapes together as a single
AlP.

— | Many SIPs—One AIP: A satellite sensor-makes observations of the Earth ovef a
period of one year. Every week all of\the latest sensor data are submitted to the
Archive as a SIP. The Archive has,a single AIP containing all of the sensor’s
observations for the year. Ingest merges the Content Information from each weekly
SIP into a specified file/files in-Ingest persistent storage. The PDI data for the AIR is
sent after the last sensor data for the year has been received. After all of the weel
SIPs and the SIP containing the PDI have arrived, Ingest processes the AlP.

<

— | One SIP—Many AlPs.’ A company submits financial records to an Archive as gne
SIP. The Archive ehooses to store this information as two AlIPs: one that contajns
public information and the other that contains sensitive information. This makeg it
easier for théArchive to manage access to the information.

— | Many S1Ps—Many AlPs: An oil and gas company collects information on its wells.
Every-year it submits SIPs containing all of the well status information for one well
to“an Archive. The Archive maintains one AIP for each oil or gas field and breaks
out_the information on each well to the proper AlP bhased upon its gnngraln]ic

coordinates.

The ingest process transforms the SIPs received in the Data Submission Session into a set of
AIPs and Package Descriptors which can be stored and accepted by the Archival Storage and
Data Management functional entities. The complexity of this ingest process can vary greatly
from OAIS to OAIS or from Producer to Producer within an OAIS. The simplest form of the
process involves removing the Content Information, PDI and Package Descriptors from the
Producer transfer media and queuing them for storage by the Archival Storage and Data
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Management functional entities. In more complex cases, the PDI and Package Descriptors
may have to be extracted from the Content Information or input by OAIS personnel during
the ingest function; the encoding of the information objects or their allocation to files may
have to be changed. In the most extreme case, the granularity of the Content Information
may be changed, and the OAIS must generate new PDI and Package Descriptors reflecting
the newly generated information objects. When many SIPs are required for the creation of
one AIP, the Ingest functional area will provide temporary storage for the SIPs until all the
SIPs required for the AIP arrive.

In|addition, the Ingest Functional Entity will classify incoming information objects and
defermine in what existing collection or collections each object belongs and(will |create
mgssages to update the appropriate Collections Descriptions after the AlPs are stgred in
Ainchival Storage. The OAIS and external organizations may provide additional Assqciated
Dgscriptions and finding aids that allow alternative access paths to the information objects of
inferest. Researchers will develop new and fundamentally different access patterns to
information objects. It is important that an OAIS’s Ingest and.internal data modgls are
sufficiently flexible to incorporate these new descriptions so the-general user community can
benefit from the research efforts. A good example of this type of new associated descfiption
is p phenomenology database in Earth Observation, whieh allows users to obtain datg for a
depired event, such as a hurricane or volcano eruption,-from many instruments with a|single
query. It is important to note that such finding aidsmay become obsolete unless the data
they require are preserved as parts of the AIPs they access.

It is expected that the Ingest Functional Entity will coordinate the updates between Data
Management and Archival Storage and provide appropriate coordination and error recovery.
THe AIP should first be stored in Archival Storage. The confirmation of that operation will
in¢lude a unique identification toretrieve that AIP from Storage. This identifier should be
merged into the Package Description prior to the addition of the Collection Description to
Dgta Management.

4.3.3 DATA TRANSFORMATIONS IN THE ARCHIVAL STORAGE AND DATA
MANAGEMENT FUNCTIONAL AREAS

THe Archival-Storage Functional Entity takes the AIPs produced by the Ingest process and
merges theryinto the permanent Archive holdings. The Data Management Functional |Entity
takes the-Package Descriptions produced by Ingest and augments the existing Collection

Dascriptions to include their contents. The logical model of the ingested data should glready
bemmmmmmmmmumﬁw i i i j ation

that occurs in this step is the mapping of the acquisition session from the ingest physical data
model. This will tend to be on temporary storage, to the permanent storage of the OAIS,
which could range from a Database Management Systems (DBMS) to a Hierarchical File
Management Systems (HFMS), or any mixture of the above.

The internal view of the OAIS is the permanent representation of the archived data, so all
encoding and mappings must be well documented and understood. The transferring of ingest
objects is frequently done by a software process such as an HFMS driver or a DBMS. In this
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case, it is the responsibility of the OAIS to maintain an active copy of the software or careful
documentation of the internal formats so the data can be transferred to other systems in the
future without loss of information.

43.4 DATA FLOWS AND TRANSFORMATIONS IN THE ACCESS FUNCTIONAL
AREA

When a Consumer wishes to use the data within the OAIS, a Finding Aid may be used to
locate|information of interest. Finding Aids present Consumers with the logical view of the
OAIS|holdings so the Consumers can decide which AIPs to acquire. At a minimum, the
accesq view is the high-level logical view of the Collection Descriptions discussed in4.2.2.8.
The QAIS may have to spend significant time and effort developing Associated Descriptigns
and Finding Aids such as catalogs that will aid the Consumer in locating AJPs or AlICs|of
interegt. A Consumer will establish a Search Session with the Accessentity. During this
Search Session, the Consumer will use the OAIS Finding Aids to identify and investigate
potential holdings of interest. This searching process tends to be iterative, first identifying
broad |criteria and then refining the criteria on the basis of previous search results. WHen
candidate objects of interest are identified, more sophisticated Einding Aids such as browse
image|viewers or animation may be used to further refine a-Result Set.

Once the Consumer identifies the OAIS holdings to. aequire, the Consumer uses an OA|S-
supplied Ordering Aid to develop an order request-to acquire the data. The Consunper
produges a logical view of the desired AIPs-and associated Package Descriptions to |be
included in the Dissemination Information Package and specifies the physical details of the
Data Dissemination Session such as media, type and object format. This process may involve
no vislible interaction between the Constimer and the OAIS if adequate defaults exist. The
order |can also specify any transformations the Consumer wishes applied to the AIPs|in
creating the DIP.

The Access functional area‘then records the Order Agreement in the Data Management
functipnal area. When the'conditions required to satisfy a recorded Order Agreement are met
(for many Order Agreements these conditions are met immediately, but if not Administration
notifigs Access when) they are met) the Access functional area coordinates the responge.
Accesp contacts the Storage and Data Management functional areas and requests the AlPs
and aksociated. Package Descriptions necessary to populate the DIP requested by the
Consumer.~The Storage and Data Management functional areas create copies of the
requedted. objects in temporary storage.

Access then transforms this set of the AIPs and associated Package Descriptions into a set of
DIPs and stores those DIPs onto physical distribution (either physical or communications)
media to be delivered to the Consumer in a Data Dissemination Session. The complexity of
this transformation process can differ greatly on the basis of the level of processing services
offered by the OAIS and requested by the Consumer’s order. In the simplest case, the DIP
contains duplicates of the AIPs and associated Package Descriptions of interest from Storage
and Data Management function. In more complex cases, the desired Content Information
may have to be extracted from the information objects or inserted into self-describing
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information objects, and the encoding of the information objects or their allocation to
physical files may have to be changed. In the most extreme case, when the OAIS supports
subsetting services, the granularity of the information objects may be changed, and the
Dissemination process may generate DIPs and associated Package Descriptions reflecting the
new granularity. The mapping between DIPs and AIPs is one-to-one if no transformations
are requested; however, the use of subsetting services and other product processing options
could create many DIPs from a single AIP, or a single DIP based on combining many AIPs.
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5 PRESERVATION PERSPECTIVES

This section addresses various practices that have been, or might be, used to preserve

digital

information and to preserve access services to digital information. It uses the functional and

information modeling concepts described in subsection 4.2 and applies them to

these

practices, and it extends the terminology to distinguish significant aspects of these practices.

There will be a number of options available to preserve any particular piece of di
encoded information; the particular preservation solution applied should be chosen to

gitally
match

thn roouramaontc idantifind 1n tha intarantinne hatvanan A dminictratinn and Drnc\nr\‘/ation
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Planning.

The fast-changing nature of the computer industry and the ephemeral nature’ of ele

tronic

daja storage media are at odds with the key purpose of an OAIS: to preserve inforrlnation

over a long period of time. No matter how well an OAIS maintains its_current holdi
willl eventually need to migrate much of its holdings to different media (which may ¢

ngs, it
r may

nof involve changing the bit sequences) and/or to a different”hardware or software

enyironment to keep them accessible. Today’s digital data storage media can typica
kept at most a few decades before the probability of irreversible loss of data becom
high to ignore. Further, the rapid pace of technology evolution makes many systemg
legs cost-effective after only a few years. Even more daunting, as operating systems €
is [maintenance of operational software as a part of the Representation Information,
mgans that it is essential for the preservation of Content Information. In addition
teg¢hnology changes there will be changes .to the Knowledge Base of the Desi
Cgmmunity which will affect the Representation Information needed.

Fundamentally, approaches to information preservation in the face of changing techng
and Designated Community requirements require digital migration as it is defing
adfressed in section 5.1. Digital migration of an AIP can include:

— copying Content Data)Object or Representation Information bits to new media
— altering or adding to Content Data Object or Representation Information bits
— altering or.adding to PDI bits

— altering> or adding to operational software whose role is essential to G
Information preservation (i.e., it is part of Representation Information)

—~\altering or adding to the bits that make up the AIP’s Packaging Information

1ly be
es too
much
volve,
which
to the
jnated

logies
d and

ontent

Subsection 5.1 discusses digital migration in general terms; subsection 5.2 then discusses in

more detail the roles of software both simply as a convenience for access to C
Information and as a key component of the Content Information
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5.1 DIGITAL MIGRATION I

Digital Migration is defined to be the transfer of digital information, while intending to
preserve it, within the OAIS. It is distinguished from transfers in general by three attributes:

— afocus on the preservation of the full information content intended for preservation; |

— a perspective that the new archival implementation of the information is a
replacement for the old; and

— | full control and responsibility over all aspects of the transfer resides with the OATS

It sholild be noted that “transfer’ as found in the definition of Digital Migration is used i a
broad |way such that when any changes are made to Content Information or tg PDI bits for
the purpose of information preservation, then this is a Digital Migration even if it appears the
changgs occurred “in place’.

5.1.1 | DIGITAL MIGRATION MOTIVATORS

Three|major motivators are seen to drive Digital Migrations of AIPs within an OAIS. Thegse
are:

— | Improved Cost-Effectiveness: The rapid pace 0f hardware (e.g., disk/tape drives) gnd
software evolution provides greatly increasing storage capacities and transfer
bandwidths at reducing costs. It also drives the obsolescence of some media types I
well before they have time to decay and it drives the obsolescence of software
employed as part of Representation Information. In addition, improved AIP
packaging designs may be less dependent on underlying media and supporting
systems, and therefore simplified migration efforts may be recognized. To remain
cost-effective, an OAIS must take advantage of these technologies. Depending on the
particular technologies involved, the AIP information may have to be moved to ngw
media types not (previously supported, and it may have to revise its AlIP
implementations.to’maintain information preservation. I

— | New Consummer-Service Requirements: The Consumers of an OAIS also experierjce
the benefits of new technologies and consequently raise their expectations of the
types.and levels of service they expect from an OAIS. These increased services nay
reguire new forms of DIPs to service particular Designated Communities, which|in
turn may drive an OAIS to hold new forms of AIPs to reduce output conversiops.
Additionally, AlPs typically go through popularity swings and the OAIS may need to
provide different levels of access performance to meet Consumer demands over time.
This is likely to be satisfied by moving some AIPs to different media that provide
increased or decreased levels of access performance. Finally, the Designated
Community for a given AIP may be broadened, resulting in the need to revise AIP
forms so as to be understandable and usable by this broader community. All of these
can result in the migration of AlIPs within an OAIS.
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— Media Decay: Digital media, over time, become increasingly unreliable as secure
preservers of bits. Even those that are used with some level of error correction
eventually need to be replaced. The net result of media decay is that AIP information
must be moved to newer media.

Digital Migrations are time consuming, costly, and expose the OAIS to greatly increased
probabilities of information loss. Therefore, an OAIS has a strong incentive to consider
Digital Migration issues and approaches.

512 MIGRATION CONTEXT

Kay functional and information modeling concepts from section 4, as they relate to migration
pefspectives, are summarized in figure 5-1.

<'Content Information IdentifieD

, y .
[ Descriptive Information Ma@hg J

Data Management and v

Access View .
___________ -wag\'ﬁ{iﬁeb---_________

Archival Storage View
l R A?'Chival Storage Mapping I
%cv — Preservation
onten Description

' Information Information

Figure 5-1: Conceptual View of Relationships among Names and AIP Components

The OAIS Consumer interface in Access provides one or more Content Information IDs,
with associated name spaces, to assist in identifying a particular Content Information object
of interest. One or more of these Content Information IDs will be included in the PDI
Reference Information associated with that Content Information object. The Descriptive
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Information in Data Management will map each of these IDs to the same AIP ID. The
Access Function uses this information to obtain the AIP ID and gives it to Archival Storage
to retrieve the associated AlP.

Within Archival Storage, the AIP ID is mapped to the location of AIP Packaging Information
by the Archival Storage mapping infrastructure. The AIP Packaging Information, in turn,
logically delimits and identifies the Content Information and the PDI, and binds them into a
single entity for preservation. For example, if the Content Information and PDI are
determi i i ibi he
represgntations of those files, and the documents themselves, then the Packaging Inforniation
would| logically be defined as the implementation of the file system holding the file(cont¢nt
bits, the data structure holding the pointers, the information which is used to distinguish the
Contept Information from the PDI, and an encapsulating data structure whichyidentifies the
files dnd other data structures as the components of the AIP Package., ‘Fhe associated
Archiyal Storage mapping infrastructure might then be implemented asya database which
relateg the AIP ID to the location of the encapsulating data structure.

The transfer of any part of the Content Information, PDI, or Pagkaging Information to the
same [or new media, with the intent that it replaces that-paft of the previous AIP,|is
considered to be a Digital Migration of the AIP. A change-to the Archival Storage mapping
information only, which is outside of the AIP concept, is‘ot considered to be a migration|of
the associated AIP, although such changes need tqbe’ carefully controlled to ensure that
accesqd to the AIP is maintained.

The ways in which AIPs are implemented will "have a major influence on both the level|of
automption and the probability of information loss during migrations. Good AIP designs gan
both increase migration automation and-reduce information loss probabilities. To befter
undergtand the impacts of these factors-on AIP migrations it is useful to categorize migratigns
into s¢veral types and then to consider some issues associated with selected implementation
approdches.

5.1.3 | MIGRATION-TYPES

Based| on the madels and concepts above, it is possible to identify four primary Digital
Migration types.) The primary types, ordered by increasing risk of information loss, are:

Operations.which do not change the bit sequences I

— Refreshment: A Digital Migration where a media instance, holding one or more
AlPs or parts of AlPs, is replaced by a media instance of the same type by copying
the bits on the medium used to hold AIPs and to manage and access the medium. As
a result, the existing Archival Storage mapping infrastructure, without alteration, is
able to continue to locate and access the AIP.

— Replication: A Digital Migration where there is no change to the Packaging
Information, the Content Information and the PDI. The bits used to convey these
information objects are preserved in the transfer to the same or new media-type
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instance. Refreshment is also a Replication, but Replication may require changes to
the Archival Storage mapping infrastructure.

Operations which change the bit sequences

— Repackaging: A Digital Migration where there is some change in the bits of the
Packaging Information.

— Transformation: A Digital Migration where there is some change in the Content

Information-orPDl hitswhile-attempting-to-preserve-the full information-content
HHGHAaHBA-BF = H-BHS WRHe-aHempHAgIo-preseRe- e e RatoR-coRtent.

There is the smallest risk of information loss under Refreshment because none of the bjts that
ar¢ used to hold AIP information or to support finding and accessing AlIPs are.altered. | There
is plso little risk of information loss under Replication because none of the hits repregenting
AIP information have changed. However, if a new media type is involved'there will b¢ some
changes needed in the Archival Storage mapping infrastructure (see figure 5-1). The|risk is
that something may go wrong in the process and some unintended-Changes to bits may take
place. Repackaging recognizes that some bit changes will take-place, but these are mostly
copfined to information used to delimit the Content Information and the PDI, and so
geperally do not alter the information carried by the Content’ Information or the PDI. | There
is [the usual risk that something will go wrong, and:there are also cases where| some
inferaction between Packaging Information and the Content Information or PDI canpot be
avpided. This poses additional risk of information loss. However, it is expected that the
OAIS will verify that Refreshment, Replication, or Repacking Migrations have not lost
information. Finally, Transformation poses:the most risk because changes to the Content
Information or PDI are made.

=

Tq understand more clearly what may-be involved in these migration types it is necessary to
lopk at possible implementation ‘approaches. It will be seen that some migrations| are a
mixture of Repackaging and Transformation. It is also important to recall that, for any given
AIP the OAIS must first elearly identify what constitutes the Content Information, and only
then can the PDI be jdentified. Following this the Packaging Information can also be
identified. Further, @here is no single ‘correct’ definition of what should be the Clontent
Information as this’must be determined by the OAIS for each AIP it constructs and stores.
All these issues.are discussed in more detail in the following subsections using a sefies of
implementation and migration scenarios.

5.1.841" Refreshment

A migration involves Refreshment when the effect is to replace a media instance with a copy
that is sufficiently exact that all Archival Storage hardware and software continues to run as
before. The following scenario is an example of Refreshment:

The number of correctable bit errors on a CD-ROM disk has reached a dangerous
point and the decision is made to replace it with an exact copy. Once the equivalence
between the two has been checked, the new CD-ROM replaces the old CD-ROM and
Refreshment has taken place. All AIP components on the CD-ROM are unaltered.
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5.1.3.2 Replication

A migration involves Replication when there are no bit changes to the Packaging
Information, the Content Information, and the PDI. Ensuring that none of these bits has
changed may be a significant effort, depending on the implementation. The following
scenario is an example of Replication:

The Content Information and PDI for an AIP are encapsulated into a standard
packaging structure and held in the body of a single file. A Replication migration is
easily achieved by simply copying the bit order in the file body to a new file on the
same or other media. Changes to the Archival Storage mapping infrastructure.may|be
needed to continue to locate the file, but no change in Packaging; ‘Content
Information, or PDI has taken place. Replication, with this type06f, Packaging
Information, affords ease of migration to new media types with maximum automation
and little risk of information loss.

5.1.3.3 Repackaging

A migration involves Repackaging when there is some change to the Packaging Information
during the transfer. The Packaging Information plays<the critical role of delimiting gnd
relating, at a minimum, the Content Information and PDI. If the Content Information gnd
PDI afe themselves composed of multiple components, the Packaging Information may |be
asked [to delimit and relate these as well. These aré implementation decisions that the OAIS
needs fto explicitly recognize. The following scenario is an example of Repackaging:

All the Content Information and PD1 bits for an AIP are contained within the body|of
three files on a CD-ROM. The Packaging Information consists of the bits used|to
implement the file and direcCtory structure that provides access to these three fils.
The contents of the three files are moved to three new files on another media type,
with a new directory and file implementation. Even if all the directory and file names
have been preserved)in the transfer, a Repackaging has taken place because the Rits
used to represent-the Packaging Information have changed.

5.1.3.4 Transformation

Digital Migrations that require some changes to the Content Information or PDI are referfed
to as ?hansformations. These changes will be to some of the bits in the Content Information
or PDI with corresponding changes in the associated Representation Information. In all
cases the intent is to provide maximum information preservation. The resulting AIP is
intended to be a full replacement for the AIP that is undergoing Transformation. The new
AIP qualifies as a new AIP Version of the previous AIP. The first version of the AIP is
referred to as the original AIP and may be retained for verification of information
preservation.
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The Representation Information plays a key role in Transformations, and the impacts of the
changes on the Representation Information may be used to categorize the Transformations.
A Representation Information object can be modeled as consisting of a base set of entities, a
set of resulting entities, and mapping rules that define the resulting entities and their
relationships in terms of the base entities. Software, as a type of Representation Information,
can be modeled in the same manner. Using this model of a Representation Information
object, two types of Transformation can be defined: Reversible Transformation and Non-
Reversible Transformation.

A Reversible Transformation occurs when the new representation defines a set (or @ qubset)
of| resulting entities that are equivalent to the resulting entities defined by.-the ofiginal
representation. This means that there is a one-to-one mapping back to .the original
representation and its set of base entities. An example is replacing a representation that uses
the ASCII codes ‘A through Z’ with a representation that uses the UNICODE UTF-16| codes
for ‘A through Z’. The Transformation will result in the replacement of 7-bit codes wijth 16-
bif codes in the AIP object undergoing change. The rewverse Transformation can
supsequently be performed by replacing the UNICODE UTF+16 codes for ‘A through Z’
with the ASCII codes for ‘A through Z’ and the original AIP-is recovered.

A | Non-Reversible Transformation occurs when a Reversible Transformation canmot be
gupranteed. For example, replacing an IBM 7094 floating point value with an IEEE floating
pognt value is a Non-Reversible Transformation lecause the resulting entities of thege two
re;Lresentations are not semantically equivalent.:One will have more precision than the| other.
However, they may be sufficiently equivalent;‘depending on what the values they represgnt are
bejng used for, to be effectively interchangeable. If this is the case, a Non-Revgrsible
Transformation effectively preserves the.information content. For complex formats, where the
mganings and relationships among-greups are significant, it may be difficult to establish that a
Non-Reversible Transformation has‘adequately preserved the Content Information. A Jontent
D4ta Object for which software is playing a key role in providing much of Represeptation
Information may be transformed into a new Content Data Object with new software. $Huch a
Transformation is generally a Non-Reversible Transformation because the underlying data
madels will likely be quite complex and different.

It Js useful to define a Transformational Information Property as an Information Property
the preservation of the value of which is regarded as being necessary but not sufficient to| verify
that any Non-Reversible Transformation has adequately preserved information contenf. This
copld<be~important as contributing to evidence about Authenticity. Such an Inforfation
Prpperty is dependent upon specific Representation Information, including Semantic
Information, to denote how it is encoded and what it means. (The term ‘significant property’,
which has various definitions in the literature, is sometimes used in a way that is consistent
with its being a Transformational Information Property.) Following the example from 4.1.1.2,
one can consider a simple digital book which when rendered appears as pages with margins,
title, chapter headings, paragraphs, and text lines composed of words and punctuation.
Information Property Descriptions for Information Properties that must be preserved
(Transformational Information Properties) could be expressed as ‘paragraph identification’
and ‘characters expressing words and punctuation’. The Transformational Information
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Properties would consist of all the book’s paragraph identifications, words, and punctuation
as expressed by the Content Data Object and its Representation Information. This means that
all formatting other than the recognition of paragraphs and readable text could be altered
while still maintaining required preservation. Examples of Reversible and Non-Reversible
Transformations are given in the scenarios that follow.

The following scenario identifies a Reversible Transformation that occurs when
incorporating a lossless compression function on the Content Information of an AIP.

All the Content Information bits for an AIP are contained within the body of thyee
files on a CD-ROM. The Packaging Information includes the bits used to implemgnt
the file and directory structure that provides access to these three files. The contepts
of the three files are transferred to a new CD-ROM and in the process they are
compressed using a lossless compression algorithm. This_\transfer is| a
Transformation because the compression process has altered the Content Information,
and it is a Reversible Transformation because there is a decompression algorithm that
will return the original file content bits. The relevant Regresentation Information
components of the original Content Information needs to-be updated to include the
decompression algorithm, and the PDI information-also needs to be updated,|in
forming this new AIP Version.

The fpllowing scenario identifies a Non-Reversible~Fransformation that can occur wtfen
Content Information is migrated to a new format that'can express a more varied data mogel
than the original format.

All the Content Information bits for-an AIP are contained within the body of three
files on a CD-ROM. The Packading Information includes the bits used to implemgnt
the file and directory structure.that provides access to these three files. The contepts
of the three files are transférred to a new CD-ROM and in the process the third filg is
altered because there aré no longer readily available tools to make effective use of the
third file’s content in-its current form. The new format, which is in common ufge,
employs a different-data model from that of the original format and there are many
ways in whichZthe information may be mapped into the new format. This mapping
must be cafefully done to ensure there is no significant information loss to the
Designated- Community. For example, for scientific data a Transformational
Information Property could be the values of identified data elements to a speciffed
precision; if the Content Information was a document then the page layout might bg a
Transformational Information Property. This mapping from the previous format to the
New format must De inctuded In the PDI, and Of CoOUrse (he Representation
Information describing the new format will replace that which was describing the
previous format. The result is a new AIP Version. This is a Transformation type of
Migration that is also a Non-Reversible Transformation when there is no algorithm
that will reproduce the original file from the new file.

The following scenario identifies a Reversible Transformation that includes Repackaging. It
occurs when the Content Information contains an embedded file name that is a pointer to one
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its components, and the Content Information is moved to a new media type with new

names for the files.

The Content Information for an AIP is defined to be the body of three files on a CD-
ROM. The first file contains an internal name that links the third file and specifies a
relationship between them. The Packaging Information includes the directory and
file structure that identifies the three files. During a migration to a new media type,

these three files are put into a new directory and given new names. This constitutes a
F?ppnr‘kaging migratinn because there is a new implpmpnmfinn of the directao y and

Th
oc
att
im

file structure, which is providing the packaging function. However, the internal name
must also be updated in order to maintain the link between the first and_ third files.
This update changes the Content Information and means that the migration is|also a
Transformation. If the internal name had been a universal identifier, it wodld not
have needed changing. However, the standardized framework supporting the
universal identifier would contain the mapping information leading to the location of
the third file and therefore would need updating. This approach woyld be
advantageous for an OAIS because it allows updates o be centralized and more
easily managed. However, the required technology.isimore complex and ther¢ is no
universal agreement on the identification techniqueto’use.

curs when the Content Information includes file pames, directory structure, and associated file
ributes. The Content Information is then migrated to a new media type carrying a di
plementation of the directory and file name structures that support fewer file attributes.

e final scenario identifies a Non-Reversible Transformation that includes Repackagi[;g. It

erent

The Content Information and PDI*bits for an AIC are defined to be an aggregation of
AlUs where each AlU consists’of the body of three files on a CD-ROM together with
their file names, file attributes, and directory names. The Packaging Informatior) is the
bits used to implement.the file and directory structure that provides access to each of the
three file instances,-but does not include the actual file and directory names. Thefe may
be thousands of AlY instances on a single CD-ROM. The transfer of this AIC to|a new
media type that employs a new representation for the file and directory structure that
has fewer (file attributes may result in a Non-Reversible Transformation type of
Migration-as well as a Repackaging migration. This is a Transformation becadse the
Content-Information that originally was stored in the file and directory structures must
be re<distributed among the new file and directory structures and probably within the
Rody of the files themselves. This is a Non-Reversible Transformation if therg is no

algorithmic one-to-one mapping between the resulting file and directory structures and

file contents, and the original file and directory structures. It Is a Repackaging because
there is a new implementation of the directory and file structure, which was taken to be
part of the packaging. The practice of encoding Content Information into a file or
directory name increases the risk of information loss because evolution of a data
management environment is facilitated by being able to update directory and file names
as needed.
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5.1.3.5 Distinguishing AIP Versions, AIP Editions and Derived AlPs

Unless a Digital Migration involves Transformation, it is not considered to create a new AlP
Version and it is not required that its PDI be updated. In other words, the AIP version is
considered to be independent of Refreshment, Replication, and Repackaging that does not
affect the Content Information or PDI. This does not mean that the OAIS does not track such
migrations; rather it is not required to update the PDI as part of such tracking. It is expected
that the OAIS will verify that such migration have not altered the Content Information or
PDI and_that any rplnar‘kaging still binds the same components With the same rplatinnqhilne It
is alsp expected that the OAIS will track the existence of these events, including|the
verifidations made, as a part of its larger operational provenance as this will lend additiopal
eviderjce concerning the Authenticity of its holdings. If such migration processes.ar€  carried
out entirely within Archival Storage, the AIP ID remains the same and thereiis-no implied
impacf to Associated Descriptions or Access Aids.

A Digital Migration that involves Transformation results in a new .yersion of the AlP|as
defined in 5.1.3.4. In this case, the PDI needs to be updated to identify the source AIP gnd
its vefsion, and to describe what was done and why. Theinew AIP is viewed ag a
replacement for the source AIP where the information has been’ preserved to the maximyim
extent|practical. The AIP is also new, and the Associated Description must be updated. This
does not imply any changes are needed to Access Aids tniess they have been implemented
with “hardcoded’ AIP IDs.

An AIP may, in some environments, be subject tgaupgrading or improvement over time. This
is not fa Digital Migration in that the intent is\not to preserve information, but to increase|or
improye it. This type of AIP change may.be referred to as creating a new AIP Edition. The
AIP Edition may or may not be viewed-as’a replacement for the source AIP, but it may be|of
historical interest to retain the previous-AlP. This also results in a new AIP ID with the same
impacts on Associated Descriptions-and Access Aids as a Digital Migration Transformatio.

An OAIS may also find it convenient to provide an AIP that is derived from an existing AIP/| It
may dp this by extracting:some information, or by aggregating information from multiple AIPs,
to better serve Consumers. This type of resulting AIP may be referred to as a Derived AIP.| It
does rjot replace any-.of the AIPs that it was derived from and it is not a result of a Digital
Migration. This‘also results in a new AIP ID and a new Associated Descriptions. This may
also rgquire updates to, or new, Access Aids depending on how they have been implemented

52 PRESERV

An OAIS may wish to preserve a Consumer access service in the face of changing
technology. To delineate some access service preservation issues and provide terminology,
this subsection addresses a set of scenarios in the subsections below.

In some cases the supporting tools such as the original access and use mechanisms i.e.,
Content Data Object [CDO] specific software (referred to as CDO software below) that are
not essential for Content Information preservation but are convenient for access, are
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