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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The| main task of technical committees is to prepare International Standards. Draft InternationaL Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attgntion is drawn to the possibility that some of the elements of this document may. be the subjgct of patent
righs. ISO shall not be held responsible for identifying any or all such patent rightsy

ISO| 14641-1 was prepared by Technical Committee ISO/TC 171, Document management gpplications,
Subcommittee SC 3, General issues.

ISO| 14641 consists of the following parts, under the general title Electronic archiving:

— |Part 1: Specifications concerning the design and the operatioh of an information system fqr electronic
information preservation

Futyre parts will address trusted content, data-level-conirols and the testability of document integrity and
authenticity control elements within document management systems.
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Introduction

Electronic documents are an essential part of everyday business, whether the sources are incoming
communications or output from organizations. It is important that electronic documents be stored appropriately,
either fully or in part, in secure information systems designed for operations and archiving, in order to meet
business, legal or regulatory requirements.

The objectives of secure information systems are to resolve organizational issues such as:

a) optimiz

ation of long-term electronic document preservation, archiving and integrity;

b) provisi

C) ensurir
This part of
and techniq
within an a

design and|specifications for operational processes.

These spedifications are intended to ensure that all documents to be managed by, the information system
captured, sfored, retrieved and accessed in a way that guarantees that the archived document is an authq
rendition off the original document for the duration of preservation. An authentic rendition means that
rendered dgcument corresponds to the source document as it was at thetime of input in the information sys

in respect

This part off ISO 14641 takes into account the use of three possible ‘archiving media: physical WORM, log
WORM and rewritable media. Archival integrity is ensured on physical and logical WORM media by the inhe

properties
particular w
is necessar

Depending
complemern

This part of
or specificg
execution ig

ISO/TH
trustwad

ISO 15

MoReg

which detai

bn of information search facilities;

g ease of access and use of electronic documents.

ISO 14641 is intended to provide a reference framework for organizations. It describes the metH
ues to be used for the implementation of an electronic information system for managing docum
hive. In conjunction with related archival policies of organizations, it describes Criteria for syd

criteria of fidelity and integrity, and that this state is maintained for the duration of preservatig

f WORM solutions. On rewritable media, integrity, is ensured using encryption-like technique
ith checksum calculation or hash function, daté€’and time stamp or digital signature. In all casq
y to comply with related procedures.

pn the types of documents to be archiyed, other specialized standards can be relevant and use
t the recommendations in this part-0fISO 14641.

ISO 14641 provides a specific and'complementary definition of issues addressed in other stand
tions concerning the management of electronic information. Its content is intended to add
sues raised in several otherdocuments. These include:

15801, Documentcmanagement — Information stored electronically — Recommendations
rthiness and reliability,

489 (all parts)¢tnformation and documentation — Records management,
2, Model:Requirements for the Management of Electronic Records,

specifications for organizing and controlling the lifecycle of archived information for purpose

evidence apd©operational history; and

ods
bnts
tem

are
ntic
the
tem
n.

ical
rent
5, in
s, it

d to

hrds
'ess

for

s of

Reference model,

which describes the characteristics of an open system for the preservation of digital data.

Annexes A,

\Y

B and C are informative and complementary.

ISO 14721, Space data and information transfer systems — Open archival information system —
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Electronic archiving —

Part 1:
Specifications concerning the design and the operation of an
information system for electronic information preservation

1

Thig

for the capture, storage and access of electronic documents. This ensures legibility, integrity and tr.

the
This

This
alte

Thig

b)

c)

Scope
part of ISO 14641 provides a set of technical specifications and organizational policiés to be in

Hocuments for the duration of their preservation.
part of ISO 14641 is applicable to electronic documents resulting from:
the scanning of original paper or microform documents;
the conversion of analogue audio or video content;
the “native” creation by an information system application; 6r

other sources that create digital content such as two- ‘er-three- dimensional maps, drawings
digital audio/video, and digital medical images.

part of ISO 14641 is not applicable to information systems in which users have the ability to s
- documents after capture.

part of ISO 14641 is intended for the following users.
Organizations implementing information systems in which:

1) electronic documents created from scan captures are kept in an environment that ensureg
regard to the original and-long-term preservation;

2) digitally born documents are kept in an environment that ensures the content integrity of the
and documentdegibility;

3) traceability is"ensured for all operations relating to the electronic documents.

Organizations providing information technology services and software publishers seeking
information systems that ensure the fidelity and integrity of electronic documents.

Qrganizations providing third-party document archiving services.

nplemented
hceability of

or designs,

ubstitute or

fidelity with

information

to develop

2

Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments) applies.

ISO

2859 (all parts), Sampling procedures for inspection by attributes

ISO 8601, Data elements and interchange formats — Information interchange — Representation of dates and times

ISO/TR 12033, Document management — Electronic imaging — Guidance for the selection of document
image compression methods
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ISO 12653-1, Electronic imaging — Test target for the black-and-white scanning of office documents — Part 1:
Characteristics

ISO 12653-2, Electronic imaging — Test target for the black-and-white scanning of office documents — Part 2:
Method of use

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 12653-1 and ISO 12653-2 and the
following apply.

341
access
processes g

3.2
archive(s)
set of docu
organizatio

3.3
archival pd

legal, functi
NOTE A

3.4
archive lifeg

fretrieving and displaying (playing) electronic documents for operational, evidential or historicalpurpg

ments produced or received, whatever their date, format or storage medid, by any indivig
N, public or private service, in the course of their activity

licy
pnal, operational, technical and security requirements of an interhal or external information sys

nnexes A and B give principles of an archival policy and of a declaration of archival practices.

cycle log

log which r¢cords audit trail data related to the document lifegycle archiving process

3.5
archive re
return and

3.6

ritution

ansfer of archived documents to theig-griginator, or to a duly appointed person or organization

archival sylstem profile
rties that applies to a class ¢ofarchives that share common characteristics in terms of confidentiality,

set of prope
retention ar

3.7
ACU
attestation

hardware a
NOTE A

3.8

d disposal schedules, and access rights (e.g. create, read, modify, delete)

creation unit
hd/or software.devices for the delivery of electronic attestations

ttestatiens‘include a unit identifier and the related archival service identifier.

Ses

ual,

tem

audiovisud!

communica

3.9
audit trail

tion techniques combining sound and image

aggregate of the information necessary to provide a historical record of all significant events associated with
stored information and the information system

3.10
data
digital form

of information which can be accessed, read and/or processed
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3N
date and time stamp
sequence of characters denoting the date and/or time at which a certain event occurred

312
deposit
set of documents sharing the same archival system profile

313
digital archival
set of actions aiming to identify, capture, classify, preserve, retrieve, display and provide access to

-1:2012(E)

documents

for informational or historical purposes, or for the duration required 1o meet legal obligafions

31
digital document
digifal representation of content that is stored and managed electronically

NOTE Association of content, logical structure and display attributes, retrievable by a 'dévice capable o
humian-readable (or machine-readable) object. A document can be digitally born (creation)‘at source or conv4
analpgue document.

31
digital fingerprint

f rendering a
brted from an

bit sequence generated from a digital document using an algorithm that uniquely identifies the original document

NOTE Any digital document modification will produce a different.fingerprint.
31
digital seal

method for ensuring the integrity of a document including hash functions, digital signatures and,
datg and time stamp

3.17
digital signature

data which, when appended to a digital'"document, enable the user of the document to authenticy
and|integrity

3.18
digitization

conyersion of an analogué document (paper, microform, film, analogue audio or audiovisual tape
fornpat for the purpose ©Of preservation or processing

bptionally, a

te its origin

s) to digital

ogue audio

property of an archived document which renders all the information contained in the original source document

NOTE This notion is applicable to any change of form, including digitization or format conversion.

3.21
durability
attribute of a document which remains readable during its entire lifecycle

3.22
electronic information system
system designed to receive, preserve, access and transfer archives in an electronic form
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electronic attestation

information

3.24
events log

produced to provide evidence that an action or an electronic transaction has occurred

log which records audit trail data related to the system operations

3.25

format conversion
operation converting a digital document to a different electronic format

NOTE 1

3.26

[his operation preserves the fidelity of the document.

hash function

mathematid

3.27
integrity
attribute of

3.28
legibility
attribute of

NOTE 1

3.29
lossy com
compressig

NOTE 1

3.30
media mig
actoftransfg

3.31
metadata
data descri

3.32

replication
process wh
component

3.33

al algorithm used for turning some kinds of data into a relatively small integer

B document whose content is completed and unaltered

bn archived document which allows access to all the informdtion it contains

[his could be facilitated by certain metadata associated with the document.

bression

n algorithm which loses some of the original information during compression

[he resulting decompressed object is only an'approximation of the original.

ration
rring adocument from one medium to another, particularly with regard to managing media obsolescs

bing the context, content and structure of a document and their management over time

ich consijsts{of copying information between redundant resources, notably software or hardy
5, to improve reliability, fault-tolerance or accessibility

time sourc

nce

are

internal or external component of an information system providing a reliable and objective time reference suited
to requirements

3.34

time-stamp token
data object that binds a representation of data to a particular time (expressed in UTC), thereby providing

evidence th

at the data existed at that time
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3.35
transferability
ability to recover an authentic digital archive (information, data, objects and all related metadata from one information
system) in order to transfer it to another information system by means of a procedure specified in advance

NOTE This issue is of particular importance when information is stored by a third-party archive service

3.36
trusted third-party archive service provider
third-party individual or organization in charge of archives preservation

-1:2012(E)

provider.

4

4.1

Ino
retri
ens

In th
the

Itis
forl

to b
eled

Thig
in th

Pro

An ¢

General characteristics and levels of requirements

Characteristics

rder that an organization might apply a recognized specifications framework forthe‘storage, us
eval and display of electronic documents, both technical and organizational measures need to
ire document integrity and long-term preservation.

general principles of such a policy is described in Annex A.

important to recognize that information systems will capture electronic documents that are bein|
bng-term storage and use. The term “capture” in this sense reflects the receipt and processing of
e managed by the information system. Where hardcopy‘documents need to be stored and

tronic form, these documents shall be scanned and indexed prior to their capture in the informa

part of ISO 14641 is applicable only to unalterable captured documents. Related document ref

cedures and security requirements shall bé implemented in order to:

control the process of archiving;

prevent and/or detect modifications made to documents or to the data necessary for their retrieval
ensure the integrity of audit trail data (including the log of the system events).

lectronic information System shall feature characteristics of:

1) suitability fo€leng-term preservation;

2) integrity;

3) security;

4) \traceability.

e file system or database shall not be erasableychangeable or able to be replaced by new dafa.

e, archiving,
be taken to

is context, an electronic information system shall implement a pre-defined archival policy; a d¢scription of

g submitted
information
managed in
ion system.

brence data

and display;

This part of ISO 14641 outlines:

specifications for procedures relative to the processing, preservation, access and restitution of scanned or

digitally born information, and requirements for the security of the information system;
procedures relative to the digitization of analogue documents;

procedures relative to the capture of documents, their preservation, access and restitution;
procedures relative to the potential disposal of documents;

rules relative to applicable procedures concerning operators;

description of the resulting attestations of these operations;

© 1SO 2012 — All rights reserved
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— specifications concerning materials, equipment and software implementations;

— conditions of system audits and related procedures;

— characteristics applicable to the use of trusted third parties;

— characteristics applicable to the use of subcontractors.

The technical description manual, attestations produced and logs detailing the lifecycle of archives or system
events shall be kept in the same conditions as the archives themselves.

4.2 Levefsofrequirements

Different or

janizations might have distinct and individual approaches to risks and requirements for informdtion

systems usgd for the preservation of electronic documents.
Table 1 out|ines degrees of levels of these requirements. It summarizes general characteristics and pracfical
methods fof implementation at the level of requirement preferred by the organization, with régard to the nature
of documernts to be preserved and potential risks incurred.
Additional requirements may be selected based on specific needs and acceptablelevels of risk.
The conforfnity of an information system with this part of ISO 14641 shall be évaluated in relation to the Ievel
of requiremgnts selected by the organization.
Table 1 — Requirements of information systems
Charactpristic Minimal requirements Additional requirementp
Use of standardized or industry-standard andpublicly Format conversion
available file formats .
Document scanning
Metadata description of document Standard metadata format
Migration of media
Suitability for long- | Format conversion Control and conversion of
term presgrvation formats at time of capture
Format obsolescence alert
Planned and traceable fornjat
conversion
System chdnge management
Guaranteed by storage on media:
— physical WORM
—+ logical WORM on fixed media with .
Strong security level
— events log
) . Advanced security level
— techniques and procedures for detection and
Strong security level
prevention of substitutions of input .
— logical WORM on removable media (see Advanced security level
Integrity rewritable/erasable media)

— rewritable/erasable media (normal security level)

Capture process of archives

Alerts prior to destruction of archives

Description of the process of destruction of archives

Definition of change
procedures for preservation
periods

Post-destruction preservation
of metadata and audit trail

© 1SO 2012 — All rights reserved
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ISO 14641-1:2012(E)

Characteristic

Minimal requirements

Additional requirements

Identification of persons and processes accessing archives

Strong authentication

Backup copies of archives

Use of different types and
forms of media

Protection from risks of flood,

Security fire, etc.

Controlled archiving operations (identification and traceability) | Strong authentication
Retrievalinformats other than
input formats

Continuity of access to archives

Date and time stamp Date and\tinfe stanjp from
trusted third party

Maintenance of a technical file (archival policy, general Adjustment to the

conditions of services, operations procedures, lifecycle of aorganizational progesses

document) of the customer angl related
attestations

Maintenance of an audit trail of archives lifecycle and evehts Digital signature ar|d date and

Traceability log time stamp of attestations of

operations and events, in units
or batches

Definition of the grgnularity of
the batches of events to which
a digital signature gpplies

Frequency of archiying of audit
trails and logs

5 |General specifications

5.1 General

The|design and operation of the information system shall allow implementation of procedures guargnteeing the
reqiiirements selected from 4.2.

5.2| Technical description manual

A technical desgription manual of the information system shall be created and retained. It shall confain at least:

a) |a listtefthardware components of the information system with all serial numbers affixed by mapufacturers,

thé key features of these components, date(s) of production, compliance with related safety s{fandards;

b) for a network system, its typology and topography, as well as a description of the connections and
security equipment;

c) adata architecture model of information objects and their relationships, with regard to their use in support
of the general objectives of the information system;

d) a list of software products and related documentation, identification of installed versions and dates of
installation of these versions;

e) a list of customized software applications with their design/architecture file, their source code or proof of
their deposit in custody;

f)  a description of the interactions between the diverse components of the information system;
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a description of the physical environment (temperatures, minimum and maximum humidity, etc.) in relation

to specifications provided by the equipment manufacturers for proper functionality and preservation of
information media;

system

safes, |

)

s (e.g. type of power supply, generator, system of fire detection, redundancy implementation);

ocks, electromagnetic protection, etc.);

a description of the maintenance requirements for the information system.

a description of the technical and physical environment for the satisfactory functioning of the information

a description of the physical protection measures for safety and security (guarding, remote detection,

5.3 ArcIJivaI system profiles

An archival
duration of
specify the

An archival

a) modify
b) make g
C) access
d) prolong
e) delete
Any creatio
held under
An archival
could be ex

grouped tog

preservation, destruction and access rights for capture, retrieval or disposal. These rules
metadata which need to be associated with documents managed in the profile;

an archival system profile;

deposit;

(view or play) a deposit;

or decrease the duration of a deposit;
br dispose of a deposit, either prematurely or as planned.

n, modification or deletion of an archival systemuprofile shall be archived in an archives lifecycle
he responsibility of the archiving service of the organization, or by a trusted third party.

system profile can be defined for individual electronic documents. However, for bulk archiving,
tremely time-consuming. Consequently, in this case it is preferable to use a set of predefined r|
ether in a more general archival system profile.

system profile shall specify in particular the rights of persons and/or applications authorized tq:

system profile is a set of rules applicable to documents sharing the same criteria of confidentiglity,

hlso

og

this
Liles

ese
on:

5.4 Opernational procedures

5.4.1 General

The organization shall set upyprocedures for the capture, storage, access and restitution of documents. Th
procedures(shall be detaited-in the technical description manual and shall include at least the following informa
— techniques and\procedures used for search and printing;

— techniquesiand procedures for production of all types of attestation;

— techniquesand procedures Tor storage and preservation of media and of storage nirastruciures;

file formats used,;
techniques and procedures for duplication and replication of documents and backups;

techniques and procedures used for digital encryption and data integrity.
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In addition to the procedures defined in 5.4.1, where document scanning is undertaken, the following procedures
shall be included in the technical description manual:

techniques and procedures used for digitization (a description of the document to be scanned and of any
particular distinctive features, preliminary operations needed, such as selection of output formats, imaging
resolution, compression technique, if used, reconditioning of the document after digitization, if applicable, etc.);

techniques and procedures used for indexing (location of the document, identification references on the

document, on equipment or on accompanying vouchers, identification references of electronic

messages);

5.4.

In g
prog

5.5

techniques and procedures for related metadata and any related enrichment of related metad

techniques and procedures used for quality control (use of test targets for digitization, page coun
batches, electronic messages filter control, code controls, if any, with regard to reference table

techniques and procedures used for the destruction of the source document, if-applicable.

B Digitally born documents

ddition to the procedures defined in 5.4.1, where digitally born decuments are involved, tH
edures shall be included in the technical description manual:

techniques or procedures used for transfer, receipt and contpolof documents to be archived;

techniques and procedures for related metadata and any possible enrichment of related meta

information system, or later if formats become obsolete.

Security

5.5.1 Management and organizationof-security

All g
NOT

The
syst
con

The
a ge

rganizations shall have a management procedure in place to ensure the security of their informa

management systemfor security shall be distinct and separate from the administration of
em operations ortélecommunications systems. Its structure and governance shall be clearly
municated to al"personnel of the organization.

neral strategy or policy of the organization and rules already in place, notably:

management of the keys of premises;

Ata;

of scanned
5, etc.);

e following

data;

techniques and procedures concerning conversioQ“of digital document formats during capture to the

ion system.

E For security requirements, reference should be made to ISO/IEC 27001 and associated standargls.

information
Hefined and

administration and organization of security of the information system shall apply principles inlperited from

Security systems Tor detection, mtrasion and atarms,
compliance of hardware with regulations concerning human safety (see IEC 61000-4);
operation of software products, the sources of which are known and available;

development of adequately documented and tested custom software;

management of access profiles to the information system (directory);

use of transmission networks with features for integrity checks, safety and security operators;

employment of third-party providers (security, guarding, cleaning, maintenance).
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5.5.2 Risk assessment

Security measures are often developed using an ad hoc approach, in reaction to security incidents or the
availability of computer software tools. Such procedures frequently leave gaps in security, which are only filled
at some later date. A more structured approach is to review the information assets of the organization, and
assign risk factors (based on asset value, system vulnerability and likelihood of attack). An information security
policy can then be produced and approved, against which security measures can be audited.

The organization shall undertake an information security risk analysis, and document the results obtained.

Of particular importance are the security measures implemented to control the information storage media, both

the live me
the type of

Where diff¢

Once the ri
measures.

evaluation $

Based on th

Where the

be impleme

5.5.3 Phy

fraamd-thebackup media The Tiskamatysis shat-inctode votnerabitity Tisk factorsconsisternt

media being used (e.g. WORM or rewritable).
rent types of storage media are used, their impact on the risk analysis results shall be-reviewe]

bk analysis has been completed, it shall be acted upon as part of a review of implemented sec
Factors such as the balance between the costs of implementation, security.cachieved and
hall be taken into consideration during the review process.

e results of the risk analysis, existing security measures shall be reviewed for effectiveness.

review indicates that changes to security procedures are appropriate; the identified changes
nted.

sical security

ith
d.

irity
risk

hall

Measures 9
to telecomri
display, aug

hall be taken for physical security, including the prevéention of unauthorized access to hardw
hunication systems, to media holding information ‘and to information ensuring their retrieval
it trails, logs and backups.

are,
and

If continuity
sites for me

rent
ion.

of access is needed, it is advisable to use several secure premises to minimize risk, using diffe
dia and/or systems containing backups (copies) of information and mechanisms for their opera

Removable| media shall be continuously monitored during their handling and/or transfer from one protegted

location to another. It shall be possible to identify all holders of all media at any point in time.
When remgvable media are not actually in use, it shall be stored in specific protected locations.

If the destry
shall be imy

ction of physical documents is envisaged, specific procedures for the security of these operatjons
lemented, both for.6riginal analogue paper-based documents and for digitally born documentsg.

If media cqg
impossible

ntaining documents need to be disposed of, appropriate measures shall be taken to make it

for reconstruction of information initially held on the media.

5.5.4 Hardware.security

Security mg¢asures covering hardware and software contribute, either separately or jointly, to the securif
information systems by allowing Tor:

y of

a) identification of hardware configurations, including peripherals;
b) controls guaranteeing the absence of malicious or accidental modifications of hardware configurations;
c) controls guaranteeing that only authorized users can access the hardware.

Accordingly, security issues shall be taken into account when choosing equipment and during their installation
and implementation.

To limit the risks of illegal interceptions of information by third parties due to the transmissions of involuntary
electromagnetic radiations, it is advisable to test the hardware for compliance with IEC 61000-4.
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Custom software and software products are integral to system configuration; accordingly, they shall be
subjected to the same safety conditions as the hardware.

The

operating systems and software products that are chosen shall provide:
access control tools for enhanced protection;
protection against intrusion and malicious software;

controls ensuring the absence of accidental or malicious changes to software configurations

Itis

Rig
sha
Bef

othd
hav

system media.

Sec
and

The
moq

Inc
part

5.5.p Maintenance of the information system

Infol
info
cura

Ren
duri

Ifm

security of software shall be ensured using:

access controls guaranteeing that only authorized users can use the software and the inform
they are entitled to access;

hdvisable to use software which is in the public domain or, where possible, to @btain sources from

brous methods shall be used for the development of software; the selection of best practices
| be the responsibility of the person in charge of the application.

r than the main production machine, or on a production machine during periods of operational
ng previously backed up data and indexes and having\removed all appropriate removable

urity of access and granting of access rights to the information system shall be carefully studie
implemented from the beginning of the system‘design.

software and software products shall be\specially protected, and access rights enabling thei
ification should be granted only to autherized persons.

bses of malfunction, a report shall be'immediately delivered to the security authority and the ma
of the information system shall\be isolated as quickly as possible.

'mation system«~This shall include an identification of the maintenance operation, either p
tive, entrusted.either to the organization, or to specialized third-party providers.

hg maintenance operations.

bdia are not removable, a valid backup copy shall be created before any maintenance operation

ation which

detection and monitoring systems so that any unauthorized access attempts are’discovered afd reported.

he supplier.

and checks

bre being put into service, software and software products shallniave been adequately tested on a machine

down-time,
information

d, designed

I change or

Ifunctioning

rmation describing€very maintenance operation shall be recorded in the technical documen{ation of the

eventive or

hovable media containing electronic documents and their related metadata shall never be Igft in drives

(see 5.5.8).

All tests shall be made with removable media specifically allocated for this task. If media are not removable, it
shall not be possible for tests to alter or destroy recorded information.

Preventive maintenance shall be performed to ensure proper functioning of the information system. In particular,
regular checks of removable disk drives or fixed media shall be made to verify that these are in proper working
order according to manufacturer recommendations.

5.5.7 System change-management and migration of media

Periodic upgrade operations and modification or replacement of hardware or software shall be planned in
advance of their implementation.
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All these operations shall be detailed in the technical description manual of the information system and
registered in logs.

The long-term preservation and integrity of the documents and their metadata shall be ensured when
implementing periodic upgrade operations.

The following two situations may apply.

checked for legibility on the new storage media hardware before retiring the former storage media.

Astorace mediacannotread media used bv the formerinformationsvstem: all documents conta
~J J J 7

The new storage media are capable of being read by the former information system; all media shall be

ned

a)

b) Thene
on forn
types g

5.5.8 Sec

ner media shall be copied to the new media on a hardware system which temporarily uses
f storage media.

irity backups

The information system implementation shall keep at least two copies of the same information at all tin

preserved i
The media

When the nj
be impleme

N two geographically remote locations. At least one copy shall be written to non-alterable med
ised for security backups may be of a different kind and type to the ptimary media.

edia are of a non-removable type, two information systems in geographically remote locations §
nted.

poth

nes,

hall

When the media are of a removable type, recording documents ofnbackup media shall be performed as

promptly ag

Each time 4
shall be reg

possible to allow for storage in a separate location to the-primary location.

security backup is made, details of the process and\the names and characteristics of backup
orded in the events log.

5.5.9 Continuity of access to archives

As with any|
be availablg

This proced
data (users

The softwa

The implem
any point in

information system, a disaster recovety procedure (also known as a business continuity plan) 4
and documented.

ure shall permit system resteration without any loss of data, metadata, logs or any other sef
list, archival system profiles, etc.).

e and procedures to_restore system data shall be described in the technical description manu

entation of the information system shall ensure that the last validated document cannot be lo
time.

The informgtion system‘shall automatically create a record of any restoration processes.

5.6 Date

and.time stamping

files

hall

In the framework of this part of ISO 14641, there are two possible types of date and time stamp, depending on
the mode of delivery (internal or trusted third party), which shall include at least the following characteristics:

a)
b)
Cc) source

d)

creation of a time stamp in accordance with applicable standards;

preservation of a date and time stamp token for required periods;

of reference time;

verifiable operations policy for date and time stamp.

For related operations the selected form of date and time stamp shall be described in the technical

description

12

manual.
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The date and time stamp shall produce a complete date with hours, minutes, seconds and fractions of seconds
displayed according to the following format:

YYYY-MM-DDThh:mm:ss.sTZD

where

YYYY indicates the year using 4 characters;

MM

indicates the month using 2 characters (e.g. 01=January);

DD
hh
mm
ss
]

TZ0

Itis
rate
ens

For

The
syn

If a
crea

indicates the day using 2 characters (01 to 31);

indicates the hour using 2 characters (00 to 24);

indicates the minutes using 2 characters (00 to 59);

indicate the seconds using 2 characters (00 to 59);

is one or several characters representing a decimal fraction of asseeond;

indicates the time zone (Z for UTC or +hh:mm or -hh:mm).

EXAMPLE 2007-08-29T09:36:30.45+02:00

important to select the degree of precision of the measture of time in order to determine what
of occurrence of events in the information system/is”and then to select a unit of time smal
Ure that two events of this type will not carry the same date and time.

date information, Coordinated Universal TimeUTC) shall be used.

technical description manual shall specify-time sources and update methods and controls, as
Chronization processes of the various Clocks of the information system.

date and time stamp token is required for an information system, it shall be provided by an
tion unit (ACU) or by an independent trusted third party external to the information system.

the highest
enough to

well as the

attestation

rded. Event
5.6). A full

5.7| Audit trail

5.71 General

Any|event associated with the information system or with the lifecycle of documents shall be reco

logq shall be{automatically produced by the information system with a date and time stamp (see
destriptiorrofthe events shall be recorded sequentially in the relevant logs.

All lpgs-shall be described in the technical description manual, with all related administration infornluation. Logs
shaltbeeasity accessibteandegibte:

Logs shall be archived on a regular basis according to the same archival policy as related documents, on
storage media providing the same characteristics of preservation and integrity.

Event logs shall not be accessible to regular users and operators; administration of logs shall be restricted to
a duly designated operator.

The production of event logs entails the production of electronic attestations. These shall be archived in the
same conditions as related documents.
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5.7.2 Secure preservation of the audit trail

Whatever type of media are used for audit trail preservation, the audit trail shall demonstrate proof-of-continuity
of capture of events of the information system.

Logs shall be stored and kept in the same secure conditions as documents.

5.7.3 Archive lifecycle log

A log of the lifecycle of archives can be general or specific to each entity.

It shall inclyde efectronic attestations, namety:
1) atfestation of initial deposit;
2) attestation of modification of the duration (retention schedule) of a deposit, if any;
3) atfestation of deletion, either premature or at term of a deposit, if applicable;
4) atfestation of restitution of a deposit, if applicable;
5) attestation of any creation, modification or deletion of an archival system\profile.

The log of the lifecycle of archives shall be updated at the time when the log af.creation, modification or delgtion
of an archivfal system profile is generated, or when a new electronic attestation is issued.

Any user ag¢credited in an archival system profile as an authorized operator shall be able to view, partially or
completely,|the log of the lifecycle of archives.

The archivg department of an organization, or a third party, shall provide user accreditation in an archival
system profile as an operator, including all means necessary to control the integrity and provenance of dll or
part of the Ipg.

After each ppdate, or at any time, the archive department of an organization, or of a third party, shall gllow
accredited persons to check the integrity of all qrpart of the log.

5.7.4 Evepts log

The events|log shall be unique to anvinfermation system and shall record who used it (whether a human {iser
or an autonjated-system user), when it was used, what was done to the information system and the outcomes.
The events Jog shall track who has,accessed the information system, whether the personnel have respected the
procedures| or whether any dction taken could have been accidental, fraudulent, malevolent or unauthorized.

The events|log shall contain three sections:
a) a sectipn for allevents related to the archive application;

b) a sectipn for, all events related to security;

c) a section for all events related to the information system.

The main function of the events log is for internal verification. It shall allow review of all information, error
messages and other alerts generated during information system operation, such as task failures or execution.

For information systems using physical or logical WORM media, the events log shall record start-up and shut-
down of each medium. In the event that one medium is copied to another, the events log shall record this action.

The information in the events log shall provide evidence showing that specified procedures have been followed
and shall include at least the following information for each significant event:

— date and time of the operation, in accordance with ISO 8601;

— operation performed;
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— identification of the technical components used;
— title of the process involved and its version;

— identification of the operator, if applicable.

6 Storage media considerations

6.1 Media type definition

Table 2 gives definitions of different media types.

Table 2 — Definitions of media types

Type of media Definition

Physical media recording information which can be removed from the fdrive.

Removable media Technologies can be optical or magnetic, on disk oritape.

Physical media recording information which are.an)integral part of the drive, and

Npn-removable media which cannot be removed from it. Technology is-mostly magnetic on djsk.

The information is written once using a physical non-reversible once-dnly
Physical WORM modification of the media. After this medification it is not possible to mpdify or
delete the information.

. The media use rewritable technology, but hardware or software devicgs prevent
Logical WORM e : . .
any modification or deletion of ahy recorded information.

On these media, information.can be recorded, modified or deleted without any

Rewritable .
restrictions.

Table 3 shows the clauses of this part of |[SO"14641 that describe the uses of different media [types in an
infofmation system complying with this part'of ISO 14641.

Table 3 — Uses of different media types

L . Media type
Media disposition - - -
Physical WORM Logical WORM Rewritdble
Removable Clause 7 Clauses 7 and 8 Clauses 7|and 9
Nop-removable — Clause 8 Clausgq 9

6.2| Preservation of archival media

Archival media, whether removable or non-removable, shall be kept in an environment compatibje with their
physical properties, as described by the manufacturer or according to relevant applicable standards.

The state of recorded data shall be controlled regularly. A quality process shall be associated with controls and the
periodic examination of media. This process is a key factor for ensuring the preservation of recorded data on media.

Transfer of recorded data to new media shall be done according to the media’s life expectancy, as recommended
by the manufacturer, or when a test of the media produces results showing that the media characteristics are
close to their recommended value limits.

Change of media shall guarantee the long-term preservation of the integrity and access of documents.
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7 Systems using removable media

71

General

Storage media are not usually directly addressed by an information system. Information is actually recorded
on storage volumes.

A storage volume can include one or more storage media, and media storage can be part of one or more
storage volumes. Media storage is a physical reality, while storage volume is a logical virtual notion.

pies

When removable optical media are used. volume and file structures shall adhere to either ISO/IEC 13490 or
ISO/IEC 1346.

7.2 Initiglization of removable storage volumes

A history of the hardware configurations used when recording documents shall be retained;, as technolo

are in cons{ant evolution.

Storage volumes shall be mounted, prior to the recording of the first document, withthe following informafion:
a) uniquelidentification of the media;

b) mount gate and time;

c) name ¢f the organization.

7.3 Finalization of removable storage volumes

When a vo
Accordingly
a) the dat
b) the nur

Finalizing a

7.4 Labelling of physical WORM media

When using
existence o

As a result
techniques
description

ume is full, and after the last document has beén recorded, it shall be finalized, where poss
, the following information shall be registered.after the last user information:

e and time of finalization;
hber of files stored on the media.

volume shall prevent any further writing to this volume.

physical WORM media, information system security depends on the identification of media and
f an events log recording any migration of these media.

it is necessary to be able to identify each physical WORM medium individually and to sp4

manualshall describe the way this is done.

ble.

the

cify

and procedures enabling detection and/or prevention of any substitution of media. The technical

8 Syste

ms using togical WORMmedia

As logical WORM media are by definition physically rewritable, information systems using both non-removable
and removable logical WORM shall be considered, in the context of this part of ISO 14641, as information
systems using rewritable media.

In addition,

16

when using removable logical WORM, the requirements in Clause 7 shall apply.

© 1SO 2012 — All rights reserved


https://standardsiso.com/api/?name=b3e2673c0585e33d2c1efe3204289762

9

9.1

ISO 14641-

Systems using rewritable media

General

1:2012(E)

When an information system uses removable or non-removable rewritable media, preservation of integrity
relies on the rule that once an entry has been made it cannot be modified without this being detected and
registered using cryptographic techniques and the production of electronic attestations.

Three levels of security can be referenced: standard, strong and advanced. These levels require the use of
distinct cryptographic techniques: hashing functions, date and time stamps and/or digital signatures.

When a security level entails the use of a digital signature, the signatory directs and activates the t

the
prog

The
a)
b)
c)
d)

NOT
Starf

For
aud
doc
that
the

9.2

At t
leas

or the third party.

In o
time
be

Thig
ath

Higital signature. The signatory can be an individual, an organization or a process. Wherethe Si
ess, the digital signature shall be automatically produced at the time of the occurrence of the relate

advanced digital signature shall adhere to the following requirements:

it is uniquely linked to the signatory;

it is capable of identifying the signatory;

it is created using means that the signatory can maintain under his_sole control; and
itis linked to the data to which it relates in such a manner that any'stibsequent change of the data ig

E
dardization Institute) in the following specifications: ETSI TS 402 733 (CAdES) or ETSI TS 101 903 (XA

each of these three levels of security, an electranic attestation shall be issued and regisf
t trail, confirming initial deposit of documents. It-shall include at least the digital fingerprints

related operations have been requested by an authorized person and performed under the fi
nformation system of the organization or'third party.

Standard security level

his level any person or process authorized by an archival system profile to perform an opera
t be authenticated using an-identifier and password, conforming to the security policy of the g

rder to prevent apy\modification of an entry in the lifecycle log of the archives, the log shall
stamped at legst-once a day, even if there was no activity during this day. The continuity of
reserved.

security.level shall be supported by audit trails managed by the information system of an org
rd party:

ool creating
gnatory is a
d operation.

detectable.

An advanced digital signature corresponds to the definition given by ETSI (European Teleconpmunications

HES).

ered in the
of archived

Liments and a logical storage address, independent of storage location. Attestations shall provifle evidence

Il control of

fion shall at

rganization

e date and
he log shall

Bnization or

9.3

<N R 'l 1
DUVITY STLUTIlYy ITVETIl

At this level the following conditions are additional to those of the standard level.

Each attestation entered in the information system log shall be signed electronically by the ACU of the
information system of the organization or third party.

The information system of the organization or the third party shall state, for each archival policy, the signature
policy or policies defined for attestations electronically signed by the ACU.

9.4

Advanced security level

At this level the following conditions are additional to those of the strong level.
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Any persons authorized to do so by the archival system profile shall sign requests using an advanced digital
signature. Each attestation shall include the signed request, which includes a countersignature as specified in
the strong security level.

The archival service of the organization or the third party shall specify for each archival policy the signature
policy or policies applying to requests electronically signed by persons authorized by the archival system profile

to perform operations.

10 Archival capture

10.1 Electronically born documents

10.1.1 General

Electronically born documents received by the information system shall be preserved using a standardjzed
or industry4standard file format. Specifications of formats shall be freely available for thé complete lifefime
of the document. In the archival policy, the referenced standard associated with each distinct type of related
document ghall be noted. This also applies to format specifications, in order to ensure long-term usage Jand
information|content fidelity.

10.1.2 Prog¢edure for archives capture (deposit)

Two distincfand linked operations are mandatory for capturing archives: capturing archive files to archival mgdia

and updatir
Processes
Electronic d
For each ar

a)
and co

b)

Cc) secure

10.1.3 Mar

This includ
markup. Th

Archiving of
codification

check fhat the quality of the document recorded on the archival media is correct, using any error deteg

validat¢ that the new document has<een registered in the information system catalogue;

g catalogues with the associated metadata. Capture is only valid if both operations are achievg
or the control and capture of documents and their associated metadata shall be specified.
ocuments shall be captured to the storage media* using unique file identifiers.

chival deposit, the information system shalhat least:

rection codes that might be availdble on the devices used,;

the link between the physical location of the document and its logical identification.

ked-up electronic.decuments

bs documents)made of textual and/or non-textual components, structured by XML standard
s type of doeument can refer to a logical model, referenced at the beginning of the document.

this type of document shall include all constitutive components, i.e. technical description diagrg
tables, linked documents, etc.

tion

zed

ms,

10.1.4 Electronic documents using a layout format

This signifies an encoding format for viewing and printing a document. Formats used for archival purposes shall
be standardized or industry-standard, with published specifications freely available for the complete lifetime of
the document.

NOTE

Formats described in ISO 19005 (all parts) conform to this requirement.

10.1.5 Other electronic document formats

If the decision is made to keep an electronic document in its native format, and when this format’s specification
is not publicly available, the preservation of the document in its native format might call for the preservation of
related hardware and/or software tools for access to the information.

18
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10.1.6 Print streams

This subclause deals with files sent to high-volume printers. Together with data to be printed, such files may
contain references to external files called “resources”. Such “resources” may comprise fonts, images, overlays,
forms, etc. These “resources” are necessary for display and rendition of the electronic document.

The files representing the document and all associated resources needed for rendition shall be stored under
the same conditions in order to preserve the links between all components.

For this type of electronic document, all referenced files shall use a standardized or industry-standard format.
The set of files making up the electronic document shall allow the restitution of the original printed document
withouttrarsformatior:

10.1.7 Verification of electronic documents

Chdcks shall be made for at least:

a) |quantity and volume of deposited documents;

b) |compliance of associated metadata with specified formats;
c) |either absence of coded data or, alternatively, legible values, permitting interpretation of codep.

Supplementary checks that can verify compliance of deposited docuirients with formats specified infthe archival
policy shall be made.

10.1.8 Integrity control of electronic documents transferred from source applications

The] integrity of documents, or batches of documents, received from external production applicatipns shall be
verified before their uploading in the information system.

Twd cases have to be considered:

— |if the documents or batch of documenits already contain a digital seal, the seal shall be chg¢cked when
receiving the transfer into the infofmation system;

— |ifthe documents or batch of do€uments do not contain any device allowing such control, then th¢ integration
of an appropriate means shall'be considered.

10.1.9 Metadata capture

Metpdata can be obtained in several mutually compatible ways:
a) |automatic &xtraction of metadata from the document;

b) |automatic extraction of metadata from the information system which created the electronic document;

c) |metadata input or enrichment during capture.

Procedures to create and control metadata shall be described in the technical description manual.

When capturing electronic documents, metadata shall include the following information about the creation or
origin of these documents:

— identification of the entity originating the transfer of the documents;
— identification of the archival service receiving the documents;
— the date and time of creation or arrival of the transferred archival batch;

— the conversion technique applied to the original documents if the native format of the documents does not
conform to 10.1.1;
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the encoding format of the documents;

servation period (retention schedule) and final disposition of the documents;

access rights associated with the documents;

the size of the archival batch.

10.1.10 Indexing and document searches

Electronic documents shall be classified, identified and indexed using a method that enables the search for a

particular d

These indg
preserved g
or as part 9

The inform
warning, re
address of

10.2 Pap€

10.2.1 Sca
Scanning d
a)
b) capture
c) optical

d) tuning

10.2.2 Ima

To produce
hardware d
their limitati

The most fr
a) image

b)

physical characteristics of documents handled by the scanners;

deskeWw;

DCUTTTENT OT a particutar set of docureTnts:

xes shall be constructed from the metadata of the documents. Indexing information™~shal
y the information system either as a simple and autonomous index, referring only to the.-documg
f a more complex information system (e.g. as part of a larger database).

htion system shall be designed in such a way that inadvertent user actions, do not, without
5ult in modification or loss of the indexes or of the links between the logical address and the phys
he documents.

r-based or microform documents

hning devices for documents

bvices for documents initially on paper or microform shalkbe fully described, including:

capacities of the scanners;
devices of the scanners, if applicable, with their operational and available tuning mechanisms

mechanisms of the scanners and theirrelated operation.

e processing features

quality digital images of to"reduce the size of files, it might be necessary to use softwar
bvices that enable procCessing of these images after digitization. The effects of each process
pns shall be specifiedin the technical description manual.

pquent technigties are:

ransformation from colour or grey scale to monochrome;

c) desped

be
nts,

due
ical

b or
and

kle/background cleanup;

d)
e)

f)

black-border removal;
removal of overlays, logos, watermarks or any other type of unrelated information;

removal of blank pages.

All these processes shall be implemented with careful consideration as they have a bearing on the fidelity of the
electronic image in relation to the source document. In particular, the procedure for converting a grey-scale or
colour image to a monochrome image shall have been tested and validated in detail prior to its implementation.

Speckle removal can lead to the deletion from an image of certain items of information, such as a comma or
an accent or a detail in a diagram. It shall therefore be tested before implementation. The test results shall be
stored in the technical description manual.

20
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The software used for removal of overlays, leaving only the variable content, can be used if the related features
operating in the information system are fully specified in the technical description manual. In addition, when the
retrieval of a document requires merging the variable content and the overlay, then the version of the overlay
used shall be identical to the overlay extracted when the page was scanned and processed.

The technical description manual shall describe the management of overlay versions and the logical link
between a document’s variable content and the corresponding version of the overlay.

Overlays are considered as elements of the document and shall therefore be stored in the same conditions as

other document elements.

Wh
cas

bs, it is necessary to specify the reasons for the use of such techniques in the technical descripti

Blapk page removal could represent a potential risk of information loss. When this is implern

$. In all other

bn manual.

hented it is

adv|sable to check that the technique used is reliable and does not delete pages containing inforpnation. The
technical description manual shall specify the procedures used to ensure the reliability of this opgration. It is
alsq advisable to implement a process which will count the number of removed pages relative to the number
of r¢tained pages.

The| use of test targets (see ISO 12653-1 and ISO 12653-2) allows objective measurement of the|information
sysfem and to check the effects of image processing software.

10.2.3 Paper document or microform capture procedure

10.2.3.1 General

When paper-born or microform document capture has.been completed, the operator shall deljver a scan
atteptation that at least provides the operator name,scan date, time of scan start and finish, identifiers of the
firstland last document scanned and the number of{pages scanned.

Aftgr checking scanned images, an authorization attestation shall be issued by the owner or thg authorized
agent of the owner. If the attestation applies-to a batch of documents, the number of images and|documents
shall be specified.

10.2.3.2 Preparation of paper documents

The|organization shall ensurethat the quality of paper documents it produces is compatible with thescanning or
micfographic capture techniques. Torn or creased documents, whether issued by the organization|or received
fronp external sources; ‘can require reconditioning before digitization. Nonetheless, the text of the|documents

shal|l neither be mgdified nor corrected in order to improve legibility, as this could alter the intggrity of the
documents in relatien to the original documents.

Whenever passible, measures such as those stipulated in ISO 10196 and ISO 12029 shall be implgmented for
the processing of documents intended for digitization.

Microform documents shall, if necessary, be cleared of dust before digitization. The operator shall check if
there are any scratches or defects limiting legibility to the point where document reading or processing will be
rendered impossible.

10.2.3.4 Paper or microform document scanning

The user manual shall specify all details relating to document scanning, scanner tuning, image enhancement
processes and the different elements of the scanning procedure. Any processing technique used to enhance
information shall be approved beforehand with the project originator and fully described in the scanning
system user manual.
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The user manual shall cover all topics related to the authorized operations concerning digital image modifications
produced by document scanners.

10.2.3.5 Verification of scanned information

The scanning system user manual shall include a procedure covering verification of scanning.
Verification checks shall at least apply to:

a) quality and integrity of images in relation to the source documents;

b) accura

If quality checks can be performed by operators themselves in order to reduce rejections, it is advisable [that
the final quality check be performed by persons other than the operators.

Sampling pfocedures for individual physical elements shall comply with ISO 2859 (all parts).
10.2.4 Audit trails

10.2.4.1 Dgcument or batch identification

Document gcans (paper or microform) shall include the following informatiofichistory elements:
a) uniquelidentifier of the documents in the information system;

b) numbef of pages of the documents.

Scan batchps (paper-born or microform) shall include the following information history elements:
— batch identifier (this identifier shall be unique to each batch);

— numbef of documents/reels of microfilm/microfichg in this batch;

— numbef of scanned pages or, for microforms; the number of frames.

10.2.4.2 Dgocument capture process details
The following information, if applicable] shall be recorded in the audit trail:

a) messages received from the€’scanning device (scan start date and time, batch initialization for automated
systemis, end of scan process, etc.);

b) quantity of bytes praduced by the document scan process before and (if compression is used) after compresgion.

10.2.4.3 Aydit trail.data

A historicalreCord of events shall include at least the following information.

For paper-born document digitization:

a) identifier of the first document or first batch of documents scanned and stored;

b) identifier of the last document or batch of documents scanned and stored;

c) date and time of arrival and departure of each operator;

d) identifier of the first document or batch of documents scanned and stored by each operator;
e) identifier of the last document or batch of documents scanned and stored by each operator;

f)  total number of processed pages;
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h)
For

ISO 14641-1:2012(E)

total number of pages not processed, including those impossible to scan due to the poor quality of the

document (e.g. weak contrast, tears or shreds);
total number of blank pages, if any.

microform digitization:

identifier of the first microform scanned and stored:;
identifier of the last microform scanned and stored,;

date and time of arrival and departure of each operator;

10.

10.3

This
aud

10.3

Bef
of th

Thig

10.3

The
equ
cas
Reg

identifier of the first microform scanned and stored by each operator;
identifier of the last microform scanned and stored by each operator;
total number of processed microform frames;

total number of non-processed frames, including those impossible to scaf ‘due to the poq
the microforms.

8 Analogue audio/video objects on tape media

.1 General

subclause relates to information systems that have devices for encoding (digitization) origing
ovisual recordings.

.2 Preparation of original tape media

bre encoding (digitizing) magnetic tapes, these tapes shall be checked to evaluate the operationz
e medium and its recordings.

check includes:
the physical state of repair of.the tapes,
read performances, and

the organization and-quality of recorded sequences.

.3 Original audio and audiovisual object digitization

quality.@f )the digital version of objects will be determined by the features of original ol
pment and the digitization process (properties of converters and sampling/encoding method
ps, procedures for cleaning and maintenance of the material shall be conducted before reading

r quality of

| audio and

| conditions

ject reader
s). In some
brocedures.

ding devices shall be fine tuned (e.g. alignment of tape recorder reader heads, video recorder

tracking).

The tools for the extraction of information, digitization and transfer conditions shall be fully described, including:

a)

b)

<)

physical specifications of supported media for the digitization devices;

specifications and settings features of the reading devices (audio tracks, composite or compone
video format);

specifications of the digitization devices.

10.3.4 Audio and audiovisual information processing

ntanalogue

When the preservation of information integrity is mandatory, any kind of processing that could result in a
modification of the information in relation to the original shall be excluded or limited as far as possible.

© 1SO 2012 — All rights reserved

23


https://standardsiso.com/api/?name=b3e2673c0585e33d2c1efe3204289762

ISO 14641

-1:2012(E)

When information modification is possible, in order to enhance acoustic or visual quality, processing software
may be used, providing that each function has been tested and validated before use. The functions used by the

information

system shall be fully specified in the technical description manual.

10.3.4.1 Audio objects

For these types of objects, usual tunings are:

a) tape-speed tuning;

b) spectral balance adjustment;

c) acoust
d) removg
e) broadb
f) CODE

c level adjustment (set or dynamic compression);
| of temporary defects;
and noise reduction;

C (compression/decompression feature) selection for encoded digital objects;

g) samplipg frequency treatment.

Any “blank”

10.3.4.2 Vi

For these ty
a) black-l
b) Iumina
c) video g
d) tempor
e) de-inte
All these prj
of the digitg
10.3.5 Eve

removal actions shall be carefully considered and validated.

Heo objects

pes of objects, usual tunings are:
bvel setting;

nce and colour increase;

ignal increase;

ary defect reduction;

Flacing.

bcesses shall be implemented with careful consideration as they will have an impact on the fid
| sound or video sequence’in relation to the original.

hts log

10.3.5.1 Object identification

For each ol

a) unique

ject, the-following information shall be recorded:

identifier of the physical object in the information system;

plity

b) identification of entries.

10.3.5.2 Object batches identification

Logs for scan batches of objects (paper or microform) shall contain the following information:

a) batch identifier (this identifier shall be unique);

b) numbe

C) numbe

24

r of objects, reels or cartridges in each batch;

r of tapes and entries digitized.
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10.3.5.3 Object capture and storage procedures verification

When these procedures are implemented, the following information shall be recorded in the log:

a) devices used for the operations (reading mechanism, converter, etc.) on selected formats and settings;
b) names of digital objects, lengths of associated sequence units;

c) quantity of bytes produced by the digitization of objects or batches of objects before and after sequence
compression (if any).

10.3-54Operationstog

An @perations log shall provide a historical trace of all operations performed daily. This log shallinclude at least
the following information for the digitization of analogue audio/video objects from tape:

— |identifier of the first object or first batch of objects digitized and stored;

— |identifier of the last object or batch of objects digitized and stored;

— |date and time of arrival and departure of each operator;

— |identifier of the first object or batch of objects digitized and stored by each operator;
— |identifier of the last object or batch of objects digitized and stéréd by each operator;
— |total number of tapes or cartridges or items processed;

— |total number of tapes or sequences not processed,.ifnicluding when digitizing was impossiblg due to the
poor quality of the object (e.g. track alignment, breaks or stretching, friction);

— |total number of blank tapes and length of blank’sequences, if any.
10.4 Image, audio and video information compression techniques

10.4.1 Compression types

Files which contain digitized images of an analogue-born object can be compressed to reduce thg disk space
required for storage.

Thefe are two different éompression methods: “lossless” or “lossy”.

A lossless compression is performed when, after decompression, the image produced is exactly the same as
the priginal object; bit by bit.

A lossy compression is performed when, after decompression, the image produced is not exactly the same as
the priginat=1n this case, part of the information of the original object is lost.

10.4°Z Paper or microform documents

Lossy compression shall be used only for colour or greyscale photographic type images when the compression
does not lead, after a compression/decompression cycle, to a visible removal of information.

Lossy compression shall not be used for black-and-white documents, often referred to as office documents,
which mainly contain text and/or line drawings. For this kind of document, a test target shall be used (see
ISO 12653-1 and ISO 12653-2).

Some compression techniques allow a quality parameter setup. This parameter shall be set so that there
is no apparent loss of information between the original image and the image which has undergone the
compression/storage/decompression cycle.

Information systems shall provide means of verification after compression of files which contain images.
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The compression type and, if appropriate, the parameters used for compression, shall be stored as an integral
part of the file containing the digital image.

Any selection of a compression technique for the archival solution shall refer to ISO/TR 12033.

Whatever choice is made, the compression techniques shall be standards based and their specifications
openly accessible. The technical documentation shall refer to the associated standard.

10.4.3 Aud

io or audiovisual recordings objects

Generally, audio objects shall not be processed using a lossy compression technique.

For video o
usually nec

For both au
offer choic
according t

10.5 Format conversion

A table detd

Encoding formats based on publicly available specifications (standards‘based, whenever possible) sha

selected. T
the charact
visual appe
documents

Selection o
removal of
recorded in

a) name ¢
b) name ¢
c) eventt
d) conver
e) inputfi
f) output
g) display]
h) outcon

bjects, considering the storage volumes involved and the bandwidth available for transmissiom,
bssary to implement lossy compression.

Hio and audiovisual objects, only ISO/MPEG-standardized formats shall be used. These stand
ps for compression techniques and format which shall be selected for rendering informa
b the quality requirement.

iling the input formats accepted by the information system shall beccreated.

ne selection of a conversion format shall be made according to the electronic document type
eristics that are to be preserved, or not, after conversiont'is important to determine whether
brance (presentation) of the documents has to be preserved, whether there are any links to exte
and whether mathematical formulae or internal docdument macros have to be retained.

f a new format for preservation, and related @onversion techniques, shall avoid the accide
significant information. Conversion characteristics and implementation shall be checked
the events log with the following:

f program(s) used for conversion;

f program(s) which enabled identification and validation of the format;
ype;

5ion date;

e name;

file name;

of the fermat;

e-of the operation (i.e. success or failure) and, when failure occurs, record of resulting anoma

itis

hrds
tion

| be
and
the
rnal

ntal
and

ies.

Format conversions may be done at a number of different stages of the archival process: when a document is
captured, when the conversion has been planned after document archival, or when the encoding format of an
archived document has become obsolete and could present a problem for access.

The scope of the processes relating to archived electronic document formats varies depending on contractual
agreements between the archive originator and the archival service, and on the applicable archiving policy.

Atinpu

26

t into the information system, the following steps are taken:

format checks (or not) on archival start (based on the table of acceptable system-input formats);

© 1SO 2012 — All rights reserved


https://standardsiso.com/api/?name=b3e2673c0585e33d2c1efe3204289762

ISO 14641-1:2012(E)

— format conversions (or not) at input based on the results of checks or based on contractual conditions
referring to the table of target archival formats.

— After input in the information system, the following steps are taken:
— alerts to the owner (or not) if encoding format has become obsolete;
— conversion (or not) by the information system when format obsolescence is reported.

The format check shall be made with a tool which allows for exact format identification, description and validation.

11 |Archival operations

11.1 Scope

Opagration of archives means the access, restitution and final disposal of archives.
11.2 Access

11.2.1 General

AccEss operations shall be based on search criteria and the subsegqudent transfer of electronic documents into
theif archival format.

In afddition, access can include:

a) |display of the documents on a screen;

b) |print of a copy on paper or film;

¢) |playing of audio in appropriate acoustic conditions relative to the quality of the documents;
d) |playing of video images in appropriate/acoustic conditions relative to the quality of the documgnt.
Methods used to retrieve and display documents shall be specified in the technical description mTuaI.

Progessing of document content ‘shall not be allowed for the operation of retrieval and display, with the
exception of decompression,format interpretation and ensuing technical processing, as well as any necessary
adjystments to the physijcal or software characteristics of the retrieval and display devices.

If required, an attestation of conformity of the transferred copy shall be produced. This attestation shall include,
in afddition to thesname of the person who issued the request and the name of the person who dglivered the
atteptation, the\metadata allowing for the identification of the document and providing an audif trail of the
document lifécycle in the information system.

11.3.2- Digitized documents

Viewing and reading applications shall be independent from the tools that were used to create archived
documents. Therefore, an electronic document should be captured in a software and hardware environment
different to the environment used for viewing or reading.

If the digital conversion process for a paper-born or microform source document uses software that deletes
overlays, or any other fixed elements, the principle of document fidelity in retrieval and display requires that the
restored document aggregates fixed content with variable content. The information system shall guarantee that
the versions of the overlay or fixed elements used are the same as those captured during digitization.

11.2.3 Marked-up electronic documents

When specific coding tables are used, they shall be available and accessible during access.
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Access to these documents shall be performed using the relevant layout instructions.

11.2.4 Electronic documents using lay-out format

Access processes shall be limited to the assembly of different document components, according to the
prescribed display rules and the intended display media, without any action on or processing of the content.

11.3 Restitution

Archives restitution, whether total or partial, means the transfer of archived documents to their originator or to

a duly app
Restitution

The restitut
specified in

11.4 Archiives disposal

The preser
system eith
referencing
allow modif

Under the s
preservatio

and totally i
NOTE f

When a renj

recorded onp the medium.

Any retentid
agreement

12 Inforn

12.1 General

12.1.1 Audits

The inform
changes ar
the organiz

HPE PO~ I Sy | 4
oo Partys

on procedure and the technical details of transfer (restitution format and selected media) sha
the technical description manual.

vation period of archived documents (retention schedule) shall be anaged in the informe
br by use of a record of the preservation period in the metadata for gach archived document, @
each archived document in relation to a preservation-period table:’ The information system 5
cation of the preservation period for a specific document.

upervision of an authorized agent, and in accordance with:the existing procedures, at the end o
h period the archives shall be deleted. This operation shall make removed documents definiti
haccessible.

or additional information refer to ISO 15489-1, ISO 15489-2 or MoReq2 specifications.

ovable storage medium is destroyed, the process shall ensure the total inaccessibility of inform3

n of metadata and logs or audit trails related to deleted archives shall be specified in the contrag
Dr in the archival policy.

nation system assessment

htion system and all the related procedures shall be regularly audited, especially when m
b made to the information system. These audits can be performed either by internal personn
ption responsible for the implementation of the information system (internal assessment) and/a

shall be accompanied by the destruction (disposal) of the documents in the information systen.

| be

tion
r by
hall

the

vely

tion

tual

ajor
p| of
r by

personnel

The results

rovided by a tnird-party enterprise (exiernal assessimnent).

of these audits shall be retained.

12.1.2 Objectives

Audits shall verify that the information system and procedures are compliant with this part of ISO 14641. This

compliance

control shall cover system design, implementation, use and all operational procedures.

Moreover, the audits shall be able to measure the efficiency of the implemented information system and its

ability to ad

dress the objectives and requirements of the related field of activity.

Finally, audits shall provide all information useful for appropriate improvement of information system compliance.
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12.1.3 Auditor responsibilities

Auditors shall at a minimum:

a)
b)
c)

d)

formulate and clarify the requirements;
prepare and carry out the audit operations with which they have been tasked,;
record the results;

report the conclusions of the audits.

-1:2012(E)

Aud

12.1

The
by t

Mor
doc
sha

Inte
a)
b)

The
spe

12.1

The
can

itors shall be impartial and free from any influences that could affect objectivity.

.4 Personnel responsible for assessment

qualifications, training and experience of each auditor (active or assisting) shall be controlled an
ne organization responsible for them.

e specifically, auditors shall be experienced, with several years of professional practice in
Liment management, electronic archival or records management. A significant proportion of this
| have been in the design of and consulting for the implementation of information systems.

nal or external auditors shall have the following skills necessary.o conduct the audit process:
techniques to measure, interrogate, assess and write reports;

techniques to run various audit processes such as planning, method, organization, con
and management.

cific technical documents such as audio and.video.

.5 Verification of documentation

organization shall maintain an infermation system which ensures that all documentation relat
be verified and which ensurestthat:

up-to-date versions of requisite documentation are available in appropriate quantities at all p
operations are made to\the information system;

ensures rapid @nd-direct action of the personnel involved;

outdated,.daecumentation is promptly withdrawn and destroyed from all points of distribution an|
organizatien (exceptionally, outdated documentation which needs to be preserved for legal
purp@ses shall be appropriately identified and preserved).

d monitored

the field of
experience

munication

r skills shall be appropriate to cover all types of;documents contained in the information system, including

ed to audits

pints where

all changes or amendments to documentation are properly authorized and processed in such a way that

d use in the
Dr historical

12.1

~6—Assessmentoperationsdocuments

The organization shall record all results of assessment operations. Documents shall describe the processes

app

lying to each assessment operation.

All documents shall be securely preserved for an appropriate period.

12.2 Internal assessment

When an assessment is made by personnel under an organization’s authority, the organization shall produce
and be able to provide a description of the organization, clearly showing the distribution of responsibilities and
hierarchical structure of the organization, in particular demonstrating the independence of auditing roles and
operational roles.
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12.3 External assessment

Third-party organizations providing information system audits shall have sufficient and adequate experience
and skills in the design and implementation of information systems for document preservation.

Personnel carrying out assessment operations shall have appropriate qualifications, training and experience
for the proper auditing of information systems.

Third-party organizations shall take all necessary measures at all levels of their organization to ensure the
confidentiality of information collected during auditing.

13 Trusted third-party archival

13.1 Actiyities of trusted third-party archive service provider

Rules applyling to internal solutions apply equally to third parties performing electronic archivakservices. When
placing archives in the custody of a trusted third-party archival service, the organization shall check thaf the
techniques [and the procedures used ensure security, integrity and long-term preservation of the electrpnic
documents] and that all instructions are traced with related attestations. Annex- €/ presents principleq for
suggested general service conditions.

Before any fransfer of archives to a trusted third party, checks shall be madé-to ensure that:
a) the third party is able to comply with the requirements specified in this part of ISO 14641;
b) the archival policy used by the third party is compliant with the policy of the organization;
c) security procedures of the third party are compliant with those of the organization.

The third party can either:

— ensure|archival of electronic documents (reception and recording of all electronic documents, recorfling
of eleqgtronic document archival operationscand storage and related metadata), carry out converpion
operatipns, implement replication procedures, ensure access and restitution of documents; or

— store gnly digital seals of the documents (reception, checks and recording of document-related diital
seals, fecording of operations), while)the storage and preservation of electronic documents correspongling
to thesg signatures remains undeprthe responsibility of the client (originator) organization.

In both casegs, the third party shall produce attestations of its activity. The type and frequency of transmisgion
of these attestations from the-third party to the client (originator) shall be specified in each third-party contfact.

The third party shall keep.copies of these attestations in compliance with the specifications of this part of ISO 14p41.

In addition t¢ the implementation of an information system compliant with this part of ISO 14641, the third party shall:

1) enpuferunique and trustworthy identification for each of its clients;

2) guarantee the confidentiality of the documents and metadata in custody, in particular using an
information system implemented in such a way that it will not be possible for a client of the third party
to read, write, modify or delete any document of another client of the third party;

3) provide attestations of deposit for each operation;
4) carry out all document deletions after notification and, on completion, provide appropriate attestations;
5) provide an archival lifecycle audit trail for each client that could be produced as evidence in case of dispute.

Exchange of data between the organization and the third party shall be protected by adequate means, i.e.
strong authentication, encryption, integrity control.
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