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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention i
patent righ
any patent
on the ISO

Any trade
constitute

For an explanation on the voluntary nature of standards, the . meaning of ISO specific terms

expression
World Trad
URL: www

5 drawn to the possibility that some of the elements of this document may.be the subjec
ts. ISO shall not be held responsible for identifying any or all such patentrights. Detail
rights identified during the development of the document will be in the Introduction ang
ist of patent declarations received (see www.iso.org/patents).

hame used in this document is information given for the convenience of users and does
an endorsement.

s related to conformity assessment, as well as information about ISO's adherence to
e Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the follow
Liso.org/iso/foreword.html.
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Introduction

The purpose of this document is to ensure the interoperability of implementations with respect to
long-term signatures that make electronic signatures verifiable in the long term. Long-term signature
specifications referenced by each implementation cover PDF Advanced Electronic Signatures (PAdES)
developed by the European Telecommunications Standards Institute (ETSI).

© IS0 2017 - All rights reserved v
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snatures (PAdES)

Scope

5 document specifies the elements, among those defined in PDF Advanced Electronic
dES), that enable verification of a digital signature over a long peried.of time.

bes not give new technical specifications about the digital signature itself, nor new res
be of the technical specifications about the digital signatureswhich already exist.

Normative references

following documents are referred to in the textdh such a way that some or all of th
Ktitutes requirements of this document. For dated references, only the edition cited 3
ated references, the latest edition of the refergnced document (including any amendmen

14533-1, Processes, data elements and doctiments in commerce, industry and administration —
ature profiles — Part 1: Long term signattre profiles for CMS Advanced Electronic Signatures

32000-2, Document management + Portable document format — Part 2: PDF 2.0

Terms and definitions
the purposes of this-do¢ument, the terms and definitions given in ISO 14533-1 and the follo
and IEC maintainiterminological databases for use in standardization at the following ad

ISO Online-browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

'onic

Signatures

‘rictions of

Pir content
pplies. For
[s) applies.

- Long term
(CAdES)

wing apply.

dresses:

anecad alackra

adyv

je-cionatiira
diIICCUu CILCL LI VIIIV Jlsllul—“l -«

electronic signature which is uniquely linked to the signatory, is capable of identifying the signatory, is
created using electronic signature creation data that the signatory can, with high level of confidence,
use under his sole control, and is linked to the data signed therewith in such a way that any subsequent
change in the data is detectable

4

Abbreviated terms and symbols

The following symbols are used for the “required level”:

C: Conditional

M: Mandatory

© IS0 2017 - All rights reserved
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0: Optional

P: Prohibited (creation or modification)

5 Requirements

5.1 The generation or validation of PAdES-T data conforms to this document, provided that the
following requirements are met:

cessing of elements whose required level is “Mandatory” in the PAJES-T profile as speci

fied

“Conditional” in the PAdES-T profile, as specified in this document, shall be provided.

a) all pro
in this

b) detaile

5.2 The

following r|

a) all pro
in this

b) detaile

“Conditional” in the PAAES-A profile as specified in this documentyshall be provided.

5.3 The

5.4 If fiy
conformity
(see Annex
“Condition

q

J

NOTE 1

NOTE2 1}

6 Long

6.1 Defi

In order to

signin

document, shall be included;

d specifications pertaining to the processing of any element whose required-leve

oeneration or validation of PAdES-A data conforms to this document provided that
Pquirements are met:

cessing of elements whose required level is “Mandatory” in the PAGES-A profile as speci
document, shall be included;

d specifications pertaining to the processing of any element whose required leve

st-party conformity assessment is used;.the implementer shall make a declaratioy

|A) containing a description of implementation status (and the specifications for any elem
hl”).

ee [SO/IEC 17050-1:2004.

igure 1 shows the positioningof the generation and validation of PAdES-T data and PAdES-A dat

term signature“profiles

nition of PAAES profile and positioning
make electronic signatures verifiable in the long term:

b time(shall be identifiable,

l is

the

fied

l is

generation or validation of PAdES-DT and PAdES-DTA data conforms to this documjent,
provided that the requirements of Figures B.1 and B.2 respectively are met. See Annex B.

of

to this document by disclosing the supplier's declaration of compliance and its attachnjent

bnts

.

— anyill
and va

galatterations of informmation pertaiming to sigmatures, inctuding the subject of informma
lidation data, shall be detectable, and

— interoperability shall be ensured.

tion

To meet these requirements, this document defines the following two profiles with respect to PAdES:

a) PAdES-T profile: a profile pertaining to the generation and validation of the signature with a
timestamp for signature. The timestamp is stored in a signature timestamp Attribute of the
signature, or in any subsequent object containing the timestamp, covering the signature. The
subsequent object is a Document timestamp or a signature with the signature timestamp Attribute.

© ISO 2017 - All rights reserved
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b) PAdES-A profile: a profile pertaining to the generation and validation in the long-term availability
and integrity of the validation data that protects the PAAES-T data, including validation data from

any illegal alterations.

Figure 1 shows the relation between the PAAES-T data and the PAJES-A data.

Generator
Fo————————e (Distribution) Fom———————e
I Generate | 'Generate I
I i R I -
Data |—»| PAAES-T ~——> g;‘gEST —> |PAdES-A |—> g;‘gESA
e L — [data : q
'Update
Verifier ro-==Yo—-—g e I
| Verify ! 1 Verify l
| PAJES-T | | PAAES-A !
I data | | data |

6.2

Thi
eler

d)

Figure 1 — Relation between the PAdES-T'data and the PAdES-A data

Representation of the required level

5 document defines the following representation methods for the required level (as a prof
nent constituting PAAES-T data and PAdES-A data.

Mandatory (M): Elements whoserequired level is “Mandatory” shall be implemented wift
such an element has optional sub<elements, at least one sub-element shall be selected. A
whose required level is “Mandatory” and which is one of the sub-elements of an optior
shall be selected whenevérjthe optional element is selected.

Optional (0): Elements whose required level is “Optional” may be implemented at the d
the implementer.

discretion.of .the implementer, provided that detailed specifications for the processing
provided separately.

may be read.

ile) of each

hout fail. If
ny element
al element

scretion of

Conditional (C): Elements whose required level is “Conditional” may be implemented at the

hereof are

Prohibited (P): Elements whose required level is ‘Prohibited’ shall not be created or m¢dified, but

6.3

Standard for setting the required level

The required level of each element constituting PAdES-T data and PAdES-A data shall be set in
accordance with the following requirements:

a)

b)

The required level shall be “Mandatory” for elements whose required level is “Mandatory” in the
definition of PAdES, and for elements that are necessary for the generation and validation of long-

term signatures. The elements whose required level is “Optional” in the definition of

»” o«

defined as “Mandatory”, “Optional” or “Conditional”.

The required level shall be “Conditional” for externally defined elements.

EXAMPLE 1 OtherCertificateFormat.

© IS0 2017 - All rights reserved

PAdES are


https://standardsiso.com/api/?name=24c562fceff0a7c771f5de111400756e

ISO 14533-3:2017(E)

c¢) Therequiredlevel shall be “Conditional” for elements intended to interact with a certain application.

EXAMP

LE 2 CommitmentType.

d) The required level shall be “Conditional” for elements with an operation-dependent factor.

EXAMPLE 3 Attribute certificate; time mark.

NOTE

The archiving-type timestamp defined in ISO/IEC 18014-2 is included in “Time mark or other

method.”

e) Therequired level shall be “optional” for elements only containing reference information.

6.4 PAdES-T profile

6.4.1 Gejneral

The PAdES

-T profile is defined as the form of an electronic signature, of which the Signature valye is

protected by any subsequent object containing trusted evidence as a proof of existence (e.g. Docunfent

timestamp)).

The PAAESIT is extended from the PAdES using CAdES signatures specified:in 6.4.2. The required leyels

of constitupnt elements of the PAdES using CAdES signatures are also specified in 6.4.2.

The follow

— PAdESIT by Document timestamp;
— PAdESIT by Signature timestamp Attribute;

— PAdESIT by Subsequent Signature with Signature fimestamp Attribute.

These forn;

The requirgd levels of PAAES-T profile are specified in 6.4.3.

ng three types are defined as forms of the PAAES-T profile.

s are shown in Figure 2 to 4.

PAdES using CAdES signatures PAdES-T
Slg\r%ﬁ;ﬁre Signature
%%EOF %%EOQOF

Document
timestamp
Y% EOF

Figure 2 — PAdES-T Profile by Document timestamp

© ISO 2017 - All rights reserved
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PAdES using CAdES signatures PAdES-T
Signature Signature
—_—
Signature
timestamp
Attribute
YoYeEOK YoYeEOK

PAdES using CAdES signatures

Signature

%%EOF

6.4)2 PAdES using CAdES signatures profile

Figure 3 — PAdES-T Profile by Signature timestamp Attribute

PAdES-T.

Signat
1gn$a\@)
)

%%EOF

+ Sub. Signature

stam
Attribute

Signature time-

%%EOF

Figure 4 — PAdES-T Profile by:Subsequent Signature with Signature timestamp Attribute

Table 1 specifies the fequired levels of entries that constitute the Signature Directory of|the PAdES

—-

us

Table 1 — Signature Dictionary of PAdES using CAdES signatures

g CAdES signatures profile. The element which has not been indicated is set to C (Conditjional).

Entry Required level Value
Type 0 Sig
Filter P
SubFilter M ETSI.CAdES.detached @
Contents M See Table 2
ByteRange M
M Mb
Cert P

a  Seealso AnnexD.
b

Evenif a signature does not contain M Entry, a signature validation application shall not consider this signature invalid.
Time of M Entry is not basically used to validate certificates. If this information is used for validation, it is necessary to
define clearly a usage of this information. (e.g. describing a usage in a signature policy).

© IS0 2017 - All rights reserved
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Table 1 (continued)

Entry Required level Value
Location 0
Reason 0
ContactInfo 0

a  Seealso AnnexD.

b Evenifasignature does not contain M Entry, a signature validation application shall not consider this signature invalid.
Time of M Entry is not basically used to validate certificates. If this information is used for validation, it is necessary to
define clearly a usage of this information. (e.g. describing a usage in a signature policy).

Table 2 spdcifies the required levels of elements that constitute the ContentInfo in the signature-data.

Table 2 — ContentInfo in signature

Element

Required level

Value

ContentTyy

[¢)

M

id-signedData

Content

M

See Table 3

Table 3 spdcifies the required levels of elements that constitute the SignedPata in the signature datfa. A
DER-encoded SignedData object as specified in cryptographic message’syntax (CMS) shall be included
signature in the entry with the key Content of the signature dictionary, as describefl in
[SO 3200042.

as the PDH

Table 3 — SignedData in signature

Element

Required level

CMSVersion

DigestAlgofithmIdentifiers

EncapsulatpdContentInfo

- eContentType

- eContent

Certificate§et (Certificates)

- Certificate

QO

- Attribute[C

ertificateV2

- OtherCerti

ficateFormat

RevocationinfoChoices (crls)

- Certificate

List

- OtherRevp

cationdnfoFormat

SignerInfog

200007 IZ|IZ|OIZIZIZIE

=2

- signerInf

M

b Only a single signerInfo shall be present in PDF signature.

a At least a signature generation application shall contain a signer certificate for interoperability. Even if a signature
does not contain this element, a signature validation application shall not consider this signature invalid.

Table 4 specifies the required levels of elements that constitute the SignerInfo in the signature data.

Table 4 — SignerInfo in signature

Element Required level
CMSVersion M
Signerldentifier M
- IssuerAndSerialNumber 0

6
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Element

Required level

- SubjectKeyldentifier

DigestAlgorithmldentifier

SignedAttributes

SignatureAlgorithmldentifier

SignatureValue

TRIZIE|©

UnsignedAttributes

0

Table 5 specifies the required levels of elements that constitute the Signed Attributes: The element

whilch has not been indicated is set to C (Conditional).

Table 5 — Signed Attribute in signature

Element

Required leve

ContentType

MessageDigest

SighingCertificateReference

- EBS SigningCertificate

- EBS SigningCertificateV2

QO

- OfherSigningCertificate

SighaturePolicyldentifier

CothmitmentTypelndication

o | T

Sigherldentifier

CorjtentTimestamp

SighingTime

ContentReference

Contentldentifier

slo|v|lo|olalalalo|olzlz]|=z

CornjtentHints

o

SigherAttribute

Cc

SigherLocation

0d

sigjingCertificateV2 sHath be present in Signed Attributes.
b [ SeelS032000-2:2017,12.8.3.4.4.
c See IS0 32000-2:2017, 12.8.3.4.3.

d | Either'SignerLocation attribute or Location entry in Table 1 may be used.

a When a signature ‘which complies with the PAdES using CAdES signatures is generated, the fttribute of

Table’6, specifies the required levels of elements that constitute the Unsigned Attributes. The element

1 1 1 - 1. h Falladal h 1
WhlLll IIdS5 TIOU DECIT HIUICALEU 15 5CL LU U (LUIIUILIOIAl ).

Table 6 — Unsigned Attributes in signature

Element

Required level

CounterSignature

© IS0 2017 - All rights reserved
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6.4.3 Timestamp of PAAES-T profile
See Table 7.
a) PAdES-T profile by Document timestamp.

The PAdES-T profile by Document timestamp is defined as an extended form of the PAdES using
CAdES signatures profile to which the Document timestamp dictionary is added.

b) PAdES-T profile by Signature Timestamp Attribute

The PAAES-T prnfi]p hy Qignahn‘p Timestamp Attribute is defined as an extended form to which the
Signatpire Timestamp Attribute is added.

c) PAQES-T profile by Subsequent Signature with Signature Timestamp Attribute

The PAdES-T profile by Subsequent Signature with Signature Timestamp Attributeyis definedl as
an extended form of the PAAES using CAdES signatures profile to which the Subsequent Signature
Dictiomary is added, containing the signature with the Signature Timestamp Attribute.

The time vplue of PAAES-T shall be the time value of the oldest valid timestamp-c¢overing the signaure
value accofding to point a), b) or c).

Table 7 — Timestamp of PAAES-T profile

Element Required level
timestampl|for signature M
- Documenf timestamp dictionary 0
- Signaturd timestamp Attribute 0

(unsigned gttributes in signature data)

- Subsequept Signature with a Signature timestamp Attyibute 0
(unsigned gttributes in signature data)

The profile qf timestamp token is described in Annex.€.

6.5 PAdES-A profile

6.5.1 Gejneral

The requirpd levels of constituent elements of PAJES-A profile are specified in 6.5.2 to 6.5.7.

6.5.2 Structure of theé PAdES-A profile

The PAdES-A profile“is defined as the form of an electronic signature of which the PDF objects|are
protected py trusted evidence as a proof of existence (e.g. Document timestamp). The PDF objgcts
contain the follJowing objects:

— Data to be signed;

— Signature value;

— Trusted evidence which protects the signature value;
— Trusted evidences for PDF objects in the past;

— Validation information updated (thisUpdate of CRL or OCSP response) after the time value of
PAdES-T of signature value and trusted evidences.

NOTE See Rec. ITU-T X.509, ISO/IEC 9594-8 or IETF RFC 6960.

8 © IS0 2017 - All rights reserved
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The PAdES-A profile is an extended form of the PAdES-T profile to which the elements specified in

Table 8 are added. The PAJES-A enables the detection of any illegal alterations of information pertaining
to the signature, including the subject of the signature and validation data.

Table 8 — Elements of PAJES-A profile

Element Required level
Document Security Store (DSS) Dictionary M
Document timestamp Dictionary M
6.5]3 Document Security Store Dictionary
Thg requirements of entries that constitute the Document Security Store (DSS) dictionary ate specified
in I$0 32000-2.

The
sign
dict
6.5
The

6.5

Table 9 shows the Signature Dictionary of Document/timestamps.

DSS may contain the certificates and the revocation information which/are used to v
atures, the signature timestamps, and the Document timestamps appénded prior 1
ionary.

4  Signature VRI Dictionary

requirements of entries that constitute the Signature VRIBictionary are specified in IS(

5 Document timestamp

Table 9 — Signature.Dictionary of DocTimeStamp

hlidate the
o the DSS

32000-2.

Entry Required level Value

Ty

e DocTimeStamp

Filt

er

Suh

Filter ETSL.RFC3161

Cof

tents TimeStampToken 2

Byt

o

eRange

Ref

erence

Ch{

nges

Name

M

Cerf

t

Log

ation

Res

son

ContactInfo

R

\'

Prop_Build

Prop_AuthTime

Prop_AuthType

"B la~R ol NN Ra-HBa-l i N Ba-H RavH RavA Rav A Ra N el Rl Bcdl BCAl BCHl (e

a

b

As specified in RFC 3161.

The ByteRange shall cover the entire file, including the signature dictionary but excluding the Contents value.

© IS0 2017 - All rights reserved
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The Document timestamp shall be affixed after the DSS dictionary is appended. The requirements of
entries that constitute the Document timestamp are specified in ISO 32000-2. The profile of timestamp

token is de

scribed in Annex C.

6.5.6 Updating PAdJES-A

In order to ensure the validity of the signatures and/or the timestamps in the long term, a new
Document timestamp shall be affixed at a time when the cryptographic algorithms used in the latest
Document timestamp are considered reliable, and the certificates of the Document timestamp are not
expired. The following steps shall be performed:

a) The sef of certificates and revocation information used to validate the latest Document timeStdmp
are obtained.

b) The sef of certificates and revocation information are stored in the PDF file as the stféam objdcts.
The D$S dictionary that contains the references to these objects is appended, and'ifirequired,|the
VRI is pppended.

c¢) The Dgcument timestamp is affixed to the PDF file obtained in step b).

6.5.7 Validation Data for Signature and Timestamp

The validaftion data is a set of certificates up to the trust anchor and revocation information tg be

used for validation of signatures and timestamps. The validation data may be stored with the PAAES

signature gs described in Table 10. When not stored with the PAQES signature, validation data shall be
stored by gnother secure means including, but not limited to, storage by a certification authority (CA)
as a trustef third party (TTP) or by timestamping authority~(FSA).
Table 10 — Elements of steping validation data
Type of yalidation data Elements of storing validation data Required level Pr::zlérled

Validation data for signatures | Fields inside the-SignedData of the signature 0

Stream objects referred by DSS 0 1

Stream objects referred by VRI 0 2

Validation data for timestamp | Fields inside the SignedData of the timestamped |O

token of sighature timestamp | signature

attribute Fields inside the signature timestamp 0a

Stream objects referred by DSS 0 1
Stream objects referred by VRI 0 2
Validation data for tilmestamp | Fields inside the SignedData of the timestamped|P
token of Dogument timestamp | signature
Fields inside the Document timestamp 0a
Stl <cdalll U}JjCLtD I cfcx I Cd 1lJy DSS C 1
Stream objects referred by VRI 0 2

a

Revocation information should be stored using DSS or VRI.

6.6 Multiple signatures

6.6.1 Ge

neral

Multiple signatures may be appended to a PDF file by using incremental update. In the case of multiple

signatures,

PAdES

10

the conformity of a whole PDF file is defined as follows:

© ISO 2017 - All rights rese
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— When signatures conforming to the PAdES-T profile and signatures conforming to the PAdES-A

profile coexist in a PDF file, this PDF file conforms to the PAAES-T profile.

The examples of multiple signatures are described in Annex E.

6.6.2 Timestamp for multiple signatures

In the case of applying PAdES-T to multiple signatures, even without attaching respective timestamps
to the signatures, a timestamp of PAdES-T can also be applied to all of the signatures. Figure 5 shows
an example of a timestamp for multiple signatures by Document timestamp. Because this Document

tim

estamp is opnprnrpd from bhvte range m(‘lndmc hoth QIonah]rM and %annhlrn? it nrmnies a proof

of e

kistence of both signatures.

Multiple Signatures

Signaturel

%%EOF

Signature2

%%EOF

PAdES-T

0

i \8)
Signaturel ,\b‘

%% EOF

ighature?2
Fa

o

%%EOF

Document
timestamp

%%EOF

Figure 5 — Timestamp for multiple signatures by Document timestamp

Figlire 6 describes an exampleof timestamp for multiple signatures by Signature Timestamp Attribute.

Thi
and
thid
Ting

5 Signature TimeStanp Attribute in Signature2 is generated from the signature value of $ignature2,
the signature valtie)of Signature2 is generated from byte range including Signaturel.|Therefore,
Signature TimeStamp Attribute logically protects both Signature?2 and Signaturel. Thi$ Signature
eStamp Attribute can be used as timestamp for both signatures.
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Figure 6 — Timestamp for multiple signatures by Signature Timestamp Attribute

Unless all s
signatures
immediate

Multiple Signatures PAdES-T
Signaturel Signaturel
E——

%%EOF %%EQOF

Signature2 Signature2
Signature
timestamp
Attribute

%%EOF %%EOF

ly after signing.

ignatures and a timestamp can be generated immediately,and time difference between all
and a timestamp is acceptable, a timestamp of PAAES-T shall be generated for each signature

12
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Annex A
(normative)

Supplier's declaration of conformity and its attachment

A.1 General
J—=enelrat

Thip annex specifies the form of the supplier's declaration of conformity to the RAdES| long-term
signature profile.
A.2 Form of the supplier's declaration of conformity
Supplier's declaration of conformity to the long term signaturéprofile

Nunpber:
Issufr's name:
Issufer's address:
Objgct of declaration:

The object of the declaration described above is in conformity with the requirement of the following long-term signatyre profiles.

Addjtional information:

Signjed for and on behalf of:

PAdES-T profile and/or PAdES-A profile
PAdES-DT profile (see Clause B.2) and/or PAdES-DTA profilexsee Clause B.3)

The implemented elements are as specified in Clause A.3 below.
(The results of operation checks, etc. may be inserted-here.)

(Place and date of issue)

(Name, title)

A3

A3

The

A3

Form of the attachment to the supplier's declaration of conformity

.1 General

O (see Tables A.1 to A.13).

A3

.2 <Version number of standard to be referenced

attachmenttothe supplier's declaration of conformity shall contain the items specified|in A.3.2 to

© IS0 2017 - All rights reserved
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A.3.3 Scope of profile implementation

Table A.1 — Profile Implementation

Profile identifier Generator Verifier
PAdES-T
PAdES-A
PAdES-DT
PAdES-DTA
A.3.4 Copformity to the PAdES-T profile
Table A.2 — PAdES-T Profile Implementation
Profile identifier Generator Verifier
PAdES-T prjofile by Document timestamp
PAdES-T prdfile by Signature timestamp Attribute
timestampl|for multiple signatures
- by Docunjent timestamp
- by Signatjire timestamp
- by Subsefquent Signature with a Signature
timestamp
Table A.3 — Signature Bictionary
Entry Requireddevel Generator Verifier
Type 0
Filter M
SubFilter M
Contents M
ByteRange M
M M
Cert P
Location 0
Reason 0
ContactInf 0
Table A.4 — ContentInfo in signature data
Element Required level Generator Verifier
ContentType M
Content M
Table A.5 — SignedData in signature data
Element Required level Generator Verifier
CMSVersion M
DigestAlgorithmldentifiers M
EncapsulatedContentInfo M
- eContentType M
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Element

Required level Generator

Verifier

- eContent

CertificateSet (Certificates)

- Certificate

- AttributeCertificateV2

- OtherCertificateFormat

RevocationInfoChoices (crls)

- CertificateList

- OtherRevocationInfoFormat

SignherInfos

- signerInfo

HBEEREERREBEE

N 2a

Table A.6 — SignerInfo in signature data y\b‘

ID"’

Element

Required level Ggﬁe-l)ator

Verifier

CMPVersion

N
O

Sigherldentifier

- IdsuerAndSerialNumber

4

N

- StibjectKeyldentifier

\\\\

DigestAlgorithmldentifier

BN

o

SighedAttributes

\\Q\U

SighatureAlgorithmldentifier

ZEIZ|IQICIE |

Yy

SighatureValue

UngignedAttributes

%

(@E
4

NS

S)
Table A.7 \Signed Attributes in signature data

Element .@ ’

Required level Generator

Verifier

CorjtentType

g

S
MessageDigest .

Sig 1ingCertificateRef,Qr‘€ﬂ\e;

- E3BS SigningCertifi

- EBS SigningCg&ﬁ\c,ateVZ

- of herSign@Xertificate

Sig 1atu/r§®?cyldentifier

Corp %\entTypeIndication

SignerIdentiiier

ContentTimestamp

SigningTime

ContentReference

Contentldentifier

ContentHints

SignerAttribute

SignerLocation

olalw|o|o|=laldlololalolo|z]|=z|=
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Table A.8 — Unsigned Attributes in signature data

Element Required level Generator Verifier
CounterSignature p
timestamp for signature 0
- Signature timestamp token 0

A.3.5 Conformity to the PAJES-A profile

— Table A9 —Elementsof PAdES-Aprofile

Entry Required level Generator Verifier
Document $ecurity Store (DSS) Dictionary M
Document {imestamp dictionary M
Table A.10 — Validation information store
Type of validation data| Elements of storing validation data Required |~Generator Verifiey
level
Validation|data for the|Fields inside the SignedData of the signature |O a
signature Stream object s referred by DSS 0
Stream objects referred by VRI 0]
Validation|data for the|Fields inside the SignedData of the times-40
timestamp|token of the|tamped signature
Slgr}ature timestamp |gjelds inside the Signature timestamp 0a
attribute
Stream object s referred by DSS 0
Stream objects referred by VRI 0
Validation data for times- | Fields inside the SignedData of the times- P
tamp tokenlof Document|tamped signature
timestamp Fields inside the Doctment timestamp 0a
Stream object saeferred by DSS 0
Stream objeets.referred by VRI ¢}
a  Therevgcation information shouldbe stored using DSS or VRI.
A.3.6 Copformity to the PAAES-DT profile (see Clause B.2)
Table A.11 — The elements of PAAES-DT profile
Entry Required level Generator Verifier
Document fimestamp dictionary M
A.3.7 Conformity to the PAAES-DTA profile (see Clause B.3)
Table A.12 — The elements of PAAES-DTA profile
Entry Required level Generator Verifier
Document Security Store (DSS) Dictionary M
Document timestamp dictionary M
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A.3.8 Specifications to be referenced by elements “Conditional”

Table A.13 — “Conditional” elements

Number

Element name

Referenced specification

A.3.9 Remarks

© IS0 2017 - All rights reserved
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Annex B
(normative)

The profile for using only timestamp

B.1 General

The Document timestamp can be applied to a PDF file that does not contain electronic signature data.
This Docuinent timestamp functions as a proof of existence of a PDF file.

B.2 PAdES-DT profile

B.2.1 Geperal

The PAAES-DT profile is defined as a PDF file that contains a dictionary ofia Document timestamp,{but
not a signafure. The data conforming to the PAAES-DT profile shall meet the following:

— The data does not contain a signature dictionary (The value of Iype is Sig).
— The dta contains Document timestamp dictionaries (The walue of Type is DocTimeStamp).

The PAJESFDT data may contain more than one Documenttimestamp. Figure B.1 shows the form of{the
PAdES-DT {ata.

%PDF

Dictionary of
oo
timestamp

%%EOF

Figure B.1 — Structure of PAdES-DT

B.2.2 Dig¢tionary-of Document timestamp

The requiremerits-of elements that constitute the dictionary of the Document timestamp are specified
in ISO 3201)0-2.

B.3 PAdES-DTA profile

The PAdES-DTA profile is defined as the form that enables the detection of any illegal alterations of
information pertaining to the Document timestamps, including the subject of the timestamp and
validation data. The PAJES-DTA data is extended from the PAAES-DT data. The requirements are the
same as the PAdES-A profile, except that the data does not contain the signature dictionary (Type: Sig).

Figure B.2 shows the relation between the PAJES-DT data and the PAAES-DTA data.
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Generator (Distribution)
FooTTomo s | Fo T
Data | Generate | PAAES-DT | Generate ! PAdES-DT
! PAES-DT —1 — PAdES- | 1 data
|
—  ldata —— | DTAdata |
Ypdate
Verifier S | 05— LA,
| Verify | OVerify |
 PADES-DT |  PAAES-DTA |
| data ! | data !
_____________ | [ PEp—— |

Figure B.2 — Relation between the PAAES-DT data and the PAdES-DTA data
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Annex C
(normative)

Structure of timestamp token

C.1 General

This anne)];pecifies the requirements for the structure of a timestamp token in a long-term signatyre.

C.2 Normative specifications

The signature timestamp token and "the long-term Availability and integrity of the validation data
archive timestamp token in this document shall conform to CMS, TSP, CAdES.

NOTE Timestamp Protocol (TSP) is defined in IETF RFC 3161.

C.3 Required level of constituent elements

"

The requirfed level of each element of the signature timestamp token and "the long-term Availabllity

and integrity of the validation data" archive timestamp token-shall be as specified in Table C.1.

Table C.1 — Required level of each element of the timestamp token

Entry

Required level

ContentTyy

[¢)

Value
id-signedData

Content

Signed Data

- CMSVefsion

- Digestplgorithmldentifiers

- EncapdqulatedContentInfo

- eContentType

id-ct-TSTInfo

- eContent

DER-encoded value of TSTInfo

- Certifi¢ateSet (Certificates)

- Certificate

IO IZIZIZIZIEIE

At least a signer certificate of TSA shall
be provided.

- AttributeCertificateV1

- AttribateCertificateV2

Ot F P o ol i
- IruCriinieatcruriiiat

- RevocationInfoChoices (crls)

- CertificateList

- OtherRevocationInfoFormat

- SignerInfos

- SignerInfo

- CMSVersion

- Signerldentifier

z|lz|[=z|=zlo|olo|d|o]o

- IssuerAndSerialNumber

0

a new TimeStampToken is obtained.

a  The ESSSigningCertficate v2 shall be used when another hash algorithms than SHA-1 is used and should be used when

20
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Table C.1 (continued)
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Entry

- SubjectKeyldentifier

Required level

Value

- DigestAlgorithmldentifier

- SignedAttributes

- ContentType

id-ct-TSTInfo

- MessageDigest

- SigningCertificateReference

- ESS SigningCertificate

- ESS SigningCertificate v2

QO

- OtherSigningCertificate

- SignatureAlgorithmlIdentifier

- SignatureValue

- UnsignedAttributes

- CompleteCertificateReferences

- CompleteRevocationReferences

- CompleteRevRefs CRL

- CompleteRevRefs OCSP

- CertificateValues

AD
2

- CertificateValues

O|IO|O|OC|QC|0C|0O I 2|02 IZIZRIZRIZIO

Gy

- Storage of the certificate by CA

(6@

- RevocationValues

- CertificateList \’\\Q)

- BasicOCSPResponse xO

- OtherRevVals

OF

~eTote s

andgw TimeStampToken is obtained. .

a | The ESSSigningCertficate v2 shall be @‘v:/hen another hash algorithms than SHA-1 is used and should be used when
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