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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenance
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed forj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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hanges compared to the previous edition are as follows:

edition (ISO 14533-2:2012), XAdES was an abbreviated term for ‘XML Advanced Electr
ire’; in this edition, XAdES becomes a proper noun and is used as ‘XAdES digital signatur
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Introduction

The purpose of this document is to ensure the interoperability of implementations with respect
to long term signatures that make digital signatures verifiable for a long term. Long term signature
specifications referenced by each implementation cover XAdES digital signatures developed by the

Eur

opean Telecommunications Standards Institute (ETSI).

ETSI EN 319 132 specifies data structures and core elements for XAdES digital signature. This
document profiles ETSI EN 319 132 specification for international long term signature interoperability.
ETSI EN 319 132 specification provides definitions of data structures, data elements and their usage in

det
red

Int
In {
Ele

from TS to EN; but it is still used in the document title.

efining those components defined in ETSI EN 319 132 specification.

he first edition (ISO 14533-2:2012), XAdES was an acronym for ‘XML Advanced Eléctronic
his second edition (ISO 14533-2:2021), XAdES is used as a proper noum-and ‘XML
tronic Signature’ is changed to ‘XAdES Digital Signature’ in line with the definition cha

hil. To maintain consistency with ETSI EN 319 132 specification, this document avoids, quoting and

Signature’.
Advanced
nge of ETSI
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INTERNATIONAL STANDARD

ISO 14533-2:2021(E)

Processes, data elements and documents in commerce,
industry and administration — Long term signature —

Part 2:

Profiles for XML Advanced Electronic Signatures (XAdES)

1 (Scope

Thif document specifies the elements, among those defined in XAdES digital signatures, that enable
ver{fication of a digital signature over a long period of time.

It dpes not give new technical specifications about the digital signature itself, nor new resgrictions of
usape of the technical specifications about the digital signatures which alyeady exist.

NOTE XAdES digital signatures is the widely-used extended specification of “XML-Signature|Syntax and
Pro¢essing”.

2 |Normative references

The following documents are referred to in the textgin such a way that some or all of their content
conptitutes requirements of this document. For dated references, only the edition cited dpplies. For
undated references, the latest edition of the referenced document (including any amendments) applies.
[SO|14533-1, Processes, data elements and doctuments in commerce, industry and administration — Long
term signature profiles — Part 1: Long ternr signature profiles for CMS Advanced Electronic|Signatures
(CAYES)

ETYI EN 319 132-2Y, XAdES digital.sighatures Part 2: Extended XAdES signatures v1.1.1, (April 016)

XML Signature Syntax and Processing?), W3C Recommendation, 11 April 2013

3 |Terms and definitions

For|the purposes<fjthis document, the terms and definitions given in ISO 14533-1 and th¢ following
apply.

[SO|and [ECymaintain terminology databases for use in standardization at the following addgesses:

— [ISOOnline browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1

long term signature
signature that is made verifiable and has the ability to maintain its validity status and to get a proof
of existence of the associated signed data for a long term by implementing measures to enable the
detection of illegal alterations of signature information, including the identification of signing time, the
subject of said signature, and validation data

1
2)

Available from https://www.etsi.org/standards-search.

Available from https://www.w3.org/TR/xmldsig-core/.
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3.2

profile

rule used to ensure interoperability, related to the optional elements of referenced specifications, the
range of values, etc.

3.3

XML signature

XmlDsig

signature syntax and processing for a given message

Note 1 to entry: XML signature shall be as defined in XML Signature Syntax and Processing, W3C Recommendation
11 April 2013.

3.4
XAdES diglital signature
XAdES
XML based digital signature defined in ETSI EN 319 132-2 for which the signer can beidentified and
any illegal data alteration detected

Note 1 to eptry: Digital signatures specified in ETSI documents aim at supporting ‘eléctronic signatures|and
electronic sgals.

3.5
XAdES with time
XAdES-T
generic terjm for the incorporation of all the XAdES digital signgture (3.4) defined in ETSI EN 319 132-2
with inforation to ascertain SigningTime, and intermediate_form for long term signature (3.1) profile
(3.2)

3.6
XAdES with validation data
XAdES-X-llong

generic tefm for the incorporation of all thelmaterial required for validating the signature, pnd
intermedidte form for long term signature (3:1Jprofile (3.2)

3.7
archival XIAdES
XAdES-A
generic term for the incorporation of electronic timestamps that allow validation of the digital signature
long time dAfter its generationfand long term signature (3.1) profile (3.2)

4 Longlterm signature profiles

4.1 Defined profile

4.1.1 Gehneral

In order to make digital signatures verifiable for a long term, signing time shall be identifiable, any
illegal alterations of information pertaining to signatures, including the subject of information and
validation data, shall be detectable, and interoperability ensured. To meet these requirements, this
document defines a long term profile for XAdES and forms to construct signature data conforming to
the profile:

a) XAdES-T profile (intermediate form): signature with signature timestamp;
b) XAdES-X-Long form (intermediate form): form added validation information to a);

c) XAdES-A profile: form timestamped or protected for long term availability, which is extended from
b).

2 © IS0 2021 - All rights reserved
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Table 1 lists the correspondence between of various profiles. See Annex C for differences between

Eur

opean EN and ISO profiles at each level.

Table 1 — Signature generate profiles

IS0 14533-2:2021 I1SO 14533-2:2012 ETSIEN 319 132-2
XAdES ISO profile XAdES ISO profiles Extended signatures
-- —-- XAdES-E-BES/EPES
XAdES-T profile XAdES-T profile XAdES-E-T
(XAdES=Xtongforny == XAdES-E-X-tong
XA{ES-A profile XAdES-A profile XAdES-E-A
4.1{2 Supplier’s declaration of conformance

If fi
thig
wit
elen]

NOT

4.1
Thi

4.1

document by disclosing the supplier's declaration of compliance and its\attachment in
nents “Conditional”).

E See ISO/IEC 17050-1.

3 XML namespaces

5 document uses the URI namespaces and prefixes listed below:

http://www.w3.0rg/2000/09/xmldsig# (prefix: ds)
http://uri.etsi.org/01903/v1.3.2# (prefix: xs)
http://uri.etsi.org/01903/v1.4.1# (prefix: xs141)

4  Operation of long term signature

Figlire 1 shows operation of standard long term signature procedure.

Data to be signed (e.g. document data)

I 4

a) digitally sign and applying signature time

XAdES-T profile

b) add Validation Data

Fst-party conformity assessment is used, the implementer shall make a de¢laration of copformity to

hccordance

n Annex A, containing a description of implementation status (and the specificatiops for any

stamp

—e e -

\ -
long term profile for XAdES c) add Archive TimeStamp

(extend the period) XAdES-A profile J (Archiving)

Figure 1 — Operation of long term signature

Figure 2 shows timing of standard long term signature procedure.

© IS0 2021 - All rights reserved
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These steps should be processed before expiration date of the signer's certificate

A grace period regarding revocation process of certificates should be taken into account

a) b) )
. —P time
Data
Data Data
RO TR g[S

1st step: Validati —

add Signature and : ]1);1[31 on Va]];datlon
Signature TimeStamp ara

2nd step:
add Validation Data @
3rd step:
add Archiye TimeStamp

(long teTm siganture)

Figure 2 — Timing of long term signaturée step

4.2 Representation of the required level

This document defines the following representation methods for the required level (as form and profile)
of each element constituting XAdES-T profile data, XAdES-X-Long form data and XAdES-A profile data.

a) Manddtory (M): Elements whose required level is “Mandatory” shall be implemented without fafll. If
such ah element has optional sub-elemerits,at least one sub-element shall be selected. Any elenfent
whose|required level is “Mandatory” and is one of the sub-elements of an optional element shall be
selectgd whenever the optional element is selected.

b) Optioral (0): Elements whoserequired level is “Optional” may be implemented at the discretion of
the implementer.

c¢) Conditlional (C): Elements”’whose required level is “Conditional” may be implemented at|the
discretion of the implementer, provided that detailed specifications for the processing thereoffare
provided separately:

4.3 Starldard for setting the required level

The requirled-level of each element constituting XAdES-T profile data, XAdES-X-Long form data pnd

XAdES-A p

a) The required level shall be “Mandatory” for elements whose required level is “Mandatory” in the
definition of XAdES, and those necessary for the generation and validation of long term signatures.
The elements whose required level is “Optional” in the definition of XAdES are defined as
“Mandatory”, “Optional” or “Conditional”.

b) The required level shall be “Conditional” for externally defined elements.

EXAMPLE 1 OtherCertificateFormat.

c¢) Therequiredlevel shall be “Conditional” for elements intended to interact with a certain application.

EXAMPLE 2  DataObjectFormat.

4 © IS0 2021 - All rights reserved
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The required level shall be “Conditional” for elements with an operation-dependent factor.

EXAMPLE 3  Attribute certificate, Time mark.

NOTE
method.”

The required level shall be “Optional” for elements only containing reference informatio

Action to take when an optional element is not implemented

The archiving-type timestamp defined in ISO/IEC 18014-2 is included in “Time mark or other

n.

Th
uni

a)

b)

‘)
4.5

4.5
4.5)

4.5

fottowing actions sttatt be takem witen the XAdES data used 1 a validation transaction
mplemented element.

be selected, or one or more relevant optional elements shall be selected, the/validat
cautioned that validation requires implementation of element(s); otherwiSe,-validation
performed.

EXAMPLE In a validation transaction, a OCSPValue element is detec¢ted where only the p
CRLValue elements, among all other optional elements in RevocationValues, is implemented.

When xs:CounterSignature (see 4.5.4) is an unimplementéd element, the validatg

performed.

Optional elements other than those specified abovetmay be ignored for implementation,
XAdES-T profile

1 General

2,4.5.3 and 4.5.4 specify the requiregd-levels of constituent elements of XAdES-T profile d

2 Signature element

ontains an

When the required level of a parent element is "Mandatory" and one or more.sub-elements shall

br shall be
cannot be

Focessing of

r shall be

cautioned that validation requires implementation of said.element; otherwise, validation cannot be

ata.

Tabje 2 specifies the required level of each constituent element of XML signature. The required level

sha|l be “Conditional” for any’elements not listed in Table 2.
Table 2 — Signature element
XMLPpSig
Element or attribute Required level
referlence
Id gttribute M2 4.2
ds:PignedInfo M 4.4
ds: EammonicatizatiomMethod I 441
ds:SignatureMethod M 4.4.2
ds:Reference M 4.4.3
ds:Transforms 0 4.4.3.4
ds:DigestMethod M 4.4.3.5

a

b

“Optional” in an XML signature, but “Mandatory” in ETSI EN 319 132.

If the xs:SigningCertificateV2 qualifying property (Table 3) is incorporated to the signature, no restrictions apply to
ds:KeyInfo element. Otherwise, then the following restrictions apply:

the ds:KeyInfo element shall include a ds:X509Data containing the signing certificate;
the ds:KeyInfo element may also contain other certificates;

the ds:SignedInfo element shall contain a ds:Reference element that refers to ds:KeyInfo.

©IS
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Table 2 (continued)

XMLDSig
Element or attribute Required level
reference
ds:DigestValue M 4.4.3.6
ds:SignatureValue M 4.3
ds:KeylInfo ob 4.5
ds:Object M 4.6

a2 “Optional” in an XML signature, but “Mandatory” in ETSI EN 319 132.

— the ds:K¢yInfo element may also contain other certificates;

b If the x4:SigningCertificateV2 qualifying property (Table 3) is incorporated to the signature, no restrictions appl|
ds:KeyInfo eJement. Otherwise, then the following restrictions apply:

— the ds:K¢yInfo element shall include a ds:X509Data containing the signing certificate;

— the ds:SignedInfo element shall contain a ds:Reference element that refers to ds:KeylInfo.

y to

4.5.3 Object element, SignedSignatureProperties element

Table 3 spgcify the required levels of elements that constitute signed properties. The required 1
shall be “Conditional” for any signed and unsigned property elements not listed in Table 3.

Table 3 — Object element, SignedSignaturePrepeérties element

bvel

ETSIEN 319 13211
Element Required level vilil
reference
xs:QualifyjngProperties Ma 4.3
xs:SignedProperties M 4.3.2
xs:SignedSignatureProperties M 4.3.4
xs:SignjngTime ob 5.2.1
xs:SignjngCertificateV2 Qb.c 5.2.2
xs:SigningCertificate cd --
xs:SignaturePolicyldentifier C 5.29
xs:SignlltureProductionPlaceVZ C 5.2.5
xs:SignatureProductionPlace cd --
xs:SignerRoleV2 C 5.2.6
xs:SignerRole cd --
xs:SignedDataObjectProperties C 4.3.5
xs:DataObiectFormat cb 5.2.4
xs:Desciption C 5.2.4
xs:0bjectldentifier C 5.2.4
xs:MimeType cb 5.2.4
xs:Encoding C 5.2.4
xs:CommitmentTypelndication C 5.2.3
xs:AllDataObjectsTimeStamp C 5.2.8.1
xs:IndividualDataObjectsTimeStamp C 5.2.8.2

a  The Id attribute value of the signature element shall be entered in the target attribute.
b Mandatory in ETSI EN 316 132-1 v1.1.1 Baseline Signature.

¢ Either xs:SigningCerticicateV2 or ds:KeyInfo (Table 2) is required.
d  These elements are used for past compatibility and reference to ETSI TS 101 903 v1.1.1.

© ISO 2021 - All rights reserved
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.4 Object element, UnsignedSignatureProperties element

Table 4 specify the required levels of elements that constitute unsigned properties. The required level
shall be “Conditional” for any signed and unsigned property elements not listed in Table 4.

Table 4 — Object element, UnsignedSignatureProperties element

ETSIEN 319 132-1
Element Required level viil
reference
xs:QualifyingProperties M 4.5
x§:UnsignedProperties M 4.3.2
ks:UnsignedSignatureProperties M 4.3.6
xs:CounterSignature 0 5.2.7.2
Trusted time M 5.3
xs:SignatureTimeStamp 02 5.3
other POE method C -
x§:UnsignedDataObjectProperties C 4.3.7
a2  [Mandatory in ETSI EN 319 132-1 v1.1.1 Baseline Signature.

4.6

4.6
4.6,

4.6

The
uns
cor

4.6

The
req

NOT
Com
whi
prof

XAdES-X-Long form

1 General

2 and 4.6.3 specify the required levels of constituent elements of XAdES-X-Long data.

2 Structure of the XAdES-X-Long form

XAdES-X-Long form is defined- as' an extended form of the XAdES-T profile to
igned properties specified in Table'5 are added. The required level of each element of t
responding to XAdES-T shall be as specified in 4.5.

3 Additional UnsignedSignatureProperties element

required level of @ach element added to unsigned properties shall be as stated in Ti
1ired level shall be¥Conditional” for any element not specified in Table 5.

E Unsighed property elements not listed in Table 4, 5 and 6 include, but are not
pleteCertificateRefs and CompleteRevocationRefs set forth in Table 5. XAdES-T and XAdES-X-j
th CompleteCertificateRefs and CompleteRevocationRefs are added can be made compliant with {

ile and-XAdES-X-Long form by providing these elements separately for the processing of these el

which the
he portion

hble 5. The

limited to,
ong data to
he XAdES-T
bments.

Tahla & Additional Ilcigna ASignatii oDyt iac o Vo JdDC VI oo £

TAauUITC™T TITOUTCIUTIar Ull\)lsll\r“ulsllutul CTITUPTTOCSTIUT xaud )7y LUTTgTOTTIT

ETSIEN 319 132-1
Element or processing method Required level viil
reference

xs141:TimeStampValidationData C 5.5.1

a
and
b

c

These elements are used for past compatibility and reference to ETSI TS 101 903 v1.1.1. These elements
should not be used to create new signatures and should be used only for verification.

If a certification authority (CA) or other trusted service is trusted to maintain certificates for the arch

there is no need to hold them with the signature.

AttrAuthoritiesCertValues and AttributeRevocationValues, and not distributed cases and distributes cases are not
defined in ETSI TS 101 903 v1.1.1 and 1.2.1. AttributeCetrificateRefs and AttributeRevocationRefs are also not defined in
v1.1.1.

are obsolete

iving period

© IS0 2021 - All rights reserved
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Table 5 (continued)

ETSIEN 319 132-1
Element or processing method Required level viil
reference

xs:CertificateValues C 5.4.1

xs:RevocationValues C 5.4.2
xs141:CompleteCertificateRefsV2 0 A1l11
xs:CompleteCertificateRefs ca --
xs:ComplefeRevocationRefs C- 12

xs:CRLRgf 0 A.1.2

xs:0CSPRef 0 A.1.2

xs:0therRef C A1.2
xs141:AttrjibuteCetrificateRefsV2 C A.1.3
xs:AttributeCetrificateRefs Cc --
xs:AttributeRevocationRefs Cc Avl.4
xs141:SigAndRefsTimeStampV2 C A1.51

not distrjbuted case M A1.5.1.2

distributied case C A.1.5.1.3
xs:SigAndRefsTimeStamp Ca --
xs141:RefdOnlyTimeStampV2 C A.1.5.2

not distrjbuted case M A.1.5.2.2

distributied case C A.1.5.2.3
xs:RefsOnlyTimeStamp C -
xs:CertificateValues M 5.4.1

xs:EncappulatedX509Certificate 0 5.4.1

xs:Other(ertificate C 5.4.1

Certificates maintained by trusted seryvice cb --
xs:RevocationValues M 5.4.2

xs:CRLValues 0 5.4.2

xs:0CSPValues 0 5.4.2

xs:0therValues C 5.4.2

Revocatipn informations maintained by trusted service cb --
xs:AttrAuthoritiesCertValues Ce 5.4.3
xs:AttributeRevocationValues Ce 5.4.4
Any unsignedssignature property defined in any other version |C --
of XAdES
a2 These elements are used for past compatibility and reference to ETSI TS 101 903 v1.1.1. These elements are obsolete
and should not be used to create new signatures and should be used only for verification.
b If a certification authority (CA) or other trusted service is trusted to maintain certificates for the archiving period
there is no need to hold them with the signature.
¢ AttrAuthoritiesCertValues and AttributeRevocationValues, and not distributed cases and distributes cases are not
defined in ETSI TS 101 903 v1.1.1 and 1.2.1. AttributeCetrificateRefs and AttributeRevocationRefs are also not defined in
v1.1.1.

4.7 XAdES-A profile

4.7.1 General

4.7.2 and 4.7.3 specify the required levels of constituent elements of XAdES-A data.

8 © IS0 2021 - All rights reserved
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4.7.2 Structure of the XAdES-A profile

The XAdES-A profile is defined as an extended form of the XAdES-X-Long form to which the
unsigned properties specified in Table 6 are added. The required level of each element of the portion
corresponding to XAdES-X-Long shall be as specified in 4.6.

4.7.3 Additional UnsignedSignatureProperties element for XAdES-A profile

The required level of each element added to unsigned properties shall be as stated in Table 6. The
required level shall be “Conditional” for any element not specified in Table 6.

Table 6 — Additional UnsignedSignatureProperties

ETSLEN 319 132-1
Element or processing method Required level vii1
refer¢nce
Arc¢hiving Ma --
x§141:ArchiveTimeStamp 0 5.5.2
hot distributed case M 5.5.2.2
listributed case C 5.5.2.3
Evidence Record ch --
x§:ArchiveTimeStamp Ce --
Other method ca --
x$141:TimeStampValidationData cd 5.5.1
ks:CertificateValues C 5.4.1
ks:RevocationValues C 5.4.2
x$141:RenewedDigests ce 5.5.3
Any unsigned signature property defined.in any other version|C --
of XAdES
a |If the other trusted service alternative-to “ArchiveTimeStamp” is trusted to maintain timestamping for the archiving
perjod “other method” can be applied.
b |Defined in IETF RFC 6283.
¢ | This element is used for pasteompatibility and reference to ETSI TS 101 903 v1.1.1. This element is obsoletle and should
notjbe used to create new signatures and should be used only for verification.
d [See4.8.
¢ |for Manifest element.

4.8 Timestamp validation data

The walidation of past timestamps requires certificates and revocation information [up to the
trust anchor. Timestamp validation data requires certificates in the certification path|from TSA
(timestamping authority) certificates to trust anchor certificates, and the revocation information
pertaining to each such certificate. The structure of the timestamp token shall be in accordance with
Annex B.

Validation data may be stored with XAdES-A data as described below. When not stored with XAdES-A
data, validation data shall be stored by another secure means including, but not limited to, storage by
CA as a TTP (trusted third party) or by TSA.

© IS0 2021 - All rights reserved 9
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In past timestamp validation, validation data stored as described below or by another secure means
may also be used.

a) Validation data for signature timestamp shall be stored upon generation at one of the places set
forth below or by CA, etc.

1) The following element within unsigned properties:

xs141:TimeStampValidationData (see 4.6.3)

2) The following elements within unsigned properties:

3) Th

4) TH

b) Valida
below

1) TH

2) Th

3) Th

xs:CertificateValues (see 4.6.3)
xs:RevocationValues (see 4.6.3)

e following elements within the timestamp token in the signature timestanip (signaft
hestamp token):

CertificateSet (see B.3)
RevocationInfoChoices (see B.3)

e following elements within the unsigned attributes of the signature timestamp token:
CertificateValues (see B.3)

RevocationValues (see B.3)

pr by CA, etc.
e following element within unsigned properties:

xs141:TimeStampValidationData (See 4.6.3)

hestamp token):
CertificateSet (see B.3)
RevocationInfoChgices (see B.3)

e following elements within the unsigned attributes of the archive timestamp token:
CertificateValues (see B.3)

RevocationValues (see B.3)

10

ure

ion data for archive timestamp shall be stored upon generation at one of the places set forth

e following elements within thé timestamp token in the archive timestamp (archive
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Annex A
(normative)

Supplier's declaration of conformity and its attachment

General
Fenera:

Thi
sign

A.2

5 annex sets forth the form of the supplier's declaration of conformity to the XAdES
ature profile.

Form of the supplier's declaration of conformity

long term

No
Iss

Iss

Ob
Th

Ad

Sig

lonfg term signature profiles.

Supplier's Declaration of Conformity to the Long Term Signature Profile

her's name:

her's address:

ect of declaration:
e object of the declaration described above is in conformity with the requirement of the

X AdES-T profile and/or XAdES-A profile

The implemented elements are as specified in A.2 below.
litional information:

(The results of operation checks, etc. may be inserted here.)

ned for and on behalf of:

(Place and date-of issue)

(Namestitle)

following

A.3 Form of the attachment to the supplier’'s declaration of conformity

A3

.1 General

The attachment to the supplier's declaration of conformity shall contain the items specified in A.3.2 to
A.3.8.

NOTE

A3

©IS

.2 Version number of ETSI EN 319 132-2 to be referenced

02021 - All rights reserved

Check the implemented elements shown in the creator and validator columns of Tables A.1 to A.8.
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A.3.3 Scope of profile implementation

Table A.1 — Profile implementation

Profile identifier Creator Validator

XAdES-T
XAdES-A

A.3.4 Conformity to the XAdES-T profile

Table A.2 — Signature element

Element Required level Creator Validatos

Id attribute Ma
ds:SignedlInfo M
ds:CanonlicalizationMethod M
ds:SignajureMethod M
ds:Refer¢nce M
ds:Transforms 0
ds:DigestMethod M
ds:DigeptValue M
ds:SignatureValue M

ds:KeylInfa ob
ds:Object M

a2 “Optionfl” in an XML signature, but “Mandatory” in ETSI EN\319 132.

b If the x4:SigningCertificateV2 qualifying property (Table\3) is incorporated to the signature, no restrictions applly to
ds:KeyInfo eement. Otherwise, then the following restrictions apply:

— the ds:K¢yInfo element shall include a ds:X509Dataeontaining the signing certificate;

— the ds:K¢yInfo element may also contain other ceftificates;

— the ds:SignedInfo element shall contain a‘dsiReference element that refers to ds:KeylInfo.

Table A.3 — Object element

Element Required level Creator Validatoy

xs:QualifyjngProperties

xs:SignedProperties$

xs:UnsigJ\edProperties

O|lo|I= =

xs:QualifyjngPropertiesReference

Table A.4 — Singed Properties element

Element Required level Creator Validator

xs:SignedSignatureProperties M

xs:SigningTime 02

xs:SigningCertificateV2 0ab

xs:SigningCertificate Cc

xs:SignaturePolicyldentifier C
a2 Mandatory in ETSI EN 319 132-1 v1.1.1 Baseline Signature.
b Either xs:SigningCertificateV2 or ds:KeyInfo (Table 2) is required.
¢ These elements are used for past compatibility and reference to ETSI TS 101 903 v1.1.1.

12 © IS0 2021 - All rights reserved
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Table A.4 (continued)

Element Required level Creator Validator
xs:SignatureProductionPlaceV2 C
xs:SignatureProductionPlace Ce
xs:SignerRoleV2 C
xs:SignerRole Ce

xs:SignedDataObjectProperties C
xs:DataObjectFormat ca
ks:Description C
ks:Objectldentifier C
ks:MimeType ca
ks:Encoding C
x$:CommitmentTypelndication C
x§:AllDataObjectsTimeStamp C
x$:IndividualDataObjectsTimeStamp C
a |Mandatory in ETSI EN 319 132-1 v1.1.1 Baseline Signature.
b |Either xs:SigningCertificateV2 or ds:KeyInfo (Table 2) is required.
¢ |These elements are used for past compatibility and reference to ETSITS)101 903 v1.1.1.

Table A.5 — Unsigned properties

Element Required level Creator Vhlidator
xs:PUnsignedSignatureProperties M
x$:CounterSignature 0
Trusted time M
ks:SignatureTimeStamp 02
ks:Time mark or other method C
xs:UnsignedDataObjectProperties C

a |Mandatory in ETSI EN 319 132-1)v1.1.1 Baseline Signature.

A.3l5 Conformity te the XAdES-X-Long form

Table A.6 — Additional Unsigned properties

Element Required level Creator Vjlidator

xs141:TimeStampValidationData C

x§:CertificateValues C

xs:RevocationValues C
xs141:CompleteCertificateRefsV2 0
xs:CompleteCertificateRefs ca
xs:CompleteRevocationRefs Cca

xs:CRLRef 0

a2 These elements are used for past compatibility and reference to ETSI TS 101 903 v1.1.1. These elements are obsolete
and should not be used to create new signatures and should be used only for verification.

b If a certification authority (CA) or other trusted service is trusted to maintain certificates for the archiving period
there is no need to hold them with the signature.

¢ AttrAuthoritiesCertValues and AttributeRevocationValues, and not distributed cases and distributes cases are not
defined in ETSI TS 101 903 v1.1.1 and 1.2.1. AttributeCetrificateRefs and AttributeRevocationRefs are also not defined in
v1.1.1.

© IS0 2021 - All rights reserved 13
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Table A.6 (continued)
Element Required level Creator Validator
xs:0CSPRef 0
xs:0OtherRef C
xs141:AttributeCetrificateRefsV2 (0]
xs:AttributeCetrificateRefs Cc
xs:AttributeRevocationRefs Cc
xs141:SigAndRefsTimeStampV2 C
not distrjbuted case M
distributied case C
xs:SigAndRefsTimeStamp ca
xs141:Ref4OnlyTimeStampV2 C
not distrjbuted case M
distributied case C
xs:RefsOnlyTimeStamp C
xs:CertificpteValues M
xs:EncappulatedX509Certificate 0
xs:Other(ertificate C
Certificates maintained by trusted service cb
xs:RevocationValues M
xs:CRLValues
xs:0CSPValues (0]
xs:0OtherValues C
Certificates maintained by trusted service cb
xs:AttrAuthoritiesCertValues Ce
xs:AttributeRevocationValues Cc
Any unsigned signature property defined in any C
other versjon of XAdES
a2 These elements are used for past compatibility and reference to ETSI TS 101 903 v1.1.1. These elements are obsolete
and should rfot be used to create newsignatures and should be used only for verification.
b If a certification authority (GAYor other trusted service is trusted to maintain certificates for the archiving pefiod
there is no need to hold them withjthe signature.
¢ AttrAuthoritiesCertValdesvand AttributeRevocationValues, and not distributed cases and distributes cases are|not
sifinled in E[lSI TS 101 903.¥1.1.1 and 1.2.1. AttributeCetrificateRefs and AttributeRevocationRefs are also not definefd in
A.3.6 Copfermity to the XAdES-A profile

Table A.7 — Additional Unsigned properties

Element Required level Creator Validator

Archiving Ma

a  If the other trusted service alternative to “ArchiveTimeStamp” is trusted to maintain timestamping for the archiving
period “other method” can be applied.

b Defined in IETF RFC 6283.

¢ This elementis used for past compatibility and reference to ETSI TS 101 903 v1.1.1. This element is obsolete and should
not be used to create new signatures and should be used only for verification.

d  See4.8.

¢ For Manifest element.
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