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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fof]
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

The purpose of this document is to ensure the interoperability of implementations with respect
to long term signatures that make digital signatures verifiable for a long term. Long term signature
specifications referenced by each implementation cover Cryptographic Message Syntax (CMS) digital
signatures defined in [ETF RFC 5652 extended in CAdES digital signatures developed by the European
Telecommunications Standards Institute (ETSI).

ETSI changes ‘CMS Advanced Electronic Signature’ to ‘CAdES Digital Signature’ from TS to EN. In this
document, CAdES is used also in line with the ETSI EN definition.

© IS0 2022 - All rights reserved v
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Processes, data elements and documents in commerce,
industry and administration — Long term signature —

Part 1:
Profiles for CMS Advanced Electronic Signatures (CAdES)
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3.1
lon

Scope

atures that enable verification of a digital signature over a long period of time:

bes not give new technical specifications about the digital signature itself, nor new res
be of the technical specifications about the digital signatures which haye already existed

E CAdES digital signature is the extended specification of Cryptographic message syntax
ly.
Normative references

following documents are referred to in the textgin such a way that some or all of th
stitutes requirements of this document. For dated references, only the edition cited 4
ated references, the latest edition of the referenced document (including any amendmen

14533-4, Processes, data elements and documents in commerce, industry and administrat
h sighature profiles — Part 4: Attributés:pointing to (external) proof of existence objects U
h signature formats (PoEAttributes)

Terms and definitions
the purposes of this do€ument, the following terms and definitions apply.

and IEC maintain terminology databases for use in standardization at the following addj

[SO Online bréwsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

b term signature

sign

5 document specifies the elements, among those defined in CMS digital signatures and CAdES digital

[rictions of

(CMS), used

Pir content
pplies. For
[s) applies.

on — Long
sed in long

esses:

afure that is made verifiable having the ability to maintain its validity status and to

pet a proof

of existence of the associated signed data for a long term by implementing measures to enable the
detection of illegal alterations of signature information, including the identification of signing time, the
subject of said signature, and validation data

3.2

profile
rule used to ensure interoperability, related to the optional elements of referenced specifications, the
range of values

3.3

required level
level of requirement for implementing each element constituting a profile (3.2)

©IS
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3.4

cryptographic message syntax

CMS
syntax per

taining to the signature, digest, authentication, and encryption of a given message

Note 1 to entry: Cryptographic message syntax is defined in [ETF RFC 5652.

3.5

CMS digital signature
CAdES digital signature

CAdES

digital sigrjature for which the signer can be identified, and any illegal data alteration detected

Note 1 to enftry: Note 1to entry: A digital signature is defined in IETF/RFC 5652 and ETSI/EN 319 122-1

3.6
CAdES-T

CAdES wiqh time

CAdES dig
EXAMPLE

tal signature with information to ascertain signing time

Signature time-stamp.

Note 1 to enftry: A CAdES digital signature is defined in ETSI/EN 319 122-1.

3.7
CAdES-A
archival C
CAdES dig
informatio

EXAMPLE

AdES

h pertaining to the signature, including the subject of the signature and validation data

Archive time-stamp.

Note 1 to enftry: A CAdES digital signature is defined in ETSI/EN 319 122-1.

3.8
content in|

ormation

data structure that defines the content in CMS

39

signed data
data strucfure in CMS or related data

3.10
signerinf

data strucfure thatdefines the signature information for each signer or related data

3.11

signed attribute

ital signature with information that enables the) detection of any illegal alteration

: H s iy sl ot 2o 1 La £ of H i
Slgnature prormationtracristre stuojecrora sighature

3.12

unsigned attribute

signature i

nformation that is not the subject of a signature

Note 1 to entry: The signature time-stamp and archive time-stamp are unsigned attributes.

3.13

validation data

certificate

and revocation information used to validate a signature and time-stamp

of
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3.14

time-stamping authority

TSA

trusted third party (3.19) commissioned to provide proof that certain data existed prior to a certain
point in time

3.15

time-stamp token

TST

data object that binds a representation of a datum to a particular time, thus establishing evidence that
the datum existed before that time

3.1
signature time-stamp
timp-stamp affixed to a signature value in order to identify the time when the signdture exigted

ive time-stamp
-stamp affixed to information pertaining to a signature, including the subject of the sighature and
ation data (3.13), in order to enable the detection of any illegal alteration

tanchor
igin of trust provided in the form of a public key certificate/or public key used by the yalidator to
idate an electronic signature, and generally a public_key certificate issued by a trusted root
ification authority

ted third party
rity authority or its agent entrusted by another entity in connection with activities| related to
rity

ification authority

re that is entrusted with(the development and assignment of public key certificates

1 to entry: Certificatiph authorities can, at their discretion, develop and assign keys to gntities, see

infqrmationon'‘the publicly disclosed key as a part of an asymmetric key pair for an entity, $igned by a

attributecertificate
certificate (3.21) containing the job, qualification, position, and other attributes and attribute values

3.23

revocation information

information issued by a certification authority (3.20) with respect to a certificate revocated within the
effective period

Note 1 to entry: This information can be collated to determine whether the certificate is still in force.

©1S0 2022 - All rights reserved 3
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3.24
enhanced
ESS

security service

optional enhanced service related to a signature including, but not limited to, information identifying

SigningCer

tificate and information showing the type of signature

4 Symbols

The following symbols are used for the “required level”.

— C:
— M:
— 0:
— P:
5 Requ
5.1 The

following 1

a) all pro

in this

b) detaile

Conditional;
Mandatory;
Optional;

Prohibited (creation or modification).

irements

oeneration or validation of CAdES-T data conforms to thi§ document provided that
equirements are met:

cessing of elements whose required level is “Mandatory” in the CAdES-T profile, as speci
document, shall be included;

d specifications pertaining to the processing of any element whose required levg

“Conditional” in the CAdES-T profile, as specified it‘this document, shall be provided.

5.2 The
following 1

a) allpro
in this

b) detaile

beneration or validation of CAdES-A_data conforms to this document provided that
equirements are met:

cessing of elements whose required level is “Mandatory” in the CAdES-A profile, as speci
document, shall be included;

d specifications pertaiming to the processing of any element whose required levd

“Conditional” in the CAdES-A-profile, as specified in this document, shall be provided.

5.3 If fiy
conformity

st-party conférmity assessment is used, the implementer shall make a declarati

(as given ifh Annex A)ycontaining a description of implementation status (and the specifications for

“Condition

NOTE I

hl” elements).

igure 1 shows the positioning of the generation and validation of CAdES-T data and CAdES-A dat|

)
to this document by disclosing the supplier's declaration of compliance and its attachlie

the
fied
1 is
the
fied
1 is
of

t

n
any

6 Long

term signature profiles

6.1 Defined profiles

In order to make electronic signatures verifiable for a long term, signing time shall be identifiable, any
illegal alterations of information pertaining to signatures, including the subject of information and
validation data, shall be detectable, and interoperability ensured. To meet these requirements, this
document defines the following two profiles with respect to CAdES:

a) CAdES
b) CAdES

4

-T profile: a profile pertaining to the generation and validation of CAdES-T data;

-A profile: a profile pertaining to the generation and validation of CAdES-A data.

© IS0 2022 - All rights reserved
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Figure 1 shows the relation between CAdES-T data and CAdES-A data.

- e e - —— -y
- e e - —— -y

6.2

Thi
eler

a)

b)

d)

6.3

The
acc

| |

! Generate ! CAdES-T | Verify :

Data [—=; CAdES-Tdata 7| gata | | CAdES-T data |

4 S | e e e |

(Distribution)
T T ' T T
| Generate X CAdES-A ! Verify !
| CAdES-Adata ! "l dats ~ . CAJdES-Adata .
. : 4 : :
| e L < - -
(Archiving )

Figure 1 — Relation between CAdES-T data and CAdES-Ajydata

Representation of the required level

5 document defines the following representation methods for the required level (as a prof
nent constituting CAdES-T data and CAdES-A data.

Mandatory (M): Elements whose required level is “Mandatory” shall be implemented wif
such an element has optional sub-elements, at least’ene sub-element shall be selected. A|
whose required level is “Mandatory” and is one.pf¢he sub-elements of an optional elemg
selected whenever the optional element is selected.

Optional (0): Elements whose required level'is “Optional” may be implemented at the d
the implementer.

discretion of the implementer provided that detailed specifications for the processing
provided separately.

Prohibited (P): Elementsiwhose required level is ‘Prohibited’ shall not be created or mo
be read.

Standard forsetting the required level

required Jeyel of each element constituting CAdES-T data and CAdES-A data shal
prdance with the following requirements.

The tequired level shall be “Mandatory” for elements whose required level is “Mandat

b)

ile) of each

hout fail. If
ny element
bnt shall be

scretion of

Conditional (C): Elements whose(required level is “Conditional” may be implemented at the

thereof are

Hified, may

be set in

ory” in the
signatures.

definition of CAdES, and those necessary for the generation and validation of long term

» o«

“Mandatory”, “Optional” or “Conditional”.

The required level shall be “Conditional” for externally defined elements.

EXAMPLE 1
RFC 8933.

defined as

CMSAlgorithmProtection attribute (IETF RFC 6211) as one of the signed attributes, see IETF

c) Therequiredlevel shall be “Conditional” for elements intended to interact with a certain application.

EXAMPLE 2 ContentReference.

d) The required level shall be “Conditional” for elements with an operation-dependent factor, e.g. as

©IS

specified in ISO 14533-4.

02022 - All rights reserved


https://standardsiso.com/api/?name=6722b1326efa035c8d10a344d5ae37fd

ISO 14533-1:2022(E)

EXAMPLE 3

NOTE

Attribute certificate; time mark.

The archiving-type time-stamp defined in ISO/IEC 18014-2 is included in “Time mark or other

method.”

e)

The required level shall be “optional” for elements containing only reference information.

6.4 Action to take when an optional element is not implemented

The following action shall be taken when the CAdES data used in a validation transaction contains an
unimplemented element.

a) When
option,
validaf
validat
EXAME
the pr
implen]

b) When
validat

c) Option

6.5 CAd

6.5.1 Ge

The requir

If a certifig
the signaty
validity kn
signature.
in CAdES-T
according t
and to prev
the elemer
OtherRevo
4.2.1).

NOTE ]
and contain
Access” whd
where id-ce

hl elements shall be selected, or one or more relevant optional elements shall be selected
or shall be cautioned that validation requires implementation of said element(s); otherw
ion cannot be performed.

LE In a validation transaction, a BasicOCSPResponse element is detected where
cessing of CertificateList elements, among all other optional elements in\RevocationValue
ented.

CounterSignature is an unimplemented element, the validator*shall be cautioned

al elements other than those specified above may be ignored for implementation.
ES-T profile

neral
ed levels of constituent elements of CAdES=T data are specified in 6.5.2 to 6.5.4.

ation authority (CA) or other trusted!service is trusted to maintain and keep certificates
re validation accessible for an appropriate period of time and parties relying on the signat
ow the location where the certificates are accessible, there is no need to hold them with
Dtherwise, for the interoperability reasons, the generator should include the signer certifi

o strategies defined in ETSI/EN 319 122-1v1.1.1, 5.5.3 where for the interoperability reag
ent the signature to contain multiple values of the same large CRLs or certificates and O
ts defined in CMS {see Table 2) CertificateSet or RevocationInfoChoices can be used.

cationInfoFormat-should be used for BasicOCSPResponse responses (see IETF RFC 6

ion requires implementation of said element; otherwise, validation cannot be performed.

the required level of an upper-level element is mandatory and one or more subordixlxate

the
ise,

bnly
5, 1S

that

for
ure
the
Cate

. The fields where the signer certificate or validation data may be included are determined

ons
SPs
The
D60,

'he signer certificate is the starting point where the public key for signature verification is st
s references where the validation data and issuer certificate are located (see “Authority Inform

-¢RL.DistributionPoints is defined in IETF RFC 5280, 4.2.1.13).

red

re id-ad-calssuers and id-ad-ocsp are defined in IETF RFC 5280, 4.2.2.1 and “CRL Distribution Points”

T‘ion

6.5.2 Content information

Table 1 specifies the required level of each constituent element of Content information.

Table 1 — Content information (CAdES-T)

Element Required level Value ETSI/EN 319 122-1v1.1.1
reference
ContentType M Id-signedData 4.2
Content M SignedData 4.3
6 © IS0 2022 - All rights reserved
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Tables 2 and 3 specify the required level of each constituent element of Signed data and Signer Info.

Table 2 — Signed Data (CAdES-T)

Element Required level ETSI/EN 319 122-1v1.1.1
reference

CMSVersion M IETF RFC 5652,5.1
DigestAlgorithmldentifiers M 4.4
EndapsulatedContentInfo M 4.5

e(ontentType M 45

e(ontent 0 )
CerttificateSet (Certificates) 0 4.4

Cértificate 0 4.4

AgtributeCertificateV2 0 4.4

OthercCertificateFormat C 4.4
ReyocationInfoChoices (crls) 0 4.4

C¢rtificateList 0 4.4

OtherRevocationInfoFormat C 4.4
SigherInfos M 4.6

sipgle (0] 4.6

parallel 0 4.6

Table 3 — Signer Info (CAdES-T)
Element Required level ETSI/EN 319 122-1 v1.1.1
reference

CMPVersion M 4.6
Sigherldentifier M 4.6

IspuerAndSerialNumber 0 4.6

SybjectKeyldentifier 0 4.6
DigestAlgorithmldentifjer M 4.6
SighedAttributes M 4.6
SighatureAlgorithmldentifier M 4.6
SighatureValue M 4.6
Ungigned Attributes M 4.6
6.514-0 Signed attribute and unsigned attribute

Tables 4 and 5 specify the required levels of elements that constitute signed attributes and unsigned
attributes. The required level shall be “Conditional” for any signed and unsigned attribute elements not

listed in Tables 4 and 5.

Table 4 — Signed Attributes (CAdES-T)

Attribute Required level ETSI/EN 319 122-1v1.1.1
reference
ContentType M 5.1.1
MessageDigest M 5.1.2

a2 Other methods defined in ISO 14533-4.

© IS0 2022 - All rights reserved
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Table 4 (continued)
Attribute Required level ETSI/EN 319 122-1v1.1.1
reference

SigningCertificateReference M 5.2.2

ESS SigningCertificate 0 5.2.2.2

ESS SigningCertificate v2 0 5.2.2.3

OtherSigningCertificate P A2.2
SignaturePolicyldentifier P 5.29
SigningTin © 52
ContentRefprence C 5211
Contentldentifier C 5.2.12
ContentHints C 5241
CommitmentTypelndication C 523
SignerLocafion C 5.2.5
SignerAttripute C 5.2.6
ContentTinLestamp C 5.2.8
Time Mark|or other method ca

a  QOther mlethods defined in ISO 14533-4.

Table 5 — Unsigned Attributes (CAdES-T)

Attribute Required level ETSI/EN 319 122-1v1.1.1
reference
CounterSighature ) 5.2.7
Trusted time M
SignaturellimeStamp 0 5.3
Time Mark or other method like archive 0a
time-stamp as its replacement

a  Other methods defined in ISO 14533-4.

6.6 CAdES-A profile

6.6.1 General

The required levels of censtituent elements of CAdES-A data are specified in 6.6.2 to 6.6.3.

The requirged levels.of elements differ whether the signature applies the ArchiveTimeStampV3 forr

it applies ope of the ArchiveTimeStampV1, ArchiveTimeStampV2 forms.

NOTE

with the following limitations:

1 Or

efined

— Thehash calculationisinvalidated after modification of the CertificateSet element, the RevocationInfoChoices
element, the CertificateValues attribute or the RevocationValues attribute of the time-stamped signature
after applying those types of the time-stamp.

— The hash calculation is invalidated when any other unsigned attributes are included after applying those

types of the time-stamp.

— The hash calculation can be invalidated according to usage of different incompatible implementations where
BER or DER reordering (see in ISO/IEC 8825-1:2008, 11.6) is used or where the tag and the length of unsigned
attributes SET OF are included or not in the archive time-stamp hashing procedure.

© IS0 2022 - All rights rese
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CMS implementations are not able to use certificates or revocation values stored in unsigned attributes

CertificateValues or RevocationValues. A usage of such unsigned attributes causes a redundant presence of
multiple values in parallel signatures or in any types of time-stamps.

Creation of the ArchiveTimeStampV1, ArchiveTimeStampV2 or long-term-validation forms were
deprecated in ETSI/TS 101 733 v2.2.1. The ats-hash-index attribute as defined in ETSI/TS 101 733 v2.2.1
is deprecated. The ats-hash-index-v3 attribute defined in ETSI/EN 319 122-1 V1.2.1 (2021-10), 5.5.2 shall
be included in the archive-time-stamp-v3. ArchiveTimeStampV 3 should be used for a new archive time-

stamp.
6.6.2 _ Structure of the CAdES-A profile
Theg CAdES-A profile is defined as an extended form of the CAdES-T profile to which|the unsigned
attrjibutes specified in Table 6 are added. The required level of each element of the portign-corresponding
to JAdES-T shall be as specified in 6.5.
6.6)3 Additional unsigned attributes
The required level of each element added to unsigned attributes shall"be as stated in Tqble 6. The
reqpiired level shall be “Conditional” for any element not specified in Table 6.
Table 6 — Unsigned Attributes (CAdES-A)
Attribute Required level ETSI/EN 3019 122-1
ArchiveTimeStampV3 {ArchiveTimeStampV1 vii1
ArchiveTimeStampV2 refergnce
CoynterSignature C ce 5.2{7
Trulsted time M M
SignatureTimeStamp 0 0 5.3
Time Mark or other method like 0s 0
archive time-stamp as its replace-
ment
CorhpleteCertificateReferences C Me Al111
CorhpleteRevocationReferences C Me Al21
CompleteRevRefs CRL 0 0 Al121
CompleteRevRefs OCSP 0 (0] Al121
OtherRevRefs C C Al21
Attfibute certificatereferences C ce A.1]3
Attfibute revoeation references C ce A.1l4
CerttificateValues C Me A1.1.2
Cé¢rtifieateValues 0 0 A1.1.2
Certifteatesmatntainedbytrusted € € 2
service

a

b

C

d

If a certification authority (CA) or other trusted service is trusted to maintain and keep the signature validation data
accessible for an appropriate period of time and parties relying on the signature validity know the location where the
signature validation data are accessible, there is no need to hold them with the signature.

Defined in ETSI/TS 101 733 v1.4.0 or earlier versions.

Defined in IETF RFC 4998.

If the other trusted service is trusted to maintain time-stamping for the archiving period, it can be applied.

Attribute shall not be included after applying those types of the time-stamp.

Not recommended attribute.

Other methods defined in ISO 14533-4.

© IS0 2022 - All rights reserved
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Table 6 (continued)
Attribute Required level ETSI/EN 319 122-1
ArchiveTimeStampV3 |ArchiveTimeStampV1 viil
ArchiveTimeStampV?2 reference
RevocationValues C Me A1.2.2
CertificateList 0 0 A1.1.2
BasicOCSPResponse 0 0 Al1.2.2
OtherRevVals C C Al1.2.2
RevocatipnValues maintained by C C a
trusted serice
CAdES-C-timestamp C C A1.5.2
Timestamppd certand crls reference C C Al15.1
Archiving M M A24
ArchiveT|mestampV3 0 0 5.5.3
id-aa-etg-archiveTimestampV3
ArchiveTimestampV2 cf 0 A.2.4
ArchiveTimestamp id-aa-48
ArchiveTimestampV1 cf 0 b
ArchiveTimestamp id-aa-27
Evidence Record 0 0 o
Other method ce C d
a  [fa certfication authority (CA) or other trusted service is trusted to maintain and keep the signature validation ¢lata
accessible fdr an appropriate period of time and parties relying/on the signature validity know the location where|the
signature validation data are accessible, there is no need to hold\them with the signature.
b Defined|in ETSI/TS 101 733 v1.4.0 or earlier versions.
¢ Defined|in IETF RFC 4998.
d  Ifthe other trusted service is trusted to maintain time-stamping for the archiving period, it can be applied.
e Attributle shall not be included after applying those types of the time-stamp.
f Notrecqmmended attribute.
g  Other methods defined in ISO 14533-4.

6.7 Timp-stamp validation data

The Validzitlion of past'time-stamps requires certificates and revocation information up to the tfust
anchor. Tine-stamp.walidation data requires certificates in the certificate chain from time-stamping
authority (TSA)teertificates to trust anchor certificates, and the revocation information pertaining to
each such ¢ertificate.

Validation data may be stored with CAdES-A data as described below. When not stored with CAdES-A
data, validation data shall be stored by other secure means including, but not limited to, storage by CA
as a trusted third party (TTP) or by TSA.

In past time-stamp validation, validation data stored as described below or by other secure means may
also be used.

Annex B specifies the requirements that shall be used relevant to the structure of a time-stamp token
(TST).

Validation data for signature time-stamp shall be stored upon generation at one of the places specified
in Table 7 or by CA, etc. The elements of storing validation data differ whether the signature applies the
ArchiveTimeStampV3 form or it applies one of the ArchiveTimeStampV1, ArchiveTimeStampV2 forms
as shown in Table 7.
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Table 7 — Elements of storing validation data for signature time-stamp

The elements of storing validation data ArchiveTimeStampV3 ArchiveTimeStampV1
ArchiveTimeStampV2
Required | Preferred order |Required level Preferred
level order
The SignedData of | CertificateSet 0 0 2
the time-stamped RevocationInfoChoices 0 0 2
signature
CertificateValues attribute Cca 0 3
Revocationvalues attrib- Ca 0 3
ute
Thg time-stamp |CertificateSet 0 0 1
t(_)kan of the_ RevocationInfoChoices 0 0
sighature time-
stapp CertificateValues ca (0]
attribute
RevocationValues ca 0 4
attribute

Not recommended attribute.

Arc

Arc
as 9

Table 8 — Elements of storing validation data for archive time-stamp

hive time-stamp validation data shall be stored upon generation at one of the places dpecified in
Tabje 8 or by CA, etc. The elements of storing validation data differ whether the signature

applies the

hiveTimeStampV3 form or it applies one of the ArchiveTimeStampV1, ArchiveTimeStanjpV2 forms
hown in Table 8.

The elements of storing validation data _|~ArchiveTimeStampV3 ArchiveTimeStanipV1
ArchiveTimeStanipV2
Required | Preferred | Required level | Prefenred order
level order
Thg SignedData of | CertificateSet 0 2 P
the archlye time-{ pavocatioflnfoChoices 0 1 P
stamped signature
CertificateValues attribute P P
RevocationValues attribute P P
The¢ time-stamp|CertificateSet 0 1 0
t9k pn of the archive R oy cationInfoChoices 0 2 0
timle-stamp
CertificateValues ca 0
attribute
RevocationValues ca 0 2
attribute

a

Not recommended attribute.
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Supplier’s declaration of conformity and its attachment

Annex A
(informative)

A.1 General

This annex specifies the form of the supplier’s declaration of conformity to the CAdES long 't

signature };ofile.

A.2 Form of the supplier’s declaration of conformity

erm

No.
Issuer's ng

Issuer's ad

Object of d

The ob
the fol

CAdES

The im
Additional
(Theres

Signed for

Supplier's declaration of conformity with the long term signatuye profile

me:

dress:

eclaration:

ect of the declaration described above is in ¢gnformity with the requirement of
owing long term signature profiles.

T profile and/or CAdES-A profile

blemented elements are as specifiedin A.3 below.
information:

11ts of operation checks, etéimay be inserted here.)
and on behalf of:

(Place and

date of issug)

(Name, tit

e)

A.3 Form of the attachment to the supplier’s declaration of conformity

A.3.1 General

The attachment to the supplier's declaration of conformity shall contain the items specified in A.3.2 to

A.3.7.

12
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A.3.2 Version number of ETSI/TS 101 733 to be referenced

A.3.3 Scope of profile implementation

Table A.1 — Profile Implementation

Profile identifier Generator \erifier

|
CAQES-T
CAQES-A

A.3l4 Conformity with the CAdES-T profile

Table A.2 — Signed Data (CAdES-T)

Element Required level Generator Verifier
CMPBVersion M
DigestAlgorithmldentifiers

EndapsulatedContentInfo

e(ontentType

e(ontent

CerttificateSet (Certificates)
C¢rtificate
AttributeCertificateV2

OtherCertificateFormat

RevocationInfoChoices (crls)
C¢rtificateList

OtherRevocationInfoFormat

SignerInfos

sipgle

olo|Z2|lo|o|lo|nlo|lo|Blo|z|=2|=

parallel

Table A.3 — Signer Info (CAdES-T)

Element Required level Generator Verifier
CMPpVersion M

Sighérldentifier

IssuerAndSerialNumber

SubjectKeyldentifier

DigestAlgorithmlIdentifier
SignedAttributes

SignatureAlgorithmldentifier

SignatureValue
UnsignedAttributes

TIRIZIZ|IR|O|OI=
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Table A.4 — Signed Attributes (CAdES-T)

Attribute Required level Generator Verifier

ContentType M

MessageDigest

SigningCertificateReference

ESS SigningCertificate

ESS SigningCertificate v2

OtherSigningCertificate

SignaturePplicyldentifier

SigningTimle

ContentReference

Contentldehtifier

ContentHints

CommitmentTypelndication

SignerLocafion
SignerAttripute
ContentTinIlestamp

Njlojlajlaojlao|lojlojojo|olojojo|Z2|=Z

Time Mark|or other method

Table A.5 — Unsigned Attributes;(CAdES-T)

Attribute Required level Generator Verifier

CounterSighature C

Trusted sighing time

SignaturelimeStamp

o|o|=

Time Mark or other method like archive
time-stamp as its replacement

A.3.5 Copformity with the CAdES:A profile

Table A.6 — Unsigned Attributes (CAdES-A)

Attribute Required level Generator | Verifjer
ArchiveTimeStampV3 | ArchiveTimeStampV1
ArchiveTimeStampV2
CounterSighature C ca
Trusted tinpe M M
Signaturph‘imeg‘ramp 0 (0]
Time Mark or other method like 0 0
archive time-stamp as its replace-
ment
CompleteCertificateReferences C Ma
CompleteRevocationReferences C Ma
CompleteRevRefs CRL 0 0
CompleteRevRefs OCSP 0
OtherRevRefs C C

a  Attribute shall not be included after applying those types of the time-stamp.

b Notrecommended attribute.
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