INTERNATIONAL ISO
STANDARD 14533-1

Second edition
2014-12-01

Processes, data elements-.and
documents in commerce; industry and
administration — Long term signature
profiles —

Part 1:
Long term signature profiles for
CMS Advanced Electronic Signatures

(CAdES)

Processus;éléments d'informations et documents dans le cgmmerce,
I'industrie et 'administration — Profils de signature a long terme —

Paxtie 1: Profils de signature a long terme pour les signatules
éléctroniques avancées CMS (CAdES)

-_— Reference number
= N— 1SO 14533-1:2014(E)

© IS0 2014


https://standardsiso.com/api/?name=18fa1e612ed93dbff76e69c8089b4864

ISO 14533-1:2014(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2014
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122 749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=18fa1e612ed93dbff76e69c8089b4864

1SO 14533-1:2014(E)

Contents Page
FFOT@WOTM ........oocccceee o858 iv
IIUETOQUICEION. ...t \%
1 SCOPIC ...t 1
2 Normative references
3 Terms and definitions
4 Symbols
5 REQUITEIMEIIES .......oooccccooiiicseessse s S 4
6 Long term signature Profiles ... )

6.1 Defined Profiles ... oo

6.2 Representation of the required level.......

6.3 Standard for setting the required level
6.4  Action to take when an optional element is not implemented
6.5 CAdES-T profile
6.6  CAdES-A profile

6.7 Timestamp validation data. ... e
Annex A (normative) Supplier’s declaration of conformity and-its attachment.............. ... 12
Annex B (normative) Structure of timestamp toOKen ..o S 17
BIDJEOZGTAPIY . ...t et 19

© 1S0O 2014 - All rights reserved iii


https://standardsiso.com/api/?name=18fa1e612ed93dbff76e69c8089b4864

ISO 14533-1:2014(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Ra
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Introduction

The purpose of this part of ISO 14533 is to ensure the interoperability of implementations with respect
to long term signatures that make electronic signatures verifiable for a long term. Long term signature
specifications referenced by each implementation cover CMS Advanced Electronic Signatures (CAdES)
developed by the European Telecommunications Standards Institute (ETSI).

© IS0 2014 - All rights reserved v


https://standardsiso.com/api/?name=18fa1e612ed93dbff76e69c8089b4864



https://standardsiso.com/api/?name=18fa1e612ed93dbff76e69c8089b4864

INTERNATIONAL STANDARD

ISO 14533-1:2014(E)

Processes, data elements and documents in commerce,

in

dustry and administration — Long term signature

profiles —

Part 1:

Ld
Sij

1

Thi

Sigatures (CAdES), that enable verification of a digital signature over-along period of time.

Itd
usa

NO1
syn

2

The
ind
refq

ETS
Eleq

3
For

3.1
lon
sign
illeg
said

onatures (CAdES)

Scope
5 part of ISO 14533 specifies the elements, among those defined_in“CMS Advanced

bes not give new technical specifications about the digital signature itself, nor new res
be of the technical specifications about the digital signatureswhich have already existed

E CMS Advanced Electronic Signatures (CAdES) is the exténded specification of Cryptograp|
ax (CMS), used widely.

Normative references

following documents, in whole or in partyare normatively referenced in this docume

[/TS 101 733 v2.2.1 (2013-04),Electronic Signatures and Infrastructures (ESI); CMS
tronic Signatures (CAdES)Y)

Terms and definitions

the purposes of thiS-document, the following terms and definitions apply.
b term signature

ature thiapis made verifiable for a long term by implementing measures to enable the d

bal alterations of signature information, including the identification of signing time, the
signature, and validation data

ng term signature profiles for CMS Advanced Electronic

Electronic

‘rictions of

hic message

nt and are

spensable for its application. For dated references, only the edition cited applies. For undated
rences, the latest edition of the referenced document (including any amendments) appligs.

wn

) Advanced

etection of
subject of

3.2
pro

file

rule used to ensure interoperability, related to the optional elements of referenced specifications, the
range of values, etc.

3.3
req

uired level

level of requirement for implementing each element constituting a profile

1

Available from http://pda.etsi.org/pda/queryform.as
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3.4

cryptographic message syntax

CMS

syntax pertaining to the signature, digest, authentication, and encryption of a given message

Note 1 to entry: Cryptographic message syntax is defined in [ETF RFC 5652.

3.5
CMS advanced electronic signature
CAdES

electronic signature defined in ETSI/TS 101 733 for which the signer can be identified and any illegal

data alteraltion detected

3.6
CAdES with time
CAdES-T

CMS advariced electronic signature defined in ETSI/TS 101 733 with information to ascertain sigming

time
EXAMPLE Signature timestamp.

3.7
archival CAdES
CAdES-A
CMS advanced electronic signature defined in ETSI/TS 101 733“with information that enables
detection of any illegal alterations of information pertaining to the signature, including the subjeq
the signatyre and validation data

EXAMPLE Archive timestamp.

3.8
content information
data strucfure that defines the content in CMS

39
signed data
data strucfure that defines the signedidata in CMS or related data

3.10
signerinfo
data strucfure that definesthe-Signature information for each signer or related data

3.11
signed attribute
signature informatien that is the subject of a signature

3.12

unsigned attribute

signature information that is not the subject of a signature
Note 1 to entry: The signature timestamp and archive timestamp are unsigned attributes.

3.13
validation data
certificate and revocation information used to validate a signature and timestamp

3.14
timestamping authority
TSA

the
t of

trusted third party commissioned to provide proof that certain data existed prior to a certain point in

time

2 © ISO 2014 - All rights reserved
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3.15

timestamp token

TST

data object that binds a representation of a datum to a particular time, thus establishing evidence that
the datum existed before that time

3.16
signature timestamp
timestamp affixed to a signature value in order to identify the time when the signature existed

3.17

archive timestamp
timpstamp affixed to information pertaining to a signature, including the subject of the"sighature and
validation data, in order to enable the detection of any illegal alteration

alidator to
usted root

related to

bigned by a

LS

e effective

Note 1 to entry: This information can be collated to determine whether the certificate is still in force.

3.24

enhanced security service

ESS

optional enhanced service related to a signature including, but not limited to, information identifying
SigningCertificate and information showing the type of signature

© ISO 2014 - All rights reserved 3
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4 Symbols

The following symbols are used for the “required level”.
— C: Conditional

— M: Mandatory

— 0: Optional

— P: Prohibited (creation or modification)

5 Requjrements

5.1 The generation or validation of CAdES-T data conforms to this part of ISO 14533 provided that
following requirements are met:

a) all progessing of elements whose required level is “Mandatory” in the CAdES-T\profile, as speci
in this|part of ISO 14533, shall be included;

b) detaildd specifications pertaining to the processing of any element ‘whose required leve
“Conditional” in the CAdES-T profile, as specified in this part of ISO/14533, shall be provided.

5.2 The generation or validation of CAdES-A data conforms to thispart of ISO 14533 provided that
following requirements are met:

a) all progessing of elements whose required level is “Mandatory” in the CAdES-A profile, as speci
in this|part of ISO 14533, shall be included;

b) detaildd specifications pertaining to the processing of any element whose required levd
“Conditional” in the CAdES-A profile, as specified in this part of ISO 14533, shall be provided.

5.3 Iffirdt-party conformity assessmentisused, the implementer shall make a declaration of conforr
to this part of ISO 14533 by disclosing the supplier’s declaration of compliance and its attachment

Annex A) ¢ontaining a description of<niplementation status (and the specifications for any elem
“Conditionpl”).

NOTE Figure 1 shows the positioning of the generation and validation of CAdES-T data and CAdES-A dat

6 Longlterm signature profiles

6.1 Defined profiles

In order to|make electronic signatures verifiable for a long term, signing time shall be identifiable,

the

fied

l is

the

fied

l is

hity
[see
ents

illegal altel

validation data, shall be detectable, and interoperability ensured. To meet these requirements, this part

of ISO 14533 defines the following two profiles with respect to CAdES:
a) CAdES-T profile: a profile pertaining to the generation and validation of CAdES-T data;
b) CAdES-A profile: a profile pertaining to the generation and validation of CAdES-A data.
Figure 1 shows the relation between CAdES-T data and CAdES-A data.
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Figure 1 — Relation between CAdES-T data and CAdES-A data

Representation of the required level

5 part of ISO 14533 defines the following representation methods for,the required level (4
hch element constituting CAAES-T data and CAdES-A data.

Mandatory (M): Elements whose required level is “Mandatory” shall be implemented W
If such an element has optional subelements, at least one’subelement shall be selected. Al
whose required level is “Mandatory” and is one of the:subelements of an optional elemg
selected whenever the optional element is selected.

Optional (0): Elements whose required level is*©ptional” may be implemented at the d
the implementer.

Conditional (C): Elements whoserequiredlevel is “Conditional” may be implemented at thg
of the implementer, provided that detailed specifications for the processing thereof ar
separately.

Prohibited (P): Elements whose'required level is ‘Prohibited’ shall not be created or mo
be read.

Standard for setting the required level

required level ofeach element constituting CAdES-T data and CAdES-A data shall be setin
h the followingTequirements.

The required level shall be “Mandatory” for elements whose required level is “Mandat
definition/of CAdES, and those necessary for the generation and validation of long term
The elementswhoserequiredlevelis “Optional” inthe definition of CAdESare defined as“M
“Optional” or “Conditional”.

s a profile)

rithout fail.
ny element
nt shall be

scretion of

discretion
e provided

Hified, may

hccordance

ory” in the
signatures.
andatory”,

b)

The required level shall be “Conditional” for externally defined elements.

EXAMPLE 1  OtherCertificateFormat.

c¢) Therequiredlevel shall be “Conditional” for elements intended to interact with a certain application.

EXAMPLE 2  ContentReference.

d) Therequired level shall be “Conditional” for elements with an operation-dependent factor.

EXAMPLE 3  Attribute certificate; time mark.

NOTE
method.”

© IS0 2014 - All rights reserved
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e) Therequired level shall be “optional” for elements only containing reference information.

6.4 Action to take when an optional element is not implemented

The following action shall be taken when the CAdES data used in a validation transaction contains an

unimplemented element.

a) When the required level of an upper-level element is mandatory and one or more subordinate
optional elements shall be selected, or one or more relevant optional elements shall be selected, the
validator shall be cautioned that validation requires implementation of said element(s); otherwise,
validation-cannetbe parfnrmnr"

EXAMHLE In a validation transaction, a BasicOCSPResponse element is detected where-only|the
procesging of CertificateListelements,amongall other optional elementsin RevocationValues, is iniplemerjted.

b) When [CounterSignature is an unimplemented element, the validator shall be wautioned fhat
validation requires implementation of said element; otherwise, validation cannot bé performed.

c) Optional elements other than those specified above may be ignored for implementation.

6.5 CAdES-T profile

6.5.1 General

The requirgd levels of constituent elements of CAdES-T data are specified in 6.5.2 to 6.5.4.

If a certifig
the signaty
validity kn
signature.
in CAdES-1
according 1
and to pre
OCSPs the
OtherRevo
4.2.1).

NOTE ]
and contain

Access” whg
where id-ce

6.5.2 Co

Table 1 spe

ation authority (CA) or other trusted service is trusted to maintain and keep certificates
re validation accessible for an appropriate period-of time and parties relying on the signat
ow the location where the certificates are accessible, there is no need to hold them with
Dtherwise, for the interoperability reasonsjthe generator should include the signer certifi

o strategies defined in ETSI/TS 101733 v2.2.1, 6.4.3, where for the interoperability reas
vent the signature to contain multiple values of the same large CRLs or certificates
elements defined in CMS (Table 2) CertificateSet or RevocationInfoChoices can be used.
cationInfoFormat should betused for BasicOCSPResponse responses (see IETF RFC 6

'he signer certificate is~th€ starting point where the public key for signature verification is st
s references where the'validation data and issuer certificate are located (see “Authority Inform
re id-ad-calssuersandid-ad-ocsp are defined in IETF RFC 5280, 4.2.2.1; and “CRL Distribution Poj
-cRLDistributionBoints is defined in IETF RFC 5280, 4.2.1.13).

ntent information

cifiesithe required level of each constituent element of Content information.

for
ure
the
Cate

. The fields where the signer certificateor validation data may be included are determined

ons
and
The
D60,

red
ion
tS"

l'able 1 — Content information (CAdES-T)

Element Required level Value ETSI/TS 101 733 v2.2.1
Reference
ContentType M Id-signedData 5.3
Content M SignedData 5.3

6.5.3 Signed data and Signer Info

Tables 2 and 3 specify the required level of each constituent element of Signed data and Signer Info.

© ISO 2014 - All rights reserved
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Element Required level ETSI/TS 101 733 v2.2.1
Reference
CMSVersion M 5.4
DigestAlgorithmldentifiers M 5.4
EncapsulatedContentInfo M 5.4
eContentType M 5.4
eContent 0 5.4
CEI‘tIlIlCaIEDe[ (Lertiricates) U 2.4 N
Certlificate 0 5’_4-\'\\)‘
AttrjbuteCertificateV2 0 ’(Q})
Oth¢rCertificateFormat C ~ s 5.4
RevgcationInfoChoices (crls) 0 / (b:) 5.4
v
CertfificateList 0 A b“) 5.4
N
Oth¢rRevocationInfoFormat C & 5.4
K <" N
Signkrinfos M o) 5.4
single (] (S\\ 5.4
pardllel 0 /\Q 5.4
N
Table 3 — Signer In{g@AdES-T)
Element Regg@d level ETSI/TS 101 733 vR.2.1

.\\ Reference
CMgVersion »\Q) M 5.6
Signferldentifier r\ﬂ M 5.6

NI
IssuprAndSerialNumber N N 0 5.6
. \Y
SubjectKeyldentifier ,.\\C’ 0 5.6
DiggstAlgorithmIdentifier . \ M 5.6
SignedAttributes A@ M 5.6
SignptureAlgorithmlIdentifier CA M 5.6
A4
SignptureValue m . M 5.6
Na?

UnsignedAttributes ﬁ\% M 5.6

6.5

list ables 4 and 5.

b
Y

&>
4 Signe Q&bute and unsigned attribute

Tables 4 a@ specify the required levels of elements that constitute signed attributes an
attri IK he required level shall be “Conditional” for any signed and unsigned attribute el

 unsigned
Pments not

© IS0 2014 - All rights reserved
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Table 4 — Signed Attributes (CAdES-T)

Attribute Required level ETSI/TS 101 733 v2.2.1

Reference

ContentType M 5.7.1

MessageDigest M 5.7.2

SigningCertificateReference M 5.7.3

ESS SigningCertificate 0 5.7.3.1

ESS SigningCertificate v2 0 5.7.3.2

OtherSigning@ertificate C 5.7.3.3

SignaturePoligyldentifier C 5.8.1

SigningTime 0 59.1

ContentRefer¢nce C 5.10.1

Contentldentifier C 5.10:2

ContentHints C 5:10.3

CommitmentTypelndication C 511.1

SignerLocatiop C 5.11.2.

SignerAttribufe C 5.11.3

ContentTimegtamp C 5114

Table 5 — Unsigned Attributes (CAdES-T)
Attribute Required level ETSI/TS 101733 v2.2.1

Reference

CounterSignafure (¢ 59.2

Trusted time M 4.4.1

SignatureTimgStamp (0] 6.1.1

Time Mark or pther method like archive time-stamp 0 441

as its replacerhent

6.6 CAdES-A profile

6.6.1 General

The requirpd levels of constituent elements of CAdES-A data are specified in 6.6.2 to 6.6.3.

The required levels oflelements differ whether the signature applies the ArchiveTimeStampV3 fornj; or

it applies ope of the*ArchiveTimeStampV1, ArchiveTimeStampV2 forms.

NOTE TheArchiveTimeStampV1, the ArchiveTimeStampV2, or the long-term-validation forms were deflned

with the following limitations:

— Thehashcalculationisinvalidated after modification of the CertificateSet element, the RevocationInfoChoices
element, the CertificateValues attribute, or the RevocationValues attribute of the time-stamped signature
after applying those types of the time-stamp.

— The hash calculation is invalidated when any other unsigned attributes are included after applying those
types of the time-stamp.

— The hash calculation can be invalidated according to usage of different incompatible implementations where
BER or DER reordering (see ISO/IEC 8825-1:2008, 11.6) is used or where the tag and the length of unsigned
attributes SET OF are included or not in the archive time-stamp hashing procedure.

— CMS implementations are not able to use certificates or revocation values stored in unsigned attributes
CertificateValues or RevocationValues. A usage of such unsigned attributes causes a redundant presence of
multiple values in parallel signatures or in any types of time-stamps.

8 © ISO 2014 - All rights reserved
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Creation of the ArchiveTimeStampV1, ArchiveTimeStampV2, or long-term-validation forms were
deprecated in ETSI/TS 101 733 v2.2.1. ArchiveTimeStampV3 should be used for a new archive time-
stamp.

6.6.2 Structure of the CAdES-A profile

The CAdES-A profile is defined as an extended form of the CAdES-T profile to which the unsigned
attributes specified in Table 6 are added. The required level of each element of the portion corresponding
to CAdES-T shall be as specified in 6.5.

6.6]3— Additional unsigned attributes

The required level of each element added to unsigned attributes shall be as stated(in Tqble 6. The
reqpired level shall be “Conditional” for any element not specified in Table 6.

© ISO 2014 - All rights reserved 9
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Table 6 — Unsigned Attributes (CAdES-A)

Attribute Required level ETSI/TS 101 733 v2.2.1
ArchiveTimeStampV3 ArchiveTimeStampV1/V2 Reference

CounterSignature C Ce 59.2
Trusted time M M 441
SignatureTimeStamp 0 6.1.1
Time Mark or other method like archive (0] 4.4.1
time-stamp as its replacement
CompleteCertificateReferences C Me 6.2.1
CompleteRevqcationReferences C Me 6.2.2
CompleteRevRefs CRL (0] 6.2.2
CompleteReviRefs OCSP 0 6.2.2
OtherRevRefs| C 6.2.2
Attribute certfificate references C Ce 6.2.3
Attribute revqcation references C Ce 6.2.4
CertificateValphes C Me 6.3.3
CertificateValpes 0 0 6.3.3
Certificates maintained by trusted service C a
RevocationValues C Me 6.3.4
CertificateLis 0 9] 6.3.4
BasicOCSPRegponse (0] 0] 6.3.4
OtherRevVals C C 6.3.4
Revo_cationVa ues maintained by trusted C C a
service
CAdES-C-timgstamp C C 6.3.5
Timestamped|cert and crls reference C C 6.3.6
Archiving M M 6.4
ArchiveTimesfampV3 0 0 6.4.3
id-aa-ets-arcl{iveTimestampV3
ArchiveTimesfampV2 cf 0 6.4.1
ArchiveTimesfamp id-aa-48
ArchiveTimestamle cf 0 b
ArchiveTimesfamp id-aa-27
Evidence Recqrd 0 0 c
Other method| d
a  [fa certffication‘atthority (CA) or other trusted service is trusted to maintain and keep the signature validation ¢lata
accessible fdr an{appropriate period of time and parties relaying on the signature validity know the location where|the
signature vaIlidation data are accessible, there is no need to hold them with the signature.

¢ Defined in IETF RFC 4998.

f Notrecommended attribute.

b Defined in ETSI/TS 101 733 v1.4.0 or earlier versions.

d Ifthe other trusted service is trusted to maintain timestamping for the archiving period it can be applied.

e Attribute shall not be included after applying those types of the time-stamp.

6.7 Timestamp validation data

The validation of past timestamps requires certificates and revocation information up to the trust
anchor. Timestamp validation data requires certificates in the certificate chain from TSA certificates to
trust anchor certificates, and the revocation information pertaining to each such certificate.

10
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Validation data may be stored with CAdES-A data as described below. When not stored with CAdES-A
data, validation data shall be stored by another secure means including, but not limited to, storage by
CAasaTTP or by TSA.

In past timestamp validation, validation data stored as described below or by another secure means

may also be used.

Annex B specifies the requirements relevant to the structure of a timestamp token.

Validation data for signature time-stamp shall be stored upon generation at one of the places specified
in Table 7 or by CA, etc. The elements of storing validation data differ whether the signature applies the

Arc

as shown in Table 7.

Table 7 — Elements of storing validation data for signature time-stamp

IvelimesStampVs 1orm; or It applies one of the ArchivelimestampV1l, Archivelimestan pV2 forms

Elements of storing validation data ArchiveTimeStampV3 ArchiveTimeStampgV1/V2
Required level Preferred order Requiired level Preferred order
SignledData of time- | CertificateSet 0 2 0 2
stanpped signature ) -
RevocationInfoChoices 0] 1 (6] 2
CertificateValues attribute Ca (6] 3
RevocationValues attribute Ca (6] 3
Timgstamp token | CertificateSet 1 0 1
of tHe signature _ _
timdstamp RevocationInfoChoices 2 (6] 1
CertificateValues attribute Ca 0 4
RevocationValues attribute Ca (6] 4
a  |Notrecommended attribute.

Archive timestamp validation data shall he’stored upon generation at one of the places dpecified in
Table 8 or by CA, etc. The elements of storing validation data differ whether the signature ppplies the
ArchiveTimeStampV3 form; or it applies one of the ArchiveTimeStampV1, ArchiveTimeStanypV2 forms
as shown in Table 8.

Table 8 — Elements of storing validation data for archive time-stamp

Elements of storing validation data ArchiveTimeStampV3 ArchiveTimeStampV1/V2
Required level Preferred order Required level | Preferred order

SignfedData of archive_[CertificateSet (0] 2 P

timg-stamped signa“

turd RevocationInfoChoices 0 1 P
CertificateValues attribute P P
RevocationValues attribute P P

Timgstamp token of | CertificateSet 0 1 0 1

the archive times- - -

tamp RevocationInfoChoices 0 2 0 1
CertificateValues attribute Ca 0 2
RevocationValues attribute Ca 0 2

a  Notrecommended attribute.

© IS0 2014 - All rights reserved
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Annex A
(normative)

Supplier’s declaration of conformity and its attachment

A.1 General

This annex[specifies the form of the supplier’s declaration of conformity to the CAdES long term sighafure

profile.

A.2 Form of the supplier’s declaration of conformity

Supplier’s declaration of conformity to the long term signature profile

No.
Issuer’s name
Issuer’s addrgss:
Object of declgration:
CAdES-T profile and/or CAdES-A profile

The implemerjted elements are as specified in Clause A.3.
Additional infprmation:

(The results of operation checks, etc. may be inserted here.)
Signed for and on behalf of:

(Place and dafe of issue)

(Name, title)

The object of ]he declaration described above is in conformity with the requirement of<the following long term signature profiles.

A.3 Form of the attachment to' the supplier’s declaration of conformity

A.3.1 Geperal

The attachment to the supplier’s declaration of conformity shall contain the items specified in A.3.R to

A.3.7

A.3.2 Version number of ETSI/TS 101 733 to be referenced

A.3.3 Scope of profile implementation

Table A.1 — Profile Implementation

Profile identifier Generator Verifier

CAdES-T

CAdES-A

A.3.4 Conformity to the CAdES-T profile
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Table A.2 — Signed Data (CAdES-T)

Element

Required level

Generator

Verifier

CMSVersion

M

DigestAlgorithmldentifiers

EncapsulatedContentInfo

eContentType

eContent

CertificateSet (Certificates)

Certfificate

AttrjbuteCertificateV2

Oth¢rCertificateFormat

RevgcationInfoChoices (crls)

CertfificateList

Othg¢rRevocationInfoFormat

Signerinfos

Single

Pardllel

o|lo|2|o|lo|lo|lo|jo|olo|lo|lz2|Z2|=2

Table A.3 — Signer Inf%(gAdES-T)
N

Element

Requir@)e\vel
N\

Generator

Verifier

CM§Version

Y

\

Signerldentifier

IssuprAndSerialNumber

O
A\

Y
-

SubjectKeyldentifier

DigdstAlgorithmIdentifier

SignfedAttributes .

SignlatureAlgorithmIdentifier

SignlatureValue

UnsignedAttributes

EIEIREIE|IR|o|o| =
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Table A.4 — Signed Attributes (CAdES-T)

Attribute

Required level

Generator

Verifier

ContentType

M

MessageDigest

SigningCertificateReference

ESS SigningCertificate

ESS SigningCertificate v2

OtherSigningCertificate

SignaturePoli

Cyldentifier

SigningTime

ContentRefer

nce

Contentldenti

fier

ContentHints

Commitment]

ypelndication

SignerLocatio

n

SignerAttribu

[¢’]

N

ContentTimedqtamp

ojlo|lojlolaoajlolo|lo|lofjao|loco|o| =X

<

Sors
Table A.5 — Unsigned Attributes @ ES-T)
N\

its replaceme

ht .

Attribute Required level @ Generator Verifier
N
CounterSignagure C \\S
Trusted signipg time M >N
\\
SignatureTimgStamp r\\é
Time Mark orjother method like archive time-stamp as 0

A.3.5 Co

nformity to the CAdES-A S‘oﬂle

14
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