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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

0.1 General

This document specifies requirements for a security printing management system for security printers.

Current security printing management practices lack sufficient guarantees that effective security
controls are maintained to protect the interest of the customer as well as the general public. Using this
document, the organization establishes, documents, implements and maintains a security printing
management system. This security printing management system is regularly reviewed to continually

impr

ve its effectiveness. It is rprngniﬂad that customer requirements sometimes

exceed the
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0.2 Process approach
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advantage of a “process approach” is the ongoing control that it provides over the interact

indiy

0.3 Basic principles

Whe

rements of this document, so the security printing management system also address
rements that are beyond the scope of this document.

hdoption of a security printing management system is a strategic decision of-an orgarn
n and implementation of an organization’s security printing managementsystem is iy
ng needs, particular objectives, products provided, processes employed, security e
ral issues, legal limitations, risk assessment and by size and structure,of the organizaf

hieve the objectives of this security printing management system standard, measures
ate all of the security threats determined by an organizational risk assessment. Such cq
reducing, eliminating and preventing acts that compromise the security printing r
m of the organization.

not the intent of this document to obtain uniformity in the structure of the secur
hgement system or uniformity of documented information. The security printing 1
m complies with laws and regulations in forcexThe requirements specified in this d

fic requirements from the customer.

document is intended to apply to“security printers. It contains requirements
bmented by a security printer may. e objectively audited for certification/registration|

document promotes theadoption of a process approach when developing, implern
oving the effectiveness ofia security printing management system.

Application of a system of processes within an organization, together with the ig
nteraction of these processes, and their management, is referred to as a “process ay

idual processes within the system of processes, as well as over their combination.

himplemented, the security printing management system:
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remains effective;

d)

attained.

achieves the security of products, processes, means of production, premises, information, raw

is used to continue to meet demonstrably the requirements, and naturally, the needs of customers;

affords management the confidence that the targeted degree of security is actually achieved and

affords the customers the confidence that the agreed nature and degree of security is or will be

This document prescribes which elements a security printing management system contains and not

how
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Graphic technology — Management of security printing
processes

1 Scope

This document specifies requirements for a security printing management system for security printers.

This| document specifies a minimum set of security printing management system, rejquirements.
Organizations ensure that customer security requirements are met as appropriate, provided these do
not conflict with the requirements of this document.

2 Normative references

Therk are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and:definitions apply.
ISO dnd IEC maintain terminological databases for use in standardization at the following gddresses:
— ISO Online browsing platform: available at https://www.iso.or

— IEC Electropedia: available at https://www:electropedia.org/

3.1
organization
person or group of people that has its.own functions with responsibilities, authorities and relationships
to achieve its objectives (3.8)

Note [l to entry: The concept of prganization includes but is not limited to sole-trader, company, corppration, firm,
enterjprise, authority, partnership, charity or institution, or part or combination thereof, whether [incorporated
or nof, public or private.

3.2
interested party
stakeholder

person or organization (3.1) that can affect, be affected by, or perceive itself to be affected By a decision
or adtivity.

3.3
requirement
need or expectation that is stated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization and
interested parties that the need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information.

3.4

management system

set of interrelated or interacting elements of an organization (3.1) to establish policies (3.7) and
objectives (3.8), and processes (3.12) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

© IS0 2021 - All rights reserved 1
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Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning
and operation.

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and
identified functions of the organization, specific and identified sections of the organization, or one or more
functions across a group of organizations.

3.5
top management
person or group of people who directs and controls an organization (3.1) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization

Note 2 to entry: If the scope of the management system (3.4) covers only part of an organizatidn)theh top
management|refers to those who direct and control that part of the organization.

3.6
effectivenefs
extent to which planned activities are realized and planned results achieved

3.7
policy
intentions apd direction of an organization (3.1) as formally expressedby-its top management (3.5

3.8
objective
result to be pchieved

Note 1 to entfy: An objective can be strategic, tactical, or operational.

Note 2 to eptry: Objectives can relate to different disciplines (such as financial, health and safety} and
environmentpl goals) and can apply at different levels [such as strategic, organization-wide, project, produdt and
process (3.12))].

Note 3 to ertry: An objective can be expressed’in other ways, e.g. as an intended outcome, a purpoge, an
operational driterion, as a security objectivet(3.32) or by the use of other words with similar meaning (e.g} aim,
goal, or targeft).

Note 4 to entfy: In the context of security printing management systems security objectives (3.32) are set ijy the
organization| consistent with the seeurity policy, to achieve specific results.

3.9
risk
effect of undertainty

Note 1 to entty: An-effect is a deviation from the expected — positive or negative.

Note 2 to enfryzUncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential “events” (see ISO Guide 73:2009, 3.5.1.3) and
“consequences” (see ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (see ISO Guide 73:2009, 3.6.1.1) of occurrence.

3.10
competence
ability to apply knowledge and skills to achieve intended results

2 © IS0 2021 - All rights reserved
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3.11

documented information

information required to be controlled and maintained by an organization (3.1) and the medium on
which it is contained

Note 1 to entry: Documented information can be in any format and media and from any source.

Note 2 to entry: Documented information can refer to the management system (3.4), including related processes
(3.12); information created in order for the organization to operate (documentation); and evidence of results
achieved (records).

3.12
process
set of interrelated or interacting activities which transforms inputs into outputs

3.13
performance
meagurable result

Note|[l to entry: Performance can relate either to quantitative or qualitative findings.

Note |2 to entry: Performance can relate to the management of activities,processes (3.12), produgts (including
servifes), systems or organizations (3.1).

3.14
outspurce (verb)
make an arrangement where an external organization (3.1) performs part of an organizatign’s function
or process (3.12)

Note|l to entry: An external organization is outside;the scope of the management system (3.4), [although the
outsdurced function or process is within the scope,

3.15
monjitoring
detefmining the status of a system, a(process (3.12) or an activity

Note |l to entry: To determine the status there may be a need to check, measure, supervise or criticglly observe.

3.16
measurement
process (3.12) to deternrine a value

3.17
audif
syst¢matic, independent and documented process (3.12) for obtaining audit evidence and ¢valuating it
objeqtively to determine the extent to which the audit criteria are fulfilled

Note [L&ojentry: An audit can be an internal audit (first party) or an external audit (second party o1 third party),
or it cam be a combined audit {COMDITITIE TWO OF INOTE d1SCIpHNES):

Note 2 to entry: An internal audit is conducted by the organization itself, or by an external party on its behalf.
Note 3 to entry: “Audit evidence” and “audit criteria” (see ISO 19011).

3.18
conformity
fulfilment of a requirement (3.3)

3.19
nonconformity
non-fulfilment of a requirement (3.3)

© IS0 2021 - All rights reserved 3
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action to eliminate a detected nonconformity (3.19)

3.21

corrective action
action to eliminate the cause of a nonconformity (3.19) and to prevent recurrence

3.22

continual improvement
recurring activity to enhance performance (3.13)

3.23
risk assess
overall proc

[SOURCE: I§

3.24

security pr
producer of
which are p

3.25

security pr
set of proc
entitlement

3.26
security foi
thin film m
is applied o
alteration

3.27

security feature

component

3.28

security
protection ¢
chain

3.29
threat
action or po

ment
ess of risk identification, risk analysis and risk evaluation
0 Guide 73:2009, 3.4.1]

inter

inting
psses (3.12) which transform raw materials into«documents or products of valy
ID documents or security foils (3.26) physically protected by security features (3.27)

1

ntegrated in the product to)protect against forgery, counterfeiting and alteration

tential occurrence, whether or not malicious, to breach the security (3.28) of the systelln

3.30

security breach
infraction or violation of security

3.31
documente

d procedure

established way of working, documented, implemented and maintained

3.32
security ob

jective

result to be achieved with regard to security (3.28)

Note 1 to entry: Security objectives are in general based on the security policy of the organization.

printed documents or products of value or entitlement, ID documents or security foils (B.26)
hysically protected against forgery, counterfeiting and alteraticn by security features (8.27)

hterial that contains an optical variable. element or similar security feature (3.27), which
hto documents or products to physically protect them against forgery, counterfeiting and

f products, processes, information, means of production, security features and the sypply

Note 2 to entry: Security objectives are in general specified for relevant functions and levels in the organization.

4
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3.33
security management
coordinated activities to direct and control an organization with regard to security (3.28)

Note 1 to entry: “Direct and control” in general entails the establishment of the policy, objectives, planning,
control, security assurance and improvements with regards to security (3.28). Security assurance represents all
planned and systematic actions needed to give a sufficient degree of confidence that a product or process (3.12)
meets the security requirements.

3.34

security plan
documented information that specifies the procedures and resources to satisfy the security
requfrements of the organization

3.35
secufrity control
aspert of security management (3.33) aimed at the fulfilment of the security requirements

3.36
preventive action
action to prevent the cause of a nonconformity (3.19)

3.37
traceability
ability to trace the history, application or location of an object

Note [l to entry: When considering a product or a service, traceability can relate to the origin of aterials and
parts, the processing history and the distribution and locatien of the product or service after delivelry.

(SOURCE: IS0 9000:2015, 3.6.13, modified — Note;2 to entry has been omitted.)

3.38
resource
persopnnel, information, premises, process equipment (software and hardware) and tools

3.39
supply chain
set of interconnected processes{3.12) and resources (3.38) that starts with the sourcing of rqw materials
and ¢nds with the delivery-of products and services to the customer

Note [l to entry: Supply-chains include producers, suppliers, manufacturers, distributors, wholesalers, vendors,
and lpgistics providersyFhey include facilities, plants, offices, warehouses, and branches and can be both internal
and external to anQrganization.

Note |2 to entiy:)Supply chain management as related to this document includes the vetting of guppliers and
custdmersfrom the point of initial security value, which is the point at which security is added to tije product.

4 Comtextof the orgamization

4.1 Understanding the organization and its context

The organization shall determine external and internal issues that are relevant to its purpose and that
affect its ability to achieve the intended outcome(s) of its security printing management system.

4.2 Understanding the needs and expectations of interested parties
The organization shall determine:
— the interested parties that are relevant to the security printing management system;

— the relevant requirements of these interested parties.

© IS0 2021 - All rights reserved 5
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Certification is only possible if the organization has followed the regulations of the certification
procedure and if it has established a security printing management system in accordance with the
specifications of this procedure.

4.3 Determining the scope of the security printing management system

The organization shall determine the boundaries and applicability of the security printing management
system to establish its scope.

When determining this scope, the organization shall consider:

— the extgrmaandimtermatissues Teferred toim 41

— the requirements referred to in 4.2.

The scope s

4.4 Secul

The organiz

all be available as documented information.

ity printing management system

lation shall establish, implement, maintain and continually improve a security pri

management system including the processes needed and their interactiofis in accordance witl]

requiremen

interactions.

[t is recogn
security pri
scope of thij

The organiz
a) Custom
EXAMPI
b) Informd
EXAMPI
c) Security
EXAMPI
d) Supply

EXAMPI
related {

e) Physica

[s of this document and including the processes needed as¢outlined in Annex A and

zed that customer requirements may exceed the requirements of this document, s

document.
ation shall conduct a risk assessment on at least the following:
er-related risk
E1  Unauthorized purchase, distribution or illegal use of a product by a customer.
tion-related risk
E2  Unwanted, unintended, prompted or unprompted disclosure of information.
y material, product and waste-related risk
E3  Theft, damage;sabotage or loss of security materials.
thain-related risk

E4  Any)subversion or compromise of the security of the organization's security product
ervicesatany point in the supply chain.

intrusion and access-related risk

hting
n the
their

b the

nting management system also addresses customer requirements that are beyond the

s and

EXAMPLES5 Intrusion into sensitive physical areas.

f) Personnel-related risk

EXAMPLE 6 Personnel fraud or unauthorized actions.

g) Disaster-related risk

EXAMPLE 7  Security breakdowns that result from either man-made or natural disasters.

h) Security failure-related risk

EXAMPLE 8

Occurrence of security breaches.

i) Security management-related risk

6
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EXAMPLE9  Lack of security management competences.

j)  Use of machinery-related risk

EXAMPLE 10 Unauthorized use of the means of production.

k) Sales of equipment-related risk

EXAMPLE 11 Sale, distribution of any equipment or component for illegal use.

1) Transportation-related risk

%AMMMW&MM&LW&M and security
atures during loading, unloading, storage and transportation.

m) 4
This
NOTH

5 1

5.1

Any additional security-related risks unique to the organization
risk assessment shall be the basis for the establishment of a security plan ($ee6.3).

IS0 31000[4] contains guidance for risk assessment.

Leadership

Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the security printing

man

— ¢
1

— ¢

— ¢

— ¢

hgement system by:

bnsuring that the security policy and security.objectives are established and are com
he strategic direction of the organization;

rganization’s business processes;
bnsuring that the resources needed for the security printing management system are 3

ommunicating the importanee of effective security printing management and of confo
ecurity printing management system requirements;

bnsuring that the seeurity printing management system achieves its intended outcome

irecting and jsupporting persons to contribute to the effectiveness of the secun
anagementSystem;

romotiig continual improvement;

upporting other relevant management roles to demonstrate their leadership as it apj
reas of responsibility;

patible with

bnsuring the integration of the security printing management system requirements into the

vailable;

rming to the

(s);

ity printing

lies to their

— developing and implementing the security printing management system and continually improving

i

ts effectiveness;

— ensuring that arisk assessment is conducted on a continuous basis to ascertain any needed changes

i

n the security printing management system;

— ensuring that security requirements are understood and met;

— reviewing the operation of the security printing management system;

— assuring conformance to the requirements of this document.

NOTE

core to the purposes of the organization’s existence.
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5.2 Policy

Top management shall establish a security policy that:
a) is appropriate to the purpose of the organization;
b) provides a framework for setting security objectives;

c) includes a commitment to satisfy applicable requirements;

d) includes a commitment to continual improvement of the security printing management system.

The securit

— Dbe avail

— be cominunicated within the organization;

— be avail

— berevis
custom

5.3 Orgal

Security pri

poticy shath:

ET'S.

bble as documented information;

able to interested parties, as appropriate;

nization roles, responsibilities and authorities

ting management depends on a clear understanding of each person’s task, responsi
and authority with regards to security. Top management shallensure that the responsibilities

wed for ongoing suitability to the needs with regard to security ofthe organization and its

hility
and

authorities for relevant roles with regards to security are~assigned and communicated within the

organization.

Top manage

a) ensuring that the security printing management system conforms to the requirements of

document;

b) reporting on the performance of the security printing management system (and on any ne
bments) to top management;

improvg
c) promot
d) conduct
are imp,

6 Planning

6.1 Actiorls to'address risk and opportunities

ment shall assign the responsibility and authority for:

ng awareness of securityrequirements throughout the organization;

ing a continuous risk assessment according to 4.4 and ensuring the results of the ang
emented into the“security printing management system.

this

eded

lysis

When planning for the security printing management system, the organization shall consider the issues
referred to in 4.1 and the requirements referred to in 4.2 and determine the risks and opportunities

that need to be addressed to:

— give assurance that the security printing management system can achieve its intended outcome(s);

— prevent, or reduce, undesired effects;
— achieve continual improvement.
The organization shall plan:

a) actions to address these risks and opportunities, and

© ISO 2021 - All rights reserved
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b) how to

— integrate and implement these actions into its security printing management system processes;

— evaluate the effectiveness of these actions.

The results of the planning for the security printing management system shall be retained in the

security plan.

6.2 Security objectives and planning to achieve them

The prganization-shal-establish-security-objectivesatrelevan
The gecurity objectives shall:

a) Ie consistent with the security policy;

b) be measurable (if practicable);

c) fake into account applicable requirements;

d) {ake into account results of the risk assessment;

e) Ibe monitored;
f) e communicated;

g) beupdated as appropriate.

Wheh planning how to achieve its security objectivés, the organization shall determine:

— yhat will be done;

— hatresources will be required;
— ho will be responsible;

— hen it will be completed;

— how the results will be evaluated.

The ¢rganization shallxéfain documented information on the security objectives.

6.3 | Security printing management system planning

Top managenient shall ensure that:

a) the’planning of the security printing management system is carried out in order

jecurity objectives and requirements;

to meet the

b) the integrity of the security printing management system is maintained when it is changed.

To give assurance that the security requirements are met, the organization shall establish a security

plan based upon the risk assessment established in 4.4.

The security plan shall:

— document the processes needed for implementation and maintenance of the security printing

management system,;

— document security requirements related to the organization’s processes;

— document criteria and methods to ensure that the operation and control of these processes are

effective;
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ensure the availability of resources and information necessary to support security;

ensure these processes are monitored and analysed;

— ensure the continuous evaluation and mitigation of the threats and risks to the organization.

7 Suppo

rt

7.1 Resources

Fioax cloll Jd T thao 133 oY dad for-
CIoTr S T OF \Tivmusivmavhivivsavichu s sieieivivae gy a vl an

The organiz

a) the est
printing

b) meeting

7.2 Comy

The organiz

determi
that aff¢

ensure
experie

where 3
of the a

determ
assigne

make sy
and req

keep do|

NOTE
assignment o

EXAMPLE
concerning s

retain appropriate documented information as\evidence of competence;

+ HEP NP~ I
T et antprovrs

hblishment, implementation, maintenance and continual improvement of the- sec
I management system;

security requirements.

petence

ation shall:

Cts its security management system performance;

[hat these persons are competent on the basis of appropriate education, training, ski
hce;

pplicable, take actions to acquire the necessary: competence, and evaluate the effective
rtions taken;

 responsibilities;

re each person understands-how his or her work contributes to meeting security objed
Lirements;

cumented informatiern of each person's education, training, skills and experience.

f current employéd persons; or the hiring or contracting of competent persons.

Suitable and competent personnel has knowledge on rules and procedures in the organiz
PCcurity,

urity

ne the necessary competence and trustworthiness of person(s) doing work under its control

Is or

tNess

ne the talents, skills, knowledge,ahd capabilities each person needs to carry out his or her

tives

Applicable action§ 6an include, for example: the provision of training to, the mentoring of, or the re-

ation

7.3 Awar

Persons doing work under the organization’s control shall be aware of:

the security policy;

updates and changes of the policy in a timely manner;

benefits of improved security printing performance;

10

their contribution to the effectiveness of the security printing management system, including the

the implications of not conforming with the security printing management system requirements.
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Communication

The organization shall determine the need for internal and external communication relevant to the
security printing management system including:

— on what it will communicate;

— when to communicate;

— with whom to communicate;

—  how to communicate.

Top llnanagement shall set up an effective system of communication to ensure effectiveope

secu

7.5

7.5.1

7.5.1

Fity printing management system.
Documented information
General

.1 The organization’s security printing management system shall include:

a)
b)

NOTH
one o

7.5.1

ocumented information required by this document;

ration of the

ocumented information determined by the organization as being necessary for the dffectiveness

f the security printing management system.

The extent of documented information for a security printing management system ca
rganization to another due to

he size of organization and its type of activities, processes, products and services;
he complexity of processes and their intéractions;

he competence of persons.

.2 The security printing management system documented information shall include:

a) documented statemefits of the security policy and security objectives;

b) 4

| security manudkgontaining the security plan;

d)
EXAN

) Iocumented procedures required by this document;

ocumented information required by this document.

PL'E Such documented information includes but is notlimited to logbooks, visitor forms, c

state

meénts, key receipts, delivery notes, etc.

h differ from

nfidentiality

7.5.1.3 The security manual shall describe:

a) the extent of the security printing management system, including details and justification for
exclusions of certain sections of this document that do not pertain to the organization;

b) the security plan established for the security printing management system or references to the
documented information where the security plan is specified;

c) a description of the interaction between processes making up the security printing management
system.

© ISO
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7.5.2 Creating and updating

When creating and updating documented information the organization shall ensure appropriate:

— identification and description (e.g. a title, date, author, or reference number);

— format (e.g. language, software version, graphics) and media (e.g. paper, electronic);

— review and approval for suitability and adequacy.

7.5.3 Control of documented information

Documented information required by the security printing management system and by this document
shall be controlled to ensure:

a) itisavajlable and suitable for use, where and when it is needed;

b) itisadeguately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

For the control of documented information, the organization shall address the (following activiti¢s, as
applicable:

— distribytion, access, retrieval and use;

— storageland preservation, including preservation of legibility;

— control pf changes (e.g. version control);

— retentign and disposition;

— preventjion of the unintended use of obsolete inforniation.

Documented information of external origin defined by the organization to be necessary for the
planning anfd operation of the security printing. management system shall be identified as appropriate,
and controlled.

When estahlishing control of documented: information, the organization shall ensure that thdre is
adequate prptection for the documentedinformation (e.g. protection against compromise, unauthorized
modification or deletion).

A documentled procedure shall’be”defined to ensure that all documented information in the security
printing mahagement system-iglegible, identified, reviewed, authorized, up-to-date, issued, distributed,
periodicallyjupdated and-kept in restricted areas.

Documented information shall be kept to demonstrate how the security printing management syjstem
is operating} This dectimented information shall be legible, and easy to identify and retrieve.

A documented procedure shall describe how documented information is identified, stored, protected,
retrleved’ a hdchall define itc rotontion and dicnacal fimac

oo e T G e T E e T T I O e S G P oot e OO

[t shall also be stipulated who has access to this documented information.

NOTE 1

In addition to manuals, system documented information can also include non-order related protocols

and a list of employees with specific competences. Order-related documented information can, for example,
include: confidentiality declarations geared to an order, a list of employees involved in an order, and order-related

instructions.

NOTE 2

the permission and authority to view and change the documented information.

12

Access can imply a decision regarding the permission to view the documented information only, or
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8 Operation

The organization shall plan, implement and control the processes needed to meet security requirements,
and to implement the actions determined in 6.1, by:

— establishing criteria for the processes;

— implementing control of the processes in accordance with the criteria;

— keeping documented information to the extent necessary to have confidence that the processes
have been carried out as planned.

The prganization shall control planned changes and review the consequences of unintencd

takir

The ¢rganization shall ensure that outsourced processes are controlled.

9 Performance evaluation

9.1
The

—
The

The
print

The

needed to:

— ¢

— ¢

— improve-thie operation and results of the security printing management system.

Addi

g action to mitigate any adverse effects, as necessary.

Monitoring, measurement, analysis and evaluation
rganization shall determine:
what needs to be monitored and measured;

he methods for monitoring, measurement, analysis and evaluation, as applicable, to
esults;

vhen the monitoring and measuring shall be;performed;
vhen the results from monitoring and m@asurement shall be analysed and evaluated.
rganization shall retain appropriate’documented information as evidence of the resul

rganization shall evaluate the‘security printing performance and the effectiveness of
ing management system.

prganization shall plan and implement the inspection, test, measurement, analysis an

Pnsure processesimeet security requirements;

bnsure the security printing management system works as planned;

Fionally, the organization shall:

ed changes,

bnsure valid

ts.

the security

 evaluation

a) take action when necessary to address adverse trends or results before a nonconformity occurs;

b) monitor customers' opinion on the fulfilment of security requirements and determine how to
gather and use this information;

c) retainrelevant documented information as evidence of the results.

© ISO
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Internal audit

9.2.1 The organization shall conduct internal audits at planned intervals to provide information on

hods,

d the

whether the security printing management system

a) conforms to
— the security manual;

— the organization’s own requirements for its security printing management system;
— the reguirements-of-this-document:

b) is effectiively implemented and maintained.

9.2.2 Thelorganization shall:

a) plan, establish, implement and maintain an audit programme(s), including the fréquency, met
respongibilities, planning requirements and reporting; which shall take into consideration the
importgdnce of the processes concerned and the results of previous audits;

b) define the audit criteria and scope for each audit;

c) selectapditors and conduct audits to ensure objectivity and thedimpartiality of the audit procg

d) ensure that the results of the audits are reported to relevantmanagement;

e) retain documented information as evidence of the implefientation of the audit programme an
audit repsults.

NOTE ISP 19011[3] contains guidance for internal auditors.

9.2.3 Thelorganization shall define in a documented procedure:

— theresy

how res

how do
Top manage

Follow-up a
results.

9.3 Mand

onsibilities and requirements forplanning and conducting audits;

ults are reported;

rumented informatiomis maintained.

ment has the responsibility to take corrective actions without undue delay.

ctivities shall/iniclude verification of the actions taken and the reporting of the verific

gement review

htion

Top managemmemnt siratt Teview the orgamnization's Security primting Tarmagenent SysStent, at ptanned

intervals, to

ensure its continuing suitability, adequacy and effectiveness.

The management review shall include consideration of:

us of actions from previous management reviews;

information on the security printing performance, including trends in

nonconformities, preventive actions and corrective actions;

— monitoring and measurement results;

a) thestat
b)

system,;
<)
14

changes in external and internal issues that are relevant to the security printing management
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— audit results;
— customer feedback;

d) opportunities for continual improvement and necessary changes to the security printing
management system, security policy and security objectives.

The outputs of the management review shall include decisions and actions related to continual
improvement opportunities and any need for changes to the security printing management system.

The organization shall retain documented information as evidence of the results of management
reviews.

10 Improvement

10.1 Nonconformity, security breaches and corrective actions
Wheh a nonconformity or a security breach occurs, the organization shalk:
a) identify nonconformity and security breaches;

b) 1teact to the nonconformity and as applicable

1) take action to control and correct it,

2) deal with the consequences, and

3) inform the customer;

c) Treactto the security breaches and as applicable:

1) deal with the consequences,

2) inform the customer;

d) implement any action needed;

e) feview the effectivenessof-any corrective action taken; and

f) 1nake changes to thesecurity printing management system, if necessary.

Corrective actions¢shall be appropriate to the effects of the nonconformities and security breaches
encopntered.

The ¢rganization shall retain documented information as evidence of

— the/hature of nonconformities and security breaches and any subsequent actions taken, and

— theresults of any corrective action.

10.2 Preventive actions

The organization shall take action to eliminate the causes of potential nonconformities and security
breaches in the processes in order to prevent their occurrence.

Preventive actions shall be appropriate to the effects of the potential nonconformities and security
breaches.

The organization shall retain documented information as evidence of:

a) the nature of the potential nonconformities and security breaches and their causes;
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b) the need for subsequent actions to prevent occurrence of nonconformities and security breaches;

c) theresults of any preventive actions.

NOTE It can be useful or necessary in certain cases to take preventive actions based on a risk assessment.

10.3 Conti

nual improvement

The organization shall continually improve the suitability, adequacy or effectiveness of the security
printing management system.

The organi
manageme
analysis, cof

t system through the use of the security policy, security objectives, audit results,|data
rective and preventive actions and management review.

16
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