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ISO 14230

Foreword

-3:1999(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
liaison with ISO, also take part in the work. ISO collaborates closely with the International Electrotechnical

Commisgion-(tECorattmatters-of-efectrotechnicat-standardizationr———————————————————————————————————

Draft Intgrnational Standards adopted by the technical committees are circulated to the member bodie

Publicati

Internatid

bn as an International Standard requires approval by at least 75 % of the member bodies castin

subcomnpittee SC 3, Electrical and electronic equipment.

ISO 1423
Protocol

O Part

U Part

O Part

U Part

Annex A

0 consists of the following parts, under the general title Road vehicles & Diagnostic systems
2000:

1: Physical layer

2: Data link layer

3: Application layer

4: Requirements for emissions-related systems

of this part of ISO 14230 is for information only.

5 for voting.
j a vote.

nal Standard ISO 14230-1 was prepared by Technical Committee ISO/TE’ 22, Road vehicles,

— Keyword
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Introduction

ISO 14230 has been established in order to define common requirements for diagnostic systems implemented on a
serial data link.

To achieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference Model in accordance with
ISO 7498 which structures communication systems into seven layers. When mapped on this model, the services

used by a Ioanactio tactay -\Inld R E!nntrcnic Cnnlhrcl 1 I:«i+ (ECLN are hrn!\cn :ntc

agreste-testera +Elee ohtrel-URitHECHa
O diagnosgtic services (layer 7),
O commynication services (layers 1 to 6).
See figure 1.
Application
Service request Service response i . .
Service.conf. Service.ind. Diagnostic Seryices
s %) Specification
Application L Diagnostic-Services
Layer g Implementation
(Lgyer #7) KEYWOR\Q@ OTOCOL 2000 (Part 3)
Layer #6 to #3
are not defined
within this
document
N NS
Data Link Layer @ : Data Link Laye
(Lgyer #2) ) KEYWORD PROTOCOL 2000 (Part 2)
N 4
(7 N

Physical Layer Physical Layer
(Lgyer #1) Q*‘ (Part 1)

Rl J

Q.

Example of derial‘'data links: KWP2000, VAN, CAN, J1850, etc.

Figure 1 — Mapping of Diagnostic Services and Keyword Protocol 2000 on OSI Model

Vi
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1 Scoqg

This part
on-vehicl

This part
ISO 1427
byte
byte

hex3

The veh
tempora
connecteg

e Electronic Control Units are connected to an off-board tester in order to pefform diagnostic fu

e

of ISO 14230 specifies the requirements for the Keyword Protocol 2000 data.link on which on

of ISO 14230 specifies the requirements of the implementation of thé Diagnostic Services
9, including

encoding and hexadecimal values for the service identifiers;

encoding for the parameters of the diagnostic service requests and responses;

decimal values for the standard parameters.
cle environment to which this part of 1ISO 14230 “applies may consist of a single tester t

ly connected to the on-vehicle diagnostic -data link and several on-vehicle Electronic C
d directly or indirectly (see figure 2).

e or several
hctions.

specified in

hat may be
bntrol Units

within the scope Vehicle 1 within the scope Vehicle 2
of the proposal of the proposal
ECY —ECU
) —|ECY —ECU
Tester Tester
Gateway —|ECU —ECU
may ornay not be L |
within the scope — ECU ECU
of the proposal

Figure 2 — Vehicle diagnostic architecture

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of this
document. All standards are subject to revision, and parties to agreement based on this document are encouraged

1
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to investigate the possibility of applying the most recent editions of the standards listed below. Members of ISO
maintain registers of currently valid International Standards.

ISO 14229:—1) , Road vehicles — Diagnostic systems — Diagnostic services specification.
ISO 14230-2:— " , Road vehicles — Diagnostic systems — Keyword Protocol 2000 — Part 2 : Data link layer.
SAE J 1930: 1995, Electrical/electronic systems diagnostic — Terms, definitions, abbreviations and acronyms.

SAE J 1979: 1997, E/E diagnostic test modes— Terms, definitions, abbreviations and acronyms.

3 Definitions

For the purposes of this part of ISO 14230, the definitions given in ISO 14229 and SAE J 1930 apply.

4 Conventions
4.1 Genefal

4.1.1 This|part of ISO 14230 is guided by the OSI service conventions (CVT; see.JSO 8509) to the extent|that they
are applicable to the diagnostic services. These conventions define the interaetions between the service use and

the service provider by the supplier through service primitives which themselves may convey parameters.

4.1.2 Tablge 1 indicates the different ranges of service identifier values, which are defined in SAE J 1979, ISO
14230 or by the vehicle manufacturer.

Table 1 — Service Identifier value-convention table

Service|ldentifier Service type 1) Where defined
Hex Value (bit 6)
00 - pF Request SAE J 1979
10 -[LF
20 - PF Request (bit 6 = 0) ISO 14230-3
30-BE
3K Notjapplicable reserved
40 - 4F Response SAE J1979
50 - pF Positive Response
60 - bF to Services ($10 - $3E)
70 -E (bit6 =1) ISO 14230-3
7H Negative Response
8@ Request 'ESC' - Code
81 - BE Request (bit 6 = Q) ISO 14230-2
90 - 9F Request (bit 6 = 0) reserved for future exp. as needed
AO - BF Request (bit 6 = 0) defined by vehicle manufacturer
Cco Positive Resp. 'ESC' - Code ISO 14230-3
Cl-CF Positive Response (bit 6 = 1) ISO 14230-2
DO - DF Positive Response (bit 6 = 1) reserved for future exp. as needed
EO - FF Positive Response (bit 6 = 1) defined by vehicle manufacturer
1) There is a one-to-one correspondence between request messages and positive response messages, with
"bit 6" of the service identifier hex value indicating the service type.

1) To be published.

2
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4.1.3 The table content consists of the following:

O under the <Service Name> Request Message are listed the parameters specific to the service
request/indication;

O under the <Service Name> Positive Response Message are listed the parameters specific to the service
response/confirmation in case the requested service was successful;

O under the <Service Name> Negative Response Message are listed the parameters specific to the service
response/confirmation in case the requested service has failed or could not be completed in time.

4.1.4 For_agiven primitive, the presence of each parameter is described by one of the following values:

0 M: npandatory;

O U: uger option; the parameter may or may not be supplied, depending on dynamic usage byythe use

=

0 C: cpnditional; the presence of the parameter depends upon other parameters withimthe service;
O S: mandatory (unless specified otherwise) selection of a parameter from a parameter list.

4.2 Seryice description convention

This clause defines the layout used to describe the diagnostic services. Atincludes

0 Pardmeter Definition;

0 Mespage Data Bytes;

0 Mespage Description;

O Mespage Flow Example.

4.2.1 Pgrameter definition

This sectjon defines the use and the values of parameters used by the service.

4.2.2 Message data bytes

The definition of each message)includes a table which lists the parameters of its primitives: requgst/indication
("Req/Ing"), response/confirmation ("Rsp/Cnf") for positive or negative result. All have the same structyire. Table 2

describes the request message, table 3 the positive response message and table 4 the negatije response
messagel.

A positive response/message shall be given by the server if it can carry out all the operations requested. It shall

otherwisg¢ giveta.negative response.
The resanse messages are listed in separate tables because the list of parameters differs between positive and

negative response messages.
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Table 2 — Request message
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Type Parameter Name cvT”| Hex Value |Mnemonic
Header Format Byte M XX FMT
Bytes” | Target Byte cd XX TGT

Source Byte C3) XX SRC
Length Byte C4) XX LEN
<Serviceld>| <Service Name> Request Service Identifier M XX SN
<Parameter| <List of parameters> = [ CS) Xx=[ PN
Type> <Parameter Name> XX
<Parérr eter <Paraméter Name> x.x

Typep> ] ]

cs? Checksum Byte M XX cp
1) See 4]1.4

2) Defingd in ISO 14230-2.

3) The he¢ader bytes "Target" and "Source" depend on the content of the "Format Byte" which.is specified in ISO [14230
2 (KWP 2000 Part 2: Data Link Layer) document. Both either exist or do not exist in the header of each message.

4): The header byte "Length" depends on the content of the "Format Byte" which is specified in ISO DIS 14230-2.

5): Theseg

parameters may be either mandatory (M) or user optional (U), depending on the individual message.

Table 3 — Positive response message

Typs Parameter Name CVTl) Hex Value |Mnemponic
Headgr Format Byte M XX FMT
Byteg 2) Target Byte c3) XX TGT

Source Byte C3) XX SRC

Length Byte C4) XX LEN
<Servicgld> <Service Name> Positive Response Service Identifier M XX SNPR
<Parameter <List of parameters> = | c® xx=[ PN

Typep <Parameter Name> XX

<Para.rr eter <Parameter Néme> x.x
Typep ] ]
csq  |chiecksum Byte M XX cp
1) See 41,4

2) Definddin/ISQ 14230-2

3) The header bytes "Target" and "Source" depend on the content of the "Format Byte" which is specified in ISO 14230
2 (KWP 2000 Part 2: Data Link Layer) document. Both either exist or do not exist in the header of each message.

4): The header byte "Length" depends on the content of the "Format Byte" which is specified in ISO DIS 14230-2.

5): These parameters may be either mandatory (M) or user optional (U), depending on the individual message.
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Type Parameter Name cvT”| Hex Value |Mnemonic
Header Format Byte M XX FMT
Bytes? Target Byte c® XX TGT

Source Byte C3) XX SRC

Length Byte C4; XX LEN
<Serviceld> NegativeResponse Service ldentifier M XX NACK
<Serviceld> <Service Name> Request Service Identifier M XX SN
<Parameter ResponseCode=[ M xx=[ RC

Type> KWP2000ResponseCode, 00-7F,

ManufacturerSpecific 80-FF
] ]
ads? Checksum Byte M XX cs
1) Se¢ 4.1.4
2) Defined in ISO 14230-2.
3) The header bytes "Target" and "Source" depend on the content of the "Format Byte" which is'Specified in 1I0 14230
2 (KWP 2000 Part 2: Data Link Layer) document. Both either exist or do not exist in the header of each message.
4): The header byte "Length" depends on the content of the "Format Byte" which is . specified in ISO DIS 14230}2..

4.2.3 Message description

This sectjon"Message description" provides a description of the actions performed by the client and the §
are specific to the KWP 2000 Protocol (see ISO 14230-2).

The resppnse condition is service specific and defined separately for each service.
4.2.4 Message flow examples

This secfion provides message flow descriptions presented in a table format (see table 5). The tablg
three col

O column 1: includes the relevant inter-message timing which is specified in the document ISO/DIS 1
mespage shall be started within the:relevant inter-message timing;

0 column 2: includes all requestssend by the client to the server;
O column 3: includes allresponses send by the server to the client.
Sending

Time relates to thevtable in a top to bottom sequence. The reading entry of the message flow table a

mns:

pbf a message shall start during the period of time between appropriate messages.

server which

consists of

1230-2. The

ways starts

with the firstitem’in the time column "P3" (1st column) followed by a request message of the client (2nd column)
The nextl entry is the timing parameter "P2" (1st column) for the server to send the positive or negative response
message-{3ta-eottrrf):

For simplification all messages are described without any identifiers and/or data values. Details of messages are
always specified in the section: Message data bytes.

The message flow example above is not documented for each service. Only services, which call for more detailed
message flow description shall have their own message flow section.

Table 5 — Message flow example of physical addressed service

time

client (tester) server (ECU)

P3
P2

<Service Name> Request]...]

<Service Name> PositiveResponse]...]
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4.3 Functional unit table
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The intention of specifying functional unit tables is to group similar Keyword Protocol (KWP) 2000 services into a
functional unit. The definition of each functional unit includes a table such as table 6 which lists its services.

Table 6 — Keyword Protocol 2000 functional units

Functional Unit

Descri  ption

Diagnostic

Management

This functional unit includes Keyword Protocol 2000 services which
are used to realise diagnostic management functions between the

client (tester) and the server (ECU).

Data Transmission

This functional unit includes Keyword Protocol 2000 services which

are used to realise data transmission functions between the clie
(tester) and the server (ECU).

nt

Stored Dat

a Transmission

This functional unit includes Keyword Protocol 2000 servigesiwhi

are used to realise stored data transmission functions between the

client (tester) and the server (ECU).

Ch

Input / Output Control This functional unit includes Keyword Protocol 2000 ‘services which
are used to realise input / output control functionsibetween the clignt
(tester) and the server (ECU).

Remote Agtivation of Routine This functional unit includes Keyword Protocol) 2000 services whigh

are used to realise remote activation of ‘toutine functions betweg
the client (tester) and the server (ECU).

N

signs the

Upload / Dpwnload This functional unit includes Keyword Protocol 2000 services whigch
are used to realise upload / download functions between the clignt
(tester) and the server (ECU).
4.4 Servige ldentifier value summary table
The left colimn of table 7 lists all services of the Diagnostic Services Specification, the middle column as
KWP 2000| Implementation "Request Hex Value" and-the right column assigns the KWP 2000 Implementation
"Positive Response Hex Value". The positive response service identifier values are built from the reque

identifier val

ues by setting "bit 6 = 1".

4.5 Response Code value summary tahle

Table 8 list
code is des

Cribed in 1ISO 14229.

5 and assigns hex values fon'all response codes used in KWP 2000. The definition of each

5t service

response
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Table 7 — Service Identifier value summary table
KWP 2000 Implementation
Diagnostic Service Name Request Hex Value Response Hex Value

StartDiagnosticSession 10 50
ECUReset 11 51
ReadFreezeFrameData 12 52
ReadDiagnosticTroubleCodes 13 53
ClearDiagnosticlnformation 14 54
ReadSt*itusOfDiagnosticTroubIeCodes 17 57
ReadDialignosticTroubIeCodesByStatus 18 58
ReadEQUldentification 1A 5A
StopDiagnosticSession 20 60
ReadDgtaByL ocalldentifier 21 61
ReadDgtaByCommonldentifier 22 62
ReadMemoryByAddress 23 63
SetDatgRates 26 66
SecurityAccess 27 67
DynamigallyDefineLocalldentifier 2C 6C
WriteDgtaByCommonldentifier 2E 6E
InputOutputControlByCommonldentifier 2F 6F
InputOutputControlByLocalldentifier 30 70
StartRolitineByLocalldentifier 31 71
StopRouitineByLocalldentifier 32 72
RequesjRoutineResultsByLocalldentifier 33 73
RequesiDownload 34 74
RequesiUpload 35 75
TransfefData 36 76
RequesjTransferExit 37 77
StartRoytineByAddress 38 78
StopRolitineByAddress 39 79
RequesiRoutineResultsByAddress 3A 7A
WriteDataByLocalldentifier 3B 7B
WriteM@moryByAddress 3D 7D
TesterPfesent 3E 7E
EscCodg” 80 co
1) Does|not formpart of diagnostic services specification but only of KWP Protocol 2000.
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Table 8 —Response Code value summary table

Hex Value Response Code
10 GeneralReject
11 ServiceNotSupported
12 SubFunctionNotSupported-invalidFormat
21 Busy-RepeatRequest
22 ConditionsNotCorrect or requestSequenceError
23 RoutineNotComplete
31 RequestOutofRange
33 SecurityAccessDenied
35 InvalidKey
36 ExceedNumberOfAttempts
37 RequiredTimeDelayNotExpired
40 DownloadNotAccepted
41 ImproperDownloadType
42 Can'tDownloadToSpecifiedAddress
43 Can'tDownloadNumberOfBytesRequested
50 UploadNotAccepted
51 ImproperUploadType
52 Can'tUploadFromSpecifiedAddress
53 Can'tUploadNumberOfBytesRequested
71 TransferSuspended
72 TransferAborted
74 IllegalAddressinBlockTransfer
75 lllegalByteCountInBlockTransfer
76 IllegalBlockTransferType
77 BlockTransferDataChecksumError
78 ReqCorrectlyRcvd*RspPending
79 IncorrectByteCountDuringBlockTransfer
80 - RF ManufacturerSpecificCodes
1) RequesiCorrectlyReceived-ResponsePending
4.6 Response handling
Figure 3 specifies the server behaviour on a client request message. It shows the logic as specified in the
description ofthreTesponse todes and-to bemptermented-mthe server and-client as appropriate:

The use of (a) negative response message(s) by the server shall be in case the server can not respond with a
positive response message on a client (tester) request message. In such case the server shall send one of the
response codes listed as specified in figure 3.
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( Start of service )

Valid Message? No Response Message

Request Message NO

supported?

YES

case #1
> Extended P2 JYES | RC=$78
g timing window?

case #2
YES | RC=$23

Service in
progress?

Positive Response i
Message Ready? case

YES | RC=$21

YES

case #4
YES | RC=$10
General reject?

NO

RC=$xx
4

Negative Response Negative Response
Message RC=$10, Message RC=$23, Negative Regponse
- general reject routineNotComplete Message RQ=$11,

Negative Response Negative Response senviceNotSupported or

’ Negative Response Ly s RC=$12,

Posifive Response Message Message RC=6xx Message RC=$21, Message RC—$_78, subFunctionNotBupported
busyRepeatRequest responsePending

N

[ End of service J

Eigure 3 — Server positive and negative response message behaviour

5 Gengrakimplementation rules

5.1 Parameter definitions
The following rules in regard to parameter definitions shall apply:

O clauses 6 to 12 define the services of each functional unit. In these clauses, the service structure makes
reference to parameters, in order to describe the allowable values for such parameters. The parameters of
general purpose are defined in ISO 14229. Parameters which are specific to a functional unit are described in
the corresponding clause;

0 this part of ISO 14230 lists and defines response codes and values. Negative response codes are specified in
4.4. Other response codes may be reserved either for future definition by this part of ISO 14230 or for the
system designer's specific use;

O this part of ISO 14230 specifies the parameters which shall be used within each KWP 2000 service;
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O

0

the sequence of parameters within a service shall not be changed during an implementation;

©1SO

this part of ISO 14230 specifies the parameter MemoryAddress based on a three (3) byte address (High Byte,

Middle Byte and Low Byte). Additional bytes of specifying the MemoryAddress (e.g. memory type identifier,
larger address range) may be implemented and is the responsibility of the vehicle manufacturer. This applies to
all services which use the MemoryAddress parameter.

5.2 Functional and physical addressed service requests

Two different addressing methods are specified in KWP 2000 to send a service request to a server(s).

Functional

ddressing with a three byte header is used by the client if it does not know the physical addr

server that

Functional @ddressing with a one byte header is not possible.

Physical ad
the service

Physical ad

Only those
shall send 4

Functional @and Physical addressing methods are specified in detail in 1ISO)14230-2.

The data lin

5.3 Message flow examples of physical/functional addressed services

5.3.1 Phys
5.3.1.1 Ph

Table 9 shg

a negative flesponse message.

Shall respond to a service request or if more than one server can respond to the request.

dressing with a three byte header shall always be a dedicated message to one-seyver. The
request message indicates (target address) which server shall respond to the service request

dressing with a one byte header is possible.

server(s) which are initialized and in a diagnostic session which suppert the service request
response message.

k shall always be initialized prior to sending any of the K\W/P 2000 services.

cal addressed services
sical addressed service with positive/negative response message

ws a typical service request followed by a positive response message and a service request fo

Table 9 — Mgessage flow example of physical addressed service

ss of the

eader of

essage.

message

llowed by

time client (tester) server (ECU)
P3 [<Sefvice Name> Request]...]
P2 <Service Name> PositiveResponse]...]
P3 [<Sefvice Name>Request]...]
P2 <Service Name> NegativeResponse[RC]
P3 [<Sefvice Name> Request]...]
P2 <Service Name> PositiveResponse]...]

5.3.1.2 Physical addressed service with periodic transmissions

Table 10 shows a message flow which describes a physical addressed service request with multiple positive
response messages.

10
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Table 10 — Message Flow example of physical addressed service with periodic transmissions

time client (tester) server (ECU)
P3 |<ReadDataByLocalldentifier>
p2 |Request[RLI, TXM] <ReadDataByLocalldentifier >
P2 PositiveResponse#1[RLI, ...]
P2 :
p3* <ReadDataByLocalldentifier >
p2 | <ReadDataByCommonldentifier> PositiveResponse#k[RLI, ...]
by | Rea.[RCLTXM]
P2 <ReadDataByCommonldentifier> PosResp#1|RClI,
o]
p3* _
P2 <ReadMemoryByAddress> <ReadDataByCommonldentifier> -PosResp#k|RClI,
P2 | Request[MA,MS, TXM] ]
P2
P3* <ReadMemoryByAddress>RosResp#1[RECVAL]
P2 ;
P2
<ReadDataByLocalldentifier> Request[RLI] < Any Other Service Name > PositiveResponse(}..]
<ReadDRataByLocalldentifier>
PositiveResponse[RLI,]
1) The Jalues of the "P3" timing parameters shall be less thanthe value of "P2min" in order to allow the client (t¢ster)
to send 4 new request message.

The mespage flow in table 10 describes a physical addressed service request ReadDataByLocal/Comm
or ReadiMemoryByAddress with the periodic. fransmission mode enabled. The request message is

multiple
message

parametgr. This request message shallbe send to the server within the "P3*" timing window.

5.3.1.3

Physical addressed service and negative response message(s) with "RoutineNotComplete"

"Busy-RdpeatRequest"

Table 11

responsg message with,the response code set to "RoutineNotComplete”.

Tdble 11 —<\Physical addressing and negative response with "RoutineNotComplete" and "Busy-

pn-ldentifier
followed by

positive response messages from(the physically addressed server. The periodically transmittgd response
s are terminated by the client with any request message not including the optional TransmissionMode

and

shows a message flow which describes a physical addressed service request followed byl a negative

RepeatRequest"

time client (tester) server (ECU)
P3 | <Service Name> Request [...]1’ <Service Name> NegativeResponse[RoutineNotComplete]
P2
P3 | <Service Name> Request]...] <Service Name> NegativeResponse[Busy-RepeatRequest]
P2 :
P3 | <Service Name> Request]...] <Service Name> NegativeResponse[Busy-RepeatRequest]
P2 <Service Name> PositiveResponse]...]
P3 | <Service Name> Request[...]z) OR
P2 Service Name> NegativeResponse[RC != Busy-RepeatRequest]
P2

1) server has started routine.
2) server has completed routine.

11
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The message flow example in table 11 is based on a request message from the client which cause the server to
respond with a negative response message including the negative response code "RoutineNotComplete". This
response code indicates that the request message was properly received by the server and the routine/task/function
(initiated by the request message) is in process, but not yet completed. If the client repeats or sends another
request message the server shall "not reinitiate the task" (in case of the same request message) if the initial task
has not been completed. The server shall send another negative response message with the response code "Busy-
RepeatRequest". The negative response message shall be sent on each request message as long as the server
has not yet completed the initial routine/task/function. If the server has finished the routine/task/function it shall
respond with either a positive response message or a negative response message with a response code not equal
to "Busy-RepeatRequest".

The commuynication Timing is nat affected

Application$ which may require this message flow are as follows:

O ClearDjagnosticinformation;

0O executjon of routines;

O SecurityAccess.

5.3.1.4 Implementation example of "server can not send a positive response within required timing"

5.3.1.4.1 Hxample of physical addressed service and negative response message with "ReqCorrectlyRcvgd-
RspPending within Normal or Extended Timing"

Table 12 shows a message flow which describes a physical addressed service request followed by a]negative
response message with the response code set to "RequestCorrectlyReceived-ResponsePending".

Table 12 4+ Example of physical addressing and negative response with "ReqCorrectlyRcvd-RspPending'

time client (ester) server (ECU)
P3 | <Sefvice Name> Request]...]
P2 <Service Name> NegRsp#1[ReqCorrectlyRcvd-
RspPending]
p2" -
poY <Service _ Name> NegRsp#n[ReqCorrectlyRcvd-
p3 | <Sefvice Name> Request]...] RspPgndmg] N
<Service Name> PositiveResponse]...]
P2 <Service Name> PositiveResponse]...]
1) P2min tp P3max (refer to ISO 14230-2).

The messagé-flow example in table 12 is based on a request message from the client which causes the |server to
respond with one or mulliple negafive response message(s) Including the negafive response code
"RequestCorrectlyReceived-ResponsePending”. This response code indicates that the request message was
received correctly, and that any parameters in the request message were valid, but the action to be performed may
not be completed yet. This response code may be used to indicate that the request message was properly received
and does not need to be retransmitted, but the server is not yet ready to receive another request.

The negative response message may be sent once or multiple times within a service if required by the server.
During the period of (a) negative response message(s) the TesterPresent service shall be disabled in the client.

This response code shall only be used in a negative response message if the server will not be able to receive
further request messages from the client within the P3 timing window. This may be the case if the server does data
processing or executes a routine which does not allow any attention to serial communication.

NOTE — The communication timing method is specified in ISO 14230-2:—, clause 5.
12
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Applications which may require above message flow are as follows:

O

4
g
U

ClearDiagnosticlnformation;
execution of routines;
TransferData request messages including up to 255 data bytes;

Flash EEPROM or EEPROM memory programming.

5.3.1.4.2 Implementation of "Server can not send a positive response within Default Timing"

Table 13 shows a message flow which describes a physical addressed service request followed by a positive

response-message sent with :’\I"Q\Iinllchll modified fiming

Table 13 — Physical addressing and modified timing with AccessTimingParameter service

Time

1) Client (tester) Server (ECU)

P3 |StartDiagnosticSession.Request]...]

P2 StartDiagnosticSession.PosRsp...]
P3 |AccessTimingParameter.Request[ReadLimits]
P2 AccessTimingParameter.PosRsp[ReadLimnits, P2-
P3 |AccessTimingParameter.Request[setValues, P2-P4] | P4]
P2 |{|le.g. P2max = $F2 (18850 ms) }
{ Modified Timing is active! } AccessTimingParameter.PosRsp[setValugs] ?
P3 |[4Service Name> Request]...]
P2 <Service Name> PositiveResponse]...]
P3 |4StopDiagnosticSession> Request]]
p2 OR <StopDiagnosticSession> PositiveResponse[]
P3 |4StartDiagnosticSession> Request]...] OR
p2 <StartDiagnosticSession> PositiveRespomse[...]s)

{ Default Timing is ‘active! }

P3 |4Service Name> Request[...]
p2 <Service Name> PositiveResponse]...]

1) New fiming parameter values are active.
2) Modi:I:ed Timing is active.
3) Defa

It Timing is aCtive.

The mesgage flow example in table 13 describes the method of modifying the timing parameter values ip the server

and the glient by using the AccessTimingParameter service as specified in ISO 14230-2.

This method shall be used in case a server does not support a negative response message with the response code
($78) "RequestCorrectlyReceived-ResponsePending".

5.3.2 Functional addressed services

5.3.2.1 Functional addressed service with positive/negative response message

Table 14 shows a message flow example which describes a functional addressed service request followed by
response messages of multiple servers (ECU#1, ECU#2 ... ECU#n-1, ECU#n).

13
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Table 14 — Message flow example of functional addressed service

Time client (tester) server (ECU)

P3 | <Service Name> Request]...]

P2 <Service Name> PositiveResponse|...] {ECU#1}
P2 <Service Name> NegativeResponse|...] {ECU#2}
P2 <Service Name> PositiveResponse]...] {ECU#n-1}
P2 <Service Name> PositiveResponse|...] {ECU#n}

P3 | <Skrvice Name> Other Request]...]|

P2 <Service Name> Other PositiveRsponse]...|{ECU}

The message flow example in table 14 is based on a functional request message send by the’client. Anunknown
number of gervers has been initialized previously (e.g. fast initialization by wake up pattern) which send positive and
negative regponse messages.

5.3.2.2 Funpctional addressed service and negative response messages with "RgutineNotComplete" and
"Busy-RepgatRequest"”

Table 15 slhows a message flow which describes a functional addressed service request followed by g negative

response njessage with the response code set to "RoutineNotComplete” from one server. All other seryers send
positive response messages.

Table 15 — Functional addressing and negative response with "Busy-RepeatRequest”

Time client (tester) server (ECU)
P3 |<Service Name> Request[...]l)' ?
P2 <Service Name> NegRsp[RoutineNotComplete] {ECU#1}
P2 <Service Name> PositiveResponse]...] {ECU#2}
p2 <Service Name> PositiveResponse|...] {ECU#3}
P3 | <Service Name> Request[...]l) {Functional }
P2 <Service Name> NegRsp[Busy-RepeatRequest] {ECU#1}
P2 <Service Name> PositiveResponse]...] {ECU#2}
P2 <Service Name> PositiveResponse|...] {ECU#3}
P3 | <Service Name>, Request[...]l)' 3){ Functional}
P2 <Service Name> PositiveResponse[...] {ECU#1}
P2 <Service Name> PositiveResponse]...] {ECU#2}
P2 <Service Name> PositiveResponse[...] {ECU#3}

1) Functional
2) Server has started routine.
3) Server has completed routine.

The message flow example in table 15 is based on a functional request message from the client which cause one
server (ECU#1) to respond with a negative response message including the negative response code
"RoutineNotComplete" The other servers (ECU#2, ECU#3) send a positive response message.

The response code indicates that the request message was properly received by the server and the
routine/task/function (initiated by the request message) is in process, but not yet completed. If the client repeats or
sends another functional request message the server shall "not reinitiate the task" (in case of the same request
message) if the initial task has not been completed. The server shall send another negative response message with
the response code "Busy-RepeatRequest’. The negative response message shall be sent on each functional

14
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request message as long as the server has not yet completed the initial routine/task/function. If the server (ECU#1)
has finished the routine/task/function it shall respond with either a positive response message or a negative
response message with a response code not equal to "Busy-RepeatRequest".

The communication timing is not affected.

Applications which may require above message flow are as follows:

O ClearDiagnosticinformation;

0 execution of routines;

O SeclrityAccess.

5.3.2.3 Implementation example of functional addressed service and negative response message [with
"Reques{CorrectlyReceived-ResponsePending"

Table 16/ shows a message flow example which describes a functional addressed requestmessage fdllowed by a
negative |[response message with the response code set to "RequestCorrectlyReceived-ResponsePending” from
one server (ECU#1) and positive response messages from the other servers (ECU#2, ECU#3).

Table 16|— Example of functional addressing and negative response with "RégCorrectlyRcvd-RspPend|ng

Time Client (tester) Server (ECU)
P3 |4Service Name> Req[...]l)
P2 <Service Name> NegRsp#1[ReqCorrectlyRcvd-RspPendg]
{ECU#1}
p2? <Service Name> PositiveResponse[...] {(ECU#2}
p2? <Service,Name> PositiveResponse]...] {ECU#3}
p2? <Service Name> NegRsp#2[ReqCorrectlyRcvd-RspPendg]
{ECU#1}
p2” -
P22 |dservice Name> Req[...] { Functional } <Service Name> NegRsp#n[ReqCorrectlyRcvd-RspPendg]
{ECU#1}
po? <Service Name> PositiveResponse][...] {ECU#1}
P3
P2 <Service Name> PositiveResponse[...] {ECU#1}
P2 <Service Name> PositiveResponse][...] {(ECU#2}
P2 <Service Name> PositiveResponse][...] {ECU#3}

1) Functjonal.
2) P2min to.P3max (refer to ISO 14230 KWP-2).

The meskage flow example in table 16 he server to
respond with one or multiple negative response message including the negative response code
"RequestCorrectlyReceived-ResponsePending”. This response code indicates that the request message was
received correctly, and that any parameters in the request message were valid, but the action to be performed may
not be completed yet. This response code can be used to indicate that the request message was properly received
and does not need to be retransmitted, but the server is not yet ready to receive another request.

The negative response message may be sent once or multiple times within a service if required by the server.
During the period of (a) negative response message(s) the TesterPresent service shall be disabled in the client.

This response code shall only be used in a negative response message if the server will not be able to receive
further request messages from the client within the P3 timing window. This may be the case if the server does data
processing or executes a routine which does not allow any attention to serial communication.

The communication timing method is specified in ISO 14230-2:—, clause 5.
15


https://standardsiso.com/api/?name=b53c616769f4d25d8f2cca715abe831d

ISO 14230-3:1999(E) ©1SO

Applications which may require above message flow are as follows:
O ClearDiagnosticinformation;

O execution of routines;

O TransferData request messages including up to 255 data bytes;

0O Flash EEPROM or EEPROM memory programming.

6 Diagnostic Management functional unit

The services provided by this functional unit are described in table 17.

Table 17 — Diagnostic Management functional unit

Service name Description
StartDiagnosticSession The client requests to start a diagnostic sessien with a server(s).
StopDiagnpsticSession The client requests to stop the current diaghnostic session.
SecurityAdcess The client requests to unlock a secured.server.
TesterPregent The client indicates to the server(s).that it is still present.
ECUReset The client forces the server(s)\te perform a reset.
ReadECUldentification The client requests identification data from the server(s).

6.1 StartDiagnosticSession service
6.1.1 Parameter definition

The paramegter DiagnosticMode is used by the StartDiagnosticSession service to select the specific behaviour of
the server(g). No values are defined in thisypart of ISO 14230, but table 18 describes the range of values.

Table.18 — Definition of DiagnosticMode Values

Hex Description

00 - TF ReservedByDocument
This range of values is reserved by this standard for future definition.

80 - FF ManufacturerSpecific

This range of values is reserved for vehicle-manufacturer-specific use.

6.1.2 Message data bytes

Tables 19 to 21 describe the three possible messages for StartDiagnosticSession service.

Table 19 — StartDiagnosticSession Request Message

Data Byte Parameter Name CVT Hex Value Mnemonic
1 StartDiagnosticSession Request Service Id WM 10 SDS
2 DiagnosticMode=[ M XX=[ DIAGMODE
ReservedByDocument, 00-7F,
ManufacturerSpecific 80-FF
] ]

16
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Table 20 — StartDiagnosticSession Positive Response Message

Data Byte | Parameter Name CVT Hex Value Mnemonic
1 StartDiagnosticSession Positive Response Service Id g 50 SDSPR
2 DiagnosticMode=[ U XX=[ DIAGMODE|
ReservedByDocument, 00-7F,
ManufacturerSpecific 80-FF
] ]
Table 21 — StartDiagnosticSession Negative Response Message
Datd Byte | Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S AS NACK
2 StartDiagnosticSession Request Service Id 5 10 SDS
3 ResponseCode=[ M XX=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific 80-FF
] ]
6.1.3 Message description

The mes
modes a

A diagno
For morg

If no dia
automati

0 "Sto
O "Tes

The defa

If a diagostic session.has been requested by the client which is already running the server shall sen|

responsg

Whenevd
positive
responseg

sages specified in 6.1.2 are used to enable different diagnostic modes in the server. Possibl
e not defined in this part of ISO 14230.

5tic session shall only be started if communication has been established between the client an
detail on how to start communication, refer to\lSO 14230-2.

pnostic session has been requested hy. the client after StartCommunication a default sess
cally enabled in the server. The defaultsession shall support at least the following services:

hCommunication service" (see SO 14230-2);
terPresent service” (see ISO14230-3).

Llt timing parameters-ifithe server shall be active while the default session is running.

message.

r a new-diagnostic session is requested by the client, the server shall first send a StartDiagnd
esponse message before the new session becomes active in the server. If the server sends

e diagnostic

| the server.

on shall be

d a positive

sticSession
a negative

There sh

message with the StartDiagnosticSession request service identifier the current session shall continue.
mmmmmmw ' T T T T iff 00 services

which shall be defined by the vehicle manufacturer. A session may enable vehicle-manufacturer-specific services

which are not part of this part of ISO 14230.

6.1.4 Message flow example

See message flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in 5.3.2.1.

6.2 StopDiagnosticSession service
6.2.1 Parameter Definition

This service shall not use any parameter definition.

17
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6.2.2 Message Data Bytes

Tables 22 to 24 describe the three possible messages for StopDiagnosticSession service.

Table 22 — StopDiagnosticSession Request Message
Data Byte Parameter Name CVT [Hex Value Mnemonic
1 StopDiagnosticSession Request Service Id M 20 SPDS
Table 23 anlnningnncfir‘an:inn Pasitive. Dnclnnncn l\/lnccngn
Data Byte Parameter Name CVT [Hex Value MndemQgnic
1 StopDiagnosticSession Positive Response Service Id S 60 SPDSPH
Table 24 — StopDiagnosticSession Negative Response Message
Data Byte Parameter Name CVT-Hex Value Mnemgnic
1 NegativeResponse Service Id S TF NAC
2 StopDiagnosticSession Request Service Id 5 20 SPDS
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

6.2.3 Mesgage description

The messages specified in 6.2.2 are used to disable the, current diagnostic mode in the server.

The followirjg implementation rules shall be followed:

O a diagnostic session shall only be stopped if communication has been established between the client and the
server pnd a diagnostic session is running;

O if no diagnostic session is running the default session is active (see StartDiagnosticSession). The default
session cannot be disabledhy-a StopDiagnosticSession service;

O if the server has sent @ StopDiagnosticSession positive response message the default timing parametgrs in the
server phall be valid‘while the default session is running;

O if the derver has'sent a StopDiagnosticSession positive response message it shall have stopped the current
diagnogtic session, that is, perform the necessary action to return to a state in which it is able to rpstore its
normall operating conditions. Restoring the normal operating conditions of the server may include th¢ reset of
all the aectdators—eontrolled-ithey-have-beenactivated-by-the-client-during-the-diagnestie-sessien-beirg stopped
and resuming all normal algorithms of the server;

O if the server has sent a StopDiagnosticSession positive response message it shall have re-locked the server if
it was unlocked by the client during the diagnostic session;

O if a StopDiagnosticSession has been requested by the client and the default session is already running the
server shall send a positive response message and immediately reset all timing parameters;

O the client shall send a StopDiagnosticSession request message before disabling communication via a
StopCommunication service but only if a StartDiagnosticSession request message has been sent previously;

O if the server sends a negative response message with the StopDiagnosticSession request service identifier the

active session shall be continued;

18
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O a StopDiagnosticSession service shall also be used to disable vehicle-manufacturer-specific diagnostic

sessions.

6.2.4 Message flow example

See message flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in 5.3.2.1.

6.3 SecurityAccess service

6.3.1 Parameter definition

The parameter AccessMode is used in the SecurityAccess service. It indicates to the server the step in progress for

this service, the level of security the client wants to access and the format of seed and key. Values-are defined in
table 25 {or RequestSeed and SendKey.

Table 25 — Definition of AccessMode values

Hex Description
D1 RequestSeed
RequestSeed with the level of security defined by the vehicle.manufacturer.
D2 SendKey
SendKey with the level of security defined by the vehicle’manufacturer.
03, RequestSeed
05,07 - 7F RequestSeed with different levels of security defined by the vehicle manufacturer.
04, SendKey
06, 98 - 80 SendKey with different levels of security defined by the vehicle manufacturer.
81|- FF ManufacturerSpecific
This range of values is reserved forwvehicle-manufacturer-specific use.

The valugs of the parameter Seed are not definéd in this standard except for the value "$00 00" which

the clienfl that the server is not locked.

The valugs of the parameter Key are-nat defined in this part of ISO 14230.

The parameter SecurityAccessStattis may be used to receive the status of the server security systen

is defined in table 26.

Table 26 — Definition of SecurityAccessStatus value

indicates to

. The value

Description

B4

SecurityAccessAllowed

6.3.2 Message data bytes

Tables 27 to 32 describe the different messages for SecurityAccess service.
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Table 27 — SecurityAccess Request#1 Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 SecurityAccess Request#1 Service Id M 27 SA#1
2 AccessMode=[ M xx=[ | ACCMODE
RequestSeed: 01,03,
ManufacturerSpecific :7F,81-FF]
1) Shall be an odd number greater than $01 if additional levels of security are supported,($01 default),
Table 28 — SecurityAccess Positive Response#1 Message
Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 SecurityAccess Positive Response#1 Service Id $ 67 SA#H1PR
2 AccessMode=[ M xx=[< ~ | ACCNIODE
RequestSeed: 01,03,
ManufacturerSpecific 7TF,
] 81-FF]
3 seed#1 cY XX SEED
n-1 seed#m C'l) XX
n SecurityAccessStatus=[SecurityAccessAllowed] ) 34 SACQGSTAT
1) The dondition is AccessMode set to RequestSeed.
2) Shalllbe an odd number greater than $01 if additional levels of security are supported,($01 default).
Table 29 — SecurityAccess Negative ‘Response#1 Message
Data Byte | Parameter Name CVT Hex Value Mnemgnic
1 NegativeResponse#1 Service Id S TF NACK
2 SecurityAccess Request Servicé.ld S 27 SA
3 ResponseCode=[ M x=[* RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
Jable 30 — SecurityAccess Request#2 Message
Data Byte | ParameterName CVT [Hex Value Mnemqgnic
1 SecgurityAccess Request#2 Service Id M 27 SA#2
2 AccessMode=|[ M xx=[ ACCNIODE
SendKey: shall be an even number one greater 02,
than AccessMode in request#l if additional levels of security 04,
are-supportect; ;
($02 default) 80,
ManufacturerSpecific] 82-FE]
3 key#1 cl XX KEY
H kéy#m C'l) x.x

20
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Table 31 — SecurityAccess Positive Response#2 Message
Data Byte Parameter Name CVT [Hex Value Mnemonic
1 SecurityAccess Positive Response#2 Service Id $ 67 SA#2PR
2 M xx=[ | ACCMODE
SendKey: shall be an even number one greater 02,
than AccessMode in request#1 if additional levels of security 04,
are supported, .
($02 default) 80,
ManufacturerSpecific] 82-FE]
3 SecurityAccessStatus=[SecurityAccessAllowed] ) 34 SACCSTAT
1) Shhall be an even number greater than $01 if additional levels of security are supported,($02 default).
Table 32 — SecurityAccess Negative Response#2 Message
Datq Byte Parameter Name CVT [Hex-Value Mnemonic
1 NegativeResponse#2 Service Id S 7F NACK
2 SecurityAccess Request Service Id S 27 SA
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
6.3.3 Megssage description
This mode is intended to be used to implement the data link security measures defined in SAE J 2186.
The clierft shall request the server to "unlock" itself by 'sending the service SecurityAccess request#1.| The server
shall respond by sending a "seed" using the service)ySecurityAccess positive response#l. The client shall respond
by returning a "key" number back to the server using the service SecurityAccess request#2. The pserver shall
compare|this "key" to one internally stored. {f\the two numbers match, then the server shall enable ("inlock") the
client's access to specific KWP 2000 services and indicate that with the service SecurityAccess positive
responsg#2. If upon two (2) attempts of.a service SecurityAccess request#2 by the client, where the two keys do
not match, then the server shall insert-a-10 s time delay before allowing further attempts.
The 10 s| time delay shall also/e required before the server responds to a service SecurityAccess reglest#1 from
the clienf after server power-6n;
If a device supports seclirity, but is already unlocked when a SecurityAccess request#1 is received, that|server shall
respond with a SecutityAccess positive response#1 service with a seed of "$00 00". A client shall use [this method
to deterr:[ine if a server is locked by checking for a non-zero seed.
The secdrrity¢system shall not prevent normal diagnostic or vehicle communications between the client and the
servers. Proper "unlocking" of the server is a prerequisite to the client's ability to perform some of the more critical
functions SUCh as reading Spe Memory focations Withif the Server, downtoading mformation 1o specific locations

or downloading routines for execution by the controller. In other words, the only access to the server permitted while
in a "locked" mode is through the server specific software. This permits the server specific software to protect itself
from unauthorized intrusion.

Servers that provide security shall support reject messages if a secure mode is requested while the server is
locked.

Some servers could support multiple levels of security, either for different functions controlled by the server, or to
allow different capabilities to be exercised. These additional levels of security can be accessed by using the service
SecurityAccess requests#1 and #2 with an AccessMode value greater than the default value. The second data byte
of the "RequestSeed" shall always be an odd number, and the second data byte of the service to "SendKey" shall
be the next even number.
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6.3.4 Message flow example

Table 33 gives a message flow example of SecurityAccess services.

Table 33 — Message flow example of SecurityAccess services

©1SO

time

client (tester)

server (ECU)

P2

P3 | SecurityAccess.Request#1]...]

SecurityAccess.PositiveResponse#l1]...]

P3 | SecurityAccess.Request#2]...]

P2

SecurityAccess.PositiveResponse#2]...]

6.4 TestefPresent service

6.4.1 Parameter definition

The parampter ResponseRequired

whether a response message is required or not. Values for this parameter are defined in table 34.

Table 34 — Definition of ResponseRequired-values

is used in the TesterPresent request message. It indicates to the server

Hex Description
01 yes
The server shall send a response on the reguest message.
02 no
The server shall not send a response oA the request message.
03-1F ReservedByDocument
This range of values is reserved-by this document for future definition.
80 - FF vehicle ManufacturerSpecifi¢
This range of values is.reserved for vehicle-manufacturer-specific use.

6.4.2 Mesgage data bytes

Tables 35 tp 37 describe the different messages for TesterPresentservice.

Table 35 — TesterPresent Request Message

Data Byte | Parameter Name CVT Hex Value Mnemgnic
1 TesterPresent Request Service Id M 3E TP
2 Rcopunocncquircdzl Y )\X:[ RSP EQ
Yes, 01,
No] 02]
Table 36 — TesterPresent Positive Response Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 TesterPresent Positive Response Service Id S 7E TPPR
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Table 37 — TesterPresent Negative Response Message

Data Byte Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 TesterPresent Request Service Id M 3E TP
3 ResponseCode=[ M xXx=[ RC
KWP 2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

643 M

ssaaae - descrintion
ge-& HPHOER

This ser
other K
commun

The follo

cation.

ving rules shall be followed:

ice shall be used to indicate to a server the client is present. This service is required in;the| absence of
VP 2000 services to prevent servers from automatically returning to normal operatiop and stop

O the presence of this service shall ensure communication active is kept active lbeétween client and selver;

O the presence of this service shall indicate that the system should remain in_a diagnostic mode of opgration;

O if the user optional parameter ResponseRequired is not includeddnythe TesterPresent request message, the

Sserv

6.4.4 Mq

Table 38

pssage flow example

br shall send a TesterPresent positive response.

gives a message flow example of TesterPresent services.

Table 38 — Message flow example of TesterPresent services

time client (Tester) server (ECU)
P3 | TesterPresent.Request[Yes]
p2 TesterPresent.PositiveResponse][]
P3 | TesterPresent.Request[No]
p2 { no response from server }
P3 | TesterPresent.RequestfiNO]
P2 { no response from server }
P3 | TesterPresentRequest]]
p2 TesterPresent.PositiveResponse][]
6.5 ECUReset service

6.5.1 Parameter definition

The parameter ResetMode is used by the ECUReset request message to describe how the server has to perform
the reset. Values are defined in table 39.
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Table 39 — Definition of ResetMode values

Hex Description
01 PowerOn

This value identifies the PowerOn ResetMode which shall be a simulated PowerOn
reset which most ECUs perform after ignition OFF/ON cycle. When the ECU performs
the reset the client (tester) shall be prepared to re-establish communication.

02 PowerOnWhileMaintainingCommunication

This value identifies the PowerOn ResetMode which shall be a simulated PowerOn
reset which most ECUs perform after ignition OFF/ON cycle. When the ECU performs
the reset the server (ECU) shall maintain the communication with the client (tester).

03 -7F ReservedByDocument
This range of values is reserved by this document for future definition.

80 - HF ManufacturerSpecific

This range of values is reserved for vehicle-manufacturer-specific use;

The paramgter ResetStatus is used by the ECUReset positive response message.to provide information gbout the
status of the reset(s). Format and length of this parameter are vehicle-manufacturer-specific; see table 40.

Table 40 — Definition of ResetStatuswalue

Hex Descri ption
XX ... KX ResetStatus

This parameter shall report ResetStatus:information. It is the vehicle manufacturer|s
responsibility to define the type and format of the data value(s).

6.5.2 Mesgage data bytes

Tables 41 tp 43 describe the different messages for ECUReset service.

Table 41 — ECUReset Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemqgnic
1 ECUReset Request Service Id M 11 ECURST
2 ResetMode=] U xx=[ RSTOPT
PowerOn, 01,
PawerOnWhileMaintainingCommunication, 02,
ReservedByDocument, 03 - 7F,
ManufacturerSpecific] 80 - FF]

Table 42 — ECUReset Positive Response Message

Data Byte | Parameter Name CVT Hex Value Mnemonic
1 ECUReset Positive Response Service Id S 51 ECURSTPR
2 ResetStatus#1 U XX RSTSTAT
ﬁ Rese.tStatus#m U x.x
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Table 43 — ECUReset Negative Response Message
Data Byte Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 ECUReset Request Service Id M 11 ECURST
3 ResponseCode=[ M xXx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
6.5.3 Message-description
This seryice requests the server to perform an ECU reset effectively based on the content ofythe |[ResetMode
parametgr value. It is the vehicle manufacturer's responsibility to define whether the positive. reSponse message
shall be gent before or after the ResetMode is executed.
A possibje implementation would be to report the number of resets performed by the' server(s) after|the last full
power dgwn/power up cycle (key off/on).
6.5.4 Mgessage flow example
See mespage flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Servicelin 5.3.2.1.
6.6 ReadECUIdentification service
6.6.1 Pgrameter definition
The parameter IdentificationOption is used by the ReadECUldentification request message to describ¢ the kind of
identification data requested by the client. Values are defined in table 44.
Table 44 — Definition.of IdentificationOption values
Hex Description
00|- 7F ReservedByDocument
This range of values,is reserved by this par ofISO 14230 for future definition.
80|- FF Manufacturer@pecific
This range(ofjvalues is reserved for vehicle-manufacturer-specific use.
The pargmeter IdentificationRecordValue is used by the ReadECUldentification positive response message to
provide the identification data to the client. The content of the identification record is not defined in this|part of ISO
14230 and is vehicle*manufacturer-specific.
6.6.2 Message data bytes
Tables 45 to 47 describe the different messages for ReadECUIdentificationService.
Table 45 — ReadECUIdentification Request Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 ReadECUIdentification Request Service Id M 1A RECUID
2 IdentificationOption=[ U XX=[ IDOPT
ReservedByDocument, 00 - 7F,
ManufacturerSpecific] 80 - FF]
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Table 46 — ReadECUIdentification Positive Response Message

Data Byte | Parameter Name CVT Hex Value Mnemonic
1 ReadEculdentification Positive Response Service Id 9 5A RECUIDPR
2 IdentificationRecordValue=[ M XX=[ IDRECVAL
ECUldentificationParameter#1 XX
n ECUIdéntificationParameter#m] x;<]
Table 47 — ReadECUIdentification Negative Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 NegativeResponse Service Id S TF NACK
2 ReadECUdentification Request Service Id M 1A RECUID
3 ResponseCode=[ M XXZ[ RIC
KWP2000ResponseCode, Q0-7F,
ManufacturerSpecific] 80-FF]
6.6.3 Mesgage description

The ReadE]
data reque
identificatio
definition o

ISO 11423Q.

6.6.4 Mess

See messal

7 DataT

The service

age flow example

ransmission functional unit

S provided by this functional unit are described in table 48.

CUIdentification request message requests identification data‘from the server. The type of identification
sted by the client shall be identified by the IdentificationOption parameter. The server $ends an
n data record included in the ReadECUIdentification, positive response message. The foymat and
the identification data record shall be vehicle-manufacturer-specific and is not part of th|s part of

je flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in 5.3.2.1.

Table 48 — Data Transmission functional unit

Service name

Description

ReadDatal

ByLocalldentifier

The client requests the transmission of the current value of a
record with access by RecordLocalldentifier.

ReadDatal

ByCommonldentfier

The client requests the transmission of the current value of a
record with access by RecordCommonldentifier.

ReadMem

bryByAddress

The client requests the transmission of a memory area.

DynamicallyDefineLocalldentifier The client requests to dynamically define local identifiers that

may subsequently be accessed by RecordLocalldentifier.

WriteDataByL ocalldentifier

The client requests to write a record accessed by RecordLocal-
Identifier.

WriteDataByCommonldentifier

The client requests to write a record accessed by
RecordCommon-Identifier.

WriteMemoryByAddress

The client requests to overwrite a memory area.

SetDataRates

The client changes the data rates for periodic transmissions.
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7.1 ReadDataByLocalldentifier service
7.1.1 Parameter definition

The parameter RecordLocalldentifier in the ReadDataByLocalldentifier request message identifies a server
specific local data record. This parameter shall be available in the server's memory. The RecordLocalldentifier value
shall either exist in fixed memory or temporarily stored in RAM if defined dynamically by the service
DynamicallyDefineLocalldentifier.

The parameter TransmissionMode in the ReadDataByLocalldentifier request message indicates how the server
shall transmit the data record. Values are defined in table 49.

Table 49 — Definition of TransmissionMode values

Hex Description

91 single
The server transmits the positive response message only once independent of [the
value specified by the parameter MaximumNumberOfResponsesTaSend.

G2 slow

The server transmits the positive response message periédically/repeatedly at the
SlowRate. The value of the SlowRate is always predefined in the server and can be [set
by the client with the SetDataRates service. This parameter specifies the value of th
period at which the server transmits the record valde“upon the next
ReadDataByLocalldentifier/Globalldentifier and:ReadMemoryByAddress request
message with the TransmissionMode parameter set to slow . The repetition rate
specified by the TransmissionMode paraméter slow is vehicle-manufacturer-specifig.

a3 medium

The server transmits the positive response message periodically/repeatedly at the
MediumRate. The value of the MediumRate is always predefined in the server and gan
be set by the client with the SetDataRates service. This parameter specifies the valye of
the period at which the seryer transmits the record value upon the next
ReadDataByLocalldentifier/ Commonldentifier and ReadMemoryByAddress request
message with the TransmissionMode parameter set to Medium . The repetition rate
specified by the TransmissionMode parameter Medium is vehicle-manufacturer-specific.

04 fast

The serverransmits the positive response message periodically/repeatedly at the
FastRate-~The value of the FastRate is always predefined in the server and can be get
by thetelient with the SetDataRates service. This parameter specifies the value of th
period’at which the server transmits the record value upon the next
ReadDataByLocalldentifier/Globalldentifier and ReadMemoryByAddress request
message with the TransmissionMode parameter set to Fast. The repetition rate
specified by the TransmissionMode parameter Fast is vehicle-manufacturer-specifig and
means as fast as possible.

5 stop

The server stops transmitting positive response messages send
periodically/repeatedly.

%

%

The parameter MaximumNumberOfResponsesToSend in the ReadDataByLocalldentifier request message shall
be used to indicate the number of positive response messages to be sent by the server upon the request message.
Values are defined in table 50.
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Table 50 — Definition of MaximumNumberOfResponsesToSend values

Hex Description
00 InValid

This value shall not be used by this parameter.

01-FF NumberOfResponsesToSend

This range of values shall be used to specify the number of responses the server shall
send

The paramgter RecordValue is used by the ReadDataByLocalldentifier positive response message to provide the
data record|identified by the RecordLocalldentifier to the client. The content of the data record is)not defined in this
part of ISO 14230 and is vehicle-manufacturer-specific.

7.1.2 Mesgage data bytes

Tables 51 tp 53 describe the different messages for ReadDataByLocalldentifier'service.

Table 51 — ReadDataByLocalldentifier Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 ReadDataByLocalldentifier Request Service {d M 21 RDBLID
2 RecordLocalldentifier M XX RLQCID
3 TransmissionMode=][ U xx=[ THM
single, 01,
slow, 02,
medium, 03,
fast, 04,
stop] 05]
4 MaximumNumberOfRespoensesToSend uY XX M#ORTS
1) condifion: TransmissionMode parameter must be present

Table 52+ ReadDataBylLocalldentifier Positive Response Message

Data Byte | Parameétéer Name CVT [Hex Value Mnemgnic
1 ReadDataByLocalldentifier Positive Response Service Id S 61 ROBLIDPR
2 RecordLocalldentifier M XX RLQCID
3 RecordValue#1 M XX RECVAL
ﬁ RecordValue#m M XX

Table 53 — ReadDataBylL ocalldentifier Negative Response Message

Data Byte | Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 ReadDataByLocalldentifier Request Service Id M 21 RDBLID
3 ResponseCode=[ M xXx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
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7.1.3 Message description

ISO 14230-3:1999(E)

The ReadDataBylLocalldentifier request message requests data record values from the server identified by a
RecordLocalldentifier. The server sends data record values via the ReadDataBylLocalldentifier positive response
message. The format and definition of the RecordValues shall be vehicle-manufacturer-specific. RecordValues shall
include analogue input and output signals, digital input and output signals, internal data and system status

information if supported by the ECU.

If the server sends messages periodically and the client wants to stop the repeated positive response messages by
a ReadDataByLocalldentifier request message it shall send the request message after the P1 timing has expired
and before the P2min timing becomes active. Refer to the message flow diagram and ISO 14230-2 more detail.

In additign, the user optional/conditional MaximumNumberOfResponsesToSend parameter indicatesyt

b the server

how many repetitions of positive response messages are requested by the client. The timing is not-affected by this

parametgr.

7.1.4 Mgessage flow example

See megsage flow example of Physical Addressed Service in 5.3.1.1 and Physical” Addressed $Service with

TransmigsionMode parameter in 5.3.1.2.

The megsage flow in table 54 is an example of Physical Addressed Service ‘with TransmissionMode

MaximumNumberOfResponsesToSend (MAX#OFRSPTO-SEND) parameter present.

Table[54 — Message flow example of ReadDataByL ocalldentifier Services with TransmissionMode a

MaximumNumberOfResponsesToSend present

(TXM) and

nd

time Client (tester)

Server (ECU)

P3 | ReadDataByLocalld.Request|
KM=slow...fast, MAX#OFRSPTOSEND=03]

—

po?

P2

P2
P3
P2

1)
1)
{ hext request service }

ReadDataByLocalld.PositiveResponse#1]...]
ReadDataByLocalld.PositiveResponse#2]...]
ReadDataByLocalld.PositiveResponse#3]...]

{ next response service }

messagge.

1) The B2 timing parameter may have been set previously by the parameters of the SetDataRates requ

pst

7.2 ReadDataByCommonldentifier service

7.2.1 Pdrameter. definition

The pargmeter{ RecordCommonldentifier in the ReadDataByCommonldentifier service identifies a

which is supported by multiple servers.

data record

The parameter TransmissionMode is defined in 7.1.1.
The parameter MaximumNumberOfResponsesToSend
The parameter RecordValue is defined in 7.1.1.

7.2.2 Message data bytes

is defined in 7.1.1.

Tables 55 to 57 describe the different messages for ReadDataByCommonldentifier Service.
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Table 55 — ReadDataByCommonldentifier Request Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadDataByCommonldentifier Request Service Id w 22 RDBCID
2 RecordCommonldentifier (High Byte) M XX RCIDHB
3 RecordCommonldentifier (Low Byte) M XX RCIDLB
4 TransmissionMode=|[ U xx=[ TXM
single, 01,
slow, 02,
medium, 03,
fast, 04,
Stop] 05]
5 MaximumNumberOfResponsesToSend u? XX MEORTS
1) Condlition: TransmissionMode parameter shall be present.
Table 56 — ReadDataByCommonldentifier Positive Response Message
Data Byte | Parameter Name CVF, Hex Value Mnempnic
1 ReadDataByCommonldentifier Positive Response Service Id  § 62 RDBCIDIPR
2 RecordCommonldentifier (High Byte) M XX RC|DHB
3 RecordCommonldentifier (Low Byte) M XX RCIDLB
4 RecordValue#1 M XX RECVAL
ﬁ Record'VaIue#m M x'x
Table 57 — ReadDataByCommonldeftifier Negative Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 NegativeResponse Service Id S 7F NACK
2 ReadDataByCommonldentifier Request Service Id M 22 RDBCID
3 ResponseCode=|[ M xx=[ RC
KWP2000ResponseCoade, 00-7F,
ManufacturerSpecific] 80-FF]
7.2.3 Mesgage description
The ReadDjataByCommonldentifier request message requests data record values from the server(s) identified by a
common RecordCommonldentifier. The server(s) send data record values via the ReadDataByCommonldentifier
positive response/message. The format and definition of the RecordValues shall be vehicle-manufacturef-specific.
RecordValyes_shall include analogue input and output signals, digital input and output signals, internal|data and

system stat

af 44 +& ol b
o TTITUTTTITIAuulT I SUPpPUTNtCU Uy iC LU U o).

If the server sends messages periodically and the client wants to stop the repeated positive response messages by
a ReadDataByCommonldentifier request message it shall send the request after the P1 timing has expired and
before the P2min timing becomes active. Refer to the message flow diagram and ISO 14230-2 for more detail.

In addition, the user optional/conditional MaximumNumberOfResponsesToSend parameter indicates to the server
how many repetitions of positive response messages are requested by the client. The timing is not affected by this

parameter.

7.2.4 Message flow example

See message flow example of Physical Addressed Service in 5.3.1.1 or 5.3.1.2 and Functional Addressed Service

in5.3.2.1.
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7.3 ReadMemoryByAddress service

7.3.1 Parameter definition

ISO 14230-3:1999(E)

The parameter MemoryAddress in the ReadMemoryByAddress request message identifies the start address in the
server's memory. If the server supports "16 bit" wide address range the high byte of the MemoryAddress shall be
used as a Memoryldentifier if required.

The parameter MemorySize specifies the number of bytes to be read starting at a specified memory address in the
server's memaory.

The parameter TransmissionMode

is defined in 7.1.1.

The paraL1eter MaximumNumberOfResposesToSend is defined in 7.1.1.
The parameter RecordValue is defined in 7.1.1.
7.3.2 Mgssage data bytes
Tables 58 to 60 describe the different messages for ReadMemoryByAddress service.
Table 58 — ReadMemoryByAddress Request Méssage
Datq Byte | Parameter Name CVT Hex Value Mnemonic
1 ReadMemoryByAddress Request M 23 RMBA
2 MemoryAddress (High Byte) M XX MEMAHB
3 MemoryAddress (Middle Byte) M XX MEMAMB
4 MemoryAddress (Low Byte) M XX MIEMALB
5 MemorySize M XX MEMSIZE
6 TransmissionMode=[ U XX=[ TXM
single, 01,
slow, 02,
medium, 03,
fast, 04,
stop] 05]
7 MaximumNumberOfResponsesToSend u? XX M#ORTS
1) Condition: TransmissionMode (parameter shall be present.
Table.59 — ReadMemoryByAddress Positive Response Message
Datg Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadMemoryByAddress Positive Response S5 63 RMBAPR
2 RecordValue#l M XX RECVAL
ﬁ Record.VaIue#m M x.x
: 1 :\V’:CI LLAA} yAddl CToo (: :Iuh Bytc) U AN ?V‘Ir-MAHB
n+2 MemoryAddress (Middle Byte) U XX MEMAMB
n+3 MemoryAddress (Low Byte) U XX MEMALB
Table 60 — ReadMemoryByAddress Negative Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S TF NACK
2 ReadMemoryByAddressRequest Service Id M 23 RMBA
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
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7.3.3 Message description

The ReadMemoryByAddress request message requests memory data from the server identified by the parameters
MemoryAddress and MemorySize.

The server sends data record values via the ReadMemoryByAddress positive response message.

The format and definition of the RecordValues shall be vehicle-manufacturer-specific. RecordValues shall include
analogue input and output signals, digital input and output signals, internal data and system status information if
supported by the ECU.

If the server sends positive response messages periodically and the client wants to stop the repeated messages by
a ReadMenoryByAddress request message, it shall send the request after the P1 timing has expired ane, hefore the
P2min timing becomes active. Refer to the message flow diagram and ISO 14230-2 for more detail.

In addition,|the user optional/conditional MaximumNumberOfResponsesToSend parameter indicates to the server
how many fepetitions of positive response messages are requested by the client. The timing(s/'not affected by this
parameter.

7.3.4 Mesgage flow example

See message flow examples of Physical Addressed Service in 5.3.1.1 or 5.3.1.2,
7.4 DynamicallyDefineLocalldentifier service

7.4.1 Parameter definition

The paramleter DynamicallyDefinedLocalldentifier in the DynamicallyDefineLocalldentifier request message
identifies a plata record which has been defined by the client in{he request service.

The parameter DefinitionMode in the DynamicallyDefinelkocalldentifier request message specifies the method of
how the datia record is defined. Values are defined in table 61.

Table 61 — Definition of DefinitionMode values

Hex Description
01 DefineByLocalldentifier
02 DefineByCommonldentifier
03 DefineByMemotyAddress
04 ClearDynamicallyDefinedLocalldentifier
05-7F ReseérvedByDocument
This range of values is reserved by this document for future definition.
80 - kF ManufacturerSpecific
This range of values is reserved for vehicle-manufacturer-specific use.

The parameter PositioninDynamicallyDefinedLocalldentifier in the Dynamically-DefineLocalldentifier request
message identifies the position of the data in the ReadDataByLocalldentifier positive response message.

The parameter RecordLocalldentifier is defined in 7.1.1.
The parameter RecordCommonldentifier is defined in 7.1.2.

The parameter MemorySize in the DynamicallyDefineLocalldentifier request message identifies the number of
bytes of data identified by the RecordLocal/Commonldentifier.
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The parameter MemoryAddress

ISO 14230-3:1999(E)

in the DynamicallyDefineLocalldentifier request message identifies the start

address of a data record in the server's memory. If the server supports "16 bit" wide address range the high byte of
the MemoryAddress shall be used as a Memoryldentifier if required.

The parameter

The parameter PositioninRecordCommonldentifier

PositioninRecordLocalldentifier in the DynamicallyDefineLocalldentifier request message
identifies the position in the data record identified by the RecordLocalldentifier in the server's memory.

in the DynamicallyDefineLocalldentifier request message

identifies the position in the data record identified by the RecordCommonldentifier in the server's memory.

7.4.2 Message data bytes

Tables 6P to 65 describe the different RequestMessage definition mode for DynamicallyDefinedLocalldeptifier service.
Table $2 — DynamicallyDefineLocalldentifier Request Message DefinitionMode=DefineByLocalldentifjer
Datq Byte | Parameter Name CVT HexMalue Mnemonic
1 DynamicallyDefineLocalldentifier Request Service Id M 2C LIDDY
2 DynamicallyDefinedLocalldentifier M XX DDLOCID
3 DefinitionMode=[DefineByLocalldentifier]#1 M 01 DEFMODE
4 PositionInDynamicallyDefinedLocalldentifier#1 M XX PIDYDLID
5 MemorySize#1 M XX MEMSIZE
6 RecordLocalldentifier#1 M XX RLOCID
7 PositioninRecordLocalldentifier#1 M XX PIRLOCID
8 DefinitionMode=[DefineByLocalldentifier]#2 M 01 DEFMODE
9 PositionInDynamicallyDefinedLocalldentifier#2 M XX PIDYDLID
10 MemorySize#2 M XX MEMSIZE
11 RecordLocalldentifier#2 M XX RLOCID
12 PositioninRecordLocalldentifier#2 M XX PIRLOCID
n-4 DefinitionMode=[DefineByL ocalldentifier[#m M 01 DEFMODE
#n-3 PositioninDynamicallyDéfinedLocalldentifier#m M XX PIDYDLID
#n-2 MemorySize#m M XX MEMSIZE
#n-1 RecordLocalldentifier#m M XX RLOCID
N PositioninRecordLocalldentifier#m M XX PIRLOCID
This mepsage is used¢by“the client to define dynamically a local identifier in the request message. If the
DefinitiorflMode parameter’is set to DefineByLocalldentifier the following procedure shall be followed:
O the parameter PositioninDynamicallyDefinedLocalldentifier shall specify the position in the record referenced by

the parameter DynamicallyDefinedLocalldentifier. The record specified may be a "1 byte" parg
Engine Coolant Temperature Sensor) or a multiple byte record representing many parameters (e.

and

meter (e.g.
. analogue

orooret

0 the parameter MemorySize shall specify the number of data bytes referenced by the parameter
RecordLocalldentifier;

O the parameter PositioninRecordLocalldentifier shall specify the starting position in the record stored in the
server's memory.

The request may consist of multiple definitions.
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Table 63 — DynamicallyDefineLocalldentifier Request Message DefinitionMode=DefineByCommonldentifier

Data Byte | Parameter Name CVT [Hex Value Mnemonic

1 DynamicallyDefineLocalldentifier Request Service Id M 2C OLIDDY

2 DynamicallyDefinedLocalldentifie M XX DDLOCID
3 DefinitionMode=[DefineByCommonldentifier]#1 M 02 DEFMODE
4 PositioninDynamicallyDefinedLocalldentifier#1 M XX PIDYDLID
5 MemorySize#1 M XX MEMSIZE
6 RecordCommonldentifier#1 (High Byte) M XX RCIDHB
7 RecordCommonldentifier#1 (Low Byte) M XX RCIDLB
8 PositioniInRecordCommonldentifier#1 M XX PIRLOCID
9 DefinitionMode=[DefineByCommonldentifier]#2 M 02 DEFMODE
10 PositioninDynamicallyDefinedLocalldentifier#2 M XX PIDYDLID
11 MemorySize#2 M XX MEMSIZE
12 RecordCommonldentifier#2 (High Byte) M XX RCIDHB
13 RecordCommonldentifier#2 (Low Byte) M XX RCIPLB
14 PositioniInRecordCommonldentifier#2 M XX PIRLOCID
n-5 DefinitionMode=[DefineByCommonldentifier]#m M 02 DEFMODE
n-4 PositionInDynamicallyDefinedLocalldentifier#m M XX PIDYDLID
n-3 MemorySize#m M XX MEMSIZE
n-2 RecordCommonldentifier#m (High Byte) M XX RCIDHB
n-1 RecordCommonldentifier#m (Low Byte) M XX RCIPLB
n PositioniInRecordCommonldentifier#m M XX PIRLOCID

This messqge is used by the client to define dynamically a local identifier in the request message. If the
DefinitionMpde parameter is set to DefineByCommaonldentifier the following procedure shall be followed:

O the parameter PositionInDynamicallyDefinedLocalldentifier shall specify the position in the record refefenced by
the pafameter DynamicallyDefinedLacalldentifier. The record specified may be a "1 byte" parameter (e.qg.
Engingl Coolant Temperature Senser)“or a multiple byte record representing many parameters (e.g. pnalogue
and didcrete inputs);

O the p4qrameter MemorySize—shall specify the number of data bytes referenced by the parameter
RecordCommonldentifier;,

O the pafameter PositieninRecordCommonldentifier shall specify the starting position in the record stofed in the
server's memory.

The request may ‘consist of multiple definitions.
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Table 64 — DynamicallyDefineLocalldentifier Request Message DefinitionMode=DefineByMemoryAddress

Data Byte Parameter Name CVT [Hex Value Mnemonic

1 DynamicallyDefineLocalldentifier Request Service Id M 2C OLIDDY

2 DynamicallyDefinedLocalldentifier M XX DDLOCID
3 DefinitionMode=[DefineByMemoryAddress]#1 M 03 DEFMODE
4 PositionInDynamicallyDefinedLocalldentifier#1 M XX PIDYDLID
5 MemorySize#1 M XX MEMSIZE
6 MemoryAddress#1 (High Byte) M XX MEMAHB
7 MemoryAddress#1 (Middle Byte) M XX MEMAMB
8 MemoryAddress#1 (Low Byte) M XX MEMALB
9 DefinitionMode=[DefineByMemoryAddress]#2 M 03 DEFMODE
10 PositionInDynamicallyDefinedLocalldentifier#2 M XX PIDYDLID
11 MemorySize#2 M XX MEMSIZE
|2 MemoryAddress#2 (High Byte) M XX MEMAHB
13 MemoryAddress#2 (Middle Byte) M XX MEMAMB
L4 MemoryAddress#2 (Low Byte) M XX MEMALB
n-5 DefinitionMode=[DefineByMemoryAddress]#m M 03 DEFMODE
l|1-4 PositioninDynamicallyDefinedLocalldentifier#m M XX PIDYDLID
(-3 MemorySize#m M XX MEMSIZE
l|1-2 MemoryAddress#m (High Byte) M XX MEMAHB
-1 MemoryAddress#m (Middle Byte) M XX MEMAMB
n MemoryAddress#m (Low Byte) M XX MEMALB

This mepsage is used by the client to dynamically,“define a local identifier in the request message. If the
DefinitiofMode parameter is set to DefineByMemoryAddress the following procedure shall be followed:

O the parameter PositionInDynamicallyDefinedLocalldentifier shall specify the position in the record referenced by
the parameter DynamicallyDefinedLocalldentifier. The record specified may be a "1 byte" pargmeter (e.qg.
Engine Coolant Temperature Sensor) ‘or a multiple byte record representing many parameters (e.p. analogue
and discrete inputs);

0 the parameter MemorySize shall specify the number of data bytes starting at the specified MemoryAddress in
the gerver's memory.

The request may consjstof multiple definitions.

NOTE — | The parameter PositionInRecordLocal/Commonldentifier is not used in the request message if DefinitignMode is set
to DefineByMemaryAddress.

Table 65 — DynamicallyDefineLocalldentifier Request Message
DefiniionMode=ClearDynamicallyDefinedLocalldentifier

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 DynamicallyDefineLocalldentifier Request Service Id M 2C OLIDDY
2 DynamicallyDefinedLocalldentifier M XX DDLOCID
3 DefinitionMode=[ClearDynamicallyDefinedLocalldentifier] | M 04 DEFMODE

This service is used by the client to clear a DynamicallyDefinedLocalldentifier. The DefinitionMode parameter is set
to ClearDynamicallyDefinedLocalldentifier. This request message shall free up the server's memory which is used to
create a DynamicallyDefinedLocalldentifier data record.

Tables 66 and 67 describe the different response messages for DynamicallyDefineLocalldentifier service.
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Table 66 — DynamicallyDefineLocalldentifier Positive Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 DynamicallyDefineLocalldentifier Positive Response Slid M 6C DLIDDYPR
DynamicallyDefinedLocalldentifier M XX DDLOCID
Table 67 — DynamicallyDefineLocalldentifier Negative Response Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 I\Ingafi\/ﬂDncpr\ncn Service ld (N 7E NACK
2 DynamicallyDefineLocalldentifierRequest Service Id M 2C OLIDDY]
3 ResponseCode=[ M xXx=[ RIC
KWP2000ResponseCode, 00-7F¢
ManufacturerSpecific] 80-FF]
7.4.3 Mesgage description
The server|shall send a positive response message after it has erased the (dynamically defined local| Identifier
record.
This servige is used by the client to clear the data record .in“the server's memory by sending a
DynamicallyDefineLocalldentifier request message including the parameter DynamicallyDefined-Localldentifier to be
cleared and the parameter DefinitionMode set to ClearDynamicallyDefined-Localldentifier.
7.4.4 Mesgage flow examples
The message flow example in table 68 shows a DynamicallyDefineLocalldentifier service which consists gf a single
request and positive response message to° define the parameters referenced |by the
DynamicallyDefinedLocalldentifier. ~The dynamically defined data record is then read| by a
ReadDataBlyL ocalidentifier service.
Table §68 — Message flow example ofisingle DynamicallyDefineLocalldentifier service followed by a
ReadDataByLocalldentifier service
time client (tester) server (ECU)
P3 | DynamicallyDefineLocalld-Request]...]
P2 DynamicallyDefineLocalld.PositiveResponse]...]
P3 | ReafiDataBykocalld.Request|...]
P2 ReadDataByLocalld.PositiveResponse]...]

The message flow example in table 69 shows a DynamicallyDefineLocalldentifier service which consists of multiple
requests

DynamicallyDefinedLocalldentifier.

and the

data

referenced
then read

define
defined

positive  response

The

messages to
dynamically

parameters
record is

ReadDataByLocalidentifier service.
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Table 69 — Message flow example of multiple DynamicallyDefineLocalldentifier services followed by a
ReadDataByLocalldentifier service

time client (tester) server (ECU)

P3 | DynamicallyDefineLocalld.Request#1]...]

P2 DynamicallyDefineLocalld.PositiveResponse#1]...]
P3 | DynamicallyDefineLocalld.Request#2]...]

P2 Byramicallybefinelocald-RositiveRespense#2f; .|

P3 | DynamicallyDefineLocalld.Request#n[...]

P2 DynamicallyDefineLocalld.PositiveResponse#2[ | .]

P3 | ReadDataByLocalld.Request]...]

P2 ReadDataByLocalld.PositiveResponse]...]

The DynamicallyDefineLocalldentifier service shall only be used.with physical addressing.
7.5 WriteDataByLocalldentifier service

7.5.1 Pgrameter definition

The parameter RecordLocalldentifier is definediin 7.1.1.

The parameter RecordValue is defined in 71,1,

7.5.2 Mg¢ssage data bytes

Tables 70 to 72 describe the different messages for WriteDataByLocalldentifier service.

Table 70 — WriteDataByLocalldentifier Request Message

Datg Byte | Parameter Name CVT Hex Value Mnemonic
1 WriteDataByLocalldentifier Request Service Id m 3B WDBLID
2 RecordLocalldentifier M XX RECLID
3 RecordValue#1 M XX RECVAL
ﬁ Record'VaIue#m M x'x

Table 71 — WriteDataByLocalldentifier Positive Response Message

Data Byte | Parameter Name CVT Hex Value Mnemonic
WriteDataByLocalldentifier Positive Response Service Id S 7B WDBLIDPR
RecordLocalldentifier M XX RECLID
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Table 72 — WriteDataByLocalldentifier Negative Response Message

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
WriteDataByLocalldentifier Request Service Id M 3B WDBLID
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

7.5.3 Mess ngn r’lncr‘rlphnn

The WriteDtaByLocalldentifier service is used by the client to write RecordValues (data values) toya’sgrver. The
data are idgntified by a RecordLocalldentifier. It is the vehicle manufacturer's responsibility that the,Server ¢onditions
are met when performing this service.

Possible usgs for this service are:

O clear npn-volatile memory;

O resetlgarned values;

0 setoptlon content;

O set Vehicle Identification Number (VIN);

O changd calibration values.

7.5.4 Mesgage flow example

See message flow example of Physical Addressed Service in 5.3.1.1.
7.6 Write[DataByCommonldentifier service

7.6.1 Parameter definition

The paramgter RecordCommonldentifier’/ is defined in 7.2.1.

The paramgter RecordValue isdefined in 7.1.1.

7.6.2 Mesgage data bytes

Tables 73 tp 75 describethe different messages for WriteDataByCommonldentifier service.

Table 73 — WriteDataByCommonldentifier Request Message

Data Vil=] BParameter Name VT _Hex \Value Mnemanic
1 WriteDataByCommonldentifier Request Service Id M 2E WDBCID
2 RecordCommonldentifier (High Byte) M XX RECCIDHB
3 RecordCommonldentifier (Low Byte) M XX RECCIDLB
4 RecordValue#1 M XX RECVAL
n RecordValue#m M XX
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Table 74 — WriteDataByCommonldentifier Positive Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic

1 WriteDataByCommonldentifier Positive Response Slid 6E WDOBCIDPR

2 RecordCommonldentifier (High Byte) M XX RECCIDHB

3 RecordCommonldentifier (Low Byte) M XX RECCIDLB

Table 75 — WriteDataByCommonldentifier Negative Response Message
DatgByte—TParameter-Name YV Hex-Vatue ﬂv‘hﬂanonic

1 NegativeResponse Service Id S 7F NACK

2 WriteDataByCommonldentifier Request Service Id N 2E WDBCID

3 ResponseCode=|[ M xx=[ RC

KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

7.6.3 Message description
The WriteDataByCommonldentifier service is used by the client to writ€, RecordValues (data values) to multiple
servers \ith a single request message. The data are identified by a RecordCommonldentifier. It is|the vehicle
manufaciurer's responsibility that the server's conditions are met when{performing this service.
Possible Juses for this service are:
0 cleaf non-volatile memory;
O resef learned values;
0 set gption content;
O set Yehicle Identification Number (VIN):
7.6.4 Message flow example
See mespage flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service|in 5.3.2.1.
7.7 WriteMemoryByAddress service
7.7.1 Pgrameter definition
The parameter MemoryAddress is defined in 7.3.1.
The pararneter MemorySize is defined in 7.3.1.

The parameter RecordValue is defined in 7.1.1.

7.7.2 Message data bytes

Tables 76 to 78 describe the different messages for WriteMemoryByAddress service.
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Table 76 — WriteMemoryByAddress Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 WriteMemoryByAddress Request Service Id Vi 3D WMBA
2 MemoryAddress (High Byte) M XX MEMAHB
3 MemoryAddress (Middle Byte) M XX MEMAMB
4 MemoryAddress (Low Byte) M XX MEMALB
5 MemorySize M XX MEMSIZE
6 RecordValue#1 M XX RECVAL
n RecordValue#m M XX
Table 77 — WriteMemoryByAddress Positive Response Message
Data Byte Parameter Name CVT [Hex Value Mnemgnic
1 WriteMemoryByAddress Positive Response 5 7D WMBAPR
2 MemoryAddress (High Byte) 8] XX MEMAHB
3 MemoryAddress (Middle Byte) U XX MEMAMB
4 MemoryAddress (Low Byte) U XX MEMALB
Table 78 — WriteMemoryByAddress Negative'Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 WriteMemoryByAddress Negative Response 5 7F NACK
2 WriteMemoryByAddress Request Service Id Vi 3D WMBA
3 ResponseCode=[ M xx=[ RIC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
7.7.3 Mesgage description
The WriteMemoryByAddress service is used by the client to write RecordValues (data values) to a server.|The data
are identified by the server's MemoryAddress and MemorySize.
It is the vehjcle manufacturer's responsibility that the server conditions are met when performing this servicg.
Possible usgs for_this'service are:
O clear npA-volatile memory;

O resetlearned values;

O setoption content;

O set Vehicle Identification Number (VIN);
O change calibration values.

7.7.4 Message flow example

See the message flow example of Physical Addressed Service in 5.3.1.1.
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7.8 SetDataRates service

7.8.1 Parameter definition

ISO 14230-3:1999(E)

The parameters SlowRate, MediumRate and FastRate shall be used to specify the transmission speed of positive
response messages to be sent by the server if the appropriate request message has specified the
TransmissionMode parameter to one of the above rates. Table 79 lists possible values to be assigned to SlowRate,
MediumRate and FastRate.

Table 79 — Definition of SlowRate, MediumRate and FastRate values

Hex Description

do This value shall cause the server to send positive response messages as~fasf as
possible based on the vehicle manufacturer's definition of SlowRate, MediumRate |and
FastRate.

01 1FE This range of values shall be used by the vehicle manufacturer to specify/change the
default rates of the parameters SlowRate, MediumRate and FastRate- It is the vehicle
manufacturer's responsibility to define these values andy their correspongding
transmission rates of the parameters SlowRate, MediumRate and FastRate.

HF This value shall not change the current rate of positive response messages send by the
server.
7.8.2 Mgssage data bytes

Tables 8

D to 82 describe the different messages for SetDataRates service.

Table 80 — SetDataRates Request Message

Datq Byte | Parameter Name CVT Hex Value Mnemonic
1 SetDataRates Request Servicelld M 26 SDR
2 SlowRate M XX SLRATE
3 MediumRate M XX MDRATE
4 FastRate M XX FTRATE
Jable 81 — SetDataRates Positive Response Message
Datg Byte | Parameter Name CVT [Hex Value Mnemonic
1 SetDataRates Positive Response S 66 SDRPR
Table 82 — SetDataRates Negative Response Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 SetDataRates Request Service Id M 26 SDR
3 ResponseCode=[ M XX=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

41


https://standardsiso.com/api/?name=b53c616769f4d25d8f2cca715abe831d

ISO 14230-3:1999(E) ©1SO

7.8.3 Message description

The SetDataRates service is used by the client to overwrite the default timing of periodic transmissions used by the
server. This message only affects those services which make use of the parameter TransmissionMode in the
ReadDataByLocalldentifier, ReadDataByCommonldentifier and ReadMemoryByAddress request messages. It is the

vehicle manufacturer's responsibility to specify values and their corresponding periodic transmission rates.

Regardless

of which rate is modified in the request, all rates shall have values as defined in table 78.

7.8.4 Message flow example

See the me

ssage flow example of Physical Addressed Service in 5.3.1.1.

8 Stored

The service

Data Transmission functional unit

S provided by this functional unit are described in table 83.

Table 83 — Stored Data Transmission functional unit

Service name Descri ption

ReadDiagTosticTroubIeCodes

The client requests from the server the transmission of both, numb
of DTC and values of the diagnostic trolble codes.

Status

ReadDiagmosticTroubleCodesBy-

The client requests from the server-the transmission of both, numb
of DTC and values of the diagnostic trouble codes depending
their status.

ReadStatu
Codes

sOfDiagnosticTrouble- The client requests from the\server the transmission of the numb

of DTC, values and statuscof the diagnostic trouble codes.

ReadFree}

eFrameData The client requests from'‘the server the transmission of the value of

record stored in a freeze frame.

ClearDiagfosticlnformation

The client requests’from the server to clear all or a group of t
diagnostic information stored.

ne

8.1 Read
8.1.1 Para
The param
select to w

parameter g

NOTE - Stg
for heavy d

The paramé

DiagnosticTroubleCodes service

Meter definition

bter GroupOfDTC is used by the ReadDTC, ReadDTCByStatus and ReadStatusOfDTC sq
hich functional group.of DTC or to which specific DTC access is requested. Format and lengd

ire vehicle-manufacturer-specific.

ndardized DTGsvand DTCs formats are specified in SAE J 2012 for passenger cars and in SA
ity vehicles!

ter NumberOfDTC is used by the ReadNumberOfDTC positive response to indicate how many

the group §

NoDTCStored.

pecified in the request have been stored by the client(s) (see table 84). A specific standarg

rvices to
th of this

E J 1587

DTCs of
value is

Table 84 — Definition of NumberOfDTC values

Hex Description
00 NoDTCStored
This value indicates to the server that the client(s) doesn't (don't) have any DTC stored.
01-FF NumberOfDTCStored
This range of values indicate to the server that the client(s) has (have) stored DTC(s).
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The parameter ListOfDTC is used by the server to report DTC(s) stored by the client(s).

NOTE — Standardized DTCs and DTCs formats are specified in SAE J 2012 for passenger cars and in SAE J 1587 for heavy
duty vehicles.

8.1.2 Message data bytes

Tables 85 to 87 describe the different messages for ReadDiagnosticTroubleCodes services.

Table 85 — ReadDiagnosticTroubleCodes Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadDiagnosticTroubleCodes Request Service Id W 13 RDOTC
2 GroupOfDTC#1 U XX GoDTC
ﬁ GroubOfDTC#m U x.x

Table 86 — ReadDiagnosticTroubleCodes Positive Response Message

Datg Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadDiagnosticTroubleCodes Positive Resp. Service Id M 53 RIPDTCPR
2 NumberOfDTC M XX #DTC
ListOfDTC=[ cV LSTOFDTC
3 DTC#1 XX
DTC#1 XX
DTC#m XX
n DTC#m] XX
1) Cpndition: ListOfDTC is only present if NumberOfDTC is > "$00".

Table 87 — ReadDiagnosticTroubleCodes Negative Response Message

Datq Byte | Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 ReadDiagnosticTroubleCodes Request Service Id M 13 RDOTC
3 ResponseCode=[ M XX=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

8.1.3 Message description
The ReadDiagnosticTroubleCodes service is used by the client to read diagnostic trouble codes from the server's
memory. If the user optional parameter GroupOfDTC is present in the request message then the server(s) shall only
report DTC(s) based on the functional group selected by the client.

If the server(s) does (do) not have any DTC stored it (they) shall set the parameter NumberOfDTCStored to "$00".
This causes the server(s) not to include DTC(s) in the parameter ListOfDTC in the positive response message.

8.1.4 Message flow example

See message flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in 5.3.2.1.
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8.2 ReadDiagnosticTroubleCodesByStatus service

8.2.1 Parameter definition

The parameter StatusOfDTC is used by ReadDiagnosticTroubleCodesByStatus and
ReadStatusOfDiagnosticTroubleCodes service to inform the client about the status of each DTC stored in the
server's memory. Format and length of this parameter are vehicle-manufacturer-specific.

NOTE — Standardized DTCs and DTCs formats are specified in SAE J 2012 for passenger cars and in SAE J 1587 for heavy
duty vehicles.

The parameter GroupOfDTC is defined in 8.1.1.

The paramgter NumberOfDTC is defined in 8.1.1.
The parameéter ListOfDTCAndStatus is used by the server to report DTC(s) and their associated,status.
8.2.2 Mesgage data bytes

Tables 88 tp 90 describe the different messages for ReadDiagnosticTroubleCodesByStatus.

Table 88 — ReadDiagnosticTroubleCodesByStatus Request Message

Data Blyte | Parameter Name CVT [Hex Value Mnemanic
1 ReadDiagnosticTroubleCodesByStatus Request Sld M 18 RDDTC$
2 StatusOfDTC#1 M XX STATDTC
ﬁ StatuéOfDTC#m U x.x
n+1 GroupOfDTC#1 U XX GOoDTC
n+#m GroubOfDTC#m U x.x

Table 89 — ReadDiagnosticTroubleCodesByStatus Positive Response Message

Data Byte | Parameter Name CVT Hex Value Mnemgnic
1 ReadDiagnosticTroubleCodesByStatus Pos. Response SI  d M 58 RDDTICSPR
2 NumberOfDTC M XX #D[TC
ListOfDTCANdStatus=[ cl LSTD[TCST
3 DTC#1 XX
DTCH#1 XX
StatusOfDTC#1 XX
StatusOfDTC#1 XX
DTC#m XX
DTC#m XX
StatusOfDTC#m XX
n StatusOfDTC#m] XX
1) Condition: ListOfDTCANdStatus is only present if NumberOfDTC is > "$00".
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Table 90 — ReadDiagnosticTroubleCodesByStatus Negative Response Message

-3:1999(E)

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S TF NACK
2 ReadDiagnosticTroubleCodesByStatus Request Sld [\ 18 RDDTC
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
8.2.3 Message-deseription
The ReafiDiagnosticTroubleCodesByStatus service is used by the client to read diagnostic trouble,codes by status

from the
server(s)

If the se
Numberd
parametg
8.2.4 Mqd
See mes

8.3 Red

8.3.1 P43

The parameter GroupOfDTC is defined in 8.1.1.
The parameter NumberOfDTC is defined in 8.1.1.

The parameter ListOfDTCAndStatus

8.3.2 M

Tables 9

server's memory. If the user optional parameter GroupOfDTC is present in the request messa
shall only report DTC(s) with status information based on the functional group selected by the ¢

rver(s) does (do) not have any DTC with status information stored it (they),Shall set thg
fDTCStored to "$00". This causes the server(s) not to include DTC(s) land status inform
r ListOfDTC in the positive response message.

pssage flow example

sage flow example of Physical Addressed Service in 5.3.1.1 and\Functional Addressed Service

dStatusOfDiagnosticTroubleCodes service

rameter definition

is defined.in 8.2.1.
pssage data bytes

| to 93 describe the different_messages for ReadStatusOfDiagnosticTroubleCodes.

Table 91— ReadStatusOfDiagnosticTroubleCodes Request Message
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lient.

b parameter
ation in the

in5.3.2.1.

Datg

Byte | ParameterName CVT [Hex Value Mne

monic

ReadStatusOfDiagnosticTroubleCodes Request Sid )] 17 DSl

DTC

GroupOfDTC#1 XX

GroubOfDTC#m x.x

ODTC
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Table 92 — ReadStatusOfDiagnosticTroubleCodes Positive Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadStatusOfDiagnosticTroubleCodes Pos. Resp. Sld ] 57 ROSDTCP R
2 NumberOfDTC M XX #DTC
ListOfDTCANndStatus=[ cl LSTDTCST
3 DTC#1 XX
DTC#1 XX
StatusOfDTC#1 XX
btat.usUTL) 1C#1L X.X
DTC#m XX
DTC#m X
StatusOfDTC#m XX
n " StatusOfDTC#m] XX
1) Condjtion: ListOfDTCAnNdStatus is only present if NumberOfDTC is > "$00".
Table 93 — ReadStatusOfDiagnosticTroubleCodes Negafive’Response Message
Data Byte Parameter Name CVT [Hex Value Mnemgnic
1 NegativeResponse Service Id S TF NACK
2 ReadStatusOfDiagnosticTroubleCodes Request Sld wm 17 RDDTC
3 ResponseCode=[ M xx=[ RIC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
8.3.3 Mesgage description
The ReadStatusOfDiagnosticTroubleCodes service is used by the client to read diagnostic trouble codes|with their
associated gtatus from the server's memory. If the user optional parameter GroupOfDTC is present in the request
message then the server(s) shall enly report DTC(s) with status information based on the functional group selected
by the client.
If the server(s) does (do)-hot have any DTC with status information stored it (they) shall set the parameter
NumberOfQ)TCStored~to “$00". This causes the server(s) not to include DTC(s) and status informatipn in the
parameter llistOfDIC N the positive response message.
8.3.4 Mesgage flow example

See message flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in 5.3.2.1.

8.4 ReadFreezeFrameData service

8.4.1 Parameter definition

The parameter FreezeFrameNumber is used by the client to identify the freeze frame to be read from the server's

memory.

The parameter RecordAccessMethodldentifier

used

FreezeFrameData; see table 94.

46

is used by the client to define the access method which shall be
in the Recordldentification parameter to access a specific freeze frame data record within the


https://standardsiso.com/api/?name=b53c616769f4d25d8f2cca715abe831d

referenced

© I1SO ISO 14230-3:1999(E)
Table 94 — Definition of RecordAccessMethodldentifier values
Hex Description
00 RequestAllData
This value indicates to the server(s) that the client requests all freeze frame data stored
within the server's memory.
01 RequestByLocalldentifier
This value indicates to the server(s) that the client requests freeze frame data identified
by afocat identifier.
02 RequestByCommonldentifier
This value indicates to the server(s) that the client requests freeze frame data identjfied
by a common identifier.
o3 RequestByMemoryAddress
This value indicates to the server(s) that the client requests freeze frame data identjfied
by a memory address. If the server supports "16 bit"wide address range the high pyte
of the MemoryAddress shall be used as a Memoryldéntifier if required.
o RequestByDTC
This value indicates to the server(s) thatthe client requests freeze frame data identjfied
by a DTC.
05(- 7F ReservedByDocument
This range of values is resérved by this document for future definition.
80|- FF ManufacturerSpecific
This range of values is reserved for vehicle-manufacturer-specific use.
The pargdmeter Recordidentification is used by the client to identify the record within the freeze framg
by the pgrameter FreezeFrameNumber; see table 95.
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Table 95 — Definition of Recordldentification values
Hex Description
00 AllData
This value identifies the entire record which includes all data of a single freeze frame.
00 - FF Localldentifier
This range of values identifies a record which includes the data within a freeze frame
referenced by a | ocalldentifier
00 - FF Commonldentifier (High Byte)
00 - FF Commonldentifier (low Byte)
This range of values identifies a record which includes the data withina freeze frame
referenced by a Commonldentifier.
00 - FF MemoryAddress (High Byte)
00 - FF MemoryAddress (Middle Byte)
00 - FF MemoryAddress (Low Byte)
This range of values identifies a record which’ includes the data within a freeze frame
referenced by a MemoryAddress.
00 - FF DTC (Diagnostic Trouble Code)
This range of values identifies\a record which includes the data within a freeze frame
referenced by a DTC.
00 - FF
The paramgter FreezeFrameData. is used by the ReadFreezeFrameData positive response message and consists
of the data [dentified by the parameters FreezeFrameNumber and, if present, Recordldentification.
8.4.2 Mesgage data bytes
Tables 96 tp 98 describe the different messages for ReadFreezeFrameData service.
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Table 96 — ReadFreezeFrameData Request Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadFreezeFrameData Request Service Id M 12 RDFFD
2 FreezeFrameNumber M XX FRZFR#
3 RecordAccessMethodldentifier U XX=[ RECAMID
RequestAllData 00
RequestByLocalldentifier 01
RequestByCommonldentifier 02
RequestByMemoryAddress 03
RequestByDTC 04
Dncnr\/ndR\J/nnm ment 05 - 7E
ManufacturerSpecificl)] 80 - FF]
4 Recordldentification=[ 2 Xx=[ RECID
AliData U 00
Localldentifier ud XX
Commonldentifier (High Byte) u? XX
MemoryAddress (High Byte) 5) XX
DTC YUl XX
ReservedByDocument U7) XX
ManufacturerSpecific U8) XX
U
5 Commonldentifier (Low Byte) XX
MemoryAddress (Middle Byte) u? XX
DTC 5) XX
U6
6 MemoryAddress (Low Byte) u® XX
DTC 5 XX
. ; u® ;
n DTC] U6) XX
]
u®
1) Parameters of the request shall only be present together.
2) Cpndition: RecordAccessMethodldentifier=.RequestAllData.
3) Cpndition: RecordAccessMethodldentifier = RequestByLocalldentifier.
4) Cpndition: RecordAccessMethodldentifier = RequestByCommonldentifier.
5) Cpndition RecordAccessMethodldentifier = RequestByMemoryAddress.
6) Cpndition: RecordAccessNethodldentifier = RequestByDTC.
7) Cpndition: RecordAccessMethodldentifier = ReservedByDocument.
8) Cpndition: RecordAceessMethodldentifier = ManufacturerSpecific.
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Table 97 — ReadFreezeFrameData Positive Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 ReadFreezeFrameData Positive Response Service Id S 52 RDFFDNR
2 FreezeFrameNumber M XX FRZFR#
3 FreezeFrameData M XX FRZFRD
k-2 FreezeFrameData XX
k-1 RecordAccessMethodldentifier=[ U xx=[ RECAMID
RequestAllData 00
RequestByLocalldentifier 01
RequestByCommonldentifier 02
RequestByMemoryAddress 03
RequestByDTC 04
ReservedByDocument 05-7FE
ManufacturerSpecific '] 80 - FF]
k Recordldentification=[ ” XX=[ RECID
AllData U 00
Localldentifier u XX
Commonldentifier (High Byte) g XX
MemoryAddress (High Byte) = XX
DTC 6) XX
ReservedByDocument U7) XX
ManufacturerSpecific UB) XX
U
k+1 Commonldentifier (Low Byte) XX
MemoryAddress (Middle Byte) u? XX
DTC US) XX
k+3 MemoryAddress (Low Byte) 6 XX
DTC XX
: : u® :
n DTC] U® Xx]
u®
1) Parameters of the request shall only bé\présent together.
2) Conf{lition: RecordAccessMethodldentifier = RequestAllData.
3) Condlition: RecordAccessMethaodldentifier = RequestByLocalldentifier.
4) Condlition: RecordAccessMethodldentifier = RequestByCommonldentifier.
5) Conglition RecordAccessMethodldentifier = RequestByMemoryAddress.
6) Condlition: RecordAccessMethodldentifier = RequestByDTC.
7) Condlition: RecordAccessMethodldentifier = ReservedByDocument.
8) Conglition: RecordAccessMethodldentifier = ManufacturerSpecific.
Table 98 — ReadFreezeFrameData Negative Response Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 ReadFreezeFrameData Request Service Id M 12 RDFFD
3 ResponseCode=[ M xXx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
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The ReadFreezeFrameData service is used by the client to read FreezeFrameData stored in the server's memory.
The parameter FreezeFrameNumber identifies the respective freeze frame if one or multiple freeze frames are
stored in the server's memory.

The user optional RecordAccessMethodldentifier in the request message identifies the access method used by the
client to request FreezeFrameData from the server's memory. In addition, the user optional parameter
Recordldentifier shall always be used in conjunction with the RecordAccessMethodldentifier. The content, type and
size of this parameter depends on the value of the RecordAccessMethodldentifier (refer to table 94).

The server shall send a positive response message including the FreezeFrameNumber, FreezeFrameData and the

user optipnal/conditional parameters RecordAccessMethodldentifier and Recordldentifier, if both were-p

request.

Data content and data format of the FreezeFrameData shall be specified by the vehicle manufaeturer.

Typical uses for this mode are to report data stored upon detection of a system malfunctipon! Multiple frames of data

may be stored before and/or after the malfunction has been detected.

8.4.4 Mgessage flow example

See mespage flow example of Physical Addressed Service in 5.3.1.1 and Fungctional Addressed Service(in 5.3.2.1.

8.5 CleprDiagnosticinformation service

8.5.1 Pdrameter definition

The pargmeter GroupOfDiagnosticlnformation

manufac

NOTE — | Standardized DTCs and DTCs formats are specified in SAE J 2012 for passenger cars and in SAE J 15
duty vehigles.

8.5.2 Mgssage data bytes

is used hy.'the ClearDiagnosticinformation service
which fuTctionaI group of DTC or which specific DTC is selected. Format and length of this parameter
urer-specific.

Tables 99 to 101 describe the different messages for ClearDiagnosticInformation service.

Table 99 — ClearDiagnosticinformation Request Message

87 for heavy

Datq Byte | Parametér-Name CVT Hex Value Mnemonic
1 Cleafbiagnosticlnformation Request Service Id { 14 CLRDTC
2 GroupOfDiagnosticinformation#1 U XX GODIN
ﬁ GroupOfDiagﬁosticInformation#m U x.x

Table 100 — ClearDiagnosticlnformation Positive Response Message

Data Byte Parameter Name CVT | Hex Value |Mnemonic
1 ClearDiagnosticlnformation Positive Response Sld 54 CLRDTCP R
2 GroupOfDiagnosticlnformation#1 u? XX GODIN
ﬁ GroupOfDiagﬁosticInformation#m U'l) x.x

1) Condition: parameter shall be present if present in the request.

51

esent in the

fo select to
are vehicle-


https://standardsiso.com/api/?name=b53c616769f4d25d8f2cca715abe831d

ISO 14230-3:1999(E)

Table 101 — ClearDiagnosticlnformation Negative Response Message
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Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S TF NACK
2 ClearDiagnosticlnformation Request Service Id M 14 CLRDTC
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

8.5.3 Message description

The ClearD
If the user
shall clear
cleared the

If the serve
response m

8.5.4 Mesq

See messal

9 InputO

The service

agnosticInformation service is used by the client to clear diagnostic information in the servers
ptional parameter GroupOfDiagnosticinformation is present in the request message, then'the
Il diagnostic information based on the functional group selected by the client. If a specific DT(
client shall send the GroupOfDiagnosticinformation parameter including the DTC tao¢lear.

(s) do/does not have any DTC and/or diagnostic information stored the server(s) shall send
essage after an appropriate request message has been received.

age flow example

je flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in

Ltput Control functional unit

s provided by this functional unit are described in table 102.

Table 102 — InputOutput\Control functional unit

memory.
server(s)
C shall be

h positive

5.3.2.1.

Service name Description

InputOutpt

tControlByLocalldentifier The client requests the control of an input/output specific to t

server.

InputOutpt

tControlByCommonldentifier\The client requests the control of a common input/output.

9.1 Inputd
9.1.1 Para

The paramé
ECU local i

DutputControlByLacalldentifier service
Meter definition

ter InputOutputLocalldentifier  in the InputOutputControlByLocalldentifier request service ide
put signal, internal parameter or output signal.

ntifies an

The param

bte) ControlOption is used by the InputOutputControlByLocal/Common-Ildentifier request g

ervice to

describe how the server has to control its inputs or outputs. It may consist of multiple bytes which include specific
control information to manipulate the input or output signal identified by the InputOutputLocal/Commonldentifier.

The param

eter ControlStatus is used by the InputOutputControlByLocal/Commonldentifier positive

response

service to give to the client information about the status (e.g. feedback) of the requested control and other related

information.

9.1.2 Message data bytes

Tables 103
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Table 103 — InputOutputControlByLocalldentifier Request Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 InputOutputControlByLocalldentifier Request Slid M 30 IQCBLID
2 InputOutputLocalldentifier M XX IOLID
3 ControlOption#1 U XX CRTLOPT
ﬁ ControI.Option#m U x.x
Tahla 104 lnprtOutniitCantralRyvl acalldoantifinr Docitns Dacnancn MNMoacoann
Fable-104—trputOutputCentrelByecalldentifierPositive ehRse sage
Datq Byte | Parameter Name CVT Hex Value-Mnemonic
1 InputOutputControlByLocalldentifier Positive Response Sld S 70 IOCBLIDP R
2 InputOutputLocalldentifier M XX OLID
3 ControlStatus#1 U XX CRTLSTAT
ﬁ ControI.Status#m U x.x
Table 105 — InputOutputControlByLocalldentifier Negative Response Message
Datg Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S TF NACK
2 InputOutputControlByLocalldentifier Request@&id M 30 IQCBLID
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
9.1.3 Mgssage description
The InpytOutputControlByLocalldentifier service is used by the client to substitute a value for an input signal,
internal |ECU function and/or conffol” an output (actuator) of an electronic system referenged by an
InputOutputLocalldentifier of the gerver. The user optional ControlOption parameter shall include alll information
required py the server's input signal; internal function and/or output signal.
The server shall send a positive response message if the request message was successfully executdd. It is user
optional if the positive ré€sponse message shall include ControlStatus information which possibly is avajlable during
or after the control exéeution.
The ConfrolOptien.parameter can be implemented as a single ON/OFF parameter or as a more complgx sequence
of contro| parameters including a number of cycles, a duration, etc. if required.
9.1.4 Message-flew-example
See the message flow example of Physical Addressed Service in 5.3.1.1.
9.2 InputOutputControlByCommonldentifier service
9.2.1 Parameter definition
The parameter [nputOutputCommonldentifier  in the InputOutputControlByCommonldentifier request service

identifies
The para

The para

an input or output common to the ECU(s).
meter ControlOption is defined in 9.1.1.

meter ControlStatus is defined in 9.1.1.
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9.2.2 Message data bytes

Tables 106

to 108 describe the different messages for InputOutputControlByCommonldentifier service.

Table 106 — InputOutputControlByCommonldentifier Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 InputOutputControlByCommonldentifier Request Slid M 2F IOCBCID
2 InputOutputCommonldentifier (High Byte) M XX IOCIDHB
3 InputOutputCommonldentifier (Low Byte) M XX IOCIDLB
4 ControlOption#1 U XX CRTLOPT
ﬁ ControI.Option#m U x.x
Table 107 — InputOutputControlByCommonldentifier Positive Response Message
Data Byte | Parameter Name CVT [Hex<Value Mnemgnic
1 InputOut putControlB yCommonldentifier Positive Res p. S 6F IOCBCIDPR
Sid
2 InputOutputCommonldentifier (High Byte) M XX IOCIDHB
3 InputOutputCommonldentifier (Low Byte) M XX IOCIDLB
4 ControlStatus#1 U XX CRTLETAT
ﬁ ControfStatus#m U x.x
Table 108 — InputOutputControlByCommonldentifier Negative Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 NegativeResponse Service Id S 7F NAC
2 InputOutputControlByCommbonldentifier Request Slid M 2F IOCBCID
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCade, 00-7F,
ManufacturerSpecific} 80-FF]
9.2.3 Mesgage description
The InputOutputControlBy€ommonldentifier service is used by the client to substitute a value for an ingut signal,
internal ECU functien’ ~and/or an control output (actuator) of electronic systems referenced by an
InputOutpuiCommaeonldentifier of the server. The user optional ControlOption parameter shall include all information
required by|the server's input signal, internal function and/or output signal.
The server \ chnll ennrl a pf\elfl\lﬂ rncnnncn mneegﬂn |f fhn rnqllnef maeeaﬂa WaS cllr\r\nccflllly DVDr‘IIfQH |t |S user

optional if the positive response message shall mclude ControlStatus mformatlon which possibly is available during

or after the

control execution.

The ControlOption parameter can be implemented as a single ON/OFF parameter or as a more complex sequence
of control parameters including a number of cycles, a duration, etc.

9.2.4 Message flow example

See message flow example of Physical Addressed Service in 5.3.1.1 and Functional Addressed Service in 5.3.2.1.
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10 Remote Activation Of Routine functional unit

The services provided by this functional unit are described in table 109.

Table 109 — Remote Activation Of Routine functional unit

Service name Description
StartRoutineByLocalldentifier The client requests to start a routine in the ECU of the server.
StartRoutineByAddress The client requests to start a routine in the ECU of the server.
StopRo+tineByLocaIIdentifier The client requests to stop a routine in the ECU of the seryer.
StopRonljtineByAddress The client requests to stop a routine in the ECU of the’seryer.
RequesiRoutineResultsByLocalldentifier The client requests the results of a routine- by’ the Routine
Local Identifier.
RequestRoutineResultsByAddress The client requests the results of a routine by the Routine
Address.
10.1 StprtRoutineByLocalldentifier service
10.1.1 Harameter definition
The parameter RoutineLocalldentifier in the Start/StopRoutineByLocalldentifler and
RequestiRoutineResultsByLocalldentifier request message identifies a server local routine.
The pargameter RoutineEntryOption is used by the ¢StartRoutineByLocalldentifier and StartRoutineByAddress
request message to specify the start conditions of the-routine.
The parameter RoutineEntryStatus is used by the StartRoutineByLocalldentifier and StartRoutineByAddress
positive fesponse message to give to the client’ additional information about the status of the server following the
start of the routine.
10.1.2 Mlessage data bytes
Tables 110 to 112 describe the different messages for StartRoutineByLocalldentifier service.
Table 110 — StartRoutineByLocalldentifier Request Message
Datq Byte | Parameter Name CVT Hex Value Mnemonic
1 StartRoutineByLocalldentifier Request Service Id \Y 31 SRBLID
2 RoutineLocalldentifier M XX RLOCID
3 RoutineEntryOption#1 u XX RENTOPT
ﬁ RoutineEﬁtryOption#m U XX
Table 111 — StartRoutineByLocalldentifier Positive Response Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 StartRoutineByLocalldentifier Positive Response Sld S 71 SRBLIDPR
2 RoutineLocalldentifier M XX RLOCID
3 RoutineEntryStatus#1 U XX RENTSTAT
n RoutineEntryStatus#m U XX
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Table 112 — StartRoutineByLocalldentifier Negative Response Message
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Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 StartRoutineByLocalldentifier Request Service Id M 31 SRBLID
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

10.1.3 Message description

The StartRgutineByLocalldentifier service is used by the client to start a routine in the server's memory.
The routine|in the server shall be started after the positive response message has been sent. Fhe. routing shall be
stopped until a StopRoutineByLocalldentifier service is issued.
The routinef could either be tests that run instead of normal operating code or could be\routines that ar¢ enabled
and executed with the normal operating code running. In particular in the first case, it. might be necessary|to switch
the server ip a specific diagnostic mode using the StartDiagnosticSession service 0rto unlock the server|using the
SecurityAcgess service prior to using the StartRoutineByLocalldentifier service.
The parameéter RoutineEntryOption is user optional and shall be of any type @nd length defined within KWH 2000.
Examples gf RoutineEntryOptions are: TimeToRun, StartUpVariables, etc.
10.1.4 Megsage flow example
See the mepsage flow example of Physical Addressed Service in 5.3.1.1.
A complete|message flow example is shown in 10.5.4.
10.2 StarfRoutineByAddress service
10.2.1 Parpmeter definition
The paramjeter RoutineAddress in(the Start/StopRoutineByAddress and RequestRoutine-ResultsByAddress
request megsage identifies a server local routine.
The paraméter RoutineEntryOption is defined in 10.1.1.
The paramgter RoutineEntryStatus is defined in 10.1.1.
10.2.2 Megsage data bytes
Tables 113[to 115/describe the different messages for StartRoutineByAddress service.
Table 113 — StartRoutineByAddress Request Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic

1 StartRoutineByAddress Request Service Id M 38 STRBAD

2 RoutineAddress (High Byte) M XX MEMAHB

3 RoutineAddress (Middle Byte) M XX MEMAMB

4 RoutineAddress (Low Byte) M XX MEMALB

5 RoutineEntryOption#1 U XX RENTOPT

n RoutineEntryOption#m U XX

56


https://standardsiso.com/api/?name=b53c616769f4d25d8f2cca715abe831d

© I1SO ISO 14230-3:1999(E)
Table 114 — StartRoutineByAddress Positive Response Message
Data Byte | Parameter Name CVT Hex Value Mnemonic
1 StartRoutineByAddress Positive Response Service Id 9 78 STRBADPR
2 RoutineAddress (High Byte) M XX MEMAHB
3 RoutineAddress (Middle Byte) M XX MEMAMB
4 RoutineAddress (Low Byte) M XX MEMALB
5 RoutineEntryStatus#1 U XX RENTSTAT
ﬁ RoutineEﬁtryStatus#m U x.x
Table 115 — StartRoutineByAddress Negative Response Message
Datq Byte | Parameter Name CVT [Hex Value * Mnemonic
1 NegativeResponse Service Id S 7E NACK
2 StartRoutineByAddress Request Service Id M 38 STRBAD
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
10.2.3 MNlessage description

The Star

The routi
stopped

The rout
executed
server in
SecurityA
The para

Example

10.2.4 N

See the nessage flow,example of Physical Addressed Service in 5.3.1.1.

A complg

10.3 St

RoutineByAddress service is used by the client to start a«routine in the server's memory.

he in the server shall be started after the positive t8sponse message has been sent. The rou
ntil a StopRoutineByAddress service is received:

nes could either be tests that run instead of*normal operating code or be routines that are ¢
with the normal operating code running. iy particular in the first case, it might be necessary t
a specific diagnostic mode using the;StartDiagnosticSession service or to unlock the serv
ccess service prior to using the StartRoutineByAddress service.

Imeter RoutineEntryOption is user optional and shall be of any type and length defined within KV

5 of RoutineEntryOptions‘are: TimeToRun, StartUpVariables, etc.

lessage flow example

te message flow example is shown in 10.6.4.

bpRoltineByLocalldentifier service

ine shall be

enabled and
D switch the
br using the

VP 2000.

10.3.1

The para

The parameter RoutineExitOption

arameter definition

meter RoutinelLocalldentifier is defined in 10.1.1.

request message to specify the stop conditions of the routine.

The para

meter RoutineExitStatus is used by the StopRoutineByLocalldentifier and StopRoutineByAddr

is used by the StopRoutineByLocalldentifier and StopRoutineByAddress

ess positive

response message to provide additional information to the client about the status of the server after the routine has
been stopped. Values are defined in table 116.
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Table 116 — Definition of RoutineExitStatus values

Hex Description

00-60 ReservedByDocument

This range of values is reserved by this document (refer to 4.4 for Response Codes).

61 NormalExitWithResultsAvailable

62 NormalExitWithoutResultsAvailable

63 AbNormalExitWithResultsAvailable

64 AbNormalExitWithoutResultsAvailable
65 - {F ReservedByDocument

This range of values is reserved by this document (refer to 4.4 for Response Codes).

80 - FF ManufacturerSpecificCodes

This range of values is reserved for vehicle-manufacturer-specific use.

10.3.2 Mesgsage data bytes

Tables 117|to 119 describe the different messages for StapRoutineByLocalldentifier service.

Table 117 — StopRoutineByLocalldentifier Request Message

Data Byte | Parameter Name CVT Hex Value Mnemgnic
1 StopRoutineByLocalldentifier Request Service Id M 32 SPRBLID
2 RoutineLocalldentifier M XX RLQCID
3 RoutineExitOption#1 U XX REXITOPT
H RoutineE>.<itOpti0n#m U x.x

Tahble 118 — StopRoutineByLocalldentifier Positive Response Message

Data Byte | ‘Parameter Name CVT [Hex Value |Mnemonic
1 StopRoutineByLocalldentifier Positive Response S 72 SHRBLIDPR
2 RoutinelLocalldentifier M XX RLOCID
3 RoutineEXxitStatus#1 U XX REXITSTAT
ﬁ RoutineE;(itStatus#m U x.x
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Table 119 — StopRoutineByLocalldentifier Negative Response Message

ISO 14230-3:1999(E)

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 NegativeResponse Service Id S TF NACK
2 StopRoutineByLocalldentifier Request Service Id M 32 SPRBLID
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
10.3.3 Message-deseription
The StogRoutineByLocalldentifier service is used by the client to stop a routine in the server's memory referenced
by a RoutineLocalldentifier. The routine in the server shall be stopped after the positive response message has
been sent.
The parameter RoutineExitOption is user optional and shall be of any type and length defined within KwP 2000.

Examplep of RoutineExitOption are: TimeToExpireBeforeRoutineStops, variables, ete.

The parameter RoutineExitStatus is user optional and shall be of any type andlength defined within KWP 2000.

Example
10.3.4 Nlessage flow example

See the nessage flow example of Physical Addressed Service i 5.3.1.1.
A complgte message flow example is shown in 10.5.4.
10.4 StppRoutineByAddress service
10.4.1 Harameter definition

The parameter RoutineAddress is defined,in 10.2.1.
The parameter RoutineExitOption is defined in 10.3.1.
The parameter RoutineEXxitStatus' is defined in 10.3.1.
10.4.2 Nlessage data bytes

Tables 1P0 to 122 déseribe the different messages for StopRoutineByAddress service.

Table 120 — StopRoutineByAddress Request Message

5 of RoutineExitStatus are: TotalRunTime, results generated by-the routine before stopped, etc.

Data Byie | Parameter Name CVT Hex Value MD_GJ'nOﬂiC
1 StopRoutineByAddress Request Service Id M 39 SPRBAD
2 RoutineAddress (High Byte) M XX MEMAHB
3 RoutineAddress (Middle Byte) M XX MEMAMB
4 RoutineAddress (Low Byte) M XX MEMALB
5 RoutineExitOption#1 U XX REXITOPT
H RoutineE;(itOption#m U x.x
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Table 121 — StopRoutineByAddress Positive Response Message

Data Byte | Parameter Name CVT Hex Value |Mnemonic
1 StopRoutineByAddress Positive Response Service Id S 79 SRRBADPR
2 RoutineAddress (High Byte) M XX MEMAHB
3 RoutineAddress (Middle Byte) M XX MEMAMB
4 RoutineAddress (Low Byte) M XX MEMALB
5 RoutineExitStatus#1 U XX REXITSTAT
ﬁ RoutineE>.<itStatus#m U x.x
Table 122 — StopRoutineByAddress Negative Response Message
Data Byte | Parameter Name CVT [Hex Value) Mnemgnic
1 NegativeResponse Service Id S 7F NACK
2 StopRoutineByAddress Request Service Id M 39 SPRBADP
3 ResponseCode=[ M xx=[ RIC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

10.4.3 Megsage description

The StopRgutineByAddress service is used by the client to stop a“routine in the server's memory referemnced by a
MemoryAddress. The routine in the server shall be stopped after-thé positive response message has been|sent.

The paraméter RoutineExitOption is user optional and shall-be of any type and length defined within KWP 2000.
Examples gf RoutineExitOption are: TimeToExpireBeforeRoutineStops, variables, etc.
The paramgter RoutineExitStatus is user optionaland shall be of any type and length defined within KWP 2000.
Examples df RoutineExitStatus are: TotalRunTime, results generated by the routine before stopped, etc.
10.4.4 Message flow example

See the mepsage flow example of \Physical Addressed Service in 5.3.1.1.

A complete[message flow example is shown in 10.6.4.

10.5 ReqliestRoutineResultsByLocalldentifier service

10.5.1 Parpmetér-definition

The parameter’Routinel acalldentifier s defined in 10.1.1

The parameter  RoutineResults is used by the RequestRoutineResultsByLocalldentifier and
RequestRoutineResultsByAddress positive response message to provide the results (exit status information) of the
routine which has been stopped previously in the server.

10.5.2 Message data bytes

Tables 123 to 125 describe the different messages for RequestRoutineResultsByLocalldentifier service.
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Table 123 — RequestRoutineResultsByLocalldentifier Request Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 RequestRoutineResultsByLocalldentifier Request Sid M 33 RRRBLID
2 RoutineLocalldentifier M XX RLOCID
Table 124 — RequestRoutineResultsByLocalldentifier Positive Response Message
Data Byte | Parameter Name CVT [Hex Value Mnemonic
T RequestRoutneResusByLCocaitdentifier Pos. Resp. sid 3 73 RRRBLIDP
R
2 RoutineLocalldentifier M XX RLOCID
3 RoutineResults#1 U XX RRESULT
ﬁ RoutineRésuItS#m U x-x
Table 125 — RequestRoutineResultsByLocalldentifier Negative Reésponse Message
Datg Byte | Parameter Name CVT Hex Value Mnemonic
1 NegativeResponse Service Id S 7F NACK
2 RequestRoutineResultsByLocalldentifier Request.Sid M 33 RRRBLID
3 ResponseCode=[ M xXx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
10.5.3 Mlessage description
The ReduestRoutineResultsByLocalldentifier.Service is used by the client to request results (e.g.| exit status
informatipn) referenced by a RoutineLocalldentifier and generated by the routine which was executed in|the server's
memory.
The parameter RoutineResults is useroptional and shall be of any type and length defined within KWP 2000. Based
on the RputineResults which may, have been received in the StopRoutineByLocalidentifier or StopRoutineByAddress
positive nresponse message (RoutineResults = normal/AbNormalExitWithResults)
the RequestRoutineResultsByLocalldentifier service shall be used.
Example| of RoutineRestlts - data collected by the ECU which could not be transmitted during routire execution
because jof ECU performance limitations.
10.5.4 Nlessage flow example
Table 12
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Table 126 — Message flow example of Start/StopRoutineByLocalldentifier service followed by a
RequestRoutineResultsByL ocalldentifier service

time client (tester) server (ECU)
P3 | StartRoutineByLocalld.Request]...]

P2 StartRoutineByLocalld.PositiveResponse]...]
P3 | StopRoutineByLocalld.Request]...]

P2 StopRoutineByLocalld.PositiveResponse]...]

P3 | RequestRoutineResultsByLocalld.Request]...]

P2 RequestRoutimeResuttsBytocattdPositiveRespornse[
]

The Reques$tRoutineResultsByLocalldentifier service shall only be used with physical addressing:
10.6 ReqliestRoutineResultsByAddress service

10.6.1 Parpmeter definition

The paramgter RoutineAddress is defined in 10.2.1.

The paraméter RoutineResults is defined in 10.5.1.

10.6.2 Mesgsage data bytes

Tables 127[to 129 describe the different messages for RequestRoutineResultsByAddress service.

Table 127 — RequestRoutineResultsByAddress Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 RequestRoutineResultsByAddress Request Service Id M 3A RIRRBAL
2 RoutineAddress (High Byte) M XX MEMAHB
3 RoutineAddress (Middle Byte) M XX MEMAMB
4 RoutineAddress (Low Byte) M XX MEMALB

Table 128 —RequestRoutineResultsByAddress Positive Response Message

Data Byte | ParameterName CVT [Hex Value Mnemgnic
1 ReguestRoutineResultsByAddress Positive Response S 7A RRRBAD
2 RoutineAddress (High Byte) M XX MEMAHB
3 RoutineAddress (Middle Byte) M XX MEMAMB
4 RoutineAddress (Low Byte) M XX MEMALB
5 RoutineResults#1 U XX RRESULT
ﬁ RoutineRésuIts#m U x.x
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Table 129 — RequestRoutineResultsByAddress Negative Response Message

-3:1999(E)

Data Byte | Parameter Name CVT [Hex Value Mnemonic
1 Negative ResponseService Id S TF NACK
2 RequestRoutineResultsByAddress Request Service Id M 3A RRRBAD
3 ResponseCode=[ M xx=[ RC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]
10.6.3 Message-deseription
The ReguestRoutineResultsByAddress service is used by the client to request results refergnced by a
MemoryAddress and generated by the routine which was executed in the server's memory.
The parameter RoutineResults is user optional and shall be of any type and length definedywithin KWP 2000. Based
on the| RoutineResults which may have been received in the StopRaoutineByLocallgentifier or
StopRoutineByAddress positive response message (RoutineResults = normal/AbNormalExitWithResults) the
RequestiRoutineResultsByAddress service shall be used.
Example| of RoutineResults: data collected by the ECU which could not bé:transmitted during routine execution
because jof ECU performance limitations.
10.6.4 Nlessage flow example
See the nessage flow example of Physical Addressed Service in*10.5.4.
NOTE — | The message flow example cited above uses a Localldentifier instead of a MemoryAddress.
11 Uplpad Download functional unit
The serv|ces provided by this functional unit are-described in table 130.
Table.130 — Upload Download functional unit
Service name Description
RequesiDownload The client requests the negotiation of a data transfer from|the
client to the server.
RequesiUpload The client requests the negotiation of a data transfer from|the
server to the client.
TransfefData The client transmits data to the server (download) or requgsts
data from the server (upload).
Reques TransferExit The client requests the termination of a data transfer

11.1 RequestDownload service

11.1.1 Parameter definition

The parameter TransferRequestParameter

is used by all request messages of the Upload Download functional

unit and shall include all the information necessary for the request messages. Format and length for this parameter
is vehicle-manufacturer-specific.

The parameter TransferResponseParameter

in the RequestDownload positive response message defines the

status of the server if it is ready to receive data. One value is defined in table 131. Format and length of additional
parameters are vehicle-manufacturer-specific.
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Table 131 — Definition of TransferResponseParameter value

Hex Description
00-43 ReservedByDocument
This range of values is reserved by this document (refer to 4.4 for Response Codes).
44 ReadyForDownload
45-7F ReservedByDocument

This range of values is reserved by this document (refer to 4.4 for Response Codes).

80 - FF ManufacturerSpecificCodes

ThisTange of vatues is Teserved for vehicte-manufacturer-specific use:

11.1.2 Megsage data bytes

Tables 132[to 134 describe the different messages for RequestDownload service.

Table 132 — RequestDownload Request Message

Data Byte | Parameter Name CVT [Hex Value Mnemgnic
1 RequestDownload Request Service Id M 34 REQDWN
2 TransferRequestParameter#1 U XX TRNFREQP|
ﬁ TransferR.equestParameter#m U x.x

Table 133 — RequestDownload Pasitive Response Message

Data Byte | Parameter Name CVT Hex Value Mnemanic
1 RequestDownload Positive Respanse Service Id WM 74 REQDWNP
R
2 TransferResponseParameter#l U XX TRNHARSPP
n TransferResponseParameter#m U XX

Tablen134 — RequestDownload Negative Response Message

Data Byte | ParameterName CVT [Hex Value Mnemqnic
1 NegativeResponse Service Id S TF NACK
2 RequestDownload Request Service Id M 34 REQDWN
3 ResponseCode=[ M xx=[ RIC
KWP2000ResponseCode, 00-7F,
ManufacturerSpecific] 80-FF]

11.1.3 Message description

The RequestDownload service is used by the client to initiate a data transfer from the client to the server
(download). After the server has received the RequestDownload request message the ECU shall take all necessary
actions to receive data before it sends a positive response message.

The parameters TransferRequestParameter and TransferResponseParameter are user optional and shall be of any
type and length defined within KWP 2000.

Example of TransferRequestParameter: initialization value(s) for data download. Example of
TransferResponseParameter: maximum number of bytes per TransferData message.
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