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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This part of ISO 14229 has been established in order to enable the implementation of unified diagnostic
services, as specified in ISO 14229-1, on UART-based local interconnect networks (UDSonLIN).

To achieve this, itis based on the Open Systems Interconnection (OSI) Basic Reference Model specified in
ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication systems into seven layers. When
mapped on this model, the services specified by ISO 14229 are divided into the following.

UDSo

UDSonLIN further standards and ISO 27145 3 WWH- OBD

Presen
Sessio

Transy

1 layer services (layer 5) specified in ISO 14229-2.

FlexRdy, ISO 13400-2 DolP, ISO 17987-2 LIN, ISO 27145-4 WWH-OBD.

FlexRdy, ISO 13400-2 DolP, ISO 17987-2 LIN, ISO 27145-4 WWH-OBD.

Datali
ISO 14

ISO 14

These servijices should be in accordance with Table 1.

tation layer (layer 6), vehicle manufacturer specific, [SO°27145-2 WWH-0BD.

Apphcatlon 1ayer (layer 7) unlfled dlagnostlc serv1ces spec1f1ed in ISO 14229 1 ISO 14229 3

ortlayer services (layer 4), specified in ISO 15765-2 DoCAN, ISO 10681:2'\Communication on

Netwolrk layer services (layer 3), specified in ISO 15765-2 DoCAN, [S0,10681-2 Communication on

hk layer (layer 2), specified in ISO 11898-1,1S0 11898-2, 1S017458-2,1S0 13400-3, [EEE 8(2.3,
P30-2,1SO 17987-3 LIN and further standards, ISO 27145-4 WWH-OBD.

Physicpl layer (layer 1), specified in ISO 11898-1, ISO 11898-2, ISO 17458-4, IS0 13400-3, IEEE 802.3,
P30-1, ISO 17987-4 LIN and further standards, 1S0*27145-4 WWH-0OBD.

Table 1 [— LIN enhanced diagnostics, legislated OBD and WWH-0BD specification referende
applicable to the OSI layers
. A OSI seven . . . WWH-
Applicability layer Enhanced diagnostics services OBD
Application 1S0-14229-1,1SO 14229-3 UDSonCAN, ISO 14229-4 UDSonFR, [SO 271#5-3
pp 1S0.14229-5 UDSonlP, ISO 14229-6 UDSonK-Line, ISO 14229-7 UDSonLIN,
(layer 7)
y further standards
Pr(elsac;r;tragl)on Vehicle manufacturer specific [SO 271§5-2
Sest
Seven laypr (1:;20;) 1SO 14229-2
according|to
ISO/IEC 7498-1 | {Transport Further
and (layer 4) i standards
1SO/IEC 10§31 IS0 15765-21S0 10681-2] 150 13400-2| N iﬁ’ph 1SO 17987-2
r‘{'CLVVUII\ L = Ful Lllcl
(layer 3) standards
. [SO 27145-4
Data link ISO 17458-2 1S0 142302150 17987-3| Further
(layer2)  1s011898-1, 1SO 13400-3, standards
; 1SO 11898-2 IEEE 802.3
Physical 1S0 17458-4 1S0 14230-1]1S0 17987-4 Further
(layer 1) standards

The titles of future parts will be drafted as follows:

Vi

Part n: Unified diagnostic services on ...

implementation (UDSon...)
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Road vehicles — Unified diagnostic services (UDS) —

Part 7:
UDS on local interconnect network (UDSonLIN)

1 [Scope

Thip part of ISO 14229 specifies the implementation of a common set of unified diagnostlic services
(UDS) on UART-based local interconnect networks in road vehicles. The UDSonLIN'didgnostics defines
methods to implement diagnostic data transfer between a client and the LIN slawe nodes through the
LIN|master node.

LIN|slave nodes support three different diagnostic classes as defined in [SO 17987.

UD$onLIN references ISO 14229-1 and ISO 14229-2 and specifies implementation requifements of
thelfollowing:

— |diagnostic services to be used for diagnostic communication‘over LIN,
— |server memory programming for in-vehicle LIN servers-with an external test equipment, and
— |configuration of a LIN slave node as specified in ISO 17987.

NOTE UDSonLIN does not specify any requirementfor the in-vehicle LIN bus architecture.
Thip part of [SO 14229 makes reference to information contained in the following:

— |ISO 14229-1,

— |ISO 14229-2, and

— [ISO 17987 (all parts).

Thip part of ISO 14229 doesnot include any redundant information of the above mentioned documents.
It f{dcuses on the following:

— |additional requiréments specific to the implementation of UDSonLIN network, and

— |specific restrictions in the implementation of UDSonLIN network.

2 |Nermative references

The Tollowing documents, in whole or in part, are normatively reterenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

[SO 14229-1, Road vehicles — Unified diagnostic services (UDS) — Part 1: Specification and requirements
[SO 14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services

ISO 17987-3, Road vehicles — Local Interconnect Network (LIN) — Part 3: Protocol specification

© IS0 2015 - All rights reserved 1
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3 Terms, definitions, symbols, and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 14229-1, ISO 14229-2, and
ISO 17987 (all parts) apply.

3.2 Symbols and abbreviated terms

AE

address extension

CF
DA
FC

FF

ID
Mtype
NAD
NCF
p2

SA

SF
SFID
STmin
TA
UART

4 Convg

This part
(ISO/IEC 1

consecutive frame
destination address
flow control

first frame

identifier

message type

node address

node configuration file
server response time
source address

single frame
sub-function identifier
separation time

target address

universal asynchronous receiver transmitter

bntions

of ISO~14229 is based on the conventions discussed in the OSI Service Conventjons

D734)\as they apply for diagnostic services.

5 Document overview

Figure 1 illustrates the document references from ISO 14229-1, ISO 14229-2, and 1SO 17987 (all parts).
ISO 14229-7 uses only a subset of the diagnostic services defined in ISO 14229-1 (see Table 3).

© ISO 2015 - All rights reserved
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Unified Diagnostic Services (UDS)

subset

I v

1SO 14229-1

OSl Layer 7
Application

Specification and
requirements

1SO 14229-7

ubDs ubs

UDSonLIN

OSl Layer 6
Presentation

\_/I/\

vehicle manufacturer specific

Session

OSl Layer 5

ISO 14229-2 UDS
Session layer services

Network

Data Link

OSl Layer 4
Transport

OSlLayer 3

OsSl Layer 2

LIN
1SO 14229-7 UDS —
UDSonkIN —
implementation
1SO 17987-2
LIN
Transport

protocol and
network layer
services

T

1ISO 17987-2
LIN
Protocol
specification

. A

Physical

OSl Layer 1

1ISO 17987-4
LIN
Electrical
physical layer

Figure 1 — UDSonLIN document reference according to OSI model
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6 UDSonLIN implementation requirements

6.1 General
This clause defines how the diagnostic services, as defined in ISO 14229-1, apply to LIN.

To allow a common implementation of application layer and session layer for ISO 17987 and other
communications, this part of ISO 14229 uses the session layer protocol as defined in ISO 14229-2 and
focuses on necessary modifications and interfaces to adopt it to ISO 17987- series.

the

The subfu
suppressP

sRspMsgIndicationBit parameter as defined in ISO 14229-1.

It is the vghicle manufacturer’s responsibility to setup the LIN master and slave nodes t¢)exchange
UDSonLIN [information according to ISO 17987- series.

6.2 Definition of diagnostic classes

6.2.1 Ovlerview

Architectufal, diagnostic communication performance, and transport protocol needs of slave nodes|are
accommodpted by dividing diagnostic services functionality into three‘diagnostic classes.

Therefore,p diagnosticclassisassigned to each slave node according toitslevel of diagnostic functiondlity
and complexity.

6.2.2 Diagnostic class 1

Smart and|simple devices like intelligent sensors and-@étuators requiring none or very low amourjt of
diagnostic|functionality. Actuator control, sensor reading, and fault memory handling is done by|the
master node, using signal carrying frames. Therefere, specific diagnostic support for these tasks is[not
required. Hault indication is always signal-based:

6.2.3 Diagnostic class Il

A diagnostic class Il slave node js similar to a diagnostic class I slave node, but it provides node
identificatE)‘n support. The extended node identification is normally required by vehicle manufacturers.

Testers or master nodes use [SO,14229-1 diagnostic services to request the extended node identificafion
informatiopn. Actuator control; sensor reading, and fault memory handling is done by the master npde,
using signdl carrying frames. Therefore, specific diagnostic support for these tasks is not required. Fault
indication |s always sigral-based.

6.2.4 Diagnostic class III

Diagnostic|class IlI slave nodes are devices with enhanced application functions typically performing
their own local information processing (e.g. function controllers, Tocal sensor/actuator loops]. The slave
nodes execute tasks beyond the basic sensor/actuator functionality and, therefore, require extended
diagnostic support. Direct actuator control and raw sensor data are often not exchanged with the master
node and, therefore, not included in signal carrying frames. ISO 14229-1 diagnostic services for 1/0
control, sensor value reading, and parameter configuration (beyond node configuration) are required.

Diagnostic class III slave nodes have internal fault memory, along with associated reading and clearing
services. Optionally, reprogramming (flash/NVRAM reprogramming) of the slave node is possible. This
requires an implementation of a boot loader and necessary diagnostic services to unlock the device
initiate downloads and transfer data, etc.

The primary difference between diagnostic class Il and diagnostic class III is the distribution of
diagnostic capabilities between the LIN master node and the LIN slave node for diagnostic class Il while

4 © IS0 2015 - All rights reserved
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for a diagnostic class III LIN slave node, no diagnostic application features of the LIN slave node are
implemented in the LIN master node.

6.3

6.3.

6.3.

Th

LIN node requirements
1 Master node requirements

1.1 Master message routing

master node usually is a high performance ECU and, in most implementations, s

ISO
aba
slay
slay

All
laysg
ISO

6.3
Dia
infq
to 1

Sery
Sery

Dia
doe|

6.3

Slav
Als
diag

14229-1 diagnostic services. The master node and the external test equipment are conn€et
ckbone bus (e.g. ISO 11898). The master node shall receive all diagnostic requests addre
e nodes from the backbone bus and route them to the appropriate LIN cluster(s). Respons
e nodes shall be routed back to the backbone bus through the master node.

liagnostic request and response messages addressed to the slave nodes canberouted in t
r (i.e. no application layer routing). The master node shall implement the LN transport pr
17987-2) as well as the transport protocols used on the backbone busses (e.g. ISO 15765

1.2 Master node fault management, sensor reading, I/0 control

ports the
ed through
ssed to the
bs from the

ne network
otocol (see
2).

bnostic class I and diagnostic class Il slave nodes (see 4SO 17987-3) provide signal-based fault

rmation and sensor, [/0 access through signal carrying frames. The LIN master node is 1
andle the slave nodes signal based faults and handle\the associated DTCs. The LIN m|
es UDS requests directly to the client/tester and acts\as a diagnostic application layer ga
Fices provide access to the sensor/actuator signalsion the LIN bus.

esponsible
aster node
feway. UDS

bnostic class Il slave nodes (see ISO 17987-3) are independent diagnostic entities. The LIN npaster node

5 not implement diagnostic services for the.diagnostic capabilities of its diagnostic class 111 §

2 Slave node requirements

e nodes are typically electronic-devices that are not involved in a complex data comn
, their need of distributing diagnostic data is low. However, most slave nodes shall trang
rnostic information such @s'error indications in signal carrying frames.

Nod
are

ugh diagnostics andnede configuration services use the same frame IDs, i.e. 0x3C (mas

Alt:LO
frame) and 0x3D (slave-nésponse frame), different services are used for configuration and d

e configurationecan be performed by the master node independently while diagnost

ad
thr
in a

NO7]

always routedon request from external or internal test equipment. Both cases use the
ess (NAD),and transport protocol with the exception that configuration is always
ugh SingleFrames (SF). Only slave nodes have an NAD. The NAD is also used as the souj
diagnostic slave response frame.

lave nodes.

nunication.
mit simple

ter request
iagnostics.
ic services
same node
performed
ce address

E There is a one-to-many mapping between a physical node and a logical node and it i

addressed

usi

6.4

6.4.

g tite NAD:
Signal-based diagnostics

1 Slave implementation

Signal-based diagnostics are implemented by slave nodes (diagnostic class I and II), which do not
implement a fault memory and the diagnostic protocol to directly access this fault memory from an
external test tool.
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There are two types of failure transmission through signal carrying frames.

a)

b)

Type 1 failure information is periodically transmitted and encoded into an existing signal (e.g. upper
values of signal range used to indicate specific failure conditions) by the slave node. A type 1 failure
use case-specific and defined by vehicle manufacturers and is not part of this International Standard.

Type 2 failure information is not periodically transmitted for components which do not generate a
signal thatis periodically transmitted (e.g. slave node internal failure). Additional signal-based failure
transmission shall be implemented for type 2 failures (i.e. if a slave node is capable of locally detecting

faults which are not transmitted through the associated signal in signal carrying frames already).

Each slave |;iode Shall transmit the failure status information that is monitored hy the slave node Lo

master nodle through signal carrying frames. The status information shall contain the currentfai

status of t}

e slave nodes’ components. The signal shall support the states as defined in Table-2.

Table 2 — Signal-based fault states

the
ure

Description

no testresy

It available, default, initialization value

test result:

failed

test result:

passed

If a slave n

function. In this case, only the failing function could be disabled by.the application.

The fault s

6.4.2 M4

A failure st
node.

This inform
which can
simplify re

6.5 Tool

The implementation of diagnostic services in LIN nodes, using the transport protocol and netw

layer servi
requireme

A standard

pde implements more than one independent function, a status signal can be assigned to ¢

ate signals are set in the status management of the’LIN Description File (LDF).
ster implementation

atus signal shall be assigned for each failure that would result in a separate DTC in the ma

hation is used to indicate a failure of one of the components to the master node’s applicaf

pair and maintenance of the:wvehicle.

suite support

Ces as definedin)[SO 17987-2, may be supported by a tool suite, which is compatible with|
hts stated in ¥SO 17987-2, ISO 17987-3, and I1SO 17987-5.

ized ARLwith support of the ‘C’ programming language is specified in ISO 17987-5.

ach

ster

ion,

then store the associated DTC, There should be one signal per replaceable componenit to

ork
the

7 Unifi

bd-diaonostic services implpmpnfnﬁnn on LIN
(=)

7.1 UDS

onLIN services overview

The purpose of Table 3 is to reference all unified diagnostic services as they are applicable for an
implementation of UDSonLIN. The table contains the sum of all applicable services. Certain applications
using this part of [ISO 14229 to implement UDSonLIN may restrict the number of useable services and may
categorize them in certain application areas/diagnostic sessions (default session, programming session,
etc.). The restriction of data length for all diagnostic services due to the data link layer applies (see 8.1).

NOTE

responsibility to specify which diagnostic services of ISO 14229-1 are implemented in an LIN slave node.

IS0 17987 seriessupportsdifferentdiagnosticclassesfor LINslavenodes.Itisthevehiclemanufacturer’s
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Table 3 — Overview of applicable 1S0°14229-1 Unified diagnostic services and data ranges

Diagnostic service name Comment Reference in this Interna-
(see ISO 14229-1) tional Standard

Diagnostic and communication management functional unit
DiagnosticSessionControl No LIN-specific requirements —
ECUReset No LIN-specific requirements —
SecurityAccess No LIN-specific requirements —
CommunicationControl LIN-specific requirements see 7.2.1
TesgerPresent No LIN-specific requirements —
RegponseOnEvent LIN-specific requirements see 7.2.2
CorltrolDTCSetting No LIN-specific requirements —

Data transmission functional unit
ReddDataByldentifier No LIN-specific requirements —
WriteDataByldentifier No LIN-specific requirements —
Stored data transmission functional unit

ClearDiagnosticInformation No LIN-specific requirements —
ReddDTCInformation No LIN-specific requirements —

Input/Output control functional unit

Inp

ntOutputControlByldentifier

|No LIN-specific requitements

Remote activation of reuitine functional unit

RoytineControl |N0 LIN-specificrrequirements |—
Upload/Download functional unit

RequestDownload No LINsspecific requirements —

ReduestUpload NoLIN-specific requirements —

TrapsferData No LIN-specific requirements —

ReduestTransferExit No LIN-specific requirements —

ReduestFileTransfer No LIN-specific requirements —

NOTE Services which-are not listed in Table 3 are not supported.

7.2 Diagnostic-and communication control functional unit

7.2{1 CommunicationControl (0x28) service

Tabje 4 defines LIN-specific CommunicationControl (0x28) service requirements.

Table 4 — LIN-specific CommunicationControl (0x28) service requirements

CommControl.Requirement

Requirement description

Master_CC.Reql

The LIN master node shall implement the service CommunicationControl
as specified in ISO 14229-1 to allow for LIN cluster specific activation and
de-activation of message type “normal communication” (see Table 5).

NOTE The command to enable and disable the diagnostics-only mode is the
diagnostic service CommunicationControl (see 1ISO 14229-1) with the param-
eter CommunicationType set to “Normal Communication Messages”.

Table 5 defines the CommunicationControl (0x28) service and associated scheduling.

© ISO 2015 - All rights reserved
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Table 5 — CommunicationControl (0x28) service and associated scheduling

Normal communication

Active scheduling

enabled Interleaved diagnostics
Scheduling active for the LIN cluster(s) requested through the parameter
“nodeldentificationNumber” of the diagnostic service CommunicationCon-
trol.

disabled Diagnostics-only
Scheduling active for the LIN cluster(s) requested through the parameter
“rodeldentificationNuwmber—ofthe-diagnostic-service-Communicationtes
trol.

7.2.2 ResponseOnEvent (0x86) service

Table 6 deffines LIN-specific diagnostic service requirements.

Table 6 — LIN-specific ResponseOnEvent (0x86) service requirements
ResponeOpEvent.Requirement Requirement descriptien
Master_ROE.Reql The master node shall provide a ResponseHeader in order to enable the

slave to provide a ServiceToRespondTo in-Case the specified event occurr
(see ISO 14229-1).

This has to be considered for LIN-sechedule definition in case the slave no
diagnostic implementation requires’a ResponseOnEvent service.

bd

le’s

8 Application layer requirements

8.1 App

This part ¢f ISO 14229 uses the applicationlayer services as defined in ISO 14229-1 for client-sel
bms to perform functions such.astest, inspection, monitoring, diagnosis, or programming of

based syst
on-board v

The messa

The messa
startis det

The maste}
on the data

lication layer services

ehicle servers.
be length of an UDSonLIN message is specified in ISO 17987-2.

be buffer is controlled by the session layer and requested by the data link layer when a mess
ected and as soon-as the message length is available.

' node shall synchronize with all its slave nodes the maximum amount of receive buffer b3
length spetified in order to store all data transmitted.

Certain di
(depends

ojnsthenumber of DTCs to be reported). In such case, the negative response handling applig
specified i&%@%ﬁ%ﬁé&eﬂq&—' :

hgnostic services, e.g. ReadDTCInformation, might exceed the message length restric

ver

age

sed

Fion
S as

8.2 Application layer protocol

This part o

fISO 14229 uses the application layer protocol as defined in ISO 14229-1.

8.3 Application layer timing

8.3.1 Ge

neral

The subclauses specify the application and session layer timing parameters and how those apply to the
client and the server.
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8.3.2 Application layer timing parameter values

The LIN master and slave node application timing requirements for diagnostic message exchange shall

bei
P2s

mplemented according to ISO 17987-2.

erver max shall be handled in the session layer according to ISO 14229-2.

Due to timing performance requirements for emissions-related systems, it is not recommended to
connect an emissions-related primary ECU to a LIN cluster, if the LIN slaves have any impact on the
emissions-related communication, i.e. providing emissions relevant data for the emissions-related
communication.

Itis
mes

to process the request message that the client shall insert sufficient time between subséquer

Dep

It ig
req

NOTI

NO1
defi

Figlire 2 shows the timing sequence chart of UDSonLIN through a DoCAN backbone bus.

the vehicle manufacturer’s responsibility to ensure that in case the client does not requife|
sage [suppressPosRspMsglndicationBit = TRUE (‘1’)] and the server might need mére th|

ending on the choice of implementation, there are two possibilities:

request mirrored to LIN can be sent immediately after the FirstFrame's received by
node, and

master node receives the request in total and forwards it to theislave node.

the master node’s responsibility to use appropriate scheduling or schedule tables to J
1ired data to the slave node and to receive the slave noderesponses.

E2  The number of CFs on LIN might differ (+1) to(tliose on client/master-side due to Transp
hitions in [SO 17987-4.

E1 The time the FF is provided on LIN depends on the schedule (use of 0x3C frame identifier).

aresponse
an P2server
t requeStS.

the master

rovide the

brt Protocol
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ISO 15765 ISO 17987
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L CF=LastFrame x&*
—
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At response
ID=0x3C CF=LastFrame
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At Response
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.
FC
Diag. \
Resp.

</CF//
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Figure 2 — Timing sequence chart of UDSonLIN through a DoCAN backbone bus
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9 Presentation layer requirements

The presentation layer requirements are in the responsibility of the vehicle manufacturer.

10 Session layer requirements

The session layer requirements are specified in ISO 14229-2.

11 Transport/network layer interface adaptation

11.1 General information

Thip partofISO 14229 makes use of the networklayer services defined in [SO 14229-2for the transmission
and reception of diagnostic messages. This clause defines the mapping of the @data link irjdependent
trapsport/network layer protocol data units (T_PDU) onto the LIN data link specific network layer
profocol data units (N_PDU).

Ful] transport protocol layer implementation is required to support“multi frame-based message
trapsmissions (see ISO 17987-2).

NOTE The transport/network layer services are used to performthe application layer and diagn¢stic session
marjagement timing.

11.2 LIN transport/network layer interface adaptation

11.2.1 Mapping of data link independent service primitives onto LIN data link dependpnt
seryice primitives

Tabje 7 specifies the mapping interface betiween the ISO 17987-2 and the session layer serviges defined
in [$0 14229-2 for the transmission andteception of diagnostic messages.

Table 7 — Mapping of T_PDU sérvice primitives onto network N_PDU service prinitives

Session to transport/network layer service prim- LIN network layer service primitiyes
itives (data link dependent according to ISO 17987-2)
(dpta link independent@ccording tolSO 14229-2)
T_Data<indication N_USData.indication
T_BataSOM.indication N_USDataFF.indication
T_Data.confirm N_USData.confirm
T_Data.request N_USData.request

Theg N-USData_FF.indication service primitive is mapped to T_DataSOM.indication to generally indicate

stattof reception of a multi-frame message on the LIN data link

11.2.2 Mapping of T_PDU onto N_PDU for message transmission

The parameters of the application layer protocol data unit defined to request the transmission of a
diagnostic service request/response are mapped in accordance with Table 8 onto the parameters of the
network layer protocol data unit for the transmission of a message in the client/server.
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