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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The ISO 14229 series has been established in order to define common requirements for diagnostic
systems, whatever the serial data link is.

To achieve this, the [SO 14229 series is based on the Open Systems Interconnection (OSI) Basic Reference
Model in accordance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication
systems into seven layers. When mapped on this model, the services used by a diagnostic tester (client)
and an Electronic Control Unit (ECU, server) are structured into the following layers:

— appllc uon layer (layer /) speciried 1n 15U 14227-1;

— presentation layer (layer 6) specified in [SO 14229-1;

— sessiom layer services (layer 5) specified in this document (ISO 14229-2).

Figure 1l

[ 1S0/1EC 749
| 150/1EC 107,

strates the ISO 14229 series reference according to OSI model.
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Road vehicles — Unified diagnostic services (UDS) —

Part 2:
Session layer services

1 [Scope

This document specifies common session layer services and requirements to provide independence
between unified diagnostic services (ISO 14229-1) and all transport protocolsrand netpork layer
seryices (e.g. ISO 13400-2 DolP, ISO 15765-2 DoCAN, ISO 10681-2 communication©x FlexRay,[ISO 14230-
2 DpK-Line, and I1SO 20794-3 CXPI).

Thif document specifies a common service primitive interface between QSI layer 5 (session) pnd layer 4
(transport) via so-called service request/indication/confirmation primitives.

2 |Normative references

The following documents are referred to in the text in such a way that some or all of their content
conptitutes requirements of this document. For dated,references, only the edition cited dpplies. For
undated references, the latest edition of the referenced,document (including any amendmengs) applies.
ISOYIEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference|Model: The
Basfc Model

[SO[14229-1, Road vehicles — Unified diagnostic services (UDS) — Part 1: Application layer

3 |Terms and definitions

For|the purposes of this docunient, the terms and definitions given in ISO 14229-1, ISO/IEC }498-1 and
thelfollowing apply.

[SOJand IEC maintain terminology databases for use in standardization at the following addfesses:

— |ISO Online browSsing platform: available at https://www.iso.org/obp

— |IEC Electropedia: available at https://www.electropedia.org/

31

gateway

networking device that transfers the PDU on different OSI layers

EXAMPLE A network device that enables communication between control module networks that uses

different communication protocols, different communication rates, etc. and that includes, but is not limited to,
gateway functionalities like bridge, switch (3.3), router (3.2) or application layer routing.

3.2

router
networking device that transfers the PDU on OSI layers 3 and 4

3.3

switch
networking device that transfers the PDU on OSI layer 2

©IS
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4 Symbols and abbreviated terms

4.1 Symbols
— empty cell/undefined
t time

4.2 Abbreviated terms

Diag diagnostics

ECU electronic control unit

N/A not applicable

0SI open systems interconnection
RDiag remote diagnostics

S_AE session layer address extension
S_Data session layer data transfer service name
S_Length session layer length of data
S_Mtype session layer message type
S_PDU session layer protocol data unit
S_SA session layer source address
S_TA session layer target address
S_TAtype session layer target.address type
SecureDiag secure diagnosties

SecureRDipg secure remote diagnostics

SI service fdentifier

SOM stdrt of message

SPP service primitive parameter

5 Conventions
This document is based on the OSI service conventions as specified in ISO/IEC 107311,

Annex B describes vehicle diagnostic OSI layer architecture examples.

6 Session layer services

6.1 Service interface

The service interface defines a set of services that are needed to access the functions offered by the
session layer, i.e. transmission/reception of data and setting of protocol parameters.

2 © IS0 2021 - All rights reserved
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The service primitives define how a service user (e.g. diagnostic application) cooperates with a service
provider (e.g. session layer). To define the services, three types of service primitives are specified:

— a service request primitive s pata.request, used by the higher application layer to pass control
information or data required to be transmitted to the session layer (i.e. the service provider is being
requested by the service user to process control information or to transmit data);

— a service indication primitive s pata.indication, used by the session layer to pass status
information and received data to the higher application layer (i.e. the service user is being informed
by the service provider about an internal event of the session layer or the service request of a peer
protocol layer entity service user);

— |aservice confirmation primitive s_pata.confirm used by the session layer to pass status ifnformation
to the application layer (i.e. the service user is being informed by service providerabouf the result
of a preceding service request of the service user).

6.2| Service interface parameters

The session layer services have the same general format. Service primitives are written in the form:
serpice name.type (

parameter A,
parameter B,

parameter C,
[parameter X],

)
whére

— |“service_name” is the name of the service (e.g.\S_Data),
— |“type” indicates the type of the service primitive (e.g. request, indication, confirm),

— |“parameter A, ...” is the S_PDU (session layer protocol data unit) as a list of values pagsed by the
service primitive (e.g. addressing'information, data, length, result),

— |“parameter A, parameter B, parameter C” are mandatory parameters that are included i} all service
calls, “[parameter X]” is an optional parameter that is included if specific conditions are(fulfilled.

6.3| Service interfacé primitives

Figlire 2 shows thé-session layer service primitives of a message transmission with a T pata.ind
rec¢ption at the session layer of the receiver side from the lower OSI layer.

sender sender sender receiver receiver receiver
Y| application layer session layer transport layer transport layer sessionlayer  appligation layer
—> S_Data.req —1—> T Data.req ----
z
w
O
%
K— S Data.conf <—4— T_Data.conf &—f---- ----1-- T_Data.ind —> S _Data.ind —)

Figure 2 — Session layer service primitives - T_Data.ind message reception

Figure 3 shows the session layer service primitives of a message transmission with a T patasoM.ind
reception at the beginning of the message and a T _pata.ind reception at the end of the message at the
session layer of the receiver side from the lower OSI layer.

©1S0 2021 - All rights reserved 3
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sender sender sender receiver receiver receiver
application layer  sessionlayer transport layer transportlayer 7] sessionlayer application layer

t

] —> S_Data.req—y—T Data.req—{----——______ -T DataSOM.ind 3
=
(9]
172
S
]
[¢]

K—S_Data.conf<——T Data.conf&o----t—------1 -- T_Data.ind —> S Data.ind—

Key
1  transpdrt layer StartOfMessage data indication, e.g. ISO 15765-2

Figune 3 — Session layer service primitives - T_DataSOM.ind and T_Data.ind reception

The follow|ng communication scenarios are distinguished:
a) physichl communication during

1) default session, and

2) non-default session — session handling required;
b) functignal communication during
1) default session, and

2) non-default session — session handling required.

7 Servire interface (SI) definition frem application layer to session layer

7.1 SI — S_Data.req, S_Data.ind,-and S_Data.conf service interface

The service interface defines thelsérvice and parameter mapping from the application layer to|the
session laygr.

Figure 4 sHows the s patareq, s Data.ind,and s Data.conf service interface.
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7.2

Thip requirement specifies the application servieé.interface and parameter mapping be

sesgion layer and thel

1
time
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provider) I
indication |
| |
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0 I
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8 I
£ |
8 I
~S)) \/

Figure 4 — S_Data.req and S_Data.ind service interface

ower OSI layers.

SI — S_Data.req, S_Data.ind, and S_Data.confsérvice interface parameter mapping

tween the

RE

) |0.1 SI — S_Data.req, S_Data.ind, and S_Data.conf service interface parameter mapping

Thg
specified in Table 1.

S Data.req, S Data.ind,and s Data.jconf service interface parameter mapping shall be implemented as

Table 1 — S_Data.réq and S_Data.ind service interface parameter mapping

Application layer

Session layer

A_Data.req, A_Data.ind and A_Data.conf paramgter valid-

X = supported

— = not supported

ity

(service user) (service provider) .req .ind .conf
A Mtype S_Mtype X X K
A JI[TAtype] S _AI[TAtype] X X K
A AI[TA] S AI[TA] X X K
A AT [SA{ S _AI[SA] X X K
A AIEABR] S _AI[AE] X X X
A Teroti S—Femroth X x =
A Data S Data X X —
A Result S Result — X X
Key

7.3 SI— S_PDU mapping onto T_PDU and vice versa for message transmission

The parameters of the session layer protocol data unit defined to request the transmission of a
diagnostic service request/response are mapped onto the parameters of the transport layer protocol

© IS0 2021 - All rights res
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data unit for the transmission of a message in the client/server. Annex A specifies the T_PDU interface
and shall be followed.

The parameters of the transport layer protocol data unit defined for the reception of a message are
mapped as follows onto the parameters of the session layer protocol data unit for the confirmation/
indication of the reception of a diagnostic response/request.

The transport layer confirmation of the successful transmission of the message (T pata.conf) is
forwarded to the application, because it is needed in the application for starting those actions, which
shall be executed immediately after the transmission of the request/response message (e.g. ECUReset,
bit rate change).

The transport layer indication for the reception of a StartOfMessage T_PDU (T_patasowm.ifd);|e.g.
ISO 1576542 is not forwarded to the application layer, because it is only used within the session lgyer
to perform| the session layer timing (see Clause 9). Therefore, no mapping of the T patasam.ihd T_PDU
onto an S_IPDU is defined.

Table 2 deffines the mapping of session layer S_PDU onto transport layer T_PDU and yicé versa.

Table 2 — Mapping of session layer S_PDU onto transport layer T_ PDWand vice versa

S_PDU pI‘ameter

Description T_PDU parameter Description
(transport layer pro+

tocol data unit)

(session layer pro-

tocol daka unit)

S Mtype

Session layer message type

T Ptype

Transport layer segment typd

S AT [TAtype]

Session layer target address
type

T AT [TAtype}

Transport layer target addres
type

wn

S_AI[SA] Session layer source address |T_AI[SA] Transport layer source addreps

S_AI[TA] Session layer target address |T_AL{TA] Transport layer target addregs

S AI[AE]? Session layer address exten- |7NAI[AE]? Transport layer address extef-
sion sion

;gizt[i][lj -S_ Session layer data gggzt[i][l] -T_ Transport layer data

S_Length Session layer data léngth T_Length Transport layer data length

S_Result Session layer result T Result Transport layer result

TAtype.

SA,

a  IfMtyp¢ = diagnostics/secure diagnostics, then the address information shall consist of the parameters SA,

If Mtype = femote diagnostics/Secure remote diagnostics, then the address information shall consist of the paramefers
TA, TRtype,and AE.

TAland

7.4 SI—

S_Datareq

The service primitive requests transmission of s pata with s Length number of bytes from the serjder

to the recditer peer entities identified by the address information in s AT [TAtype],
AT [TA], and T ATTAET.

s AI[sAl,| s

If the s pata.req service is called, the session layer signals the completion (or failure) of the message
transmission to the service user by means of the issuing of an s_pata.conf service call.

S Data.req (
S Mtype,
S AI[TAtypel,
S AI[sSA],
S AI[TA],
[S_AI[AE]],
S Data[Data#l, Data#2, ..,
S Length
)

Data#n],

6 © IS0 2021 - All rights reserved
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7.5 SI — S_Data.ind

The s pata.indication service is issued by the session layer. The service primitive shall indicate s_
Result events and delivers s pata with s Tength bytes received from a peer protocol entity identified
by the address information in s A1 [TAtype], s AI[SA], S AI[TA],and s AT[AE] to the adjacent upper
layer. The parameters s pata and s_Length shall only be valid if s result equals s_ox.

S D

ata.ind (
S Mtype,
S AI[TAtype],
S _AI[SA],
S ATI[TA]

[S AT[AE]],

S Data[Data#l, Data#2, .., Data#n],
S Length,

S Result
)

7.6 SI — S_Data.conf

The s pata.conf service is issued by the session layer. The service primitive confirms the
of ajn s_Data.req service identified by the address information in s ap{¥atype], s AI[sA],
and/s a1[ar]. The parameter s rResult provides the status of the service request.

S D

8

8.1

bta.conf (
S Mtype,
S AI[TAtypel,
S AI[SA],
S AI[TA],
[S_AT[AE]],
S Result
)

Service primitive parameters (SPP)

SPP - General

Clause 8 specifies the service primitive parameters and data types, which are used by the
laydgr services.

8.2

SPP - Data type definitions

Completion
S AT[TA],

hpplication

RE

0] | 0.2 SPP - Data type definitions

The¢ data types shiall'be in accordance to:

Enum ='8%bit enumeration,

Urfsigned Byte = 8-bit unsigned numeric value,

Unsigned Word = 16-DIT UNSIgNed NUMeTic Valueg,
Unsigned Long = 32-bit unsigned numeric value,
Byte Array =sequence of 8-bit aligned data,

Bit String = 8-bitbinary coded.

8.3

SPP - S_Mtype, session layer message type

The parameter s Mtype is used to identify the type and range of address information parameters

incl

©IS

uded in a service call. This document specifies a range of two values for this parameter.
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REQ |03

SPP - S_Mtype, session layer message type

inform

The s Mtype parameter shall be of data type Enum and shall be used to identify the message type and range of
address information included in a service call.

If s Mtype = diagnostics (Diag)/secure diagnostics (SecureDiag), then the address information shall
consist of the parameters s sa, s Taands TAtype.

If s Mtype = remote diagnostics (RDiag)/secure remote diagnostics (SecureRDiag), then the address

ation shall consist of the parameters S sa, S TA, S TAtypeand S AE.

Range: [Diag, RDiag, SecureDiag, SecureRDiag]

8.4 SPP

The paramn
communic
specified:

functional

- S_TAtype, session layer target address type

eter s Tatype is a configuration attribute to the s Ta parameter. It is used to €ncode
hition model used by the communicating peer entities. Two communication |models

nddressing.

the
are

1 to 1' communication, called physical addressing, and 'l to n' commuhication, called

REQ |04

SPP - S_TAtype, session layer target address type

The s_Tat)
used with

Range: [ph

he request address.

ysical, functional]

'pe parameter shall be of data type Enum and shall be used to identify the target address type to be

8.5 SPP

S_TA parai]
used to eng

- S_TA, session layer target address

heter is used to encode the receiving session laye¥ protocol entity. The parameter s 1
ode client and server identifiers.

A is

REQ [0.5

SPP - S_TA, session layer target address

Thes Tap
Range: [00

prameter shall be of data type Unsigned Word and shall contain the target address of the node.

0,5 to FFFF,¢]

8.6 SPP

S sa pararn
to encode ¢

- S_SA, session layer source address

heter is used to encode the sending session layer protocol entity. The parameter s _sais u
lient and server identifiers.

sed

REQ [0.6

SPP - S_SA, session layer source address

Thes sap

Range: [00

hrameter shall’bé& of data type Unsigned Word and shall contain the source address of the node.

0,6 to EFEF, ]

8.7 SPP

- S"AE, session layer address extension

s_AE parameter is used to encode the sending session layer protocol entity. The parameter s_ar is used
to encode client and server identifiers.

REQ (0.7

SPP - S_AE, session layer address extension

The s_AE parameter shall be of data type Unsigned Word and shall contain the extended address of the node.

Range: [0000,, to FFFF,(]

8.8 SPP

- S_Length, session layer length of S_Data

This parameter includes the length of data to be transmitted/received.

© IS0 2021 - All rights rese
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REQ |0.8 SPP - S_Length, session layer length of S_Data

The s_Length parameter shall be of data type Unsigned Long and shall contain the length of the S Data to be
transmitted/received.

Range: [0000 0000, to FFFF FFFF,]

8.9 SPP - S_Data, session layer data of PDU

This parameter includes data to be exchanged by the higher OSI layer entities.

REQ—|-(-)—9—S-P-P—S—Ba-m—s-eesieﬁ-layef-d-a+a fPBY
O — ) OTT DO
Th¢ s Data parameter shall be of data type Byte Array and shall contain the message data content of the
rec:[Jest or response message to be transmitted/received.

Ra

ge: [00,, to FFy(]

8.10 SPP - S_Result, session layer result

Thip parameter contains the status related to the outcome of a service exécution.

REQ |0.10 SPP - S_Result, session layer result

Th¢ s Result parameter shall be of data type Enum and shall contairithe status relating to the outc¢me of a
serpice execution (request field and response field sequence). If twio.0r more errors are discovered aft the same
timle, then the application layer entity shall set the appropriateerfor bit in the Result parameter.

Range: [0OK, ERR ...]

Th¢ result ox shall be issued to the service user when the’service execution is successfully completed. The ox
shalll be issued to a service user on both, the sender and receiver side.

The¢ ERR ... shall be issued to the service user whe# an error is detected by a lower layer (provider). The
ERH ... shall beissued to the service user on both, the sender and receiver side.

9 [Timing parameter definition
9.1 General application timing considerations

9.1]1 Server

REQ |5.1 Timing-parameter definition - Server - ¢, o ...

A server shall useasingle application timer (¢, 5.,..,) implementation, which is triggered (startedjand
stopped) by the(T-Data service primitive interface (T_Data.req, T Data.conf, T DataSOM.ind,| T Data.
ind).

REQ |5.Z Timing parameter definition - Server - t5, <., cr wax/ toos server Max

The tp; sopve, application timer shall be loaded with a t5, oo ver wax/ trox server max Parameter value. Both
parameters and values are specified in Table 3 and in Table 4. - B

REQ |5.3 Timing parameter definition - Server - ¢, o ...

The parameter t,, g.,,.. 1S a performance requirement and shall be the time between the reception of a re-
quest (T_Data.ind) and the start of transmission of the final response (T Data.req).

The timing parameter ¢, is a performance parameter.

©1S0 2021 - All rights reserved 9
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REQ | 5.4 Timing parameter definition - Server - t,, .. o vax

Server Max’

The parameter t,, g.,yer wmax Shall be the maximum value of ¢, gopyer @ndif tp, gorver wax 1S the same as ¢y,
this shall be interpreted as that a negative response with negative response code 78, “requestCor-
rectlyReceived-ResponsePending” is not allowed for the service in progress.

REQ | 5.5 Timing parameter definition - Server - Final response

A final response shall be a positive response or a negative response with a negative response code other than
781¢ “requestCorrectlyReceived-ResponsePending”.

In case of 4 request to schedule periodic responses, the initial USDT positive or negative response-fhat
indicates the acceptance or non-acceptance of the request to schedule periodic responses is considgred
the final r¢sponse.

REQ | 5.4 Timing parameter definition - Server - Service not supported

Services ndt supported by the server shall utilize a t;, 5o yer uax Value equal to to, oo, vepukis- A negative re-
sponse with a negative response code 78, “requestCorrectlyReceived-ResponsePending” shall not be allowgd.
9.1.2 Client

REQ |5.7 Timing parameter definition - Client- ¢, . ..

A client shall use a single application timer (t; .;;.,.) implementationwhich is triggered (started, reloaded,
and stoppefl) by the T Data service primitive interface (T _Data.reg,)'T Data.conf, T DataSOM.ind, T _
Data.ind)

REQ |5.8 Timing parameter definition - Client - £, 3 it wax/ tpor client Max

The t; .11+ application timer shall be loaded with @ #5, ~1:cnt max/ Eoo+ client max fOT protocols, which sup-
portaT DftaSoM.ind service primitive (e.g. 1SO. 15765 DoCAN). B B

REQ |5.9 Timing parameter definition - Client- ¢, . ;. . start

The t; .,:J.. application timer shall be started, whenever the client application layer receivesa T Data.coriff
service priitive. Depending on‘thie’protocol type (with T DataSOM. ind or without T DataSOM. ind) the ¢
c1ient applifation timer shallbedoaded with a to, «1icnt 1ax O @ tpg c1ient max Parameter value. i
REQ |5.1]0 Timing parameter definition - Client- ¢, .,,_.. stop

Depending|on the(protocol type (with T DataSOM. ind or without T DataSoM.ind) the ¢ty .;;.,. application
timer shall|pb&stopped, either when the T DataSOM.ind or the T Data.ind service primitive is received by fhe
application:

REQ |5.11 Timing parameter definition - Client - £, -1, ¢ max/ Epes cliont max

supporta T

The t; .1;..: application timer shall be loaded with a t.; )it wax/ Eres client max fOT Protocols, which do not

DataSOM. ind service primitive (e.g. ISO 13400 DoIP).

REQ |[5.1

2 Timing parameter definition - Client - Error condition detection

Ifno ".ind" is received while t, .., is smaller or equal to ¢5, ~ ;..t wax @l error condition shall be detected.

10
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REQ

| 5.13 Timing parameter definition - Client - Error indication to application layer

The error condition shall be flagged to the application layer with the parameters included in either T_
DataSOM.ind orthe T Data.ind service primitive.

REQ

5.14 Timing parameter definition - Client - Application layer protocols with support of T_
DataSOM. ind

correct

valfie.

Formappticatiomtayer protocots; whithrsupport T—oatasor1md; the chient applicationrstattverify thy
apglication timing by comparing its actual t; ;... application timer value with the t., 1.+ mx PRrameter

If T[patasoM.ind Or T Data.indisreceived while ¢, .,;.,. is smaller or equal to t.,, ;... v..{the timing

fulffls the requirements established by this document.

RE(Q)

5.15 Timing parameter definition - Client - Application layer protocols with no suppoft of T_
DataSOM. ind

valfie.

For|application layer protocols, which only support T Data.ind, the client'application shall verify the correct
apglication timing by comparing its actual t; ;... application timer vallte with the t.. .1;.nt vax PRFameter

If 1| pata.ind is received while t, .,;... is smaller or equal to t.; ¢ io.: w. the timing|fulfils the

reqfiirements established by this document.

REQ

| 5.16 Timing parameter definition - Client - Exror condition detection and reporting

If np indication (. ind) is received while ¢, ;.. is smaller or equal to t;; ;. wax a0 error conditjon shall be
detpcted and shall be flagged to the application layétwith the parametersincluded in the T Data.ihd service

primitive.

9.2| Application timing parametepdefinitions - defaultSession

RE(Q)

| 5.17 Timing parameter definition - defaultSession start

A s¢rver shall start the defaultSession when powered up.

RE(Q)

| 5.18 Timingparameter definition - Timing parameter definition of defaultSession

Th¢ timing parameter definitions shall be in accordance with Table 3.

Table 3 — Message timing parameter definitions for the defaultSession

Timing pa- Definition Type
rameter

Atp,

The at,, parameter is defined to be the worst-case vehicle network design-de-
pendent message transmission delay such as delays introduced by gateways
and bus-load dependent arbitration. The value of At is divided into the time to

. . Performance
transmit the request to the addressed server/ECU (at,, g ) and in case the .

, . _Reques - requirement
protocol supports T DataSOM. ind till the start of the response transmission
indicated by T DataSOM.indor T Data.ind if the response is a single frame
message (e.g. ISO 15765 DoCAN).

© IS0 2021 - All rights reserved
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Table 3 (continued)

Timing pa- Definition Type
rameter

The at,, parameter is defined to be the worst-case vehicle network design-de-
pendent message transmission delay such as delays introduced by gateways
and bus-load dependent arbitration. The value of At is divided into the time to

Atpg transmit the request to the addressed server/ECU (Atpg zoquese) and the time to f:riﬁigl;:;f
transmit the complete response to the client/tester (Atpg esponse)- The Aty is 4
independent of whether a protocol supportsa T DatasoM.ind (e.g.ISO 15765
DoCAN) or does not supporta T DataSOM.ind (e.g.1SO 13400 DolP).
. Performance requirement for the server to start with the response message Performatce
p2_Server after the reception of a request message (indicated via T Data.ind). requirement

Timeout for the client to wait after the successful transmission of a request
message (indicated via T Data.conf) for the start of incoming response mes-  |‘Timer reldad
sages (indicated via T DataSOM.ind of a multi-frame message or T Data.ind Jjvalue
of a SingleFrame message).

tp2 client

Timeout for the client to wait after the successful transmission of a request
tpe client message (indicated via T Data.conf) for the complete reception of thécorre-
sponding response message (indicated via T Data.ind) e.g. 1SO 13460:

Timer reldad
value

Performance requirement for the server to start with the responSe message
Epox server after the transmission of a negative response message (indicated via T Data.
conf) with negative response code 78, (enhanced respon$ejtiming).

Performance
requiremgnt

Enhanced timeout for the client to wait after the reception of a negative re-
sponse message with negative response code 78, (indicated via T Data.ind) |Timer relqad
for the start of incoming response messages (indicated via T DataSOM.ind ofa |value
multi-frame message or T _Data.ind of a SingleFrame message).

tPZ*_Client

Enhanced timeout for the client to wait after the reception of a negative re-
sponse message with negative response code 78, . (indicated via T Data.ind) |Timer reldad
for the complete reception of the corresponding response messages (indicated |value
viaT Data.ind), e.g.1SO 13400 DolP.

Minimum time for the client to waitafter the successful transmission of a
physically-addressed requestmessage (indicated via T Data.conf) with no Timer relqad
response required before it ecari transmit the next physically-addressed request |value
message (see Figure 20).

Minimum time for the elient to wait after the successful transmission of a func-
tionally-addressed.request message (indicated via T Data.conf) before it can
3 client func |transmitthe next\functionally-addressed request message in case no response
is required or.the’requested data are only supported by a subset of the function-
ally-addresséd’servers (see 10.3).

Cpex Client

tP37Client7Ihys

Timer relgad
value

This is thetime between the reception of a request (T_Data.ind) and the start |Performance

t o . . .
of thefransmission of the final response (T_Data.req) at the server side. requiremgnt

P4_Server

REQ |51l9l|mm.g.pa.nam.etendeﬂ.nmnn;NeuLnequest.message transmission

Each server/ECU shall be able to process a new request message immediately after the successful transmission
of aresponse message (T _Data.conf) from the preceding request message.

An exception to this requirement may be granted by the vehicle manufacturer for some use cases,
where the server/ECU requires additional time after the execution of the previous service request, e.g.
EcuReset service.

REQ |[5.20 Timing parameter definition - Message timing parameter value specification of default-
Session

The timing parameter values for the defaultSession shall be in accordance with Table 4.
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Table 4 — Message timing parameter value specification for the defaultSession

Timing parameter Minimum Maximum
Atp, 0 ms vehicle manufacturer specific value: see Formula (1)
Atpg 0 ms vehicle manufacturer specific value: see Formula (2)
tp2 server 0 ms server specific value: recommended value = 50 ms
tpy Clienta tp2 server Max T Afpo max _
tps client” Cp2 server max ¥ Bpg max —
oo server’ 0 ms server specific value: recommended value = 5 000 ms
teo} crient Cpo+ server Max ¥ Bpo response _
tP6 Cl:'LentC tPZ* Server Max + AtP6 Response —
tesfciient Physd tp2 server Max T Afpo max _
tesfciient Func Cp2 server max t BEpo yax —
tps|client phys® Cp2 server max t Blpg max —
tps|client Func' Cp2 server Max ¥ Blpg max —
As defined by regulatien/for OBD diagnostic use cases.
Epafserver Ep2_server Vehicle manufactirer specific value for enhanced diag-
nostic use cases.
a2 |The maximum time a client waits for a response message is at the diSoretion of the client, provided thatl t,, - ;.,c/
tpel| c1ient 1S greater than the specified minimum value of t;, 1500t/ €t Elionee -
b 1During the enhanced response timing, the minimum time between'the transmission of consecutive negative messages
(ea¢h with negative response code 78,,) shall be 0,3 x ¢ in order to avoid flooding the dgta link with

i P2*_server Max’
ecessary negative response code 78 1¢ Messages.

The maximum value that a client uses for to . c150me¥ tpex c1ient 1S at the discretion of the client, p
hter than the specified minimum value of o, 15 on?Lbss client

The maximum time a client waits until it transmits‘the next request message is at the discretion of the clidg
for non-default sessions the tg; ¢.,,., timingiskeptactive in the server(s).

The maximum time a client waits until it tfahsmits the next request message is at the discretion of the clie
for non-default sessions the t.; ¢, tithing is kept active in the server(s).

rovided it is

nt, provided

nt, provided

RE

D | 5.21 Timing parametér definition - Atp,/Atp, definition

Thg
and

parameters At,,/Agzoshall be any system network design-dependent delays as introduced by g
bus bandwidth plus.a’safety margin (e.g. 50 % of worst-case).

hteways

Thd
bac

worst-casescenario (transmission time necessary for one “round trip” from client to
k from server to client) depends on system design and is impacted by:

the number of gateways involved,

server and

frame transmission time (bit rate),

bus utilization, and

the device driver implementation method (polling vs. interrupt) and processing time of the transport

layer.

The value of at,, is the sum of the time to transmit the request message to the addressed server and the
time to transmit the response message to the client.

REQ | 5.22 Timing parameter definition - Atp, formula

Atp, shall be calculated in accordance with Formula (1).

©IS

Atp, = AtPZ_Request + AtPZ_ Response

02021 - All rights reserved
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where
Ntp,
At

At

is the sum of the time to transmit the request and the response message;

P2 Request is the time to transmit the request message;

p2_response 1S the time to transmit the response message.

The value of Atpg is the sum of the time to transmit the request message to the addressed server and the
time to transmit the response message to the client.

REQ |[5.2

3 Timing parameter definition - Atp, formula

Atpg shall be calculated in accordance with Formula (2).

Atpg =|Atpg_ Request T Atpg_ Response (2)

where

Atpg

Atpg refruest is the time to transmit the request message;

Alps refponse i the time to transmit the response message.

Figure 5 sh

is the sum of the time to transmit the request and the response message;

ows an example of how at_, can be composed.

14
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Key

Client tPZ_Client Server
T Data (with T_Data
SOM'lnd) gateway tPZ_Server
®_.. req --—-—-—-- —_ ) — i — i — e — = |
_ |
o .
2| !
@_ ..... . G -8 = — ... I soM.ind I
P2_Client | a
O [on frmrmim N i g .
At ! 8 P2_Server
P2_Request | -
@_ ..... .. .. Mmoo j—— _ _.._.| ind |
|
@_ ..... - — e — e — = _— .. e — e — |__ _.__l req I
|
Atli'Z_Response | =
. )
@—| SOM.ind | ~~~~~~~~~~~ ——— 4 —w—— [ '§
! 3
AtPG_Respcmse § l ,
B e — e — P g | = — —
2 |- [con ]
@ |
® .
|
®_.. ind o—— . —.. [ S, — . |
t \4 \ 4 \ &Y’

Client T_Data.req: diagnostic application issues a requést message to the transport layer.

Server T DataSOM.ind: transport layer issues to the diagnostic application the StartOfMessage o
message.

Client T Data.conf: transport layer issues tothe diagnostic application the confirmation of the ¢
the request message. Client starts its t, .4y timer using the default reload value ¢, ;00 = ¢
The value of the t; ;... timer shall consider any latency that is involved based on the vehicle net
(communication over gateways, bus.bandwidth, etc.).

Server T Data.ind:transportlayerissues to the diagnostic application the completion of the requ
Server starts the ¢ timer.using the default value of t

P2_Server P2_Server =

Server T Data.req: diagnostic application has prepared the response message and issuesa T Dat
transport layer within t, "/ .., Server stops the t,, ..., timer.

P2_Server_ Max®

the request

mpletion of

2_Client Max®
work design

bst message.

b . req to the

Client T_DataSOM. igd~transport layer issues to the diagnostic application the StartOfMessage of the response

message. Client stops-its ¢t «;;.,. timer.

Server T DataScbnf: transport layer issues to the diagnostic application the completion of t
message.

Client T . Dar'a. ind:transportlayerissuesaT Data.indtothe diagnosticapplication to confirm the
of the fesponse message.

e response

completion

Ficure 5 — Example for At.. and At... — Response message with SOM. ind
O L3 r4 ro r O

Figure 6 shows an example of how at,, can be composed.
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Key

Client L, Client Server
T_Data (without T_Data
SOM-ind) AtPZ_Server
gateway server

1senbaua

A

o
-

i

i

i

i

i

i

i

i

i
1senbaux

P2_Response

AtP6_Respo nse

asuodsax

N
‘Uq’
=
=
[="
i
i
I
o
i
i
i
I
L
I

o\
=
|
i
i
i
i
i
i
|
i
i
i
|
T
i
asuodsaa
|
i
____I______
i
|

(.------_-_--_
i

«

~

Client 1 Data.req: diagnostic application issues a request message to the transport layer.

Server T DataSOM.ind: transport layer issues to the diagnostic application the StartOfMessage of the req

messagge.

Client ] Data.conf: transport layer issues to the diagnestic application the confirmation of the completig
the reqpiest message. Client starts its ¢, ;... timerusing the default reload value t5; <1500 = pe criont
The valpe of the ¢, ;... timer shall consider any latency that is involved based on the vehicle network de
(commpinication over gateways, bus bandwidth; etc.).

Server T Data.ind:transportlayer issues to the diagnostic application the completion of the request mesg

Server $tarts the t

22 server timer usingthe.default value of ., o ver = tos server axe

Server |T Data.reg: diagnostic application has prepared the response message and issues a T Data.rd
the trarjsport layer within ¢, 5., ( s Server stopsthe t;, s.,., timer.

Server [T Data.conf: transpdrt)layer issues to the diagnostic application the completion of the resp

message.

ClientT| Data.ind:trapspefrtlayerissuesaT Data.indto the diagnosticapplication to confirm the comple

of the
NOTE

rgsponse messdgerClient stops its t, 5., timer.
The client-and the server are located on the same network. All descriptions and figures are prese

in a timle-related\sequential order.

est

n of

| Max*
sign

age.
qto
nse
tion

hted

Figure 6 — Example for At,, and Aty - Response message without SOM.ind

9.3 Example for tp, gover Without enhanced response timing

Figure 7 shows an example where t;, o.,vor max - oz server maxe 1N this scenario the server response

performance timing parameter indicates that no negative responses including NRC 78, are allowed.

16
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Key

9.4

Client tP Client Server
T_Data P T_Data
(WIth t tP4-_Server
SOM.ind) P2 server performance
@-[req J—— == A
3
2
=
g t
P2 _Client - P2 _Server tp4._server
@_ _COEI ...................................... .. V.. _| ind I
@_ e — -_ .............. — e e e —— e — e —— a ....... T— ..... _’ ....... .req
O[Dma} — — R 14 :
H 2 H
H o H
1 = 1
: 2 :
1 £ 1
| Ls] |
®_ ind || — — — . —-. _E ......................... —.. N. ... con
: i
] ]
t V V v t

Client T Data.req: diagnostic application issues a request mesSage to the transport layer.

Server T Data.ind:transportlayer issues to the diagnostic-application the completion of the requ
Server starts the t,, 4., timer using the default value of'\t}; s.,ver = tpr server mas: I Epa serve
server vax appliesforacertainT Data.ind,the server shall ensure that the final positive or negative
started at the latestafter ¢, .,.., (i.e. n0o negative responses with NRC 78, . are allowed). Client T |
transport layer issues to the diagnostic application:the confirmation of the completion of the requ

Client starts its t, ., timer using the defaultreload value ¢, ;o0 tpo client Max- THE

bst message.
Max tpz__
P response 1s
Data.conf:
PSt message.
value of the

tp c1:en: timer shall consider any latency thatis involved based on the vehicle network design (compmunication

over gateways, bus bandwidth, etc.).
Server T Data.req: diagnostic application has prepared the response message and issues a T 1

ata.reqgto

the transport layer within t;, ... \Server stops the 5, ¢ .., timer. The t;, 5...., performapnce timer is

stopped.

Client T DataSOM.ind: transpert layer issues to the diagnostic application the reception of a Star
Client stops the ¢y, .., tiler.

Server T Data.conf: transport layer issues to the diagnostic application the completion of t
message. Client T_Data+ind: transportlayer issues to the diagnostic application the completion of'
message.

Figure 7 — Example for tp, gopver Without enhanced response timing

Example for tp, e ver With enhanced response timing

tOfMessage.

e response
he response

Figure 8 shows an example where t;; ¢.,yer wax > o2 server max 1D this scenario the server response
performance timing parameter indicates that negative responses including NRC 78, are allowed as
long as t,, s.,.., 1S NOt exceeded.
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Key

18

Client tP Client Server
T_Data (vbi?ﬁ T_Data
. t
SOM.ind) t P4 Server

P2_Server  performance

@_.E,ZI_ ........... e

1sonbaua

tP2_ Client tPZ_Server t

P4_Server

O [oon]-—mm N I 72 o ]
o N E— I - _. Trea |

=N

o~
9T
8L
asuodsa.u -Sau

t

P2*_Server

o)
T
|
!
|
|
|
|
|
|
|
|
|
|
|
|
T
|
.
i
|
2]

3 ! '
f sOMind }  — — — g —— e —— . — .. | '
(F}H{_som.ind . 4 , 5
H B H '
] o : H
E g ! 1
! 2 ' !
: & : 5
@_. ind |l— —  —..—.. _i ................. L I \ o E ...... _E ........ con
¢ 4 4 \ 4 t

Client T Data.req: diagnostic application issues arequest message to the transport layer.

Server|T Data.ind: transport layer issues to‘the diagnostic application the completion of the request
message. Server starts the t;, ..., timer@sing the default value of to, 5., = s server max If tos sefver

wax > o2 server wax appliesforacertainT Data.ind, the server shall ensure that the final positive or neggtive
responge Is started at the latest after ¢y sorvor uax (-6 Negative responses with NRC 78, are allowed as Jong
as tpy kerver 1S NOt exceeded). Clieht)T Data.conf: transport layer issues to the diagnostic applicatior] the
confirrhation of the completion of the request message. Client starts its ¢, .,; .., timer using the default refoad
value 4o, ciient = too clieniihax The value of the t, ;... timer shall consider any latency that is invollved
based ¢n the vehicle netwarkdesign (communication over gateways, bus bandwidth, etc.).

Server|T Data.req: diaghostic application does not have the positive response message ready and isfues
negatiye response message with NRC = 78,, by a T Data.req to the transport layer within ¢, 5., e, Sefver
stops the t,, ... >~timer. Client T DataSoM.ind: transport layer issues to the diagnostic applicatior| the
reception of a StartOfMessage. Client stops the t, .,._ . timer.

Server|T Dataconf: transport layer issues to the diagnostic application the completion of the respgnse
message, Secver starts the t,, o_,,., timer using the value of t,,. «_.,c, = Cpor sorver.uax (default enhamced
timing). T/ case the server can still not provide the requested information within the enhanced ¢,,. < Tver,
then a further negative response message including negative response code 78,, can be sent by the server.
This causes the client to restartits ¢, .,;.,, timer, using the enhanced reload value tpox clients FOI simplicity,
the figure only shows a single negative response message with negative response code 78,,. Client T Data.
ind: transport layer issues to the diagnostic application the reception of a response message. Client starts the
tp c1ient timer with the value of t5,. c1iane = tpox client wax (default enhanced timing).

ol

Server T Data.req: diagnostic application has prepared the response message and issues a T_Data.req to
the transport layer within ¢ Server stops the ¢ timer. The ¢,, s.,.., performance timer is
stopped. -

P2_Server® P2_Server

Client T _DataSOM. ind: transport layer issues to the diagnostic application the reception of a StartOfMessage.
Client stops the ¢t .., timer.
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g Server T Data.conf: transport layer issues to the diagnostic application the completion of the response
message. Client T Data.ind: transport layer issues to the diagnostic application the completion of the
response message.

Figure 8 — Example for P4_Server with enhanced response timing

9.5 Session timing parameter definitions for the non-default session

When a diagnostic session other than the defaultSession is started, then a session handling is required.

REQ) |5.24 Timing parameter definition - Session timing parameter definitions for the non-gdefault
session

Th¢ session timing parameter definitions for the non-default session values shall be in accordance with Table 5.

Table 5 — Session timing parameter definitions for the non-default session

Jdo. Recommended .
Timing pa- oL Timeout
Description Type reload
rameter (ms) (ms)
Time between functionally-addressed TesterPresent
(3E,¢) request messages transmitted by the client to
keep a diagnostic session other than the defaultSes-
sion active in multiple servers (functional communi- |Timer
ol criont ca.tlon) or maximum time between physically trans- |reload |2 000  tey corver
i mitted request messages to a single server (physical |yalue -
communication).
The tg5 ¢1i0n: timeout value includes-the travel time
of the message on the network (gateway delays, etc.).
Time for the server to keep a diaghostic session other
than the defaultSession activé-while not receiving Timer
tos| server any diagnostic request message from the client which |rejoad  [N/A £ 000
i requested the transition.to a non-default session. value
The tolerance of tgs v o, 151 0 ms to 200 ms.

The timing parameter definitions as specified in Tables 3 and 4 are also valid for the pon-default
sesgion. Furthermore, the sérver can change its application layer timings ¢, ..,,., and t.,. }.,,., when

trapsitioning into a_nob*default session in order to achieve a certain performance or to compensate
resfrictions which-€an apply during a non-default diagnostic session. The applicable timing ;Elrameters

for a non-default.diagnostic session are reported in the DiagnosticSessionControl positive response
megsage in the~case where a response is required to be transmitted or known in advaphce by the
cliept in case.no response is required to be transmitted. When the client starts a non-defqult session
fungtionally, then it adapts to the timing parameters of the responding servers.

Tabje-5defines the conditions for the client and the server to start/restartits t.; ;... /tes doryo, tiMer.
For the client a periodically-transmitted functionally-addressed TesterPresent (3E,,) request message
shall be distinguished from a sequentially-transmitted physically-addressed TesterPresent (3E,)
request message, which is only transmitted in case of absence of any other diagnostic request message.
For the server there is no need to distinguish between that kind of TesterPresent (3&,.) handling.
Furthermore, Table 6 shows that the ¢, ..., timer handling is based on the transport layer service
primitives from the client which requested the transition to a non-default session, which means that
the t4; 5.0y, timer is also restarted upon the reception of a diagnostic request message that is not
supported by the server. This functionality ensures that only the client that requested the non-default

session controls it and no other client can affect the t; .., ., timer and take over the session.
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REQ | 5.25 Timing parameter definition - Session layer timing in non-default session
During a non-default session, the additional timer resource requirements for the client and the server shall be
in accordance with Table 6.
Table 6 — Session layer timing start/stop conditions for the client and the server
- Physical and functional communica- Physical communication only,
Timing . . . . . .
. tion, using functionally addressed, using a physically addressed, sequential-
para Action g . .
meter periodically-transmitted TesterPre- | ly-transmitted TesterPresent request mes-
sent request message sage
L T Data.conf thatindicates the completion.o
T_Data.conf thatindicates the com- (e DiagnosticSessionControl (10, ) requést
Initial pletion of the D1agnost1cSe§s1_0nC0ntrol message in case no response is required.
start (10,,) request message. This is only : — :
true if the session type is a non-default TTData . %nd th.at indicates the reception of the
session. D1agpost1cSe551onContr_ol (@ Olg) feésponse mep-
sage in case a response is required.
T Data.conf thatindicates the completion
of any request messagen,case no response is
€53 client required.
T_Data.conf thatindicates the com- |1 p.to. cont thatindicates an error during the
Sub-se- |pletion of the functionally-addressed |t ansmission of either a single-frame or mul-
quent |TesterPresent (3E, ) request message, |ti-frame request message.
start which is transmitted each time the : —— -
tos c1:ione timer times out. T Data.dind that 1r_1d1cates the reception of any
- response‘message in case a response is required.
T Data.ind thatindicates an error during the
reception of a multi-frame response message.
T Data.conf thatindicates the completion of the transmission of a DiagnosticSession
Control positive response message for@ transition from the default session to a non-de}-
Initial |fault session, in case a response message is required.
start Successful completion of the requested action of the service DiagnosticSessionControl
(10,,) for a transition from:the default session to a non-default session, in case no re-
sponse message is required/allowed.
T DataSOM.ind thatindicates the start of a multi-frame request message or T Data.
Sub-se- | — oo : ; X ; —
ind that indicatesthe reception of any SingleFrame from the client, which requested the
quent o : o .
sto transition to a non=default session request message. If the defaultSession is active, the
p ts3 server timeris disabled.
T Data.cbrif thatindicates the completion of any response message that concludes a Jer-
vice exéeution (final response message) in case a response message is required/allowed
ts3 server . s .. : :
- to betransmitted (this includes positive and negative response messages). A negative
response with negative response code 78, . does not restart the t4; 4.,,., timer.
Completion of the requested action (service conclusion) in case no response message
Sub-ste- (positive and negative) is required/allowed.
uen
gtart T Data.ind thatindicates an error during the reception of a multi-frame request meg-
sage.
For further details regarding the t 5 ..,,., handling in the server when the server is
requested to transmit unsolicited response message such as periodic data or responses
based on an event, see the data link specific implementation documents of the ISO 14229
series.

9.6 Client and server timer resource requirements

The session timer resource requirements are defined for the client and the server to fulfil the timing
requirements during the default session and any non-default session.
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REQ | 5.26 Timing parameter definition - Session timer resource requirements

The session timer resource requirements for the client and the server to fulfil the timing requirements during
the default session and any non-default session shall be in accordance with the specifications in Tables 7 and 8.

Table 7 — Timer resources requirements during defaultSession

Timing pa- .
EP Client Server
rameter
A single timer is required for each logical communication
- channel (physical and functional communication), e.g. each /A
P_frrent point-to-point communication requires a separate communica- |
tion channel.
A single tirheris rgquired
for the enhanced rpsponse
timing’in order to gnsure
that subsequent ng¢gative
tP2 | Server N/A

résponse messagef with

negative responsefcode 78,
are transmitted pifior to the
explred tPZ* Servey"

A single timer is required per logical physical communi€ation

channel. N/A

tP3_Client_Phys

A single timer is required per logical functional €éonmmunication

channel. N/A

tP3 | Client_Func

Table 8 — Additional timer resources requiirements during non-defaultSessiqn

Timing pa-

Client Server
rameter

A single timer is required whenusing a periodically transmitted,
functionally-addressed TestekPresent (3E, ) request message

to keep the servers in a noh*defaultSession. There is no need for
additional timers per activated diagnostic sessions.

s3] ciient A single timer is required for each point-to-point communication |N/A
channel when using'a sequentially transmitted, physically-ad-
dressed TesterPpesent (3E,,) request message to keep a single
server in a hon-defaultSession in case of the absence of another
diagnostiegequest message then.

A single timer is rdquired in
the server, becaus¢ only a
ts3|server N/& single diagnostic spssion can
be active at a timefin a single
server.

9.7 _Error handling

Error handling for the application layer and session management is performed by the client and the
server during physical and functional communication.

REQ | 5.27 Timing parameter definition - Client error handling

The client error handling for the application layer and session management during physical and functional
communication shall be in accordance with Table 9.
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Table 9 — Client error handling

The client shall repeat the
last request.

Restart tg5 0, iD the case
of a physically addressed

and sequentially-transmit-
ted TesterPresent (because
ts3 c1ient has been stopped
based on the request message
transmission).

Communication | Client error Client error handling
phase type Physical communication Functional communication
Request transmis- |T Data.conf The client shall repeat the The client shall repeat the last request,
sion from transport |lastrequest, after the time after the time to5 1500t runc following the
layer with a £p3 client pnys f0llowingthe |errorindication. B
negative result |error indication.
value Restart to5 ;.. in the case
of a physically addressed
ad SEqUEentialy-transmit
ted TesterPresent (because
tss c1ient has been stopped
based on the request message
transmission).
t5 client Timeout Where the client does not kiiow the nutp-
. B ber of servers responding, then this is the
P* Client

indication for the client that no further
response messages)are expected. No refry
of the requestmnéssage is required.

The client shall completely receive all rg-
sponse messages that are in progress ujntil
it can;eontinue with further requests.

Wher'e the client knows the number of

responding servers, then this is the ind
tion for the client that not all expected

servers responded.

ca-

The client shall repeat the request afte]
it has completely received any responsé¢
message that is in progress at the point{in
time the timeout occurs.

Response recep-
tion

T Data.ind
from transport
layer with a
negative result
value

The client'shall repeat the
last request.

Restart to s ;.. in the case
of a)physically addressed

and sequentially-transmit-
ted TesterPresent (because
ts3 c1ient has been stopped
based on the request message

transmission).

The client shall repeat the last request
after it has completely received any re-
sponse message that is in progress at the
point in time the error has been indicated.

case of sery

The client grror handlifig-defined shall be performed for a maximum of two times, which means that the wo
ice requéstitransmissions is three.

st-

REQ | 5.28 Timing parameter definition - Server error handling

The server error handling for the application layer and session management during physical and functional
communication shall be in accordance with Table 10.

Table 10 — Server error handling

Communication
phase

Server error type

Server error handling

Request reception

T Data.ind from transport
layer with a negative result

value

Restart tg; 5., timer (because it has been stopped
based on the previously received StartOfMessage indica-
tion). The server shall ignore the request.

22
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Table 10 (continued)

Communication

phase Server error type Server error handling

T Data.conf from transport

Restart tg5 go,ve, timer (because it has been stopped

Response trans- . . based on the previously received request message). The
S layer with a negative result o
mission value server shall not perform a retransmission of the response
message.
10 Timing handling during communication

10.

10.

Figlire 9 graphically depicts the timing handling in the client and the serverfora physically

req

Key

1 Physical communication

1.1 Physical communication during defaultSession - without SOM.ind

1est message without soM. ind during the default session.
Client Server
T_Data t . T_Data
gdmm
(without
SOM-ind) tPZ_Server
@ ea ]-——- .
3
s 9
i
tP6_Client s\\é tPZ_Server

a8essour asuodsa.r

@_.@_ ......... J. ..................... el L on
¢ v v ¢

Client T Datas veq: diagnostic application issues a request message to the transport layer.

Server T Dare'. ind: transport layer issues to the diagnostic application the completion of the requ
Server starts the ¢, ..., timer using the default value of t,, ¢civer = oo server max Client T |

taddressed

pst message.
Data.conf:

transport layer issues to the diagnostic application the confirmation of the completion of the requ
Cliéntistarts its ¢t .;;.,. timer using the default reload value tp¢ c150n = tpe cliont maxe LheE Val

Cldient

bst message.
e of the ¢,

timer shall consider any latency that is involved based on the vehicle network design (commmunication

©IS

OVer gateways, bus bandwidth, etc.).

Server T Data.req: diagnostic application has prepared the response message and issues a T Data.req to

the transport layer within ¢, 5.,,e,. Server stops the t,, 5., ., timer.

Server T Data.conf: transport layer issues to the diagnostic application the completion of the response
message. Client T Data.ind:transportlayerissues to the diagnostic application the completion of the response

message. The client stops its t; «;;.,. timer.

Figure 9 — Physical communication during default session - without SOM.ind
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10.1.2 Physical communication during defaultSession - with SOM.ind

Figure 10 graphically depicts the timing handling in the client and the server for a physically-addressed
request message with som. ind during the default session.

Key

Client Server
T_Data tP_Client T_Data
(with
SOM.ind) ¢
P2_Server
@ [Fea ]-——— e
@_ ..... . ————— . g [T 2 ["soMind I
=
2
P2_Client - P2_Server
O [eon J--—— ——— x-.Eng
@— . U o ‘ =
@—@.ind I_ ........ _-._ ................. _§ E
]
; 2 i
: 2 )
! 2 ]
: & |
@_. ind |— —  —..—. i .................. © ) .. J:_ con
)
] ]
t v v t

Client 1 pData.req: diagnostic application issues a request message to the transport layer.

Server [ DataSOM.ind: transport layer issues to the diagnostic application the reception of a StartOfMespage

of a request message.

Server ' Data.ind:transportlayer issues to the diagnastic application the completion of the request mesgage.
Server ptarts the t,, ¢.,,., timer using the default.value of t,, s.,ver = tps server wmax ClieNnt T Data.cpnf:
transpdrt layer issues to the diagnostic applicatidn the confirmation of the completion of the request mesdage.
Client gtarts its t; .;;.,: timer using the default reload value t;, c1:ienr = tpp c1ient maxe D€ value of thg ¢t

c1ient Hmer shall consider any latency that.is involved based on the vehicle network design (communicgtion
over gafeways, bus bandwidth, etc.). Foxsimplicity, the figure assumes that the client and the server are lochted

on the $game network.

Server [r Data.req: diagnostic application has prepared the response message and issues a T Data.rdqq to

the trafsport layer within ¢, G2y, Server stops the t,, 5., timer.

Client 7 DatasoM.ind: trausport layer issues to the diagnostic application the reception of a StartOfMesgage.
Client Stops the t; .1 tilner

Server |T_Data.congtransport layer issues to the diagnostic application the completion of the respnse
message. Client T_Dgta . ind: transportlayer issues to the diagnostic application the completion of the resp¢nse

message.

Figure 10 — Physical communication during default session - with SOM.ind

10.1.3 Physical communication during defaultSession with enhanced response timing

Figure 11 graphically depicts the timing handling in the client and the server for a physically-addressed
request message during the default session and the request of the server for an enhanced response

timing (negative response code 78, handling).
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Client T Data.req: diagnostic application issues a request message to the transport layer.

Server T DataSoOM.ind: transportlayer issues to the diagnostic application the reception of a Start(
arequest message, if the transport layer supports the T DatasSoM. ind interfaces.

Server T Data.ind:transportlayer issues to the diagnostic application the completion of the requ
Server starts the t,, .. s/timer using the default value of t,, «_.,.. = t) sorver wmax Client T |
transport layer issues tothe diagnostic application the confirmation of the completion of the requ

Client starts its t,-5:2,. timer using the default reload value ¢, ¢1;.nc = £ ciient asxe

Server T Data{ »néq: diagnostic application does not have the positive response message ready
negative response message with NRC = 78, by a T_Data.req to the transport layer within ¢, ¢
stops thet3¢". ... timer.

Server-dhData.conf: transport layer issues to the diagnostic application the completion of t
message. Server starts the t,, ..., timer using the value of t,, _,.c, = tpor server uax (defay
timing). In case the server can still not provide the requested information within the enhanced

fMessage of

St message.
Data.conf:
pst message.

r and issues
Server

prver®

he response
It enhanced

tPZ* Server’

theén a further nnaahvn response-message 1nr‘]ndlnn nnrrnhun response code 7Q

7 the server.
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canbe senth

This causes the client to restart its t5 client timer, using “the enhanced reload value Eppx client- FOT simplicity,
the figure only shows a single negative response message with negative response code 78, .. Client T Data.
ind: transport layer issues to the diagnostic application the reception of a response message. Client stops the
tp c1ienc timerandreloadsthe t; (., timer with the value of t;5. c15cne = toov c1iene wax (default enhanced
timing).

Server T Data.req: diagnostic application issues a response message (positive or negative response other
than negative response code 78, ) to the transport layer. Server stops the ¢ timer.

P2 Server
Client T_DataSOM. ind: transport layer issues to the diagnostic application reception of a StartOfMessage of
a response message, if the transport layer supports the T DataSOM. ind interfaces. Client stops the t; ~1:0n:
timer. -
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b Server T Data.conf: transport layer issues to the diagnostic application the completion of the response
message. Client T Data.ind: transport layer issues to the diagnostic application the reception of a response
message. When receiving this indication, the client stops its ¢, .,;.,. timer if the transport protocol does not
supporta T DataSOM.ind interface. B

Figure 11 — Physical communication during default session - Enhanced response timing

10.1.4 Physical communication during a non-default session

10.1.4.1

Figure 12 g
communic

addressed,

response rtessage from the server.

The handli
only excep
send its fir
default ses
(10,4) serv

unctionally-addressed TesterPresent (3E,¢) message

raphically depicts the timing handling in the client and the server when performingphys
htion during a non-default session (e.g. programmingSession) and using acfuriction
periodically-transmitted TesterPresent (3r,.) request message that doesHnot requit

gofthe t, ., and ¢, .., .., timing is identical to the handling as described in 10.1.2.
[ion is that the reload values on the client side and the resulting time where the server s
al response time might differ. This is based on the transition into-a session other than

ce in ISO 14229-1 for details on how the timing parameters are reported to the client).

ical
ally
e a

The
hall
the

sion where different ¢, ;... timing parameters might apply (see DiagnosticSessionConjtrol
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Client T _Data.req: diagnostic application issues the DiagnosticSessionControl (10,.) request message to the
transport layer. The transport layer transmits the request message to the server.

Client T Data.conf: transport layer issues to the diagnostic application the reception of the
DiagnosticSessionControl (10, ) request message. Now the response timing tp c1ient as described in 10.1.2
applies. The generated T_Data.conf in the client causes the start of the tg; ¢,;.,. timer (session timer).
Client starts its t; c;;oqe timer using the default reload value t,, <1 ;. i = tpy o)iont vaw SEIVEr T Data.ind:
transport layer issues to the diagnostic application the completion of the DiagnosticSessionControl (1044)
request message. Now the response timing t as described in 10.1.2 applies.

P2 Server
Server T Data.req: diagnostic application issues the DiagnosticSessionControl (10,.) positive response
message to the transport layer. For the figure given, it is assumed that the client requires a response from the
server.
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Server T Data.conf: the completion of the transmission of the response message is indicated in the server via
T Data.conf. Now the server starts its t4; ..., timer, which keeps the activated non-default session active
as long as it does not time out. It is the client's responsibility to ensure that the t., ..., timer is reset prior
to its timeout to keep the server in the non-default session. Client T Data.ind: transport layer issues to the
diagnostic application the completion of the response message. Client stops the ¢, client timer.

Client T Data.req: diagnostic application issues a new request message to the transport layer.

Server T Data.ind:transportlayer issues to the diagnostic application the completion of the request message.
Any time the server is in the process of handling any diagnostic service, it stops its ts3 server timer. Client starts
its tp ¢1ieqe timer using the default reload value ty; ¢1icn = tpo ciient yax Client T_Data.conf: transport
layer issues to the diagnostic application the completion of the request message.

o A L £l ot Yol |
Server F—Perta—r < unasuuau\. al_lyu\.auuu TSSTCS—Trc yu.‘uuvu TCSpoTStTICSSagc to-te-tf arrSpoTrtTIay T

Client 7 DatasoM.ind: transport layer issues to the diagnostic application the reception of a StartOfMesgage,
if the T] DatasoM. ind interface is supported by the transport layer. Client stops the ¢, ¢, ., timef

Client T Data.req: once the tg; .j;.,. timer is started in the client, this causes the tranSmission pf a
functiopally-addressed TesterPresent (3E,,) request message, which does not require a reSponse mesdage,
each time the tg5 ;... timer times out.

Client T Data.conf: upon the indication of the completed transmission of the TesterPrésent (3E,,) request
message via T Data.conf of its transport layer, the client once again starts its tgs;.,. timer. This means
that th¢ functionally-addressed TesterPresent (3E,,) request message is sent op-a-periodic basis every fime
tss c1ibne times out. Server T Data.ind: any TesterPresent (3E,.) request message that is received during
procesgi 1ng another request message can be ignored by the server, because it ltas already stopped its tg;
timer ahd restarts it once the service that is in progress is processed completely.

rver

Client  Data.ind: transport layer issues to the diagnostic applieatien the completion of the respgnse
message. Server T _Data.conf: when the diagnostic service is completely processed, then the server resfarts
its tgs oy, timer. r. This means that any diagnostic service, includingTesterPresent (3£, ), resets the t.; ol....
timer. 4 diagnostic service is considered to be in progress any ¢time between the start of the reception of the
reques§ message (T_DataSOM.ind or T Data.ind receive) and the completion of the transmission of the
final repponse message, where a response message is required, or the completion of any action that is cafised
by the fequest, where no response message is required (point in time reached that would cause the start of the
responge message).

Client T Data.req: once the tgy .i;.,. timer is\started in the client, this causes the transmission pf a
functiohally-addressed TesterPresent (3E, ,).request message, which does not require a response mesgage,
each tine the t¢; ;.. timer times out.

Client T Data.conf: upon the indication of the completed transmission of the TesterPresent (3&, ;) request
message via T Data.conf of its transport layer, the client once again starts its tg; ;;.,. timer. This means
that the functionally-addressed TesterPresent (3k,.) request message is sent on a periodic basis every fime
tss c1ibne times out. Server T Datea/. ind: any TesterPresent (3E,,) request message that is received durinjg an
activatgd tg; go.e, timer reloads the ¢, Server tIMeT.

Client T Data.req: once-th€ t., .i;... timer is started in the client, this causes the transmission pf a
functiohally-addressed¢TesterPresent (3E,,) request message, which does not require a response mesdage,
each tihe the ¢4, -, {/xtimer times out.

Client T Data.ceonf: upon the indication of the completed transmission of the TesterPresent (3E, ;) request
message via T<Data.conf of its transport layer, the client once again starts its tg; ;;.,. timer. This means
that th¢ functionally-addressed TesterPresent (3E, ) request message is sent on a periodic basis every fime
tss c1ibnetimes out. Server T Data.ind: any TesterPresent (3E,,) request message that is received durinjg an
activated_= — hmpr reloads the S timer

Any TesterPresent that is received during a disabled ¢ 4.,.., timer is ignored by the server.

Figure 12 — Physical communication during non-default session - functionally-addressed
TesterPresent

10.1.4.2 Physically-addressed TesterPresent (3E,,) message

Figure 13 graphically depicts the timing handling in the client and the server when performing physical
communication during a non-default session (e.g. programmingSession) and using a physically-
addressed TesterPresent (3, ,) request message that requires a response message from the server to

keep the diagnostic session active in case of the absence of any other diagnostic service.
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Client T Data.req: diagnostic application issues the DiagnosticSessionControl (10, .) request message to the
transport layer. The transport layer transmits the request message to the server.

Client T Data.conf: transport layer issues to the diagnostic application the reception of the
DiagnosticSessionControl (10,,) request message. Now the response timing ts ciient as described in 10.1.2
applies. The generated T Data.conf in the client causes the start of the tg; ;.. timer (session timer).
Client starts its t; 1, timer using the default reload value t., < ;... = tos c1ient waxe SETVEr T Data.ind:
transport layer issues to the diagnostic application the complefion of the DiagnosticSessionControl (104¢)
request message. Now the response timing ¢, ..., as described in 10.1.2 applies.
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30

Server T Data.req: diagnostic application issues the DiagnosticSessionControl (10,.) positive response
message to the transport layer. For the figure given, it is assumed that the client requires a response from the
server.

Server T Data.conf:the completion of the transmission of the response message is indicated in the server via
T Data.conf.Now the server starts its tg; ..o, timer, which keeps the activated non-default session active
as long as it does not time out. It is the client's responsibility to ensure that the tg; .,.,., timer is reset prior
to its timeout to keep the server in the non-default session. Client T Data.ind: transport layer issues to the
diagnostic application the completion of the response message. Client stops the t; .;;.,. timer.

Client T Data.req: diagnostic application issues a new request message to the transport layer. Whenever
the client transmits a request message to the server (including the physically-addressed TesterPresent (3&; )
message), it stopsits ., ... .. timer

Server I DataSOM. ind: transport layer issues to the diagnostic application the reception of a StartOfMesdage,
if the T| batasoM. ind interface is supported by the transport layer. The reception of a StartOfMessage’of the
request message stops the tg; ..., timer in the server.

Server f Data.ind:transportlayer issues to the diagnostic application the completion of the requést mesgage.
Client 1 Data.conf:transportlayer issues to the diagnostic application the completion of thé request mesgage.
In the ¢ase where the client does not require a response message it shall start its t;4.c{se,. timer when it
receivef confirmation of the completion of the request message, which is indicated via T Data.conf. In|this
case th¢ server starts its t., _,,., timer when it has completed the requested actiofi>Client starts its ¢, c
timer uking the default reload value to; ¢1icne = oo crient yax

ient

Server I Data.req: diagnostic application issues the positive response message to the transport layer.

Client 17 DataSOM. ind: transport layer issues to the diagnostic application‘the reception of a StartOfMessage, if
the T HataSoM.ind interface is supported by the transport layer. Clientstops the ¢, ;... timer.

Client 7 Data.ind:transportlayerissues to the diagnostic application the completion of the response mesdage.
The gerferated T _Data.indin the client causes the start of the t, 4., . timer (session timer). Server T_Ddta.
conf: thansport layer issues to the diagnostic application the ggmpletion of the response message. Now{ the
server $tarts its tg; oy, timer.

Client T Data.req: in case the client would not send any*diagnostic request message prior to the timgout
of tg3 ¢1ienes then the timeout of the tg; ;... timer\causes the client to transmit a physically-addregsed
TesterHresent (3E;,) request message. Client starts, its t, .,;.,. timer using the default reload value |t;,
Client t
Server [ Data.ind: the reception of the TestérPresent (3E,,) request message is indicated in the server via
T Datd.ind. This causes the server to stoplits‘ts; g.,.., timer. Now the response timing as described in 1(.1.2
applies| Client T Data.conf: the completion of the TesterPresent (3E; ) request message is indicated ir] the
clientvjaT Data.conf.

P2_Client_Max"

Server [ Data.req: diagnostic applieation issues the TesterPresent (3E, ) response message to the transport
layer.

Client 1 Data.ind: the completion of the TesterPresent (3E; ) response message is indicated in the clienf via
T Datd.ind, which causés-the client to start its tg; ;.. timer Server T Data.conf: the completion of the
TesterHresent (3, ) résponse message is indicated in the server via T Data.conf, which causes the sefver
to start]its tgq; sepvar 1 the case where the client would not require a response message, then it shall stajt its
tss c1idne timer when it receives confirmation of the completion of the TesterPresent (3E, ) request mesdage,
which is indicated’via T Data.conf. The server would start its tg; ¢.,,., timer when it has completed the
requesfled action. For simplicity, the figure shows that a response is required. Client stops the ¢, .., tinjer.

Client T @agta.req: in case the client would not send any diagnostic request message prior to the timgout
Of tS3 Client’ LllCIl l.llC LllllBUuL Ul LllC Lg3 Client Lllllel CdAUsSTS LllU LllUlll. LO U dllbllllL d [Jllybll.dlly duul Uosed
TesterPresent (3E, ;) request message.

Server T Data.ind: the reception of the TesterPresent (3E,.) request message is indicated in the server via
T Data.ind. This causes the server to stop its t4; o_,.., timer. Now the response timing as described in 10.1.2
applies. Client T Data.conf: the completion of the TesterPresent (3E,,) request message is indicated in the
client via T Data.conft. Client starts its ¢, .,;.,, timer using the default reload value t,, ¢ ;ont = oo client

Max*

Server T Data.req: diagnostic application issues the TesterPresent (3E, ) response message to the transport
layer.
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I Client T Data.ind: the completion of the TesterPresent (3E,.) response message is indicated in the client via
T Data.ind, which causes the client to start its tg; ;... timer. Server T Data.conf: the completion of the
TesterPresent (3E,,) response message is indicated in the server via T Data.conf, which causes the server
to start its tg; s.pve, 1N the case where the client would not require a response message, then it shall start its
ts3 c1ient timer when it receives confirmation of the completion of the TesterPresent (3E, ) request message,
which is indicated via T Data.conf. The server would start its t5; ¢.,,., timer when it has completed the
requested action. For simplicity, the figure shows that a response is required.

Figure 13 — Physical communication during non-default session - Physically-addressed
TesterPresent

10.2 Functional communication

10.2.1 Functional communication during defaultSession - without SOM.ind

Figlire 14 graphically depicts the timing handling in the client and two $ervers for a functionally-
adﬁtessed request message during the default session. From a server point ofview, there is nq difference
in the timing handling compared to a physically-addressed request message, but the client shall handle
theltiming different compared to physical communication.
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a  (Client T Data.req: diagnostic application issues a functionally-addressed request message to the transport
layer.
b All serfer T Data.ind: transport layer issues to the diagnostic application the completion of a reqguest
messagde. All servers start the t,, 5.,,., timer using the value of t,, c..ver = tps server Max ClieNt T Ddta.
conf: transport layer issues to the diagnostic application the confirmation of the completion of the request

messag
of the

communication over gateways, bus bandwidth, etc.). For simplicity, the figure assumes that the client and

server
¢ Server

the trafsport layer within ¢, 5. e  SErVer stops the tp, g.,e, timer.

d  Server
the tra

e Server
messa
messa

f Server
messa
messa

8  Client: thisis the indication for the client that no further response messages are expected and can continue
further|{régquests.

e. Client starts its ¢, .;;.,. timer using the default reload value t;¢ ¢1icne = tpe cliont Maxe THE V]
Eo 1100 timer shall consider any latencysthat is involved based on the vehicle network design

ire located on the same network.
1T Data.req:diagnostic applicatien has prepared the response message and issuesa T Data. rs

2 T Data.req: diagnosticdpplication has prepared the response message and issuesa T Data. rs
sport layer within tp, . %! vax Server stops the t,, go,ye, timer

1 T Data.conf: transport layer issues to the diagnostic application the completion of the resp
e.Client T Data.ind:transportlayer issues to the diagnostic application the completion of the resp
e. This causes theclient to restart its t, ;... timer, using the default reload value t.; -15onte pan

2 T Data.cefif: transport layer issues to the diagnostic application the completion of the resp
e.Client T-Dgta. ind: transportlayer issues to the diagnostic application the completion of the resp
e. This causes the client to restart its t, .,;.,. timer, using the default reload value t.; 1 5one pase

hlue

(e.g.
the

qto
gqto

nse
nse

nse
nse

vith

Figure 14 — Functional communication during default session - without SOM.ind

10.2.2 Functional communication during defaultSession - with SOM.ind

Figure 15 graphically depicts the timing handling in the client and two servers for a functionally-
addressed request message during the default session. From a server point of view, there is no difference
in the timing handling compared to a physically-addressed request message, but the client shall handle

the timing
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different compared to physical communication.
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layer.
All server T Data.ind: transport layer issues to the-diagnostic application the completion
message. All servers start the t;, 5.,.., timer using*the value of t;, corver = oo server maxe Cli€

conf: transport layer issues to the diagnostic.application the confirmation of the completion of]
message. Client starts its ¢, .;;.,. timer using‘the default reload value t,, 1iont = tps client u
of the t, ., timer shall consider any latency that is involved based on the vehicle network

server are located on the same netwaork.

Server #1 T Data.req: diagnostic application has prepared the response message and issuesa T
the transport layer within 5, &..¢.. Server#1 stopsthe t,, g o, timer

Client T DataSOM.ind: trasport layer issues to the diagnostic application the reception of a Star
This causes the client to restart its ¢, .;;.,. timer, using the default reload value t5, < ;cnte paxe

Server #2 T Data.rgd: diagnostic application has prepared the response message and issuesa T
the transport layer within t,, ¢o i e; vax S€rver#2 stopsthe t,, o .., timer.

Client T _DataSOM:=ind: transport layer issues to the diagnostic application the reception of a Star
This causes the-client to restartits t, .;;.,. timer, using the default reload value t;, 10t yasx:

Server #1 T(Data.conf: transport layer issues to the diagnostic application the completion of t
message:

SepgeY #2 T Data.conf: transport layer issues to the diagnostic application the completion of ¢
message. Client T Data.ind:transportlayerissues to the diagnostic application the completion of't

Client T Data.req: diagnostic application issues a functiohally-addressed request message to the transport

f a request
nt T Data.
the request
.. The value
design (e.g.

communication over gateways, bus bandwidth, etc.). For simplicity, the figure assumes that the client and the

ata.reqgto
tOfMessage.
ata.regto
tOfMessage.
he response

he response
he response

TITESSAgE-

Client: this is the indication for the client that no further response messages are expected and can continue with

further requests.

Figure 15 — Functional communication during default session - with SOM.in

d

10.2.3 Functional communication during defaultSession with enhanced response timing - with
SOM.ind

Figure 16 graphically depicts the timing handling in the client and two servers for a functionally-
addressed request message during the default session, where one server requests the enhanced
response timing via a negative response message including negative response code 78,.
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From a server point of view there is no difference in the timing handling compared to a physically-
addressed request message that requires enhanced response timing, but the client shall handle the
timing differently compared to physical communication.
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Client T_Data.req: diagnostic applicationissues a functionally-addressed request message to the transport
layer.

Allserver T Data.ind:transportldyerissues to the diagnostic application the completion of arequpst message.
All servers start the t,, .., ., timer using the value of = t,, o_,.., y.. Client T Data.conf: trahsport layer
issues to the diagnostic application the confirmation of the completion of the request message. Clipnt starts its
t5 c1ient timer using the defaultreload value t,, 1500 = tp c1iont uaxe L€ NRC 78, pending list if empty. The
value of the t; ,;.,.timershall consider any latency that is involved based on the vehicle networlk design (e.g.
communication over gateways, bus bandwidth, etc.). For simplicity, the figure assumes that the client and the
server are located en‘the same network.

Server #1 T Date~req: diagnostic application does not have the positive response message ready and issues
negative response message with NRC= 78, . byaT Data.reqgto the transportlayer within t,, ¢}, Server#1
stops the £37%. ... timer. In case any of the addressed servers cannot provide the requested infor atlon within
the tp \oudve. response timing, it can request an enhanced response timing window by sending a negative
respense message including negative response code 78 .

Server#1 T Data.conf: transport layer issues to the diagnostic application the completion of the response

message. Server#1 starts the - _ timer using the value of #_ =t (default

p ™ Max

enhanced timing). Client T Data.ind: transport layer issues to the dlagnostlc appllcatlon the reception of
a response message. Client reloads the t, ;... timer with the value of t,,. < ot = tpor criont oy (default
enhanced timing). An entry containing the response message address is added to the NRC 78, pending list.

Server#2 T Data.req: diagnostic application has prepared the response message and issuesa T Data.reqto
the transport layer within ¢ Server#2 stops the ¢ timer.

P2_Server® P2_Server
Client T_DataSOM. ind: transport layer issues to the diagnostic application the reception of a StartOfMessage.
This causes the client to restartits ¢ .,;.,. timer, using the default reload value t;,. ., ;.. (default enhanced

timing).

Server #2 T Data.conf: transport layer issues to the diagnostic application the completion of the response
message. Client T Data.ind: transport layer issues to the diagnostic application the completion of the
response message.
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Figure 1p — Functional communication during default session - knhanced response timing -

10.2.4 Fupctional communication during non-default session - with SOM.ind

Server#1 T Data.req: diagnostic application has prepared the response message and issuesa T _Data.reqto
the transport layer within ¢ Server#1 stops the ¢t timer.

P2*_Server" P2_Server

Client T _DataSOM. ind: transport layer issues to the diagnostic application the reception of a StartOfMessage.
The entry matching the response message address is removed from the pending list and the list is now empty.
That means no further response messages are pending. This causes the client to restart its ¢, ;.. timer
using the default reload value t,, <1 B

Server #1 T Data.conf: transport layer issues to the diagnostic application the completion of the response
message. Client T Data.ind: transport layer issues to the diagnostic application the completion of the
response message.

with SOM.ind

Figure 17 jgraphically depicts the timing handling in the client and two servers\fof a functionglly-
addressed [request message during the non-default session (e.g. programmingSession), where [one
server requests an enhanced response timing via a negative response message including negafive

response cpde 78, ..
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request message to the transport layer. The transport layer transmits the request message to the servers.
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Client T Data.conf: transport layer issues to the diagnostic application the reception of the
DiagnosticSessionControl (10,.) request message. Now the response timing ¢, .,;.,. as described in 10.1.2
and 10.1.3 applies. The value of the ¢, .;;.,. timer shall consider any latency that is involved based on the
vehicle network design (e.g. communication over gateways, bus bandwidth, etc.). For simplicity, the figure
assumes that the client and the servers are located on the same network. The generated T Data.conf in the
client causes the start of the t4; ;... timer (session timer). All Server T Data.ind: transport layer issues to
the diagnostic application the completion of the DiagnosticSessionControl (10, ) request message. All servers
start the t;, ..., timer using the value of ¢ =t Now the response timing t as
described in 10.1.2 and 10.1.3 applies.

Server#1 T Data.req: diagnostic application issues the DiagnosticSessionControl (10,,) positive response
message to the transport layer within t,, s.,ver max- S€rVer#l stops the t,, ..., timer. For the figure given, it
is assurfied that the clilent requires a response Irom the server.

P2_Server P2_Server_ Max" P2_Server

Server#1 T Data.conf: the completion of the transmission of the DiagnosticSessionControl (10, ) posjtive
responge message is indicated in the server#1 via T Data.conf. Now the server#1 starts itS)'t; sd,ver
timer, which keeps the activated non-default session active as long as it does not time out. It7is the cli¢nt's
responsibility to ensure that the ¢¢; ..., timer is reset prior to its timeout to keep the server#1 in the pon-
defaultfsession. Client T Data.ind: transport layer issues to the diagnostic application the completion of the
responge message. This causes the client to restartits ¢, ;.. timer, using the default réload value ¢, ,

fient”
Server#2 T Data.req: diagnostic application issues the DiagnosticSessionControl-(10,,.) positive resppnse
messag to the transport layer within ¢, server S€rver#2 stops the t, ... timerFor the figure given/it is
assumgd that the client requires a response from the server.

Server#2 T Data.conf: the completion of the transmission of the Diagnosti¢SessionControl (10,) posjtive
responge message is indicated in the server#2 via T Data.conf. Nowthe server#2 starts its tg; ofyver
timer, which keeps the activated non-default session active as long as)it“does not time out. It is the cli¢nt's
responsibility to ensure that the t5; ..., timer is reset prior to its\timeout to keep the server#2 in the pon-
defaultfsession. Client T Data.ind: transport layer issues to the¢diagnostic application the completion of the
responge message. This causes the client to restartits t; ., timer, using the default reload value ¢, ,

fent®
Client T Data.req: once the tg5 ¢i;.,. timer is started in:the client, this causes the transmission pf a
functiopally-addressed TesterPresent (3E,,) request message, which does not require a response mesdage,
each tithe the t45 ;.. timer times out.

Client 7 Data.conf: upon the indication of the completed transmission of the TesterPresent (3E,.) request
message via T Data.conf of its transport layer; the client once again starts its tg; ., timer. This mg¢ans
that th¢ functionally-addressed TesterPresent((3E; ) request message is sent on a periodic basis every fime
ts3 c1idnt times out. All Server T Data.ind: any TesterPresent (3E, ) request message that is received during
an actijated tg; 5.0, timerreloads the tg; o.,,e, timer.

Client: this is the indication for the client'that no further response messages are expected and can continue with
further|requests.

Client 7 Data.reqg: diagnosti¢ application issues a functionally-addressed request message to the transport
layer.

Allserver T_Data.ind:trabsportlayerissues to the diagnostic application the completion of a request mesgage.
All servlers start the t, “erver timer using the value of £, 5. ver = to; server wax ANy time the server is irf the
procesq of handling-any diagnostic service, it stops its tq; g.,e, timer. Client T Data.conf: transport layer
issues to the diaghostic application the confirmation of the completion of the request message. Client star{s its
to c1io)e timefsusing the default reload value tp, c1ione = Eon cliont wmax- 1D€ Value of the t, ;... timer §hall
considg r any latency that is involved based on the vehicle network design (e.g. communication over gateways,
bus banjdwidth, etc.). For simplicity, the figure assumes that the client and the servers are located on the spme
network:

Server #1 T Data.req: diagnostic application does not have the positive response message ready and issues
negative response message with NRC= 78, ,bya T Data.reqgto the transportlayer within t,, ¢.,e. Server#l
stopsthe t;; s.... timer. In case any of the addressed servers cannot provide the requested information within
the t;, sopver response timing, it can request an enhanced response timing window by sending a negative
response message including NRC 78 .

Server#1 T Data.conf: transport layer issues to the diagnostic application the completion of the response
message. Server#1 starts the t, ..., timer using the value of t;,. g ver = Epos server max (default enhanced
timing). Client T Data.ind: transport layer issues to the diagnostic applicationfthe reception of a response
message. Client reloads the ¢, .;;.,. timer with the value of t.,. c1icne = tpos client wax (default enhanced
timing). An entry containing the response message address is added to the NRC 78, pending list.

Server#2 T Data.req: diagnostic application has prepared the response message and issuesa T Data.reqto
the transport layer within ¢, server- S€rver#2 stopsthe t,, ..., timer.
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Client T_DataSOM. ind: transport layer issues to the diagnostic application the reception of a StartOfMessage.
This causes the client to restartits ¢, ;. timer, using the default reload value t;,. ;.. (default enhanced
timing).

Client T Data.req: once the tg; .15, timer is started in the client, this causes the transmission of a
functionally-addressed TesterPresent (3E,,) request message, which does not require a response message,
each time the t4; ;... timer times out.

Client T Data.conf: upon the indication of the completed transmission of the TesterPresent (3E,.) request
message via T Data.conf of its transport layer, the client once again starts its tg5 ;... timer. This means
that the functionally-addressed TesterPresent (3E, ;) request message is sent on a periodic basis every time
ts3 c1ient timesout. All Server T Data.ind: any TesterPresent (3E,,) request message that is received during

an activated t timer reloads the t.. timer. Any TesterPresent that is received duri

g a disabled

ts3 server timerisignored by the server(s).

ClientT Data.ind:transportlayerissues to the diagnosticapplication the completion of the respo
Server#2 T Data.conf: when the diagnostic service is completely processed, then the sepver#

tos sepee, timer This means that any diagnostic service, including TesterPresent (3&, )} resets ti

timer. A diagnostic service is considered to be in progress any time between the start)of the rece
request message (T_DataSOM.ind or T Data.ind receive) and the completiof of the transm
final response message, where a response message is required, or the completion: of any action th
by the request, where no response message is required (point in time reached that would cause th
response message).

Server#1 T Data.req: diagnostic application has prepared the response message and issuesa T _
the transport layer within ¢ Server#1 stops the ¢t timer.

P2*_Server" P2_Servef

Client T_DatasSOM. ind: transport layer issues to the diagnosticapplication the reception of a Star
The entry matching the response message address is removed.from the pending list and the list is
That means no further response messages are pending. Thiscauses the client to restartits ¢, ;.
the default reload value t;; ;.-

se message.
restarts its
€ tS3 Server
ption of the
ssion of the
at is caused
b start of the

ata.reqgto
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ClientT Data.ind:transportlayerissues to the diagnostic application the completion of the respoinse message.

Server#1 T Data.conf: transport layer issues to_the diagnostic application the completion of t
message. Now the server#1 starts its tg; g.,., Hiller.

ClientT Data.reqg:Eachtimethe tg5 ;. timertimes outcauses the transmission of a functionall
TesterPresent (3E, ;) request message, which’does not require a response message.

Client T Data.conf: upon the indication of the completed transmission of the TesterPresent (3
message via T Data.conf of its tyansport layer, the client once again starts its tg; ;.. timer.

that the functionally-addressed TestérPresent (3E; ) request message is sent on a periodic basi$

ts3 c1ient times out. All Server T\ Data. ind: any TesterPresent (3E, ) request message that is rec
an activated tg; 5o,y timef reloads the ts3 server tiMer

Client T Data.req: once-the tg; ;... timer is started in the client, this causes the transi
functionally-addressed_TesterPresent (3E,,) request message, which does not require a respon
each time the t4, .3 %4. timer times out.

Client T Data «orf: upon the indication of the completed transmission of the TesterPresent (3
message via<¢/-Data.conf of its transport layer, the client once again starts its tg; ;... timer.

that the fungtionally-addressed TesterPresent (3E; ) request message is sent on a periodic basi$

tss c1iepotimes out. All Server T Data.ind: any TesterPresent (3E,,) request message that is rec
an activated tg; o,y timer reloads the tss server tIMeTL

Any TesterPresent that is received during a disabled ¢ ..., timer is ignored by the server.
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Figure 17 — Functional communication during non-default session - with SOM.ind

The handling of the ¢, ;.. and t;, ..., timing is identical to the handling as described in 10.1.2 and
10.1.3, the only exception being that the reload values on the client side and the resulting time the server
shall send its final response time might differ. This is based on the transition into a session other than the
default session where different ¢, ;... timing parameters might apply (see DiagnosticSessionControl
(10,,) service in ISO 14229-1 for details on how the timing parameters are reported to the client).
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10.3 Minimum time between client request messages

The minimum time between request messages transmitted by the client is required in order to allow
for a polling driven service data interpretation in the server. Based on normal functionality, a server
might process diagnostic request messages with a design-specific scheduling rate (e.g. 10 ms). The
time for the diagnostic service data interpretation scheduler shall be smaller than the performance

requirement t

in order to meet the server requirements as specified in 10.1.1, 10.1.2, and 10.

1.3.

P2_Server

The timing parameter for the minimum time between request messages is divided into the following
two-timing parameters.
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of physical communication where a response is required by the server, the client can trang
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Client transmits the next request immediately after .itvhas determined that all expe
ponded to a previous request message.

hrio does not only apply to functionally-addréssed requests but also to physicd
requests where the client does not want to receive any response mesS
osRspMsglndicationBit = TRUE).

b handle the described scenarios, theCminimum times t,; ¢);cnc pnye AN tps or5ene
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fault session) and in cage no response is required by the server.
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p response requiredis successfully transmitted onto the bus, which is indicated via T _p4
| the client. Wheén'the client wants to transmit a new physically-addressed request mesg
ng a previous request that was completely handled, then this is only allowed in case the
Ly timeris'ho longer active at the time the client wants to transmit the physically-addres
t message’ In case t,; 15, pny. Would still be active at the point in time the client would
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The value of ;5 ¢1:cne punc IS the maximum (worst-case) value of all functionally-addressed server's

£y server max fOT any functionally-addressed request message in any diagnostic session (default and
non-default session).

The t.5 ¢yicne rune timer is started in the client each time a functionally-addressed request
message with response required or with no response required is successfully transmitted onto
the bus, which is indicated via T pata.conf in the client. When the client wants to transmit a new
functionally-addressed request message following a previous request that was completely handled,
then this is only allowed in case the t.; ¢;;cnc rune timer is no longer active at the time the client
wants to transmit the functionally-addressed request message. In case t.; «;..c rune Would still be
active at the point in time the client would like to transmit a new functionally-addressed request
message, then the transmission shall be postponed until t,; <;;..c rune 1S timed out.
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NOTE “Completely handled” means that no response is received in case no response is required. Additionally,
it means that all expected responses to a functionally-addressed request are received in case the responding
servers are known and responses are required or that a ¢, .,;.,. timeout occurred in case the responding
servers are not known and responses are required. N

The requirement for the server is that it shall start with its response message within ¢, ¢.,,.,- This
means that the diagnostic data interpretation rate of the server shall be less than t., ¢, e, yax
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Client Server #1 Server #2
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Client T Data.req: diagnostic application issues a request message to the transport layer.

Client T Data.conf: transport layer issues to the diagnosticcapplication the confirmation of the compldtion
of the fequest message. Client starts its t, .., timer using the default reload value t;, ¢1io0r = €55 c1dent

vax- All[Server T Data.ind: transport layer issues to thé-diagnostic application the completion of the request
message. All servers start the t;, 5., timer usingthe default value of t,, 5., ver = tpo server Max:

Server#1 T Data.req: diagnostic application has prepared the response message and issues a T Data {req
to the fransport layer within ¢, 5.,,.,. Sexvér#1 stops the t,, ..,,.. timer. For the request message, [it is
assumgd that only server #1 supports the fequested information, which means that there is no response from
server#2. Server#1 is a fast server and can immediately process the received request message and transmits
its resgonse within t,, s. ver-

ClientT Data.ind:transportlayerissues to the diagnostic application the completion of the response mesgage.
The clipnt only expected a response message from server #1, therefore it stops its timer ¢, ;... Servgr#l
T Datg.conf: transport layerissues to the diagnostic application the completion of the response messagg.

Client T Data.req: diaghestic application issues a request message to the transport layer. The client wpuld
send the next request right after the completion of all expected response messages.

Client T Data.corfitransport layer issues to the diagnostic application the confirmation of the compldtion
of the fequest message. Client starts its t, .., timer using the default reload value t,, ¢1io0r = oo c1dent
vaxe Selfver#1 T Data.ind: transport layer issues to the diagnostic application the completion of the request
message. Sérver#1 starts the ¢, ..., timer using the default value of 5, sorver = too server vax S€IVEr#2
T Datg.Gnd: transport layer issues to the diagnostic application the completion of the request message.|The
requestImnessdage TS Uul_y PT oTessed b_y threfastserver#t;, because server#2 didtot yetr tamdtetire previous
request. Any request message that is received during the diagnostic service data interpretation rate of server#2
is ignored by the server#2.

Server #2 is a slow server and interprets received requests on a periodic basis (diagnostic service data
interpretation rate). In the worst-case, the last check for incoming request a message is prior to the transport
layer reception of the functionally-addressed request message. This would mean that the request would be
stored in a buffer and processed at the earliest the next time the scheduler checks for an incoming request.
When server#2 processes the request, then it determines that it does not need to answer, because it does not
support the requested information (e.g. server sends no response message because the negative response code
requestOutOfRange is suppressed in case of a functionally-addressed request message). As shown in the figure,
this would be after the completion of the response message of server#1, and even after the completion of the
next request message transmitted by the client.
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