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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
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j edition cancels and replaces the first edition (ISO 14229-1:2006), which has been techni
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Unified diagnostic services on.CAN implementation (UDSonCAN)
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Unified diagnostic services on K-Line implementation (UDSonK-Line)
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ISO 14229 has been established in order to define common requirements for diagnostic systems, whatever
the serial data link is.

To achieve this, 1ISO 14229 is based on the Open Systems Interconnection (OSI) Basic Reference Model in
accordance with 1ISO 7498-1 and ISO/IEC 10731, which structures communication systems into seven layers.

Wh
(EC

NOT

Tachograph systems, Road vehicles-="Interchange of digital information on electrical connections betweel

BN mapped on this model, the Services Used Dy a diagnostic ester (client) and an Electronic
U, server) are broken into the following layers in accordance with Table 1:

Application layer (layer 7), unified diagnostic services specified in ISO 142291, |
UDSonCAN, I1SO 14229-4 UDSonFR, I1SO 14229-5 UDSonIP, ISO 14229-6 UDSenK-Line, |
UDSonLIN, further standards and 1ISO 27145-3 WWH-OBD.

Presentation layer (layer 6), vehicle manufacturer specific, ISO°27145-2 WWH-OBD.

Session layer services (layer 5) specified in ISO 14229-2.

FlexRay, ISO 13400-2 DolP, ISO 17987-2 LIN, ISO 27145-4\WWH-OBD.

Network layer services (layer 3), specified in ISO 15765-2 DoCAN, ISO 10681-2 Commy
FlexRay, ISO 13400-2 DolP, ISO 17987-2 LIN, ISO 27145-4 WWH-OBD.

Data link layer (layer 2), specified in ISO 1189858 ISO 11898-2, 1ISO 17458-2, ISO 13400-3,
ISO 14230-2, ISO 17987-3 LIN and further standards, 1ISO 27145-4 WWH-OBD.

Physical layer (layer 1), specified in ISO $1898-1, ISO 11898-2, ISO 17458-4, ISO 13400-3,
ISO 14230-1, 1ISO 17987-4 LIN and further standards, ISO 27145-4 WWH-OBD.

E The diagnostic services in‘this standard are implemented in various applications e.g. Roa

Transport layer services (layer 4), specified in ISO 15765-2.D0oCAN, ISO 10681-2 Commu

Control Unit

14229-3
14229-7

U UJ

O
O

nication on
nication on
EEE 802.3,

EEE 802.3,

H vehicles —
h towing and

towgd vehicles, Road vehicles — Diagnostic systems, etc. It is required that future modifications to this starjdard provide
longtterm backward compatibility with the implementation standards as described above.
Table 1 — Example of diagnostic/programming specifications applicable to the OSI Iayers
T 0OSl seven . . . WWH-
Applicability layer Enhanced diagnostics services OBD
Application ISO 14229-1, ISO 14229-3 UDSonCAN, I1SO 14229-4 UDSonFR, I1ISO 14229-5 ISO
(layer 7) UDSonlP, ISO 14229-6 UDSonK-Line, ISO 14229-7 UDSonLIN, further standards 27145-3
Presentation . e 1ISO
(layer 6) vehicle manufacturer specific 27145-2
Session SO 14220-2
Seven layer (layer 5)
according to
SOl 7ass1 | (ranseer
and Y ISO ISO ISO Not ISO
ISO/IEC 10731 Network 15765-2 10681-2 13400-2 applicable 17987-2 further
(layer 3) standards ISO
Data link SO IS0 SO IS0 IS0 further 27145-4
(Iayer 2) 11898-1, 17458-2 13400-3, 14230-2 17987-3 standards
Physical ooas ISO b ISO IS0 further
(layer 1) 17458-4 ’ 14230-1 17987-4 standards
© ISO 2013 — All rights reserved vii
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Road vehicles — Unified diagnostic services (UDS) —

Part 1:
Specifications and requirements

1

This
diagd
suc
datdg

It specifies generic services, which allow the diagnostic tester (client) toZstop or to resume no

meq
This
con
rest
ser

Thig
2

The)
refe]
doc

ISO
3
3.1

For

3.1.
bog

Scope

part of ISO 14229 specifies data link independent requirements of diagnostic services, which allow a
nostic tester (client) to control diagnostic functions in an on-vehicle Electronic Control Unit (EICU, server)

n as an electronic fuel injection, automatic gear box, anti-lock braking system;)et¢. connected
link embedded in a road vehicle.

sage transmission on the data link.

to a serial

h-diagnostic

part of I1SO 14229 does not apply to non-diagnostic ,message transmission on the vehicle's
munication data link between two Electronic Control Units)) However, this part of 1ISO 14229 does not

Fict an in-vehicle on-board tester (client) implementationxin' an ECU in order to utilize the

ices on the vehicle's communication data link to perform bidirectional diagnostic data exchangg.

part of ISO 14229 does not specify any implementation requirements.

Normative references
following referenced documents are.lindispensable for the application of this document,
rences, only the edition cited applies. For undated references, the latest edition of the
ment (including any amendments).dpplies.

14229-2, Road vehicles —Unified diagnostic services (UDS) — Part 2: Session layer services
Terms, definitions, symbols and abbreviated terms
Terms and.definitions

the purposés-of this document, the following terms and definitions apply.

(
t manager

parf

of_the boot software that executes immediately after an ECU power on or reset whose primar

diagnostic

For dated

referenced

purpose is

to check whether a valid application is available to execute as compared to transferring control to the
reprogramming software

NOTE

software.

3.1.2
boot memory partition
area of the server memory in which the boot software is located

© 1SO 2013 — All rights reserved
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3.1.3

boot software
software which is executed in a special part of server memory which is used primarily to boot the ECU and
perform server programming

NOTE 1

application is missing or otherwise deemed invalid to always ensure the capability to reprogram the server.

See also 3.1.1 and 3.1.17.

This area of memory is not erased during a normal programming sequence and must execute when the server

NOTE 2
3.14
client
function th
NOTE A
human-mact
3.1.5
diagnostic
data that ig
modified by
NOTE 1 I

various statu
NOTE 2 B
of values arg
the curr

a storeq
periodid

a static

The server i
request the @

NOTE3 [
memory loca

3.1.6
diagnostic
routine that
the client

NOTE I
the normal q
multiple diag
normally.

is part of the tester and that makes use of the diagnostic services

tester normally makes use of other functions such as data base management, specific, int€rpretd
ine interface.

data
located in the memory of an electronic control unit which may be_ifispected and/or pos
the tester

iagnostic data includes analogue inputs and outputs, digital inputs and“outputs, intermediate values
5 information.

Fxamples of diagnostic data are vehicle speed, throttle angle, mirror position, system status, etc. Three t
defined for diagnostic data:

value: an internal copy of the current value made atispecific moments (e.g. when a malfunction occu
ally); this copy is made under the control of the electronic control unit;

value: e.g. VIN.
5 not obliged to keep internal copies of-it§ data for diagnostic purposes, in which case the tester may
urrent value.

efining a repair shop or development testing session selects different server functionality (e.g. access
tions may only be allowed in the development testing session).

routine

could either run instead of a normal operating program, or could be enabled in this mode and executed
perating. program. In the first case, normal operation for the server is not possible. In the second d
nostic \foutines may be enabled that run while all other parts of the electronic control unit are functig

bent value: the value currently used by (or resulting from) thesnormal operation of the electronic control unif;

tion,

Libly

and

ypes

[S or

only

o all

is embedded in-arielectronic control unit and that may be started by a server upon a request from

with
ase,
ning

3.1.7
diagnostic

service

information exchange initiated by a client in order to require diagnostic information from a server or/and to
modify its behaviour for diagnostic purpose

3.1.8
diagnostic
state within

session
the server in which a specific set of diagnostic services and functionality is enabled

© 1SO 2013 — All rights reserved
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3.1.9

diagnostic trouble code

DTC

numerical common identifier for a fault condition identified by the on-board diagnostic system

3.1.10
ECU
electronic control unit, containing at least one server

NOTE Systems considered as Electronic Control Units include Anti-lock Braking System (ABS) and Engine
Management System.

3.1.111
fung¢tional unit
set pf functionally close or complementary diagnostic services

31112
intgger type
simple type with distinguished values which are the positive and the negative whole numbers, including zero

NOTE The range of type integer is not specified within this part of ISO 14229:

3.1./13

local client
cliemt that is connected to the same local network as the server'and is part of the same address space as the
serjer

31114

local server
seryer that is connected to the same local networkcas the client and is part of the same address space as the
client

3.1./15
oSl
opeh systems interconnection

3.1./16
permanent DTC
diagnostic trouble code (DTE) that remains in non-volatile memory, even after a clear DTC reques}, until other
critgria (typically regulatory) are met (e.g. the appropriate monitors for each DTC have successfully passed)

NOTE Refer to.the/relevant legislation for all necessary requirements.

3407
record
one|or more diagnostic data elements that are referred to together by a single means of identificatipn

NOTE Asmapshotinctuding various mputfoutput dataand-troubte todes s amexampteof a Tecord:

3.1.18
remote server
server that is not directly connected to the main diagnostic network

NOTE 1 A remote server is identified by means of a remote address. Remote addresses represent an own address
space that is independent from the addresses on the main network.

NOTE 2 A remote server is reached via a local server on the main network. Each local server on the main network can
act as a gate to one independent set of remote servers. A pair of addresses must therefore always identify a remote
server: one local address that identifies the gate to the remote network and one remote address identifying the remote
server itself.

© 1SO 2013 — All rights reserved 3
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3.1.19

remote client
client that is not directly connected to the main diagnostic network

NOTE 1

NOTE 2
network.

3.1.20

A remote client is identified by means of a remote address.

reprogramming software

Remote addresses represent an own address space that is independent from the addresses on the main

part of the

3.1.21
security
mechanism

3.1.22
server

oot sortware that allows Tor reprogramming or the electronic control unit

for protecting vehicle modules from "unauthorized" intrusion through a vehicle diagnostic data

function that is part of an electronic control unit and that provides the diagnostic services

nk

unit

ned

bnic
d to

NOTE This international standard differentiates between the server (i.e. the function) and the electronic contro
so that this sfandard remains independent from the implementation.

3.1.23

supported [DTC

diagnostic frouble code which is currently configured/calibrated and enabled to execute under pre-def
vehicle congitions

3.1.24

tester

system that controls functions such as test, inspectién, monitoring, or diagnosis of an on-vehicle electr
control unitfand may be dedicated to a specific ‘type of operator (e.g. an off-board scan tool dedicate
garage meghanics, an off-board test tool dedicated’to assembly plants, or an on-board tester)

NOTE The tester is also referenced as the.client.

3.2  Abpreviated terms

.con service primitive_cenfirmation

.ind service primitive .indication

.req service primitive .request

A_PCI application layer protocol control information

ECU efectronic controt umnit

EDR event data recorder

N/A not applicable

NR_SI negative response service identifier

NRC negative response code

(O8] open systems interconnection

4 © 1SO 2013 — All rights reserved
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RA remote address

SA source address

SI service identifier

TA target address

TA type target address type

4 | Conventions

Thig part of ISO 14229 is based on the conventions discussed in the OSI| Service (
(ISQ/IEC 10731:1994) as they apply for diagnostic services.

These conventions specify the interactions between the service user and the service provider. In

pas

parameters.

The

Conventions

formation is

sed between the service user and the service provider by service primitives, which may convey

distinction between service and protocol is summarised in Figure 1.

Application Layer

Application Layer

Services

Protocol

Application of the Sender

ServiceNameRequest.req

ServiceNameResponse.ind

ServiceNameRequest.con

A_SDU with SA, TA,
TAtype, [parameter#1,
parameter#2, ...]

A_SDU with SA, TA,
TAtype, [parameter#1,
parameter#2, ...]

A

Y

A_PDU with SA, TA,
TAtype, [parameter#1,
parameter#2, ...]

A_PDU with SA, TA,
TAtype, A_PCI
[parameter#1,

parameter#2, ...]

Application layer of the Sender

Transmission
to peer entity

Transmission
to peer entity

Application of the Receiver

ServiceNameRequest.ind

ServiceNameResponse

ServiceNameResponse.req

con

A_SDU with SA, TA,
TAtype, [parameter#1,

A_SDU with SA, TA,
TAtype, [parameter#1,

parameter#2, ...] parameter#2, ...]
A
A_PDU with SA, TA,
TAtype, [parameter#1,
parameter#2, ...]
A
A_PDU with SA, TA,
TAtype, A_PCI
[parameter#1,
parameter#2, ...]

Application layer of the Receiver

Figure 1 — The services and the protocol

This part of ISO 14229 defines both confirmed and unconfirmed services.

The confirmed services use the six service primitives request, req_confirm, indication, response, rsp_confirm

and confirmation.

The unconfirmed services use only the request, req_confirm and indication service primitives.

For all services defined in this part of ISO 14229 the request and indication service primitives always have the
same format and parameters. Consequently for all services the response and confirmation service primitives
(except req_confirm and rsp_confirm) always have the same format and parameters. When the service
primitives are defined in this International Standard, only the request and response service primitives are
listed.
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5

Document overview

Figure 2 depicts the implementation of UDS document reference according to OSI model.

Unified Diagnostic Services (UDS)

| |
| |
| |
e ™\ ISO 14229-1 UDS '
: specification and requirements :
|
I subset :
I l | | | | 1 |
| | OSl Layer 7 v L Z 7 L 7 v v |
| | Applicgtion |
! 150 14229-3 | | 150 14229-4 ISO 14229-5 1S0 142296 | | 150 14220-7 'vaf_lﬂc;‘g;' |
| UDSonCAN UDSonFR UDSonIP UDSonK-Line UDSonLIN CIV-ID :
| |
| \/\ |
| |
| |
| 1SO 27145-2 || |
I | osl Lajer 6 vehicle manufacturer specific WWH-0BD || !
: PresenLtion cbD :
| J — Y|
| |
| I
(it \5 ISO 14229-2 UDS !
I ayer Session layer services |
| Sess|on |
| / I |
-4 m--— o~ | |
| Standardized Service Primitive Interface
r e e K
| 1ISO 14229-3,-4,-5,-6,-7 UDSon... implementation |

|
| 5 7 5 5
| Diagnostic communication over any protocol :
: DoCAN CoFR DolP DoK-Line LIN Do... |

|
|

|
' OTS' Layer4| | 15015765-2 | | 150 10681-2 ISO 13400-2 ISO 17987-2 |
|| Transport DoCAN CoFR DolP LIN |
| transport transport transport Not transport |
| and and and applicable and |
| N\ network network network network |
I [osI Laper 3 layer services |-|\layer services layer services layer services :
: Netwprk |
|

|
|

I
! ) ISO 17458-2 IS0 142302 | | SO 179873 |
| 1ISO 11898-1 . LIN |
| | OSlLayer 2 FlexRay DoK-Line

. CAN . A protocol |
| Data Llink data link layer data link layer I
| ISO 13400-3 specification |
| IEEE 802.3 |
| based |
: 1ISO 11898-2 1ISO 17458-4 wired vehicle ISO 17987-4 l
g interface o -

| osIL 1 CAN FlexRay IS&;‘:’E;‘? LIN :
N el ISO 11898-3 electrical Tt et electrical |
: ysica CAN physical layer phy Y physical layer |
| |
! — Y Y ~— Y

Figure 2 — Implementation of UDS document reference according to OSI model
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6.1

ISO 14229

Application layer services

General

-1:2013(E)

Application layer services are usually referred to as diagnostic services. The application layer services are
used in client-server based systems to perform functions such as test, inspection, monitoring or diagnosis of
on-board vehicle servers. The client, usually referred to as external test equipment, uses the application layer
services to request diagnostic functions to be performed in one or more servers. The server, usually a function
that is part of an ECU, uses the application layer services to send response data, provided by the requested
diagnostic service, back to the client. The client is usually an off-board tester, but can in some systems also

be

n on-board tester. The usage of application layer services is independent from the client b

eing an off-

boa

The)
san
use
ser

rd or on-board tester. It is possible to have more than one client in the same vehicle system.

service access point of the diagnostics application layer provides a number of services that
e general structure. For each service, six service primitives are specified:a service.reques,
H by the client function in the diagnostic tester application, to pass data about‘a) requesteq
ice to the diagnostics application layer;

a service request primitive, used by the client function in the diagnostic\tester application, t
about a requested diagnostic service to the diagnostics application layer;

a service request-confirmation primitive, used by the client function in the diagnostic tester
to indicate that the data passed in the service request primitive is successfully sent on
communication bus the diagnostic tester is connected to

a service indication primitive, used by the diagnostics application layer, to pass data tg
function of the ECU diagnostic application;

a service response primitive, used by the server function in the ECU diagnostic applicat
response data provided by the requested diagnostic service to the diagnostics application laye

a service response-confirmation primitive, used by the server function in the ECU
application, to indicate that the datapassed in the service response primitive is successfully
vehicle communication bus the ECU received the diagnostic request on;

a service confirmation primitive used by the diagnostics application layer to pass data f
function in the diagnostictester application.

all have the
t primitive,
diagnostic

O pass data

application,
the vehicle

the server

on, to pass
-

diagnostic
sent on the

o the client
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Figure 3 depicts the Application layer service primitives - confirmed service.

Client Server
Application Application
Layer Time Time Layer
P2_c|ient P2_server
ServiceName.request |_ U I

request
njessage

Start Start
| \\_L
| SdrviceName.request-confirm |— ceopb— — == = | ServiceName.indication |
------- 1 ServiceName.response |
o : Stop
] :
(7] ]
0 ]
2 :
E :
(] '
(7] .
c :
<) :
o :
8 '
Stop \7 = :
SqrviceName.confirmation |— ¥ — e — = - - —:~—| ServiceName.response-confirm
time l v Y time
Figure 3 — Application layer service primitives - confirmed service
Figure 4 depicts the application layer service primitivess unconfirmed service.
Client Server
Application Application
Layer Tifie Time Layer
P2, client P2_server
| ServiceName.request o= :
: - O :
: g8 :
N s
SeryiceName.request-confirm |— - —§ ~~~~~ — e — = —§ ce—= | ServiceName.indication
time V V l time
Figure 4 — Application layer service primitives - unconfirmed service

For a given service, the request-confirmation primitive and the response-confirmation primitive always have
the same service data unit. The purpose of these service primitives is to indicate the completion of an earlier
request or response service primitive invocation. The service descriptions in this International Standard will
not make use of those service primitives, but the data link specific implementation documents might use those
to define e.g. service execution reference points (e.g. the ECUReset service would invoke the reset when the
response is completely transmitted to the client which is indicated in the server via the service response-
confirm primitive).
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Format description of application layer services

Application layer services can have two different formats depending on how the vehicle diagnostic system is
configured. The format of the application layer service is controlled by parameter A_Mtype.

If the vehicle system is configured so that the client can address all servers by using the A_SA and A_TA
address parameters, the default format of application layer services shall be used. This implies A_Mtype =
diagnostics.

If the vehicle system is configured so that the client needs address information in addition to the A_SA and
A_TA address parameters allowing to address certain_servers, the remote format of application layers

ser
The
6.3
6.3.
All g

ser

Wh

ices shall be used. This implies A_Mtype = remote diagnostics.
different formats for application layer services are specified in 6.3.
Format description of service primitives

( General definition

7ice_name.type (

parameter A, parameter B, parameter ,C
[, parameter 1, ...]

)

Pre:

"service_name" is the name of the diagnostic service (e.g. DiagnosticSessionControl),
"type" indicates the type of the service primitive (e.g. request),

"parameter A, ..." is the A_SDU (Application layer Service Data Unit) as a list of values pa
service primitive (addressing information),

"parameter A, parameter B, parameter C" are mandatory parameters that shall be included i
calls,

"[,parameter 1, ...]" are parameters that depend on the specific service (e.g. parameter 1
diagnosticSession, forythe DiagnosticSessionControl service). The brackets indicate that this
parameter list may\be empty.

pplication layer services have the same general format. Service primitizes-are written in the fofm:

5sed by the

h all service

can be the
part of the
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6.3.2 Service request and service indication primitives

For each application layer service, service request and service indication primitives are specified according to
the following general format:

service_name.request (

A_MType,

A_SA,

A_TA,

A_TA_type,

[A_AE],

A_Length,
A_Datal,parameter 1, ...],
)

The requestt primitive is used by the client function in the diagnostic tester application, to-jnitiate the seryice
and pass data about the requested diagnostic service to the application layer.

service_ngme.indication (

A_MType,

A_SA,

A_TA,

A_TA_type,

[A_AE],

A_Length
A_Datal,parameter 1, ...],
)

The indication primitive is used by the application layer, 16 indicate an internal event which is significant tq the
ECU diagngstic application and pass data about the*tequested diagnostic service to the server function of the
ECU diagngstic application.

The request and indication primitive of a specific application layer service always have the same paramgters
and parameter values. This means that the values of individual parameters shall not be changed by| the
communicating peer protocol entities of the application layer when the data is transmitted from the client td the
server. Thelsame values that are passed by the client function in the client application to the application Ilayer
in the service request call shall (bé ‘received by the server function of the diagnostic application from| the
service indigation of the peer application layer.
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3 Service response and service confirm primitives

-1:2013(E)

For each confirmed application layer service, service response and service confirm primitives are specified
according to the following general format:

service_name.response (

The]
and

ser

The

A_Mtype,
A_SA,
A_TA,
A_TA_type,
[A_AE],

A_Length
A_Data[,parameter 1, ...],
)

pass response data provided by the requested diagnostic service to the application layer.

yice_name.confirm (

A_Mtype,

A_SA,

A_TA,

A_TA_type,

[A_AE],

A_Length
A_Data[,parameter 1, ...],
)

dia
req

The
and
conm
the

app
app

For
spe

ested service is not supported by the server or if the communication is broken.

response and confirm primitive.of a specific application layer service always have the same
parameter values. This means that the values of individual parameters shall not be chan

client. The same values) that are passed by the server function of the ECU diagnostic applig

A positive response and positive confirm primitive shall be used with the first service dat

response primitive is used by the server function in the ECU diagnostic application, to initiate| the service

confirm primitive is used by the application fayer to indicate an internal event which is significant to the
cIie%:t application and pass results of an associated previous service request to the client fun

ction in the

nostic tester application. It does not necessarily indicate any activity at the remote peer interfage, e.g if the

parameters
ged by the

municating peer protocol entities of the application layer when the data is transmitted from the server to

ation to the
ostic tester

ication layer in the.sérvice response call shall be received by the client function in the diagr

ication from the.sefvice confirmation of the peer application layer.

each respanse and confirm primitive two different service data units (two sets of parameters) will be
Cified.

unit if the

requested diagnostic service could be successfully performed by the server function in the EC|J.

A negative response and confirm primitive shall be used with the second service data unit if the requested

diagnostic service failed or could not be completed in time by the server function in the ECU.
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6.3.4 Service request-confirm and service response-confirm primitives

For each application layer service, service request-confirm and service response-confirm primitives are
specified according to the following general format:

service_name.reqg_confirm (

A_Mtype,
A_SA,
A_TA,
A_TA_type,
[A_AE],
A_Result

)

The reques}-confirm primitive is used by the application layer to indicate an internal event, whichis significant
to the client application, and pass communication results of an associated previous service_request to| the
client functipn in the diagnostic tester application.

service_ngme.rsp_confirm (

A_Mtype,
A_SA,
A_TA,
A_TA_type,
[A_AE],
A_Result

)

The response-confirm primitive is used by the application, layer to indicate an internal event, which is
significant o the server application, and pass communication results of an associated previous seryice
response td the server function in the ECU application.

6.4  Seyvice data unit specification
6.4.1 Mandatory parameters

6.4.1.1 Seneral definition

The applicgtion layer services Contain three mandatory parameters. The following parameter definitions|are
?Oprﬂi;:te;.ble o all applicationclayer services specified in this International Standard (standard and remote

6.4.1.2 A_MtypesApplication layer message type

Type: enumeration

Range: diagnostics;remotediagnostics
Description:

The parameter Mtype shall be used to identify the format of the vehicle diagnostic system as specified in 6.2.
This part of ISO 14229 specifies a range of two values for this parameter:

If A_Mtype = diagnostics, then the service_name primitive shall consist of the parameters A_SA, A_TA and
A_TAtype.

If A_Mtype = remote diagnostics, then the service_name primitive shall consist of the parameters A_SA, A_TA,
A_TAtype and A_AE.
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6.4.1.3 A_SA, Application layer source address

Type: 2 byte unsigned integer value

Range: 0x0000 — OxFFFF

Description:

The parameter SA shall be used to encode client and server identifiers.

For service requests (and service indications), A SA represents the address of the client function that has
reqliested the diagnostic service. Each client function that requests diagnostic services shall be_fepresented

withl one A_SA value. If more than one client function is implemented in the same diagnostic testef, then each
cliemt function shall have its own client identifier and corresponding A_SA value.

For|service responses (and service confirmations), A_SA represents the address of(the server flnction that
has|performed the requested diagnostic service. A server function may be implemented in one ECU only or be
distfibuted and implemented in several ECUs. If a server function is implemented’in one ECU o¢nly, then it
sha|l be encoded with one A_SA value only. If a server function is distributed 'and implemented in several
ECUs, then the respective server function addresses shall be encoded.with one A_SA valde for each
individual server function.

If a femote client or server is the original source for a message, then’ A_SA represents the local server that is
the pate from the remote network to the main network.

NOTE The A_SA value in a response message will be the ¢saime as the A_TA value in the corresporjding request
mespage if physical addressing was used for the request message.

6.4./1.4 A_TA, Application layer target address

Type: 2 byte unsigned integer value

Rarlge: 0x0000 — OxFFFF

Description:

The] parameter A_TA shall be used to encode client and server identifiers.
Twaq different addressing.methods, called:

— | physical addressing, and

— |functional.addressing

are ppecified for diagnostics. Therefore, two independent sets of target addresses can be defined for a vehicle
sys1em (one for each addressing method).

Physical addressing shall always be a dedicated message to a server implemented in one ECU. When
physical addressing is used, the communication is a point-to-point communication between the client and the
server.

Functional addressing is used by the client if it does not know the physical address of the server function that
shall respond to a diagnostic service request or if the server function is implemented as a distributed function
in several ECUs. When functional addressing is used, the communication is a broadcast communication from
the client to a server implemented in one or more ECUs.

For service requests (and service indications), A_TA represents the server identifier for the server that shall

perform the requested diagnostic service. If a remote server is being addressed, then A_TA represents the
local server that is the gate from the main network to the remote network.
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For service responses (and service confirmations), A_TA represents the address of the client function that
originally requested the diagnostic service and shall receive the requested data (i.e. A_SA of the request).
Service responses (and service confirmations) shall always use physical addressing. If a remote client is
being addressed, then A_TA represents the local server that is the gate from the main network to the remote
network.

NOTE The A_TA value of a response message will always be the same as the A_SA value of the corresponding
request message.

6.4.1.5 A_TA_Type, Application layer target address type

Type: enfumeration
Range: phlysical, functional
Description

The paramgter A_TA type is an extension to the A_TA parameter. It is used to represent the addresging
method chgsen for a message transmission.

6.4.1.6 A_Result
Type: enumeration
Range: ok} error

Description

The paramgter 'A_Result' is used by the req_confirm and rsp. confirm primitives to indicate if a message|has
been transmitted correctly (ok) or whether the message transmission was not successful (error).

6.41.7 A_Length

Type: 4 byte unsigned integer value
Range: Ogf (2°%-1)q

Description
This paramgter includes the length of data to be transmitted / received.
6.4.1.8 A Data

Type: sting of bytes

Range: not applicable

Description:
This parameter includes all data to be exchanged by the higher layer entities.
6.4.2 Vehicle system requirements

The vehicle manufacturer shall ensure that each server in the system has a unique server identifier. The
vehicle manufacturer shall also ensure that each client in the system has a unique client identifier.

All client and server addresses of the diagnostic network in a vehicle system shall be encoded into the same

range of source addresses. This means that a client and a server shall not be represented by the same A_SA
value in a given vehicle system.
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The physical target address for a server shall always be the same as the source address for the server.

Remote server identifiers can be assigned independently from client and server identifiers on the main
network.

In general only the server(s) addressed shall respond to the client request message.

6.4.3

Type:

Optional parameters - A_AE, Application layer remote address

2 byte unsigned integer value

Ran
Des

A A
use
its d

The)
are
A A

For
rem
ser

A A
sha

NOT
speq
valu

For

ge: 0x0000 — OxFFFF
cription:

E is used to extend the available address range to encode client and server identifiefs. A_AE g
1 in vehicles that implement the concept of local servers and remote servers. Remote addressq
wn address range and are independent from the addresses on the main network.

parameter A_AE shall be used to encode remote client and server identifiers. A_AE can repr
mote target address or a remote source address depending on thediréction of the message
E.

service requests (and service indications) sent by a client’on’ the main network, A_AE rep
ote server identifier (remote target address) for the server that shall perform the requested
ice.

E can be used both as a physical and a functionaladdress. For each value of A_AE, the sys
| specify if that value represents a physical or functional address.

E There is no special parameter that represents physical or functional remote addresses in the wa
ifies the addressing method for A_TA. Physical and functional remote addresses share the same 1 k
es and the meaning of each value shall be defined by the system builder.

service responses (and service. confirmations) sent by a remote server, A_AE represents #

hall only be
S represent

esent either
carrying the

resents the
diagnostic

tem builder

vy A_TA_type
yte range of

he physical

locgtion (remote source address).of\the remote server that has performed the requested diagnostig service.

A rgmote server may be implemented in one ECU only or be distributed and implemented in several ECUs. If
a rgmote server is implemented in one ECU only, then it shall be encoded with one A_AE valye only. If a
remote server is distributed and implemented in several ECUs, then the remote server identifler shall be
encpded with one A_AE value for each physical location of the remote server.

7 Application layer protocol

71 General definition

Thel Qrulr_\lir‘:ui'inn I:uynr Ir\rni‘nr‘nl shall :llwnyc be a confirmed message fransmission, mnaning that for each

service request sent from the client, there shall be one or more corresponding responses sent from the server.

The only exception from this rule shall be a few cases when functional addressing is used or the
request/indication specifies that no response/confirmation shall be generated. In order not to burden the
system with many unnecessary messages, there are a few cases when a negative response messages shall
not be sent even if the server failed to complete the requested diagnostic service. These exception cases are
described at the relevant subclauses within this specification (e.g., see 7.5).

The application layer protocol shall be handled in parallel with the session layer protocol. This mean that even
if the client is waiting for a response to a previous request, it shall maintain proper session layer timing (e.g.
sending a TesterPresent request if that is needed to keep a diagnostic session going in other servers. The
implementation depends on the data link layer used).
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7.2 Protocol data unit specification

The A_PDU (Application layer Protocol Data Unit) is directly constructed from the A_SDU (Application layer
Service Data Unit) and the layer specific control information A_PCI (Application layer Protocol Control
Information). The A_PDU shall have the following general format:

A_PDU (
Mtype,
SA,
TA,
TA_type,
[RA, ]
A|Data = A_PCI + [parameter 1, ...],
Lg¢ngth
)

Where:
"Mtype} SA, TA, TA_type, RA, Length " are the same parameters as used in the(A) SDU;

— "A_Dafg" is a string of byte data defined for each individual application layer service. The A_Data s{ring
shall start with the A_PCI followed by all service specific parameters¢from the A_SDU as specified for
each segrvice. The brackets indicate that this part of the parameter listmay be empty;

— "Length" determines the number of bytes of A_Data;

7.3  Application protocol control information

7.3.1 PCI, Protocol Control Information

The A_PCI consists of two formats. The formats*identified by the value of the first byte of the A_|PCI

parameter. |For all service requests and for service-responses with first byte unequal to 0x7F, the following

definition shall apply:

A_PCI

S]]
)

Where:
— "SI" is {he parameterService identifier;

For service|responses‘with first byte equal to 0x7F, the following definition shall apply:

A_PCT (

e T
K=o

SI
)

Where:
— "NR_SI" is the special parameter identifying negative service responses/confirmations;

"SI" is the parameter Service identifier;

NOTE For the transmission of periodic data response messages as defined in service ReadDataByPeriodicldentifier
(0Ox2A, see 10.5) no A_PCl is present in the application layer protocol data unit (A_PDU).
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7.3.2 S|, Service Identifier
Type: 1 byte unsigned integer value
Range: 0x00 — OxFF according to definitions in Table 2.

Table 2 — Service identifier values

Service identifier (Sl) Service type (bit 6) Where defined
0x10 — Ox3E ISO 14229-1 service requests 1ISO 14229-1
Ox3F Not applicable Reserved by document
0x50 — OX7E ISO 14229-1 positive service responses 1ISO 14229-1
Ox7F Negative response service identifier 1ISO 14229-1
0x80 — 0x82 Not applicable Reserved by ISO #4229-1
0x83 — Ox88 ISO 14229-1 service requests ISO 14229-1
0x89 — 0xB9 Not applicable Reservedby ISO 14229-1
OxBA — OxBE Service requests Defined by system supplier
O0xBF — 0xC2 Not applicable Reserved by ISO 14229-1
0xC3 — 0xC8 ISO 14229-1 positive service responses ISO 14229-1
0xC9 — 0xF9 Not applicable Reserved by ISO 14229-1
OxFA — OxFE Positive service responses Defined by system supplier
OxFF Not applicable Reserved by document
NOTE There is a one-to-one correspondence between service identifiers for request messages|and service

identifiers for positive response messages, with\bit 6 of the SI Byte Value indicating the service type. All requgst messages
havg Sl bit 6 = 0. All positive response messages have Sl bit 6 = 1, except periodic data response mesisages of the
ReaflDataByPeriodicldentifier (0x2A, see 10.5) service.

Degcription:
Thel S| shall be used to encode the specific service that has been called in the service primitive. Epch request
seryice shall be assigned’ a unique Sl value. Each positive response service shall be gssigned a

corresponding unique-Sl value.

The| service identifier is used to represent the service in the A Data data string that is passgd from the
application layerto lower layers (and returned from lower layers).

7.3.B NR_SI, Negative response service identifier

Typ = 1 hyh:x ||neignnd infngnr value

Fixed value: O0x7F
Description:

The parameter NR_Sl is a special parameter identifying negative service responses / confirmations. It shall be
part of the A_PCI for negative response/confirm messages.

NOTE The NR_SI value is co-ordinated with the S| values. The NR_SI value is not used as a Sl value in order to
make A_Data coding and decoding easier.
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7.4 Negative response/confirmation service primitive

Each diagnostic service has a negative response/negative confirmation message specified with message
A_Data bytes according to Table 3. The first A_Data byte (A_PCI.NR_SI) is always the specific negative
response service identifier. The second A_Data byte (A_PCI.SI) shall be a copy of the service identifier value
from the service request/indication message that the negative response message corresponds to.

Table 3 — Negative response A_PDU

A_PDU parameter Parameter Name Cvt |[Byte value |[Mnemonic
Shx SoedreeAddress P B HX—Sfr
TA Target Address M OXXXXX | TA
TAtype Target Address type M OxXX TAT
RA Remote Address (optional) C OXXXXXn{RA
A_Data.A_FPCI.NR_SI | Negative Response SID M 0x7H SIDNR
A_Data.Al PCI. SI |<Service Name> Request SID M OxXX SIDRQ
A_Data.Pdrameter 1 [responseCode M OxXX NRC_
M (Mandataory): In case the negative response A_PDU is issued then those A_PDU parameters shall be present.
C (Conditionpal): The RA (Remote Address) PDU parameter is only present in case of remote addressing.
NOTE A_Data represents the message data bytes of the negative response message.

The paramgter responseCode is used in the negative resporise message to indicate why the diagngstic
service faildd or could not be completed in time. Values aredefined in A.1.

7.5 Segver response implementation rules
7.51 General definitions

The followifg subclauses specify the behaviour of the server when executing a service. The server and| the
client shall follow these implementation-rules.

Legend

Abbreviatipn Description

suppressPgsRspMsglindicationBit TRUE = server shall NOT send a positive response message (exception see
Annex A.1 in definition of NRC 0x78)

FALSE = server shall send a positive or negative response message

PosRsp Abbreviation for positive response message

NegRsp Abbreviation for negative response message

NoRsp Abbreviation for NOT sending a positive or negative response meesage

NRC Abbreviation for negative response code

ALL All of the requested data-parameters of the client request message are supported by
the server

At least 1 At least 1 data-parameter of the client request message must be supported by the
server

None None of the requested data-parameter of the client request message is supported

by the server
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The server shall support its list of diagnostic services regardless of addressing mode (physical, functional
addressing type).

IMPORTANT — As required by the tables in the following subclauses, negative response messages
with negative response codes of SNS (serviceNotSupported), SNSIAS (serviceNotSupportedin-
ActiveSession), SFNS (sub-functionNotSupported), SFNSIAS (sub-functionNotSupportedinActive-
Session), and ROOR (requestOutOfRange) shall not be transmitted when functional addressing was
used for the request message (exception see Annex A.1 in definition of NRC 0x78).

7.5.2 General server response behaviour

The| general server response behaviour specified in this subclause is mandatory for all request| messages.
Thel| validation steps starts with the reception of the request message. The figure is divided into three
subglauses

— | mandatory: to be evaluated by every request message,

— |optional: could be optionally evaluated by every request message,

— | manufacturer/supplier specific: the procedure can be extended by-~additional manufactyrer/supplier
specific checks.

NOTE Depending on the choices implemented in all figures speeifying NRC handling, a specific| NRC is not
guafanteed for all possible test pattern sequences.

Figdre 5 depicts the general server response behaviour.

© 1SO 2013 — All rights reserved 19


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

mandatory : optional : manufacturer/supplier
' 1 ' specific
: Server is :
'®) : busy? :
YES$| NRCOx21 ) |
i NO :
< : | E manufacturer
: : specific failure
: : detected?
—NO : \/—‘{ES—@ >
SID suppofted? éno NRC 0x11 ' ;
YES : :
SID suppofted in NOop NRCOX7F ) i :
active sesgion? i SID security :
YES v check o.k.? H
: ><>—N o»{ NRCOx33 )i
! YES ]
< : ! :
E E supplier specific
: : failure detected?
= —NO : YES—)I NRC 0xXX :)
Service with : :
sub-functign, but E E
not SID 0x31? 2 ' '
YES : :
specific SID i i
checks H '
Key
1 Diagnpstic request can not be(accepted because another diagnostic task is already requested and in progress [by a
differgnt client.
2 refer fo the response behaviour (supported negative response codes) of each service
Figure 5 — General server response behaviour
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753 Request message with sub-function parameter and server response behaviour

7.5.31 General server response behaviour for request messages with sub-function parameter

The general server response behaviour specified in this subclause is mandatory for all request messages with
sub-function parameter. A request message in the context of this section is defined as a service request

message adhering to the formatting requirements defined in this part of ISO 14229.

Figure 6 depicts the general server response behaviour for request messages with sub-function parameter.

mandatory i optional i manufacturer/suppli¢r
! ! specific
1 : :
inimum E E
::]ng th oheck NO NRC 0x13 E E
YES ' :
sl:b-function E E
spipported ever NO NRC 0x12 : :
fqr the SID? : 1
YES
stb-function E E
spipported in NO—| NRCOX7E ) ! '
agtive session E sub-function E
fqr the SID? 1 sec(rity check H
i ok? :
><>—NO NRC 0x33 ) |
< YES
! request sequence respected :
i for the sub-function? :
E NO NRC 0x24 i manufacturer-/
H ' supplier-specific
< YES. : 2 E check 3
NO-)'E: 0xXX )
< ' YES '
specific SID i i
checks ' H
Key

1 at least 2 (SID+SubFunction Parameter).
2 if sub-function is subject to sequence check, e.g. LinkControl or SecurityAccess.
3 refer to the response behaviour (supported negative response codes) of each service.

Figure 6 — General server response behaviour for request messages with sub-function parameter
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7.5.3.2

Physically addressed client request message

The server response behaviour specified in this subclause is referenced in the service description of each
service, which supports a sub-function parameter in the physically addressed request message received from
the client.

Table 4 shows possible communication schemes with physical addressing.

Table 4 — Physically addressed request message with sub-function parameter and server response

behaviour
Client|request message Server capability Server response
** . e [=
§ Addresgs- (ssuub-fl:r;gtsl_on % -2 - |Data parameter Comments to
© ing PospRF’)spMsg 8_ § % supported Message |NRC serverresponse
- Q- o - -
g schenje Indication-Bit) > i a (only if applicable)
] — 3 35
(] (72} N o
a) At least 1 PosRsp -£- rSesz\)/sr:ss:nds pogftive
b) Server se¢nds
negative  respgnse
NRC= |because error
YES YES Atleast 1 0xXX |occurred reading| the
data-parameters | of
FALSE the request messhge
c) (bit = 0) None NRC= [Negative respgnse
NegRsp | ROOR |with NRC 0x31
d) NRC= [Negative respgnse
NO - - SNS or [with NRC Ox11 or
SNSIAS |NRC 0x7F
e) NRC= [Negative respgnse
| YES NO - SFNS or (with  NRC 0x12 or
physical SFNSIAS |NRC 0x7E
f At least 1 NoRsp -—- S:r?c/jea: regggise NOT
g) Server s¢nds
negative  respgnse
NRC= [because error
YES YES Atleast 1 OxXX |occurred reading| the
data-parameters | of
(IEEJE) the request messpge
h) None NegRsp NRC= [Negative respdnse
ROOR |with NRC 0x31
i) ~ _ _ NRC=_[Negative respgnse
o SNS  |with NRC 0x11
j) _ NRC= [Negative response
YES | NO SFNS |with NRC 0x12

Description of server response cases on physically addressed client request messages with sub-function:

a) Server sends a positive response message because the service identifier and sub-function parameter is
supported of the client's request with indication for a response message.
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b) Server sends a negative response message (e.g., IMLOIF: incorrectMessagelLengthOrlncorrectFormat)
because the service identifier and sub-function parameter is supported of the client's request, but some
other error appeared (e.g. wrong PDU length according to service identifier and sub-function parameter in
the request message) during processing of the sub-function.

c) Server sends a negative response message with the negative response code ROOR
(requestOutOfRange) because the service identifier and sub-function parameter are supported but none
of the requested data-parameters are supported by the client's request message.

d) Server sends a negative response message with the negative response code SNS (serviceNotSupported)
or SNSIAS (serviceNotSupportedinActiveSession) because the service identifier is not supported of the
client's request with indication for a response message.

e) [Server sends a negative response message with the negative response code S[FNS (sub-
functionNotSupported) or SFNSIAS (sub-FunctionNotSupportedinActiveSession) because [the service
identifier is supported and the sub-function parameter is not supported for the data-pajameters (if
applicable) of the client's request with indication for a response message.

f) [Server sends no response message because the service identifier .and sub-function parameter is
supported of the client's request with indication for no response message.

NOTE If a negative response code RCRRP (requestCorrectlyReceivedResponsePending) is Used, a final
response shall be given independent of the suppressPosRspMsglndicationBit value.

g) [Same effect as in b) (i.e., a negative response message is sent) begause the
suppressPosRspMsglndicationBit is ignored for any negative response that needs to be sent upon a
physically addressed request messages.

h) [Same effect as in c) (i.e., the negative response message is sent) befause the
suppressPosRspMsglndicationBit is ignored forany negative response that needs to be sent ypon receipt
of a physically addressed request messages:

i) [Same effect as in d) (i.e., the negative response message is sent) befause the
suppressPosRspMsglndicationBit-iscignored for any negative response that needs to be sent upon a
physically addressed request messages.

j) |Same effect as in €))‘(i.e., the negative response message is sent) befause the
suppressPosRspMsglndicationBit is ignored for any negative response that needs to be sent upon a
physically addressed fequest messages.

7.58.3 Functionally addressed client request message

Thel| server response behaviour specified in this subclause is referenced in the service descripfion of each

seryice, which )supports a sub-function parameter in the functionally addressed request message received

fronp the client.

Table-5)shows possible communication schemes with functional addressing.
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Table 5 — Functionally addressed request message with sub-function parameter and server response

behaviour
Client request message Server capability Server response
ﬁ sub-function b 6 Comments to
@ Address- (suppressPos g s Data parameter server response
H (5]
o |ing RspMsg g S £ supported Message |NRC
1Y = Q_ ° - -
g scheme IndicationBit) 5 L_.I!' g (only if applicable)
[} —_— 3 S
[27] 7] (7
a) At least 1 PosRsp - Server sends positive
response
b) Server s¢nds
negative' | ,fespgnse
YES YES NRC= |because error
Atleast 1 NegRsp 0xXX |occurred reading| the
FALSE data-parameters | of
(bit = 0) thé request messphge
c) N Server does INOT
one b
send a response
d) NO _ _ NoRsp . Server does INOT
send a response
e) YES NO _ Server does INOT
functiopal send a response
f) At least 1 NoRsp . Server does INOT
send a response
g) Server s¢nds
negative  respgnse
NRC= [because error
YES YES itleast 1 NegRsp 0xXX |occurred reading| the
data-parameters | of
(-tl)—iTSE) the request messhge
h) Server does INOT
None -
send a response
i) NG _ _ NoRsp . Server does INOT
send a response
j) VES NO _ Server does INOT
send a response

Description|of servetf\response cases on functionally addressed client request messages with sub-function

a) Server|sends' a positive response message because the service identifier and sub-function parameter is
supported.of the client's request with indication for a response message.

b) Server sends a negative response message (e.g., IMLOIF: incorrectMessagelengthOrincorrectFormat)
because the service identifier and sub-function parameter is supported of the client's request, but some
other error appeared (e.g. wrong PDU length according to service identifier and sub-function parameter in
the request message) during processing of the sub-function.

c) Server sends no response message because the negative response code ROOR (requestOutOfRange,
which is identified by the server because the service identifier and sub-function parameter are supported
but a required data-parameter is not supported of the client's request) is always suppressed in case of a
functionally addressed request message. The suppressPosRspMsgindicationBit does not matter in such
case.
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Server sends no response message because the negative response codes SNS (serviceNotSupported)

and SNSIAS (serviceNotSupportedinActiveSession), which are identified by the server b
service identifier is not supported of the client's request, are always suppressed in case of a
addressed request message. The suppressPosRspMsglindicationBit does not matter in such c

Server sends no response message because the negative
functionNotSupported) and SFNSIAS (sub-functionNotSupportedinActiveSession), which are i

response codes SFNS

ecause the
functionally
ase.

(sub-
dentified by

the server because the service identifier is supported and the sub-function parameter is not supported for

the data-parameters (if applicable) of the client's request, are always suppressed in case of a
addressed request. The suppressPosRspMsglindicationBit does not matter in such case.

functionally

NOT
resy

)

7.5.
7.5.

The]

parameter. ‘A request message in the context of this section is defined as a service request messa

to th

h

#.1

Server sends no response message because the service identifier and sub-functionp
supported of the client's request with indication for no response message.

[E If a negative response code RCRRP (requestCorrectlyReceivedResponsePending) is u
onse shall be given independent of the suppressPosRspMsglndicationBit value.

Same effect as in b) (i.e., a negative response message xS sent) be
suppressPosRspMsglndicationBit is ignored for any negative response. This is also true
request message is functionally addressed.

Same effect as in c) (i.e., no response message is sent) because ‘the negative response d
(requestOutOfRange, which is identified by the server because the service identifier and s
parameter are supported but a required data-parameter is netsupported of the client's reques
suppressed in case of a functionally addressed request message. The suppressPosRspMsgl
does not matter in such case.

Same effect as in d) (i.e., no response messageis' sent) because the negative response
(serviceNotSupported) and SNSIAS (serviceNotSupportedinActiveSession), which are ident
server because the service identifier is not supported of the client's request, are always su
case of a functionally addressed request™message. The suppressPosRspMsglindicationB
matter in such case.

Same effect as in e) (i.e., no response message is sent) because the negative response ¢
(sub-functionNotSupported) and ~SFNSIAS (sub-functionNotSupportedinActiveSession),

identified by the server because the service identifier is supported and the sub-function para
supported of the client's_rfequest, are always suppressed in case of a functionally addres;
message. The suppressPosRspMsglndicationBit does not matter in such case.

Request message without sub-function parameter and server response behaviour

re is no\general server response behaviour available for request messages without s

e formatting requirements defined in this part of ISO 14229.

arameter is

sed, a final

cause the
n case the

ode ROOR
ub-function
t) is always
ndicationBit

codes SNS
ified by the
bpressed in
t does not

bdes SFNS
which are
meter is not
ted request

General'server response behaviour for request messages without sub-function parameter

ub-function
e adhering

7.5.4.2

Physically addressed client request message

The server response behaviour specified in this subclause is referenced in the service description of each
service, which does not support a sub-function parameter but a data-parameter in the physically addressed
request message received from the client.

Tab

le 6 shows possible communication schemes with physical addressing.
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Table

6 — Physically addressed request message without sub-function parameter and server
response behaviour

# |Client request message Server capability | Server response
<]
§ E § E Comments to server
i <]
5 |Addressing o E © |Message NRC response
2 |scheme S g
& G2 | &a
a) ALL - Server sends positive response
b) At least PosRsp Server sends positive response
1
c) S Server sends negative
YE At least NRC=0xX |response becalse error
physical 1 X occured reading data-
parameters of(request messpge
d) NONE NegRsp NRC= |Negativeresponse with NRC
ROOR | 0x31
e) NO . NRC=SNS | Negative response with NRC
or SNSIAS | 0x#1 or NRC Ox7F
Description|of server response cases on physically addressed client request messages without sub-fungtion

(data-parameter follows service identifier):

a) Server
suppor

b) Server

sends a positive response message because the sérvice identifier and all data-parameters
ed of the client's request message.

sends a positive response message because the service identifier and at least one d

parameter is supported of the client's request message.

c) Server
becaus
reques
proces

d) Server
(reques

sends a negative response message (e.g., IMLOIF: incorrectMessagelLengthOrIncorrectFor
e the service identifier is supportéd,and at least one data-parameter is supported of the cli

message, but some other error occurred (e.g. wrong length of the request message) dy
5ing of the service.

sends a negative. ‘response message with the negative response code R(
5tOutOfRange) because’ the service identifier is supported and none of the requested d

paramegters are supported of-the client's request message.

e) Server
or SN§
client's

7543

are

ata-

at)
nt's
ring

OR
ata-

sends a negdtive response message with the negative response code SNS (serviceNotSuppornted)

IAS (serviceNotSupportedinActiveSession) because the service identifier is not supported of
requestmessage.

Functionally addressed client request message

the

The server response behaviour specified in this subclause is referenced in the service description of each
service, which does not support a sub-function parameter but a data-parameter in the functionally addressed
request message received from the client.

Table 7 shows possible communication schemes with functional addressing.
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Table 7 — Functionally addressed request message without sub-function parameter and server

response behaviour

" Client request message Server capability | Server response
[}
4 k> 33 Comments to server
o i -
s Addressing ‘g g ‘g Message NRC response
scheme a a
S o g o
7] @ o a2
a) ALL -—- Server sends positive response
b) Atteast PosRsp . Server-sends puo;t; e response
1
c) YES Server sends negative
At least NeaRs NRC= |response becayse error
functional 1 grsp 0xXX occured reading data-
parameters of requ¢st message
d) NONE . Server does NQT send a
response
NoRsp
e) NO . N\ Server does NQT send a
response

Description of server response cases on functionally addressed¢€lient request messages without sub-function

(data-parameter follows service identifier):

a) |Server sends a positive response message because the service identifier and all data-parameters are
supported of the client's request message.

b) |Server sends a positive response message because the service identifier and at leas one data-
parameter is supported of the client's request message.

c) |Server sends a negative response message (e.g. IMLOIF: incorrectMessagelLengthOrincorrectFormat)
because the service identifier is supported and at least one, more than one, or all data-pargmeters are
supported of the client's request message, but some other error occurred (e.g. wrong length of the
request message) during pfocessing of the service.

d) |Server sends no response message because the negative response code ROOR (requestQutOfRange;
which would occur.because the service identifier is supported, but none of the requested data{parameters
is supported of the)client's request) is always suppressed in case of a functionally addressed request.

e) |Server sends no response message because the negative response codes SNS (serviceNofSupported)
and SNSIAS (serviceNotSupportedinActiveSession), which are identified by the server because the
servicé identifier is not supported of the client's request, are always suppressed in case of a[functionally
addressed request.

7.5. Pseudo code example of server response behaviour

The following is a server pseudo code example to describe the logical steps a server shall perform when
receiving a request from the client.

SWITCH

(A_PDU.A_Data.A_PCI.SI)
{
CASE Service_with_sub-function:
IF (message_length >= 2) THEN
SWITCH (A_PDU.A_Data.A_Data.Parameterl & 0x7F)

test if service with sub-function is sup

get sub-function parameter value without

{

CASE sub-function_00:
IF (message_length

test if sub-function parameter value is
== expected_sub-function_message_length) THEN
/* prepare response message */

© 1SO 2013 — All rights reserved
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responseCode = positiveResponse; /* positive response message; set internal NRC = 0x00
*/
ELSE
responseCode = IMLOIF; /* NRC 0x13: incorrectMessageLengthOrInvalidFormat */
ENDIF
BREAK;
CASE sub-function_01: /* test if sub-function parameter value is supported */
: /* prepare response message */
responseCode = positiveResponse; /* positive response message; set internal NRC = 0x00
*/
CASE sub-function_127: /* test if sub-function parameter value is supported */
/* prepare response message */
responseCode = positiveResponse; /* positive response message; set internal NRC = 0x00
*/
BREAK;
DEFAULT:
responseCode = SFNS; /* NRC 0x12: sub-functionNotSupported */
}
ELSE
repponseCode = IMLOIF; /* NRC 0x13: incorrectMessageLengthOrInvalidFermat [/
ENDIF
suppr¢ssPosRspMsgIndicationBit = (A_PDU.A_Data.Parameterl & 0x80);
/* results in either 0x00 or 0x80 */
IF ( [suppressPosRspMsgIndicationBit) && (responseCode == positiveResponse) &&
(“hot yet a NRC 0x78 response sent”)) THEN /* test 1if ©positive response \\ig/ required and if
responseCode
is positive 0x00 */
suppressResponse = TRUE; /* flag to NOT send a posigive/response message */
ELSE
suppressResponse = FALSE; /* flag to send the response message */
ENDIF
BREAK
CASE Seryice_without_sub-function: /* test if serviceswithout sub-function is supportef */
suppré¢ssResponse = FALSE; /* flag to sendrthe/ response message */
IF (m¢ssage_length == expected_message_length) THEN
IF| (A_PDU.A_Data.Parameterl == supported) THEN
/* test (&f) data-parameter following the SID| 1is
supported*/
: /* readsdata and prepare response message */
responseCode = positiveResponse; /* positive response message; set internal NRC = [0x00
*/
ELE
responseCode = ROOR; Y %/NRC 0x31: requestOutOfRange */
ENPIF
ELSE
repponseCode = IMLOIF; /* NRC 0x13: incorrectMessageLengthOrInvalidFormat [</
ENDIF
BREAK
DEFAULT :
respofseCode = SNS; /* NRC 0x1l: serviceNotSupported */
}
IF (A_PDU.TA| type == functional && ((respongseCode == SNS) || (responseCode == SFNS) || (responseCode == SNSIA{) |
(responseCodp == SFNSIAS) || (responseCode == ROOR)) &&
(“not yet a NRC 0x78 response sent”)) THEN
/* suppress negative response message */
ELSE
IF (suppyessResponse == TRUE), THEN /* suppress positive response message */
ELSE /* send negative or positive response */
ENDIF
ENDIF
When funclional addressing is used for the request message, and the negative response message with
NRC=RCRIRP «requestCorrectlyReceivedResponsePending) needs to be sent, then the final negqtive
response message using NRC=SNS (serviceNotSupported), NRC=SNSIAS (serviceNotSupportedin-
= A Y AN faY el WY L L £ o Dl L0 _a (AN AN OCAILOLAL L L £ e I\l 20 N J
ActiveSessiom;,—NRE=SFNS—(sub=-furctioniNotSupported);,—NRE=SFNStAS—(sub-functioniNotSupportedin-

ActiveSession) or NRC=ROOR (requestOutOfRange) shall also be sent if it is the result of the PDU analysis
of the received request message.
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7.5.6 Multiple concurrent request messages with physical and functional addressing

A common server implementation has only one diagnostic protocol instance available in the server. One
diagnostic protocol instance can only handle one request at a time. The rule is that any received message
(regardless of addressing mode physical or functional) occupies this resource until the request message is
processed (with final response sent or application call without response).

There are only two exceptions which have to be treated separately:

— The keep-alive logic is used by a client to keep a previously enabled session active in one or multiple
servers. Keep-Alive-Logic is defined as the functionally addressed valid TesterPresent message with
CSCDRAMID 4 a1 4 I, =l lo | l H | + 4l % L H
I TANIVITODTUUC Aliu Tido (U UT PIUUCOOCU Uy uypaoo IUSIU. nio Up Wi oCTIverl W TTTdN\T Oy re that thIS

specific message cannot "block" the server's application layer and that an immediately following
addressed message can be processed.

— |If a server supports one or more legislated diagnostic requests and one of theselrequests|is received
while a non-legislated service (e.g., enhanced diagnostics) is active, then the(active service shall be
aborted, the default session shall be started and the legislated diagnostic service ishall be progessed. This
requirement does not apply if the programming session is active.

Seg Annex J for further information of how multiple clients can be handled.

8 Service description conventions

8.1 Service description

Thig subclause defines how each diagnostic service is described in this specification. It defines [the general
seryice description format of each diagnostic service.

Thig subclause gives a brief outline of the functionality of the service. Each diagnostic service gpecification
starts with a description of the actions performed by the client and the server(s), which are spegific to each
seryice. The description of each service inCludes a table, which lists the parameters of itd primitives:
requiest/indication, response/confirmation for_positive or negative result. All have the same structurg:

Forla given request/indication and response/confirmation A_PDU definition the presence of each parameter is
desgribed by one of the following convention (Cvt) values:

Tabje 8 defines the A_PDU parameter conventions.

Table 8 — A_PDU parameter conventions

TyRe Name Description
M Mandatery The parameter has to be present in the A_PDU.
C Conditional The parameter can be present in the A_PDU, based on certain criteria| (e.g. sub-

function/parameters within the A_PDU).

Selection Indicates that the parameter is mandatory (unless otherwise specified) and is|a selection
from a parameter 115t

[72)

U User option The parameter may or may not be present, depending on dynamic usage by the user.

NOTE The "<Service Name> Request SID" marked as 'M' (Mandatory), shall not imply that this service has to be
supported by the server. The 'M' only indicates the mandatory presence of this parameter in the request A_PDU in case
the server supports the service.
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8.2 Request message

8.21 Request message definition

This subclause includes one or multiple tables, which define the A_PDU (Application layer protocol data unit,
see 7) parameters for the service request/indication. There might be a separate table for each sub-function
parameter ($Level) in case the request messages of the different sub-function parameters ($SLevel) differ in
the structure of the A_Data parameters and cannot be specified clearly in single table.

Table 9 defines the request A_PDU definition with sub-function

Table 9 — Request A_PDU definition with sub-function
A_PDU parpmeter |Parameter Name Cvt ([Byte Value |[Mnemoni¢
MType Message Type M XX MT
SA Source Address M XXX SA
TA Target Address M XXXX TA
TAtype Target Address type M XX TAT
RA Remote Address (] XXXX RA
A_Data.A| PCIL.SI | <Service Name> Request SID M XX SIDRQ
A_Data.Parlameter 1 |sub-function = [ parameter ] S XX LEV_PARAM
A_Data.ParIameter 2 | data-parameter#1 U XX DP_...#1
A_Data.Pafameter k | data-parameter#k-1 ] XX DP_...#k-
Lengdth Length of A_Data M XXXXXXXX |LGT
C: The RA (Remote Address) PDU parameter is only present in case of remote addressing.
Table 10 dgfines the request A_PDU definition without sub-function.
Table 10 — Request A_PDU definition without sub-function
A_PDU parpmeter |Parameter Name Cvt [Byte Value |[Mnemoni¢
MType MessageType M XX MT
SA SourceAddress M XXXX SA
TA Target Address M XXXX TA
TAtype Target Address type M XX TAT
RA Remote Address Cc XXXX RA
A_Data.A_PCIL.SI |<Service Name> Request SID M XX SIDRQ
A_Data.Parameter 1 | data-parameter#1 U XX DP_...#1
A_Data.Parameter k |data-parameter#k u XX DP_...#k
Length Length of A_Data M XXXXXXXX |LGT
C: The RA (Remote Address) PDU parameter is only present in case of remote addressing.

In all requests/indications the addressing information MType, TA, SA, TAtype and Length is mandatory. The
addressing information RA is optionally to be present.

30 © IS0 2013 — Al rights reserved


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

NOTE The addressing information is shown in the table above for definition purpose. Further service
request/indication definitions only specify the A_Data A_PDU parameter, because the A_Data A_PDU parameter
represents the message data bytes of the service request/indication.

8.2.2 Request message sub-function parameter $Level (LEV_) definition

This subclause defines the sub-function $levels (LEV_) parameter(s) defined for the request/indication of the
service <Service Name>.

This subclause does not contain any definition in case the described service does not use a sub-function
parameter value and does not utilize the suppressPosRspMsglindicationBit (this implicitly indicates that a
resonse 1s required).

Thelsub-function parameter byte is divided into two parts (on bit-level) as defined in Table 14\

Table 11 — SubFunction parameter structure

Bi

=

position |Description

7 suppressPosRspMsgindicationBit

This bit indicates if a positive response message shall be suppress€d by the server.
'0' = FALSE, do not suppress a positive response message (a positive response message is fequired).

1" = TRUE, suppress response message (a positive response message shall not be sent; the server
being addressed shall not send a positive response message).

Independent of the suppressPosRspMsglndicationBit,> negative response messages are |sent by the
server(s) according to the restrictions specified in¢Z.5.

Even if a positive response is not required (i.ez;, SPRMIB = true), the execution of the seryice must be
completely passed to keep the implementation, consistent regardless of SPRMIB value.

suppressPosRspMsglindicationBit valuestof both '0'" and '1' shall be supported for all [sub-function
parameter values (i.e., bits 6-0 of the<sub-function structure) supported by the server f¢r any given
service.

6-0 sub-function parameter value

The bits 0-6 of the sub-fungtion parameter contain the sub-function parameter value off the service
(0x00 — OX7F).

Thel| sub-function parameter value is a 7 bit value (bits 6-0 of the sub-function parameter byte) that can have
mulfiple values to further-specify the service behaviour.

Seryices supporting-sub-function parameter values in addition to the suppressPosRspMsglindicationBit shall
support the sub-function parameter values as defined in the sub-function parameter value table.

Each service\contains a table that defines values for the sub-function parameter values, taking only into
accpunt the bits 0-6.

NOTE If SPRMIB is TRUE for responses with a big amount of data, where paged-buffer-handling needp to be used,
this can result in a situation where the transmission of the first batch of data could be started still within the response
timing window, but the termination of the service execution is beyond the limits of the response timing window. If the
response is suppressed in this case, there is no way to inform the client about the delay, but the server is still busy and not
yet ready to receive another request. For the client it is recommended not to ask for a big amount of data and set SPRMIB
in the same request (e.g., SID 0x19 SF O0x0A), as this would defeat the purpose of SPRMIB. For the server
implementation it is recommended to send NRC 0x78 (RCRRP) and subsequently also send the positive response, in
case paged-buffer-handling is used while SPRMIB is TRUE.

Table 12 defines the request message sub-function parameter definition.
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Table 12 — Request message sub-function parameter definition

Bits 6 — 0 |Description Cvt [Mnemonic
XX sub-function#1 M/U [SUBFUNC1
description of sub-function parameter#1
XX sub-function#m M/U [SUBFUNCm
description of sub-function parameter#m
The converttion (Cvt) column in the Table 12 above shall be interpreted as defined in Table 13.
Table 13 — SubFunction parameter conventions
Type Name Description
M Mandatory The sub-function parameter has to be supported by the serverhin’ case the service is
supported.
U User option The sub-function parameter may or may not be supported by the server, depending on|the
usage of the service.
The comglete sub-function parameter byte value is calculated "based on the value of |the
suppressPgsRspMsglindicationBit and the sub-function parameter valuée chosen.
Table 14 ddfines the calculation of the sub-function byte value,
Table 14 — Calculation of the sub-function byte value
Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
SuppressPdsRspMsg [ SubFunction parameter valuea@s specified in the sub-function parameter value table of| the
IndicationBi service
resulting sulp-function parameter byte value (bit 7 - 0)
8.2.3 Request message data-parameter definition
This subclduse defines the datacparameter(s) $DataParam (DP_) for the request/indication of the service
<Service Name>. This subclause does not contain any definition in case the described service does not|use
any data-pgrameter. ThélLdata-parameter portion can contain multiple bytes. This subclause providgs a
generic degcription of\each data-parameter. Detailed definitions can be found in the annexes of [this
document. [The specific annex is dependent upon the service. The annexes also specifiy whether a data-
parameter shall be.supported or is user optional to be supported in case the server supports the service.
Table 15 ddfines the request message data-parameters.
Table 15 — Request message data-parameter definition
Definition

data-parameter#1

description of data-parameter#1

data-parameter#n

description of data-parameter#n
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8.3 Positive response message
8.3.1 Positive response message definition

This subclause defines the A_PDU parameters for the service response / confirmation (see 7.2 for a detailed
description of the application layer protocol data unit A_PDU). There might be a separate table for each sub-
function parameter $Level when the response messages of the different sub-function parameters $Level differ
in the structure of the A_Data parameters.

NOTE The positive response message of a diagnostic service (if required) shall be sent after the execution of the
diagnostic service. In case a diagnostic service requires a different handling (e.g. ECUReset service) then the appropriate
desgription of when to send the positive response message can be found in the service description of, the diagnostic
servjce.

Table 16 defines the positive response A_PDU.

Table 16 — Positive response A_PDU

A_PDU parameter |Parameter Name Cvt.  |Byte Value |Mnemonic

SA Source Address M XXXX SA

TA Target Address M XXXX TA

TAtype Target Address type M XX TAT
RA Remote Address C XXXX RA
A Data.A_PCIL.Sl |<Service Name> Response SID s . sloPr

A_Pata.Parameter 1 | data-parameter#1 U XX DP_...#1
A_Pata.Parameter k |data-parameter#k u XX DP_...#k
C: | The RA (Remote Address) PDU parameter is‘only present in case of remote addressing.

In aJl responses/confirmations the ‘addressing information TA, SA, and TAtype is mandatory. The|addressing
information RA is optionally to be\present.

NOTE The addressing information is shown in the table above for definition purpose. Further service
response/confirmation definitions only specify the A_Data A_PDU parameter, because the A_Data A_PD[U parameter
represents the message data bytes of the service response/confirmation.

8.3.p Positive response message data-parameter definition
Thig subclause defines the data-parameter(s) for the response / confirmation of the service <Service Name>.

Thig subclause does not contain any definition in case the described service does not usg any data-
pararmeter. The data-parameter portion can contain multiple bytes.

This subclause provides a generic description of each data-parameter. Detailed definitions can be found in the
annexes of this document. The specific annex is dependent upon the service. The annexes also specifiy
whether a data-parameter shall be supported or is user optional to be supported in case the server supports
the service.

Table 17 defines the response data-parameters.
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Table 17 — Response data-parameter definition

Definition

data-parameter#1

description of data-parameter#1. In case the request supports a sub-function parameter byte then this parameter is an
echo of the 7-bit sub-function parameter value contained within the sub-function parameter byte from the request
message with bit 7 set to zero. The suppressPosRspMsglindicationBit from the sub-function parameter byte is not

echoed.

data-parameter#m

description ¢f data-parameter#m

8.4  Supported negative response codes (NRC_)
This subclause defines the negative response codes that shall be implemented for this service. [The
circumstanges under which each response code would occur are documented in a table as given below. [The
definition of the negative response message can be found in 7.4. The server shall-use the negative respgnse
A_PDU for fhe indication of an identified error condition.

The negatiye response codes listed in Annex A.1 shall be used in addition-to the negative response cqdes
specified infeach service description if applicable. Details can be found in/Ahnex A.1.

Table 18 ddfines the supported negative response codes.

Table 18 — Supported negative response codes

NRC Description Mnemonic

0xXX | NegativeResponseCode#1 NRC_

1] condition#1

n}. condition#m

NRC_

0xXX | NegativeResponseCode#n NRC_

—_

condition#1

k| condition#k

8.5 MeEsage flow examples
This subclauSe contains message 1low examples Tor the Service <service Name>. examples are shown on

a message level (without addressing information).

Table 19 defines the request message flow example.
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Table 19 — Request message flow example

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 (A_PCI) |<Service Name> Request SID 0xXX SIDRQ
#2 sub-function/data-parameter#1 0xXX LEV_/DP_
OxXX DP_
0 data-parameter#m OXXX DP1
Tabje 20 defines the positive response message flow example.
Table 20 — Positive response message flow example
Message direction server — client
Message Type Response
A_Data Description (all values are in hexadecimal) Byte Value Mnemonic
#1 (A_PCI) |<Service Name> Response SID 0xXX SIOPR
#2 data-parameter#1 0xXX DP|
#n data-parameter#n-1 0xXX DP|
There might be multiple examples if applicable-to the service <Service Name> (e.g. one for each gub-function

parameter $Level).

Tab)

e 21 shows a message flow example-for a negative response message.

Table 21\— Negative response message flow example

Message direction server — client
Message Type Response
A_Data Description (all values are in hexadecimal) Byte Value Mnemonic
#1[(A_PCIL.NR_SHI [Negative Response SID Ox7F SIDRSIDNRQ
#2 (A_PCLS)) <Service Name> Request SID 0xXX SIORQ
#3 responseCode 0xXX NRLC
9 Diagnostic and Communication Management functional unit
9.1 Overview

Table 22 defines the Diagnostic and Communication Management functional unit.
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Table 22 — Diagnostic and Communication Management functional unit

Service Description

DiagnosticSessionControl | The client requests to control a diagnostic session with a server(s).

ECUReset The client forces the server(s) to perform a reset.

SecurityAccess The client requests to unlock a secured server(s).

CommunicationControl The client controls the setting of communication parameters in the server (e.g.,
communication baudrate).

TesterPresent The client indicates to the server(s) that it is still present,

AccessTimingParameter The client uses this service to read/modify the timing parameters for an agtive
communication.

SecuredDatgTransmission [The client uses this service to perform data transmission with an extended data| link
security.

ControlDTCSetting The client controls the setting of DTCs in the server.

ResponseOnEvent The client requests to setup and/or control an event mechanism.in the server.

LinkControl The client requests control of the communication baudrate.

9.2 DiggnosticSessionControl (0x10) service

9.2.1 Service description

The DiagngsticSessionControl service is used to enable different diagnostic sessions in the server(s).

A diagnostit session enables a specific set of diagnosticiservices and/or functionality in the server(s). [This

service proyides the capability that the server(s) can report data link layer specific parameter values valid for

the enabled diagnostic session (e.g. timing parameter’'values). The user of this International Standard ghall

define the gxact set of services and/or functionality'enabled in each diagnostic session.

There shallfalways be exactly one diagnostic session active in a server. A server shall always start the default

diagnostic $ession when powered up. lf.no other diagnostic session is started, then the default diagngstic

session shdll be running as long as the(server is powered.

A server shall be capable of providing diagnostic functionality under normal operating conditions and in gther

operation cpnditions defined by.the vehicle manufacturer (e.g., limp home operation condition).

If the client jhas requested)a.diagnostic session, which is already running, then the server shall send a posjtive

response message and-behave as shown in Figure 7 that describes the server internal behaviour when

transitioning betweef.sessions.

Whenever {he<client requests a new diagnostic session, the server shall send the DiagnosticSessionCoptrol

positive regpanse message before the timings of the new session become active in the server. Spme

situations may require that the new session must be entered before the positive response is sent while
maintaining the old protocol timings for sending the response. If the server is not able to start the requested
new diagnostic session, then it shall respond with a DiagnosticSessionControl negative response message
and the current session shall continue (see diagnosticSession parameter definitions for further information on
how the server and client shall behave). The set of diagnostic services and diagnostic functionality in a non-
default diagnostic session (excluding the programmingSession) is a superset of the functionality provided in
the defaultSession, which means that the diagnostic functionality of the defaultSession is also available when
switching to any non-default diagnostic session. A session can enable vehicle manufacturer specific services
and functions, which are not part of this document.

To start a new diagnostic session a server may request that certain conditions be fulfilled. All such conditions
are user defined. Examples of such conditions are:
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The server may only allow a client with a certain client identifier (client diagnostic address) to start a
specific new diagnostic session (e.g. a server may require that only a client having the client identifier

0xF4 may start the extendedDiagnosticSession).

Certain safety conditions may need to be satisfied (e.g., vehicle shall not be moving or engine
running).

shall not be

In some systems it is desirable to change communication-timing parameters when a new diagnostic session is
started. The DiagnosticSessionControl service entity can use the appropriate service primitives to change the
timing parameters as specified for the underlying layers to change communication timing in the local node and
potentially in the nodes the client wants to communicate with.

Figu
tran

Key,|

re 7 provides an overview about the diagnostic session transition and what the server-shall
sitions to another session.

n

default apy

session other
session

default session: When the server is in the defaultSession and the client requests to start the defaultSes

settings/controls during the activated session. This does not include long term changes programmed int
memory.

other session: When the server transitions from the defaultSession to any other session than the defaulf]
the server shall only stop theevents (similar to stopResponseOnEvent) that have been configured in t
the ResponseOnEvent (0x86),service during the defaultSession.

same or other session;/WWhen the server transitions from any diagnostic session other than the defa
another session other’than the defaultSession (including the currently active diagnostic session) then th
(re-) initialize the diagrostic session, which means that:

Each event thatdias™been configured in the server via the ResponseOnEvent (0x86) service shall be stof
Security shall'berelocked. Note that the locking of security access shall reset any active diagnostic fun
was dependent on security access to be unlocked (e.g., active inputOutputControl of a DID).

All otherxactive diagnostic functionality that is supported in the new session and is not dependent U
access~shall be maintained. For example, any configured periodic scheduler shall remain active when
frenone non-defaultSession to another or the same non-DefaultSession and the states of the Communi

do when it

sion then the

server shall re-initialize the defaultSession completely. The server shall reset all activated/initigted/changed

b non-volatile

Session then
he server via

LItSession to
b server shall

ped.
Ctionality that

pon security
transitioning
cationControl

and ControlDTCSetting services shall not be affected, which means that normal communication shall ren

hain disabled

when it is disabled at the point in time the session is switched.

default session: When the server transitions from any diagnostic session other than the default session to the
defaultSession then the server shall stop each event that has been configured in the server via the

ResponseOnEvent (0x86) service and security shall be enabled. Any other active diagnostic functional

ity that is not

supported in the defaultSession shall be terminated. For example, any configured periodic scheduler or output control
shall be disabled and the states of the CommunicationControl and ControlDTCSetting services shall be reset, which
means that normal communication shall be re-enabled when it was disabled at the point in time the session is
switched to the defaultSession. The server shall reset all activated/initiated/changed settings/controls during the

activated session. This does not include long term changes programmed into non-volatile memory.

Figure 7 — Server diagnostic session state diagram
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Table 23 defines the services, which are allowed during the defaultSession and the non-defaultSession (timed
services). Any non-defaultSession is tied to a diagnostic session timer that has to be kept active by the client.

Table 23 — Services allowed during default and non-default diagnostic session

c
d

e

Secured-dataldentifiersrequire-a-Security

Secured memory areas require a SecurityAccess service and therefore a non-default diagnostic session.

A dataldentifier can be defined dynamically in the default and non-default diagnostic session.

Service defaultSession non-defaultSession
DiagnosticSessionControl — 0x10 X X
ECUReset — 0x11 X X
SecurityAccess — 0x27 not applicable X
CommunicgtionControl — UxZ8 not applicable X
TesterPresgnt — Ox3E X X
AccessTimingParameter — 0x83 not applicable X
SecuredDataTransmission — 0x84 not applicable X
ControlDT{Setting — 0x85 not applicable X
Response(QnEvent — 0x86 xa X
LinkControl]— 0x87 not applicable X
ReadDataByldentifier — 0x22 xP X
ReadMemqgryByAddress — 0x23 xC X
ReadScalingDataByldentifier — 0x24 xP X
ReadDataByPeriodicldentifier — 0x2A not applicable X
DynamicallyDefineDataldentifier — 0x2C xd X
WriteDataBlyldentifier — 0x2E xP X
WriteMemaryByAddress — 0x3D xC X
ClearDiagnpsticinformation — 0x14 X X
ReadDTClIrnformation — 0x19 X X
InputOutpujControlByldentifier — 0x2F not applicable X
RoutineControl — 0x31 x€ X
RequestDopnload — 0x34 not applicable X
RequestUp|oad — 0x35 not applicable X
TransferDafa — 0x36 not applicable

RequestTrgnsferExit —0x37 not applicable

RequestFilg Transfer— 0x38 not applicable

2 ltis impleméntation specific whether the ResponseOnEvent service is also allowed during the defaultSession.

b coc6ion

Secured routines require a SecurityAccess service and therefore a non-default diagnostic session. A routine that requires to be
stopped actively by the client also requires a non-default session.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.
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9.2.2.1

Request message

Request message definition

Table 24 defines the request message.

Table 24 — Request message definition

I1ISO 14229-1:2013(E)

A_Data byte |Parameter Name Cvt |[Byte Value |[Mnemonic

#1 DiagnosticSessionControl Request SID M 0x10 DSC

#2 sub-function = [ diagnosticSessionType ] M [ 0x00 — OxFF [LEY_DS
9.2.p.2 Request message sub-function parameter $Level (LEV_) definition
The| sub-function parameter diagnosticSessionType is used by the DiagnosticSessionControl service to select
the specific behaviour of the server. Explanations and usage of the possible diagnostic sessions gre detailed
in Thble 25.
The| following sub-function values are specified (suppressPosRspMsglndicationBit (bit 7) not shown).

Table 25 — Request message sub-function-parameter definition

This diagnostic session enables the default diagnostic session in the server(s)
and does not support any diagnostic” application timeout handling provisions
(e.g. no TesterPresent service isnecessary to keep the session active).

If any other session than the defaultSession has been active in the server and
the defaultSession is once“again started, then the following implementation
rules shall be followed \(see also the server diagnostic session state diagram
given above):

The server shall\stop the current diagnostic session when it has sent the
DiagnosticSessionControl positive response message and shall start the
newly requésted diagnostic session afterwards.

If the server has sent a DiagnosticSessionControl positive response message
it shalhhave re-locked the server if the client unlocked it during the diagnostic
session.

If y*the server sends a negative response message with the
DiagnosticSessionControl request service identifier the active session shall be
continued.

NOTE In case the used data link requires an initialization step then the

Bit|6-0 Description Cvt [Mnem¢nic
0x00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document.
0x01 defaultSession M |DS

mittatized—server(s) shattstart the defautt dfagnostic sesston by default. No
DiagnosticSessionControl with diagnosticSession set to defaultSession shall
be required after the initialization step.
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Table 25 — (continued)

Bit 6-0 Description Cvt [Mnemonic

0x02 ProgrammingSession U |PRGS

This diagnosticSession enables all diagnostic services required to support the
memory programming of a server.

In case the server runs the programmingSession in the boot software, the
programmingSession shall only be left via an ECUReset (0x11) service
initiated by the client, a DiagnosticSessionControl (0x10) service with
sessionType equal to defaultSession, or a session layer timeout in the server.

In_case the server runs in_the Doot soltware when It receives ihe
DiagnosticSessionControl (0x10) service with sessionType equal to
defaultSession or a session layer timeout occurs and a valid application
software is present for both cases then the server shall restart the application
software. This document does not specify the various implementation methods
of how to achieve the restart of the valid application software (e.g. a valid
application software can be determined directly in the boot software, during
the ECU startup phase when performing an ECU reset, etc.).

0x03 extendedDiagnosticSession U |EXTDS

This diagnosticSession can be used to enable all diagnostic services required
to support the adjustment of functions like "ldle Speed, CO Value, etc."dnthe
server's memory. It can also be used to enable diagnostic services, which are
not specifically tied to the adjustment of functions (e.g., refer to timed services
in Table 23).

0x04 safetySystemDiagnosticSession U |SSDS

This diagnosticSession enables all diagnostic services.&réquired to support
safety system related functions (e.g., airbag deployment):

0x05 — 0x3K [ISOSAEReserved M | ISOSAERESRVD

This value is reserved by this document for future definition.

0x40 — 0x5K | vehicleManufacturerSpecific U |VMS

This range of values is reserved for ¥ehicle manufacturer specific use.

0x60 — Ox7H | systemSupplierSpecific U |SSS

This range of values is reserved for system supplier specific use.

Ox7F ISOSAEReserved M |ISOSAERESRVD

This value is reserved.by this document for future definition.

9.2.2.3 Request message data-parameter definition

This servicg does not support data-parameters in the request message.

9.2.3 Peositive response-message

9.2.3.1 Positive response message definition

Table 26 defines the positive response message definition.
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A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 DiagnosticSessionControl Response SID M 0x50 DSCPR
#2 sub-function = [ diagnosticSessionType ] M [0x00 — OxFF [LEV_DS
sessionParameterRecord[]#1 = [ SPREC_
#3 data#1 M | Ox00 — OxFF | DATA_1
#6 data#4 | M | 0x00 — OXFF | DATA_m
9.2.8.2 Positive response message data-parameter definition

Tab)

e 27 defines the response message data-parameter definition.

Table 27 — Response message data-parameter definition

De1inition

Thi

dialgnosticSessionType

5 parameter is an echo of bits 6 - 0 of the sub-function parameter from the fequest message.

Thi

segsionParameterRecord

5 parameter record contains session specific parameter values' reported by the server. The conptent of the
sessionParameterRecord is defined in Table 28 and Table 29.

Table 28 and Table29 define the structure of the response message data-parameter
sessionParameterRecord as applicable for the implementation of this service on supported data links.
Table 28 — sessionParameterRecord definition
.B pos. Description Cvt |Byte Value |Mnemonic
in record
sessionParameterReeord[] = [ SPREC_
#1 P2server_max (high byte) M | 0x00 — OxFF | P2$MH
#2 P2server max (low byte) M | Ox00 — OxFF | P2$ML
#3 P2*server max (high byte) M | 0x00 — OxFF | P2ESMH
#4 P2*server max (Iow byte) ] M | 0x00 — OxFF | P2ESML
Table 29 — sessionParameterRecord content definition
Parlameter Description # of bytes | Resolution minimum maximum
value value
Default P2server max timing supported by the
P2server_max server for the activated diagnostic session. 2 1ms 0 ms 65535 ms
Enhanced (NRC 0x78) P2server max supported
P2*server max |by the server for the activated diagnostic 2 10 ms 0ms 655 350 ms
session.

Refer to ISO 14229-2 for further details on P2g¢er and P2*sepver.
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9.24

Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 30. The listed negative responses shall be used if
the error scenario applies to the server.

Table 30 — Supported negative response codes

NRC Description Mnemonic
0x12 | sub-functionNotSupported SFNS
is NRC shall be sent if the sub-function parameter is not supported.
0x13 | incorrectMessagelLengthOrinvalidFormat IMLOJR,
T’Lis NRC shall be sent if the length of the message is wrong.
0x22 nditionsNotCorrect CNC
is NRC shall be returned if the criteria for the request DiagnosticSessionControl are not
et.
9.2.5 Message flow example(s) DiagnosticSessionControl
9.2.5.1 Example #1 - Start programmingSession
This messdge flow shows how to enable the diagnostic session "programmingSession" in a server. The client
requests tg have a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the $ub-
function pafameter) to "FALSE" ('0"). For the given exampleitis assumed that the P2gener max iS €qual to

50 ms and {he P2”sener max is €qual to 5 000 ms.

Table 31 de

fines the DiagnosticSessionControl request message flow example #1.

Table 31 — DiagnosticSessionControl request message flow example #1

Message djrection client —» server
Message Type Request
A_Data bytp |Description (all values(are in hexadecimal) Byte Value Mnemonic
#1 DiagnosticSessionC€ontrol Request SID 0x10 DSC
#2 diagnosticSessionType = programmingSession, 0x02 DS _ECUPRGS
suppressPosRspMsglndicationBit = FALSE
Table 32 dgfinesithe DiagnosticSessionControl positive response message flow example #1.
Table 32 — DiagnosticSessionControl positive response message flow example #1
Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 DiagnosticSessionControl Response SID 0x50 DSCPR
#2 diagnosticSessionType = programmingSession 0x02 DS_ECUPRGS
#3 sessionParameterRecord [ P2server max (high byte) ] 0x00 SPREC_1
#4 sessionParameterRecord [ P2server max (low byte) ] 0x32 SPREC_2
#5 sessionParameterRecord [ P2*server max (high byte) ] 0x01 SPREC_3
#6 sessionParameterRecord [ P2*server max (low byte) ] OxF4 SPREC_4
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ECUReset (0x11) service

9.3.1 Service description

The

ECUReset service is used by the client to request a server reset.

This service requests the server to effectively perform a server reset based on the content of the resetType
parameter value embedded in the ECUReset request message. The ECUReset positive response message (if
required) shall be sent before the reset is executed in the server(s). After a successful server reset the server

shall activate the defaultSession.
IMPORTANT — The server and the client shall meet the request and response messagesbghaviour as
spegified in 7.5.
Thig part of ISO 14229 does not define the behaviour of the ECU from the time following the positiye response
megsage to the ECU reset request until the reset has successfully completed. It is rEcommended that during
this|time the ECU does not accept any request messages and send any response messages.
9.3.p Request message
9.3.2.1 Request message definition
Table 33 defines the request message definition.
Table 33 — Request message definition
A_Data byte |Parameter Name Cvt |[Byte Value |[Mngmonic
#1 ECUReset Request SID M 0x11 ER
#2 sub-function = [ resetType ] M | 0x00 — OxFF [LEY_RT_
9.3..2 Request message sub-function Parameter $Level (LEV_) definition
The| sub-function parameter resetType is used by the ECUReset request message to describe hoy the server
has|to perform the reset (suppressPosRspMsglindicationBit (bit 7) not shown).
Table 34 defines the request message sub-function parameter definition.
Table 34 — Request message sub-function parameter definition
Bit§ 6 - 0 Description Cvt [Mnem¢nic
0x00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document.
0x01 hardReset U |HR
This value identifies a "hard reset" condition which simulates the power-on /
start-up sequence typically performed after a server has been previously
disconnected from its power supply (i.e. battery). The performed action is
implementation specific and not defined by the standard. It might result in the
re-initialization of both volatile memory and non-volatile memory locations to
predetermined values.
© 1SO 2013 — All rights reserved 43



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

Table 34 — (continued)

Bits 6 -0 Description Cvt [Mnemonic

0x02 keyOffOnReset U |KOFFONR

This value identifies a condition similar to the driver turning the ignition key off
and back on. This reset condition should simulate a key-off-on sequence (i.e.
interrupting the switched power supply). The performed action is
implementation specific and not defined by the standard. Typically the values
of non-volatile memory locations are preserved; volatile memory will be
initialized.

0x03 softReset U [SR

This value identifies a "soft reset" condition, which causes the server to
immediately restart the application program if applicable. The performed
action is implementation specific and not defined by the standard. A typical
action is to restart the application without reinitializing of previously learned
configuration data, adaptive factors and other long-term adjustments.

0x04 enableRapidPowerShutDown U VY ERPSD

This subfunction applies to ECUs which are not ignition powered but battery
powered only. Therefore a shutdown forces the sleep mode rather thah a
power off. Sleep means power off but still ready for wake-up (battery
powered). The intention of the subfunction is to reduce the stand-by, time of
an ECU after ignition is turned into the off position.

This value requests the server to enable and perform a "rapid, power shut
down" function. The server shall execute the function immediately once the
"keyl/ignition” is switched off. While the server executes\the power down
function, it shall transition either directly or after a defined stand-by-time to
sleep mode. If the client requires a response message and the server is
already prepared to execute the "rapid power shutdown" function, the server
shall send the positive response message prior’ to the start of the "rapid
power shut down" function. The next occurrence of a "key on" or "ignition on"
signal terminates the "rapid power shut down" function.

NOTE This sub-function is only capplicable to a server supporting a
stand-by-mode!

0x05 disableRapidPowerShutDown U |DRPSD

This value requests the server to disable the previously enabled "rapid power
shut down" function.

0x06 — Ox3F |ISOSAEReserved M |ISOSAERESRVD
This range of4alues is reserved by this document for future definition.
0x40 — Ox5F | vehicleManufacturerSpecific U |VMS
Thisrange of values is reserved for vehicle manufacturer specific use.
0x60 — Ox7E |systemSupplierSpecific U |SSS
This range of values is reserved for system supplier specific use
Ox7F ISOSAEReserved M |ISOSAERESRVD

This value is reserved by this document for future definition.

9.3.2.3 Request message data-parameter definition

This service does not support data-parameters in the request message.
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9.3.3 Positive response message

9.3.3.1 Positive response message definition

Table 35 defines the positive response message.

Table 35 — Positive response message definition

A_Data byte |Parameter Name Cvt |[Byte Value |[Mnemonic
#1 ECUReset Response SID M 0x51 ERPR
#2 sub-function = [ resetType ] M | 0x00 — Ox7F [LEY_RT_
#3 powerDownTime C | 0x00 — OxRF\| PDT

C: This parameter is present if the sub-function parameter is set to the enableRapidPowerShutDown value (§x04);

9.3.

Tab

3.2 Positive response message data-parameter definition
e 36 defines the data-parameters of the response message.

Table 36 — Response message data-parameter definition

De‘inition

Thi

resLtType

5 parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

Thi
doV

The
The

powerDownTime

5 parameter indicates to the client the minimum time’ of the stand-by-sequence the server will remain
n sequence.

resolution of this parameter is one (1) second'per count.
follwing values are valid:

0x00 — OxFE: 0 — 254 seconds powerDownTime,

OxFF: indicates a failure or time_not available.

n the power

9.3.4 Supported negative response codes (NRC_)

The)
eac
the

following negative-response codes shall be implemented for this service. The circumstances
N response code’would occur are documented in Table 37. The listed negative responses sha
brror scenario-applies to the server.

inder which
| be used if
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Table 37 — Supported negative response codes

NRC Description Mnemonic
0x12 |sub-functionNotSupported SFNS
This NRC shall be sent if the sub-function parameter is not supported.
0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF
This NRC shall be sent if the length of the message is wrong.
0x22 |conditionsNotCorrect CNC
Tr'ﬁa NRE-stattbereturmed-ifthecriteriafor the E€UReset request s ot met:
0x33 ecurityAccessDenied SAD
jhis NRC shall be sent if the requested reset is secured and the server is not in an unlocked
state.

9.3.5 Message flow example ECUReset

This subclduse specifies the conditions for the example to be fulfilled to successfully perform an ECUR

service in the server.

Condition of server: ignition = on, system shall not be in an operational mode (e.g. if the system is an en

managemept, engine shall be off).

The client requests to have a response message by setting the suppressPosRspMsglndicationBit (bit 7 of

sub-function parameter) to 'FALSE".

The server ghall send an ECUReset positive response message before the server performs the resetType

Table 38 ddgfines the ECUReset request message flow-example #1.

Table 38 — ECUReset.request message flow example #1

bset

hine

the

Message direction

client — server

Message Type

Request

A_Data bytp |Description (all values -are in hexadecimal) Byte Value Mnemonic
#1 ECUReset Request-SID 0x11 ER
#2 ResetType =\ _hardReset, 0x01 RT_HR
suppressPosRspMsglndicationBit = FALSE
Table 39 ddfines the ECUReset positive response message flow example #1.
Table 39 — ECUReset positive response message flow example #1
Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 ECUReset Response SID 0x51 ERPR
#2 resetType = hardReset 0x01 RT_HR
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9.4  SecurityAccess (0x27) service

9.4.1 Service description

The purpose of this service is to provide a means to access data and/or diagnostic services, which have
restricted access for security, emissions, or safety reasons. Diagnostic services for downloading/uploading
routines or data into a server and reading specific memory locations from a server are situations where
security access may be required. Improper routines or data downloaded into a server could potentially
damage the electronics or other vehicle components or risk the vehicle’s compliance to emission, safety, or
security standards. The security concept uses a seed and key relationship.

A typical example of the use of this service is as follows:
client requests the “Seed”,
server sends the “Seed”,

client sends the “Key” (appropriate for the Seed received),

server responds that the “Key” was valid and that it will unlock itself.

The)

se

parameter value plus one.

On

req
req
req

unl

numn

The]
The)
resy

app
inte

'requestSeed' subfunction parameter value shall always be_an-odd number and the co

ndKey' subfunction parameter value for the same security levelshall equal the 'requestSeed' §

ly one security level shall be active at any instant of timet\For example, if the security level ass
estSeed 0x03 is active and a tester request is suceessful in unlocking the security level ass
iestSeed 0x01, then only the secured functionality supported by the security level assd
estSeed 0x01 shall be unlocked at that time.sAny additional secured functionality that was
cked by the security level associated with requestSeed 0x03 shall no longer be active. The se

bering is arbitrary and does not imply any relationship between the levels.

(¢

server shall respond by sending)a "seed" using the service SecurityAccess ‘requestSe

rresponding
ub-function

bciated with
bciated with
ciated with

previously
curity levels

client shall request the server to "unlock" by sending the service SecurityAccess ‘requestSeed’ message.

bd’ positive

onse message. The client shall then respond by returning a "key" number back to the serv
ropriate service SecurityAccess ‘sendKey' request message. The server shall compare this '
nally stored/calculated. Jfthe two numbers match, then the server shall enable ("unlock")

r using the
key" to one
the client's

access to specific services/data and indicate that with the service SecurityAccess ‘sendKey’ positiye response
megsage. If the two numbers do not match, this shall be considered a false access attempt. An| invalid key
requires the client to-start over from the beginning with a SecurityAccess 'requestSeed' messajge (refer to
Annex | for additionaldétails regarding security access handling details).

If a|server supports security, but the requested security level is already unlocked when a SedurityAccess
‘requestSeed’\message is received, that server shall respond with a SecurityAccess ‘requestSeed’ positive
response\message service with a seed value equal to zero (0). The server shall never send an a|l zero seed
for

given security level that is currently locked. The client shall use this method to determine iff a server is
It ¥, . . Lt ot _ q

A vehicle manufacturer specific time delay may be required before the server can positively respond to a
service SecurityAccess ‘requestSeed’ message from the client after server power up/reset and after a certain
number of false access attempts (see further description below). If this delay timer is supported then the delay
shall be activated after a vehicle manufacturer specified number of false access attempts has been reached or
when the server is powered up/reset and a previously performed SecurityAccess service has failed due to a
single false access attempt. In case the server supports this delay timer then after a successful
SecurityAccess service 'sendKey' execution the server internal indication information for a delay timer
invocation on a power up/reset shall be cleared by the server. In case the server supports this delay timer and
cannot determine if a previously performed SecurityAccess service prior to the power up/reset has failed then
the delay timer shall always be active after power up/reset. The delay is only required if the server is locked
when powered up/reset. The vehicle manufacturer shall select if the delay timer is supported.

loc
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Attempts to access security shall not prevent normal vehicle communications or other diagnostic
communication.

Servers, which provide security shall support reject messages if a secure service is requested while the server
is locked.

Some diagnostic functions/services requested during a specific diagnostic session may require a successful
security access sequence. In such case the following sequence of services shall be required:

— DiagnosticSessionControl service,

— SecuritlyAccess service,
— Secured diagnostic service.
There are different accessModes allowed for an enabled diagnosticSession (session started)-in'the server

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified ip 7.5.

9.4.2 Request message
9.4.21 Request message definition
Table 40 ddfines the request message definition - sub-function = requestSeed.

Table 40 — Request message definition - sub-function = requestSeed

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 SecurityAcces Request SID M 0x27 SA
#2 sub-function = [ M LEV_
securityAccessType = requestSeed ] 0x01, 0x03, [ SAT_RSD
0x05,
0x07 — 0x7D
securityAccessDataRecord[] .= SECACCDR_
#3 parameter#1 U | 0x00 — OxFF | PARA1
#n parameter#m ] U [ 0x00 — OxFF | PARAmM

Table 41 d4gfines the requést message definition - sub-function = sendKey.

Table 41 — Request message definition - sub-function = sendKey

A_Data bth Parameter Name Cvt |Byte Value |Mnemonic
L
#1 SecurityAcces Request SID M 0x27 SA
#2 sub-function = [ securityAccessType = sendKey ] M | 0x02, 0x04, |LEV_SAT_SK
0x06,
0x08 — Ox7E
securityKey[] = [ SECKEY _
#3 key#1 (high byte) M | 0x00 — OxFF | KEY1HB
#n key#m (low byte) ] U |[0x00 - OxFF |KEYmLB
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Request message sub-function parameter $Level (LEV_) definition

The sub-function parameter securityAccessType indicates to the server the step in progress for this service,
the level of security the client wants to access and the format of seed and key. If a server supports different
levels of security each level shall be identified by the requestSeed value, which has a fixed relationship to the
sendKey value:

“requestSeed = 0x01” identifies a fixed relationship between “requestSeed = 0x01” and “sendKey = 0x02”

“requestSeed = 0x03” identifies a fixed relationship between “requestSeed = 0x03” and “sendKey = 0x04”

Valjes are defined in Table 42 for requestSeed and sendKey (suppressPosRspMsglindicationBit (bit 7) not
shown).
Table 42 — Request message sub-function parameter definition
Bits 6 - 0 Description Cvt [Mnem¢nic
0x00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document.
0x01 requestSeed U |[RSD
RequestSeed with the level of security defined by the vehicle manufacturer.
0x02 sendKey U |SK
SendKey with the level of security defined by the yehicle manufacturer.
0403, 0x05, |requestSeed U [RSD
0xP7 — Ox41
RequestSeed with different levels ,of> security defined by the vehicle
manufacturer.
0404, 0x06, |sendKey U [SK
0xP8 — 0x42
SendKey with differenf levels of security defined by the vehicle
manufacturer.
0xft3 — OX5E [ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document for future definition.
Ox5F 1S026021-2,values U |RSD
RequesiSeed with different levels of security defined for end of life activation
of ,on=board pyrotechnic devices as defined in ISO 26021-2.
0x60 18026021-2 sendKey values U [SK
SendKey with different levels of security defined for end of life activation of
on-board pyrotechnic devices as defined in ISO 26021-2.
0xB1=<0x7E |systemSupplierSpecific U |SSS
This range of values is reserved for system supplier specific use.
Ox7F ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document for future definition.
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Request message data-parameter definition

Table 43 defines the data-parameters of the request message.

Table 43 — Request message data-parameter definition

Definition

securityKey (high and low bytes)

The “Key” parameter in the request message is the value generated by the security algorithm corresponding to a specific

“Seed” value.
securityAcgessDataRecord
This parameter record is user optional to transmit data to a server when requesting the seed information. (t"can [e.g.
contain an iglentification of the client that is verified in the server.
9.4.3 Positive response message
9.4.31 Positive response message definition
Table 44 d4gfines the positive response message.
Table 44 — Positive response message definition
A_Data bytp |Parameter Name Cvt |Byte Value |[Mnemonic
#1 SecurityAccess Response SID M 67 SAPR
#2 sub-function = [ securityAccessType ] M 00-7F LEV_SAT_SK
securitySeed[] = [ SECSEED_
#3 seed#1 (high byte) C | 0x00 — OxFF | SEED1HB
#n seed#m (low byte)] C | 0x00 — OxFF | SEEDmLB
C: The presence of this parameter depends on'thé securityAccessType parameter. It is mandatory to be present if the
securityAccessType parameter indicates that the client wants to retrieve the seed from the server.
9.4.3.2 Positive response message data-parameter definition
Table 45 dgfines the data-parameters of the response message.
Table 45 — Response message data-parameter definition
Definition
securityAcgcessType

: Pt . L~ o~ o s - ——— m .
This parameterTsarT etimo U1 DItS 0 - U OT e SU0-TaUnCoIT paranteter [TonT te request message.

securitySeed (high and low bytes)

The seed parameter is a data value sent by the server and is used by the client when calculating the key needed to
access security. The securitySeed data bytes are only present in the response message if the request message was
sent with the sub-function set to a value which requests the seed of the server.
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Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 46. The listed negative responses shall be used if
the error scenario applies to the server.

Table 46 — Supported negative response codes

NRC Description Mnemonic
0x12 | sub-functionNotSupported SFNS
This NRC shall be sent it the sub-function parameter is not supported.
0x13 | incorrectMessagelLengthOrinvalidFormat MUOIF
This NRC shall be sent if the length of the message is wrong.
0x22 | conditionsNotCorrect CNLC
This NRC shall be returned if the criteria for the request SecurityAccess are notyumnet.
0x24 | requestSequenceError RSE
Send if the ‘sendKey’ sub-function is received without first receiving a<requestSeed’ request
message.
0k31 requestOutOfRange ROPR
This NRC shall be sent if the user optional securityAccessDataRecord contains invalid data.
0x35 |invalidKey IK
Send if an expected 'sendKey' sub-function value_ is(received and the value of the key does
not match the server's internally stored/calculatedkey.
0x36 | exceededNumberOfAttempts ENDA
Send if the delay timer is active due to.exceeding the maximum number of allowed false
access attempts.
0x37 |requiredTimeDelayNotExpired RTDNE
Send if the delay timer is active and a request is transmitted.
94.p Message flow example(s) SecurityAccess
941 Assumptions
Forlthe below giveh-message flow examples the following conditions have to be fulfilled to successfully unlock
the perver if itis\in a “locked” state:
— | sub-function to request the seed: 0x01 (requestSeed)
— lLeubfunctiontosand thae kaoyv: OxN2 (sandKev)
S T TERTE T TSR b A AYEN Hhakid
— seed of the server (2 bytes): 0x3657
— key of the server (2 bytes): 0xC9A9 (e.g. 2's complement of the seed value)

The client requests to have a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the
sub-function parameter) to "FALSE" ('0").
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9.4.5.2

9.4.5.2.1

Example #1 - server is in a “locked” state

Step #1: Request the Seed

Table 47 defines the SecurityAccess request message flow example #1 — step #1.

Table 47 — SecurityAccess request message flow example #1 — step #1

Message direction

client — server

Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 SecurityAccess Request SID 0x27 SA
#2 SecurityAccessType = requestSeed, 0x01 SAT."RSD
suppressPosRspMsglndicationBit = FALSE
Table 48 ddfines the SecurityAccess positive response message flow example #1 — step #1.
[able 48 — SecurityAccess positive response message flow example #1 — step #1
Message direction server — client
Message Type Response
A_Data bytp |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 SecurityAccess Response SID 0x67 SAPR
#2 securityAccessType = requestSeed 0x01 SAT_RSD
#3 securitySeed [ byte#1 ] = seed#1 (high byte) 0x36 SECHB
#4 securitySeed [ byte#2 ] = seed#2 (low byte) 0x57 SECLB
9.4.5.2.2 | Step #2: Send the Key
Table 49 ddfines the SecurityAccess request message flow example #1 — step #2.
Table 49 — SecurityAccess request message flow example #1 — step #2
Message djrection client — server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 SecurityAccess Request SID 0x27 SA
#2 securityAccessType = 0x02 SAT _SK
sendKey,
suppressPosRspMsglndicationBit = FALSE
#3 securityKey [ byte#1 ] = key#1 (high byte) 0xC9 SECKEY_HB
#4 securityKey [ byte#2 | = key#2 (low byte) 0xA9 SECKEY_LB

52

© 1SO 2013 — All rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

Table 50 defines the SecurityAccess positive response message flow example #1 — step #2.

Table 50 — SecurityAccess positive response message flow example #1 — step #2

Message direction server — client
Message Type Response
A_Data byte [Description (all values are in hexadecimal) Byte Value Mnemonic
#1 SecurityAccess Response SID 0x67 SAPR
#2 securityAccessType = sendKey 0x02 SAT_SK
9.45.3 Example #2 - server is in an “unlocked” state
9.4.5.3.1 Step #1: Request the Seed
Tabje 51 defines the SecurityAccess request message flow example #2 — step #1!
Table 51 — SecurityAccess request message flow example #2 — step #1
Megsage direction client — server
Megsage Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mngmonic
#1 SecurityAccess Request SID 0x27 SA
#2 securityAccessType = 0x01 SAT_RSD
requestSeed,

suppressPosRspMsglndicationBit = FALSE

Tabje 52 defines the SecurityAccess positive response message flow example #2 — step #2.

Table 52 — SecurityAccess positive response message flow example #2 — step #2

Megsage direction server.— client

Message Type Response

A_Data byte [Description (all values are in hexadecimal) Byte Value Mngmonic
#1 SeeurityAccess Response SID 0x67 SAPR
#2 securityAccessType = requestSeed 0x01 SAT_RSD
#3 securitySeed [ byte#1 ] = seed#1 (high byte) 0x00 SECHB
#4 securitySeed [ byte#2 ] = seed#2 (low byte) 0x00 SECLB

9.5 CommunicationControl (0x28) service

9.5.1 Service description

The purpose of this service is to switch on/off the transmission and/or the reception of certain messages of (a)
server(s) (e.g. application communication messages).

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.
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9.5.2

9.5.2.1

Request message

Request message definition

Table 53 defines the request message.

Table 53 — Request message definition

A_Data byte |Parameter Name Cvt |Byte Value |[Mnemonic
#1 CommunicationControl Request SID M 0x28 CcC
#2 sub-function = [ controlType ] M | 0x00 — OxFF [LEV_CTRLTP
#3 communicationType M | Ox00 — OxFF |CTP
#4 nodeldentificationNumber (high byte) Cca | 0x00 — OxFF | NIN
#5 nodeldentificationNumber (low byte) Cca | 0x00 — OxFR{NIN
@  The pregence of the C parameter requires the controlType either being 0x04 or 0x05.
9.5.2.2 Request message sub-function parameter $Level (LEV_) definition
The sub-fynction parameter controlType contains information on how the server shall modify | the

communication type referenced in the communicationType parameter “(suppressPosRspMsglndicatignBit
(bit 7) not shown in Table 54).

Table 54 — Request message sub-functiof’ parameter definition

Bits 6 - 0 Description Cvt [Mnemonic
0x00 enableRxAndTx U |ERXTX
This value indicates that the reception and transmission of messages shall be
enabled for the specified communication Fype.
0x01 enableRxAndDisableTx U |ERXDTX
This value indicates that the reception of messages shall be enabled and the
transmission shall be disabled for the specified communicationType.
0x02 disableRxAndEnableTx U |DRXETX
This value indicates’that the reception of messages shall be disabled and the
transmission shall’be enabled for the specified communicationType.
0x03 disableRxAndTx U |DRXTX
This value'indicates that the reception and transmission of messages shall be
disabledfor the specified communicationType.
0x04 enableRxAndDisableTxWithEnhancedAddressinformation U |ERXDTXWEAI
sub-bus segment to the diagnostic-only scheduling mode.
0x05 enableRxAndTxWithEnhancedAddressinformation U |ERXTXWEAI
This value indicates that the addressed bus master shall switch the related
sub-bus segment to the application scheduling mode.
0x06 — Ox3F [ISOSAEReserved M |ISOSAERESRVD
This range of values is reserved by this document for future definition.
0x40 — Ox5F | vehicleManufacturerSpecific U |VMS
This range of values is reserved for vehicle manufacturer specific use.
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Table 54 — (continued)

Bits 6 -0 Description Cvt [Mnemonic
0x60 — OX7E | systemSupplierSpecific U |[SSS
This range of values is reserved for system supplier specific use.
Ox7F ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document for future definition.

9.5.2.3 Request message data-parameter definition

Tab

e 55 defines the data-parameters of the request message.

Table 55 — Request message data-parameter definition

Deflinition

communicationType

This parameter is used to reference the kind of communication to be controlled. The communicationType p3
bit-fode value, which allows controlling multiple communication types at the same time. (see Annex B.1 for {
thelcommunicationType data-parameter)

rameter is a
he coding of

add

nodeldentificationNumber

This 2 byte parameter is used to identify a node on a sub-network somewhere in the vehicle, which

ressed using the addressing methods of the lower OSI layers™ 1 to 6. This parameter is only presen

fungtion parameter controlType is set to 0x04 or 0x05 (see Anhnex B.4 for the coding of the nodeldentificationNumber
datp-parameter)

can not be
, if the sub-

9.5.8 Positive response message

9.5.5.1 Positive response message definition

Tab)

e 56 defines the positive responsé message.

Table 56 — Positive response message definition

A_PData byte |Parameter-Name Cvt |[Byte Value Mnémonic
#1 CommunicationControl Response SID M 0x68 CCPR
#2 sub-function = [ controlType ] M 0x00 — Ox7F [LEV_CTRLTP
9.5.8.2 Positive response message data-parameter definition
Table 57 defines the data-parameters of the positive response message.
Table 57 — Response message data-parameter definition
Definition

controlType

This parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

© 1SO 2013 — All rights reserved

55


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

9.5.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 58. The listed negative responses shall be used if
the error scenario applies to the server.

Table 58 — Supported negative response codes

NRC Description Mnemonic
0x12 | sub-functionNotSupported SFNS
his NRC shall be sent if the sub-function parameter is not supporied.

0x13 |ingcorrectMessagelLengthOrinvalidFormat IMLOIR
This NRC shall be sent if the length of the message is wrong.

0x22 | cpnditionsNotCorrect CNC
Used when the server is in a critical normal mode activity and therefore cannot
d|sable/enable the requested communication type.

0x31 | requestOutOfRange ROOR
The server shall use this response code, if it detects an error in the communicationType or
npdeldentificationNumber parameter.

9.5.5 rtssage flow example CommunicationControl (disable transmission of network
nagement messages)

The client requests to have a response message by setting the “'suppressPosRspMsglndicationBit (bit 7 of the
sub-function parameter) to "FALSE" ('0").

Table 59 dgfines the CommunicationControl requestmessage flow example.

Table 59 — CommunicationControl request message flow example

Message direction client — server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 CommunicationCoentrol Request SID 0x28 CcC
#2 controlType.=_enableRxAndDisableTx, 0x01 ERXTX
suppressPosRspMsglndicationBit = FALSE
#3 communicationType = network management 0x02 NWMCP
Table 60 défines the CommunicationControl positive response message flow example

Table 60 — CommunicationControl positive response message flow example

Message direction

server — client

Message Type Response

A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 CommunicationControl Response SID 0x68 CCPR
#2 ControlType 0x01 CTRLTP

56
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9.5.6 Message flow example CommunicationControl (switch a remote network into the diagnostic-

only scheduling mode where the node with address 0x000A is connected to)

The client requests to have a response message by setting the suppressPosRspMsgindicationBit (bit 7 of the

sub-function

Table 61 defines the CommunicationControl request message flow example.

parameter) to "FALSE" ('0").

Table 61 — CommunicationControl request message flow example

Message direction client —» server
Mes$sage Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 CommunicationControl Request SID 0x28 CcC
#2 controlType = 0x04 ERXTX
enableRxAndDisable TxWithEnhancedAddressInformation,
suppressPosRspMsglndicationBit = FALSE
#3 communicationType = normal messages 0x01 NMCP
#4 nodeldentificationNumber (high byte) 0x00 NIN
#5 nodeldentificationNumber (low byte) 0x0A NIN

Tabje 62 defines the CommunicationControl positive response message flow example.

Table 62 — CommunicationControl positive response message flow example

enableRxAndDisable TxWithEnhancedAddressinformation,
suppressPosRspMsglndicationBit = FALSE

Message direction server — client

Message Type Response

A_Data byte |Description (all values are'in_.hexadecimal) Byte Value Mnemonic
#1 CommunicationControl Response SID 0x68 CCPR
#2 controlType = 0x04 ERXTX

9.5.7 Message'flow example CommunicationControl (switch to application scheduling mode with

enhanced address information, the node 0x000A, which is connected to a sub-network, is
addressed)

The| clientifequests to have a response message by setting the suppressPosRspMsgindicationBit|(bit 7 of the
subtfunction parameter) to "FALSE" ('0").

Table 63 defines the CommunicationControl request message flow example.
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Table 63 — CommunicationControl request message flow example

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 CommunicationControl Request SID 0x28 CcC
#2 controlType = enableRxAndTxWithEnhancedAddressinformation, 0x05 ERXTX
suppressPosRspMsglndicationBit = FALSE
#3 communicationType = normal messages 0x01 NMCP
#4 nodeldentificationNumber (high byte) 0x00 NIN
#5 nodeldentificationNumber (low byte) 0x0A NIN

Table 64 dgfines the CommunicationControl positive response message flow example.

Table 64 — CommunicationControl positive response message flow)example

Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 CommunicationControl Response SID 0x68 CCPR
#2 controlType = enableRxAndTxWithEnhancedAddressinformation, 0x05 ERXTX
suppressPosRspMsglndicationBit = FALSE

9.6 TesterPresent (0x3E) service

9.6.1 Service description

This servicg is used to indicate to a server. (or servers) that a client is still connected to the vehicle and
certain diagnostic services and/or communication that have been previously activated are to remain active

This servicg is used to keep oneg Or°multiple servers in a diagnostic session other than the defaultSess
This can either be done by transmitting the TesterPresent request message periodically or in case of]
absence other diagnostic) 'services to prevent the server(s) from automatically returning to
defaultSesdion. The detailed/session requirements that apply to the use of this service when keeping a si
server or multiple servers in a diagnostic session other than the defaultSession can be found in
implementation specifications of ISO 14229.

that

ion.
the
the
ngle
the

IMPORTANT —< The server and the client shall meet the request and response message behaviou[ as

specified i 75.

9.6.2 Request message
9.6.2.1 Request message definition

Table 65 defines the request message.
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Table 65 — Request message definition

A_Data byte |Parameter Name Cvt |[Byte Value |[Mnemonic
#1 TesterPresent Request SID M 0x3E TP
#2 sub-function = [ zeroSubFunction ] M | O0x00/0x80 |LEV_ZSUBF

9.6.2.2 Request message sub-function parameter $Level (LEV_) definition

Table 66 specifies the sub-function parameter values defined for thi service
(suppressPosRspMsglindicationBit (bit 7) not shown).

Table 66 — Request message sub-function parameter definition

Bits 6 - 0 Description Cvt [Mneménic

0x00 zeroSubFunction M |ZSUBF

This parameter value is used to indicate that no sub-function value beside the
suppressPosRspMsglndicationBit is supported by this service.

0x01 — Ox7F |ISOSAEReserved M [ISOSAERESRVD

This range of values is reserved by this document.

9.6.2.3 Request message data-parameter definition

Thig service does not support data-parameters in the réquest message.
9.6.8 Positive response message

9.6.5.1 Positive response message definition

Tabje 67 defines the positive responsé message.

Table-67 — Positive response message definition

A_Data byte |Parameter Name Cvt |Byte Value |Mnemoric
#1 TesterPresent Response SID M Ox7E TPPR
#2 sub-funetion = [ zeroSubFunction ] M 0x00 LEV_ZSUBF

9.6.3.2 Positive response message data-parameter definition

Table 68 defines the data-parameter of the positive response message.

Table 68 — Response message data-parameter definition

Definition

zeroSubFunction

This parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.
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9.6.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 69. The listed negative responses shall be used if
the error scenario applies to the server.

Table 69 — Supported negative response codes

NRC Description Mnemonic

0x12 | sub-functionNotSupported SFNS

his NRC shall be sent it the sub-function parameter is not supporied.

0x13 |ingcorrectMessagelLengthOrinvalidFormat IMLOIF

This NRC shall be sent if the length of the message is wrong.

9.6.5 Message flow example(s) TesterPresent
9.6.5.1 Example #1 - TesterPresent (suppressPosRspMsglindicationBit = FALSE)
Table 70 ddfines the TesterPresent request message flow example #1.

Table 70 — TesterPresent request message flow.example #1

Message djrection client — server

Message Type Request

A_Data bytp |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 TesterPresent Request SID O0x3E TP
#2 zeroSubFunction, suppressPosRspMsglndicationBit = FALSE 0x00 ZSUBF

Table 71 dgfines the TesterPresent positive response message flow example #1.

Table 71 — TesterPresent positive response message flow example #1

Message direction server-—.client

Message Type Response

A_Data bytp |Description-(all values are in hexadecimal) Byte Value Mnemonic
#1 TesterPresent Response SID OX7E TPPR
#2 zeroSubFunction, suppressPosRspMsglndicationBit = FALSE 0x00 ZSUBF

9.6.5.2 Example #2 - TesterPresent (suppressPosRspMsglindicationBit = TRUE)

Table 72 defines the TesterPresent request message flow example #2.
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Table 72 — TesterPresent request message flow example #2

Message direction client — server

Message Type Request

A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic

#1 TesterPresent Request SID 0x3E TP

#2 zeroSubFunction, suppressPosRspMsgindicationBit = TRUE 0x80 ZSUBF

The
9.7
9.7.

The
conm
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parameters:

re is no response sent by the server(s).
AccessTimingParameter (0x83) service

L Service description

AccessTimingParameter service is used to read and change the default timing parameters of a

munication link for the duration this communication link is active.

use of this service is complex and depends on the server’s capability and the data link topolog
nded timing parameter set will be supported per diagnostic session:-It is recommended to use
with physical addressing, because of the different sets of extended timing parameters supp
ers.

recommended to use the following sequence of services:
DiagnosticSessionControl (diagnosticSessionType).service;
AccessTimingParameter (readExtendedTimingParameterSet) service;
AccessTimingParameter (setTimingParametersToGivenValues) service;
the case a response is required to/be-sent by the server the client and server shall activate the
meter settings after the server has sent the AccessTimingParameter positive response messa

esponse message is allowed-the client and the server shall activate the new timing parame
smission/reception of the request message.

y. Only one
this service
brted by the

new timing
ge. In case
er after the

server and the client 'shall reset their timing parameters to the default values after a successful switching

hother or the same“diagnostic session (e.g. via DiagnosticSessionControl, ECUReset service,
ng timeout).

AccessTimingParameter service provides four different modes for the access to the se

readExtendedTimingParameterSet;

Dr @ session

rver timing

setTimingParametersToDefaultValues;
readCurrentlyActiveTimingParameters;

setTimingParametersToGivenValues;

IMPORTANT — The server and the client shall meet the request and response message behaviour as

spe

cified in 7.5.
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Request message

equest message definition

Table 73 defines the request message.

Table 73 — Request message definition

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic

#1 AccessTimingParameter Request SID M 0x83 ATP

#2 sub-function = [ timingParameterAccessType ] M | Ox00 — OxFF [LEV_TPAT_

TimingParameterRequestRecord [ TPREQR |

#3 byte#1 C [ 0x00 - OxFF | BA

#n byte#m ] C | 0x00 — OxEFy|Bm
C. The TTingParameterRequestRecord is only present if timingParameterAccessType =
setTimingPgrametersToGivenValues. The structure and content of the TimingParameterRequestRécord is data link layer
dependend pnd therefore defined in the implementation specification(s) of ISO 14229.

9.7.2.2 R

equest message sub-function parameter $Level (LEV_) definition

The sub-fupction parameter timingParameterAccessType is used by.theé AccessTimingParameter service to
select the specific behaviour of the server. Explanations and usage of'the possible timingParameterldentifiers
in Table 74. The following sub-function values are specified (suppressPosRspMsglndicatignBit
(bit 7) not shown):

are detaileqd

Table 74 — Request message sub-function parameter definition

Bits 6 - 0 Description Cvt [Mnemonic
0x00 ISOSAEReserved M |ISOSAERESR\{D
This value is reserved by this document.
0x01 readExtendedTimingParameterSet U |RETPS

Upon receiving an AccessTimingParameter indication primitive with
timingParameterAccessType = readExtendedTimingParameterSet, the
server shall read the extended timing parameter set, i.e. the values that the
server is capable ‘ef-supporting.
If the read access to the timing parameter set is successful, the server shall
send an <AecessTimingParameter response primitive with the positive
response\parameters.
If the'read access to the timing parameters set is not successful, the server
shall>send a negative response message with the appropriate negative
response code.
This sub-function is used to provide an exira set of fiming parameters for the
currently active diagnostic session.
With the timingParameterAccessType =
setTimingParametersToGivenValues only this set (read by
timingParameterAccessType = readExtendedTimingParameterSet) of timing
parameters can be set.
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Table 74 — (continued)

Bits 6 -0 Description Cvt [Mnemonic

0x02 setTimingParametersToDefaultValues U |STPTDV

Upon receiving an AccessTimingParameter indication primitive with
timingParameterAccessType = setTimingParametersToDefaultValues, the
server shall change all timing parameters to the default values and send an
AccessTimingParameter response primitive with the positive response
parameters before the default timing parameters become active (if
suppressPosRspMsglindicationBit is set to 'FALSE', otherwise the timing
parameters shall become active after the successful evaluation of the
request message).

If the timing parameters cannot be changed to default values for any reason,

the server shall maintain the currently active timing parameters and send a
negative response message with the appropriate negative response code.

The definition of the default timing values depends on the used data link and
is specified in the implementation specification(s) of ISO 14229.

0x03 readCurrentlyActiveTimingParameters U |RCATH

Upon receiving an AccessTimingParameter indication primitive’ with
timingParameterAccessType = readCurrentlyActiveTimingParameters, the
server shall read the currently used timing parameters.

If the read access to the timing parameters is successfuly'the server shall
send an AccessTimingParameter response primitives with the positive
response parameters.

If the read access to the currently used timing parameters is impossible for
any reason, the server shall send a negative sresponse message with the
appropriate negative response code.

0x04 setTimingParametersToGivenValues U |STPTQV

Upon receiving an AccessTimingRarameter indication primitive with
timingParameterAccessType = wsetTimingParametersToGivenValues, the
server shall check if the timing parameters can be changed under the
present conditions.

If the conditions are validy.the server shall perform all actions necessary to
change the timing (parameters and send an AccessTimingParameter
response primitive-with the positive response parameters before the new
timing parameter values become active (suppressPosRspMsglndicationBit is
set to 'FALSE',“etherwise the timing parameters shall become active after
the successfullevaluation of the request message).

If the timing’parameters cannot be changed by any reason, the server shall
maintain- the currently active timing parameters and send a negative
response message with the appropriate negative response code.

It/is not possible to set the timing parameters of the server to any set of
values between the minimum and maximum values read Vvia

timingParameterAccessType = readExtendedTimingParameterSet. The
timing parameters of the server can only be set to exactly the timing
parameters read via timingParameterAccessType =
readExiended limingParameterset. A request 1o do so shall be rejected by
the server.
0x05 — OxFF |ISOSAEReserved M |ISOSAERESRVD

This value is reserved by this document for future definition.
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9.7.2.3 Request message data-parameter definition
Table 75 defines the data-parameter of the request message.

Table 75 — Request message data-parameter definition

Definition

TimingParameterRequestRecord

This parameter record contains the timing parameter values to be set in the server via timingParameterAccessType =
setTimingParametersToGivenValues. The content and structure of this parameter record is data link layer specific and
can be founprmrttreimptementatiomrspecification(sof 1SO 14229 g1SO14229-3:

9.7.3 Positive response message
9.7.31 Positive response message definition
Table 76 dgfines the positive response message.

Table 76 — Positive response message definition

A_Data byt |Parameter Name Cvt |Byte Value |Mnemonic

#1 AccessTimingParameter Response SID M 0xC3 ATPPR

#2 timingParameterAccessType M | Ox00 — Ox7F | TPAT_

TimingParameterResponseRecord | TPRSPR_

#3 byte#1 C | 0x00 - OxFF | B1

#n byte#m ] C | 0x00 — OxFF |Bm
C. The TimingParameterResponseRecord is only present if timingParameterAccessType =
readExtendgdTimingParameterSet or readCurrentlyActiveTimingParameters. The structure and content of | the
TimingParameterResponseRecord is data link layer dependend and therefore defined in the implementation
specification(s) of ISO 14229.

9.7.3.2 Positive response message data-parameter definition
Table 77 ddfines the data-parameters of the positive response message.

Table 77 — Response message data-parameter definition

Definition

timingParameterAccessType

This paramgtet.is*an echo of bits 6 - 0 of the sub-function parameter from the request message.

TimingParameterResponseRecord

This parameter record contains the timing parameter values read from the server via timingParameterAccessType =
readExtendedTimingParameterSet or readCurrentlyActiveTimingParameters. The content and structure of this parameter
record is data link layer specific and can be found in the implementation specification(s) of ISO 14229.
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Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 78. The listed negative responses shall be used if
the error scenario applies to the server.

Table 78 — Supported negative response codes

NRC Description Mnemonic
0x12 | sub-functionNotSupported SFNS
This NRCT shall be sent if the sub-function parameter is not supported.
0k13 | incorrectMessagelLengthOrinvalidFormat IMLQIF
The length of the message or the format is wrong.
0k22 | conditionsNotCorrect CNC
This NRC shall be returned if the criteria for the request AccessTimingParameterare not
met.
0k31 requestOutOfRange ROOR
This NRC shall be sent if the TimingParameterRequestRecord centains invalid timing
parameter values.
9.7.p Message flow example(s) AccessTimingParameter
9.7.p1 Example #1 — set timing parameters to default values

Thig message flow shows how to set the default timing parameters in a server. The client reques
response message by setting the suppressPosRspMsglndicationBit (bit 7 of the sub-function p3

"FALSE" ('0").

Table 79 defines the AccessTimingParameter request message flow example #1.

Table 79 — AccéssTimingParameter request message flow example #1

s to have a
rameter) to

Message direction client= server
Mes$sage Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 AccessTimingParameter Request SID 0x83 ATP
#2 timingParameterAccessType = 0x02 TPAT_STPTDV
setTimingParametersToDefaultValues;
suppressPosRspMsglndicationBit = FALSE
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Table 80 defines the AccessTimingParameter positive response message flow example #1.

Table 80 — AccessTimingParameter positive response message flow example #1

Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 AccessTimingParameter Response SID 0xC3 ATPPR
#2 timingParameterAccessType = 0x02 TPAT_STPTDV
setTimingParameters ToDefaultvalues

9.8 Seg¢uredDataTransmission (0x84) service
9.8.1 Service description
9.8.1.1 Purpose

The purposg of this service is to transmit data that is protected against attacks from third parties - which cpuld
endanger dpta security.

The SecurgdDataTransmission service is applicable if a client intends{(fo*Use diagnostic services defingd in
this documént in a secured mode. It may also be used to transmit external data, which conform to some gther

application protocol, in a secured mode between a client and a server. A secured mode in this context means
that the datp transmitted is protected by cryptographic methods.

9.8.1.2 Becurity sub-layer

Figure 8 illystrates the security sub-layer. The security sub-layer has to be added in the server and client
application for the purpose of performing diagnostic services in a secured mode.

[ Application ] ( Application ]
A A A

A_Rgq A_Conf SS_Reqg 8S_Conf A_Ind A_Resp SS_Ind SS_Resp
1SO 14229- 1SO 14229-1
pass-thryl i pass-thru .
Sécurity Security
sub-layer sub-layer
I' Us&s SecuredDataTransmission service v Uses SecuredDataTransmission service
A_Req A_Conf A_Ind A_Resp
1SO 14229- 1S014229-1
e
Application Layer Application Layer
4 a N\
Network Layer Network Layer
Data Link Layer Data Link Layer
L Physical Layer Physical Layer )

{ ‘ }

Figure 8 — Security sub-layer implementation
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There are two methods to perform diagnostic service data transfer between the client and server(s):

Unsecured data transmission mode

The application uses the diagnostic Services and Application Layer Service Primitives defined in this
document to exchange data between a client and a server. The Security Sub-Layer performs a "Pass-Thru" of
data between "Application" and "Application Layer" in the client and the server.

The

Secured data transmission mode

application uses the diagnostic services or external services and the Security sub-layer Servic

to €
ser
com

The]
ther

Thig
ser
ser

The
prin
ser

The)
pro
rem
ser
an 4

xchange data between a client and a server. The security sub-layer uses the SecuredDatal
ice for the transmission/reception of the secured data. Secured links must be\p
munication. Therefore only physical addressing is allowed, which means that only one server i

interface of the security sub-layer to the application is according to the 1ISO/OSItmodel conv
efore provides the following four security sub-layer (SS_) service primitives

SS_SecuredMode.req: Security sub-layer Request
SS_SecuredMode.ind: Security sub-layer Indication
SS_SecuredMode.resp:  Security sub-layer Response
SS_SecuredMode.conf:  Security sub-layer Confirmation

part of ISO 14229 defines both, confirmed and uncenfirmed services. In a secured mode onl
ices are not allowed to be executed in a secured-mode:

ResponseOnEvent (0x86);

ReadDataByPeriodicldentifier (0x2A);

TesterPresent (Ox3E);

confirmed services (suppressPosRspMsglindicationBit = FALSE) use the four application Iz

itives request, indication, response and confirmation. Those are mapped onto the four securi

task of the Security sub-layer when performing a diagnostic service in a secured mode is to ¢
ided by the "*Application", to decrypt data provided by the "Application Layer" and to add,
ove secufity specific data elements. The Security sub-layer uses the SecuredDataTransmig

xternal protocol (request and response), which shall be exchanged in a secured mode.

ice primitives and viee versa when executing a confirmed diagnostic service in a secured modg.

e Primitives
fansmission
bint-to-point
5 involved.

entions and

y confirmed

ices are allowed (suppressPosRspMsgindicationBit'= FALSE). Based on this requirement the following

yer service
ly sub-layer

ncrypt data
check, and
sion (0x84)

ice of therapplication layer to transmit and receive the entire diagnostic message or message according to
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The security sub-layer provides the service "SecuredServiceExecution" to the application for the purpose of a

secured execution of diagnostic services.

The security sub-layer request and indication primitive of the "SecuredServiceExecution" service are specified

according to the following general format:

SS_SecuredMode.request (
SA,
TA,
TA_type
[,RA]

[, parameter 1, ...]

)

SS_SecuredMode. indication (

SA,

TA,

TA_type

[,RA]

[,parameter 1, ...]

)

The securiy sub-layer layer response and confirm primitive of the. SecuredServiceExecution service|are

specified agcording to the following general format:

SS_SecuredlMode.response (

SA,

TA,

TA_type

[,RA,]

Result

[, parameter A7, N\...]

)

SS_SecuredMode.confirm (

SA,

TA,

TA_type,

[RA, ]

Result

[, parameter 1, ...]

)

The addressing information shown in the security sub-layer service primitives is mapped directly onto the

addressing information of the application layer and vice versa.

9.8.1.3 Security sub-layer access

The concept of accessing the security sub-layer for a secured service execution is similar to the application
layer interface as described in this document. The security sub-layer makes use of the application layer

service primitives.

68
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The following describes the execution of confirmed diagnostic service in a secured mode:

— The client application uses the security sub-layer SecuredServiceExecution service request to perform a
diagnostic service in a secured mode. The security sub-layer performs the required action to establish a
link with the server(s), adds the specific security related parameters, encrypts the service data of the
diagnostic service to be executed in a secured mode if needed and uses the application layer
SecuredDataTransmission service request to transmit the secured data to the server.

— The server receives an application layer SecuredDataTransmission service indication, which is handled
by the security sub-layer of the server. The security sub-layer of the server checks the security specific
parameters decrypts encrypted data and presents the data of the service to be executed in a secured
mode to the application via the security sub-layer SecuredServiceExecution service indigiation. The
application executes the service and uses the security sub-layer SecuredServiceExeculion service
response to respond to the service in a secured mode. The security sub-layer of the-server adds the
specific security related parameters, encrypts the response message data if néeded and uses the
application layer SecuredDataTransmission service response to transmit the response data to|the client.

— | The client receives an application layer SecuredDataTransmission service confirmation primitive, which is
handled by the security sub-layer of the client. The security sub-layer of the client checks the security
specific parameters, decrypts encrypted response data and presentscthe’data via the security sub-layer
SecuredServiceExecution confirmation to the application.

Figyre 9 graphically shows the interaction of the security sub-layer,¢he application layer and thg application
whgn executing a confirmed diagnostic service in a secured mode.

( Application ] ( Application ]

SS_SecureIcIMode.req SS_SecuredMode,canf SS_SecuredMode.ind SS_SecureldMod .resp
Security Security
sub-layer sub-layer
Uses SecuredDataTransmission service Uses SecuredDataTransmission service
A]SecuredDataTransmission.req A_SecuredDataTransmission.conf A_SecuredDataTransmission.ind A_SecuredDataTransmipsion.resp
L L
140 14229-1 * * ISO 14229-1
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Application Layer ] Application Layer ]
\ t \ t
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Network Layer ) Network Layer
Data-Linktayer Data-Linklayer——
B yer Ba
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Figure 9 — Security sub-layer, application layer and application interaction
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IMPORTANT — The server and the client shall meet the request and response message behaviour as

specified in 7.5.

9.8.2 Request message
9.8.2.1 Request message definition
The security sub-layer generates the application layer SecuredDataTransmission request message
parameters.
Table 81 defines the request message.
Table 81 — Request message definition
A_Data Byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 SecuredDataTransmission Request SID M 0x84 SDT
securityDataRequestRecord[] = [ SECDRQR _
#2 securityDataParameter#1 M | 0x00 —OxFF | SDP_
#.n securityDétaParameter#m] M OXOO—.OXFF éDP_
9.8.2.2 Request message sub-function parameter $Level (LEV_) definition
This servicg does not use a sub-function parameter.
9.8.2.3 Request message data-parameter definition
Table 82 dgfines the data-parameters of the request message.
Table 82 — Request message data-parameter definition
Definition
securityDataRequestRecord
This paramgter contains the data as proceSsed by the Security Sub-Layer.
9.8.3 Positive response message
9.8.3.1 Positive response message definition
Table 83 dgfines the positive response message.
Table 83 — Positive response message definition
A_Data Byte |Parameter Name Cvt |Byte Value |Mnemonic
1 SecuredDataTransmission Response SID M 0xC4 SDTPR
securityDataResponseRecord[] = [ SECDRQR _
2 securityDataParameter#1 M | Ox00 — OxFF | SDP_
ﬁ secur'ityDataParameter#m] M OxOO—'OxFF SDP_
9.8.3.2 Positive response message data-parameter definition

Table 84 defines the data-parameter of the positive response message:

70 © 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229

Table 84 — Response message data-parameter definition

-1:2013(E)

Definition

securityDataResponseRecord

This parameter contains the data as processed by the Security Sub-Layer.

9.8.4 Supported negative response codes (NRC_)
The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 85. The response codes are always.g$ent without
encfyption, even if according to the configurationProfile in the request A_PDU the response A'"PDU has to be
encfypted. The listed negative responses shall be used if the error scenario applies to the sérver.
Table 85 — Supported negative response codes
NRC Description Mngmonic
0x13 incorrectMessagelLengthOrinvalidFormat IMLOIF

The server shall use this response code, if the length of the request A_PDU is not

correct.
0x38 — Ox4F | reservedByExtendedDataLinkSecurityDocument RBEDLSD

This range of values is reserved by extended data link s&curity.
NOTE The response codes listed above apply to the. ‘SecuredDataTransmission (0x84) service. |In case the
diagnhostic service performed in a secured mode requires_a\negative response then this negative response is send to the

clierft in a secured mode via a SecuredDataTransmissiof’positive response message.

9.9 ControlDTCSetting (0x85) service

9.9.11 Service description

The| ControlDTCSetting service shall be used by a client to stop or resume the updating of DTC status bits in
the server(s). DTC status bits_aré reported in the statusOfDTC parameter of the positive responge to certain
subfunctions of ReadDTClInformation (see D.2 for definition of the bits).

The| ControlDTCSetting.request message can be used to stop the updating of DTC status bits in gn individual
seryer or a group of-sérvers. If the server being addressed is not able to stop the updating of DT( status bits,
it shall respond with~a ControlDTCSetting negative response message indicating the reason for thg reject.

Wh

is

erformed with sub-function set to "on" or a transition to a session where ControlDTCSe

n the server accepts a ControlDTCSetting request with a subfunction value of DTCSettingType = off, the
server shalksuspend any updates to the DTC status bits (i.e., freeze current values) until the fur
enapled\again. The update of the DTC status bit information shall continue once a ControlIDTCSet

ctionality is
ing request
tting is not

supported occurs (e.g., session layer timeout to defaultSession, ECU reset, etc.). The server shal

still send a

positive response if the service is supported in the active session with a requested sub-function set to either
"on" or "off" even if the requested DTC setting state is already active.

If a ClearDiagnosticlnformation (0x14) service is sent by the client the ControlDTCSetting shall not prohibit
resetting the server's DTC status bits. The behaviour of the individual DTC status bits shall be implemented
according to the definitions in D.2, Figure D.1 - Figure D.8.

DTC status bits document certain information relative to a numerical identifier (DTC) that represents a specific
fault condition(s). ControlDTCSetting only switches on/off the DTC status bit updating. ControlIDTCSetting
service is not intended to cause fault monitoring to be switched off nor is it intended to cause failsoft strategies
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to be disabled. It is not recommended that failsoft or failsafe strategies be directly linked or coupled with DTC
status bits (e.g., an accepted ClearDiagnosticinformation request does not directly remove any active failsoft).

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

9.9.2 Request message

9.9.21 Request message definition

Table 86 defines the request message.

Table 86 — Request message definition

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 ControlDTCSetting Request SID M 0x85 CDTCS
#2 sub-function = [ DTCSettingType ] M LEV_DTCSTR_
0x00 — OxFF
DTCSettingControlOptionRecord [] = [ DTCSCOR _
#3 parameter#1 U ¢.0x00 — OxFF | PARA1
#n parameter#m U | 0x00 — OXFF | PARAM

9.9.2.2 Request message sub-function parameter $Level (LEV- ) definition

The sub-fuction parameter DTCSettingType is used by the ControlDTCSetting request message to indifate

to the sefver(s)

(suppressPpsRspMsglndicationBit (bit 7) not shown in Table 87).

Table 87 — Request message sub-function parameter definition

whether diagnostic trouble code status bit updating shall stop or start again

Bits 6 - 0 Description Cvt [Mnemonic
0x00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by,this.-document.
0x01 on M |ON
The server(s) shalkresume the updating of diagnostic trouble code status bits
according to nermal operating conditions
0x02 off M |OFF
The server(s) shall stop the updating of diagnostic trouble code status bits.
0x03 — Ox3F |ISOSAEReserved M |ISOSAERESRVD
This range of values is reserved by this document for future definition.
0x40 — Ox5F | vehicleManufacturerSpecific U |VMS
This range of values is reserved for vehicle manufacturer specific use.
0x60 — OX7E | systemSupplierSpecific U |SSS
This range of values is reserved for system supplier specific use.
Ox7F ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document for future definition.
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9.9.2.3 Request message data-parameter definition
Table 88 defines the data-parameter of the request message.

Table 88 — Request message data-parameter definition

Definition

DTCSettingControlOptionRecord

This parameter record is user optional to transmit data to a server when controlling the updating of DTC status bits (e.g.,
it can contain a list of DTCs to be turned on or off).

9.9.8 Positive response message
9.9.8.1 Positive response message definition
Tabje 89 defines the positive response message.

Table 89 — Positive response message definition

A_Data byte |Parameter Name Cvt Byte Value |Mnemonic
#1 ControlDTCSetting Response SID M 0xC5 CPTCSPR
#2 DTCSettingType M 00-7F D[TCSTP

9.9.8.2 Positive response message data-parameter definition
Tabje 90 defines the data-parameter of the positive fesponse message.

Table 90 — Responsée message data-parameter definition

Definition

DTCSettingType

This parameter is an echo of bits 6.-/0 of the sub-function parameter from the request message.

9.9.4 Supportedmegative response codes (NRC_)
Thetfollowing negative response codes shall be implemented for this service. The circumstances yinder which
each response\code would occur are documented in Table 91. The listed negative responses shall be used if
the prror seendrio applies to the server.

Table 91 — Supported negative response codes

NRC Description Mnemonic

0x12 | sub-functionNotSupported SFNS

This NRC shall be sent if the sub-function parameter is not supported.

0x13 | incorrectMessageLengthOrinvalidFormat IMLOIF
This NRC shall be sent if the length of the message is wrong.

0x22 | conditionsNotCorrect CNC

Used when the server is in a critical normal mode activity and therefore cannot perform the
requested DTC control functionality.
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Table 91 — (continued)

NRC Description Mnemonic
0x31 | requestOutOfRange ROOR
The server shall use this response code, if it detects an error in the

DTCSettingControlOptionRecord.
9.9.5 Message flow example(s) ControlDTCSetting
9.9.5.1 Example #1 - ControlDTCSetting (DTCSettingType = off)

Note that th
client reque
function pa

Table 92 de

ameter) to "FALSE" ('0").

fines the ControlDTCSetting request message flow example #1.

Table 92 — ControlDTCSetting request message flow example #1

is example does not use the capability of the service to transfer additional data to the Server.
sts to have a response message by setting the suppressPosRspMsglndicationBit (bit\7 -of the

The
sub-

Message djrection client — server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ControlDTCSetting Request SID 0x85 RDTCS
#2 DTCSettingType = off, suppressPosRspMsglndicationBit = FALSE 0x02 DTCSTP_OFF
Table 93 ddfines the ControlDTCSetting positive respanse message flow example #1.

Table 93 — ControlDTCSetting. positive response message flow example #1

Message direction server — client
Message Type Response
A_Data bytp |Description (all valuestare in hexadecimal) Byte Value |Mnemonic
#1 ControlDTCSetting-Response SID 0xC5 RDTCSPR
#2 DTCSettingType-= off 0x02 DTCSTP_OFF
9.9.5.2 Example#2 - ControlDTCSetting ( DTCSettingType = on)

This examg

le“does not use the capability of the service to transfer additional data to the server. The ¢

ient

requests t

function parameter) to "FALSE" ('0").

Table 94 defines the ControlDTCSetting request message flow example #2.
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Table 94 — ControlDTCSetting request message flow example #2
Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ControlDTCSetting Request SID 0x85 ENC
#2 DTCSettingType = on, suppressPosRspMsglndicationBit = FALSE 0x01 DTCSTP_ON
Table 95 defines the ControlDTCSetting positive response message flow example #2.
Table 95 — ControlDTCSetting positive response message flow example #2
Megsage direction server — client
Megsage Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 ControlIDTCSetting Response SID 0xC5 RDTCSHR
#2 DTCSettingType = on 0x01 DTCSTP[ ON
9.10) ResponseOnEvent (0x86) service
9.10.1 Service description
The|l ResponseOnEvent service requests a servercto start or stop transmission of responses on|a specified

event.

Thig service provides the possibility to automatically execute a diagnostic service in case a spegified event
occyrs in the server. The client specifies’the event (including optional event parameters) and [the service
(including service parameters) to be executed in case the event occurs. See Figure 10 for a brief overview
abolt the client and server behaviour.

clignt (e.g. tester)
- e
------------ <

responseOnEvent
initial response
optional

responseOnEvent
Request (optional)

responseOnEvent
request “start*

responseOnEvent
positive response

resy
“fil

jonseOnEvent
al“ response

)

/

X

7/

activate

l

Execute service
specified in
v responseOnEvent
oe” request message

Execute service
specified in
» responseOnEvent

Start Event

server (e.g. ECU)

Figure 10 — ResponseOnEvent service - client and server behaviour
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NOTE The figure above assumes, that the event window timer is configured to timeout prior to the power down of the
server, therefore the final ResponseOnEvent positive response message is shown at the end of the event timing window.

The server shall evaluate the sub-function and data content of the ResponseOnEvent request message at the
time of the reception. This includes the following sub-function and parameters:

eventType,
eventWindowTime,

eventTypeRecord (eventTypeParameter #1-#m).

In case of jnvalid data in the ResponseOnEvent request message a negative response with the.negative
response gode 0x31 shall be sent. The serviceToRespondToRecord is not part of this evaluation. [The
serviceToRespondToRecord parameter will be evaluated when the specified event occurs, which_triggers the
execution ¢f the service contained in the serviceToRespondToRecord. At the time the event occurs| the
serviceToRespondToRecord (diagnostic service request message) shall be executed. In case conditions|are
not correct p negative response message with the appropriate negative response code,shall be sent. Multiple

events shall| be signalled in the order of their occurrence.

The following implementation rules shall apply:

a)

b)

c)

d)

e)

f)

)]

h)

76

The RgsponseOnEvent service can be set up and activated in any session, including the defaultSession.
TesterlPresent service is not necessarily required to keep the ResponseOnEvent service active.

If the specified event occurs when a diagnostic service is in progress, which means that either a reqliest
message is in progress to be received, or a request is executed, or a response message is in progfess
(this intludes the negative response message handling with response code 0x78) to be transmitted (if
suppregsPosRspMsglndicationBit = FALSE) then the execution of the request message contained in| the
servicdToRespondToRecord shall be postponed wntil the completion of the diagnostic service in
progress.

NOTE | In some circumstances due to the paostponing of the ServiceToRespondTo the data contained in the
Service[loRespondTo Records may not correspond with the data values which caused the event.

In casq multiple events occur while anoether event is in progress, the handling of the multiple events (¢.g.,
ignoring all but the first/last event or stockpiling of events) shall be vehicleManufacturerSpecific.

The sefver shall execute the §ervice contained in the serviceToRespondToRecord when the event logjic is
satisfied and the event is generated within the event time window.

Once the Response@nEvent service is initiated by the ResponseOnEvent request “start”, the server ghall
responfl to the client:which has set up the event logic and has started the ROE events till event window
time expires.

A DiaghosticSessionControl request moving to any non-default-Session shall stop the ResponseOnEyent
service regardless whether a different non-default session than the current session or the same non-
default session is activated. On returning to DefaultSession all ResponseOnEvent services which had
previously been active in DefaultSession shall be re-activated.

Multiple ResponseOnEvent services may run concurrently with different requirements (different
EventTypes, serviceToRespondToRecords, ...) to start and stop diagnostic services. Start and stop
subfunctions shall always control all initialized ResponseOnEvent services.

If a ResponseOnEvent service has been set up then the following shall apply:
1) If Bit 6 of the eventType subfunction parameter is set to 0 (do not store event), then the event shall

terminate when the server powers down The server shall not continue a ResponseOnEvent
diagnostic service after a reset or power on (i.e. the ResponseOnEvent service is terminated).
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2) If Bit 6 of the eventType subfunction parameter is set to 1 (store event), it shall resume sending
serviceToRespondTo-responses according to the ResponseOnEvent-set up after a power cycle of
the server. StoreEvent is therefore only allowed in combination with infinite eventWindowTime.

The “suppressPosResponseMessagelndicattionBit” = “yes” should only be used by the client for the
eventType = stopResponseOnEvent, startResponseOnEvent or clearResponseOnEvent. The server shall
always return a response to the event-triggered response when the specified event is detected.

The server shall return a ResponseOnEvent “final” response (see fig. 15) to indicate the
ResponseOnEvent (0x86) service only if a finite window time was set and the finite window time has
elapsed. No final response shall be sent if the ROE has been stopped by any means (e.g.

“stopResponseOnEvent” subfunction or change of session) before the finite window time has ¢lapsed.

k) |In order to avoid interference with normal diagnostic operation, it is recommended to| implement
ResponseOnEvent service only to be applied to transient events and conditions. The.server shall return a
response once per event occurrence. For a condition that is continuously sustained‘over a pefiod of time,
the response service shall be executed only one time at the initial occurrencey Incase the eyventType is
defined so that serviceToRespondTo-responses could occur at a high, frequency, then |appropriate
measures have to be taken in order to prevent back to back serviceToRespondTo-responses.|A minimum
separation time between serviceToRespondTo-responses could be part of the eventTypeRecagrd (vehicle-
manufacturer-specific).

It is| recommended to use only the services listed in Table 96 for¢the service to be performed |in case the

spegified event occurs. (serviceToRespondToRecord request service identifier).

Table 96 — Recommended services to be used with the ResponseOnEvent service
Re¢ommended services (ServiceToRespondTo) |Request'SID Response SID
ReerdDataByIdentifier 0x22 0x62
RegdDTClnformation 0x19 0x59
RoltineControl 0x31 071
InpptOutputControlByldentifier 0x2F Ox6F

For| performance reasons (e.g~ avoid missed execution of serviceToRespondToRecord request service

idenjtifier) it is recommended {0 respect the following suggestions:

— |DID may contain measurable data (e.g. avoid definition of event logic reading constant [calibration”
labels)

— |serviceToRespondToRecord positive response may be limited in size up to a vehicle manufacturer
specific value

IMPORTANT — The server and the client shall meet the request and response message beghaviour as

sperified in 7.5.

© 1SO 2013 — All rights reserved 77


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

9.10.2

9.10.2.1

Request message

Request message definition

Table 97 defines the request message.

Table 97 — Request message definition

A_Data byte |Parameter Name Cvt Byte Value |Mnemonic
#1 ResponseOnEvent Request SID M 0x86 ROE
#2 sub-function = [ eventType ] M 0x00 — OxFF |LEV_ETP
#3 eventWindowTime M 0x00 — OxFF | EWT
eventTypeRecord[] = [ ETR_
#4 eventTypeParameter 1 C1 0x00 — OXER {ETP1
#(m-1)+4 eventTypeParameter m ] C1 0x00 = OxFF [ETPm
serviceToRespondToRecord[] = [ STRTR_
#n-(r-1)-1 serviceld C2 0x00 — OxFF | Sl
#n-(r-1) serviceParameter 1 C3 "\ }0x00 — OxFF | SP1
#n serviceParameter r ] C3 | 0x00 — OxFF | SPr
C1: present if the eventType requires additional parameters to be specified forthe/event to respond to.
C2: mandatory to be present if the sub-function parameter is\ not equal to reportActivatedEvénts,
stopResponseOnEvent, startResponseOnEvent, ClearResponseOnEvent
C3: present if the service request of the service to respond to requires-additional service parameters
9.10.2.2 Request message sub-function Parameter $lcevel (LEV_) Definition

9.10.2.2.1

The sub-fu
event to be
value giv
(suppressP

Bit 6 of the

volatile memory in the server and re-activated upon the next power-up of the server or if it shall termi

once the se

ResponseOnEvent request message sub-function Parameter definition
nction parameter eventType is used by the ResponseOnEvent request message to specify
configured in the server and to.control the ResponseOnEvent set up. Each sub-function param
en in Table 98 also _Sspecifies the length of the applicable eventTypeRe
bsRspMsglndicationBit (bit 7)/not shown in table below).

eventType sub-fungtion’ parameter is used to indicate whether the event shall be stored in

rver powers down «(storageState parameter).

the
eter
cord

non-
hate

78

© 1SO 2013 — All rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

Table 98 — eventType sub-function bit 6 definition - storageState

I1ISO 14229-1:2013(E)

Bit 6 value |Description Cvt | Mnemonic
0x00 doNotStoreEvent M |DNSE
This value indicates that the event shall terminate when the server powers down and
the server shall not continue a ResponseOnEvent diagnostic service after a reset or
power on (i.e. the ResponseOnEvent service is terminated).
0x01 storeEvent U |SE
This value indicates
1) Urn R'G'E Sldlt O StOp Tequest T thedefault bebbi()ll, tdt e everit stidll
resume or stop sending serviceToRespondTo-responses according to the
ResponseOnEvent-set up after a reset or power on (i.e. the
ResponseOnEvent service is resumed).
2) On any ROE setup event logic request, that requested event logic shall be
stored persistently till the event logic is explicitly cleared (via
clearResponseOnEvent) or the event logic is overwritten by a new ROE
setup event logic request of the same category.
Tabje 99 defines the request message sub-function parameter.
Table 99 — Request message sub-function parameter definition
ol 2 Type of
Bits 5-0 Description Cvt |ROE sub- | Mnemonic
Value :
function
0x00 stopResponseOnEvent U [control STPROE
This value is used to stop the server sending responses on event. The
event logic that has been set up is not cleared but can be restarted with
the startResponseOnEvent sub-function parameter.
Length of eventTypeRecord: 0 byte
0x01 onDTCStatusChange U [setup ONDTCS
This value identifies«the event as a new DTC detected matching the
DTCStatusMask specified for this event.
Length of eventTypeRecord: 1 byte
Ulmplementation hint:U A server resident DTC count algorithm shall count
the number -of DTCs satisfying the client defined DTCStatusMask at a
certain-periodic rate (e.g. approximately 1 second). If the count is different
from’that which was calculated on the previous execution, the client shall
generate the event that causes the execution of the serviceToRespondTo.
Jhe latest count shall then be stored as a reference for the next
calculation.
This eventType requires the specification of the DTCStatusMask in the
request message (eventTypeParameter#1).
0x02 onTimerinterrupt U |setup OTI
This value identifies the event as a timer interrupt, but the timer and its
values are not part of the ResponseOnEvent service.
This eventType requires the specification of more details in the request
message (eventTypeRecord).
Length of eventTypeRecord: 1 byte
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Table 99 — (continued)

. Type of
Bits 5-0 Description Cvt |ROE sub- [Mnemonic
Value -
function
0x03 onChangeOfDataldentifier U |setup OCODID
This value identifies the event as a new internal data record identified by
dataldentifier. The data values are vehicle manufacturer specific.
This eventType requires the specification of more details in the request
message (eventTypeRecord).
Tength of eventTypeRecordT 2 bytes
0x04 reportActivatedEvents U |control RAE
This value is used to indicate that in the positive response all events are
reported that have been activated in the server with the ResponseOnEvent
service (and are currently active).
Length of eventTypeRecord: 0 bytes
0x05 startResponseOnEvent M-~ control STRTROE
This value is used to indicate to the server to activate the event logic
(including event window timer) that has been set up and start sending
responses on event.
Length of eventTypeRecord: 0 byte.
0x06 clearResponseOnEvent U [control CLRRQE
This value is used to clear the event logic that has beeniset up in the
server (This also stops the server sending responses on_event.)
Length of eventTypeRecord: 0 byte.
0x07 onComparisonOfValues U |setup ocov
A defined alteration of a data value out of a specific record identified by a
dataldentifier which identifies a data value event. With this sub-function the
user shall have the possibility to defing"an event at the occurrence of a
specific result gathered from a definéd\measurement value comparison. A
specific measurement value included in a data record assigned to a
defined dataldentifier is compated with a given comparison value. The
specified operator defines thekind of comparison. The event occurs if the
comparison result is positive,
Length of eventTypeRécord: 10 bytes
0x08 — Ox1K | ISOSAEReserved M |- ISOSAERES
RVD
This range.ofévalues is reserved by this document for future definition.
0x20 — 0x2F | VehicleManufacturerSpecific U |setup VMS
This\range of values is reserved for vehicle manufacturer specific use.
0x30 — Ox3H [SystemSupplierSpecific U [setup SSS
This range of values is reserved for system supplier specific use.
0x3F ISOSAEReserved M |- ISOSAERES
RVD
This value is reserved by this document for future definition.
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9.10.2.2.2 Detailed request message sub-function onTimerinterrupt parameters specification

With subfunction onTimerInterrupt the Server is allowed to trigger events in a timer configurable period of

time.
The eventTypeRecord defines the timer value with the following timer schedule:
— Slow rate,
— Medium rate,
— |Fast rate.
It is| the manufacturer's specific task to define the time rate associated to each timer schedule pption. See
Tabje 100.
Table 100 — Comparison logic parameter definition
eventTypeRecord Event will be generated Timer type
0x01 Every time the slow rate timer value | Slow rate timer.E.qg. timer elapses after || second
elapses.
0x02 Every time the medium rate timer | Medium rate timer. E.g. timer elapses affer 300 ms
elapses.
0x03 Every time the fast rate timer elapses. Fast rate timer. E.g. timer elapses after 25 ms
9.10.2.2.3 Detailed request message sub-function onChangeOfDataldentifier parameters

With subfunction onChangeOfDataldentifier the’server is allowed to poll the measurements in a fix

specification

bd period of

timg and compare the content, therefore™it-is acceptable that the server might loose some changes and
triggers less events than expected.
The|eventTypeRecord sets the tworbyte DID value that have to be monitored for any change.
9.10.2.2.4 Detailed request message sub-function onComparisonOfValues parameters sp¢cification
Table 101 — Table 403 specify the parameters for the request message with gub-function
onComparisonOfValues parameters in case of serviceToRespondToRecord specifying a comparispn between
readl DIDs.
Table 101 — sub-function onComparisonOfValues parameters definition
Data Byte’ | ParameterName Byte Value Comment Detailed requirement
1 ServicelD 0x86 Request SID -
2 eventType 0x07 sub-function -
onComparisonOfValues
3 eventWindowTime 0x02 InfiniteTimeWindow -
specification
4 eventTypeRecord 0x01 Dataldentifier (DID) Can be a different DID than the one
byte1 high byte used in serviceToRespondToRecord.
Can be a dynamically defined DID.
5 eventTypeRecord 0x04 Dataldentifier (DID) low | ---
byte 2 byte
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Table 101 — (continued)

Data Byte | ParameterName Byte Value | Comment Detailed requirement
6 eventTypeRecord 0x01 Comparison logic, see | The eventTypeRecord byte 3 sets the
byte 3 Table 102 logics of the comparison method,
7 eventTypeRecord 0x00 Raw reference The eventTypeRecord byte 4, 5, 6, 7
byte 4 comparison value MSB | sets the reference comparison value.
8 eventTypeRecord 0x00 Raw reference -
byte 5 comparison value
9 CVCI ItTypURUbUI \j G)\U I Ravv IUfUICI 1LC ===
byte 6 comparison value
10 eventTypeRecord 0x00 Raw reference -
byte 7 comparison value LSB
11 eventTypeRecord 0x0A hysteresis value The eventTypeRecord- byte 8 defines
byte 8 an histeresys valug)in‘percentage filom
0% (0x00) to 100%:"(0x64).
12 eventTypeRecord 0xBC Localization byte 1 The eventTypeRecord byte 9, |10
byte 9 MSB, see Table 103 defines localization of value within [the
data identifier, see Table 103.
13 eventTypeRecord 0x58 Localization byte 2 -
byte 10 LSB, see Table 103
14 serviceToRespondTo 0x22 SID The serviceToRespondToRecord gets
byte 1 the service and the DID to be read and
compared. In the first posifive
response message the
numberOfldentifiedEvents  field | is
always set to 0x00.
15 serviceToRespondTo 0xA1 DID1 -—-
byte 2
16 serviceToRespondTo 0x00 DID2 -
byte 3
Table 102 defines the comparison logic parameter definition.
Tablen102 — Comparison logic parameter definition
Comparisgn logic ID Event will be generated when
0x01 Comparison Parameter < Measured Value
0x02 Comparison Parameter > Measured Value
0%03 Comparison Parameter = Measured Value
0x04 Comparison Parameter <> Measured Value
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Table 103 defines the localization of value 16 bit bitfield parameter definition.

Table 103 — Localization of value 16 bit bitfield parameter definition

Bitfield bit position Description
15 (MSB), bit = 0 means comparison without sign, bit = 1 comparison with sign
14 -10 Bit#10 (LSB) - Bit#14 (MSB) contain the length of data identifier value to be compared. The
value 0x00 shall be used to compare all 4 bytes. All other values shall set the size in bits.
With 5 bits, the maximal size of a length is 31 bits.
9-0 Offset on the positve response message from where to extract the data identifier value. Bit#0

offset is 1023 bits.

(LSB) - Bit#9 (MSB) contain the start bit number offset. With 10 bits, the maximal size of an

9.10.2.3 Request message data-parameter definition
Table 104 defines the data-parameters of the request message.

Table 104 — Request message data-parameteridefinition

De‘inition

evdntWindowTime

Thg parameter eventWindowTime is used to specify a window for the event logic to be active in the s
parpmeter value of eventWindowTime is set to 0x02 then the response time is infinite. In case of an infinite €|
and storageState equal to doNotStoreEvent it is recommended o close the event window by a certain signa
off)| See B.2 for specified eventWindowTimes.

A cpmbination of finite event window and storageState equal to storeEvent shall not be used.

NOJTE This parameter is not applicable to be evaluated by the server in case the eventType is equ
control sub-function.

erver. If the
vent window
(e.g. power

Bl to a ROE

ev1ntType Record

Thig parameter record contains additional‘parameters for the specified eventType.

seryviceToRespondToRecord

This parameter record contains(the service parameters (service Id and service parameters) of the service to
in the server each time the specified event defined in the eventTypeRecord occurs.

be executed

9.10.3 Positiveyresponse message
9.10.3.1 PRositive response message definition

Tabje 105'defines the positive response message for all sub-functions but reportActivatedEvents.

Table 105 — Positive response message definition for all sub-functions but reportActivatedEvents

A_Data byte |Parameter Name Cvt |[Byte Value |[Mnemonic
#1 ResponseOnEvent Response SID M 0xC6 ROEPR
#2 eventType M | 0x00 — Ox7F [ETP
#3 numberOfldentifiedEvents M | 0x00 — OxFF [NOIE
#4 eventWindowTime M | 0x00 — OxFF [EWT
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Table 105 — (continued)

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
eventTypeRecord[] = [ ETR_
#5 eventTypeParameter 1 C1 | 0x00 — OxFF |ETP1
#(m-1)+5 eventTypeParameter m ] C1 | 0x00 — OxFF |ETPm
serviceToRespondToRecord[] = [ STRTR_
#n-(r-1)-1 serviceld M | 0x00 — OxFF | SI
#n-(r-1) serviceParameter 1 C2 | 0x00 — OxFF | SP1
#.n serviceParameter r | C2 | 0x00 — OxFF | SPr

C1: present if the eventType required additional parameters to be specified for the event to respond to.
C2: present if the service request of the service to respond to required additional service parameters

Table 106 defines the positive response message for sub-function = reportActivatedEvents:

Table] 106 — Positive response message definition for sub-function = reportActivatedEvents

A_Data bytp Parameter Name Cvt)'| Byte Value |Mnemonic
#1 ResponseOnEvent Response SID M 0xC6 ROEPR
#2 eventType = reportActivatedEvents M 0x04 ETP_RAE
#3 numberOfActivatedEvents M | 0x00 — OxFF | NOIE
#4 eventTypeOfActiveEvent#1 C1 | 0x00 — OxFF |EVOAE
#5 eventWindowTime#1 C1 | 0x00 — OxFF |EWT
eventTypeRecord#1[] = [ ETR
#6 eventTypeParameter 1 C2 | 0x00 — OxFF |ETP1
#(m-1)+¢ eventTypeRarameter m ] C2 | 0x00 — OxFF |ETPm
serviceToRespondToRecord#1[] = [ STRTR_
#p-(o-1)1 serviceld C3 [ 0x00 — OxFF | Sl
#p-(0-1 serviceParameter 1 C4 | 0x00 — OxFF | SP1
#p servic-;eParameter o] C4 0x00 - OxFF SPo
#n-(r-1)-4-(§-1) | eventTypeOfActiveEvent#k C1 | 0x00 — OxFF |EVOAE
#n-(r-1)-3-(g-1) [eventWindowTime#k C1 | 0x00 — OxFF |[EWT
eventTypeRecord#k[] = [ ETR_
#n-(r-1)-2-(g-1) eventTypeParameter 1 C2 | 0x00 — OxFF |ETP1
#n-(r-1)-R eventFypePararmetore ] c2 | 0x00—oxFF|ETRm
serviceToRespondToRecord#k[] = [ STRTR_
#n-(r-1)-1 serviceld C3 | 0x00 — OxFF | SI
#n-(r-1) serviceParameter 1 C4 | 0x00 — OxFF | SP1
#n serviceParameter r ] C4 | 0x00 — OxFF | SPr

C1: present if an active event is reported.

C2: present if the reported eventType of the active event (eventTypeOfActiveEvent) requires additional parameters to be
specified for the event to respond to.

C3: mandatory to be present when reporting an active event.

C4: present if the reported service request of the service to respond to requires additional service parameters.
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9.10.3.2 Positive response message data-parameter definition

Tab

le 107 defines the data-parameters of the positive response message.

Table 107 — Response message data-parameter definition

Definition

eventType

This parameter is an echo of bits 6 - 0 of the sub-function parameter of the request message.

eve

Thi
eve

ntTypeOfActiveEvent

nt. The applicable values are the ones specified for the eventType sub-function parameter.

5 parameter is an echo of the sub-function parameter of the request message that was issued to set-le the active

Thi
nur

numberOfActivatedEvents

5 parameter contains the number of active events when the client requests to report the namber of active)
hber reflects the number of events reported in the response message.

events. This

Thi
res
req

numberOfldentifiedEvents

5 parameter contains the number of identified events during an active event(window and is only appli
bonse message send at the end of the event window (in case of a finite event window). The initial res
Lest message shall contain a zero (0) in this parameter.

cable for the
ponse to the

ev

Thi

evgnt then this parameter contains the time remaining for the event to be active.

ntWindowTime

parameter is an echo of the eventWindowTime parameter from ‘the request message. When reporti

ng an active

Thi
the

evdntType Record

5 parameter is an echo of the eventTypeRecord parameter from the request message. When reporting an
n this parameter is an echo of the eventTypeRecord ©f the request that was issued to set-up the active ev

active event
ent.

ser

Thi
act|
the

viceToRespondToRecord

5 parameter is an echo of the serviceToRespondToRecord parameter from the request message. When
ve event then this parameter is an eche0f-the serviceToRespondToRecord of the request that was isst
active event.

reporting an
ed to set-up
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9.10.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 108. The listed negative responses shall be used if
the error scenario applies to the server.

Table 108 — Supported negative response codes

NRC Description Mnemonic
0x12 | sub-functionNotSupported SFNS
his NRC shall be sent if the sub-function parameter is not supporied
0x13 |ingcorrectMessagelLengthOrinvalidFormat IMLOJR,
This NRC shall be sent if the length of the request message is wrong.
0x22 | cpnditionsNotCorrect CNC
Used when the server is in a critical normal mode activity and therefore cannot perform_the
r¢quested functionality.
0x31 | requestOutOfRange ROOR

The server shall use this response code

flit detects an error in the eventTypeRecord parameter;
flthe specified eventWindowTime is invalid;

flthe requested DID is not supported;

fla combination of finite event window and storageState equal to'storeEvent is requested

9.10.5 Message flow example(s) ResponseOnEvent
9.10.5.1 Assumptions

For the message flow examples it is assumed, that the eventWindowTime equal to 0x08 defines an eyent
window of §0 seconds (eventWindowTime * 1Q0_seconds). The client requests to have a response messagg by
setting the suppressPosRspMsglndicationBit (bit 7 of the sub-function parameter) to "FALSE" ('0").

NOTE The definition of the eventWindewTime is vehicle manufacturer specific, except for certain values as spegified
in B.2.

The following conditions apply te'the shown message flow examples and flowcharts:

— Triggef signal:
It is ug to the vehiclée manufacturer to define a specific trigger signal, which causes the client (extgrnal
test equipment,~OBD-Unit, diagnostic master, etc.) to start the ResponseOnEvent request message. [This
trigger [signal’eould be enabled by an event as well as by a fixed timing schedule like a heartbeat-fime
(which|should be greater than the eventWindowTime). Furthermore there could be a synchrorous

message (n g QVN(‘I—l-ngnQI) onthe data link used as frlggnr mgnal

— Open event window:

Receiving the ResponseOnEvent request message, the server shall evalaute the request. If the
evaluation was positive, the server shall set up the event logic and has to send the initial positive
response message of the ResponseOnEvent service. To activate the event logic the client has to request
ResponseOnEvent sub-function startResponseOnEvent. After the positive response the event logic is
activated and the event window timer is running. It is up to the vehicle manufacturer to define the event
window in detail, using the parameter eventWindowTime (e.g. timing window, ignition on/off window). In
case of detecting the specified eventType (EART_) the server has to respond immediately with the
response message corresponding to the serviceToRespondToRecord in the ResponseOnEvent request
message.
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9.10.5.2

Close event window:
It is recommended to close the event window of the server according to the parameter
eventWindowTime. After this action, the server has to stop sending event driven diagnostic response
messages. The same could either be reached by sending the ResponseOnEvent (ROE_) request
message including the parameter stopResponseOnEvent or by power off.

Example #1 - ResponseOnEvent (finite event window)

I1ISO 14229-1:2013(E)

Table 109 defines the setup of ResponseOnEvent request message flow example #1.

Table 109 — Setup of ResponseOnEvent request message flow example #1

Megsage direction client —» server
Message Type Request
A_Data byte [Description (all values are in hexadecimal) Byte Value” | Mnemornjic
#1 ResponseOnEvent Request SID 0x86 ROE
#2 eventTypeRecord [ eventType ] = onDTCStatusChange, 0x01 ET_ODTCSC
storageState = doNotStoreEvent
suppressPosRspMsglndicationBit = FALSE
#3 eventWindowTime = 80 seconds 0x08 EWT
#4 eventTypeRecord [ eventTypeParameter ] = testFailed status 0x01 ETP1
#5 serviceToRespondToRecord [ serviceld ] = ReadDTCInformation 0x19 RDTCI
#6 serviceToRespondToRecord [ sub-function ] = 0x01 RNDTC
reportNumberOfDTCByStatusMask
#7 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 0x01 DTCSM
Tabje 110 defines the ResponseOnEvent injtial positive response message flow example #1.

Table 110 — ResponseOnEyent initial positive response message flow example #{

Megsage direction server =\client

Message Type Response

A_Data byte |Description.(all values are in hexadecimal) Byte Value |Mnemonic
#1 RespohseOnEvent Response SID 0xC6 ROEPR
#2 eveniType = onDTCStatusChange 0x01 ET_ODTLCSC
#3 numberOfldentifiedEvents = 0 0x00 NOIE
#4 eventWindowTime = 80 seconds 0x08 EWT
#5 eventTypeRecord [ eventTypeParameter ] = testFailed status 0x01 ETP1
#6 serviceToRespondToRecord [ serviceld ] = ReadDTCInformation 0x19 RDTCI
#7 serviceToRespondToRecord [ sub-function ] = 0x01 RNDTC

reportNumberOfDTCByStatusMask

#8 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 0x01 DTCSM

The event logic is set up; now it has to be activated.
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Table 111 defines the start of the ResponseOnEvent request message flow example #1.

Table 111 — Start of ResponseOnEvent request message flow example #1

Message direction

client — server

Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ResponseOnEvent Request SID 0x86 ROE
#2 eventTypeRecord [ eventType ] = startResponseOnEvent, 0x05 ET_STRTROE
storageState = doNotStoreEvent,
suppressPosRspMsglndicationBit = FALSE
#3 eventWindowTime (will not be evaluated) 0x08 EWT

Table 112 defines the ResponseOnEvent positive response message flow example #1.

Table 112 — ResponseOnEvent positive response message flow éxample #1

Message direction

server — client

Message Type Response

A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ResponseOnEvent Response SID 0xC6 ROEPR
#2 eventType = onDTCStatusChange 0x01 ET_ODTCSC
#3 numberOfldentifiedEvents = 0 0x00 NOIE
#4 eventWindowTime 0x08 EWT

In case th¢ specified event occurs the serverisends the response message according to the specjfied
serviceToRespondToRecord.

Table 113 defines the ReadDTCInformation positive response message flow example #1.

Table 113 — ReadDTCInformation positive response message flow example #1

Message direction seftver — client

Message Type Response

A_Data bytp |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCI
#2 DTCStatusAvailibilityMask OxFF DTCSAM
#3 DTCCount [ DTCCountHighByte ] = 0 0x00 DTCCNT_HB
#4 DTCCount [ DTCCountLowByte ] = 4 0x04 DTCCNT_LB

The message flow for the case where the client would request to report the currently active events in the
server during the active event window will look as follows.
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Table 114 defines the ResponseOnEvent request number of active events message flow example #1.

Table 114 — ResponseOnEvent request number of active events message flow example #1

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ResponseOnEvent Request SID 0x86 ROE
#2 eventTypeRecord [ eventType ] = reportActivatedEvents, 0x04 ET_RAE
storageState = doNotStoreEvent,
suppressPosRspMsglndicationBit = FALSE
#3 eventWindowTime (will not be evaluated) 0x08 EWT

Table 115 defines the ResponseOnEvent reportActivatedEvents positive response ' message flow example #1.
T3ble 115 — ResponseOnEvent reportActivatedEvents positive response message flow example #1
Message direction server — client
Megsage Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ResponseOnEvent Response SID 0xC6 ROEPR
#2 eventType = reportActivatedEvents 0x04 ET_RAE
#3 numberOfActivatedEvents = 1 0x01 NOAE
#4 eventTypeOfActiveEvent = onDTCStatusChange 0x01 ET_ODTESC
#5 eventWindowTime = 80 seconds 0x08 EWT
#6 eventTypeRecord [ eventTypéParameter ] = testFailed status 0x01 ETP1
#7 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 0x19 RDTCI
#8 serviceToRespondToRecord [ sub-function ] = 0x01 RNDTC
reportNumberOfDTCByStatusMask
#9 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 0x01 DTCSM

If th

Tab)

b specified event-window time has expired the server shall send a final positive response.

e 116 defines the ResponseOnEvent final positive response message flow example #1.
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Table 116 — ResponseOnEvent final positive response message flow example #1

Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ResponseOnEvent Response SID 0xC6 ROEPR
#2 eventType = onDTCStatusChange 0x01 ET_ODTCSC
#3 numberOfldentifiedEvents = 1 0x01 NOIE
#4 eventWindow Time = 80 seconds 0x08 EWT
#5 eventTypeRecord [ eventTypeParameter ] = testFailed status 0x01 ETP1
#6 serviceToRespondToRecord [ serviceld ] = ReadDTCInformation 0x19 RDTCI
#7 serviceToRespondToRecord [ sub-function | = 0x01 RNDTC
reportNumberOfDTCByStatusMask
#8 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 0x01 DTCSM
9.10.5.2.1 | Example #1 - flowcharts
The following flowcharts show two different kind of server behaviour:
— no event occurs within the finite event window. In this case the server has to send the response ofl the

RespomnseOnEvent at the end of the event window.

— multiple events (#1 to #n) within a finite event window. Each positive

service
(Sld) b
respon

[ToRespondTo is related to an identified event4#1..#n) and shall have the same service iden
LIt might have different content. At the end of the event_ Window the server shall transmit a pos
5e message of the responseOnEvent service, which indicates the numberOfldentifiedEvents.

response of

90

the
ifier
tive
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Figure 12 depicts the finite event window — multiple events during active event window.
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Figure 12 — Finite event window - multiple events during active event window
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9.10.5.3 Example #2 - ResponseOnEvent (infinite event window)
Table 117 defines the ResponseOnEvent request message flow example #2.

Table 117 — ResponseOnEvent request message flow example #2

Message direction client — server

Message Type Request

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#4 RespenseOnEvent-Request-SIB 0x86 ROE
#2 eventTypeRecord [ eventType ] = onDTCStatusChange, 0x01 ET_ODTLCSC

storageState = doNotStoreEvent,
suppressPosRspMsglndicationBit = FALSE

#3 eventWindowTime = infinite 0x02 EWT

#4 eventTypeRecord [ eventTypeParameter ] = testFailed status 0x041 ETP1

#5 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 0x19 RDTCI

#6 serviceToRespondToRecord [ sub-function ] = 0x01 RNDTC
reportNumberOfDTCByStatusMask

#7 serviceToRespondToRecord [ DTCStatusMask ] = testFailéd status 0x01 DTCSM

Table 118 defines the ResponseOnEvent initial positive response message flow example #2.

™o

Table 118 — ResponseOnEvent initial positive response message flow example #

Message direction server — client
Megsage Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value [Mnemoric
#1 ResponseOnEvent Response SID 0xC6 ROEPR
#2 eventType = onDTGStatusChange 0x01 ET_ODTESC
#3 numberOfldentifiedEvents = 0 0x00 NOIE
#4 eventWindowTime = infinite 0x02 EWT
#5 eventTypeRecord [ eventTypeParameter ] = testFailed status 0x01 ETP1
#6 sefviceToRespondToRecord [ serviceld ] = ReadDTClInformation 0x19 RDTCI
#7 serviceToRespondToRecord [ sub-function ] = 0x01 RNDTC
reportNumberOfDTCByStatusMask
#8 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 0x01 DTCSM

The event logic is set up; now it has to be activated.
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Table 119 defines the start of ResponseOnEvent request message flow example #2.

Table 119 — Start of ResponseOnEvent request message flow example #2

Message direction

client — server

Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ResponseOnEvent Request SID 0x86 ROE
#2 eventTypeRecord [ eventType ] = startResponseOnEvent, 0x05 ET_STRTROE
storageState = doNotStoreEvent,
suppressPosRspMsglndicationBit = FALSE
#3 eventWindowTime (will not be evaluated) 0x02 EWT

Table 120 defines the ResponseOnEvent positive response message flow example #2.

Table 120 — ResponseOnEvent positive response message flow example #2

Message direction

server — client

Message Type Response

A_Data bytp |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ResponseOnEvent Response SID 0xC6 ROEPR
#2 eventType = onDTCStatusChange 0x05 ET_ODTCSC
#3 numberOfldentifiedEvents = 0 0x00 NOIE
#4 eventWindowTime 0x02 EWT

In case th¢ specified event occurs the server(sends the response message according to the spec

serviceToREesp

Table 121 defines the ReadDTClInformation*positive response message flow example #2.

ondToRecord.

Table 121 — ReadDTClInformation positive response message flow example #2

fied

Message direction

server- client

Message Type Response
A_Data bytp |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDPTClInformation Response SID 0x59 RDTCI
#2 DT CStatusAvailibilityMask 0xXX DTCSAM
#3 BfECount{ BFCCountHighByte =10 %00 BDFEENTHB
#4 DTCCount [ DTCCountLowByte ] = 4 0x04 DTCCNT_LB
9.10.5.3.1 Example #2 - Flowcharts

The following flowcharts show two different kind of server behaviour:

— no event occurs within the infinite event window.

— multiple events

(#1 to #n) within a

infinite event window. Each positive response of the

serviceToRespondTo is related to an identified event (#1..#n) and shall have the same service identifier

(SI) but mi

94

ght have different content.
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Figure 13 depicts the infinite event window — no event during active event window.
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Figure 13 — Infinite event window — no event during active event window
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Figure 14 depicts the infinite event window — multiple events during active event window.
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9.10.5.4 Example #3 - ResponseOnEvent (infinite event window) — sub-function parameter
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“onComparisonOfValues”

This example only explains the utilisation of sub-function parameter “onComparisonOfValues” assuming that
the communication behaviour of the ROE service described in Example #1 and Example #2 has not changed.
Therefore this example does not describe the complete message flow. Instead, only the event window set up
request message and the positive response message to the occurring event is shown and explained. Start
and Stop request messages as well as the different response messages are already described in the
examples above. The following conditions apply:

service 0x22 — ReadDataByldentifier is chosen as the serviceToRespondTo,

the dataldentifier 0x0104 includes the measurement value which is to be compared at data™t
#12 (this measurement value may also be read by utilising service 0x22),

an event occurs if the measurement value (MV) is higher than the so called comparison par3
therefore the operator value (see description below) is chosen as 0x01 — “MV >\CP”,

as hysteresis value O0xOA — 10 % is chosen,

as eventWindowTime the value 0x02 - “infinite” is chosen,

as storageState (eventType sub-function bit 6) the value 1 binary-— “storeEvent” is chosen,
in any case a response is requested.

nition for examples:

Byte#4&5: dataldentifier 0x0104

Byte#6&7: Localisation of reading & definition of reading type.

EXAMPLE 1 If the reading is in the 11th-byte of the data record, the following applies:

— 11x8 = 88 dec = 000101 1000b Bit#10 - Bit#14: length in bits - 1.

— With 5 bits, there'is a maximum size of 32 bits = "long".

EXAMPLE 2 For a "word-;-the length is therefore 15 dec = 0 1111b Bit#15: Sign entry: 1=signed, 0=unsig

EXAMPLE 3 Total assignment would be:

~\ 1011 1100 0101 1000b= 0xBC58 thus byte#6 contains 0xBC, byte#7 contains 0x58

— Byte#8: Comparison operation (operator)

yte#11 and

meter (CP)

ned

EXAMBLE 4 operator MV > CP = 0x01

— Byte#9-12: Comparison parameters due to the 4 byte length, all data formats from
'Long' type can be transmitted.

EXAMPLE 5 If comparison value is 5 242 dec = 0x0000 147A,

— byte#9 = 0x00, byte#10 = 0x00, byte#11 = 0x14 and byte#12 = Ox7A

'Bit' through

— Byte#13: Hysteresis value (specified as percentage of comparison parameter). The value is specified
directly. It only applies to the operators "<" and ">". In case of zero as comparison value, the

hysteresis value shall be defined as an absolute value.

EXAMPLE 6 Hysteresis value 10% = Ox0A

© 1SO 2013 — All rights reserved
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Table 122 defines the ResponseOnEvent request message example #3.

Table 122 — ResponseOnEvent request message example #3

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |[Mnemonic
#1 ResponseOnEvent Request SID 0x86 ROE
#2 eventTypeRecord [ eventType ] = onComparisonOfValues, 0x47 ET_OCOV
storageState = storeEvent
suppressPosRspMsglindicationBit=FALSE
#3 eventWindowTime = infinite 0x02 EWT
#4 eventTypeRecord [ eventTypeParameter#1 ] = recordDataldentifier 0x01 ETR_ETP1
(High Byte)
#5 eventTypeRecord [ eventTypeParameter#2 ] = recordDataldentifier 0x04 ETR_ETP2
(Low Byte)
#6 eventTypeRecord [ eventTypeParameter#3 ] = Valueinfo#1 0xBC ETR_ETP3
#7 eventTypeRecord [ eventTypeParameter#4 ] = Valueinfo#2 0x58 ETR_ETP4
#8 eventTypeRecord [ eventTypeParameter#5 | = Operator 0x01 ETR_ETP5
#9 eventTypeRecord [ eventTypeParameter#6 ] = Comparison Parameter 0x00 ETR_ETP6
(Byte#4)
#10 eventTypeRecord [ eventTypeParameter#7 ] = Comparison'Parameter 0x00 ETR_ETP7
(Byte#3)
#11 eventTypeRecord [ eventTypeParameter#8 | = Comparison Parameter 0x14 ETR_ETP8
(Byte#2)
#12 eventTypeRecord [ eventTypeParameter#9])= Comparison Parameter Ox7A ETR_ETP9
(Byte#1)
#13 eventTypeRecord [ eventTypeParameter#10 ] = Hysteresis [%] O0x0A ETR_ETP1(
#14 serviceToRespondToRecord [.servicelD ] = ReadDataByldentifier 0x22 RDBI
#15 serviceToRespondToRecord\[ serviceParameter#1 ] = dataldentifier 0x01 DID_B1
(MSB)
#16 serviceToRespondTeoRecord [ serviceParameter#2 | = dataldentifier 0x04 DID_B2
(LSB)
NOTE Response message and subsequent initialisation sequence is not shown.
The server feacts’if'the measurement value is higher than 5 242, after a successful event window set up[and
activation of the'\ROE mechanism. The specified event occurs and the server sends the following messags.

Table 123 defines the ReadDataByldentifier positive response message example #3.
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Table 123 — ReadDataByldentifier positive response message example #3
Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 0x01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x04 DID_B2
74 dataRecord [ data# T | OXXX DRECT]DATA1
#5 dataRecord [ data#2 ] 0xXX DREC [DATA2
#6 dataRecord [ data#3 ] 0xXX DREC |DATA3
#7 dataRecord [ data#4 ] 0xXX DREC |DATA4
#8 dataRecord [ data#5 ] OxXX DREC |DATA5
#9 dataRecord [ data#6 ] 0xXX DREC |DATA6
#10 dataRecord [ data#7 ] 0xXX DREC |DATA7
#11 dataRecord [ data#8 ] 0xXX DREC |DATA8
#12 dataRecord [ data#9 ] 0xXX DREC |DATA9
#13 dataRecord [ data#10 ] 0xXX DREC |DATA10
#14 dataRecord [ data#11] data content of byte#11:0x14 0x14 DREC |DATA11
#15 dataRecord [ data#12] data content of byte#12: 0x7B 0x7B DREC |DATA12
A fyrther event occurs not before the measurement value is at least once below 90 % of the comparison
parameter value. This behaviour is specified by the hysteresis value. If this condition was fulfilled and the
megsurement value is again higher ;than the comparison value a new event occurs gnd a new
RegdDataByldentifier response message is sent by the server.
9.11 LinkControl (0x87)-service
9.11.1  Service description
The| LinkControl service is used to control the communication between the client and the server(s) in order to
gair) bus bandwidth-for diagnostic purposes (e.g., programming). This service optionally applies tq those data
link| layers, which provides the capability to reconfigure its communication parameter (e.g. phange the
bauprate on*"CAN or reconfigure a FlexRay cycle design) during a non-default diagnostic session.
NOTE Further details on the application and usage of this service on a certain data link layer can be|found in the
indiyidual data link layer specific diagnostic services implementation UDSonXYZ 'data link' specification.
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This service is used to transition the data link layer into a certain state which allows utilizing higher diagnostic
bandwidth most likely for programming purposes. To overcome functional communication constraints (e.g.,

the baudrate has to be transitioned in multiple servers at the same time) the transition itself is split into
steps:

— Step #1: The client verifies if the transition can be performed and informs the server(s) about the m
transition mechanism to be used. Each server has to respond
(suppressPosRspMsglndicationBit = FALSE) before the client performs step #2. This step actually d
not perform the mode transition.

Step #2: The client actually requests the mode transition (e.g., higher baudrate). This step shall onl
requesfed if step #1 has been performed successfully. In case of functional communication

two

ode

positively

oes

be
t is

recommended that there shall not be any response from a server when the mode transition is performed
(supprg¢ssPosRspMsglindicationBit = TRUE), because one server might already have been transitiongd to

the new mode while others are still in progress.

The linkCpntrolType parameter in the request message in conjunction with
linkControlModeldentifier/linkRecord parameter provides a mechanism to transition with\either a pre-def|
mode trans|tion parameter or a specifically defined mode transition parameter.

the conditipnal

ned

NOTE This service is tied to a non-defaultSession. A session layer timer timeout will‘transition the server(s) ba¢k to

its (their) normal mode of operation. The same applies in case an ECUReset service (0x11) is performed. Once a datd
mode transifjon has taken place, any additional non-defaultSession request(s) shall not cause a re-transition intg
default modq of operation (e.g., during a programming session).

IMPORTANT — The server and the client shall meet the request.and response message behaviou

specified in

7.5.

9.11.2 Request message

9.11.21

Table 124 defines the request message (linkControlFype = verifyModeTransitionWithFixedParameter).

Request message definition

Table 124 — Request message definition (linkControlType =
verifyModeTransitionWithFixedParameter)

link
the

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 LinkControl Request 'SID M 0x87 LC
#2 sub-function = [dinkControlType] M 0x01 LEV_LCTP_
#3 linkControlModéldentifier M | Ox00 — OxFF [LCMI_

Table 125 defines/the request message (linkControlType = verifyModeTransitionWithSpecificParameter).

verifyModeTransitionWithSpecificParameter)

Table-425—R tefinition-flinke Fvpe=

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 LinkControl Request SID M 0x87 LC
#2 sub-function = [ linkControlType] M 0x02 LEV_LCTP_
linkRecord[] = [ LBR_
#3 modeParameterHighByte M | 0x00 — OxFF | MPHB
#4 modeParameterMiddleByte M | Ox00 — OxFF | MPMB
#5 modeParameterLowByte ] M | Ox00 — OxFF | MPLB
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Table 126 defines the request message (linkControlType = transitionMode).
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Table 126 — Request message definition (linkControlType = transitionMode)

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 LinkControl Request SID M 0x87 LC
#2 sub-function = [ linkControlType ] M 0x03 LEV_LCTP_

The| sub-function parameter linkControlType is used by the LinkControl request message-to describe the
actipn to be performed in the server (suppressPosRspMsglndicationBit (bit 7) not shown in‘table below).
Table 127 defines the request message sub-function parameters.
Table 127 — Request message sub-function parameter definition
Bit$ 6 — 0 Description Cvt [Mnem¢nic
0x00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document.
0x01 verifyModeTransitionWithFixedParameter U [VMTWFP
This parameter is used to verify if a transition with.a pre-defined parameter,
which is specified by the linkControlModeldentifier data-parameter can be
performed.
0x02 verifyModeTransitionWithSpecificParameter U [VMTWEP
This parameter is used to verify if<a’ transition to a specifically defined
parameter (e.g., specific baudrate)), which is specified by the linkRecord
data-parameter can be performed.
0x03 transitionMode u |T™
This sub-function parameter requests the server(s) to transition the data link
into the mode which'was requested in the preceding verification message.
0xP4 — Ox3F [ISOSAEReserved M |ISOSAERESRVD
This range-of.values is reserved by this document for future definition.
0x#t0 — Ox5F | vehicleManufacturerSpecific U |[VMS
This.range of values is reserved for vehicle manufacturer specific use.
0xp0 — OX7E</ ['systemSupplierSpecific U |[SSS
This range of values is reserved for system supplier specific use.
Ox7F ISOSAEReserved M |ISOSAERESRVD

This value is reserved by this document for future definition.

© 1SO 2013 — All rights reserved
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9.11.2.3

Request message data-parameter definition

Table 128 defines the data-parameters of the request message.

Table 128 — Request message data-parameter definition

Definition

linkControlModeldentifier

This conditional parameter references a fixed defined mode parameter to transition to (see B.3).

linkRecord

This conditi

specificatior]

(UDSonXYZ).

bnal parameter record contains a specific mode parameter in case the sub-function parameter indicates
a specific pprameter is used. The format of the linkRecord is specified in the individual data links specific (diagngstic

that

9113 P

9.11.31

bsitive response message

Positive response message definition

Table 129 defines the positive response message.

Table 129 — Positive response message_ definition

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 LinkControl Response SID M 0xC7 LCPR
#2 linkControlType M 00-7F LCTP
9.11.3.2 Positive response message data-parameter definition

Table 130 defines the data-parameter of the positive response message.

Table 130 — Response message data-parameter definition

Definition

linkControlType

This parameter is an echo of bits.6 - 0 of the linkControlType sub-function parameter from the request message.

9114 S

The followir

ipported.negative response codes (NRC_)

gnegative response codes shall be implemented for this service. The circumstances under wj

each response codewould occur-are documented-inTahle 131 _The listed nng:\h\ln responses shall be us

hich

d if

the error scenario applies to the server.
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Table 131 — Supported negative response codes

NRC Description Mnemonic
0x12 |sub-functionNotSupported SFNS
This NRC shall be sent if the sub-function parameter is not supported.
0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF
This NRC shall be sent if the length of the message is wrong.
0x22 |conditionsNotCorrect CNC
FhisNRE-stattbereturmedHfthecriteriafor the requestedtimkControtare ot met:
0k24 |requestSequenceError RSE
This NRC shall be returned if the client requests the transition of the mode of operation
without a preceding verification step, which specifies the mode to transition to.
0x31 |requestOutOfRange ROPR
This NRC shall be returned if
the requested linkControlModeldentifier is invalid;
the specific modeParameter (linkRecord) is invalid;
9.11.5 Message flow example(s) LinkControl
9.11.5.1 Example #1 - Transition baudrate to fixed baudrate (PC baudrate 115200 kBit/s)
9.11.5.1.1 Step#1: Verify if all criteria are met for abaudrate switch
Table 132 defines the LinkControl request message-flow example #1 - step #1.

Table 132 — LinkControl request message flow example #1 - step #1

Megsage direction client — seryer
Megsage Type Request
A_Data byte [Description (all values are in hexadecimal) Byte Value Mngmonic
#1 LinkControl Request SID 0x87 LC
#2 linkControlType = verifyModeTransitionWithFixedParameter, 0x01 VM[TWFP
suppressPosRspMsglndicationBit = FALSE
#3 link€ontrolModeldentifier = PC115200Baud 0x05 Bl_PC115200
Table 133¢defines the LinkControl positive response message flow example #1 - step #1.

—Table 133 —LINKControl positlve TeSponse Message flow examplie #1=Step #1

Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 LinkControl Response SID 0xC7 LCPR
#2 linkControlType = verifyModeTransitionWithFixedParameter 0x01 VMTWFP
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9.11.5.1.2

Step#2: Transition the baudrate

Table 134 defines the LinkControl request message flow example #1 - step #2.

Table 134 — LinkControl request message flow example #1 - step #2

Message direction

client — server

Message Type

Request

A_Data byt

e |Description (all values are in hexadecimal) Byte Value

Mnemonic

#1

LinkGontrol-RequestSiD Ox8+

LG

#2

linkControlType = transitionMode, 0x83

suppressPosRspMsglindicationBit = TRUE

™

There is no
communica

9.11.5.2

9.11.5.2.1

tion link.
Fxample #2 - Transition baudrate to specific baudrate (150kBit/s)

Step#1: Verify if all criteria are met for a baudrate switch

Table 135 defines the LinkControl request message flow example #2 - step#1.

Table 135 — LinkControl request message flow.example #2 - step #1

response from the server(s). The client and the server(s) have to transition the baudrate of

heir

Message direction client — server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 LinkControl Request SID 0x87 LC
#2 linkControlType = verifyModeTransitionWithSpecificParameter, 0x02 VMTWSP
suppressPosRspMsglndicationBit = FALSE
#3 linkRecord [ modeParameterHighByte ] (150kBit/s) 0x02 MPHB
#4 linkRecord [modeParameterMiddleByte ] 0x49 MPMB
#5 linkRecord [modeParameterLowByte ] O0xFO MPLB
Table 136 defines the LinkControl positive response message flow example #2 - step #1.

Tables136 — LinkControl positive response message flow example #2 - step #1

Message d‘rection server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 LinkControl Response SID 0xC7 LCPR
#2 linkControlType = verifyModeTransitionWithSpecificParameter 0x02 VMTWSP
9.11.5.2.2 Step#2: Transition the baudrate

Table 137 defines the LinkControl request message flow example #2 - step #2.
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Message direction

client — server

Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 LinkControl Request SID 0x87 LC
#2 linkControlType = transitionMode, 0x83 ™
suppressPosRspMsglndicationBit = TRUE

The)
conm

9.11

The
opti

9.11

Tab

re is no response from the server(s). The client and the server(s) have to transition the-baud
munication link.
.5.3 Example #3 - Transition FlexRay cycle design to 'Programming’

following example reflects a scenario, where a FlexRay network cycle design is transitio
mized 'programming' mode (e.g., utilizing an enhanced dynamic segmentfor programming).

.5.3.1 Step#1: Verify if all criteria are met for a scheduler switch
e 138 defines the LinkControl request message flow example #3¢ step #1.

Table 138 — LinkControl request message flow example #3 - step #1

rate of their

hed into an

Message direction client — server
Megsage Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mngmonic
#1 LinkControl Request SID 0x87 LC
#2 linkControlType = verifyModefransitionWithFixedParameter, 0x01 VM[TWFP
suppressPosRspMsglndicationBit = FALSE
#3 linkControlModeldentifier-= ProgrammingSetup 0x20 PRDGSU
Tabje 139 defines the LinKControl positive response message flow example #3 - step #1.

Table 139— LinkControl positive response message flow example #3 - step #1

Me

5sage direction server — client

Me

5sage Type Response

_DPatatbyte

Description (all values are in hexadecimal) Byte Value

Mngmonic

#1 LinkControl Response SID OxC7 LCH

PR

#2 linkControlType = verifyModeTransitionWithFixedParameter 0x01

VMTWFP

9.11.5.3.2 Step#2: Transition to programming scheduler

Tab

le 140 defines the LinkControl request message flow example #3 - step #2.
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Table 140 — LinkControl request message flow example #3 - step #2

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 LinkControl Request SID 0x87 LC
#2 linkControlType = transitionMode, 0x83 ™
suppressPosRspMsglndicationBit = TRUE

There is no[response from the server(s). The client and the server(s) have to transition the cycle design.of the
FlexRay communication link.

10 Data Transmission functional unit
10.1  Overview
Table 141 defines the Data Transmission functional unit.

Table 141 — Data Transmission functional.unit

Service Description

ReadDataHyldentifier The client requests to read the current value of a record identified by a provided
dataldentifier.

ReadMemdgryByAddress The client requests to read the.current value of the provided memory range.

ReadScalingDataByldentifier The client requests to-réad the scaling information of a record identified by a
provided dataldentifier:

ReadDataHyPeriodicldentifier The client requests to schedule data in the server for periodic transmission.

DynamicallyDefineDataldentifier The client requests to dynamically define data Identifiers that may subsequently
be read by‘the readDataByldentifier service.

WriteDataBjyldentifier The client requests to write a record specified by a provided dataldentifier.

WriteMemoryByAddress Theclient requests to overwrite a provided memory range.

10.2 RepdDataByldentifier (0x22) service

10.2.1  Service description

The ReadDataByldentifier service allows the client to request data record values from the server identified by
one or mor¢ dataldentifiers.

The client request message contains one or more two byte dataldentifier values that identify data record(s)
maintained by the server (see C.1 for allowed dataldentifier values). The format and definition of the
dataRecord shall be vehicle manufacturer or system supplier specific, and may include analog input and
output signals, digital input and output signals, internal data, and system status information if supported by the
server.

The server may limit the number of dataldentifiers that can be simultaneously requested as agreed upon by
the vehicle manufacturer and system supplier.

Upon receiving a ReadDataByldentifier request, the server shall access the data elements of the records

specified by the dataldentifier parameter(s) and transmit their value in one single ReadDataByldentifier
positive response containing the associated dataRecord parameter(s). The request message may contain the
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same dataldentifier multiple times. The server shall treat each dataldentifier as a separate parameter and
respond with data for each dataldentifier as often as requested.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

10.2.2 Request message

10.2.2.1 Request message definition

Table 142 defines the request message.
Table 142 — Request message definition
A_Data Byte |Parameter Name Cvt |Byte Value | Mnemonic
#1 ReadDataByldentifier Request SID M 0x22 RDBI
dataldentifier[]J#1 = [ DIO
#2 byte#1 (MSB) M 0x00 — OxFF | HB
#3 byte#2 ] M | 0x00 — OxFF | LB
dataldentifier[J#m = [ DIO
#n-1 byte#1 (MSB) U | 0x00 — OxFF |HB
#n byte#2 ] U | 0x00 — OxFF |LB
10.2.2.2 Request message sub-function parameter $Level (LEV_) Definition
Thig service does not use a sub-function parametef:
10.2.2.3 Request message data-parameter‘definition
Tabje 143 defines the data-parameter for.the request message.
Table 143 — Request message data-parameter definition
De1inition
datldentifier (#1 to #m)
This parameter identifies)the server data record(s) that are being requested by the client (see C.1 for detail¢d parameter
definition).
10.2.3 (Positive response message
10.2.321 __ Positive response message definition

Tab

le 144 defines the positive response message.
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Table 144 — Positive response message definition

S;Eaata Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDataByldentifier Response SID M 0x62 RDBIPR
dataldentifier[[#1 = [ DID_
#2 byte#1 (MSB) M | Ox00 — OxFF |HB
#3 byte#2 ] M | 0x00 — OxFF | LB
dataRecord[J#1 = [ DREC_
#4 data#1 M | Ox00 — OxFF | DATA_1
H#(k-1)+4 data#k | U | 0x00 — OXFF | DATA_m
dataldentifier[J#m = [ DID_
#n-(0-1)-2 byte#1 (MSB) U | 0x00 — OxFF [HB
#n-(0-1)-1 byte#2 ] U |0x00—QXEF|LB
dataRecord[[#m = [ DREC_
#n-(o-1) data#1 U |0x00 - OxFF [ DATA 1
#n data#o | U] 0x00 — OXFF | DATA_k
10.2.3.2 Positive response message data-parameter definition
Table 145 defines the data-parameters of the positive response message.
Table 145 — Response message data-parameter definition
Definition

This paramg

dataldentifier (#1 to #m)

ter is an echo of the data-parameter dataldentifier from the request message.

dataRecord

This param
values to th

(#1 to #k/o)

pter is used by the ReadDataByldentifier positive response message to provide the requested data re
p client. The content of the dataRecord is not defined in this document and is vehicle manufacturer specifi

cord
C.

10.24 S

The followir
each respo
the error sc

ipported negative response codes (NRC_)

bnarie-applies to the server.

g negative tesponse codes shall be implemented for this service. The circumstances under wj
nse code would occur are documented in Table 146. The listed negative responses shall be us

hich
bd if

108

© 1SO 2013 — All rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

Table 146 — Supported negative response codes

NRC Description Mnemonic
0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF
This NRC shall be sent if the length of the request message is invalid or the client exceeded
the maximum number of dataldentifiers allowed to be requested at a time.
0x14 |responseToolLong RTL
This NRC shall be sent if the total length of the response message exceeds the limit of the
underlying transport protocol (e.g., when multiple DIDs are requested in a single request).
0x22 | conditionsNotCorrect CNLC
This NRC shall be sent if the operating conditions of the server are not met to perform the
required action.
0k31 requestOutOfRange ROPR
This NRC shall be sent if
none of the requested dataldentifier values are supported by the device;
none of the requested dataldentifiers are supported in the current session;
the requested dynamicDefinedDataldentifier has not been assigned yet;
0x33 | securityAccessDenied SAD
This NRC shall be sent if at least one of the dataldentifiers is_secured and the server is not in
an unlocked state.
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The evaluation sequence is documented in Figure 15.

mandatory : optional + manufacturer/supplier
: : specific
Service with SID i i
0x22 : :
1 : :
min. length check NO NRC 0x13 E E
+ modulo 2 : :
division : :
YES : H
2 : :
mak. length check NOp| NRC 0x13
YES : :
T —_—_—,  — LA .
: loop (multiple DIDs) : : |
| s E |
| H : |
| ; : |
: same check : : I
| or each DID : : |
| DID#n support : : :
| N service 0x22 in ' E |
I active session? : : |
| ' 1
: . I
I YES : : I
I . L]
1 1 |
' DID#n : ' [
: security NO NRC 0x33 i . DID#n : I
I check ok ? i \condition ' |
| NO ES : check ok? i :
: ; NO NRC 0x22 ) ! |
| : : YES |
' : ifurther DID |
I H 1available? |
| n . H » |
| > : ' » |
| 1 E I
| : : NO |
| : 0 NO
I SR D S e e _5__________|
at least one DID i :
is supported in No»| NRC 0x31 E E
the active ' '
session? : :
totalresponse i :
Iength exceeded YES | NRC 0x14 ) : :

server)

* with all supported
positive response ) DIDs in this active

J) ion
Key

1 minimum length is 3 byte (Sl + DID)
2 maximum length is 1 byte (SlI) + 2*n bytes (DID(s))

Figure 15 — NRC handling for ReadDataByldentifier service
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10.2.5

10.2.5.1

Assumptions

Message flow example ReadDataByldentifier

I1ISO 14229-1:2013(E)

This subclause specifies the conditions to be fulfilled for the example to perform a ReadDataByldentifier
service. The client may request a dataldentifier data at any time independent of the status of the server.

The dataldentifier examples below are specific to a powertrain device (e.g., engine control module). Refer to
ISO°15031-2 [6] for further details regarding accepted terms/definitions/acronyms for emission related

systems.

The| first example reads a single 2 byte dataldentifier containing a single piece of information (where
datgldentifier 0xF190 contains the VIN number).

Thel second example demonstrates requesting of multiple dataldentifiers with a single reqyest (where
datgldentifier 0x010A contains engine coolant temperature, throttle position, engine speged, manifgld absolute
pregsure, mass air flow, vehicle speed sensor, barometric pressure, calculated loadyvalue, idle air control, and
accelerator pedal position, and dataldentifier 0x0110 contains battery positive voltage).

10.2

Tab

.5.2 Example #1: read single dataldentifier 0xF190 (VIN number)

e 147 defines the ReadDataByldentifier request message flow examiple #1.

Table 147 — ReadDataByldentifier request.message flow example #1

Message direction client — server

Megsage Type Request

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) OxF1 DID_B1
#3 dataldentifier [ byte#2 ] 0x90 DID_B2

Tab)

e 148 defines the ReadDataByldentifier positive response message flow example #1.

Table 148 —(ReadDataByldentifier positive response message flow example #1

Message direction server — client

Message Type Response

A_Data Byte/ \Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) OxF1 DID_B1
#3 dataldentifier [ byte#2 ] 0x90 DID_B2
#4 dataRecord [ data#1] = VIN Digit1 =*W~" 0x57 DREC_DATA1
#5 dataRecord [ data#2] = VIN Digit2 ="0" 0x30 DREC_DATA2
#6 dataRecord [ data#3] = VIN Digit3 ="L" 0x4C DREC_DATA3
#7 dataRecord [ data#4 ] = VIN Digit4 =*“0" 0x30 DREC_DATA4
#8 dataRecord [ data#5] = VIN Digit5 =“0" 0x30 DREC_DATA5
#9 dataRecord [ data#6] = VIN Digit6 =“0" 0x30 DREC_DATA6
#10 dataRecord [ data#7] = VIN Digit7 =*0" 0x30 DREC_DATA7
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Table 148 — (continued)

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#11 dataRecord [ data#8] = VIN Digit8 =“4" 0x34 DREC_DATAS8
#12 dataRecord [ data#9] = VIN Digit9 =*“3” 0x33 DREC_DATA9
#13 dataRecord [ data#10] = VIN Digit 10 = “M” 0x4D DREC_DATA10
#14 dataRecord{data# t+—viNDigit t+—"B* Ox42 DRECDATAT
#15 dataRecord [ data#12] = VIN Digit 12 = “5” 0x35 DREC_DATA12
#16 dataRecord [ data#13] = VIN Digit 13 =“4” 0x34 DREC_DATFA13
#17 dataRecord [ data#14 ] = VIN Digit 14 =*“1" 0x31 DREE” DATA14
#18 dataRecord [ data#15] = VIN Digit 15 = “3” 0x33 DREC_DATA15
#19 dataRecord [ data#16 ] = VIN Digit 16 = “2” 0x32 DREC_DATA16
#20 dataRecord [ data#17 ] = VIN Digit 17 = “6” 0x36 DREC_DATA17

10.2.5.3 Example #2: Read multiple dataldentifiers 0x010A and 0x0110
Table 149 defines the ReadDataByldentifier request message flow example #2.

Table 149 — ReadDataByldentifier request/message flow example #2

Message djrection client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier#1 [ byte#1 ] (MSB) 0x01 DID_B1
#3 dataldentifier#1 [ byte#2 ] 0x0A DID_B2
#4 dataldentifier#2 [ byte#1 1(MSB) 0x01 DID_B1
#5 dataldentifier#2 [ Byte#2 ] 0x10 DID_B2

Table 150 defines the ReadDataByldentifier positive response message flow example #2.
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Table 150 — ReadDataByldentifier positive response message flow example #2

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 0x01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x0A DID_B2
iz dataRecord [dat@a#1] = ECI UXAB DREC_DATA1
#5 dataRecord [data#2] =TP 0x66 DREG, DATA2
#6 dataRecord [data#3] =RPM 0x07 DREC_DOATA3
#7 dataRecord [data#4] =RPM 0x50 DREC_DOATA4
#8 dataRecord [data#5] = MAP 0x20 DREC_DATA5
#9 dataRecord [data#6] = MAF Ox1A DREC_DATA6
#10 dataRecord [data#7] =VSS 0x00 DREC_DOATA7
#11 dataRecord [data#8] = BARO 0x63 DREC_DOATAS8
#12 dataRecord [data#9] = LOAD 0x4A DREC_DATA9
#13 dataRecord [data#10] =1AC 0x82 DREC_DATA10
#14 dataRecord [data#11] = APP OX7E DREC_DOATA11
#15 dataldentifier [ byte#1 ] (MSB) 0x01 DID_B1
#16 dataldentifier [ byte#2 ] (LSB) 0x10 DID_B2
#17 dataRecord [ data#1 ] = B+ 0x8C DREC_DATA1

10.3 ReadMemoryByAddress (0x23) service

10.3.1  Service description

Thel ReadMemoryByAddress, service allows the client to request memory data from the server
starfing address and size 6f'memory to be read.

Thel ReadMemoryByAddress request message is used to request memory data from the server i
the |parameter memoryAddress and memorySize. The number of bytes used for the memoryA
memorySize parameter is defined by addressAndLengthFormatldentifier (low and high nibble).

It i$ also“possible to use a fixed addressAndLengthFormatidentifier and unused bytes
mermoryAddress or memorySize parameter are padded with the value 0x00 in the higher ran

locqtions.

ia provided

dentified by
ddress and

within the
ge address

In case of overlapping memory areas it is possible to use an additional memoryAddress byte as a memory
identifier (e.g., use of internal and external flash).

The server sends data record values via the ReadMemoryByAddress positive response message. The format
and definition of the dataRecord parameter shall be vehicle manufacturer specific. The dataRecord parameter
may include analog input and output signals, digital input and output signals, internal data and system status
information if supported by the server.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.
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10.3.2

10.3.2.1

Request message

Request message definition

Table 151 defines the request message.

Table 151 — Request message definition

A_Data Byte |Parameter Name Cvt Byte Value |Mnemonic
#1 ReadMemoryByAddress Request SID M 0x23 RMBA
#2 addressAndLengthFormatldentifier M 0x00 — OxFF |ALFID
memoryAddress[] = [ MAC
#3 byte#1 (MSB) M 0x00 — OxFF | B1
#(m-1)+3 byte#m ] C1 0x00 — OxFEFy| Bm
memorySize[] = [ MS_
#n-(k-1) byte#1 (MSB) M 0x00.2 OxFF | B1
#n byte#k ] C2 (}OX00 — OxFF | Bk
C1: The presence of this parameter depends on address length information parameter of | the
addressAndLengthFormatldentifier
C2: The presence of this parameter depends on the memory,\ size length information of | the
addressAndLengthFormatldentifier.

10.3.2.2 Request message sub-function parameter $Level\(LEV_) definition
This servicg does not use a sub-function parameter.
10.3.2.3 Request message data-parameter definition

Table 152 defines the data-parameters of the feguest message.

Table 152 — Request message data-parameter definition

Definition

addressAnflLengthFormatldentifier

This parameter is a one byte yalue with each nibble encoded separately (see H.1 for example values):
bit 7 - 4: Le:[gth (number of bytes) of the memorySize parameter
bit 3 - 0: Lenpgth (number 'of bytes) of the memoryAddress parameter

memoryAdfress

The paramdter'memoryAddress is the starting address of server memory from which data is to be retrieved. The number
of bytes usqd for this address is defined by the low nibble (bit 3 - 0) of the addressAndLengthFormatldentifier. Byte#im in
the memoryAddress parameter is always the least significant byte of the address being referenced in the server. The
most significant byte(s) of the address can be used as a memory identifier.

An example of the use of a memory identifier would be a dual processor server with 16 bit addressing and memory
address overlap (when a given address is valid for either processor but yields a different physical memory device or
internal and external flash is used). In this case, an otherwise unused byte within the memoryAddress parameter can be
specified as a memory identifier used to select the desired memory device. Usage of this functionality shall be as defined
by vehicle manufacturer / system supplier.

memorySize

The parameter memorySize in the ReadMemoryByAddress request message specifies the number of bytes to be read
starting at the address specified by memoryAddress in the server's memory. The number of bytes used for this size is
defined by the high nibble (bit 7 - 4) of the addressAndLengthFormatldentifier.
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10.3.3

10.3.3.1

I1ISO 14229-1:2013(E)

Positive response message

Positive response message definition

Table 153 defines the positive response message.

Table 153 — Positive response message definition

A_Data Byte |Parameter Name Cvt |[Byte Value |[Mnemonic
#1 ReadMemoryByAddress Response SID M 0x63 RMBAPR
dataRecord[] = [ DREC_
#2 data#1 M [ 0x00 — OxFF \DATA_1
#n data#m ] U | 0x00 —0xRF | DATA_m
10.3.3.2 Positive response message data-parameter definition
Tabje 154 defines the data parameter of the positive response message.
Table 154 — Response message data-parameter definition
De1inition
datLRecord

This parameter is used by the ReadMemoryByAddress positivesresponse message to provide the requested data record
valjies to the client. The content of the dataRecord is not defined’in this document and shall reflect the reque
corftents. Data formatting shall be as defined by vehicle manufacturer / system supplier..

10.3.4 Supported negative response codes (NRC_)
Thel following negative response codes shall be implemented for this service. The circumstances Yinder which
each response code would occur are documented in Table 155. The listed negative responses shdll be used if
the prror scenario applies to the server.
Table 155 — Supported negative response codes
NRC Description Mnemonic
0x13 | incorrectMessagelLengthOrinvalidFormat IMUOIF
This NR€ shall be sent if the length of the message is wrong.
Ox22 |conditionsNotCorrect CNC
This NRC shall be sent if the operating conditions of the server are not met to perform the
required action.
0x31 |requestOutOfRange ROOR

This NRC shall be sent if:

Any memory address within the interval [0xMA, (0xMA + OxMS -0x1)] is invalid;
Any memory address within the interval [0xMA, (0xMA + OxMS -0x1)] is restricted;

The memorySize parameter value in the request message is not supported by the
server;

The specified addressAndLengthFormatldentifier is not valid;
The memorySize parameter value in the request message is zero;

© 1SO 2013 — All rights reserved

sted memory



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

Table 155 — (continued)

0x33 | SecurityAccessDenied SAD

This NRC shall be sent if any memory address within the interval [OxMA, (OXMA + 0xMS -
0x1)] is secure and the server is locked.

The evaluation sequence is documented in Figure 16.

mandatory : optional ! manufacturer/supplier
: : specific
Service with SID 0x23 :
1 :
min. length check NO NRC 0x13 i :
YES :
addrt?s_sA_n :iLengthFormat- NO NRC 0x31 E :
Identifier i applicable H E
2 YES E i
total lengtH check &N op»| NRC 0x13 :
YES :
memoryAdgress and : :
memorySiZe are correct : H
AND suppdrted in the NO NRC 0x31 : :
current segsion H :
YES ; :
security chieck ok for E E
requested fnemory NO NRC 0x33 : Condition H
interval? ! check :
YES : :
E; NO NRC 0x22 H
B ! YES i Manufacturer/
: i Supplier
H E specific check
> No->| NRC 0xXX )
< : :
< 1 0
! ! YES
\ 4 : :
positive response ) : :
Key
1 at least 4 (S| + addressAndLengthFormatldentifier+min memoryAddress+min memorySize)

2 at 1byte SI + 1 byte addressAndLengthFormatldentifier + n byte memoryAddress parameter length + n byte
memorySize parameter length)

Figure 16 — NRC handling for ReadMemoryByAddress service
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10.3.5 Message flow example ReadMemoryByAddress

10.3.5.1 Assumptions

I1ISO 14229-1:2013(E)

This subclause specifies the conditions to be fulfilled for the example to perform a ReadMemoryByAddress
service. The service in this example is not limited by any restriction of the server.

10.3.5.2 Example #1: ReadMemoryByAddress - 4-byte (32-bit) addressing

The client reads 259 data bytes from the server's memory starting at memory address 0x2048 1392.

Tabje 156 defines the ReadMemoryByAddress request message flow example #1.

Table 156 — ReadMemoryByAddress request message flow example #1

Megsage direction client —» server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 ReadMemoryByAddress Request SID 0x23 RMBA
#2 addressAndLengthFormatldentifier 0x24 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 0x20 MA_B1
#4 memoryAddress [ byte#2 ] 0x48 MA_B2
#5 memoryAddress [ byte#3 ] 0x13 MA_B3
#6 memoryAddress [ byte#4 ] 0x92 MA_B4
#7 memorySize [ byte#1 ] (MSB) 0x01 MS_B1
#8 memorySize [ byte#2 ] 0x03 MS_B2

Table 157 defines the ReadMemoryByAddress positive response message flow example #1.

Table 157 — ReadMemoryByAddress positive response message flow example #1

Message direction server — client
Megsage Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemorjic
#1 ReadMemoryByAddress Response SID 0x63 RMBAPH
#2 dataRecord [ data#1 ] (memory cell#1) 0x00 DREC_DATA_1
#259+1 dataRecord [ data#259 ] (memory cell#259) 0x8C DREC_DATA_259
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10.3.5.3 Example #2: ReadMemoryByAddress - 2-byte (16-bit) addressing.
The client reads five data bytes from the server's memory starting at memory address 0x4813.
Table 158 defines the ReadMemoryByAddress request message flow example #2.

Table 158 — ReadMemoryByAddress request message flow example #2

Message direction client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |[Mnemonic
#1 ReadMemoryByAddress Request SID 0x23 RMBA
#2 addressAndLengthFormatldentifier 0x12 ALFID
#3 memoryAddress [ byte#1 (MSB) ] 0x48 MA-B1
#4 memoryAddress [ byte#2 (LSB) ] 0x13 MA_B2
#5 memorySize [ byte#1 ] 0x05 MS_B1

Table 159 defines the ReadMemoryByAddress positive response message flowexample #2.

Table 159 — ReadMemoryByAddress positive response message flow example #2

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadMemoryByAddress Response SID 0x63 RMBAPR
#2 dataRecord [ data#1 ] (memory cell#1) 0x43 DREC_DATA_1
#3 dataRecord [ data#2 ] (memory cell#2) 0x2A DREC_DATA_2
#4 dataRecord [ data#3 ] (memory cell#3) 0x07 DREC_DATA 3
#5 dataRecord [ data#4 ] (memary cell#4) 0x2A DREC_DATA 4
#6 dataRecord [ data#5 ].(memory cell#5) 0x55 DREC_DATA_5

10.3.5.4 Example #3: ReadMemoryByAddress, 3-byte (24-bit) addressing
The client reads three data bytes from the server's external RAM cells starting at memory address 0x2048{13.

Table 160 definesthe ReadMemoryByAddress request message flow example #3.
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Table 160 — ReadMemoryByAddress request message flow example #3

Message direction client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadMemoryByAddress Request SID 0x23 RMBA
#2 addressAndLengthFormatldentifier 0x23 ALFID
#3 memoryAddress [ byte#1 (MSB) ] 0x20 MA_B1
iz memoryAddress | byle#Z | Ux48 VMA_BZ
#5 memoryAddress [ byte#3 (LSB) ] 0x13 MA. B3
#6 memorySize [ byte#1 (MSB) ] 0x00 M8 B1
#7 memorySize [ byte#2 (LSB) ] 0x03 MS_B2

Table 161 defines the ReadMemoryByAddress first positive response message, example #3.

Table 161 — ReadMemoryByAddress first positive response message, example #3

Megsage direction server — client

Megsage Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 ReadMemoryByAddress Response SID 0x63 RMBAPH
#2 dataRecord [ data#1 ] (memory cell#1) 0x00 DREC_DATA_1
#3 dataRecord [ data#2 ] (memory cell#2) 0x01 DREC_DATA 2
#4 dataRecord [ data#3 ] (memory cell#3) 0x8C DREC_DATA 3

10.4 ReadScalingDataByldentifier (0x24) service
10.4.1 Service description

The|l ReadScalingDataByldentifier service allows the client to request scaling data record information from the
seryer identified by a@ataldentifier.

The| client request. message contains one dataldentifier value that identifies data record(s) maintdined by the
seryer (see G\ for allowed dataldentifier values). The format and definition of the dataRecord shall be vehicle
manufacturer specific, and may include analog input and output signals, digital input and output signals,
intefnaldata, and system status information if supported by the server.

UporrTeceiving a ReadScatmgDataBytdentifier Tequest,the—server statt—access—the—sctating— information
associated with the specified dataldentifier parameter and transmit the scaling information values in one
ReadScalingDataByldentifier positive response.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

10.4.2 Request message
10.4.2.1 Request message definition

Table 162 defines the request message.
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Table 162 — Request message definition

A_Data Byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadScalingDataByldentifier Request SID M 0x24 RSDBI
dataldentifier[] = [ DID_
#2 byte#1 (MSB) M | 0x00 — OxFF |HB
#3 byte#2 ] M | Ox00 — OxFF | LB
10.4.2.2 Request message sub-function parameter $Level (LEV_) definition
This servicg does not use a sub-function parameter.
10.4.2.3 Request message data-parameter definition
Table 163 defines the data-parameter of the request message.
Table 163 — Request message data-parameter definition
Definition
Dataldentif|er
This parameter identifies the server data record that is being requested by the.client (see C.1 for detailed parameter
definition).
10.4.3 Positive response message
10.4.3.1 Positive response message definition
Table 164 defines the positive response message.
Table 164 — Positive response message definition
A_Data Byte |Parameter Name Cvt |[Byte Value Mnemonic
#1 ReadScalingDataByldentifier Response SID M 0x64 RSDBIPR
dataldentifier[] = [ DID_
#2 byte#1 (MSB) M 0x00 — OxFF |HB
#3 byte#2 (LSB) ] M 0x00 — OxFF |LB
#4 scalingByte#1 M 0x00 — OxFF | SB_1
scalingByteExtension[J#1 = [ SBE_
#5 scalingByteExtensionParameter#1 C1 0x00 — OxFF | PAR1
#(p-.1 )+5 scalingByfeExtensionParameter#p ] C1 0x00 - OxFF i:’ARp
#n-r scalingByte#k Cc2 0x00 — OxFF [SB_k
scalingByteExtension[J#k = [ SBE_
#n-(r-1) scalingByteExtensionParameter#1 C1 0x00 — OxFF |PAR1
#n scalingByteExtensionParameter#r ] C1 0x00 — OxFF | PARr
C1: The presence of this parameter depends on the scalingByte high nibble. It is mandatory to be present if the
scalingByte high nibble is encoded as formula, unit/format, or bitMappedReportedWithOutMask.
C2: The presence of this parameter depends on whether the encoding of the scaling information requires more than one
byte.
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Positive response message data-parameter definition

Table 165 defines the data-parameters of the positive response message.

Table 165 — Response message data-parameter definition

Definition

dataldentifier

This parameter is an echo of the data-parameter dataldentifier from the request message.

scalingByte (#1 to #k)

This parameter is used by the ReadScalingDataByldentifier positive response message to provide the requésted scaling
datp record values to the client (see C.2 for detailed parameter definition).
scdlingByteExtension (#1 to #p / #1 to #r)
This parameter is used to provide additional information for scalingBytes with a high nibble encoded| as formula,
uni{/format, or bitmappedReportedWithOutMask (see C.3 for detailed parameter definition).
10.4.4 Supported negative response codes (NRC_)
Thejfollowing negative response codes shall be implemented for this/service. The circumstances yinder which
each response code would occur are documented in Table 166. The)listed negative responses shgll be used if
the prror scenario applies to the server.
Table 166 — Supported negative response codes
NRC Description Mngmonic
0x13 | incorrectMessageLengthOrinvalidFormat IMUOIF
This NRC shall be sent if the length of the)request message is invalid.
0x22 | conditionsNotCorrect CNLC
This NRC shall be sent if the apérating conditions of the server are not met to perform the
required action.
0x31 [ requestOutOfRange ROPR
This NRC shall be-returned if:
the requested dataldentifier value is not supported by the device,
the requested~dataldentifier value is supported by the device, but no scaling information is
available for)the specified dataldentifier.
0x33 | securityAccessDenied SAD
This\NRC shall be sent if the dataldentifier is secured and the server is not in an unlocked
state.
The evaluation sequence is documented in Figure 17.
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mandatory i optional E manufacturer/supplier
i : specific
Service with SID 0x24 '
length check = 3 bytes NO NRC 0x13 : i
DID s_upports servi(_:e NO NRC 0x31 : E
0x24 in actiVie session : :
YES :
scaling infomation is E i
available fo:lthe NO NRC 0x31 : !
specified dataldentifier : :
YES : i
security check ok for : :
requested dataldentifier éNO NRC 0x33 i Condition :
+ check '
YES ' 1
: NO. NRC 0x22 1
B ! YES i Manufacturer/
: ' supplier
: ! specific check
: No->| NRC 0xXX :)
< : YES
v :
positive response ) i E
Figure 17 — NRC handling for ReadScalingDataByldentifier service
10.4.5 Message flow example ReadScalingDataByldentifier
10.4.5.1 Assumptions
This subdlause specifies the conditions to be fulflled for the example to perform| a
ReadScalingDataBytdentifier —service T e —cifentmayTegquest datatdentifirer —scatimg—data—at—any time

independent of the status of the server.

The first example reads the scaling information associated with the two byte dataldentifier OxF190, which
contains a single piece of information (17 character VIN number).

The second example demonstrates the use of a formula and unit identifier for specifiying a data variable in a
server.

The third example illustrates the use of readScalingDataByldentifier to return the supported bits (validity mask)
for a bit mapped dataldentifier that is reported without the mask through the use of readDataByldenditfier.
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10.4.5.2 Example #1: readScalingDataByldentifier wth dataldentifier 0xF190 (VIN number)

Table 167 defines the ReadScalingDataByldentifier request message flow example #1.

Table 167 — ReadScalingDataByldentifier request message flow example #1

Message direction client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#4 ReadSealingbataByldentifierRequest-SID 024 RSBB—
#2 dataldentifier [ byte#1 ] (MSB) OxF1 DID 'B1
#3 dataldentifier [ byte#2 ] (LSB) 0x90 DID”B2

Tab)

e 169 defines the ReadSealingDataByldentifier request message flow example #2.

Table 169—-ReadScalingDataByldentifier request message flow example #2

Tabje 168 defines the ReadScalingDataByldentifier positive response message flowlexample #1.
Table 168 — ReadScalingDataByldentifier positive response message flow example|#1
Megsage direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadScalingDataByldentifier Response SID 0x64 RSDBIPR
#2 dataldentifier [ byte#1 ] (MSB) OxF1 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x90 DID_B2
#4 scalingByte#1 {ASCII, 15 data bytes} Ox6F SB_1
#5 scalingByte#2 {ASCII, 2 data bytes} 0x62 SB_2
10.4.5.3 Example #2: readScalingDataByldentifier wth dataldentifier 0x0105 (Vehicle Speed)

Message direction client — server

Message Type Request

A_Data Byte \|Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 ReadScalingDataByldentifier Request SID 0x24 RSDBI
#2 dataldentifier [ byte#1 1 (MSB) 0x01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x05 DID_B2

Table 170 defines the ReadScalingDataByldentifier positive response message flow example #2.
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Table 170 — ReadScalingDataByldentifier positive response message flow example #2

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadScalingDataByldentifier Response SID 0x64 RSDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 0x01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x05 DID_B2
#4 ScalngByle# T {unsigned numeric, 1 data byie} OXU1 SBYT_1
#5 scalingByte#2 {formula, 5 data bytes} 0x95 SB_2
#6 scalingByteExtension#2 [ byte#1 ] {formulaldentifier = CO * x + C1} 0x00 SBE 21
#7 scalingByteExtension#2 [ byte#2 ] {CO high byte} OxEO SBE 22
#8 scalingByteExtension#2 [ byte#3 ] {CO low byte} [ CO = 75 * 10P-2P ] 0x4B SBE_23
#9 scalingByteExtension#2 [ byte#4 ] {C1 high byte} 0x00 SBE_24
#10 scalingByteExtension#2 [ byte#5 ] {C1 low byte} [ C1 = 30 * 10POP ] OxTE SBE_25
#11 scalingByte#3 {unit / format, 1 data byte} 0xA1 SB_3
#12 scalingByteExtension#3 [ byte#1 ] {unit ID, km/h} 0x30 SBE_31

Using the imformation contained in C.2 for decoding the scalingBytes, constants (CO, C1) and units, the

variable of Yyehicle speed is calculated using the following formula:

Vehiclg Speed = (0.75 * x + 30) km/h

where X' is fthe actual data stored in the server and is.identified by dataldentifier 0x0105.

10.4.5.4 Example #3: readScalingDataByldentifier wth dataldentifier 0x0967

This examgle shows how a client could determine which bits are supported for a dataldentifier in a server

is formatteq as a bit mapped record reported without a validity mask.

The exampl|e dataldentifier (0x0967) is defined in Table 171.

Hata

that
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Data Byte

Bit(s)

Description

7-4

Unusued

Medium speed fan is commanded on

#1

Medium speed fan output fault detected

Purge monitor soak time status flag

Purge monitor idle test is prevented due to refuel event

#2

Check fuel cap light is commanded on

Check fuel cap light output fault detected

Fan control A output fault detected

Fan control B output fault detected

High speed fan output fault detected

High speed fan output is commanded on

Purge monitor idle test (small leak) ready to run

Purge monitor small leak has been monitored

Tabje 172 defines the ReadScalingDataByldentifier request message flow example #3.

Table 172 — ReadScalingDataByldentifier'request message flow example #3

Message direction

client — server

Message Type Request

A_Data Byte |Description (all values are in. hexadecimal) Byte Value |Mnemonic
#1 ReadScalingDataByldentifierRequest SID 0x24 RSDBI
#2 dataldentifier [ byte#1] (MSB) 0x09 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x67 DID_B2

Tabje 173 defines the-ReadScalingDataByldentifier positive response message flow example #3.

Table 173-— ReadScalingDataByldentifier positive response message flow example|#3

Megsage direction

server — client

Megsage Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnhemonic
#1 ReadScalingDataByldentifier Response SID 0x64 RSDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 0x09 DID_HB
#3 dataldentifier [ byte#2 ] (LSB) 0x67 DID_LB
#4 scalingByte#1 {bitMappedReportedWithOutMask, 2 data bytes} 0x22 SBYT_1
#5 scalingByteExtension#1 [ byte#1 ] {dataRecord#1 Validity Mask} 0x03 SBYE_11
#6 scalingByteExtension#1 [ byte#2 ] {dataRecord#2 Validity Mask} 0x43 SBYE_12
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The above example makes the assumption that the only bits supported (i.e., that contain information) for this
dataldentifier in the server are byte#1, bits 1 and 0, and byte#2, bits 6, 1, and 0.

10.5 ReadDataByPeriodicldentifier (0x2A) service
10.5.1 Service description

The ReadDataByPeriodicldentifier service allows the client to request the periodic transmission of data record
values from the server identified by one or more periodicDataldentifiers.

The client request message contains one or more 1-byte periodicDataldentifier values that identify data
record(s) miaintained by the server. The periodicDataldentifier represents the low byte of a dataldentifierout of
the dataldeptifier range reserved for this service (OxF2XX, see C.1 for allowed periodicDataldentifier, valyes),
e.g. the perfodicDataldentifier OXE3 used in this service is the dataldentifier OxF2E3.

The format|and definition of the dataRecord shall be vehicle manufacturer specific, and mayinclude angalog
input and ¢utput signals, digital input and output signals, internal data, and system status informatign if
supported hy the server.

Upon receiving a ReadDataByPeriodicldentifier request other than stopSending-the server shall check
whether thg conditions are correct to execute the service.

A periodicOataldentifier shall only be supported with a single transmissionMode at a given time. A chande to
the schedule of a periodicDataldentifier shall be performed on reception of a request message with|the
transmissionMode parameter set to a new schedule for the same periddicDataldentifier. Multiple schedules for
different pefiodicDataldentifiers shall be supported upon vehicle manufacturer's request.

IMPORTANT — If the conditions are correct then the ‘server shall transmit a positive response
message, {ncluding only the service identifier. The server shall never transmit a negative response
message once it has accepted the initial request message by responding positively.

Following the initial positive response message the-server shall access the data elements of the recprds
specified the periodicDataldentifier parameter(s) and transmit their value in separate periodic ¢ata
response messages for each periodicDataldentifier containing the associated dataRecord parameters.

The separale periodic data response messages defined to transmit the periodicDataldentifier data to the client
following tHe initial positive response ‘message shall include the periodicDataldentifier and the data of] the
periodicDatgldentifier, but not the positive response service identifier. The mapping of the periodic respgnse
message gnto certain data link\layers is described in the appropriate implementation specifications of
ISO 14229.

The documented periodic_rate for a specific transmissionMode is defined as the time between any |two
response~'messages with the same periodicDataldentifier, when only a sipgle
periodicDatpldentifieris scheduled. If multiple periodicDataldentifiers are scheduled concurrently, the effegtive

— the callrate of the periodic scheduler

— the number of available protocol specific periodic data response message address information IDs
allocated per scheduler call (e.g., CAN identifier on CAN)

— the number of periodicDataldentifiers that can be defined in parallel to be transmitted concurrently.

These parameter values will impact the extent of how much the effective period between the same
periodicDataldentifier will increase if multiple periodicDataldentifers are transmitted concurrently. Therefore,
all of the previously mentioned design parameters shall be specified by the vehicle manufacturer. Each time

the periodic scheduler is called it shall determine if any periodicDataldentifiers are ready to transmit.

NOTE Note the periodic rate is an integer multiple of the periodic scheduler call rate.
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Example, two distinct ECU implementations may both support a fast transmissionMode with a periodic rate of
10 ms and a single unique periodic data response message address information ID. If the first implementation
calls the periodic scheduler every 10ms, the time between the same periodicDataldentifier would increase to
20 ms when two periodicDataldentifiers are scheduled and would increase to 40 ms when four
periodicDataldentifiers are scheduled. If the second implementation calls the periodic scheduler every 5 ms,
the time between the same periodicDataldentifier would remain at 10 ms when two periodicDataldentifiers are
scheduled and would increase to 20 ms when four periodicDataldentifiers are scheduled. See more examples
in 10.6.5.

Upon receiving a ReadDataByPeriodicldentifier request including the transmissionMode stopSending the
server shall either stop the periodic transmission of the periodicDataldentifier(s) contained in the request
megsage or stop the transmission of all periodicDataldentifier if no specific one is specified jin [the request
megsage. The response message to this transmissionMode only contains the service identifier!

The| server may limit the number of periodicDataldentifiers that can be simultaneously isupported as agreed
upoh by the vehicle manufacturer and system supplier. Exceeding the maximum humber of
peripdicDataldentifier that can be simultaneously supported shall result in a single/ negative response and
nong of the periodicDataldentifiers in that request shall be scheduled.|\«Repetition of |the same
peripdicDataldentifier in a single request message is not allowed and the server-shall ignore them all except
one|periodicDataldentifer if the client breaks this rule.

IMPORTANT — The server and the client shall meet the request and response message beghaviour as
spegified in 7.5.

10.5.2 Request message
10.5.2.1 Request message definition
Table 174 defines the request message.

Table 174 — Request message definition

A_Data Byte |Parameter Name Cvt |[Byte Value |[Mngmonic

#1 ReadDataByPeriodicldentifier Request SID M 0x2A RDBPI

#2 transmissionMode M | 0x00 — OxFF | TM

#3 periodicDataldentifier[[#1 C | 0x00 — OxFF | PDID1

#m+2 periodieDataldentifier[J#m U | 0x00 — OxFF | PD|Dm

C: | The first periodicDataldentifier is mandatory to be present in the request message if the transmissionMode is equal
to $endAtSlowRate, sendAtMediumRate, or sendAtFastRate. In case the transmissionMode is equal to |stopSending
thefe can eithérbe no periodicDataldentifier present in order to stop all scheduled periodicDataldentifier or the client can
explicitly specify one or more periodicDataldentifier(s) to be stopped.

10.5.2.2 Request message sub-function parameter $Level (CEV_) definition
This service does not use a sub-function parameter.
10.5.2.3 Request message data-parameter definition

Table 175 defines the data-parameters of the request message.
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Table 175 — Request message data-parameter definition

Definition

C.4).

transmissionMode

This parameter identifies the transmission rate of the requested periodicDataldentifiers to be used by the server (see

periodicDataldentifier (#1 to #m)

This parameter identifies the server data record(s) that are being requested by the client (see C.1 and service description
above for detailed parameter definition). It shall be possible to request multiple periodicDataldentifiers with a single

request.
10.5.3 Positive response message
10.5.3.1 Positive response message definition
It has to bg distinguished between the initial positive response message, which indicates that the server
accepts thg service and subsequent periodic data response messages, which include periodicDataldentifier
data.
Table 176 defines the initial positive response message to be transmitted ©y the server when it accepts| the
request.
Table 176 — Positive response message definition
A_Data Byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDataByPeriodicldentifier Response SID M 0x6A RDBPIPR
The data of| a periodicDataldentifier is transmitted- periodically (with updated data) at a rate determined byf the
transmissionMode parameter of the request.
After the inifial positive response, for eachtsupported periodicDataldentifier in the request the server shall start
sending a sjngle periodic data responseg-message as defined below.
Table 177 defines the periodic data-response message data definition.
Tabled77 — Periodic data response message data definition
A_Data Byte |ParameterName Cvt |Byte Value |Mnemonic
#1 periodicDataldentifier M | Ox00 — OxFF | PDID
dataRecord[] = [ DREC_
#2 data#1 M | Ox00 — OxFF | DATA_1
Hk+2 data#k | U |0x00 — OXFF | DATA_k

10.5.3.2 Positive response message data-parameter definition

This service does not support response message data-parameters in the positive response message.

Table 178 defines the periodic message data-parameters of the defined periodic data response message.
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Table 178 — Periodic message data-parameter definition

Definition

periodicDataldentifier

This parameter references a periodicDataldentifier from the request message.

dataRecord

This parameter is used by the ReadDataByPeriodicldentifier positive response message to provide the requested data
record values to the client. The content of the dataRecord is not defined in this document and is vehicle manufacturer
specific.

10.5.4 Supported negative response codes (NRC_)
Thetfollowing negative response codes shall be implemented for this service. The ciregumstances yinder which
each response code would occur are documented in Table 179. The listed negative-responses shgll be used if
the prror scenario applies to the server.

Table 179 — Supported negative response codes

NRC Description Mngmonic

0x13 | incorrectMessageLengthOrinvalidFormat IMUOIF

This NRC shall be sent if the length of the request messageds invalid or the client exceeded
the maximum number of periodicDataldentifiers allowed to\be requested at a time.

0k22 | conditionsNotCorrect CN

(@)

This NRC shall be sent if the operating conditions-of the server are not met to perform the
required action. E.g. this could occur if the-client requests periodicDataldentifiers with
different transmissionModes and the server.does not support multiple transmissionModes
simultaneously.

0k31 requestOutOfRange ROPR

This NRC shall be sent if

none of the requested periodicDataldentifier values are supported by the device;
none of the requested periodicDataldentifiers are supported in the current session;
The specified transmissionMode is not supported by the device;

the requested dymamicDefinedDataldentifier has not been assigned yet;

the client exceeded the maximum number of periodicDataldentifiers allowed to be scheduled
concurrently

0x33 | securityAccessDenied SAD

This NRC shall be sent if at least one of the periodicDataldentifier is secured and the server
is-Aot in an unlocked state.
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The evaluation sequence is documented in Figure 18.

mandatory E optional E manufacturer/supplier
: : specific
service with SID : :
0x2A : :
1 :
min. & max. length NO NRC 0x13 E :
check : :
YES ' !
transmissionMode NO NRC 0x31 : :
supported? ' :
YES :
scheduler free NO. NRC 0x31 : H
atall? ' :
YES :
n= : ¢
r0—-——-—————-F---- 71T " " -~"~-~"~-"~-~"“~-"“~—"“~—-—"“=—-—"=—"=—"=-= E _______________ E_ _________ I
| Lgop (multiple pDIDs) P : ' |
[ < T v
| A/ s E |
: : : |
: : I
| same check : : |
| ' H
| for each pDID pDID#n : E :
| supported in : ' |
I active session? H : |
I : :
| YES : : :
I H :
I pDID#n H H :
| security NO NRC 0x33 H E |
: check ok? + pDID#n E |
i condition ' |
| NO YES i check ok? : |
: : |
: : tQ—N 0 NRC 0x22 I
H A |
| ' H
| 4 t—Tves ; YEs
: E E further pDID |
' i available? |
: . : : N |
| " : : N :
| « T v N |
o4 __ OO __ e e
4 : :
at least one pDID is H '
supported.in the NO NRC 0x31 H H
ctive.session?
YES

scheduler free
to store all supported NO NRC 0x31
pDIDs requested?

YES

v

positive response )

Key
1 minimum length is 2 byte if TM = stopSending (S| + TM), minimum length is 3 bytes (SI + TM + pDID) if TM <>
stopSending, maximum length is 1 byte (SI) + 1byte (TM) + n bytes (pDID(s))

Figure 18 — NRC handling for ReadDataByPeriodicldentifier service
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10.5.5.1 Assumptions

I1ISO 14229-1:2013(E)

The examples below show how the ReadDataByPeriodicldentifer behaves. The client may request a

periodicDataldentifier data at any time independent of the status of the server.

The periodicDataldentifier examples below are specific to a powertrain device (e.g., engine control module).
Refer to 1SO°15031-2 [6] for further details regarding accepted terms/definitions/acronyms for emission
related systems.

10.3.5.2 Example #1 - Read multiple periodicDataldentifiers 0xE3 and 0x24 at medium rate

10.5.5.2.1 Assumptions

Thel example

demonstrates requesting of multiple dataldentifiers with a _single request (where
peripdicDataldentifier OXE3 (= dataldentifier OXF2E3) contains engine coolant temperature, throttle position,
engjne speed, vehicle speed sensor, and periodicDataldentifier 0x24 (= dataldéntifier 0xF224) contains
battery positive voltage, manifold absolute pressure, mass air flow, vehicle barometric prgssure, and
calqulated load value).

Thel client requests the transmission at medium rate and after a certain_amount of time retrieving the periodic

datq the client stops the transmission of the periodicDataldentifier OXE3 only.

10.8.5.2.2 Step #1: Request periodic transmission of the periodicDataldentifiers

Table 180 defines the ReadDataByPeriodicldentifier request message flow example — step #1.

Table 180 — ReadDataByPeriodicldentifier request message flow example — step #1

Megsage direction client —» server

Megsage Type Request

A_Data Byte |Description (all values are‘in hexadecimal) Byte Value |Mnemorlic
#1 ReadDataByPeriodicldentifier Request SID 0x2A RDBPI
#2 transmissionModé =)sendAtMediumRate 0x02 TM_SAMR
#3 periodicDatatdentifier#1 OxE3 PDID1
#4 periodicBataldentifier#2 0x24 PDID2

Table 181 defines the ReadDataByPeriodicldentifier initial positive response message flow example — step #1.

Tﬂble 1814— ReadDataByPeriodicldentifier initial positive response message flow example|- step #1

MeLsage direction |server — client

Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByPeriodicldentifier Response SID 0x6A RDBPIPR
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Table 182 defines the ReadDataByPeriodicldentifier sub-sequent positive response message #1 flows —

step #1.

Table 182 — ReadDataByPeriodicldentifier sub-sequent positive response message #1 flows — step #1

Message direction

server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 periodicDataldentifier#1 OxE3 PDID1
#2 dataRecord [ data#1 | = ECT OxAB DREC_DATA 1
#3 dataRecord [ data#2 ] = TP 0x66 DREC_DATA™2
#4 dataRecord [ data#3 ] = RPM 0x07 DREC,DATA 3
#5 dataRecord [ data#4 ] = RPM 0x50 DREC_DATA 4
#6 dataRecord [ data#5 ] = VSS 0x00 DREC_DATA 5

Table 183 fefines the ReadDataByPeriodicldentifier sub-sequent positive response message #2 flows —

step #1.

Table 183 — ReadDataByPeriodicldentifier sub-sequent positive response message #2 flows — step #1

Message direction

Server — client

Message Type Response

A_Data Byte |[Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 periodicDataldentifier#2 0x24 PDID2
#2 dataRecord [ data#1 ] = B+ 0x8C DREC_DATA 1
#3 dataRecord [ data#2 ] = MAP 0x20 DREC_DATA 2
#4 dataRecord [ data#3 ] = MAF Ox1A DREC_DATA_3
#5 dataRecord [ data#4 ] = BARO 0x63 DREC_DATA 4
#6 dataRecord [ data#5 ] =AQAD Ox4A DREC_DATA 5

The server ftransmits the abdve 'shown sub-sequent response messages at the medium rate as applicab

the server.

10.5.5.2.3 | Step #2: Stop the transmission of the periodicDataldentifiers

Table 184 defines the ReadDataByldentifier request message flow example — step #2.

Table T64 — ReadDatabyldentitier request message tlow example — step #2

Message direction

client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDataByPeriodicldentifier Request SID 0x2A RDBPI
#2 transmissionMode = stopSending 0x04 TM_SS
#3 periodicDataldentifier#1 OxE3 PDID
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Table 185 defines the ReadDataByldentifier positive response message flow example — step #2.
Table 185 — ReadDataByldentifier positive response message flow example — step #2
Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByPeriodicldentifier Response SID 0x6A RDBPIPR
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server stops the transmission of the periodicDataldentifier OXE3 only. The periodicDataldent
transmitted at the server medium rate.

subclause contains an example of scheduled periodic data, with bath.a‘graphical and tabular|
ReadDataByPeriodicldentifier (0x2A) service.

client and the server application, followed by a table which 'shows a possible implementation
bdic scheduler, its variables and how they change eachytime the background function that
pbdic scheduler is executed.

e examples below, the following implementation is defined:

The fast periodic rate is 25 ms and the medium periodic rate is 300 ms.

The periodic scheduler is checked every 12,5 ms, which means that the periodic scheduler
function is called (polled) with this period. Each time the background periodic scheduler is
traverse the scheduler entries until-a single periodic identifier is sent, or until all identifiers in th
have been checked and none are ready to transmit. In the example implementation th
scheduler transmit index” variable in the tables is the first index checked when traversing the s
see if an identifier is ready for transmit.

The maximum number of periodicDataldentifiers which may be scheduled concurrently is 4.
One unique periodic data response message address information ID is allocated.

bd onithe scheduled rate (25 ms) divided by the periodic scheduler poll-rate (12,5 ms) or 25
a’fast rate periodicDataldentifier is sent and the medium rate loop counter would be

(sch

.5.3 Example #2 - Graphical and tabular example of ReadDataByPeriodicldentifier sery
periodic schedule rates
.5.3.1 ReadDataByPeriodicldentifier example overview

fier 0x24 is

rice

example of

example contains a graphical depiction of what messages (fequest / response) are transmitted between

of a server
checks the

background
called it will
e scheduler
e “periodic
cheduler to

e the periodic scheduler poll-rate is 12,5 ms, the fast rate loop counter would be set to 2 (this value is

12,5) each
reset to 24

eduled rate divided by the periodic scheduler poll-rate or 300/ 12,5) each time a medium rate

periodicDataldentifier is sent.
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10.5.5.3.2 Example #2 — Read multiple periodicDataldentifiers 0xE3 and 0x24 at medium rate

At t=0,0 ms, the client begins sending the request to schedule 2 periodicDataldentifiers (OxF2E3 and
0xF224) at the medium rate (300 ms). For the purposes of this example, the server receives the request and
executes the periodic scheduler background function the first time t = 25,0 ms.

Client Start 3 Start 1 Server
T_Data Resta Stop T_Data
Time Time Time
S3 glient P2 glient P2_server

req I_ ......... bo—— = o ——— e — = e— - .- _® ojns
: : 23 :
: : 393 :
E P2 E é5 E P2

con I_ ......... E ....... Stinu 2 e e P f _start_ .ind
i - - .req —@ 15|ms
: 2 :
: «8 :
: Lo !
: a 3 :
' (w] '
: LQ : sttart

ind I_ .......... e — e — g — e — e — Ny I P I 4444444 .con
: : - - - .req —@ 25ms
: : 3 !
: : %3 b
' ' ) '
H H a b H
: H o H
: : @ {/ P2tan

|nd I_ ......... : __________ .:_ ........... —_ . . . T .con
: : - —--- .req —--@ 37,8 ms
H H @ H
] ] (7} A ]
: : ® % :
H H 3 H
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ind I_ ......... E .......... ,:_ ........... J N ,:_ ....... .con
g g SR S T rea ] _@ 325 ms
: : 3 3 :
H H - O H
H H J H
' ' 32 '
. ' (w] '
: : (.Q : sttart

ind I_ ......... Lom o —— . .con
: : - - .req —--@»337,5ms
H H o H
' ' « g '
: : ® & :
H H ; ) H
: : Zs :

.......... U .._,i.P_2§‘?’L< con

<€-----
<€-----
<

S

®

time

Key

ReadDataByPeriodicldentifier (0x2A, 0x02, OxF2E3, 0xF224) request message (sendAtMediumRate)
ReadDataByPeriodicldentifier positive response message (0x6A, no data included)
ReadDataByPeriodicldentifier periodic data response message (0xE3, 0xXX, ..., 0xXX)
ReadDataByPeriodicldentifier periodic data response message (0x24, 0xXX, ..., 0xXX)

A WODN -~

Figure 19 — Example #2 — periodicDataldentifiers scheduled at medium rate
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Table 186 shows a possible implementation of the periodic scheduler in the server. The table contains the
periodic scheduler variables and how they change each time the background function that checks the periodic
scheduler is executed.

Table 186 — Example #2: Periodic scheduler table

:ime periodic scheduler | periodic periodic scheduler | scheduler[0] scheduler[1]

ms transmit Index identifier sent loop # transmit count transmit count
25,0 0 OxE3 1 0->24 0
315 1 ox24 2 23 61>24
50,0 0 None 3 22 23
62,5 0 None 4 21 22
75,0 0 None 5 20 21
87,5 0 None 6 19 20
10,0 0 None 7 18 19
112,5 0 None 8 17 18
135,0 0 None 9 16 17
137,5 0 None 10 15 16
150,0 0 None 11 14 15
162,5 0 None 12 13 14
175,0 0 None 13 12 13
147,5 0 None 14 1 12
2Q0,0 0 None 15 10 11
212,5 0 None 16 9 10
235,0 0 Nene 17 8 9
237,5 0 None 18 7 8
250,0 0 None 19 6 7
242,5 0 None 20 5 6
275,0 0 None 21 4 5
247,5 0 None 22 3 4
370,0 0 None 23 2 3
312,5 0 None 24 1 2
335,0 0 OxE3 25 0->24 1
335 1 0x24 26 23 04>24
350,0 0 None 27 22 23
362,5 0 None 28 21 22
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10.5.5.4 Example #3 - Graphical and tabular example of ReadDataByPeriodicldentifier service
periodic schedule rates

10.5.5.4.1 ReadDataByPeriodicldentifier example overview

This subclause contains an example of scheduled periodic data with both a graphical and tabular example of
the ReadDataByPeriodicldentifier (0x2A) service.

The example is based on the example given in 10.5.5.3. The example contains a graphical depiction of what
messages (request / response) are transmitted between the client and the server application, followed by a
table which shows a possible implementation of a server periodic scheduler, its variables and how they
change eadh time the background function that checks the periodic scheduler is executed.

10.5.5.4.2 | Read multiple periodicDataldentifiers at different periodic rates

In this example, three periodicDataldentifiers (for simplicity 0x01, 0x02, 0x03) are scheduléd at the |fast
periodic rafe (25 ms) and then another request is sent for a single periodicDataldentifier (0x04) td be
scheduled @t the medium periodic rate (300 ms). For the purposes of this example, the sérver receives| the
first ReadDptaByPeriodicldentifier request (1), sends a positive response (2) without any periodic data |and
executes the periodic scheduler background function for the first time t =25,0,ms/(3). When the segond
ReadDataByPeriodicldentifier request (5) is received, the server sends a positive“response (7) without|any
periodic dgta and starts executing the periodic scheduler background fumction at t=62,5ms (8) at a
scheduled edium rate of 300 ms.

Figure 20 depicts the example #3 — periodicDataldentifiers scheduled.at fast and medium rate.
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ReadDataByPeriodicldentifier positive response message (0x6A, no data included)
ReadDataByPeriodicldentifier periodic data response message (04, 0xXX, ..., 0xXX)

Time Client Server
[t] Application Application
0
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| —1— w7sms —1®
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E ‘I‘f 362,5ms > @
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Y 3g75ms ©)
Q0
33 wom —®
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\ J
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Key,|
1 ReadDataByReriodicldentifier (0x2A, 0x03, 0xF201, 0xF202, 0xF203) request message (sendAtFastRate)
2 ReadDataByPeriodicldentifier positive response message (0x6A, no data included)
3 ReadDataByPeriodicldentifier periodic data response message (0x01, OxXX, ..., 0xXX)
4 ReadDataByPeriodicldentifier periodic data response message (0x02, 0xXX, ..., 0xXX)
5 ReadDataByPeriodicldentifier (0x2A, 0x02, 0xF204) request message (sendAtMediumRate)
6 |_ReadDataByPeriodicldentifier periodic data response message (0x03, 0xXX 0xXX)
7
8

Figure 20 — Example #3 — periodicDataldentifiers scheduled at fast and medium rate

Table 187 shows a possible implementation of the periodic scheduler in the server. The table contains the
periodic scheduler variables and how they change each time the background function that checks the periodic
scheduler is executed.
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Table 187 — Example #3: Periodic scheduler table

time periodic periodic periodic scheduler[0] scheduler[1] scheduler[2] scheduler[3]
t schedu.ler identifier scheduler | transmit transmit transmit transmit
ms !ransmnt sent loop # count count count count
index
25,0 0 0x01 1 0->2 0 0 N/A
37,5 1 0x02 2 1 0->2 0 N/A
50,0 2 0x03 3 0 1 0->2 0
62,5 3 804 4 8 8 4 0->24
75,0 0 0x01 5 0->2 0 0 23
87,5 1 0x02 6 1 0->2 0 22
100,0 2 0x03 7 0 1 0->2 21
112,5 3 0x01 8 0->2 0 1 20
125,0 1 0x02 9 1 0->2 0 19
137,5 2 0x03 10 0 1 0->2 18
150,0 3 0x01 11 0->2 0 1 17
162,5 1 0x02 12 1 0->2 0 16
175,0 2 0x03 13 0 1 0->2 15
187,5 3 0x01 14 0->2 0 1 14
200,0 1 0x02 15 1 0->2 0 13
212,5 2 0x03 16 0 1 0->2 12
225,0 3 0x01 17 0->2 0 1 11
237,5 1 0x02 18 1 0->2 0 10
250,0 2 0x03 19 0 1 0->2 9
262,5 3 0x01 20 0->2 0 1 8
275,0 1 0x02 21 1 0->2 0 7
287,5 2 0x03 22 0 1 0->2 6
300,0 3 0x01 23 0->2 0 1 5
312,5 1 0x02 24 1 0->2 0 4
325,0 2 0x03 25 0 1 0->2 3
337,5 3 0x01 26 0->2 0 1 2
350,0 1 0x02 27 1 0->2 0 1
362,5 2 0x03 28 0 1 0->2 0
375,0 3 0x04 29 0 0 1 0->24
387,5 0 0x01 30 0->2 0 0 23

10.5.5.5 Example #4 - Tabular example of ReadDataByPeriodicldentifier service periodic schedule

10.5.5.5.1

rates

ReadDataByPeriodicldentifier example overview

This subclause contains an example of scheduled periodic data with a tabular example of the
ReadDataByPeriodicldentifier (0x2A) service. The example contains a table which shows a possible
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implementation of a server periodic scheduler, its variables and how they change each time the background
function that checks the periodic scheduler is executed.

In the examples below, the following information is defined:

The fast periodic rate is 10 ms.

The periodic scheduler is checked every 10 ms, which means that the periodic scheduler background

function is called (polled) with this period.

The maximum number of periodicDataldentifiers which may be scheduled concurrently is 16

Two unique periodic data response message address information IDs are allocated.

Singe the periodic scheduler poll-rate is 10 ms, the fast rate loop counter would be set to \(this value is based
on the scheduled rate (10 ms) divided by the periodic scheduler poll-rate (10 ms)) each time|a fast rate
peripdicDataldentifier is sent.
At t|= 0,0 ms, the client begins sending the request to schedule 2 periodicDataldentifier (for simplicity 0x01,
0x0R) at the fast periodic rate (10 ms). For the purposes of this example, the server receives the fequest and
exegutes the periodic scheduler background function the first time t = 10tms.
Table 188 — Example #4: Periodic scheduler table
::;w t Response message ID# Periodic identifier'sent Periodic scheduler Idop #

10 1 0x01 1

10 2 0x02 1

20 1 0x01 2

20 2 0x02 2

30 1 0x01 3

30 2 0x02 3

40 1 0x01 4

40 2 0x02 4

50 1 0x01 5

50 2 0x02 5

60 1 0x01 6

60 2 0x02 6

70 1 0x01 7

70 2 0x02 7

80 1 0x01 8

80 2 0x02 8

90 1 0x01 9

90 2 0x02 9

100 1 0x01 10

100 2 0x02 10
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10.5.5.6 Example #5 - Tabular example of ReadDataByPeriodicldentifier service periodic schedule
rates

10.5.5.6.1 ReadDataByPeriodicldentifier example overview

This subclause uses the same assumptions as 10.5.5.5.1. In this example, more periodicDataldentifiers than
unique periodic data response message address information IDs in the response message set are requested.

At t = 0,0 ms, the client begins sending the request to schedule 3 periodicDataldentifier (for simplicity 0x01,
0x02, 0x03) at the fast periodic rate (10 ms). For the purposes of this example, the server receives the request
and executes the periodic scheduler background function the first time t = 10 ms.

Table 189 — Example #5: Periodic scheduler table
;I'r:rsne t Response message ID# Periodic identifier sent Periodic schedulerloop #

10 1 0x01 1

10 2 0x02 1

20 1 0x03 2

20 2 0x01 2

30 1 0x02 3
30 2 0x03 3
40 1 0x01 4
40 2 0x02 4
50 1 0x08 5
50 2 0x01 5
60 1 0x02 6
60 2 0x03 6
70 1 0x01 7
70 2 0x02 7
80 1 0x03 8
80 2 0x01 8
90 1 0x02 9
90 2 0x03 9
100 1 0x01 10
100 2 0x02 10

10.6 DynamicallyDefineDataldentifier (0x2C) service
10.6.1  Service description

The DynamicallyDefineDataldentifier service allows the client to dynamically define in a server a data identifier
that can be read via the ReadDataByldentifier service at a later time.

140 © 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

The intention of this service is to provide the client with the ability to group one or more data elements into a
data superset that can be requested en masse via the ReadDataByldentifier or ReadDataByPeriodicldentifier

service. The data elements to be grouped together can either be referenced by:

a source data identifier, a position and size or

a memory address and a memory length, or

a combination of the two methods listed above using multiple requests to define the single data element.

The dynamically defined dataldentifier will then contain a concatenation of the data-parameter

definitions.
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block of data and the size parameter has to reflect the length of data to be placed in the dynamically
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of the composite block of data in the dynamic data record.

data record

2-byte DID: The position parameter has to be set to one and the size parameter has to reflect the length

of the DID (length of the elemental data record). The tester is responsible to not include only a portion of
the 2-byte DID value in the dynamic data record.
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The ordering of the data within the dynamically defined data record shall be of the same order as it was
specified in the client request message(s). Also, first position of the data specified in the client’s request shall
be oriented such that it occurs closest to the beginning of the dynamic data record, in accordance with the
ordering requirement mentioned in the preceding sentence.

In addition to the definition of a dynamic data identifier via a logical reference (a record data identifier) this
service provides the capability to define a dynamically defined data identifier via an absolute memory address
and a memory length information. This mechanism of defining a dynamic data identifier is recommended to be
used only during the development phase of a server.

IMPORTANT — The server and the client shall meet the request and response message behaviour as

specified in 7.5.
10.6.2 Request message
10.6.2.1 Request message definition
Table 190 defines the request message — sub-function = defineByldentifier.
Table 190 — Request message definition - sub-function = defineByldentifier
A_Data Byte |Parameter Name Cvt-\| Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Request SID M 0x2C DDDI
sub-function = [ LEV_
#2 definitionType = defineByldentifier ] M 0x01 DBID
dynamicallyDefinedDataldentifier[] = [ DDDDI_
#3 byte#1 (MSB) M | OxF2/0xF3 [HB
#4 byte#2 (LSB) ] M | 0x00 — OxFF (LB
sourceDataldentifier[]#1 = [ SDI_
#5 byte#1 (MSB) M | 0x00 — OxFF [HB
#6 byte#2 (LSB)] M | Ox00 — OxFF | LB
#7 positioniInSourceDataRecord#1 M [0x01 — OxFF [ PISDR#1
#8 memorySize#1 M | Ox00 — OxFF | MS#1
sourceDataldentifier[J#m= [ SDI_
#n-3 byte#1 (MSB) U | 0x00 — OxFF |HB
#n-2 byte#2 (LSB) ] U |[0x00 — OxFF |LB
#n-1 positionInSourceDataRecord#m U | 0x01 - OxFF | PISDR#m
#n memorySize#m U [0x00 — OxFF | MS#m
Table 191 defines the request message — sub-function = defineByMemoryAddress.

142

©1S0 2013 -

All rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

Table 191 — Request message definition - sub-function = defineByMemoryAddress

A_Data Byte |Parameter Name Cvt |[Byte Value |[Mnemonic
#1 DynamicallyDefineDataldentifier Request SID M 0x2C DDDI
sub-function = [ LEV_
#2 definitionType = defineByMemoryAddress ] M 0x02 DBMA
dynamicallyDefinedDataldentifier[] = [ DDDDI_
#3 byte#1 (MSB) M | OxF2/0xF3 [HB
#4 byte#2 (LSB) ] M [ O0x00 — OxFF [LB
#5 addressAndtengthFormatidentifiet M—T0x06—08xF—ALR 1D
memoryAddress[] = [ MA|
#6 byte#1 (MSB) M [ 0x00 — OxkF.{ B1
#(m-1)+6 byte#m ] C1 | 0x00.—OXFF |Bm
memorySize[] = [ MS|
#m+6 byte#1 (MSB) M, [0x00 — OxFF | B1
#h+6+(k-1) byte#k | C> | 0x00 - OXFF |Bk
memoryAddress[] = [ MA|
#h-k-(m-1) byte#1 (MSB) U | 0x00 — OxFF | B1
#n-k byte#m ] U/C1 | 0x00 — OXFF | Bm
memorySize[] = [ MS|
fin-(k-1) byte#1 (MSB) U | 0x00 — OxFF | B1
#n byte#k ] U/C2 | 0x00 — OxFF [ Bk
M1] The addressAndLengthFormatldentifier parameter is only present once at the very beginning of|the request

megsage and defines the length of the address and length information for each memory location reference throughout the
whale request message.

C1] The presence of this parameter depends on address length information parameter of the
addressAndLengthFormatldentifier.

C2] The presence of this _patameter depends on the memory size length informatipn of the
addressAndLengthFormatldentifier.

Tab)

e 192 defines theCrequest message — sub-function = clearDynamicallyDefinedDataldentifier.

Table 192 — Request message definition - sub-function = clearDynamicallyDefinedDataldentifier

A_Data Byte\ /Parameter Name Cvt [Byte Value Mnémonic
#1 DynamicallyDefineDataldentifier Request SID M 0x2C DDDI
sub-foretion— LEV_
#2 definitionType = M 0x03 CDDDID
clearDynamicallyDefinedDataldentifier ]
dynamicallyDefinedDataldentifier[] = [ DDDDI_
#3 byte#1 (MSB) C O0xF2 / OxF3 HB
#4 byte#2 (LSB) ] C 0x00 — OxFF LB
C: The presence of this parameter requires the server to clear the dynamicallyDefinedDataldentifier included in byte#1
and byte#2. If the parameter is not present all dynamicallyDefinedDataldentifier in the server shall be cleared.
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10.6.2.2 Request message sub-function parameter $Level (LEV_) definition

The sub-parameters defined as valid for the request message of this service are indicated in Table 193
(suppressPosRspMsglndicationBit (bit 7) not shown).

Table 193 — Request message sub-function parameter definition

Bits 6 — 0 | Description Cvt [Mnemonic
00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document for future definition.
01 defineByldentifier U |DBID

This value shall be used to specify to the server that definition of the dynamic
data identifier shall occur via a data identifier reference.

02 defineByMemoryAddress U |DBMA

This value shall be used to specify to the server that definition of the dynamic
data identifier shall occur via an address reference.

03 clearDynamicallyDefinedDataldentifier U |CDDDI

This value shall be used to clear the specified dynamic data identifier. Noté:that
the server shall positively respond to a clear request from the client, eyen.if the
specified dynamic data identifier doesn’t exist at the time of the request.
However, the specified dynamic data identifier is required to be within a valid
range (see C.1 for allowable ranges). If the specified dynamic.data identifier is
being reported periodically at the time of the request, the dynamiic identifier shall
first be stopped and then cleared.

04-7F |ISOSAEReserved M |ISOSAERESRVD

This range of values is reserved by this document fopfuture definition.

10.6.2.3 Request message data-parameter definition
Table 194 defines the data-parameters of the request message.

Table 194 — Request message data-parameter definition

Definition

dynamicallyDefinedDataldentifier

This paramgter specifies hoywthe dynamic data record, which is being defined by the client, will be referenced in fyture
calls to the| service ReadDataByldentifier or ReadDataByPeriodicDataldentifier. The dynamicallyDefinedDataldentifier
shall be harldled as adataldentifier in the ReadDataByldentifier service (see C.1 for further details). It shall be handled as
a periodicRecordldentifier in the ReadDataByPeriodicDataldentifier service (see the ReadDataByPeriodicDataldentifier
service for fequirements on the value of this parameter in order to be able to request the dynamically defined data
identifier pefiodically).

sourceDataldentifier

This parameter is only present for sub-function = defineByldentifier. This parameter logically specifies the source of
information to be included into the dynamic data record. For example, this could be a 2-byte DID used to reference
engine speed, or a 2-byte DID used to reference a composite block of information containing engine speed, vehicle
speed, intake air temperature, etc. (see C.1 for further details).

positionInSourceDataRecord

This parameter is only present for sub-function = defineByldentifier. This 1-byte parameter is used to specify the starting
byte position of the excerpt of the source data record to be included in the dynamic data record. A position of one shall
reference the first byte of the data record referenced by the sourceDataldentifier.
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Definition

addressAndLengthFormatldentifier

This parameter is a one byte value with each nibble encoded separately (see H.1 for example values):
bit 7 - 4: Length (number of bytes) of the memorySize parameter(s);
bit 3 - 0: Length (number of bytes) of the memoryAddress parameter(s);

memoryAddress

This parameter is only present for sub-function = defineByMemoryAddress. This parameter specifies the memory source
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by
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ress of information to be included into the dynamic data record. The number of bytes used for this addrg
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10.6.3

10.6.3.1

Tab)

Positive response message
Positive response message definition
e 195 defines the positive response message.

Table 195~ Positive response message definition

A_Data Byte |Parameter Name Cvt |[Byte Value |[Mngmonic

#1 DynamicallyDefineDataldentifier Response SID M 0x6C DDPIPR

#2 sub-function=\[ definitionType ] M | 0x00 — Ox7F | DM

dynamijcallyDefinedDataldentifier [] = [ DDPDI_

#3 byte#1 (MSB) C | OxF2/0xF3 |HB

#4 byte#2 (LSB) ] C | 0x00 — OxFF |LB
C: | The presence of this parameter is required if the dynamicallyDefinedDataldentifier parameter is pfesent in the
request message, otherwise the parameter shall not be included.

10.6-32—Pusitive tesponse message data-parameter defimition

Tab

le 196 defines the data-parameters of the positive response message.

Table 196 — Response message data-parameter definition

Definition

definitionType

This parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

dynamicallyDefinedDataldentifier

This parameter is an echo of the data-parameter dynamicallyDefinedDataldentifier from the request message.
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10.6.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 197. The listed negative responses shall be used if
the error scenario applies to the server.

Table 197 — Supported negative response codes

NRC Description Mnemonic

0x12 |sub-functionNotSupported SFNS

is NRC shall be sent if the sub-funciion parameter is not supported.

0x13 i1rcorrectMessageLengthOrInvaIidFormat IMLO}R,

his NRC shall be sent if the length of the message is wrong.

0x22 |cpnditionsNotCorrect CNC

—

his NRC shall be sent if the operating conditions of the server are not met to perform_the
required action.

bquestOutOfRange ROOR

This NRC shall be sent if:

—+ Any data identifier (dynamicallyDefinedDataldentifier or any sourceDataldentifier) in the
request message is not supported/invalid;

0x31

-

—+ The positionInSourceDataRecord was incorrect (less than 1,~or'greater than maximum
allowed by server);

—+ Any memory address in the request message is not supported in the server.

—+ The specified memorySize was invalid;

—+ The amount of data to be packed into the dynamige,data identifier exceeds the maximum
allowed by the server;

—+ The specified addressAndLengthFormatldéntifier is not valid;

—+ The total length of a dynamically defined periodicDataldentifier exceeds the maximum
length that fits into a single frame (©f the data link used for transmission of the periodic
response message;

0x33 TcurityAccessDenied SAD

his NRC shall be sent if:

—+ Any data identifier fdynamicallyDefinedDataldentifier or any sourceDataldentifier) in the
request message is'secured and the server is not in an unlocked state;

—+ Any memory<address in the request message is secured and the server is not in an
unlocked state;

10.6.5 Message flow examples DynamicallyDefineDataldentifier

10.6.5.1 Assumptions

This subclause specifies the conditions to be fulflled for the example to perform a
DynamicallyDefineDataldentifier service.

The service in this example is not limited by any restriction of the server.
In the first example the server supports 2-byte identifiers (DIDs), which reference a single data information.

The example builds a dynamic data identifier using the defineByldentifier method and then sends a
ReadDataByldentifier request to read the just configured dynamic data identifier.
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In the second example the server supports data identifiers, which reference a composite block of data
containing multiple data information. The example builds a dynamic identifier also using the defineByldentifier
method, and sends a ReadDataByldentifier request to read the just defined data identifier.

The third example builds a dynamic data identifier using the defineByMemoryAddress method, and sends a
ReadDataByldentifier request to read the just defined data identifier.

In the fourth example the server supports data identifiers, which reference a composite block of data
containing multiple data information. The example builds a dynamic data identifier using the defineByldentifier
method and then uses the ReadDataByPeriodicldentifier service to requests the dynamically defined data
identifier to be sent periodically by the server.

Thelfifth example demonstrates the deletion of a dynamically defined data identifier.
Tabje 198 shall be used for the examples below. The values being reported may change _over tinpe on a real
veh|cle, but are shown to be constants for the sake of clarity.
Refer to ISO 15031-2 [6] for further details regarding accepted terms/definitions/acronyms for| emissions-
relajed systems.
For| all examples the client requests to have a response message by setting the
suppressPosRspMsglndicationBit (bit 7 of the sub-function parameter) to)"FALSE" ('0").
Table 198 — Composite data blocks - Dataldentifier definitions
gaall:)ack) Identifier Data Byte |Data Record Contents Byte Value
0x010A #1 dataRecord [ data#1] , =B+ 0x8C
#2 dataRecord [ data#2], = ECT 0xA6
#3 dataRecord [data#3] =TP 0x66
#4 dataRecord\[-data#4] =RPM 0x07
#5 dataRecord [ data#5] = RPM 0x50
#6 dataRecord [ data#6] = MAP 0x20
#7 dataRecord [ data#7] = MAF O0x1A
#8 dataRecord [ data#8] =VSS 0x00
#9 dataRecord [ data#9] = BARO 0x63
#10 dataRecord [ data#10] = LOAD O0x4A
#11 dataRecord [ data#11] =IAC 0x82
#12 dataRecord [ data#12] = APP OX7E
0x050B #1 dataRecord [ data#1] = SPARKADV 0x00
#2 dataRecordfdatatte——=H#S 0x91
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Table 199 defines the elemental data records — DID definitions.

Table 199 — Elemental data records - DID definitions

?Da]tna) |dentifier Data Byte |Data Record Contents Byte Value
0x1234 #1 EOT (MSB) 0x4C
#2 EOT (LSB) 0x36
0x5678 #1 AAT 0x4D
O0x9ART #1 EOLC (VISB) UX49
#2 EOL 0x21
#3 EOL 0x0¢
#4 EOL (LSB) 0x17
Table 200 defines the memory data records — Memory Address definitions.
Table 200 — Memory data records - Memory Address definitions
Memory Address |Data Byte |Data Record Contents Byte Value
0x21091968 #1 dataRecord [ data#1] =B+ 0x8(
#2 dataRecord [ data#2] =ECT 0xA4
#3 dataRecord [data#3] =TP 0x66
#4 dataRecord [data#4] = RBM 0x07
#5 dataRecord [data#5] _=RPM 0x50
#6 dataRecord [ data#6(] ~ = MAP 0x2¢
#7 dataRecord [ data#7] = MAF 0x1A
#8 dataRecord [ data#8] =VSS 0x0(@
#9 dataRecord [ data#9] = BARO 0x63
#10 dataRecord [ data#10] = LOAD 0x4A
#11 dataRecord [ data#11] =IAC 0x82
#12 dataRecord [ data#12] = APP Ox7H
0x13101994 #1 dataRecord [ data#1] = SPARKADV 0x0d
#2 dataRecord [ data#2] =KS 0x91
148 © 1SO 2013 — All rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

10.6.5.2 Example #1: DynamicallyDefineDataldentifier, sub-function = defineByldentifier

The example in Table 201 will build up a dynamic data identifier (DDDI 0xF301) containing engine oil
temperature, ambient air temperature, and engine oil level using the 2-byte DIDs as the reference for the

required data.

Table 201 — DynamicallyDefineDataldentifier request DDDDI 0xF301 message flow example #1

Message direction client — server
Message Type Request
A_Data Byte [Description (all values are in hexadecimal) Byte Value |[Mnemoriic
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDRDBI
#2 sub-function = defineByldentifier, 0x01 DBID
suppressPosRspMsglndicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) 0xF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B2
#5 sourceDataldentifier#1 [ byte#1 ] (MSB) - Engine Oil Temperature 0x12 SDI_B1
#6 sourceDataldentifier#1 [ byte#2 ] 0x34 SDI_B2
#7 positionInSourceDataRecord#1 0x01 PISDR#1
#8 memorySize#1 0x02 MS#1
#9 sourceDataldentifier#2 [ byte#1 ] (MSB) - Ambient-Air Temperature 0x56 SDI_B1
#10 sourceDataldentifier#2 [ byte#2 ] 0x78 SDI_B2
#11 positionInSourceDataRecord#2 0x01 PISDR#4
#12 memorySize#2 0x01 MS#2
#13 sourceDataldentifier#3 [ byte#1 1MSB) - Engine Oil Level 0x9A SDI_B1
#14 sourceDataldentifier#3 [ byte#2] 0xBC SDI_B2
#15 positionInSourceDataRecord#3 0x01 PISDR#3
#16 memorySize#3 0x04 MS#3
Tabje 202 defines the (DynamicallyDefineDataldentifier positive response DDDDI 0xF301 mgssage flow
example #1.
Table 202 — DynamicallyDefineDataldentifier positive response DDDDI 0xF301 message flow example
#1
Megsage\direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = defineByldentifier 0x01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) O0xF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B2
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Table 203 defines the ReadDataByldentifier request DDDDI 0xF301 message flow example #1.

Table 203 — ReadDataByldentifier request DDDDI 0xF301 message flow example #1

Message direction client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) 0xF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x01 DID_B2
Table 204 defines the ReadDataByldentifier positive response DDDDI 0xF301 message flow example #1.
Table 204 — ReadDataByldentifier positive response DDDDI 0xF301 message flow example #1
Message djrection server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) OxF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x01 DID_B2
#4 dataRecord [ data#1 ] = EOT 0x4C DREC_DATA_1
#5 dataRecord [ data#2 ] = EOT 0x36 DREC_DATA_2
#6 dataRecord [ data#3 ] = AAT 0x4D DREC_DATA_3
#7 dataRecord [ data#4 ] = EOL 0x49 DREC_DATA 4
#8 dataRecord [ data#5 ] = EOL 0x21 DREC_DATA 5
#9 dataRecord [ data#6 ] = EOL 0x00 DREC_DATA_6
#10 dataRecord [ data#7 ] = EOL 0x17 DREC_DATA_7
10.6.5.3 Example #2: DynamicallyDefineDataldentifier, sub-function = defineByldentifier

The examp

e in Table 205-will build up a dynamic data identifier (DDDDI 0xF302) containing engine cod

lant

temperaturg (from datayrecord 0x010A), engine speed (from data record 0x010A), IAC Pintle Position (from

data record

0x010A).and knock sensor (from data record 0x050B).
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Table 205 — DynamicallyDefineDataldentifier request DDDDI 0xF302 message flow example #2

Message direction client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = defineByldentifier, 0x01 DBID

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x02 DDDDIB2
#5 sourceDataldentifier#1 [ byte#1 ] (MSB) 0x01 SDI-B1
#6 sourceDataldentifier#1 [ byte#2 ] (LSB) 0x0A SDI_B2
#7 positionInSourceDataRecord#1 - Engine Coolant Temperature 0x02 PISDR#1
#8 memorySize#1 0x01 MS#1
#9 sourceDataldentifier#2 [ byte#1 ] (MSB) 0x01 SDI_B1
#10 sourceDataldentifier#2 [ byte#2 ] (LSB) 0x0A SDI_B2
#11 positioninSourceDataRecord#2 - Engine Speed 0x04 PISDR#4
#12 memorySize#2 0x02 MS#2
#13 sourceDataldentifier#3 [ byte#1 ] (MSB) 0x01 SDI_B1
#14 sourceDataldentifier#3 [ byte#2 ] (LSB) O0x0A SDI_B2
#15 positionInSourceDataRecord#3 — Idle Air Control 0x0B PISDR#4
#16 memorySize#3 0x01 MS#3
#17 sourceDataldentifier#4 [ byte#1 ]«(MSB) 0x05 SDI_B1
#18 sourceDataldentifier#4 [ byte#2,] (LSB) 0x0B SDI_B2
#19 positionInSourceDataRecord#4 - Knock Sensor 0x02 PISDR#4
#20 memorySize#4 0x01 MS#4

Tabje 206 defines the (DynamicallyDefineDataldentifier positive response DDDDI 0xF302 mgssage flow

example #2.

Table 206 — DynamicallyDefineDataldentifier posi;ive response DDDDI 0xF302 message flow example

2

Megsageidirection server — client

Megsage Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = defineByldentifier 0x01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x02 DDDDI_B2

Table 207 defines the ReadDataByldentifier request DDDDI 0xF302 message flow example #2.
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Table 207 — ReadDataByldentifier request DDDDI 0xF302 message flow example #2

Message direction

client — server

Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) OxF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x02 DID_B2
Table 208 defines the ReadDataByldentifier positive response DDDDI 0xF302 message flow example#2.
Table 208 — ReadDataByldentifier positive response DDDDI 0xF302 message flow example #2
Message djrection server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte'Value | Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) OxF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x02 DID_B2
#4 dataRecord [ data#1]= ECT 0xA6 DREC_DATA_1
#5 dataRecord [ data#2 ] = RPM 0x07 DREC_DATA_2
#6 dataRecord [ data#3 ] = RPM 0x50 DREC_DATA_3
#7 dataRecord [ data#4 ] = IAC 0x82 DREC_DATA 4
#8 dataRecord [ data#5 ] = KS 0x91 DREC_DATA 5
10.6.5.4 Example #3: DynamicallyDefineDataldentifier, sub-function = defineByMemoryAddress
The example in Table 209 will buildp-a dynamic data identifier (DDDDI 0xF302) containing engine coglant
temperaturg (from memory block starting at memory address 0x21091969), engine speed (from memory bjock
starting at memory address 0x2109196B), and knock sensor (from memory block starting at memory addfess
0x1310199%).
Table 209 — DynamicallyDefineDataldentifier request DDDDI 0xF302 message flow example #3
Message djrection client — server
Message Type Request
A_Data Byte _<+Description (all values are in hexadecimal) Byte Value [Mnemonic |
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = defineByMemoryAddress, 0x02 DBMA
suppressPosRspMsglndicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x02 DDDDI_B2
#5 addressAndLengthFormatldentifier 0x14 ALFID
#6 memoryAddress#1 [ byte#1 ] (MSB) - Engine Coolant Temperature 0x21 MA_1_B1
#7 memoryAddress#1 [ byte#2 ] 0x09 MA_1 B2
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Table 209 — (continued)

Message direction client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#8 memoryAddress#1 [ byte#3 ] 0x19 MA_1_B3
#9 memoryAddress#1 [ byte#4 | 0x69 MA_1_B4
#10 memorySize#1 0x01 MS#1
711 MemoryAddress#Z | byle# 1 | (MSB) - Engine speed OXZ21 VA_Z_B
#12 memoryAddress#2 [ byte#2 ] 0x09 MA.2. B
#13 memoryAddress#2 [ byte#3 ] 0x19 MA 2 BB
#14 memoryAddress#2 [ byte#4 | 0x6B MA_2 B4#
#15 memorySize#2 0x02 MS#2
#16 memoryAddress#3 [ byte#1 ] (MSB) - Knock Sensor 0x13 MA_3_B{
#17 memoryAddress#3 [ byte#2 | 0x10 MA_3 Bp
#18 memoryAddress#3 [ byte#3 ] 0x19 MA_3 BB
#19 memoryAddress#3 [ byte#4 ] 0x95 MA_3_B¢
#20 memorySize#3 0x01 MS#3

Tabje 210 defines the DynamicallyDefineDataldentifierpositive response DDDDI 0xF302 mgssage flow
example #3.

Table 210 — DynamicallyDefineDataldentifier_ positive response DDDDI 0xF302 message flow example

#3

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 DynamicallyDefinéDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = defineByMemoryAddress 0x02 DBMA
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x02 DDDDI_B2

Tabje 211-defines the ReadDataByldentifier request DDDDI 0xF302 message flow example #3.

Table 211 — ReadDataByldentifier request DDDDI 0xF302 message flow example #3

Message direction client —» server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) O0xF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x02 DID_B2

Table 212 defines the ReadDataByldentifier positive response DDDDI 0xF302 message flow example #3.
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Table 212 — ReadDataByldentifier positive response DDDDI 0xF302 message flow example #3

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) OxF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x02 DID_B2
#4 dataRecord [ data#1 ] = ECI UXAG DREC_DATA_]
#5 dataRecord [ data#2 ] = RPM 0x07 DREC_DATAM2
#6 dataRecord [ data#3 ] = RPM 0x50 DREC, DATA 3
#7 dataRecord [ data#4 ] = KS 0x91 DREE” DATA 4

10.6.5.5 Example #4: DynamicallyDefineDataldentifier, sub-function = defineByldentifier

The example in Table 213 will build up a dynamic data identifier (DDDDI OxF2EZ)_¢containing engine cod
temperaturg (from data record 0x010A), engine speed (from data record 0xQ10A), and knock sensor (i
data record|0x050B).

The value for the dynamic data identifier is choosen out of the rangé that can be used to request
periodically| Following the definition of the dynamic data identifier the\client requests the data identifier t
sent periodically (fast rate).

Table 213 — DynamicallyDefineDataldentifier request,DDDDI 0xF2E7 message flow example #4

lant
rom

Hata
b be

Message djrection client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier-Réquest SID 0x2C DDDI
#2 sub-function = defineByldentifier, 0x01 DBID

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF2 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) OxE7 DDDDI_B2
#5 sourceDataldentifier#1 [ byte#1 ] (MSB) 0x01 SDI_B1
#6 sourceDataldentifier#1 [ byte#2 ] (LSB) 0x0A SDI_B2
#7 positionInSourceDataRecord#1 - Engine Coolant Temperature 0x02 PISDR
#8 memorySize#1 0x01 MS
#9 sourceDatatdentifrer#2 {byte# +HMSB) %01 SHBi—B+1
#10 sourceDataldentifier#2 [ byte#2 ] (LSB) 0x0A SDI_B2
#11 positionInSourceDataRecord#2 - Engine Speed 0x04 PISDR
#12 memorySize#2 0x02 MS
#13 sourceDataldentifier#3 [ byte#1 ] (MSB) 0x05 SDI_B1
#14 sourceDataldentifier#3 [ byte#2 ] (LSB) 0x0B SDI_B2
#15 positionInSourceDataRecord#3 - Knock Sensor 0x02 PISDR
#16 memorySize#3 0x01 MS
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Table 214 defines the DynamicallyDefineDataldentifier positive response DDDDI O0xF2E7 message flow
example #4.

Table 214 — DynamicallyDefineDataldentifier positive response DDDDI 0xF2E7 message flow example

#4

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 nynnmihalI\J/nnfinnnnfalrlnnfifior Dncpnnco SiD Ox6C. DDDIPR
#2 definitionMode = defineByldentifier 0x01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF2 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) OxE7 DDDDI_B2

Table 215 defines the ReadDataByPeriodicldentifier request DDDDI 0xF2E7 message flow example #4.

Table 215 — ReadDataByPeriodicldentifier request DDDDI 0xF2E7 message flow example #4

Message direction client — server

Megsage Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByPeriodicldentifier Request SID 0x2A RDBPI
#2 transmissionMode = sendAtFastRate 0x04 ™
#3 PeriodicDataldentifier OxE7 PDID

Tabje 216 defines the ReadDataByPeriodicldentifier initial positive message flow example #4.

Table 216 — ReadDataByPeriodicldentifier initial positive message flow example #4

Megsage direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 ReadDataByPeriodicldentifier Response SID 0x6A RDBPIPR

Tabje 247/and Table 218 define the ReadDataByPeriodicldentifier periodic data response #1 DDIPDI 0xF2E7
megsage' flow example #4.
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Table 217 — ReadDataByPeriodicldentifier periodic data response #1 DDDDI 0xF2E7 message flow

example #4
Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 PeriodicDataldentifier OxE7 PDID
#2 dataRecord [ data#1 ] = ECT 0xA6 DREC_DATA_1
#3 dataRecord [ data#? ] = RPM 0xQ7 DREC DATA 2
#4 dataRecord [ data#3 ] = RPM 0x50 DREC_DATA. 3
#5 dataRecord [ data#4 ] = KS 0x91 DREC_DATA 4
NOTE Multiple response messages with different byte values are not shown in this example.

Table 218 — ReadDataByPeriodicldentifier periodic data response #n DDDDI0xF2E7 message flow

example #4

Message direction

server — client

Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 periodicDataldentifier OxE7 PDID
#2 dataRecord [ data#1]= ECT 0xA6 DREC_DATA_1
#3 dataRecord [ data#2 ] = RPM 0x07 DREC_DATA 2
#4 dataRecord [ data#3 ] = RPM 0x55 DREC_DATA 3
#5 dataRecord [ data#4 ] = KS 0x98 DREC_DATA_4
10.6.5.6 Example #5: DynamicallyDefineDataldentifier, sub-function = clearDynamicallyDefined-

The example in Table 219 demonstrates the clearing of a dynamicallyDefinedDataldentifier, and assumes
DDDDI 0xFB03 exists at the time of the request.

Table 219 — DynamicallyDefineDataldentifier request clear DDDDI 0xF303 message flow example

Dataldentifier

that

#5

Message direction

client — server

Message Type Request
A_Data Bylle Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = clearDynamicallyDefinedDataldentifier, 0x03 CDDDI
suppressPosRspMsglindicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x03 DDDDI_B2

Table 220 defines the DynamicallyDefineDataldentifier positive response clear DDDDI 0xF303 message flow

example #5.
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Table 220 — DynamicallyDefineDataldentifier positive response clear DDDDI 0xF303 message flow

example #5
Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = clearDynamicallyDefinedDataldentifier 0x03 CDDDI
#3 d\llnnminnllynpfinpdnqtnldnnfifipr [ h\llfn:li1 ] (I\/IQR) QxE3 nnnnl_R1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x03 DDDDIJB2
10..5.7 Example #6: DynamicallyDefineDataldentifier, concatenation of definitions

This
follg
meq

10.6.5.7.1

Tab

defi

3" portion

hition of 1%

(defineByldentifier / defineByAddress)

: engine oil level referecend by 2-byte DID:

portion (defineByldentifier)

2 portion: engine coolant temperature and engine speed’referenced by memory addresses,

definition of 1% portion (defineByldentifier)

example will build up a dynamic data identifier (DDDI 0xF301) using, the two definition [types. The
wing list shows the order of the data in the dynamically defined datacidentifier (implicit ordef of request
sages to define the dynamic data identifier):

1% portion: engine oil temperature and ambient air tefrperature referecend by 2ibyte DIDs
(defineByldentifier),

Step #1: DynamicallyDefineDataldentifier, sub-function = defineByldentifier (1 s{ portion)

e 221 defines the DynamicallyDefineDataldentifier request DDDI 0xF301 message flow g¢xample #6

Table 221 — DynamicallyDefineDataldentifier request DDDI 0xF301 message flow example #6

Megsage direction client —» server

Megsage Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 BynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = defineByldentifier, 0x01 DBID

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) O0xF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B2
#5 sourceDataldentifier#1 [ byte#1 ] (MSB) - Engine Oil Temperature 0x12 SDI_B1
#6 sourceDataldentifier#1 [ byte#2 ] 0x34 SDI_B2
#7 positioninSourceDataRecord#1 0x01 PISDR#1
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Table 221 — (continued)

Message direction client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#8 memorySize#1 0x02 MS#1
#9 sourceDataldentifier#2 [ byte#1 ] (MSB) - Ambient Air Temperature 0x56 SDI_B1
#10 sourceDataldentifier#2 [ byte#2 ] (LSB) 0x78 SDI_B2
#11 positioninsourceDataRecora#Z OXOT PISDR#Z
#12 memorySize#2 0x01 MS#2

Table 222 [defines the DynamicallyDefineDataldentifier positive response DDDI 0xF301 “message [low
example #4 definition of first portion (defineByldentifier).

Table 222|— DynamicallyDefineDataldentifier positive response DDDI 0xF301 message flow example
#6 definition of first portion (defineByldentifier)

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = defineByldentifier 0x01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ](L.SB) 0x01 DDDDI_B2

10.6.5.7.2 | Step #2: DynamicallyDefineDataldentifier, sub-function = defineByMemoryAddress (2 nd

portion)

Table 223 defines the DynamicallyDefineDataldentifier request DDDDI 0xF301 message flow examplg #6
definition of| 2™ portion (defineByMemoryAddress).
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Table 223 — DynamicallyDefineDataldentifier request DDDDI 0xF301 message flow example #6
definition of 2" portion (defineByMemoryAddress)

Message direction client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = defineByMemoryAddress, 0x02 DBMA

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDD1-B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B2
#5 addressAndLengthFormatldentifier 0x14 ALFID
#6 memoryAddress#1 [ byte#1 ] (MSB) - Engine Coolant Temperature 0x21 MA_B1#|
#7 memoryAddress#1 [ byte#2 ] 0x09 MA_B2#
#8 memoryAddress#1 [ byte#3 ] 0x19 MA_B3#
#9 memoryAddress#1 [ byte#4 | 0x69 MA_B4#
#10 memorySize#1 0x01 MS#1
#11 memoryAddress#2 [ byte#1 ] (MSB) - Engine Speed 0x21 MA_B1#P
#12 memoryAddress#2 [ byte#2 ] 0x09 MA_B2#p
#13 memoryAddress#2 [ byte#3 ] 0x19 MA_B3#P
#14 memoryAddress#2 [ byte#4 | 0x6B MA_B4#p
#15 memorySize#2 0x02 MS#2

Table 222 defines the DynamicallyDefineDataldentifier positive response DDDI 0xF301 me

example #6.

ssage flow

Taple 224 — DynamicallyDefineDataldentifier positive response DDDI 0xF301 message flow example

#6

Megsage direction server — client

Message Type Response

A_Data Byte |[Description (all values are in hexadecimal) Byte Value |Mnemorlic
#1 DynamicallyDefineDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = defineByMemoryAddress 0x02 DBMA
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) O0xF3 DDDDI_B1
T+ aynalmicaltyvelnedudalalaentiicr | Dyle#Z | (Lob) UXU'| UDUDUIL_ 2

10.6.5.7.3 Step #3: DynamicallyDefineDataldentifier, sub-function = defineByldentifier (3 rd portion)

Table 225 defines the DynamicallyDefineDataldentifier request DDDI 0xF301 message flow example #6

definition of 3™

portion (defineByldentifier).
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Table 225 — DynamicallyDefineDataldentifier request DDDI 0xF301 message flow example #6

definition of 3" portion (defineByldentifier)

Message direction

client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = defineByldentifier, 0x01 DBID

suppressPosRspMsglindicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B2
#5 sourceDataldentifier#1 [ byte#1 ] (MSB) - Engine Qil Level 0x9A SDI_B1
#6 sourceDataldentifier#1 [ byte#2 ] 0xBC SDI B2
#7 positionInSourceDataRecord#1 0x01 PISDR#3
#8 memorySize#1 0x04 MS#3

Table 226 [defines the DynamicallyDefineDataldentifier positive response DDDI 0xF301 message

example #4.

Table 226|— DynamicallyDefineDataldentifier positive response'DDDI 0xF301 message flow exam

#6

D

flow

e

Message direction

server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 DynamicallyDefineDataldentifier Response SID 0x6C DDDIPR
#2 definitionMode = defineByldentifier 0x01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B2

10.6.5.7.4 | Step #4: ReadDataByldentifier - dataldentifier = DDDDI 0xF301

Table 227 defines the ReadDataByldentifier request DDDDI 0xF301 message flow example #6.

Tlable 227 — ReadDataByldentifier request DDDDI 0xF301 message flow example #6

Message d‘rection

client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) OxF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x01 DID_B2
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Table 228 defines the ReadDataByldentifier positive response DDDDI 0xF301 message flow example #6.

Table 228 — ReadDataByldentifier positive response DDDDI 0xF301 message flow example #6

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 0xF3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x01 DID_B2
#4 dataRecord [ data#1 ] = EOT (MSB) 0x4C DREC) DATA_1
#5 dataRecord [ data#2 ] = EOT 0x36 DREC_DAJTA 2
#6 dataRecord [ data#3 ] = AAT 0x4D DREC_DATA_3
#7 dataRecord [ data#4 ] = ECT 0xA6 DREC_DAJTA 4
#8 dataRecord [ data#5 ] = RPM 0x07 DREC_DA[TA_5
#9 dataRecord [ data#6 ] = RPM 0x50 DREC_DAJTA 6
#10 dataRecord [ data#7 ] = EOL (MSB) 0x49 DREC_DATA_7
#11 dataRecord [ data#8 ] = EOL 0x21 DREC_DA[TA_8
#12 dataRecord [ data#9 ] = EOL 0x00 DREC_DA[TA_9
#13 dataRecord [ data#10 ] = EOL 0x17 DREC_DATA_10

10..5.7.5 Step #5: DynamicallyDefineDataldentifier - clear definition of DDDDI 0xF301

Table 229 defines the DynamicallyDefineDataldentifier request clear DDDDI 0xF301 message flpw example
#6.

Table 229 — DynamicallyDefineDataldentifier request clear DDDDI 0xF301 message flow example #6

Message direction client ~»'server

Megsage Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonid
#1 DynamicallyDefineDataldentifier Request SID 0x2C DDDI
#2 sub-function = clearDynamicallyDefinedDataldentifier, 0x03 CDDDI

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI_B4
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Table 230 defines the DynamicallyDefineDataldentifier positive response clear DDDDI 0xF301 message flow
example #6.

Table 230 — DynamicallyDefineDataldentifier positive response clear DDDDI 0xF301 message flow

example #6
Message direction server — client
Message Type Response
A_Data Byte | Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 n.\’lnnmir\nIII\’lr\nfinnnal’nldnaninr Dncpnncn SID Qx6C. DDDIPR
#2 definitionMode = clearDynamicallyDefinedDataldentifier 0x03 CDDDI
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) OxF3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 0x01 DDDDI, B2
10.7 WrjteDataByldentifier (0x2E) service
10.7.1  Service description
The WriteDataByldentifier service allows the client to write information inte‘the server at an internal locgtion
specified by the provided data identifier.
The WriteDptaByldentifier service is used by the client to write a dataRecord to a server. The data is ident|fied
by a dataldgntifier, and may or may not be secured.
Dynamically defined dataldentifer(s) shall not be used with this service. It is the vehicle manufactufer's
responsibilify that the server conditions are met when performing this service. Possible uses for this senvice
are:
— Prograpnming configuration information inta:server (e.g., VIN number),
— Clearing non-volatile memory,
— Resetting learned values,
— Setting| option content.
NOTE The server may.festrict or prohibit write access to certain dataldentifier values (as defined by the sy$tem
supplier / velficle manufactrer for read-only identifiers, etc.).
IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.
10.7.2 Reguest-message
10.7.2.1 Request message definition

Table 231 defines the request message.
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A_Data Byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 WriteDataByldentifier Request SID M 0x2E WDBI
dataldentifier[] = [ DID_
#2 byte#1 (MSB) M | 0x00 — OxFF |HB
#3 byte#2 | M | 0x00 — OxFF |LB
dataRecord[] = [ DREC_
#4 data#1 M | Ox00 — OxFF | DATA_1
Fme3 Jatafm ] U TOx00 —OxFF[DATA_m
10.7.2.2 Request message sub-function parameter $Level (LEV_) definition
Thig service does not use a sub-function parameter.
10.7.2.3 Request message data-parameter definition
Table 232 defines the data-parameters of the request message.

Table 232 — Request message data-parameter definition

De1inition
datpldentifier
Thig parameter identifies the server data record that the client is requesting to write to (see C.1 for detailed parameter
definition).
datLRecord
Thig parameter provides the data record associated-with the dataldentifier that the client is requesting to writg to.
10.7.3 Positive response message
10.7.3.1  Positive response message definition
Table 233 defines the pesitive response message.
Table 233 — Positive response message definition
A_PData Byte _| Parameter Name Cvt |Byte Value |Mnemonic
#1 WriteDataByldentifier Response SID M Ox6E WDBIPR
dataldentifier]] = [ DID_
#2 byte#1 (MSB) M | 0x00 — OxFF |HB
#3 byte#2 ] M | 0x00 — OxFF LB
10.7.3.2 Positive response message data-parameter definition

Table 234 defines the data-parameters of the positive response message.
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Table 234 — Response message data-parameter definition

Definition

dataldentifier

This parameter is an echo of the data-parameter dataldentifier from the request message.

10.7.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which

each respo

the error scenario applies to the server.

Table 235 — Supported negative response codes

nse code would occur are documented in Table 235. The listed negative responses shall be usgd if

NRC Description Mnemoni¢
0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF
1rhis NRC shall be sent if the length of the message is wrong.
0x22 |conditionsNotCorrect CNC
This NRC shall be sent if the operating conditions of the server are not met to perform the
required action.
0x31 |requestOutOfRange ROOR
This NRC shall be sent if:
—+ The dataldentifier in the request message is notsupported in the server or the
dataldentifier is supported for read only purpose (via\ReadDataByldentifier service);
—+ Any data transmitted in the request messagé’ after the dataldentifier is invalid (if
applicable to the node);
0x33 ecurityAccessDenied SAD
his NRC shall be sent if the dataldentifier, which reference a specific address, is secured
nd the server is not in an unlocked state.
0x72 deneraIProgrammingFaiIure GPF
This NRC shall be returned ifithe server detects an error when writing to a memory location.
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The evaluation sequence is documented in Figure 21.

mandatory optional manufacturer/supplier
specific
Service with SID 0x2E é
1
mlin. length check NO NRC 0x13
YES
D|D supports service NO NRC 0x31
0X2E in active session
2 YES
tdtal length check &NO} NRC 0x13
YES
D|D security check ok ? NOp| NRC 0x33
DID, condition
check ok?

YES

NO NRC 0x22

YES

[w)

hta record is valid? NOP| ( NRC 0x31

%_

YES

wps correctly altered

) NO. NRC 0x72
nto server’s memory

<>¢

\/I

YES
\ 4

positive response

Key
1 minimum length is 4 byte (S| + DID + DREC)

C)
7

Figure 21 — NRC handling for WriteDataByldentifier service
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10.7.5 Message flow example WriteDataByldentifier
10.7.5.1 Assumptions

This subclause specifies the conditions to be fulfilled for the example to perform a WriteDataByldentifier
service.

The service in this example is not limited by any restriction of the server. This example demonstrates VIN
programming via a two byte dataldentifier 0xF190.

10.7.5.2 Example #1: write dataldentifier 0xF190 (VIN)

Table 236 defines the WriteDataByldentifier request message flow example #1.
Table 236 — WriteDataByldentifier request message flow example #1
Message djrection client — server
Message Type Request
A_Data Byte |[Description (all values are in hexadecimal) Byte Value’ | Mnemonic
#1 WriteDataByldentifier Request SID Ox2E WDBI
#2 dataldentifier [ byte#1 ] (MSB) OxF1 DID_B1
#3 dataldentifier [ byte#2 ] 0x90 DID_B2
#4 dataRecord [ data#1 ] = VIN Digit 1= “W”" 0x57 DREC_DATA1
#5 dataRecord [ data#2 ] = VIN Digit 2= “0” 0x30 DREC_DATA2
#6 dataRecord [ data#3 ] = VIN Digit 3= “L” 0x4C DREC_DATA3
#7 dataRecord [ data#4 ] = VIN Digit 4= “0” 0x30 DREC_DATA4
#8 dataRecord [ data#5 ] = VIN Digit 5= “0” 0x30 DREC_DATAS
#9 dataRecord [ data#6 ] = VIN Digit 6= “9" 0x30 DREC_DATA6
#10 dataRecord [ data#7 ] = VIN Digit 7=)"0" 0x30 DREC_DATA7
#11 dataRecord [ data#8 ] = VIN Digit 8= “4” 0x34 DREC_DATAS8
#12 dataRecord [ data#9 ] = VIN.Digit 9= “3” 0x33 DREC_DATA9
#13 dataRecord [ data#107},= VIN Digit 10 = “M" 0x4D DREC_DATA10
#14 dataRecord [ data#1 ] = VIN Digit 11 = “B” 0x42 DREC_DATA11
#15 dataRecord [(data#12 ] = VIN Digit 12 =*“5" 0x35 DREC_DATA12
#16 dataRecordy data#13 ] = VIN Digit 13 = “4” 0x34 DREC_DATA13
#17 dataReeord [ data#14 ] = VIN Digit 14 =“1" 0x31 DREC_DATA14
#18 dataRecord [ data#15 ] = VIN Digit 15 =*“3” 0x33 DREC_DATA15
#19 dataRecord [ data#16 ] = VIN Digit 16 = “2” 0x32 DREC_DATA16
#20 dataRecord [ data#17 ] = VIN Digit 17 = “6" 0x36 DREC_DATA17
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Table 237 defines the WriteDataByldentifier positive response message flow example #1.

Table 237 — WriteDataByldentifier positive response message flow example #1

Message direction

server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 WriteDataByldentifier Response SID Ox6E WDBIPR
#2 dataldentifier [ byte#1 ] (MSB) OxF1 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0x90 DID_B2

10.

10.

8 WriteMemoryByAddress (0x3D) service

8.1  Service description

The| WriteMemoryByAddress service allows the client to write information\.into the server at ohe or more

configuous memory locations.

The|l WriteMemoryByAddress request message writes information <specified by the parameter dataRecord]]

into|the server at memory locations specified by parameters memoryAddress and memorySize.

he number

of | bytes wused for the memoryAddress and memorySize parameter is defined by
addfessAndLengthFormatldentifier (low and high nibble).” It is also possible to us¢ a fixed
addfessAndLengthFormatldentifier and unused bytes within* the memoryAddress or memorySize¢ parameter

are padded with the value 0x00 in the higher range addréss locations.

The| format and definition of the dataRecord shall(be vehicle manufacturer specific, and may or [may not be

secpred. It is the vehicle manufacturer's responsibility to assure that the server conditions arg
performing this service. Possible uses for this«service are:

IM
sp

10

10

Tabje 238.defines the request message definition.

©lI

Clear non-volatile memory;

Change calibration values;

Tified in 7.5.
.8.2 Request meSsage

.8.21 Request message definition

SO 2013 - All rights reserved

met when

PORTANT — The server'and the client shall meet the request and response message bghaviour as
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Table 238 — Request message definition

A_Data Byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 WriteMemoryByAddress Request SID M 0x3D WMBA
#2 addressAndLengthFormatldentifier M | Ox00 — OxFF | ALFID
memoryAddress[] = [ MA_
#3 byte#1 (MSB) M | 0x00 — OxFF [B1
#m+2 byte#m ] C1 | 0x00 — OXFF [Bm
IIICIIIUIyS;LU[] [ :\V’:S_
#n-r-2-(k-1) byte#1 (MSB) M | Ox00 — OxFF | B1
#ner-2 byte#k | C2 | 0x00 - OxFF |Bk
dataRecord[] = [ DREC
#n-(r-1) data#1 M | 0x00 — OxFF [DATA_1
#n data#r ] U | Ox00~ OxFF | DATA_r
C1: The presence of this parameter depends on address length information parameter of | the
addressAndLengthFormatldentifier
C2: The presence of this parameter depends on the memory size")‘length information of | the
addressAndLengthFormatldentifier.

10.8.2.2

This service

10.8.2.3

does not use a sub-function parameter.

Request message data-parameter definition

Table 239 defines the data-parameters of the request'message.

Request message sub-function parameter $Level (LEV.') definition

Table 239 — Request message data-parameter definition

Definition

addressAngd

This paramg

bit 3-0: Le

LengthFormatldentifier

bit 7 - 4: Le:[gth (number of bytes)of the memorySize parameter
gth (number of bytes) of the memoryAddress parameter

ter is a one byte value-with' each nibble encoded separately (see H.1 or example values):

memoryAdd

bytes used

significant b

ress

The paramgter memoryAddress is the starting address of server memory to which data is to be written. The number of
or thistaddress is defined by the low nibble (bit 3 - 0) of the addressAndLengthFormatidentifier. Byte#m i
memoryAddress parameter is always the least significant byte of the address being referenced in the server. The
te(s) of the address can be used as a memory identifier.

the
:‘;wost

An example of the use of a memory identifier would be a dual processor server with 16 bit addressing and memory
address overlap (when a given address is valid for either processor but yields a different physical memory device or
internal and external flash is used). In this case, an otherwise unused byte within the memoryAddress parameter can be
specified as a memory identifier used to select the desired memory device. Usage of this functionality shall be as defined
by vehicle manufacturer / system supplier.

memorySize

The parameter memorySize in the WriteMemoryByAddress request message specifies the number of bytes to be written
starting at the address specified by memoryAddress in the server's memory. The number of bytes used for this size is
defined by the high nibble (bit 7 - 4) of the addressAndLengthFormatldentifier.
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dataRecord

the interval {OxMA, (0xMA + OxMS - 0x01)}.

This parameter provides the data that the client is actually attempting to write into the server memory addresses within

10.8.3 Positive response message
10.8.3.1 Positive response message definition
Table 240 defines the positive response message.
Table 240 — Positive response message definition
A_PData Byte |Parameter Name Cvt |ByteValue MnFmonic
#1 WriteMemoryByAddress Response SID M 0x7D WI\JIBAPR
#2 addressAndLengthFormatldentifier M [ Ox00 — OxFF | ALKID
memoryAddress[] = [ MA|
#3 byte#1 (MSB) M [ Ox00 — OxFF [ B1
#(m-1)+3 byte#m ] C1 | 0x00 — OxFF | Bm
memorySize[] = [ MS|
fin-(k-1) byte#1 (MSB) M [ Ox00 — OxFF [ B1
#n byte#k ] C2 | 0x00 — OxFF | Bk
C1] The presence of this parameter dependsi*on address length information parameter of the
addressAndLengthFormatldentifier
C2] The presence of this parameter depends on the memory size length informatipn of the
addressAndLengthFormatldentifier.
10.8.3.2 Positive response message data-parameter definition
Table 241 defines the data-parameters of the positive response message.
Table 241 — Response message data-parameter definition
De‘inition
adJIressAndLengthFormatIdentifier
This parameter’is an echo of the addressAndLengthFormatldentifier from the request message.
memoryAddress

memorySize

This parameter is an echo of the memorySize from the request message.

10.8.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 242. The listed negative responses shall be used if

the error scenario applies to the server.
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Table 242 — Supported negative response codes

NRC Description Mnemonic

0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF

This NRC shall be sent if the length of the message is wrong.

0x22 |conditionsNotCorrect CNC

This NRC shall be sent if the operating conditions of the server are not met to perform the
required action.

0x31 |requestOutOfRange ROOR
Tlhis NRC shall be sent if:

—+ Any memory address within the interval [0OXMA, (OXMA + 0xMS -0x1)] is invalid;

—+ Any memory address within the interval [0OxMA, (OxMA + 0xMS -0x1)] is restricted;

—+ The memorySize parameter value in the request message is not supported by the server;

—+ The specified addressAndLengthFormatldentifier is not valid;
—+ The memorySize parameter value in the request message is zero;

0x33 TcurityAccessDenied SAD

his NRC shall be sent if any memory address within the interval [OxMA, (OXMA + O0xMS -0x1)]
i$ secure and the server is locked.

0x72 |generalProgrammingFailure GPF

Tlhis NRC shall be returned if the server detects an error when writing to a memory location.
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The evaluation sequence is documented in Figure 22.

mandatory i optional E manufacturer/supplier
. : specific
Service with SID 0x3D '
1 : §
mir. length check Q—NO}' NRC 0x13 ) ! :
YES :
add rt?s-sA_ndLengthFormat- NO NRC 0x31 : :
Identifier is applicable ' H
YES 5 :
2 : :
totd! length check NOP| NRC 0x13 :
YES : ;
memoryAddress and ' :
memmorySize are correct : '
AN NO NRC 0x31 ' E
sugported in the current : :
seskion YES : :
seclurity check ok for NO NRC 0x33 E :
regpiested memory interval? ! Gondition :
YES ; check '
YES : NO NRC 0x22
' i Manufacturer/
& : t supplier
< YES ' i specific check
“YES : NO-)ENRC 0xXX >
< i YES
No prror when writing to i :
a memory location NO NRC 0x72 ' :
YES : :
positive response ) E i
Key,|
1 atleast 5 (Sl+addressAndLengthFormatldentifier + min memoryAddress+min memorySize + min dataRecord)
2 1/ byte SI + 1 byte addressAndLengthFormatldentifier + n_byte memoryAddress parameter length + n byte

memorySize parameter length + n byte dataRecord length

Figure 22 — NRC handling for WriteMemoryByAddress service
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10.8.5 Message flow example WriteMemoryByAddress
10.8.5.1 Assumptions

This subclause specifies the conditions to be fulfilled for the example to perform a WriteMemoryByAddress
service. The service in this example is not limited by any restriction of the server.

The following examples demonstrate writing data bytes into server memory for 2-byte, 3-byte, and 4-byte
addressing formats, respectively.

10.8.5.2 Example #1: WriteMemoryByAddress, 2-byte (16-bit) addressing

Table 243 defines the WriteMemoryByAddress request message flow example #1.

Table 243 — WriteMemoryByAddress request message flow example #1

Message djrection client — server
Message Type Request
A_Data Byte |[Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 WriteMemoryByAddress Request SID 0x3D WMBA
#2 addressAndLengthFormatldentifier 0x12 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 0x20 MA_B1
#4 memoryAddress [ byte#2 ] (LSB) 0x48 MA_B2
#5 memorySize [ byte#1 ] 0x02 MS_B1
#6 dataRecord [ data#1 ] 0x00 DREC_DATA_1
#7 dataRecord [ data#2 ] 0x8C DREC_DATA_2

Table 244 defines the WriteMemoryByAddress.pesitive response message flow example #1.

Table 244 — WriteMemoryByAddress positive response message flow example #1

Message direction server — client

Message Type Response

A_Data Byte |Description (all.values are in hexadecimal) Byte Value |Mnemonic
#1 WriteMemeotyByAddress Response SID 0x7D WMBAPR
#2 addressAnhdLengthFormatldentifier 0x12 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 0x20 MA_B1
#4 memoryAddress [ byte#2 ] (LSB) 0x48 MA_B2
#5 memorySize | byte#1 | 0x02 MS_B1

10.8.5.3 Example #2: WriteMemoryByAddress, 3-byte (24-bit) addressing

Table 245 defines the WriteMemoryByAddress request message flow example #2.
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Table 245 — WriteMemoryByAddress request message flow example #2

Message direction client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 WriteMemoryByAddress Request SID 0x3D WMBA
#2 addressAndLengthFormatldentifier 0x13 ALFID
#3 memoryAddress [ byte#1 ] 0x20 MA_B1
iz MemoryAdaress | byte#Z | Ux438 VMA_BZ
#5 memoryAddress [ byte#3 ] 0x13 MA. B3
#6 memorySize [ byte#1 ] 0x03 MS B1
#7 dataRecord [ data#1 ] 0x00, DREC_DATA 1
#8 dataRecord [ data#2 ] 0x01 DREC_DOATA 2
#9 dataRecord [ data#3 ] 0x8C DREC_DATA_3

Tabje 246 defines the WriteMemoryByAddress positive response message flow example #2.

Table 246 — WriteMemoryByAddress positive response message flow example #2

Megsage direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 WriteMemoryByAddress Response SiD 0x7D WMBAPR
#2 addressAndLengthFormatldentifier 0x13 ALFID
#3 memoryAddress [ byte#1 ] 0x20 MA_B1
#4 memoryAddress [ byte#2 ] 0x48 MA_B2
#5 memoryAddress [byte#3 ] 0x13 MA_B3
#6 memorySize [ byté#1 ] 0x03 MS_B1

10.8.5.4 Example#3: WriteMemoryByAddress, 4-byte (32-bit) addressing

Table 247 defines the WriteMemoryByAddress request message flow example #3.
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Table 247 — WriteMemoryByAddress request message flow example #3

Message direction client — server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 WriteMemoryByAddress Request SID 0x3D WMBA
#2 addressAndLengthFormatldentifier 0x14 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 0x20 MA_B1
#4 memoryAddress [ byle#Z | UX438 VA_BZ
#5 memoryAddress [ byte#3 ] 0x13 MA_B3
#6 memoryAddress [ byte#4 ] (LSB) 0x09 MA_B4
#7 memorySize [ byte#1 ] 0x05 MSCB1
#8 dataRecord [ data#1 ] 0x00 DREC_DATA_1
#9 dataRecord [ data#2 ] 0x01 DREC_DATA_2
#10 dataRecord [ data#3 ] 0%8C DREC_DATA_3
#11 dataRecord [ data#4 ] 0x09 DREC_DATA 4
#12 dataRecord [ data#5 ] OxAF DREC_DATA 5

Table 248 defines the WriteMemoryByAddress positive response message flow example #3.

Table 248 — WriteMemoryByAddress positive response message flow example #3

Message djrection server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 WriteMemoryByAddress Response SID 0x7D WMBAPR
#2 addressAndLengthFormatldentifier 0x14 ALFID
#3 memoryAddress [ byte#4_]J (MSB) 0x20 MA_B1
#4 memoryAddress [ byte#2 ] 0x48 MA_B2
#5 memoryAddress)byte#3 ] 0x13 MA_B3
#6 memoryAddress [ byte#4 ] (LSB) 0x09 MA_B4
#7 memorySize [ byte#1 ] 0x05 MS_B1

11 Stored/Data Transmission functional unit

11.1 Overview

Table 249 — Stored Data Transmission functional unit

Service Description

ClearDiagnosticlnformation Allows the client to clear diagnostic information from the server (including DTCs,
captured data, etc.)

ReadDTClInformation Allows the client to request diagnostic information from the server (including
DTCs, captured data, etc.)
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11.2 ClearDiagnosticinformation (0x14) Service

11.2.1  Service description

The ClearDiagnosticinformation service is used by the client to clear diagnostic information in one or multiple
servers’ memory.

The server shall send a positive response when the ClearDiagnosticinformation service is completely
processed. The server shall send a positive response even if no DTCs are stored. If a server supports multiple
copies of DTC status information in memory (e.g. one copy in RAM and one copy in EEPROM) the server

sha

| clear the copy used by the ReadDTClInformation status reporting service. Additional copies, e.g. backup
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y in long-term memory, are updated according to the appropriate backup strategy (e.g. in the
5e).
e data inconsistency.

behaviour of the individual DTC status bits shall be implemented according“to the definit
re D.1 - Figure D.8.

request message of the client contains one parameter. The parameter' groupOfDTC allows
r a group of DTCs (e.g., Powertrain, Body, Chassis, etc.), or a specific DTC. Refer to D.1
ils. Unless otherwise stated, the server shall clear both emissiofns-related and non emissions-
‘mation from memory for the requested group.

L information reset / cleared via this service includes butisot limited to the following:

DTC status byte (see ReadDTCInformation servicein' 11.3),

captured DTC snapshot data (DTCSnapshotData, see ReadDTClInformation service in 11.3),
captured DTC extended data (DTCExtendedData, see ReadDTClInformation service in 11.3),

other DTC related data such as fifst/most recent DTC, flags, counters, timers, etc. specific to [

DTC information stored in afn:optionally available DTC mirror memory in the server is not affe
ice (see ReadDTCInformation (0x19) service in 11.3 for DTC mirror memory definition).

.2 Request‘message
.21 _Request message definition

e-250 defines the request message.

power-latch

E In case the power-latch phase is disturbed (e.g., a battery disconnect during the poweér-latch phase) this may

ons in D.2,

he client to
for further
elated DTC

TCs,

cted by this

ORTANT — The server and the client shall meet the request and response message bghaviour as
spegified in 7.5.

Table 250 — Request message definition

A_Data byte |Parameter Name Cvt |Byte Value Mnemonic
#1 ClearDiagnosticInformation Request SID M 0x14 CDTCI
groupOfDTC[] = [ GODTC_
#2 groupOfDTCHighByte M 0x00 — OxFF |HB
#3 groupOfDTCMiddleByte M 0x00 — OxFF [MB
#4 groupOfDTCLowByte ] M 0x00 — OxFF |LB
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11.2.2.2

Request message sub-function parameter $Level (LEV_) definition

There are no sub-function parameters used by this service.

11.2.2.3

Request message data-parameter definition

Table 251 defines the data-parameter of the request message.

Table 251 — Request message data-parameter definition

Definition
groupOfDTIC
This parameter contains a 3-byte value indicating the group of DTCs (e.g., Powertrain, Body, Chassis) or the.partiqular
DTC to be deared. The definition of values for each value/range of values is included in D.1.
11.2.3 Positive response message
11.2.3.1 Positive response message definition
Table 252 defines the positive response message.
Table 252 — Positive response messagedefinition
A_Data bytp |Parameter Name Cvt |Byte Value Mnemonic
#1 ClearDiagnosticinformation Positive Response SID M 0x54 CDTCIPR
11.2.3.2 Positive response message data-parameter definition
There are no data-parameters used by this service in the positive response message.
11.2.4 Supported negative response codes (NRC_)
The following negative response codes shall be implemented for this service. The circumstances under which
each respohse code would occur are.xdocumented in Table 253. The listed negative responses shall be usgd if
the error scenario applies to the seryer.
Table 253 — Supported negative response codes
NRC Description Mnemonic
0x13 | incorrectMessagelengthOrinvalidFormat IMLOIF
WI‘his NRC shall be sent if the length of the message is wrong.
0x22 |conditionsNotCorrect CNC
This NRC shall be used if internal conditions within the server prevent the clearing of DTC
related information stored in the server.
0x31 |requestOutOfRange ROOR
This NRC shall be returned if the specified groupOfDTC parameter is not supported.
0x72 |generalProgrammingFailure GPF
This NRC shall be returned if the server detects an error when writing to a memory location.

The evaluation sequence is documented in Figure 23.
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mandatory i optional E manufacturer/supplier
H E specific
Service with SID i i
0x14 : :
Length check E i
= 4 bytes NRC 0x13 : ;
Goﬂn'c_ E
supported in NO NRC 0x31 : E
actiye session : :
i Condition :
E check E
NRC 0x22 )
< YES. ; :
: i/ Manufacturer/
H 1 supplier
: i specific check
: NO—»D RC 0xXX >
<  YES :
i Condition :
E check E
No»{ NRCOx72 ¥
< YES i
y i s

positive response )

Key

1 CDTCI + GODTC_

Figure.23 — NRC handling for ClearDiagnosticinformation service

11.2.5 Message-flow example ClearDiagnosticinformation

The| client.sends a ClearDiagnosticinformation request message to a single server. Table 254 [defines the

req

ClearDiagnesticinformation request message flow example #1. The client sends a ClearDiagnostiginformation
$est message to a single server.

Table 254 — ClearDiagnosticinformation request message flow example #1

Message direction client —» server

Message Type Request

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ClearDiagnosticlnformation Request SID 0x14 CDTCI
#2 groupOfDTC [ DTCHighByte ] (“Emissions-related systems”) OxFF DTCHB
#3 groupOfDTC [ DTCMiddleByte ] OxFF DTCMB
#4 groupOfDTC [ DTCLowByte ] 0x33 DTCLB
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Table 255 defines the ClearDiagnosticlnformation positive response message flow example #1.

Table 255 — ClearDiagnosticinformation positive response message flow example #1

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ClearDiagnosticinformation Response SID 0x54 CDTCIPR

11.3 ReadDTCIinformation (0x19) Service

11.3.1  Service description

11.3.1.1  General description

the server
allows the

— DTC B1»Malfunction Indicator counter which conveys the amount of time (number of en

the list of all DTCs matching a client defined DTC status mask,

all DTCs with "permanent DTC" status.

the number of DTCs matching a client defined DTC status,mask,

allows a client to read the status of server resident Diagnostic Trouble Code (DTC) inform3
rver, or group of servers within a vehicle. Unless otherwise required by-the particular subfunc
hall return all DTC information (e.g., emissions-related and non emissions-related). This ser
lient to do the following:

the list of DTCs within a particular functional group matching a client defined DTC status mas

DTCSnapshot data (sometimes referred to as freeze frames) associated with a client def
TC Snapshots are specific data recérds associated with a DTC, that are stored in the ser
. The typical usage of DTC Snapshots is to store data upon detection of a system malfunc
C Snapshots will act as a snapshot of data values from the time of the system malfung
nce. The data-parameters stored in the DTC Snapshot shall be associated to the DTC. The I
i¢ data-parameters are intended to ease the fault isolation process by the technician.

DTCExtendedData-associated with a client defined DTC and status mask combination out of
emory or the DTFC\mirror memory. DTCExtendedData consists of extended status informa
iated with a DTG DTCExtendedData contains DTC parameter values, which have been identifig

operating hours) during which the OBD system has operated while a malfunction is active,

tion
ion,
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— DTC occurrence counter, counts number of driving cycles in which "testFailed" has been reported,

— DTC aging counter, counts number of driving cycles since the fault was latest failed excluding the
driving cycles in which the test has not reported "testPassed" or "testFailed",

— specific counters for OBD (e.g. number of remaining driving cycles until the "check engine" lamp is

switched off if driving cycle can be performed in a fault free mode).

— time of last occurrence (etc.).

— test failed counter, counts number of reported "testFailed" and possible other counters if the
validation is performed in several steps,
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— uncompleted test counters, counts numbers of driving cycles since the test was latest completed
(i.e., since the test reported "testPassed" or "testFailed"),

— Retrieve the number of DTCs matching a client defined severity mask,
— Retrieve the list of DTCs matching a client defined severity mask record,
— Retrieve severity information for a client defined DTC,

— Retrieve the status of all DTCs supported by the server,

— |Retrieve the first DTC failed by the server,

— | Retrieve the most recently failed DTC within the server,

— |Retrieve the first DTC confirmed by the server,

— |Retrieve the most recently confirmed DTC within the server,
— |Retrieve the list of DTCs out of the DTC mirror memory matching a client defined DTC status fnask,

— |Retrieve mirror memory DTCExtendedData record data for_a-client defined DTC mask gnd a client
defined DTCExtendedData record number out of the DTC mifror memory,

— |Retrieve the number of DTCs out of the DTC mirror memuory matching a client defined DTC status mask,

— |Retrieve the number of "only" emissions-related OBD DTCs matching a client defined DTC sfatus mask.
Emissions-related OBD DTCs cause the malfunegtion indicator to be turned on/display a messiage in case
such DTC is detected,

— |Retrieve the status of "only" emissions-related OBD DTCs matching a client defined DTC sfatus mask.
Emissions-related OBD DTCs cause the malfunction indicator to be turned on/display a messiage in case
such DTC is detected,

— |Retrieve all current "prefailed" DTCs which have or have not yet been detected as "pending" or
"confirmed",

— |Retrieve DTCExtendedData associated with a client defined DTCExtendedData record status out of the
DTC memory.

— |Retrieve thedist'of DTCs out of a user defined DTC memory matching a client defined DTC stgtus mask,

— |Retrieve.user defined DTC memory DTCExtendedData record data for a client defined DTC [mask mask
and aclient defined DTCExtendedData record number out of the user defined DTC mirror memory,

— LRetrieve-user—defined-DTC memornv-DTCSnapshotRecord-data-for-aclient-defined-DTCmask out of the
etHeVe-HSer—aeHRe a1 RS R3PSO Fe—cata—+to—a-cHeRt—-aeHRea—17 ARaESK
user defined DTC memory,

This service uses a sub-function to determine which type of diagnostic information the client is requesting.
Further details regarding each sub-function parameter are provided in the following subclauses.

This service makes use of the following terms:

— Enable Criteria: Server/vehicle manufacturer/system supplier specific criteria used to control when the
server actually performs a particular internal diagnostic.
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— Test Pass Criteria: Server/vehicle manufacturer/system supplier specific conditions, that define, whether
a system being diagnosed is functioning properly within normal, acceptable operating ranges (e.g. no
failures exist and the diagnosed system is classified as “OK”).

— Test Failure Criteria: Server/vehicle manufacturer/system supplier specific failure conditions that define,
whether a system being diagnosed has failed the test.

— Confirmed Failure Criteria: Server/vehicle manufacturer/system supplier specific failure conditions that
define whether the system being diagnosed is definitively problematic (confirmed), warranting storage of
the DTC record in long term memory.

— Occurrence Counter: A counter maintained by certain servers that records the number of instancgs in
which & given DTC test reported a unique occurrence of a test failure.

— Aging] A process whereby certain servers evaluate past results of each internal diagnostic to.determipe if
a confirmed DTC can be cleared from long-term memory, e.g. in the event of a calibrated number of
failure free cycles.

A given DTC value (e.g., 0x080511) shall never be reported more than once in~a positive responsge to
readDTClnformation with the exception of reading DTCSnapshotRecords, whereltfie response may corjtain
multiple DTICSnapshotRecords for the same DTC.

When using paged-buffer-handling to read DTCs (especially for sub-functioti.= reportDTCByStatusMask),| it is
possible that the number of DTCs can decrease while creating the response. In such a case the respgnse
shall be fillgd up with DTC 0x000000 and DTC status 0x00. The client.shall treat these DTCs as not present in
the responde message.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified ip 7.5.

11.3.1.2 Retrieving the number of DTCs that match a client defined status mask (sub-function = 0x01
reportNumberOfDTCByStatusMask)

A client cap retrieve a count of the number(of"DTCs matching a client defined status mask by sending a
request for [this service with the sub-function .set to reportNumberOfDTCByStatusMask. The response to|this
request comtains the DTCStatusAvailabilityMask, which provides an indication of DTC status bits that|are
supported py the server for masking—purposes. Following the DTCStatusAvailabilityMask the respanse
contains the DTCFormatldentifier-which reports information about the DTC formatting and encoding. [The
DTCFormatldentifier is followed-by the DTCCount parameter which is a 2-byte unsigned numeric number
containing the number of DTEsavailable in the server's memory based on the status mask provided by the
client.

The sub-fupction reportNumberOfMirrorMemoryDTCByStatusMask has the same functionality as the $ub-
function regortNumberOfDTCByStatusMask with the difference that it returns the number of DTCs out of PTC
mirror mempry.

11.3.1.3 Retrieving the list of DTCs that match a client defined status mask (sub-function = 0x02 |
reportDTCByStatusMask)

The client can retrieve a list of DTCs, which satisfy a client defined status mask by sending a request with the
sub-function byte set to reportDTCByStatusMask. This sub-function allows the client to request the server to
report all DTCs that are “testFailed” OR “confirmed” OR “etc.”

The evaluation shall be done as follows: The server shall perform a bit-wise logical AND-ing operation
between the mask specified in the client’s request and the actual status associated with each DTC supported
by the server. In addition to the DTCStatusAvailabilityMask, the server shall return all DTCs for which the
result of the AND-ing operation is non-zero (i.e., (statusOfDTC & DTCStatusMask) != 0). If the client specifies
a status mask that contains bits that the server does not support, then the server shall process the DTC
information using only the bits that it does support. If no DTCs within the server match the masking criteria
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llowing the

DTC status information shall be cleared upon a successful ClearDiagnosticinformation request from the client
(see DTC status bit definitions in D.2 for further descriptions on the DTC status bit handling in case of a
ClearDiagnosticinformation service request reception in the server).

11.3.1.4 Retrieving DTCSnapshot record identification (sub-function = 0x03

reportDTCSnapshotldentification)

A client can retrieve DTCSnapshot record identification information for all captured DTCSnapshot records by
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I return the list of DTCSnapshot record identification information for all stored DTCSnapshét.re
the server places in the response message for a single DTCSnapshot record shall contain a
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ater retrieval of the record data).

E A server may support the storage of multiple DTCSnapshot records~fer/a single DTC to tra
ent at each occurrence of the DTC. Support of this functionality, definition of*oecurrence” criteria, and t
Snapshot records to be supported shall be defined by the system supplier /~vehicle manufacturer.

[Snapshot record identification information shall be cleared upona successful ClearDiagnostic

tored DTCs and DTCSnapshot data in case of a mempry overflow (memory space for storeg
[Snapshot data completely occupied in the server).

.1.5 Retrieving DTCSnapshot record data for a’client defined DTC mask (sub-function
reportDTCSnapshotRecordByDTCNumber)

ent can retrieve captured DTCSnapshotxfecord data for a client defined DTCMaskRecord in
a DTCSnapshot record number by“sending a request for this service with the sub-fun
rtDTCSnapshotRecordByDTCNumber: The server shall search through its supported DTCs f{
ch with the DTCMaskRecord specified by the client (containing the DTC number (high, midd
)). The DTCSnapshotRecordNumber parameter provided in the client’s request shall specify
irrence of the specified DTEfor which DTCSnapshot record data is being requested.

does not share the address

E1 The  DTCSnapshotRecordNumber same

StoredDataRecordNumber.
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It is also recommended to support the sub-function parameter reportDTCSnapshotRecordldentification in
order to give the client the opportunity to identify the stored DTCSnapshot records directly instead of parsing
through all stored DTCs of the server to determine if a DTCSnapshot record is stored.

It shall be the responsibility of the system supplier / vehicle manufacturer to define whether DTCSnapshot
records captured within such servers store data associated with occurrence information of a failure as part of
the ECU documentation.

Along with the DTC number and statusOfDTC, the server shall return a single pre-defined
DTCSnapshotRecord in response to the client’s request, if a failure has been identified for the client defined
DTCMaskRecord and DTCSnapshotRecordNumber parameters (DTCSnapshotRecordNumber unequal
OxFF).
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NOTE 2  The exact failure criteria shall be defined by the system supplier / vehicle manufacturer.
The DTCSnapshot record may contain multiple data-parameters that can be used to reconstruct the vehicle
conditions (e.g. B+, RPM, time-stamp) at the time of the failure occurrence.

The vehicle manufacturer shall define format and content of the DTCSnapshotRecord. The data reported in
the DTCSnapshotRecord first of all contains a dataldentifier to identify the data that follows. This
dataldentifier/data combination can be repeated within the DTCSnapshotRecord.The usage of one or multiple
dataldentifiers in the DTCSnapshotRecord allows for the storage of different types of DTCSnapshotRecords
for a single DTC for different occurrences of the failure. A parameter which indicates the number of record
Dataldentifiers contained within each DTCSnapshotRecord shall be provided with each DTCSnapshotRecord
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ored for the client defined DTCMaskRecord in a single response message.
tusRecord is only included one time in the response message. If the client has,uséd OxFF fof
DTCSnapshotRecordNumber in its request, the server shall report all DTCSnapshot rec
 the particular DTC in numeric ascending order.

shall negatively respond if the DTCMaskRecord or DTCSnapshotRecordNumber paramsg
the client are invalid or not supported by the server. This is to be-differentiated from the cas
DTCMaskRecord and/or DTCSnapshotRecordNumber parameéters specified by the client
and supported by the server, but have no DTCSnapshot data associated with it (e.g., becau
t never occurred for the specified DTC or record number). The server shall send the pos
bntaining only the DTCAndStatusRecord (echo of the requiested DTC number (high, middle,
Lis the statusOfDTC).

h the responsibility of the vehicle manufacturerio specify the rules for the deletion of stored D
apshot data in case of a memory overflow~{memory space for stored DTCs and DTCsnap

Dx05 reportDTCStoredDataByRecordNumber)

retrieve captured DTCStoredData record data for a DTCStoredDataRecordNumber by sendi
this service with the subtfunction set to reportDTCStoredDataByRecordNumber. The server s
igh its stored DTCStofedData records for the match of the client provided record number.

Retrieving DTCStoredData record'data for a client defined record number (sub-function ¥
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The DT(StoredDataRecordNumber does not share the same address space as |the
DTCSnapshotRecordNumber.

It shall be the respofisibility of the system supplier / vehicle manufacturer to define whether DTCStoredData
records captured_Within such servers store data associated with the first or most recent occurrence pf a
failure.

NOTE I'he exact railure criteria shall be defined by the system suppller / vehicle manutacturer.

The DTCStoredData record may contain multiple data-parameters that can be used to reconstruct the vehicle
conditions (e.g. B+, RPM, time-stamp) at the time of the failure occurrence.

The vehicle manufacturer shall define format and content of the DTCStoredDataRecordNumber. The data
reported in the DTCStoredDataRecord first of all contains a dataldentifier to identify the data that follows. This
dataldentifier/data combination can be repeated within the DTCStoredDataRecord. The usage of one or
multiple dataldentifiers in the DTCStoredDataRecord allows for the storage of different types of
DTCStoredDataRecords for a single DTC for different occurrences of the failure. A parameter which indicates
the number of record Dataldentifiers contained within each DTCStoredDataRecord shall be provided with
each DTCStoredDataRecord to assist data retrieval.
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The server shall report one DTCStoredDataRecord in a single response message, except the client has set
the DTCStoredDataRecordNumber to OxFF, because this shall cause the server to respond with all
DTCStoredDataRecords stored in a single response message.

In case the client requested to report all DTCStoredDataRecords by record number then the
DTCAndStatusRecord has to be repeated in the response message for each stored DTCStoredDataRecord.

The server shall negatively respond if the DTCStoredDataRecordNumber parameters specified by the client
are invalid or not supported by the server. This is to be differentiated from the case in which the
DTCStoredDataRecordNumber parameters specified by the client are indeed valid and supported by the
server, but have no DTCStoredDataRecord data associated with it (e.g., because a failure event never
occlirred for the specified record number). The server shall send the positive response containing only the
DT(¢StoredDataRecordNumber (echo of the requested record number).

DT(StoredDataRecord information shall be cleared upon a successful ClearDiagnosticinformat
fromp the client. It is in the responsibility of the vehicle manufacturer to specify the rules for the
storpd DTCs and DTCStoredDataRecord data in case of a memory overflow (memory space for §
and|DTCStoredDataRecord data completely occupied in the server).

ion request
deletion of
tored DTCs

11.3.1.7 Retrieving DTCExtendedData record data for a client defined DTC mask and a clignt defined
DTCExtendedData record number (sub-function = 0x06
reportDTCExtDataRecordByDTCNumber)

A dglient can retrieve DTCExtendedData for a client defined\, DTCMaskRecord in conjuncfion with a

DT(
repq

tion set to
pr an exact

LExtendedData record number by sending a request .fors this service with the sub-fung
rtDTCExtDataRecordByDTCNumber. The server shalk.search through its supported DTCs f
match with the DTCMaskRecord specified by the client (eontaining the DTC number (high, middle, and low
bytd)). In this case the DTCExtDataRecordNumber parameter provided in the client’s request shall specify a
parfjcular DTCExtendedData record of the specified BT C for which DTCExtendedData is being requested.

Along with the DTC number and statusOfDTC, the server shall return a single pre-defined DTCExtendedData

recgrd in response to the client’s request (DTC€ExtDataRecordNumber unequal to OxFE or OxFF).

Thel vehicle manufacturer shall define format and content of the DTCExtDataRecord. The structurs
reported in the DTCExtDataRecord. is“defined by the DTCExtDataRecordNumber in a similar
defipition of data within a record Dataldentifier. Multiple DTCExtDataRecordNumbers and
DTCExtDataRecords may be)" included in the response. The wusage of one d
DT(¢ExtDataRecordNumbers. allows for the storage of different types of DTCExtDataRecords

DTC.

Thel server shall reportone DTCExtendedData record in a single response message, except the ¢
the IDTCExtDataReeordNumber to OXxFE or OxFF, because this shall cause the server to respo
DT(ExtendedData records stored for the client defined DTCMaskRecord in a single response mes

Thel serverishall negatively respond if the DTCMaskRecord or DTCExtDataRecordNumber
spegified by the client are invalid or not supported by the server. This includes the cag
DTCExtDataRecordNumber of OxFE is sent by the client, but no OBD extended data records (0

of the data
way to the
associated
r multiple
or a single

ient has set
nse with all
sage.

parameters
e where a
90 — OxEF)

are supported by the server. This is to be differentiated from the case in which the DTCMaskRecord and/or
DTCExtDataRecordNumber parameters specified by the client are indeed valid and supported by the server,
but have no DTC extended data associated with it (e.g., because of memory overflow of the extended data).
In case of reportDTCExtDataRecordByDTCNumber the server shall send the positive response containing
only the DTCAndStatusRecord (echo of the requested DTC number (high, middle, and low byte) plus the
statusOfDTC).

Clearance of DTCExtendedData information upon the reception of a ClearDiagnosticlnformation service is
specified in 11.2.1. It is in the responsibility of the vehicle manufacturer to specify the rules for the deletion of
stored DTCs and DTC extended data in case of a memory overflow (memory space for stored DTCs and DTC
extended data completely occupied in the server).
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11.3.1.8 Retrieving the number of DTCs that match a client defined severity mask record (sub-

function = 0x07 reportNumberOfDTCBySeverityMaskRecord)

A client can retrieve a count of the number of DTCs matching a client defined severity status mask record by
sending a request for this service with the sub-function set to reportNumberOfDTCBySeverityMaskRecord.
The server shall scan through all supported DTCs, performing a bit-wise logical AND-ing operation between

the mask record specified by the client with the actual information of each stored DTC.

(((statu

sOfDTC & DTCStatusMask) != 0) && ((severity & DTCSeverityMask) != 0)) == TRUE

For each AND-ing operation yielding a TRUE result, the server shall increment a counter by 1. If the client

specifies a
server shal
have been
the client.

NOTE I
the server tg
time when th
DTCs read

point in time,

11.3.1.9

The client
severity ma|
This sub-fu
that are "teg

The server
DTCStatus
with each D

In addition
operation ig

(((statu

If the client
then the se

the server fnatch the maskKing criteria specified in the client’'s request, no DTC or status information sha

provided fo

11.3.1.10

status mask within the mask record that contains bits that the server does not support, then
process the DTC information using only the bits that it does support. Once all supported D
Checked once, the server shall return the DTCStatusAvailabilityMask and resulting 2-byte_cou

F no DTCs within the server match the masking criteria specified in the client's request, the count returne
the client shall be 0. The reported number of DTCs matching the DTC status masklis alid for the po
e request was made. There is no relationship between the reported number of DTEs and the actual |
ia the sub-function reportDTCByStatusMask, because the request to read the(DTCs is done at a diffg

Retrieving severity and functional unit information that match a-client defined severity m
record (sub-function = 0x08 reportDTCBySeverityMaskRecord)

can retrieve a list of DTC severity and functional unit infermation, which satisfy a client def
sk record by sending a request with the sub-function byte'set to reportDTCBySeverityMaskRed
hction allows the client to request the server to reportcall DTCs with a certain severity and st
tFailed” OR "confirmed” OR "etc.”. The evaluation, shall be done as follows:

shall perform a bit-wise logical AND-ing.'Operation between the DTCSeverityMask and
Mask specified in the client's request and“the actual DTCSeverity and statusOfDTC associ
TC supported by the server.

o the DTCStatusAvailabilityMask,\server shall return all DTCs for which the result of the AND
TRUE,

sOfDTC & DTCStatusMask)-+=0) && ((severity & DTCSeverityMask) != 0)) == TRUE

specifies a status mask-within the mask record that contains bits that the server does not sup
rver shall process the DTC information using only the bits that it does support. If no DTCs w|

lowing the DT.CStatusAvailabilityMask byte in the positive response message.

Retrieving’severity and functional unit information for a client defined DTC (sub-function
Dx09 reportSeveritylnformationOfDTC)
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11.3.1.11 Retrieving the status of all DTCs supported by the server (sub-function = 0x0A
reportSupportedDTC)

A client can retrieve the status of all DTCs supported by the server by sending a request for this service with
the sub-function set to reportSupportedDTCs. The response to this request contains the
DTCStatusAvailabilityMask, which provides an indication of DTC status bits that are supported by the server
for masking purposes. Following the DTCStatusAvailabilityMask the response also contains the
listOfDTCANdStatusRecord, which contains the DTC number and associated status for every diagnostic
trouble code supported by the server.

11.3.1.12 Retrieving the first / most recent failed DTC (sub-function = 0x0B reportFirstTestFailedDTC,

The
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ClegarDiagnosticinformation request from the client«(see DTC status bit definitions in D.2
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sub-function = 0x0D reportMostRecentTestFailedDTC)

client can retrieve the first / most recent failed DTC from the server by sending a request W
tion byte set to “reportFirstTestFailedDTC” or “reportMostRecentTestFailedDTC”, respectively
DTCStatusAvailabilityMask, the server shall return the first or most recent failed DTC n
bciated status to the client.

PTC / status information shall be provided following the DTCStatusAvailabilityMask byte in
r diagnostic information. Also, if only one DTC became failed since, the“last time the client re
er to clear diagnostic information the one failed DTC shall be returned to both reportFirstTes
reportMostRecentTestFailedDTC requests from the client.
ord of the first/most recent failed DTC shall be independent of the aging process of confirmed [

mentioned above, first/most recent failed DTC information shall be cleared upon a

Criptions on the DTC status bit handling in case efia ClearDiagnosticinformation service reque
e server).

.1.13 Retrieving the first / most recently detected confirmed DTC (sub-function = 0x0C
reportFirstConfirmedDTC, subfunction = 0x0E reportMostRecentConfirmedDTC)

client can retrieve the first / mostfecent confirmed DTC from the server by sending a requ

the DTCStatusAvailabilityMask, the server shall return the first or most recent confirmed D
associated status to the client.

PTC / status information shall be provided following the DTCStatusAvailabilityMask byte in

onse message,if there were no confirmed DTCs logged since the last time the client requeste
ear diagnostic)information. Also, if only 1 DTC became confirmed since the last time the clier]
server toy»clear diagnostic information the one confimed DTC shall be returne
rtFirstConfirmedDTC and reportMostRecentConfirmedDTC requests from the client.

record of the first confirmed DTC shall be preserved in the event that the DTC failed at one
, but then satisfied aging criteria prior to the time of the request from the client (regardless ¢

ith the sub-
Along with
umber and

the positive

onse message if there were no failed DTCs logged since the last timge-the client requested the server to

Huested the
tFailedDTC

DTCs.
successful

for further
st reception

est with the

function byte set to “reportFirstConfirmedDTC” or “reportMostRecentConfirmedDTC”, respectijvely. Along

TC number

the positive
1 the server
t requested
d to both

point in the
f any other

DT

>s that become confirmed after the aforementioned DTC became confirmed). Similarly, record

of the most

recently confirmed DTC shall be preserved in the event that the DTC was confirmed at one point in the past,
but then satisfied aging criteria prior to the time of the request from the client (assuming no other DTCs
became confirmed after the aforementioned DTC failed).

As mentioned above, first/most recent confirmed DTC information shall be cleared upon a successful
ClearDiagnosticinformation request from the client.
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11.3.1.14 Retrieving the list of DTCs out of the server DTC mirror memory that match a client defined
status mask (sub-function = 0x0F reportMirrorMemoryDTCByStatusMask)

The handling of the sub-function reportMirrorMemoryDTCByStatusMask is identical to the handling as defined
for reportDTCByStatusMask, except that all status mask checks are performed with the DTCs stored in the
DTC mirror memory of the server. The DTC mirror memory is an additional optional error memory in the
server that cannot be erased by the ClearDiagnosticinformation (0x14) service. The DTC mirror memory
mirrors the normal DTC memory and can be used for example if the normal error memory is erased.

11.3.1.15 Retrieving mirror memory DTCExtendedData record data for a client defined DTC mask and
a client defined DTCExtendedData record number out of the DTC mirror memory (sub-
unction = 0x10 reportMirrorMemoryDTCExtDataRecordByDTCNumber)

The handlipg of the sub-function reportMirrorMemoryDTCExtDataRecordByDTCNumber is identical to| the
handling ag defined for reportDTCExtDataRecordByDTCNumber, except that the data is retrieved ‘out of| the
DTC mirrorjmemory. The DTC mirror memory is an additional optional error memory in the senver that capnot
be erased hy the ClearDiagnosticinformation (0x14) service. The DTC mirror memory mirrers,the normal DTC
memory anfl can be used for example if the normal error memory is erased.

11.3.1.16 Retrieving the number of mirror memory DTCs that match a client defined status mask (sub-
unction = 0x11 reportNumberOfMirrorMemoryDTCByStatusMask)

A client car retrieve a count of the number of mirror memory DTCs matchihg a client defined status mask by
sending a request for this service with the sub-function set to
reportNumberOfMirrorMemoryDTCByStatusMask. The responses to this request contains |the
DTCStatuspvailabilityMask, which provides an indication of DTC status bits that are supported by the server
for masking purposes. Following the DTCStatusAvailabilityMask the response contains |the
DTCFormatfldentifier which reports information about the DTC formatting and encoding. [The
DTCFormatfldentifier is followed by the DTCCount parameter which is a 2-byte unsigned numeric numpber,
containing the number of DTCs available in the server's.memory based on the status mask provided by| the
client.

11.3.1.17 Retrieving the number of "only emissions-related OBD" DTCs that match a client defined
status mask (sub-function = 0x12-reportNumberOfEmissionsOBDDTCByStatusMask)

A client can retrieve a count of the number. of "only emissions-related OBD" DTCs matching a client defined
status mask by sending a _(request for this service with the sub-function set| to
reportNumherOfEmissionsOBDDTCByStatusMask. The response to this request contains |the
DTCStatuspvailabilityMask, which provides an indication of DTC status bits that are supported by the server
for masking purposes. Following the DTCStatusAvailabilityMask the response contains [the
DTCFormatldentifier which~"reports information about the DTC formatting and encoding. |[The
DTCFormatldentifier is followed by the DTCCount parameter which is a 2-byte unsigned numeric nunpber
containing the number©f*only emissions-related OBD" DTCs available in the server's memory based on the
status mask provided by the client.

mask (sub-function = 0x13 reportEmissionsOBDDTCByStatusMask)

11.3.1.18 Retrieving the list of "only emissions-related OBD" DTCs that match a client defined stal1us

The client can retrieve a list of "only emissions-related OBD" DTCs, which satisfy a client defined status mask
by sending a request with the sub-function byte set to reportEmissionsOBDDTCByStatusMask. This sub-
function allows the client to request the server to report all "emissions-related OBD" DTCs that are “testFailed”
OR “confirmed” OR “etc.”. The evaluation shall be done as follows: The server shall perform a bit-wise logical
AND-ing operation between the mask specified in the client’s request and the actual status associated with
each "emissions-related OBD" DTC supported by the server. In addition to the DTCStatusAvailabilityMask, the
server shall return all "emissions-related OBD" DTCs for which the result of the AND-ing operation is non-zero
(i.e., (statusOfDTC & DTCStatusMask) != 0). If the client specifies a status mask that contains bits that the
server does not support, then the server shall process the DTC information using only the bits that it does
support. If no "emissions-related OBD" DTCs within the server match the masking criteria specified in the
client’s request, no DTC or status information shall be provided following the DTCStatusAvailabilityMask byte
in the positive response message.
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"Emissions-related OBD" DTC status information shall be <cleared wupon a successful
ClearDiagnosticinformation request from the client (see DTC status bit definitions in D.2 for further
descriptions on the DTC status bit handling in case of a ClearDiagnosticinformation service request reception
in the server).

11.3.1.19 Retrieving a list of "prefailed” DTC status (sub-function = 0x14 reportDTCFaultDetection-
Counter)

The client can retrieve a list of all current "prefailed" DTCs which have or have not yet been detected as
"pending" or "confirmed" at the time of the client's request. The intention of the DTCFaultDetectionCounter is a
simple method to identify a growing or intermittent problem which can not be identified / read by the

stathsOfDTC byte of a particular DTC. The internal implementation of the DTCFaultDetectionCour

veh|cle manufacturer specific. The use case of "prefailed” DTCs is to speed up failure detection d{
in the manufacturing plants for DTCs that require a maturation time unacceptable to manufactu

;

Sen

11.3

The

11.3

Ac

ice has a similar use case after repairing or installing new components.

.1.20 Retrieving a list of DTCs with "permanent DTC" status (sub-function =0x15
reportDTCWithPermanentStatus)

client can retrieve a list of DTCs with "permanent DTC" status as described in 3.1.

number (sub-function = 0x16 reportDTCExtDataRecordByRecordNumber)

ient can retrieve DTCExtendedData for a client defined DTCExtendedData record number b

requiest for this service with the sub-function set to reportDT\CExtDataRecordByRecordNumber.
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| search through all supported DTCs for exact matches with the DTCExtDataRecordNumber
client. In this case the DTCExtDataRecordNumbenrparameter provided in the client’s request §
rticular DTCExtendedData record for all supported DTCs for which DTCExtendedData is being

server shall return a DTCExtendedData record along with the DTC number and statusOfD]]
ported DTC that contains data for the requested DTCExtDataRecordNumber.

vehicle manufacturer shall define format and content of the DTCExtDataRecord. The structurg
rted in the DTCExtDataRecord. is"defined by the DTCExtDataRecordNumber in a similar
hition of data within a record Dataldentifier.

server shall negatively respond if the DTCExtDataRecordNumber parameter specified by
lid or not supported by the server.

Clearance of DTCExtendedData information upon the reception of a ClearDiagnosticlnformatio

spe
stor
exts

11.3

cified in 11.2 42 Wis in the responsibility of the vehicle manufacturer to specify the rules for thg
ed DTCs and-DTC extended data in case of a memory overflow (memory space for stored DT(
nded data completely occupied in the server).

.1.22 ' Retrieving the list of WWH-OBD DTCs from a functional group that match a client

ter shall be
ring testing
fing testing.

.1.21 Retrieving DTCExtendedData record data for a client defined DTCExtendedData record

y sending a
The server
specified by
hall specify
requested.

[C for each

of the data
way to the

he client is

N service is
deletion of
Cs and DTC

defined

status mask (sub-function = 0x42 reportWWHOBDDTCByMaskRecord)

The implementation and usage of DTCSeverityMask (with severity and class) is defined in 1ISO°27145-3 [17].

11.3.1.23 Retrieving a list of WWH-OBD DTCs with "permanent DTC" status (sub-function = 0x55

reportWWHOBDDTCWithPermanentStatus)

The client can retrieve a list of WWH-OBD DTCs with the "permanent DTC" status as described in 3.1.
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11.3.1.24 Retrieving the list of DTCs out of the server's user defined DTC memory that match a client
defined DTC status mask (sub-function = 0x17 reportUserDefMemoryDTCByStatusMask)

The client can retrieve a list of DTCs from a user defined memory, which satisfy a client defined status mask
by sending a request with the sub-function byte set to reportUserDefMemoryDTCByStatusMask. This sub-
function allows the client to request the server to report all DTCs that are “testFailed” OR “confirmed” OR
“etc.” from the user defined memory.

The evaluation shall be done as follows: The server shall perform a bit-wise logical AND-ing operation
between the mask specified in the client’'s request and the actual status associated with each DTC supported
by the server in that user defined memory. In addition to the DTCStatusAvailabilityMask, the server shall
return all DTCs for which the result of the AND-ing operation is non-zero (i.e., (statusOfDJC &
DTCStatusMask) != 0) in that specific memory. If the client specifies a status mask that contains bits/thai the
server doesg not support, then the server shall process the DTC information using only the bits that it does
support. If o DTCs within the server match the masking criteria specified in the client’s request in that spdcific
memory, ng DTC or status information shall be provided following the DTCStatusAvailabilityMask byte in the
positive response message.

DTC status| information shall not be cleared upon a successful ClearDiagnosticinformation request from| the

client, but bly a manufacturer specific routine control.

s

11.3.1.25 Retrieving user defined memory DTCSnapshot record data for a'client defined DTC mask
nd a client defined DTCSnapshotNumber out of the DTC user defined memory (sub-

unction = 0x18 reportUserDefMemoryDTCSnapshotRecordByDTCNumber)

tion
this
rver
ient

A client carn retrieve captured DTCSnapshot record data for a client defined DTCMaskRecord in conjung
with a DT(¢Snapshot record number and an user defined memery identifier by sending a request for
service wit:l: the sub-function set to reportUserDefMemoryDTCSnapshotRecordByDTCNumber. The sg

shall search through its supported DTCs for an exact match.with the DTCMaskRecord specified by the ¢
provided in

(containing
memory for|

the DTC number (high, middle, and low hyte)). The DTCSnapshotRecordNumber param
the client’s request shall specify a particular occurrence of the specified DTC and the def
which DTCSnapshot record data is beingirequested.

eter
ned

NOTE 1 The DTCSnapshotRecordNumber the address the

DTCStoredDjataRecordNumber.

does not share same space as

shot
bf a

It shall be the responsibility of the system supplier / vehicle manufacturer to define whether DTCSnap
records captured within such servefs)store data associated with the first or most recent occurrence
failure.

ned
een
ters

the DTC number and statusOfDTC, the server shall return a single pre-def
DTCSnapshotRecord fromthe specific user memory in response to the client’s request, if a failure has b
identified [for the c¢lient defined DTCMaskRecord and DTCSnapshotRecordNumber parame
(DTCSnapghotRecordNumber unequal 0xFF) and that specific memory.

Along  with

NOTE 2

he exact failure criteria shall be defined by the system supplier / vehicle manufacturer.

The DTCS
conditions (e.g. B+, RPM, time-stamp) at the time of the failure occurrence.

The vehicle manufacturer shall define format and content of the DTCSnapshotRecord in the user defined
memory (i.e. the content of the DTCSnapshotRecords can differ between different memories) records. The
data reported in the DTCSnapshotRecord first of all contains a dataldentifier to identify the data that follows.
This dataldentifier/data combination can be repeated within the DTCSnapshotRecord.The usage of one or
multiple dataldentifiers in the DTCSnapshotRecord in the user defined memory allows for the storage of
different types of DTCSnapshotRecords for a single DTC for different occurrences of the failure. A parameter
which indicates the number of record Dataldentifiers contained within each DTCSnapshotRecord shall be
provided with each DTCSnapshotRecord to assist data retrieval.
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The server shall report one DTCSnapshot record in a single response message, except the client has set the
DTCSnapshotRecordNumber to OxFF, because this shall cause the server to respond with all DTCSnapshot
records stored for the client defined DTCMaskRecord and the user defined memory in a single response
message. The DTCAndStatusRecord is only included one time in the response message.

The server shall negatively respond if the DTCMaskRecord, DTCSnapshotRecordNumber, UserDefMemory
parameters specified by the client are invalid or not supported by the server. This is to be differentiated from
the case in which the DTCMaskRecord and/or DTCSnapshotRecordNumber parameters specified by the
client are indeed valid and supported by the server for that specific memory, but have no DTCSnapshot data
associated with it (e.g., because a failure event never occurred for the specified DTC or record number). The
server shall send the positive response containing only the DTCAndStatusRecord (echo of the requested DTC
number (high, middle, and low byte) plus the statusOfDTC).

DT(
requiest from the client. It is in the responsibility of the vehicle manufacturer to specify therulés for
of sfored DTCs and DTCSnapshot data in case of a memory overflow (memory space’for storeq
DT¢snapshot data completely occupied in the server for that specific memory).

CSnapshot information shall be cleared upon a manufacturer specific conditions (e.gna-routine control)
the deletion
DTCs and

11.3.1.26 Retrieving user defined memory DTCExtendedData record data for a client defined DTC
mask and a client defined DTCExtendedData record number-out of the DTC memary (sub-

function = 0x19 reportUserDefMemoryDTCExtDataRecordByDTCNumber)

ion with a
service with
hall search
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DT(
the
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DT(

lient can retrieve DTCExtendedData for a client defined DTCMaskRecord in conjunct
LExtendedData record number and a UserDefMemoryldenitfier_by sending a request for this
sub-function set to reportUserDefMemoryDTCExtDataRecordByDTCNumber. The server §
ugh its supported DTCs for an exact match with the DI.CMaskRecord specified by the client
DTC number (high, middle, and low byte)) and- the UserDefMemoryldentifier. In this
LExtDataRecordNumber parameter provided inXthe client's request shall specify 4
LExtendedData record of the specified DTC for which DTCExtendedData is being requested.

Along with the DTC number and statusOfDTC, the server shall return a single pre-defined DTCExtendedData
recqrd in response to the client’s request (DTCExtDataRecordNumber unequal to OxFE or OxFF).
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DT(
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vehicle manufacturer shall define format and content of the UserDefDTCExtDataRecord. The

- defined memory in a similar. way to the definition of data within a record Dataldentifi
LExtDataRecordNumbers and“associated DTCExtDataRecords may be included in the res
pe of one or multiple{ DTCExtDataRecordNumbers allows for the storage of differen
LExtDataRecords for a single DTC.

server shall reportone DTCExtendedData record in a single response message, except the c
DTCExtDataReecordNumber to OXFE or OxFF, because this shall cause the server to respo
LExtendedData records stored for the client defined DTCMaskRecord out of the user defined 1
le responise message.

sefver shall negatively respond if the DTCMaskRecord or DTCExtDataRecordNumber
cified by the client are invalid or not supported by the server or not in that specific memory. T

structure of

data reported in the DTCExtDataRecord is defined by the DTCExtDataRecordNumber for that specific

er. Multiple
ponse. The
t types of

ient has set
nse with all
nemory in a

parameters
his is to be

differentialed from the case in which the DTCMaskRecord and/or DTCExiDataRecordNumber parameters
specified by the client are indeed valid and supported by the server, but have no DTC extended data
associated with it (e.g., because of memory overflow of the extended data). In case of
reportDTCExtDataRecordByDTCNumber the server shall send the positive response containing only the
DTCAndStatusRecord (echo of the requested DTC number (high, middle, and low byte) plus the
statusOfDTC).

It is in the responsibility of the vehicle manufacturer to specify the rules for the deletion of stored DTCs and
DTC extended data in the user defined memory.
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11.3.2

11.3.2.1

Request message

Request message definition

Table 256 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.

Table 256 — Request message definition - sub-function = reportNumberOfDTCByStatusMask,
reportDTCByStatusMask, reportMirrorMemoryDTCByStatusMask,
reportNumberOfMirrorMemoryDTCByStatusMask, reportNumberOfEmissionsOBDDTCByStatusMask,
reportEmissionsOBDDTCByStatusMask

A_Data bytle Parameter Name Cvt [Byte Value |[Mnemonic
#1 ReadDTCInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEVy
reportNumberOfDTCByStatusMask 0x01 RNODTCBSM
reportDTCByStatusMask 0x02 RDTCBSM
reportMirrorMemoryDTCByStatusMask O0xOF RMMDTCBSM
reportNumberOfMirrorMemoryDTCByStatusMask 0x1d RNOMMDTCBSNI
reportNumberOfEmissionsOBDDTCByStatusMask 0xA2 RNOOEBDDTCBSM
reportEmissionsOBDDTCByStatusMask ] 0x13 ROBDDTCBSM
#3 DTCStatusMask M <{}0x00 — OxFF [DTCSM
Table 257 defines the structure of the ReadDTClInformation request'message based on the used sub-fungtion
parameter.
Tablg 257 — Request message definition - sub-fun¢tion = reportDTCSnapshotldentification,
reportDTCSnapshotRecordByDTCNumber
A_Data byt |Parameter Name Cvt |[Byte Value Mnemonic
#1 ReadDTClInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEV_
reportDTCSnapshotldentification 0x03 RDTCSSI
reportDTC8napshotRecordByDTCNumber ] 0x04 RDTCSSBDTL
DTCMaskRecord[] = /| DTCMREC_
#3 DTCHighByte C 0x00 — OxFF |DTCHB
#4 DTCMiddleByte C 0x00 — OxFF |DTCMB
#5 DTCLowByte ] C 0x00 — OxFF |DTCLB
#6 DTCSnapshotRecordNumber C 0x00 — OxFF |DTCSSRN
C: The DJFCMaskRecord record and DTCSnapshotRecordNumber parameters are only present in case the pub-
function parpmeter.is.equal to reportDTCSnapshotRecordByDTCNumber.

Table 258 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.

Table 258 — Request message definition - sub-function = reportDTCStoredDataByRecordNumber

A_Data byte |Parameter Name Cvt |[Byte Value |[Mnemonic
#1 ReadDTClInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEV_
reportDTCStoredDataByRecordNumber ] 0x05 RDTCSDBRN
#3 DTCStoredDataRecordNumber M | 0x00 — OxFF [ DTCSDRN
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Table 259 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.

Table 259 — Request message definition - sub-function = reportDTCExtDataRecordByDTCNumber,
reportMirrorMemoryDTCExtDataRecordByDTCNumber

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic

#1 ReadDTCInformation Request SID M 0x19 RDTCI

#2 sub-function = [ reportType = M LEV_
reportDTCExtDataRecordByDTCNumber 0x06 RDTCEDRBDN
reportiviirrorivtermoryDTCEXtDataRecordByDTCNumber oxt0 RMBEDRBDN

DTCMaskRecord[] = [ DTCNREC _

#3 DTCHighByte M | 0x00 — OxFF)|\BTCHB

#4 DTCMiddleByte M | 0x00 — OxFF'|DTCMB

#5 DTCLowByte ] M | 0x00 &0xFF | DTCLB

#6 DTCExtDataRecordNumber M | 0Xx00'< OxFF |DTCHEDRN

Table 260 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.

Table 260 — Request message definition - sub-function = reportNumberOfDTCBySeverityMaskRecord,

reportDTCSeveritylnformation

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic

#1 ReadDTCInformation Request SID M 0x19 RDTCI

#2 sub-function = [ reportType = M LEV |
reportNumberOfDTCBySeverityMaskRecord 0x07 RNODTCBSMR
reportDTCBySeverityMaskRecord ] 0x08 RDT¢BSMR

DTCSeverityMaskRecord[] = | DTC$VMREC _
#3 DTCSeverityMask M [ Ox00 — OxFF |DTC$VM
#4 DTCStatusMask ] M | 0x00 — OxFF |DTC$M

Tabje 261 defines the structure’ of the ReadDTClInformation request message based on the used gub-function

parameter.

Table 261 —Request message definition - sub-function = reportSeveritylnformationOfDTC

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic

#1 ReadDTClInformation Request SID M 0x19 RDTCI

#2 sub-function = [ reportType = M LEV |

reportSeveritylnformationOfDTC ] 0x09 RSIODTC
DTCMaskRecord[] = [ DTCMREC_

#3 DTCHighByte M | 0x00 — OxFF |[DTCHB

#4 DTCMiddleByte M | 0x00 — OxFF [ DTCMB

#5 DTCLowByte ] M | 0x00 — OxFF |DTCLB
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Table 262 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.

Table 262 — Request message definition - sub-function = reportSupportedDTC,
reportFirstTestFailedDTC, reportFirstConfirmedDTC, reportMostRecentTestFailedDTC,
reportMostRecentConfirmedDTC, reportDTCFaultDetectionCounter, reportDTCWithPermanentStatus

A_Data byte |Parameter Name Cvt |[Byte Value [Mnemonic

#1 ReadDTClInformation Request SID M 0x19 RDTCI

#2 sub-function = [ reportType = M LEV_
reportsupportedDTC OXOA RSUPDTC
reportFirstTestFailedDTC 0x0B RFTFDTG,
reportFirstConfirmedDTC 0x0C RFCDTC
reportMostRecentTestFailedDTC 0x0D RMRTEDTC
reportMostRecentConfirmedDTC Ox0E RMRCDTC
reportDTCFaultDetectionCounter 0x14 RDTCFDC
reportDTCWithPermanentStatus ] 0x15 RDTCWPS

Table 263 defines the structure of the ReadDTClInformation request message based on the used sub-fungtion

parameter.
Table 263 — Request message definition - sub-function = reportDTCExtDataRecordByRecordNumbper
A_Data byte | Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTCInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEV_
reportDTCExtDataRecordByRecordNumber] 0x16 RDTCEDRBR
#3 DTCExtDataRecordNumber M | 0x00 — OxEF |DTCEDRN

Table 264 defines the structure of the ReadDTCInformation request message based on the used sub-fung

parameter.

Table 264 — Request message definition - sub-function = reportUserDefMemoryDTCByStatusMask

tion

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInforniation Request SID M 0x19 RDTCI
#2 sub-functiom=\[ reportType = M LEV_
reportUserDefMemoryDTCByStatusMask 0x17 RUDMDTCBSM
#3 DTCStatusMask M | 0x00 —-OxFF |DTCSM
#4 MemorySelection M | 0x00 — OxFF | MEMYS

Table 265 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.
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Table 265 — Request message definition - sub-function =
reportUserDefMemoryDTCSnapshotRecordByDTCNumber

A_Data byte |Parameter Name Cvt (Byte Value |Mnemonic

#1 ReadDTCInformation Request SID M 0x19 RDTCI

#2 sub-function = [ reportType = M LEV_
reportUserDefMemoryDTCSnapshotRecordByDTCNumber] 0x18 RUDMDTCSSBDTC
DTCMaskRecord[] = [ DTCMREC _

#3 DTCHighByte M | 0x00 — OxFF | DTCHB

#4 DTCMiddleByte M | 0x00 — OxFF |[ DTCMB

#5 DTCLowByte ] M [ Ox00 — OxFF [DTCLB

#6 DTCSnapshotRecordNumber M [0x00 — OxFF |DTCSSRIN

#7 MemorySelection M [ 0x00 — OxFF \MEMYS

Table 266 defines the structure of the ReadDTClInformation request message baséd on the used sub-function

pargameter.
Table 266 — Request message definition - sub-function =
reportUserDefMemoryDTCExtDataRecordByDTCNumber
A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEV_
reportUserDefMemoryDTCExtDataRecordByD.FCNumber] 0x19 RUDMDT|CEDRBDN
DTCMaskRecord[] = [ DTCMREC_
#3 DTCHighByte M | 0x00 — OxFF |DTCHB
#4 DTCMiddleByte M |0x00 — OxFF |DTCMB
#5 DTCLowByte ] M [ 0x00 — OxFF |DTCLB
#6 DTCExtDataRecordNumber: M | 0x00 — OxFF | DTCEDRN
#7 MemorySelection M | 0x00 — OxFF | MEMYS

Tabje 267 defines the strueture of the ReadDTClInformation request message based on the used gub-function

parameter.

Table 267 — Request message definition - sub-function = reportWWHOBDDTCByMaskRecord

A_Data byte -{Rarameter Name Cvt |Byte Value |[Mnemonid
#1 ReadDTClInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEV_
reporftWWHOBDDTCByMaskRecaord 0x42 ROBDDTABMR

#3 FunctionalGroupldentifier M | 0x00 — OxFF |FGID
DTCSeverityMaskRecord[] = [ DTCSVMREC _

#4 DTCStatusMask M | 0x00 — OxFF [ DTCSM

#5 DTCSeverityMask ] M | 0x00 — OxFF [DTCSVM
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Table 268 defines the structure of the ReadDTClInformation request message based on the used sub-function

parameter.

Table 268 — Request message definition - sub-function = reportWWHOBDDTCWithPermanentStatus

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Request SID M 0x19 RDTCI
#2 sub-function = [ reportType = M LEV_
reportWWHOBDDTCWithPermanentStatus ] 0x55 RWWHOBDDTCWPS
#3 EFunctionalGroupldentifier M _10x00—OxFF IFGID
11.3.2.2 Request message sub-function parameter $Level (LEV_) definition
The sub-fupction parameters are used by this service to select one of the DTC report_types specified in
Table 269. Explanations  and usage of the possible levels  are . ldetailed below
(suppressPpsRspMsglndicationBit (bit 7) not shown).
Table 269 — Request message sub-function definition
Bits 6 - 0 Description Cvt [Mnemonic
0x00 ISOSAEReserved M [ISOSAERESRVD
This value is reserved by this document for future definition.
0x01 reportNumberOfDTCByStatusMask U |RNODTCBSM
This parameter specifies that the server shall transmit to the client the
number of DTCs matching a client defined status mask.
0x02 reportDTCByStatusMask U |(RDTCBSM
This parameter specifies that the server shall transmit to the client a list of
DTCs and corresponding statuses matching a client defined status mask.
0x03 reportDTCSnapshotldentification U |RDTCSSI
This parameter specifies that.the server shall transmit to the client all
DTCSnapshot data recard)* identifications (DTC number(s) and
DTCSnapshot record number(s)).
0x04 reportDTCSnapshotRecordByDTCNumber U |RDTCSSBDTC
This parameter Specifies that the server shall transmit to the client the
DTCSnapshotecord(s) associated with a client defined DTC number and
DTCSnapshot record number (OxFF for all records).
0x05 reportDTCStoredDataByRecordNumber U |RDTCSDBRN
This parameter specifies that the server shall transmit to the client the
BTEStoredDatarecord(s) associated with a client defined DTCStoredData
record number (OxFF for all records)
0x06 reportDTCExtDataRecordByDTCNumber U |RDTCEDRBDN
This parameter specifies that the server shall transmit to the client the
DTCExtendedData record(s) associated with a client defined DTC number
and DTCExtendedData record number (OxFF for all records, OxFE for all
OBD records).
0x07 reportNumberOfDTCBySeverityMaskRecord U |RNODTCBSMR
This parameter specifies that the server shall transmit to the client the
number of DTCs matching a client defined severity mask record.
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Bits 6 -0 Description Cvt [Mnemonic
0x08 reportDTCBySeverityMaskRecord U |RDTCBSMR
This parameter specifies that the server shall transmit to the client a list of
DTCs and corresponding statuses matching a client defined severity mask
record.
0x09 reportSeveritylnformationOfDTC U [RSIODTC
This parameter specifies that the server shall transmit to the client the
savaritvy infarmatinn aof 2 cngacific DTC cnacifiad in thg cliant raaiigcet
J Lad ~ 1
message.
0x0A reportSupportedDTC U |RSUPDTC
This parameter specifies that the server shall transmit to the client a list of
all DTCs and corresponding statuses supported within the server.
0x0B reportFirstTestFailedDTC U |RFTFDTC
This parameter specifies that the server shall transmit to the client thefirst
failed DTC to be detected by the server since the last clear of diagnostic
information. Note that the information reported via this subfunction
parameter shall be independent of whether or not the DTC was-confirmed
or aged.
0x0C reportFirstConfirmedDTC U |[RFCDTC
This parameter specifies that the server shall transmit\to the client the first
confirmed DTC to be detected by the server since the last clear of
diagnostic information.
The information reported via this sub-funetion parameter shall be
independent of the aging process of confirmed DTCs (e.g. if a DTC ages
such that its status is allowed to be reset; the first confirmed DTC record
shall continue to be preserved by the-server, regardless of any other DTCs
that become confirmed afterwards).
0x0D reportMostRecentTestFailedDTC U [RMRTFDTC
This parameter specifies that'the server shall transmit to the client the most
recent failed DTC to.be. detected by the server since the last clear of
diagnostic information.” Note that the information reported via this sub-
function parameter jshall be independent of whether or not the DTC was
confirmed or aged.
0x0E reportMostRecentConfirmedDTC U [RMRCDT(
This parameter specifies that the server shall transmit to the client the most
recént-confirmed DTC to be detected by the server since the last clear of
diagnostic information.
Note that the information reported via this sub-function parameter shall be
independent of the aging process of confirmed DTCs (e.g. if a DTC ages
such that its status is allowed to be reset, the first confirmed DTC record
shall continue to be preserved by the server assuming no other DTCs
become confirmed afterwards).
OxOF reportMirrorMemoryDTCByStatusMask U |RMMDTCBSM
This parameter specifies that the server shall transmit to the client a list of
DTCs out of the DTC mirror memory and corresponding statuses matching
a client defined status mask.
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Table 269 — (continued)

Bits 6 -0 Description Cvt [Mnemonic

0x10 reportMirrorMemoryDTCExtDataRecordByDTCNumber U |RMMDEDRBDN

This parameter specifies that the server shall transmit to the client the
DTCExtendedData record(s) - out of the DTC mirror memory - associated
with a client defined DTC number and DTCExtendedData record number
(OxFF for all records, OxFE for all OBD records) DTCs.

0x11 reportNumberOfMirrorMemoryDTCByStatusMask U |RNOMMDTCBSM

This—parameter-spnecifies—that tha-servaer -shall tranemit 1o thg clignt thg

Lad Lad
number of DTCs out of mirror memory matching a client defined status
mask.

0x12 reportNumberOfEmissionsOBDDTCByStatusMask U |RNOOEQBDDTCB]SM

This parameter specifies that the server shall transmit to the client the
number of emissions-related OBD DTCs matching a client defined status
mask. The number of OBD DTCs reported shall only be those which are
required to be compatible with emissions-related legal requirements.

0x13 reportEmissionsOBDDTCByStatusMask U~ |ROBDDTCBSM

This parameter specifies that the server shall transmit to the client a list.of
emissions-related OBD DTCs and corresponding statuses matching a
client defined status mask. The list of OBD DTCs reported shall{only be
those which are required to be compatible with emissions-refated legal
requirements.

0x14 reportDTCFaultDetectionCounter U |RDTCFDC

This parameter specifies that the server shall transmit‘o the client a list of
current "prefailed" DTCs which have or have notlyet been detected as
"pending" or "confirmed".

The intention of the DTCFaultDetectionCounter is a simple method to
identify a growing or intermittent problem which can not be identified / read
by the statusOfDTC byte of a particularrDTC. The internal implementation
of the DTCFaultDetectionCounter shall be vehicle manufacturer specific
(e.g., number of bytes, signed versus unsigned, etc.) but the reported
value shall be a scaled 1 byte signed value so that +127 (0x7F) represents
a test result of "failed" and any\other non-zero positive value represents a
test result of "prefailed". However DTCs with DTCFaultDetectionCounter
with the value +127 shall .not be reported according to below stated rule.
The DTCFaultDetectionCounter shall be incremented by a vehicle
manufacturer speeificcamount each time the test logic runs and indicates a
fail for that testrun-

A reported DFEFaultDetectionCounter value greater than zero and less
than +127 \(i"e., 0x01 — Ox7E) indicates that the DTC enable criteria was
met and\that a non completed test result prefailed at least in one condition
or threshold.

Only'DTCs with DTCFaultDetectionCounters with a non-zero positive value
less than +127 (0x7F) shall be reported.

The DTCFaultDetectionCounter shall be decremented by a vehicle
manufacturer specific amount each time the test logic runs and indicates a
pass for that test run. If the DTCFaultDetectionCounter is decremented to
zero or below the DTC shall no longer be reported in the positive response
message. The value of the DTCFaultDetectionCounter shall not be
maintained between operation cycles.

If a ClearDiagnosticlnformation service request is received the
DTCFaultDetectionCounter value shall be reset to zero for all DTCs.
Additional reset conditions shall be defined by the vehicle manufacturer.
Refer to D.5 for example implementation details.
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Table 269 — (continued)

Bits 6 -0 Description Cvt [Mnemonic

0x15 reportDTCWithPermanentStatus U [RDTCWPS

This parameter specifies that the server shall transmit to the client a list of
DTCs with "permanent DTC" status as described in 3.1.

0x16 reportDTCExtDataRecordByRecordNumber U |RDTCEDBR

This parameter specifies that the server shall transmit to the client the

DTCExtendedData records associated with a client defined
nTr‘EvfanHaHnafa racord nuumhbar lace than nvl:n_

0x17 reportUserDefMemoryDTCByStatusMask U |RUDMDTFGBSM

This parameter specifies that the server shall transmit to the client a list of
DTCs out of the user defined DTC memory and corresponding statuses
matching a client defined status mask.

0x18 reportUserDefMemoryDTCSnapshotRecordByDTCNumber U |RUDMDT(GSSBDTC

This parameter specifies that the server shall transmit to the client-the
DTCSnapshot record(s) — out of the user defined DTC memory -
associated with a client defined DTC number and DTCSnapshot, record
number (OxFF for all records).

0x19 reportUserDefMemoryDTCExtDataRecordByDTCNumber. U |RUDMDTCGEDRBDN

This parameter specifies that the server shall transmit{to the client the
DTCExtendedData record(s) — out of the user defined DTC memory -
associated with a client defined DTC number and DTCExtendedData
record number (OxFF for all records).

0x1A — 0x41 | ISOSAEReserved M [ISOSAERESRVD

This value is reserved by this documenti\forfuture definition.

0x42 reportWWHOBDDTCByMaskRecord U [RWWHOBDDTCBMR

This parameter specifies that the,server shall transmit to the client a list of
WWH OBD DTCs and corresponding status and severity information
matching a client defined status mask and severity mask record.

0x43 — 0x54 | ISOSAEReserved M |ISOSAERESRVD

This value is reserved by this document for future definition.

0x55 reportWWHOBDDTCWithPermanentStatus U [RWWHOBDDTCWPS

This parameter specifies that the server shall transmit to the client a list of
WWH'OBD DTCs with "permanent DTC" status as described in 3.1.

0x46 — 0x7F | ISOSAEReserved M |ISOSAERESRVD

This value is reserved by this document for future definition.
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11.3.2.3 Request message data-parameter definition
Table 270 specifies the data-parameters of the request message.

Table 270 — Request data-parameter definition

Definition

DTCStatusMask

The DTCStatusMask contains eight (8) DTC status bits. The definitions for each of the eight bits can be found in D.2.
This byte is used in the request message to allow a cllent to request DTC information for the DTCs whose status
its is
set to ‘1" anf the correspondlng status bit in the DTCStatusMask is also set to ‘1’ (i.e., if the DTCStatusMask is blt- vise
logically ANPed with the DTCs actual status and the result is non-zero, then a match has occurred). If the client'specifies
a status mgsk that contains bits that the server does not support, then the server shall process the DTC informgtion

DTCMaskRecord is a 3-byte value containing DTCHighByte, DTCMiddleByte and DTCLoewByte, which together

the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the 1SO 15031-6 [12]
tion. This format is identified by the DTCFormatldentifier = SAE_J2012<DA”DTCFormat_00, or

by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowBYte ‘according to this part of ISO 14229
which does not specify any decoding method and therefore allows a vehicle, manufacturer defined decoding method.

by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the SAE J1939-73([19]

the decoding of the DTCHighByte, DTCMiddleByté-and DTCLowByte according to the ISO 11992-4 [5]
tion. This format is identified by the DTCFormatldentifier = ISO_11992-4 DTCFormat.

the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the ISO 27145-2 |[16]
tion. This format is identified by the DTCFormatldentifier = SAE_J2012-DA_WWH-OBD_DTCFormat.

DTCSnapshotRecordNumber

DTCSnapshotRecordNumber is a 1-byte value indicating the number of the specific DTCSnapshot data record requegted
for a client defined DTCMaskRecord via the‘reportDTCSnapshotByDTCNumber sub-function. DTCSnapshot data regord
number 0x(Q0 shall be reserved for legislated purposes (e.g., WWH-OBD). DTCSnapshot records in range of (x01
through OxHE shall be available for vehicle manufacturer specific usage. A value of OxFF requests the server to repoft all
stored DTC$napshot data records at once.

DTCStoredbataRecordNumber

DTCStoredDataRecordNumber'is a 1-byte value indicating the number of the specific DTCStoredDataRecord requegted
via the repdrtDTCStoredBataByRecordNumber sub-function. DTCStoredDataRecordNumber 0x00 shall be reserved for
legislated pyurposes. RQTEStoredData records in range of 0x01 through OXFE shall be available for vehicle manufacturer
specific usape. A value 0f OxFF requests the server to report all stored DTCStoredData data records at once.
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Definition

for

DTCExtDataRecordNumber

DTCExtDataRecordNumber is a 1-byte value indicating the number of the specific DTCExtendedData record requested
reportDTCExtDataRecordByDTCNumber
reportDTCExtDataRecordByRecordNumber sub-function. For emissions-related servers (OBD compliant ECUs) the
DTCExtDataRecordNumber 0x00 shall be reserved for future OBD use.

The following DTCExtDataRecordNumber ranges are reserved:

a client defined DTCMaskRecord via the

A value of 0x00 is reserved by ISO/SAE.

and

A value of 0x01 — Ox8F requests the server to report the vehicle manufacturer specific stored DTCE
records.

A value of 0x90 — OxEF requests the server to report legislated OBD stored DTCExtendedData records.
A value of OxFO — OxFD is reserved by ISO/SAE for future reporting of groups in a single response mess

A value of OxFE requests the server to report all legislated OBD stored DTCExtendedData records
response message.

A value of OxFF requests the server to report all stored DTCExtendedData records ina single response

tendedData

age.
in a single

essage.

DT
DT

CSeverityMaskRecord [DTCSeverityMask, DTCStatusMask]
CSeverityMaskRecord is a 2-byte value containing the DTCSeverityMask afid'the DTCStatusMask (see D

.3 and D.2).

DT

The
Thi
def]
DT
the
hag

CSeverityMask

DTCSeverityMask contains three DTC severity bits. The definitions for each of the three bits can be f
5 byte is used in the request message to allow a client to request DTC information for the DTCs wh
nition matches the DTCSeverityMask. A DTCs severity definition matches the DTCSeverityMask if an
Cs actual severity bits is set to ‘1’ and the corresponding severity bit in the DTCSeverityMask is also set
DTCSeverityMask is bit-wise logically ANDed with the DTCs actual severity and the result is non-zero, t
occurred).

pund in D.3.
ose severity
y one of the
to ‘1’ (i.e., if
hen a match

The

FunctionalGroupldentifier

FunctionalGroupldentifier has been introduced to distinguish commands sent by the test equipms

ent between

different functional system groups within an:electrical architecture which consists of many different ECUs. Iffan ECU has
imglemented software of the emissions system as well as other systems which may be inspected during an| I/M test it is
imgortant that only the DTC information of the requested functional system group is reported. An I/M test should not be
failéd because another functional system group has DTC information stored.

Thg FunctionalGroupldentifiers are specified in D.5.

MemorySelection

This parameter shall be.used to address the respective user defined DTC memory when retrieving DTCs.

11.3.3 Positive response message

11.3.3.1 \/Positive response message definition

Posttive |c;bpunac(a) to-the—service ReadBTCinformation requests dcpclld ormthre—sub=functiomitr' the service
request.

Table 271 defines the positive response message format of the sub-function parameter.
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Table 271 — Response message definition - sub-function = reportNumberOfDTCByStatusMask,
reportNumberOfDTCBySeverityMaskRecord, reportNumberOfMirrorMemoryDTCByStatusMask,
reportNumberOfEmissionsOBDDTCByStatusMask

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportNumberOfDTCByStatusMask 0x01 RNODTCBSM
reportNumberOfDTCBySeverityMaskRecord 0x07 RNODTCBSMR
reportNumberOfMirrorMemoryDTCByStatusMask 0x11 RNOMMDTCBSM
repertNumberofEmissi StatusMask Ot RNOOEOBBBFSBSM
#3 DTCStatusAvailabilityMask M | 0x00 — OxFF | DTCSAM
#4 DTCFormatldentifier = [ M DTCFID_
SAE_J2012-DA_DTCFormat_00 0x00 J2012-DADTCFO00
ISO_14229-1_DTCFormat 0x01 14229-1ADTCF
SAE_J1939-73_DTCFormat 0x02 J1939<73DTCF
ISO_11992-4_DTCFormat 0x03 11992-4DTCF
SAE_J2012-DA_DTCFormat_04 ] 0x04 J2012-DADTCF04
DTCCount[] = [ DTCC_
#5 DTCCountHighByte M | 0x00:— OxFF |DTCCHB
#6 DTCCountLowByte ] M | Ox00—- OxFF |DTCCLB

Table 272 defines the positive response message format of the sub-function parameter.

Table 272 — Response message definition - sub-function = reportDTCByStatusMask,
reportSupportedDTCs, reportFirstTestFailedDTC, reportFirstConfirmedDTC,
reportMostRecentTestFailedDTC, reportMostRecentConfirmedDTC,
reportMirrorMemoryDTCByStatusMask, reportEmissionsOBDDTCByStatusMask,
reportDTCWithPermanentStatus

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response.SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportDTEByStatusMask 0x02 RDTCBSM
reportSupportedDTCs 0x0A RSUPDTC
reportEirstTestFailedDTC 0x0B RFTFDTC
reportFirstConfirmedDTC 0x0C RFCDTC
reportMostRecentTestFailedDTC 0x0D RMRTFDTC
reportMostRecentConfirmedDTC 0x0E RMRCDTC
reportMirrorMemoryDTCByStatusMask OxOF RMMDTCBSM
reportEmissionsOBDDTCByStatusMask 0x13 ROBDDTCBSM
reportDTCWithPermanentStatus ] 0x15 RDTCWPS
#3 DT CStatusAvailabilityMask M | 0x00 — OxFF [ DTCSAM
BFCAndStatasRecordfi=1 BFEASR—
#4 DTCHighByte#1 C1 | 0x00 — OxFF |DTCHB
#5 DTCMiddleByte#1 C1 | 0x00 — OxFF |DTCMB
#6 DTCLowByte#1 C1 |0x00 — OxFF |[DTCLB
#7 statusOfDTC#1 C1 | 0x00 — OxFF [ SODTC
#8 DTCHighByte#2 C, |0x00 — OxFF |DTCHB
#9 DTCMiddleByte#2 C, |0x00 - OxFF |DTCMB
#10 DTCLowByte#2 C, |0x00 — OxFF [DTCLB
#11 statusOfDTC#2 C, |0x00 — OxFF [SODTC
#n-3 DTCHighByte#m C, |0x00 — OxFF |DTCHB
#n-2 DTCMiddleByte#m C, |0x00 - OxFF|DTCMB
#n-1 DTCLowByte#m C, |0x00 — OxFF [DTCLB
#n statusOfDTC#m ] C, |0x00 — OxFF | SODTC
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A_Data byte

Parameter Name

Cvt

Byte Value

Mnemonic

C4: This parameter is only present if DTC information is available to be reported.

Co:  This parameter is only present if reportType = reportSupportedDTCs, reportDTCByStatusMask,
reportMirrorMemoryDTCByStatusMask, reportEmissionsOBDDTCByStatusMask, reportDTCWithPermanentStatus and
more than one DTC information is available to be reported.

Table 273 defines the positive response message format of the sub-function parameter.

Table 273 — Response message definition - sub-function = reportSnapshotldentificaLion

A_Data byte |Parameter Name Cvt |Byte Value Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_|
reportDTCSnapshotldentification ] 0x03 RDT(¢SSI
DTCRecord[[#1 = DTCASR_
#3 DTCHighByte#1 C1 0x00 — OxFF |DTCHB
#4 DTCMiddleByte#1 C+ 0x00 — OxFF |DTCNIB
#5 DTCLowByte#1 ] C4 0x00 — OxFF |DTCLB
#6 DTCSnapshotRecordNumber#1 C1 0x00 — OxFF [DTCSSRN
DTCRecord[J#m = [ DTCASR_
#n-3 DTCHighByte#m C, | 0x00 - OxFF [DTCHB
#n-2 DTCMiddleByte#m C, | Ox00-OxFF [DTCMB
#n-1 DTCLowByte#m ] C> | O0x00—-OxFF [(DTCUB
#n DTCSnapshotRecordNumber#m C, | 0x00 - OxFF |DTCSSRN
C1:| The DTCRecord and DTCSnapshotRecordNumber parameter is only present if at least one DTCSnapshot record is
avdilable to be reported.
Cz:| The DTCRecord and DTCSnapshotRecordNumber parameter is only present if more than one DTCSnapshot record
is available to be reported.

Table 274 defines the positive response message format of the sub-function parameter.

Table 274 — Response message definition - sub-function = reportDTCSnapshotRecordByDTCNumber

A_Data byte | Parameter Name Cvt |Byte Value Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_

reportDTCSnapshotRecordByDTCNumber ] 0x04 RDTCSSBDTC
DTCAnNdStatusRecord[] = [ DTCASR_
#3 DTCHighByte M 0x00 — OxFF |DTCHB
#4 DTCMiddleByte M 0x00 — OxFF |DTCMB
#5 DTCLowByte M 0x00 — OxFF |DTCLB
#6 statusOfDTC ] M 0x00 — OxFF [SODTC
#7 DTCSnapshotRecordNumber#1 C1 0x00 — OxFF |DTCSSRN
#8 DTCSnapshotRecordNumberOfldentifiers#1 C1 0x00 — OxFF [DTCSSRNI
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Table 274 — (continued)

A_Data byte |Parameter Name Cvt |Byte Value Mnemonic
DTCSnapshotRecord[[#1 = [ DTCSSR_
#9 dataldentifier#1 byte#1 (MSB) C1 0x00 — OxFF |DIDB11
#10 dataldentifier#1 byte#2 (LSB) C1 0x00 — OxFF |DIDB12
#11 snapshotData#1 byte#1 Cq 0x00 — OxFF [SSD11
: : C1 : :
# 11+(p-1) snapshotData#1 byte#p Cq 0x00 — OxFF | SSD1p
#r-(m-1)-2 dataldentifier#w byte#1 (MSB) C, | Ox00 - OxFF |DIDB21
#r-(m-1)- datatdentifrerfw byte#2<ESB) €5 Ox00—=0xFF—TDBibB22
#r-(m-1) snapshotData#w byte#1 C, | 0x00 - OxFF [SSD21
: : Cz :
#r snapshotData#w byte#m ] Cz | 0x00— OxFF [SSD2m
#t DTCSnapshotRecordNumber#x Cs | 0x00 - OxFF 4YDTCSSRN
#t+1 DTCSnapshotRecordNumberOfldentifiers#x Cs | 0x00-0xFF [DTCSSRNI
DTCSnapshotRecord[J#x = [ DTCSSR _
#t+2 dataldentifier#1 byte#1 (MSB) Cs | 0x00 - OxFF |DIDB11
#t+3 dataldentifier#1 byte#2 (LSB) Cs () 0x00 — OxFF |DIDB12
#t+5 snapshotData#1 byte#1 €5 | 0x00 — OxFF [SSD11
: : Cs3 : :
#t+5+(p-1 snapshotData#1 byte#p Cs 0x00 — OxFF | SSD1p
#n-(u-1)-2 dataldentifier#w byte#1 (MSB) Cs | Ox00 - OxFF |DIDB21
#n-(u-1)-1 dataldentifie#w byte#2 (LSB) Cs | 0x00 - OxFF [DIDB22
#n-(u-1) snapshotData#w byte#1 Cs | Ox00 - OxFF |[SSD21
: : Cy : :
#n snapshotData#w byte#u ] Cs | 0x00 - OxFF |SSD2u
C1: The DTCSnapshotRecordNumber and the first dataldentifier/snapshotData combination in the DTCSnapshotRe¢ord
parameter i$ only present if at least one DTCSnapshot record is available to be reported.
Co/Cy There are multiple dataldentifier/snapshotData combinations allowed to be present in a sipgle
DTCSnapsHhotRecord. This can e.g. be the case forthe situation where a single dataldentifier only references an integral
part of datal When the dataldentifier referenées a block of data then a single dataldentifier/snapshotData combingtion
can be used.
Cs: The DTCSnapshotRecordNumber andthe first dataldentifier/snapshotData combination in the DTCSnapshotRe¢ord
parameter is only present if all records -are requested to be reported (DTCSnapshotRecordNumber set to OxFF in|the
request) angl more than one record.is available to be reported.
Table 275 defines the positive response message format of the sub-function parameter.
Table 27% — Response message definition - sub-function = reportDTCStoredDataByRecordNumbjer
A_Data bth Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCStoredDataByRecordNumber ] 0x05 RDTCSDBRN
#3 DTCStoredDataRecordNumber#1 M | Ox00 — OxFF |DTCSDRN
DTCAnNdStatusRecord[J#1 = [ DTCASR_
#4 DTCHighByte C1 | 0x00 — OxFF [DTCHB
#5 DTCMiddleByte C1 | 0x00 — OxFF |DTCMB
#6 DTCLowByte C1 | 0x00 — OxFF [DTCLB
#7 statusOfDTC ] C1 | 0x00 — OxFF [ SODTC
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A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#8 DTCStoredDataRecordNumberOfldentifiers#1 C1 | Ox00 — OxFF [ DTCSDRNI
DTCStoredDataRecord[J#1 = [ DTCSDR _
#9 dataldentifie##1 byte#1 (MSB) C1 | Ox00 — OxFF |DIDB11
#10 dataldentifier#1 byte#2 (LSB) C1 | Ox00 — OxFF |DIDB12
#11 DTCstoredData#1 byte#1 C4 | 0x00 — OxFF |DSD11
#11+(p-1) DTCstoredData#1 byte#p C1 | Ox00 — OxFF |DSD1p
#r-(m-1)-2 dataldentifie#w byte#1 (MSB) C, | 0x00 — OxFF | DIDB21
#r-(m-1)-1 dataldentifie#w byte#2 (LSB) C, | 0x00 - OxFE.[DIDB22
Hr-(m-1) DTCstoredData#w byte#1 C, | 0x00 — OxFF-}DSD21
Hr DTCstoredData#tw byte#m ] C. | 0x00~0xFF |DSO2m
#t DTCStoredDataRecordNumber#x C3 ' NOx00 — OxFF | DTGSDRN
DTCAnNndStatusRecord[J#x = [ DTGASR _
#t+1 DTCHighByte Cs | 0x00 — OxFF |DTQHB
#t+2 DTCMiddleByte Cs | Ox00 — OxFF |DTGMB
#t+3 DTCLowByte Cs; | Ox00 — OxFF |DTQLB
#t+4 statusOfDTC ] Cs | 0x00 — OxFF | SODTC
#t+5 DTCStoredDataRecordNumberOfldentifiers#x Cs | Ox00 — OxFF [ DTGSDRNI
DTCStoredDataRecord[J#x = [ DTQSDR _
#t+6 dataldentifie#1(byte#1 (MSB) Cs | Ox00 — OxFF [DIDB11
#t+7 dataldentifie#1°byte#2 (LSB) Cs | 0x00 — OxFF |DIDB12
#t+8 DTCstoredData#1 byte#1 Cs | 0x00 — OxFF |DSD11
#+8+(p-1) DTCstoredDataa#1 byte#p Cs | Ox00 — OxFF |DSD1p
#n-(u-1)-2 dataldentifier#w byte#1 (MSB) Cs | Ox00 — OxFF | DIDB21
#n-(u-1)-1 dataldentifie#w byte#2 (LSB) Cs | Ox00 — OxFF |DIDB22
tn-(u-1) DTCstoredData#w byte#1 Cs | Ox00 — OxFF | DSD21
#n DTCstoredData#w byte#u ] Cs | Ox00 — OxFF [ DSD2u
C4:] The DTCAndStatusRecord-and the first dataldentifier/DTCStoredData combination in the DTCStoredDataRecord
parpmeter is only present if at.least one DTCStoredData record is available to be reported.
Co/fC4 There are /multiple dataldentifier/DTCStoredData combinations allowed to be present ih a single
DTCStoredDataRecord~This can e.g. be the case for the situation where a single dataldentifier only references an
intdgral part of ddata."When the dataldentifier references a block of data then a single dataldentifier/DT¢CStoredData
combination can\be'used.
Cs:| The DTE€StoredDataRecordNumber, DTCAndStatusRecord, and the first dataldentifier/DTCStoredData [combination
in |the ©OICStoredDataRecord parameter is only present if all records are requested to bke reported
(DT|CStoredDataRecordNumber set to OxFF in the request) and more than one record is available to be reported.
|
Table 276 defines the positive response message format of the sub-function parameter.
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Table 276 — Response message definition - sub-function = reportDTCExtDataRecordByDTCNumber
and reportMirrorMemoryDTCExtDataRecordByDTCNumber

least one DTCExtDataRecord is available to be reported.

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCExtDataRecordByDTCNumber 0x06 RDTCEDRBD
reportMirrorMemoryDTCExtDataRecordByDTCNumber ] 0x10 RMDEDRBDN

DTCAnNdStatusRecord[] = [ DTCASR_

#3 DTCHighByte M | 0x00 — OxFF | DTCHB

#4 DTCMiddleByte M | 0x00 — OxFF |DTCMB

#5 DTCLowByte M | 0x00 — OxFF |DTCLB

#6 statusOfDTC ] M | 0x00 — OxFF | SODTC
#7 DTCExtDataRecordNumber#1 C1 | 0x00-OxFD |DTCEDRN
DTCExtDataRecord[J#1 = [ DTCSSR _

#8 extendedData#1 byte#1 Cs | 0x00 — OxEF/EDD11

: : C1 : :

#8+(p-1) extendedData#1 byte#p ] C4 | 0x00 = 0xFF |EDD1p
#t DTCExtDataRecordNumber#x €, “10x00 — OxFD | DTCEDRN
DTCExtDataRecord[J#x = [ DTCSSR_

#t+1 extendedData#x byte#1 C, |[0x00 - OxFF | EDDx1

: : Cz : :
#t+1+(g-1 extendedData#x byte#q ] C, | 0x00 — OxFF |EDDxq
C1: The DTCExtDataRecordNumber and the extendedData in the DFCExtDataRecord parameter are only presentl|if at

C,: The DTCExtDataRecordNumber and the extendedData in\the DTCExtDataRecord parameter are only present |f all
records are|requested to be reported (DTCExtDataRecordNumber set to OXFE or OxFF in the request) and more than
one record is available to be reported.
Table 277 defines the positive response message format of the sub-function parameter.
Table 277 — Response message-definition - sub-function = reportDTCBySeverityMaskRecord,
reportSeveritylnformationOfDTC
A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportFype = [ M LEV_
reportDTCBySeverityMaskRecord 0x08 RDTCBSMR
reportSeveritylnformationOfDTC ] 0x09 RSIODTC
#3 DTCStatusAvailabilityMask M | Ox00 — OxFF |DTCSAM
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thap one DTC matches the client defined DTC severity mask.

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
DTCAnNndSeverityRecord[] = [ DTCASR_
#4 DTCSeverity#1 C1 | Ox00 — OxFF |DTCS
#5 DTCFunctionalUnit#1 C1 | Ox00 — OxFF [DTCFU
#6 DTCHighByte#1 C1 | 0x00 — OxFF [DTCHB
#7 DTCMiddleByte#1 C1 | 0x00 — OxFF [DTCMB
#8 DTCLowByte#1 C1 | Ox00 — OxFF |DTCLB
#9 statusOfDTC#1 C1 | Ox00 — OxFF [ SODTC
HT5 DFCSeverity#m ST Ox00=0xFF—DTGS
#n-4 DTCFunctionalUnit#m C, | 0x00 — OxFF |[DTGFU
#n-3 DTCHighByte#m C, | 0x00 — OXFFDTGHB
#n-2 DTCMiddleByte#m C, | 0x00 — OxFF, | DTGMB
#n-1 DTCLowByte#m C, | 0x00 — OxFF |DTQLB
#n statusOfDTC#m ] C, | 0x00.%0OxFF | SODTC
C+:| In case of reportDTCBySeverityMaskRecord this parameter has to be present if at least.one DTC matches the client
deflned DTC severity mask. In case of reportSeveritylnformationOfDTC this parameterhas to be present fif the server
sugports the DTC specified in the request message.
Ca:| This parameter record is only present if reportType = reportDTCBySeverityMaskRecord. It has to be prg¢sent if more

Table 278 defines the positive response message format of the sub-function parameter.

Table 278 — Response message definition - sub-function = reportDTCFaultDetectionCounter

A_Data byte |Parameter Name Cvt |Byte Value |Mnémonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCFaultDetectionCounter] 0x14 RDTCFDC
DTCFaultDetectionCountérRecord[] = [ DTCFDCR _
#3 DTCHighByte#1 C1 | 0x00 — OxFF |[DTCHB
#4 DTCMiddleByte#1 C1 |0x00 — OxFF [DTCMB
#5 DTCLowByte#1 C1 |0x00 — OxFF [DTCLB
#6 DTCFaultDetectionCounter#1 Ci1 |0x01 - OxFF [DTGFDC
#7 DTCHighByte#2 C, |0x00 - OxFF |[DTCHB
#8 DTCMiddleByte#2 C, |0x00 — OxFF [DTCLB
#9 DTCLowByte#2 C, |0x00 — OxFF [DTQGFT
#10 DTCFaultDetectionCounter#2 C, |0x01—-OxFF |[DTGFDC
#n-3 : : : :
#n-2 DTCHighByte#m C, |0x00 — OxFF [DTCHB
#n-1 DTCMiddleByte#m C, |0x00 — OxFF [DTCMB
#n DTCLowByte#m C, |0x00 - OxFF |DTQLB
DTCFaultDetectionCounter#m ] C, |0x01 - OxFF [DTCFDC
Cq:LThis parnmnfnr is nnI\J/ prnennf if at least one DTC has a DTCFaultDetectionCounter with a 'r_\ncifi\/n value less than
Ox7F.
Co: This parameter record is only present if more than one DTC has a DTCFaultDetectionCounter with a positive value
less than Ox7F.
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Table 279 defines the positive response message format of the sub-function parameter.

Table 279 — Response message definition - sub-function =

reportDTCExtDataRecordByRecordNumber

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCExtDataRecordByRecordNumber] 0x16 RDTCEDRBR
#3 DTCEXiDataRecordNumber M| OX0U — OXEF [DTCEDRN
DTCAnNndStatusRecord[J#1 = [ DTCASR
#4 DTCHighByte C1 | 0x00 — OxFF [ DTCHB
#5 DTCMiddleByte C1 | 0x00 — OxFF [ DTEMB
#6 DTCLowByte C+ | Ox00 — OxFF |[DTCLB
#7 statusOfDTC ] C1 | Ox00 — OxEF [[SODTC
DTCExtDataRecord[J#1= [ DTCEDR _
#8 extendedData#1 byte#1 C1 [0x00~ OxFF [EDD11
#8+(p-1) extendedData#1 byte#p ] C1 {0Ox00 — OxFF [EDD1p
DTCAnNdStatusRecord[J#x = [ DTCSSR
#t DTCHighByte C, [0x00 — OxFF
#t+1 DTCMiddleByte C, | 0x00 — OxFF
#t+2 DTCLowByte C, | 0x00 — OxFF
#+3 statusOfDTC ] Cz |[0x00 — OxFF
#t+4 DTCExtDataRecord[[#x = [ DTCEDR _
: extendedData#x byte#1 C, | 0x00 — OxFF [EDDx1
#t+4+(p-1 : : : :
extendedData#x byte#p ] C, |[0x00 - OxFF |EDDxp
C1: The QOTCAndStatusRecord and the DTCExtDataRecord parameters are only present if at least pne
DTCExtDataRecord is available to be reported.
Co: The QOTCAndStatusRecord and the SDTCExtDataRecord parameters are only present if more than pne
DTCExtDataRecord is available to be reported.
NOTE t is up to the implementer. to-specify that a response will not exceed a length that it is possible by the used
diagnostic cpmmunication.
Table 280 defines the-positive response message format of the sub-function parameter.
Table 280|— Response message definition - sub-function = reportUserDefMemoryDTCByStatusMgsk
A_Data byte_{Parameter Name Cvt |Byte Value |Mnemonic |
#1 ReadDTClInformation Response SID M 59 RDTCIPR
#2 reportType = [ M LEV_
reportUserDefMemoryDTCByStatusMask] 17 RUDMDTCBSM
#3 MemorySelection M 00-FF MEMYS
#4 DTCStatusAvailabilityMask M 00-FF DTCSAM

206 © IS0 2013 — Al rights reserved


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

Table 280 — (continued)

I1ISO 14229-1:2013(E)

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
DTCAnNdStatusRecord[] = [ DTCASR _
#5 DTCHighByte#1 C1 00-FF DTCHB
#6 DTCMiddleByte#1 C1 00-FF DTCMB
#7 DTCLowByte#1 C1 00-FF DTCLB
#8 statusOfDTC#1 Cq 00-FF SODTC
#9 DTCHighByte#2 C: 00-FF DTCHB
#10 DTCMiddleByte#2 C 00-FF DTCMB
#11 DTCLowByte#2 C2 00-FF DTCLB
#42 statusOfBFE#2 € 86-FF SOBH
#n-3 DTCHighByte#m C. | O00FF |BTCHB
#n-2 DTCMiddleByte#m C2 00-FF DTCMB
#n-1 DTCLowByte#m C. 00-FF DTCLB
#n statusOfDTC#m ] C 00<EF SODT|IC
C4:| This parameter is only present if DTC information is available to be reported.
C»:| This parameter is only present if more than one DTC information is available to be reported.
Tabje 281 defines the positive response message format of the sub-function parameter.
Table 281 — Response message definition - sub-function =
reportUserDefMemoryDTCSnapshotRecordByDTCNumber
A_Data byte |Parameter Name Cvt |Byte Value |Mnemonjc
#1 ReadDTClInformation Response SID M 0x59 RDTCIPH
#2 reportType = [ M LEV_
reportUserDefMemoryDTCSnapshotRecordByDTCNumber 0x18 RUDMDT|CSSBDTC
]
#3 MemorySelection M 0x00-0xFF [MEMYS
DTCANdStatusRecord[].=| DTCASR|
#4 DTCHighByte M | 0x00 — OxFF | DTCHB
#5 DTCMiddleByte M | 0x00 — OxFF | DTCMB
#6 DTCLowByte M | 0x00 — OxFF | DTCLB
#7 statusOfDTC ] M | 0x00 — OxFF | SODTC
#8 DTCSnapshotRecordNumber#1 Cs | 0x00 — OxFF [ DTCSSRN
#9 DTGSnapshotRecordNumberOfldentifiers#1 Cs | 0x00 — OxFF [ DTCSSRNI
DFESnapshotRecord[]#1 = [ DTCSSR|
#10 dataldentifie#1 byte#1 (MSB) C1 | 0x00 — OxFF [ DIDB11
#11 dataldentifier#1 byte#2 (LSB) C1 | 0x00 — OxFF [ DIDB12
#12 snapshotData#1 byte#1 C4+ | 0x00 — OxFF [ SSD11
: : C : :
#4422l 4N 1 oA hatDatat1 badat f"1 fatviatal oOERl SN
mrET\w T CHTHPOTTUE ST TV T Iry ~ VAU YATT el 4
#r-(m-1)-2 dataldentifier#w byte#1 (MSB) C. |0x00 — OxFF | DIDB21
#r-(m-1)-1 dataldentifie#w byte#2 (LSB) C, |0x00 - OxFF | DIDB22
#r-(m-1) snapshotData#w byte#1 C, |0x00 - OxFF | SSD21
: : Cy : :
#r snapshotData#w byte#m ] Cz | 0x00 — OxFF | SSD2m
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Table 281 — (continued)

part of data
can be used.

Cs: The

DTCSnapshotRecordNumber
DTCSnapsHotRecord parameter is only present if all records are requested to be reported (DTCSnapshotRecordNuni
set to OxFF n the request) and more than one record is available to bé.reported.

and the first

dataldentifier/snapshotData

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
A_Data byte [Parameter Name Cvt | Byte Value [Mnemonic
#t DTCSnapshotRecordNumber#x Cs |0x00 — OxFF [ DTCSSRN
#t+1 DTCSnapshotRecordNumberOfldentifiers#x Cs | 0x00 — OxFF [DTCSSRNI
DTCSnapshotRecord[J#x = [ DTCSSR _
#t+2 dataldentifie##1 byte#1 (MSB) Cs | 0x00 — OxFF [DIDB11
#t+3 dataldentifier#1 byte#2 (LSB) Cs |0x00 — OxFF |DIDB12
#t+5 srapshotData#+byte# Er—TOx80—"0xFS5B+4
: : Cs : :
#t+5+(p-1 snapshotData#1 byte#p Cs | 0x00 — OxFF [ SSD1p
#n-(u-1)-3 dataldentifier#w byte#1 (MSB) Cs | 0x00 — OXFF | DIDB21
#n-(u-1)-1 dataldentifier#w byte#2 (LSB) Cs | 0x00 — OxFF [ DIDB22
#n-(u-1) snapshotData#w byte#1 Cs |0x00 — OxFF [ SSD21
: : Cy : \
#n snapshotData#w byte#u ] Cs | 0x00 — OxFF{SSD2u
Ci: The |DTCSnapshotRecordNumber and the first dataldentifier/snapshotData~ combination in |the
DTCSnapsHhotRecord parameter is only present if at least one DTCSnapshot record is available to be reported.
Co/Cy There are multiple dataldentifier/snapshotData combinations allowed\to be present in a sipgle
DTCSnapsHotRecord. This can e.g. be the case for the situation where a single dataldentifier only references an integral

When the dataldentifier references a block of data then a single”dataldentifier/snapshotData combing

combination in

tion

the
ber

Table 282 defines the positive response message format of the sub-function parameter.

Table 282 — Response thessage definition - sub-function =
reportUserDefMemaoryDTCExtDataRecordByDTCNumber

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportUserDefMemeryDTCExtDataRecordByDTCNumber] 0x19 RUDMDTCEDRBPN
#3 MemorySelettion M 0x00-0xFF [MEMYS
DTCAndStatusRecord[] = [ DTCASR_
#4 DTCHighByte M | 0x00 — OxFF |DTCHB
#5 DTCMiddleByte M | 0x00 — OxFF |DTCMB
#6 DTCLowByte M | 0x00 — OxFF |DTCLB
#7 statusOfDTC ] M | Ox00 — OxFF | SODTC
#8 DTCExtDataRecordNumber#1 C1 0x00-OxFE [DTCEDRN
DTCExtDataRecord[J#1 = [ DTCSSR_
#9 extendedData#1 byte#1 C1 | 0x00 — OxFF |EDD11
: : C1 : :
#9+(p-1) extendedData#1 byte#p ] C1 | 0x00 — OxFF [EDD1p
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Table 282 — (continued)
A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
DTCExtDataRecord[J#x = [ DTCSSR_
#t+1 extendedData#x byte#1 C, |[0x00 - OxFF | EDDx1
#t+1 4.-(q-1) exten.dedData#x byte#q ] 82 0x00 - OxFF iEDqu
C4: The DTCExtDataRecordNumber and the extendedData in the DTCExtDataRecord parameter are only present if at

C,: The DTCExtDataRecordNumber and the extendedData in the DTCExtDataRecord parameter are only present if all
reC JIdO arc IC\.‘UGO:CCII tU bC IClJUi.th (DTCEAtDGtGRGUUIdlk‘lulllbcl OUt tU CI\:_E Ul Cl\rr ;II thc ICunDt) art mOre than
ong record is available to be reported.
Tabje 283 defines the positive response message format of the sub-function parameter;
Table 283 — Response message definition - sub-function = reportWWHOBDDTCByMaskRecord
A_Pata byte |Parameter Name Cvt |ByteValue |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportWWHOBDDTCByMaskRecord ] 0x42 RWWHOBDPTCBSMR
#3 FunctionalGroupldentifier M | 0x00 — OxFF | FGID
#4 DTCStatusAvailabilityMask M | 0x00 — OxFF | DTCSAM
#5 DTCSeverityAvailabilityMask M | 0x00 — OxFF | DTCSVAM
#6 DTCFormatldentifier = [ M DTCFID_
SAE_J2012-DA_DTCFormat_04 0x04 J2012-DADTCF04
SAE_J1939-73 _DICFormat] 0x02 J1939-73DTLF
DTCAnNndSeverityRecord[] = [ DTCASR_
#7 DTCSeverity#1 C1 | 0x00 — OxFF |DTCS
#8 DTCHighByte#1 (MSB) C1 |0x00 — OxFF |DTCHB
#9 DTCMiddleByte#1 C1 | 0x00 — OxFF |DTCMB
#10 DTCLowByte#1 C1 | 0x00 — OxFF |DTCLB
#11 statusOfDTC#1 C1 | 0x00 — OxFF | SODTC
#n-4 DTCSeverity#m C» |0x00— OxFF |DTCS
#n-3 DTCHighByte#m (MSB) C. |0x00 - OxFF |DTCHB
#n-2 DTCMiddleByte#m C2 |0x00 — OxFF |DTCMB
#n-1 DTCLowByte#m C, |0x00 - OxFF |DTCLB
#n statusOfDTC#m ] C, |0x00 — OxFF | SODTC
C+:| This parameter is only present if DTC information is available to be reported.
Ca:| This'parameter is only present if more than one DTC information is available to be reported.
Table 284 defines the positive response message format of the sub-function parameter.
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Table 284 — Response message definition - sub-function = reportWWHOBDDTCWithPermanentStatus

A_Data byte |Parameter Name Cvt [Byte Value |Mnemonic
#1 ReadDTClInformation Response SID M 0x59 RDTCIPR
#2 reportType = [ M LEV_
reportWWHOBDDTCWithPermanentStatus ] 0x55 RWWHOBDDTCWPS
#3 FunctionalGroupldentifier M | 0x00 — OxFF |FGID
#4 DTCStatusAvailabilityMask M | 0x00 — OxFF | DTCSAM
#5 DTCFarmatldentifier = [ M DTCFEID _
SAE_J2012-DA_DTCFormat_04 0x04 J2012-DADTCF04
SAE_J1939-73 DTCFormat ] 0x02 J1939-73DTCF
DTCAnNdStatusRecord[] = [ DTCASR -
#6 DTCHighByte#1 (MSB) C1 [0x00 - OxFF |DTCHB
#7 DTCMiddleByte#1 C1 | 0x00 — OxFF |DTGMB
#8 DTCLowByte#1 C1 | 0x00 — OxFF | DTCLB
#9 statusOfDTC#1 C1 [ 0Ox00 - OxFF} SODTC
#n-3 DTCHighByte#m (MSB) C, |0x00 —0OxEF |DTCHB
#n-2 DTCMiddleByte#m C, |[0x00 ~0xFF |DTCMB
#n-1 DTCLowByte#m C, |[0x06~ OxFF |DTCLB
#n statusOfDTC#m ] C, |Ox00 — OxFF | SODTC
C1: This pgrameter is only present if DTC information is available to be reported.
Co:  This pgrameter is only present if more than one DTC information is available to be reported.

11.3.3.2 Positive response message data-parameter definition
Table 285 dpecifies the data-parameters of the positive response message.

Table 285 — Response data-parameter definition

Definition

reportType

This paramegter is an echo of bits 6 - 0 of the sub-function parameter provided in the request message from the client.

DTCANndSeyerityRecord

This paranpeter record contains one or more groupings of DTCSeverity, DTCFunctionalUnit, DTCHighB

SAE_J1939+73_DTCFormat+(see below for further details), ISO11992-4DTCFormat or SAE_J2012-DA_DTCFormat_

The DTCSqgverity identifies the importance of the failure for the vehicle operation and/or system function and allow
display regommended” actions to the driver. The definitions of DTCSeverity can be found in
The DTCFuhcitonaldnit is a 1-byte value which identifies the corresponding basic vehicle / system function which rep
the DTC. The-definitions of DTCFunctionalUnit are implementation specific and shall be specified in the respeq
implementafion-standard.

yte,

DTCMiddleByte, DTCLowByte) and statusOfDTC if of SAE_J2012-DA_DTCFormat_00, 1SO_14229-1_DTCForinat,

D4.

s to
D.3.
orts
tive

DTCHighByte, DTCMiddleByte and DTCLowByte together represent a unique identification number for a spe
diagnostic trouble code supported by a server. The DTCHighByte and DTCMiddleByte represent a circuit or system

sensor shorted to ground, algorithm based failure, etc). The definition can be found in ISO°15031-6 [12] specification.
This parameter record contains one or more groupings of DTCSeverity, DTCFunctionalUnit, SPN (Suspect Param

and OC are defined in SAE J1939 [18].

cific
that

is being diagnosed. The DTCLowByte represents the type of fault in the circuit or system (e.g. sensor open circuit,

eter

Number), FMI (Failure Mode Identifier), and OC (Occurrence Counter) if of SAE_J1939-73_DTCFormat. The SPN, FMI,
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Table 285 — (continued)

Definition

DTCAndStatusRecord

This parameter record contains one or more groupings of DTCHighByte, DTCMiddleByte, DTCLowByte and
statusOfDTC if of [SO_14229-1_DTCFormat, SAE_J2012-DA_DTCFormat_00, SAE_J1939-73_DTCFormat,
SAE_J2012-DA_DTCFormat_04 or I1SO_11992-4 DTCFormat. The SAE_J1939-73_DTCFormat supports the SPN
(Suspect Parameter Number), FMI (Failure Mode Identifier), and OC (Occurrence Counter) parameters. The SPN, FMI,
and OC are defined in SAE J1939.

DTCnghByte DTCMiddleByte and DTCLowByte together represent a unlque |dent|f|cat|on number for a specific

— | by using the decoding of the DTCnghByte DTCMiddleByte and DTCLowByte according to the ISO’15031-6 [12]
specification. This format is identified by the DTCFormatldentifier = SAE_J2012-DA_DTCFormat.'00, or

— | by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the (SO 14229-1
specification which does not specify any decoding method and therefore allows a vehiclée manufacturer defined
decoding method. This format is identified by the DTCFormatldentifier = ISO_14229-1_ BTCFormat, or

— | by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the SAE J[1939-73 [19]
specification. This format is identified by the DTCFormatldentifier = SAE_J1939-7#3_DTCFormat, or
— | by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the 1SQ 11992-4 [5]
specification. This format is identified by the DTCFormatldentifier = ISO_11992-4 DTCFormat.
— | by using the decoding of the DTCHighByte, DTCMiddleByte and DT.CLowByte according to the 1ISO 27145-2 [16]
specification. This format is identified by the DTCFormatldentifier = SAE_2012-DA_WWHOBD_DTCFormnat.

DTCRecord

Thig parameter record contains one or more groupings of DTCHighByte, DTCMiddleByte, and DTCLgwByte. The
intgrpretation of the DTCRecord depends on the value included-in the DTCFormatldentifier parameter as dgfined in this
table.

StatusOfDTC

Theg status of a particular DTC (e.g., test failed this operation cycle, etc). The definition of the bits contgined in the
stajusOfDTC byte can be found in D.2 of this specification. Bits that are not supported by the server shall bg reported as
'0'.

DTCStatusAvailabilityMask

A byte whose bits are defined the same as statusOfDTC and represents the status bits that are supported by the server.
Bit§ that are not supported by the ‘server shall be set to '0'. Each supported bit (indicated by a value of|'1') shall be
impglemented for every DTC supported by the server.

DTCFormatldentifier

Thig 1-byte parameter value defines the format of a DTC reported by the server.
— | SAE_J2012-DA_DBTCFormat_00: This parameter value identifies the DTC format reported by the server as defined
in 1ISO 150311=6'[12] specification.
— | ISO_14229-1_DTCFormat: This parameter value identifies the DTC format reported by the server as dg¢fined in this
tabletby'the parameter DTCAndStatusRecord.
— | SAE* J1939-73_DTCFormat: This parameter value identifies the DTC format reported by the server gds defined in
-SAE-4939-73H49-
— 1S0O_11992-4_DTCFormat: This parameter value identifies the DTC format reported by the server as defined in
ISO 11992-4 [5] specification.
— SAE_J2012-DA_DTCFormat_04: This parameter value identifies the DTC format reported by the server as defined
in ISO 27145-2 [16] specification.

The definition of the byte values contained in the DTCFormatldentifier byte can be found in D.4 of this specification. A
given server shall support only one DTCFormatldentifier.
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Table 285 — (continued)

Definition

DTCCount

This 2-byte parameter refers collectively to the DTCCountHighByte and DTCCountLowByte parameters that are sent in
response to a reportNumberOfDTCByStatusMask or reportNumberOfMirrorMemoryDTC request. DTCCount provides a
count of the number of DTCs that match the DTCStatusMask defined in the client’s request.

DTCSnapshotRecordNumber

Either the echo of the DTCSnapshotRecordNumber parameter specified by the client in the
reportDTCSpapshotRecordByDTCNumbe 6-ac s RocordNumb 3
record.

DTCSnapshotRecordNumberOfldentifiers

value of 0x{0 shall be used to indicate that an undefined number of dataldentifiers are included in.the correspon
DTCSnapsHhotRecord (e.g., primary use case is when the DTCSnapshotRecord contains more than 255-dataldentifie

DTCSnapsLotRecord

This single [pyte parameter shows the number of dataldentifiers in the immediately following DTCSnapshotRecor;F. A

The DTCSnppshotRecord contains a snapshot of data values from the time of the system malfunction occurrence.
DTCStoredJDataRecord

The DTCStgredDataRecord contains a freeze frame of data values from the time ofithe system malfunction occurrenge.

DTCStoredPataRecordNumber

Either th echo of the DTCStoredDataRecordNumber parameter: specified by the client in |the
reportDTCStoredDataByRecordNumber request, or the actual DTCStoredDataRecordNumber of a stgred
DTCStoredIpataRecord.

DTCStoredfataRecordNumberOfIdentifiers

This single
DTCExtDatpRecordNumber

yte parameter shows the number of dataldentifiers,in the immediately following DTCStoredDataRecord.

Either th echo of the DTCExtDataRecordNumber parameter specified by the client in [the
reportDTCHExtDataRecordByDTCNumber or reportDTCExtDataRecordByRecordNumber request, or the adtual
DTCExtDat@gRecordNumber of a stored DTCExtendedData record.

DTCExtDathRecord

The DTCExtDataRecord is a server ‘'specific block of information that may contain extended status informgtion
associated With a DTC. DTCExtendedData contains DTC parameter values, which have been identified at the time of the
request.

DTCFaultDgetectionCounterRecord

The DTCFaultDetection€ounterRecord is a record including one or multiple DTC numbers and the DTC spegific
DTCFaultDgtectionCounter parameter value.

DTCFaultDgetectionCounter

The DTCFalltDetectionCounter reports the number of fault detection counts of a DTC.

FunctionalGroupldentifier

A one byte identifier which contains the functional system group the DTC(s) are related to e.g. Brakes, Emissions,
Occupant Restraints, Tire Inflation, Forward/External lighting, etc. The values are defined in D.5.

DTCSeverityAvailabilityMask

A byte whose bits are defined the same as the DTCSeverity and represents the severity bits that are supported by the
server. Bits that are not supported by the server shall be set to '0'.

MemorySelection

This parameter is an echo of the MemorySelection parameter provided in the request message from the client.
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11.3.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 286. The listed negative responses shall be used if
the error scenario applies to the server.

Table 286 — Supported negative response codes

NRC Description Mnemonic

0x12 |sub-functionNotSupported SFNS

This NRC shall be sent if the sub-function parameter is not supported.

O0x13 | incorrectMessagelLengthOrinvalidFormat IMLDIF

This NRC shall be sent if the length of the message is wrong.

0x31 |requestOutOfRange ROOR

This NRC shall be sent if:
— The client specified a DTCMaskRecord that was not recognized by the server;

— The client specified an invalid DTCSnapshotRecordNumber /
DTCExtDataRecordNumber. Note that this is to be differentiated from the case where
the DTCSnapshotRecordNumber and DTCMaskRecord ( )combination or the
DTCExtDataRecordNumber and DTCMaskRecord combination is supported by the
server, but no data is currently associated with it (i.e. /positive response required with
no data);

— The client specified a FunctionalGroupldentifier that' was not recognized by the server;

— The MemorySelection identifier was not recognized by the server.

11.3.5 Message flow examples — ReadDTCInformation
11.3.5.1 General assumption

For| all examples the client:- requests to have a response message by setting the
suppressPosRspMsglndicationBit.(bit 7 of the sub-function parameter) to "FALSE" ('0").

11.3.5.2 Example #1 - ReadDTCInformation, sub-function = reportNumberOfDTCByStatusMask
11.3.5.2.1 Example #1-overview
Thig example demoristrates the usage of the reportNumberOfDTCByStatusMask sub-function pgrameter for
confirmed DITCs (DTC status mask 0x08), as well as various masking princ|ples. The

DT(¢StatusAvailabilityMask for this sever = 0x2F.

11.3.5.2:2' Example #1 assumptions

The server supports a total of three DTCs (for the sake of simplicity!), which have the following states at the
time of the client request:

The following assumptions apply to DTC P0805-11 Clutch Position Sensor - circuit short to ground
(0x080511), statusOfDTC 0x24 (0010 0100,).

Table 287 defines the statusOfDTC = 0x24 of DTC P0805-11.
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Table 287 — statusOfDTC = 0x24 of DTC P0805-11

statusOfDTC: bit field name Bit # | Bit state | Description
testFailed 0 0 DTC is no longer failed at the time of the request
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cycle
confirmedDTC 3 0 DTC is not confirmed at the time of the request
testNotCompletedSinceLastClear 4 0 DTC test were completed since the last code clear
testFailedS[ncelastClear 5 1 DTC test failed at least once since Tast code clear
testNotConpletedThisOperationCycle 6 0 DTC test completed this operation cycle
warningIndicatorRequested 7 0 Server is not requesting warninglndicator to,be ‘active

The followipg assumptions apply to DTC POA9B-17 Hybrid Battery Temperature Sensor - circuit vollage

above threg

Table 288 @

hold (0x0A9B17), statusOfDTC of 0x26 (0010 0110y).
efines the statusOfDTC = 0x26 of DTC POA9B-17.

Table 288 — statusOfDTC = 0x26 of DTC POA9B-17

statusOfDTC: bit field name Bit # | Bit state | Description
testFailed 0 0 DTC is no longer failed at the time of the request
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle
pendingDTC 2 1 DTE failed on the current or previous operation cycle
confirmedDTC 3 0 DTC is not confirmed at the time of the request
testNotConppletedSincelLastClear 4 0 DTC test were completed since the last code clear
testFailedS|ncelLastClear 5 1 DTC test failed at least once since last code clear
testNotConpletedThisOperationCycle 6 0 DTC test completed this operation cycle
warninglindicatorRequested 7 0 Server is not requesting warningIndicator to be active

The followihg assumptions qapply to DTC P2522-1F A/C Request “B” - circuit intermittent (0x2522(1F),

statusOfDT]

Table 289 @

C of 0x2F (0010-1#11,).

efines the-statusOfDTC = 0x2F of DTC P2522-1F.

Table 289 — statusOfDTC = 0x2F of DTC P2522-1F

statusOfDTC: bit field name Bit# | Bit state | Description
testFailed 0 1 DTC failed at the time of the request
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cycle
confirmedDTC 3 1 DTC is confirmed at the time of the request
testNotCompletedSinceLastClear 4 0 DTC test were completed since the last code clear
testFailedSincelLastClear 5 1 DTC test failed at least once since last code clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
warningIndicatorRequested 7 0 Server is not requesting warninglndicator to be active
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11.3.5.2.3 Example #1 message flow

In the following example, a count of one is returned to the client because only DTC P2522-1F A/C Request “B”
- circuit intermittent (0x25221F), statusOfDTC of 0x2F (0010 1111,) matches the client defined status mask of
0x08 (0000 1000y,).

Table 290 defines the ReadDTCInformation, sub-function = reportNumberOfDTCByStatusMask, request
message flow example #1.

Table 290 — ReadDTCInformation, sub-function = reportNumberOfDTCByStatusMask,
request message flow example #1

Megsage direction client —» server
Message Type Request
A_Data Byte |[Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTCInformation Request SID 0x19 RDTCI
#2 sub-function = reportNumberOfDTCByStatusMask, 0x01 RNODTCBSM
suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 0x08 DTCSN

Table 291 defines the ReadDTCInformation, sub-function =“¢eportNumberOfDTCByStatusMasgk, positive
response, example #1.

Table 291 — ReadDTCInformation, sub-function=reportNumberOfDTCByStatusMask, positive
response; example #1

Megsage direction server — client

Message Type Response

A_Data Byte |Description (all values arein-hexadecimal) Byte Value [Mneménic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportNumberOfDTCByStatusMask 0x01 RNODTCBSM
#3 DTCStatusAvailabilityMask Ox2F DTCSAM
#4 DTCFormatldentifier = ISO_14229-1_DTCFormat 0x01 14229-1DTCF
#5 DTCECount [ DTCCountHighByte ] 0x00 DTCCHB
#6 DT.€€ount [ DTCCountLowByte ] 0x01 DTCCLB

11.3.5.3. (Example #2 - ReadDTCInformation, sub-function = reportDTCByStatusMask, matc¢hing
DTCs returned

11.3.5.3.1 Example #2 overview

This example demonstrates usage of the reportDTCByStatusMask sub-function parameter, as well as various
masking principles in conjunction with unsupported masking bits. This example also applies to the sub-
function  parameter  reportMirrorMemoryDTCByStatusMask and the  sub-function  parameter
reportUserDefMemoryDTCByStatusMask, except that the status mask checks are performed with the DTCs
stored in the DTC mirror memory or in the user defined memory.
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11.3.5.3.2 Example #2 assumptions

The server supports all status bits for masking purposes, except for bit 7 “warninglndicatorRequested”.

The server supports a total of three DTCs (for the sake of simplicity!), which have the following states at the

time of the client request:

The following assumptions apply to DTC P0OA9B-17 Hybrid Battery Temperature Sensor - circuit voltage
above threshold (0x0A9B17), statusOfDTC 0x24 (0010 0100y,).

Table 292 defines the statusOfDTC= 0x24 of DTC POA9B-17.

Table 292 — statusOfDTC= 0x24 of DTC POA9B-17

statusOfDTC: bit field name Bit # | Bit state | Description

testFailed 0 0 DTC is no longer failed at the time of the request
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cycle
confirmedDTC 3 0 DTC is not confirmed at the.time of the request
testNotConppletedSincelLastClear 4 0 DTC test were completed’since the last code clear
testFailedS|ncelLastClear 5 1 DTC test failed atleast once since last code clear
testNotConpletedThisOperationCycle 6 0 DTC test comipleted this operation cycle
warninglndicatorRequested 7 0 Server isnot requesting warninglindicator to be active

The followihg assumptions apply to DTC P2522-1F A/€ Request “B” -

statusOfDT[C of 0x00 (0000 0000y).

circuit intermittent (0x2522

Table 293 defines the statusOfDTC = 0x00 of DT.C,P2522-1F.

Table 293 — statusOfDTC = 0x00 of DTC P2522-1F

1F),

statusOfDTC: bit field name Bit# | Bit state | Description

testFailed 0 0 DTC is not failed at the time of the request

testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle

pendingDTC 2 0 DTC was not failed on the current or previous operation
cycle

confirmedDTC 3 0 DTC is not confirmed at the time of the request

testNotConypletedSinceLastClear 4 0 DTC test were completed since the last code clear

testFailedS|ncelastClear 5 0 DTC test never failed since last code clear

testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle

warninglndicatorRequested 7 0 Server is not requesting warningIndicator to be active

The following assumptions apply to DTC P0805-11

(0x080511), statusOfDTC of 0x2F (0010 1111y,).

Clutch Position Sensor - circuit short to ground

Table 294 defines the statusOfDTC = 0x2F of DTC P0805-11.
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statusOfDTC: bit field name Bit# | Bit state | Description

testFailed 0 1 DTC is failed at the time of the request
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cycle
confirmedDTC 3 1 DTC is confirmed at the time of the request
testNotCompletedSincelLastClear 4 0 DTC test were completed since the last code clear
tesfFailedSinceLasiClear 5 T DTC testfailed at least once since last code cjJear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
wafninglndicatorRequested 7 0 Server is not requesting warninglndicator to bg active

11.3.5.3.3 Example #2 message flow

In t
req

DT(¢StatusMask of 0x84 (as specified in the client request messsage(in the following example).
sha|l bypass masking on those status bits it doesn’t support.

me following example, DTCs POA9B-17 (0x0A9B17) and P0805-11 (0x080511) are returned to
est. DTC P2522-1F (0x25221F) is not returned because its status of 0x00 does not

the client’s
match the
The server

Tabje 295 defines the ReadDTClInformation, sub-function = reportDTCByStatusMask, request mg¢ssage flow
example #2.
Table 295 — ReadDTCIinformation, sub-function = reportDTCByStatusMask,
request message flow example #2
Message direction client — server
Megsage Type Request
A_Data Byte |Description (all values are‘in hexadecimal) Byte Value [Mneménic
#1 ReadDTClInformationiRequest SID 0x19 RDTCI
#2 sub-function = reportDTCByStatusMask, 0x02 RDTCBSM
suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 0x84 DTCSM

Tabje 296 defines the ReadDTCInformation, sub-function = reportDTCByStatusMask, positive
example #2,

response,
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Table 296 — ReadDTCInformation, sub-function = reportDTCByStatusMask,
positive response, example #2

Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCByStatusMask 0x02 RDTCBSM
#3 DTCStatusAvailabilityMask Qx7E DTCSAM
#4 DTCAndStatusRecord#1 [ DTCHighByte ] 0x0A DTCHB
#5 DTCAndStatusRecord#1 [ DTCMiddleByte ] 0x9B DTCMB
#6 DTCAnNndStatusRecord#1 [ DTCLowByte ] 0x17 DICLB
#7 DTCAnNndStatusRecord#1 [ statusOfDTC ] 0x24 S@DTC
#8 DTCANndStatusRecord#2 [ DTCHighByte ] 0x08 DTCHB
#9 DTCAndStatusRecord#2 [ DTCMiddleByte ] 0x05 DTCMB
#10 DTCAnNndStatusRecord#2 [ DTCLowByte ] 0x11 DTCLB
#11 DTCAnNdStatusRecord#2 [ statusOfDTC ] 0x2F SODTC
11.3.5.4 Example #3 - ReadDTCInformation, sub-function = réeportDTCByStatusMask, no matching
DTCs returned
11.3.5.4.1 | Example #3 overview
This example demonstrates usage of the reportDTCByStatusMask sub-function parameter, in the situgtion
where no D[TCs match the client defined DTCStatusMask.
11.3.5.4.2 | Example #3 assumptions
The server|supports all status bits for masking purposes, except for bit 7 “warningindicatorRequested”. [The
server supgorts a total of two DTCs (for.the sake of simplicity!), which have the following states at the time of
the client request:
The followihg assumptions ,apply to DTC P2522-1F A/C Request “B” - circuit intermittent (0x2522[1F),
statusOfDT[C 0x24 (0010 01Q0p).
Table 297 defines the-statusOfDTC= 0x24 of DTC P2522-1F.
Table 297 — statusOfDTC= 0x24 of DTC P2522-1F
statusOfDTC . bit field name Bit # | Bit state | Description
testFailed 0 0 DTC is no longer failed at the time of the request
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cycle
confirmedDTC 3 0 DTC is not confirmed at the time of the request
testNotCompletedSinceLastClear 4 0 DTC test were completed since the last code clear
testFailedSincelLastClear 5 1 DTC test failed at least once since last code clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
warningIndicatorRequested 7 0 Server is not requesting warninglndicator to be active
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The following assumptions apply to DTC POA9B-17 Hybrid Battery Temperature Sensor - circuit voltage
above threshold (0x0A9B17), statusOfDTC of 0x00 (0000 0000y,).

Table 298 defines the statusOfDTC = 0x00 of DTC POA9B-17.

Table 298 — statusOfDTC = 0x00 of DTC POA9B-17

statusOfDTC: bit field name Bit# | Bit state | Description

testFailed 0 0 DTC is not failed at the time of the request

testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle

peLdingDTC 2 0 DTC was not failed on the current or previdus|operation
cycle

comfirmedDTC 3 0 DTC is not confirmed at the time of,the'fequegt

testNotCompletedSinceLastClear 4 0 DTC test were completed since the last code ¢lear

tegtFailedSincelLastClear 5 0 DTC test never failed sinceNast code clear

tegtNotCompletedThisOperationCycle 6 0 DTC test completed this, operation cycle

wafninglndicatorRequested 7 0 Server is not requesting warninglndicator to bg active

The)

11.3

In the following example, none of the above DTCs are

client requests the server to reportByStatusMask all

.5.4.3 Example #3 message flow

DTCs having bit 0 (TestFailed) set to logigal ‘1°.

returned to the client’s request because hone of the

DT(Cs has failed the test at the time of the request.
Table 299 defines the ReadDTClInformation, sub-function = reportDTCByStatusMask, request me¢ssage flow
example #3.
Table 299 — ReadDTCInformation, sub-function = reportDTCByStatusMask,
request message flow example #3
Megsage direction client —» server
Megsage Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mneménic
#1 ReadDTCInformation Request SID 0x19 RDTCI
#2 Sub-function = reportDTCByStatusMask, 0x02 RDTCBSM
suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 0x01 DTCSM

Table 300 defines the ReadDTCInformation, sub-function =

example #3.
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Table 300 — ReadDTClInformation, sub-function = reportDTCByStatusMask,
positive response, example #3

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCByStatusMask 0x02 RDTCBSM
#3 DTCStatusAvailabilityMask OX7F DTCSAM

11.3.5.5 Example #4 - ReadDTCInformation, sub-function = reportDTCSnapshotldentification

11.3.5.5.1 | Example #4 overview

This example demonstrates the usage of the reportDTCSnapshotldentification sub-functien parameter.

11.3.5.5.2 | Example #4 assumptions

The following assumptions apply:

— The sefver supports the ability to store two DTCSnapshot records.fot a given DTC.

— The server shall indicate that two DTCSnapshot records are currently stored for DTC number 0x123456.
For thg purpose of this example, assume that this DTC had“occurred three times (such that only the|first
and mgst recent DTCSnapshot records are stored because of lack of storage space within the server)

— The sefver shall indicate that one DTCSnapshot record is currently stored for DTC number 0x789ABQ.

— Al DT¢Snapshot records are stored in ascending order.

11.3.5.5.3 | Example #4 message flow

In the following example, three DTCSnapshot records are returned to the client’s request.

Table 301 |defines the ReadDTCInformation, sub-function = reportDTCSnapshotidentification, reqpest

message flow example #4.

Thable 301 — ReadDTCInformation, sub-function = reportDTCSnapshotldentification,
request message flow example #4
Message djrection client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportDTCSnapshotldentification, 0x03 RDTCSSI
suppressPosRspMsglndicationBit = FALSE
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Table 302 defines the ReadDTCInformation, sub-function = reportDTCSnapshotldentification, positive
response, example #4.

Table 302 — ReadDTCInformation, sub-function = reportDTCSnapshotldentification,
positive response, example #4

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClnformation Dccpnncﬂ SID 0Ox59 RDTCIPR
#2 reportType = reportDTCSnapshotldentification 0x03 RDTCSYSI
#3 DTCAndStatusRecord#1 [ DTCHighByte ] 0x12 DTCHE
#4 DTCAnNdStatusRecord#1 [ DTCMiddleByte ] 0x34 DTCMB
#5 DTCAnNndStatusRecord#1 [ DTCLowBYyte ] 0x%56 DTCLB
#6 DTCSnapshotRecordNumber#1 0x01 DTCEDORC
#7 DTCAndStatusRecord#2 [ DTCHighByte ] 0x12 DTCHE
#8 DTCAnNdStatusRecord#2 [ DTCMiddleByte ] 0x34 DTCMB
#9 DTCAnNndStatusRecord#2 [ DTCLowBYyte ] 0x56 DTCLB
#10 DTCSnapshotRecordNumber#2 0x02 DTCEDORC
#11 DTCAndStatusRecord#3 [ DTCHighByte ] 0x78 DTCHE
#12 DTCAnNdStatusRecord#3 [ DTCMiddleByte ] 0x9A DTCMB
#13 DTCAndStatusRecord#3 [ DTCLowByte ] 0xBC DTCLB
#14 DTCSnapshotRecordNumber#3 0x01 DTCEDORC

11.3.5.6 Example #5 - ReadDTCInformation, sub-function = reportDTCSnapshotRecord-
ByDTCNumber

11.3.5.6.1 Example #5 overview
Thi§ example demonstrates” the usage of the reportDTCSnapshotRecordByDTCNumber sub-function
parameter. This example also applies to the sub-function parameter reportUserDefMemory-
DT¢SnapshotRecordByDTCNumber, except that the checks are performed with the DTCs stored in the user
defined memory.

11.3.5.6.2 Example #5 assumptions

Thel following assumptions apply:

— Thc SCIVCTI ouppuﬁo thc abi“ty tU DtUIC tVVU DTCSIIdptht chuldb fUI d UiVCII DTC

— This example assumes a continuation of the previous example.

— Assume that the server requests the second of the two DTCSnapshot records stored by the server for
DTC number 0x123456 (see previous example, where a DTCSnapshotRecordCount of 0x02 is returned

to the client).

— Assume that DTC 0x123456 has a statusOfDTC of 0x24, and that the following environment data is
captured each time a DTC occurs.

— The DTCSnapshot record data is referenced via the dataldentifier 0x4711.
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Table 303 defines the DTCSnapshot record content.

Table 303 — DTCSnapshot record content

Data Byte |DTCSnapshot Record Contents Byte Value
#1 DTCSnapshotRecord [ data#1 ] = ECT (Engine Coolant Temperature) 0xA6
#2 DTCSnapshotRecord [ data#2 ] = TP (Throttle Position) 0x66
#3 DTCSnapshotRecord [ data#3 ] = RPM (Engine Speed) 0x07
#4 DTCSnapshotRecord [ data#4 ] = RPM (Engine Speed) 0x50
#5 DTCSnapshotRecord [ data#5 ] = MAP (Manifold Absolute Pressure) 0x20

11.3.5.6.3 | Example #5 message flow

’

In the following example, one DTCSnapshot record is returned in accordances to the clignt’s
reportDTCSnapshotRecordByDTCNumber request.

Table 304 [defines the ReadDTCInformation, sub-function = reportDTCSnapshotRecordByDTCNumber,
request megsage flow example #5.

Table [304 — ReadDTCInformation, sub-function = reportDTCSnapshotRecordByDTCNumber,
request message flow example #5

Message djrection client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportDTCSnapshotRecordByDTCNumber, 0x04 RDTCSSRBDN
suppressPosRspMsglndicationBit = FALSE
#3 DTCMaskRecord [ DTCHighByte ] 0x12 DTCHB
#4 DTCMaskRecord [ DTCMiddieByte ] 0x34 DTCMB
#5 DTCMaskRecord [ DTCLowBYte ] 0x56 DTCLB
#6 DTCSnapshotRecerdNumber 0x02 DTCSSRN

Table 305 [defines the_ ‘ReadDTCInformation, sub-function = reportDTCSnapshotRecordByDTCNumber,
positive response, example #5.
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Table 305 — ReadDTCInformation, sub-function = reportDTCSnapshotRecordByDTCNumber,

positive response, example #5

Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCSnapshotRecordByDTCNumber 0x04 RDTCSSRBDN
#3 DTCAndStatusRecord [ DTCHighByte ] 0x12 DICHR
#4 DTCAndStatusRecord [ DTCMiddleByte ] 0x34 DTCMB
#5 DTCAnNndStatusRecord [ DTCLowByte ] 0x56 DTCLB
#6 DTCAnNndStatusRecord [ statusOfDTC ] 0x24 SODT(
#7 DTCSnapshotRecordNumber 0x02 DTCEDORN
#8 DTCSnapshotRecordNumberOfldentifiers 0x01 DTCSYRNI
#9 dataldentifier [ byte#1 ] (MSB) 0x47 DIDB1
#10 dataldentifier [ byte#2 ] (LSB) 0x11 DIDB2
#11 DTCSnapshotRecord [ data#1] = ECT 0xA6 ED_1
#12 DTCSnapshotRecord [ data#2 ] = TP 0x66 ED 2
#13 DTCSnapshotRecord [ data#3 ] = RPM 0x07 ED_3
#14 DTCSnapshotRecord [ data#4 ] = RPM 0x50 ED 4
#15 DTCSnapshotRecord [ data#5 ] = MAP 0x20 ED 5
11.3.5.7 Example #6 - ReadDTCInformation, sub-function = reportDTCStoredDataByRecorfiNumber
11.3.5.7.1 Example #6 overview
Thig example demonstrates the usage of the reportDTCStoredDataByRecordNumber sub-function|parameter.
11.3.5.7.2 Example #6 assumptions
Thejfollowing assumptions apply:

The server sGpports the ability to store two DTCStoredDataRecords for a given DTC.

This example assumes a continuation of the previous example.

Assume that the server requests the second of the two DTCStoredDataRecords stored by th

[ DTC number 0x123456 (see previous example where a DTCStaredDataRecordCount of twa

to the client).

e server for

is returned

Assume that DTC 0x123456 has a statusOfDTC of 0x24, and that the following environment data is
captured each time a DTC occurs.

The DTCStoredData record data is referenced via the dataldentifier 0x4711.
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Table 306 defines the DTCStoredData record content.

Table 306 — DTCStoredData record content

Data Byte |DTCSnapshot Record Contents Byte Value
#1 DTCStoredDatatRecord [ data#1 ] = ECT (Engine Coolant Temp.) 0xA6
#2 DTCStoredDataRecord [ data#2 | = TP (Throttle Position) 0x66
#3 DTCStoredDataRecord [ data#3 ] = RPM (Engine Speed) 0x07
#4 DTCStoredDataRecord [ data#4 ] = RPM (Engine Speed) 0x50
#5 DTCStoredDataRecord [ data#5 ] = MAP (Manifold Absolute Pressure) 0x20

11.3.5.7.3 | Example #6 message flow

In the following example, DTCStoredData record number two is requested and the serverireturns the DTCland

DTCStoredpPata record content.

Table 307 gefines the ReadDTClInformation, sub-function = reportDTCStoredDataByRecordNumber, reqpest

message flow example #6.

Table 307 — ReadDTCInformation, sub-function = reportDTCStoredDataByRecordNumber,

request message flow example #6

Message djrection client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportDTCStoredDataByRecordNumber, 0x05 RDTCSDRBRN
suppressPosRspMsglndicationBit = FALSE
#3 DTCStoredDataRecordNumber 0x02 DTCSDRN

Table 308 defines the ReadDTClnformation, sub-function = reportDTCStoredDataByRecordNumber, posjtive

response, gxample #6.

Table 308 — ReadDTCInformation, sub-function = reportDTCStoredDataByRecordNumber,

positive response, example #6

Message djrection server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCStoredDataByRecordNumber 0x05 RDTCSDRBRN
#3 DTCStoredDataRecordNumber 0x02 DTCSDRN
#4 DTCAndStatusRecord [ DTCHighByte ] 0x12 DTCHB
#5 DTCAnNndStatusRecord [ DTCMiddleByte ] 0x34 DTCMB
#6 DTCAndStatusRecord [ DTCLowByte ] 0x56 DTCLB
#7 DTCAndStatusRecord [ statusOfDTC ] 0x24 SODTC
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Table 308 — (continued)

Message direction server — client
Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#8 DTCStoredDataRecordNumberOfldentifiers 0x01 DTCSDRNI
#9 dataldentifier [ byte#1 (MSB) ] 0x47 DIDB1
#10 dataldentifier [ byte#2 ] (LSB) 0x11 DIDB2
T DTCStoredDataRecord | data#1 ] = ECI UXAB ED_T
#12 DTCStoredDataRecord [ data#2 ] = TP 0x66 ED.2
#13 DTCStoredDataRecord [ data#3 ] = RPM 0x07 ED 3
#14 DTCStoredDataRecord [ data#4 ] = RPM 0x50 ED_4
#15 DTCStoredDataRecord [ data#5 | = MAP 0x20 ED_5
11.3.5.8 Example #7 - ReadDTCInformation, sub-function = reportDTCExtDataRecordByDTCNumber
11.3.5.8.1 Example #7 overview
Thi§ example demonstrates the usage of the reportDTCExtDataRecordByDTCNumber sub-function
parameter. This example also applies to the subfunction parameter reportUserDefMemory-
DTC@ExtDataRecordByDTCNumber, except that the checks ‘are performed with the DTCs stored|in the user
defipned memory.
11.3.5.8.2 Example #7 assumptions
The| following assumptions apply:
— | The server supports the ability to store two DTCExtendedData records for a given DTC.
— |Assume that the server requests all available DTCExtendedData records stored by the seryer for DTC
number 0x123456.
— |Assume that DTC 0x123456 has a statusOfDTC of 0x24, and that the following extended datalis available
for the DTC.
— | The DTCExtendédData is referenced via the DTCExtDataRecordNumbers 0x05 and 0x10
Table 309 — DTCExtDataRecordNumber 0x05 content
Da‘a Byte' |DTCExtDataRecord Contents for DTCExtDataRecordNumber 0x05 Byte Value
I #1 ‘VAV’dIIII'UIJ Cyu:c CUUIItCI - ?‘;ulllbcl Uf wdallTll UIJ uyu:ca b;llbc t:lc DTC bUIIIIIIdIIdC\J t:IU ?V‘“L tU 0X17
switch off
Table 310 — DTCExtDataRecordNumber 0x10 content
Data Byte |DTCExtDataRecord Contents for DTCExtDataRecordNumber 0x10 Byte Value
#1 DTC Fault Detection Counter — Increments each time the DTC test detects a fault, 0x79
Decrements each time the test reports no fault.
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11.3.5.8.3 Example #7 message flow

In the following example, a DTCMaskRecord including the DTC number and a DTCExtDataRecordNumber
with the value of OxFF (report all DTCExtDataRecords) is requested by the client. The server returns two
DTCExtDataRecords which have been recorded for the DTC number submitted by the client.

Table 311 defines the ReadDTClInformation, sub-function = reportDTCExtDataRecordByDTCNumber, request
message flow example #7.

Table 311 — ReadDTCInformation, sub-function = reportDTCExtDataRecordByDTCNumber,

request message flow example #7

Message direction

client — server

Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportDTCExtDataRecordByDTCNumber, 0x06 RDTCEDRBDN
suppressPosRspMsglndicationBit = FALSE
#3 DTCMaskRecord [ DTCHighByte ] 0x12 DTCHB
#4 DTCMaskRecord [ DTCMiddleByte ] 0x34 DTCMB
#5 DTCMaskRecord [ DTCLowBYyte ] 0x56 DTCLB
#6 DTCExtDataRecordNumber OxFF DTCEDRN

Table 312 defines the ReadDTClInformation, sub-function = reportDTCExtDataRecordByDTCNumber, pos

response, gxample #7.

Tablg 312 — ReadDTCInformation, sub-function = reportDTCExtDataRecordByDTCNumber,

positive response, example #7

itive

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation-Response SID 0x59 RDTCIPR
#2 reportType = reportDTCExtDataRecordByDTCNumber 0x06 RDTCEDRBDN
#3 DTCAndStatusRecord [ DTCHighByte ] 0x12 DTCHB
#4 DTCAfdStatusRecord [ DTCMiddleByte ] 0x34 DTCMB
#5 DTCANndStatusRecord [ DTCLowBYyte ] 0x56 DTCLB
#6 DTCAnNdStatusRecord [ statusOfDTC ] 0x24 SODTC
#7 DTCExtDataRecordNumber 0x05 DTCEDRN
#8 DTCExtDataRecord [ byte#1 ] 0x17 ED_1
#9 DTCExtDataRecordNumber 0x10 DTCEDRN
#10 DTCExtDataRecord [ byte#1 ] 0x79 ED_1
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11.3.5.9 Example #8 - ReadDTCInformation, sub-function = reportNumberOfDTC-

BySeverityMaskRecord

11.3.5.9.1 Example #8 overview

This example demonstrates the usage of the reportNumberOfDTCBySeverityMaskRecord sub-function
parameter.

11.3.5.9.2 Example #8 assumptions

The server supports a total of three DTCs which have the following states at the time of the client request:

The)
abo
0x2
NOT

Tab

e 313 defines the statusOfDTC = 0x24 of DTC POA9B-17.

Table 313 — statusOfDTC = 0x24 of DTC P0OA9B-17

following assumptions apply to DTC POA9B-17 Hybrid Battery Temperature Sensor--“cirguit voltage
ve threshold (0x0A9B17), statusOfDTC 0x24 (0010 0100b), DTCFunctionalUnit = 0x10;DTCSeverity =
D:

E Only bit 7 to 5 of the severity byte are valid.

stqtusOfDTC: bit field name Bit# | Bit state | Description

testFailed 0 0 DTC is/nd longer failed at the time of the request
tegtFailedThisOperationCycle 1 0 BTC never failed on the current operation cycle
pepdingDTC 2 1 DTC failed on the current or previous operafion cycle
corLfirmedDTC 3 0 DTC is not confirmed at the time of the requpst
testNotCompletedSincelLastClear 4 0 DTC test were completed since the last codg¢ clear
testFailedSincelLastClear 5 1 DTC test failed at least once since last code|clear
tegtNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
wafninglndicatorRequested 7 0 Server is not requesting warninglndicator to[be active

Thel| following assumptions (apply to DTC P2522-1F A/C Request “B” - circuit intermittent (0x25221F),

statpsOfDTC of 0x00 (00000000 binary), DTCFunctionalUnit = 0x10, DTCSeverity = 0x20:

NOTE Only bit 7 ta_5,0f the severity byte are valid.

Table 314 defingsthe statusOfDTC = 0x00 of DTC P2522-1F.

Table 314 — statusOfDTC = 0x00 of DTC P2522-1F
stqtusOfDTC: bit field name Bit# | Bit state | Description
testFailed 0 0 DTC is not failed at the time of the request
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle
pendingDTC 2 0 DTC was not failed on the current or previous operation
cycle

confirmedDTC 3 0 DTC is not confirmed at the time of the request
testNotCompletedSincelLastClear 4 0 DTC test were completed since the last code clear
testFailedSinceLastClear 5 0 DTC test never failed since last code clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be active
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The following assumptions apply to DTC P0805-11 Clutch Position Sensor - circuit short to ground
(0x080511), statusOfDTC of 0x2F (0010 1111,), DTCFunctionalUnit = 0x10, DTCSeverity = 0x40:

NOTE

Only bit 7 to 5 of the severity byte are valid.

Table 315 defines the statusOfDTC = 0x2F of DTC P0805-11.

Table 315 — statusOfDTC = 0x2F of DTC P0805-11

statusOfDTC: bit field name Bit # Bit state Description
testFailed Q 1 DTC is failed at the time of the. regl 1est
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cygle
confirmedDTC 3 1 DTC is confirmed at the time of the request
testNotConppletedSincelLastClear 4 0 DTC test were completed since the |ast code clear
testFailedS|nceLastClear 5 1 DTC test failed at least once since last code clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this(operation cycle
warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be active
The server pupports the testFailed and confirmedDTC status bits for masking purposes.
11.3.5.9.3 | Example #8 message flow
In the following example, a count of one is returned to the-glient because DTC P0805-11 (0x080511) match
the client d¢fined severity mask record of 0xC001 (DTCSeverityMask = 110x xxxx, = 0xC0, DTCStatusMagk =
0000 0001y).
Table 316 Hdefines the ReadDTCInformation, .saob-function = reportNumberOfDTCBySeverityMaskRedord,

request me

5sage flow example #8.

Table 316 — ReadDTCInformationsgsub-function = reportNumberOfDTCBySeverityMaskRecord,
request message flow example #8
Message djrection client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mnemonic
#1 ReadDTClnformation Request SID 0x19 RDTCI
#2 sub-function = reportNumberOfDTCBySeverityMaskRecord, 0x07 RNODTCBSMR
suppressPosRspMsglndicationBit = FALSE
#3 nTr‘Qn\lr\rih]ll\/lacl(Dnr\nrH(ﬂTf‘Qn\lr\rifyl\/lacl() QxCO DTCS\/M
#4 DTCSeverityMaskRecord(DTCStatusMask) 0x01 DTCSM
Table 317 defines the ReadDTCInformation, sub-function = reportNumberOfDTCBySeverityMaskRecord,

positive res

228

ponse, positive response, example #8.
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Table 317 — ReadDTCInformation, sub-function = reportNumberOfDTCBySeverityMaskRecord,

positive response, example #8

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportNumberOfDTCBySeverityMaskRecord 0x07 RNODTCBSMR
#3 DICStatusAvailahilityMask 0x09 DTCSAN
#4 DTCFormatldentifier = ISO_14229-1_DTCFormat 0x01 14229-1DTCF
#5 DTCCount [ DTCCountHighByte ] 0x00 DTCCHH
#6 DTCCount [ DTCCountLowByte ] 0x01 DTCCLB

11.3
11.3
Thig
11.3
The]
In t
0xG
the
bits
NOT
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In th

.5.10 Example #9 - ReadDTCInformation, sub-function = reportDTCBySeverityMaskRec
.5.10.1 Example #9 overview
example demonstrates the usage of the reportDTCBySeverityMaskRecord sub-function paran
.5.10.2 Example #9 assumptions

assumptions defined in 11.3.5.9.2 and those defined.inthis subclause apply.
ne following example, the DTC P0805-11 (0x080511) match the client defined severity mas
001 (DTCSeverityMask = 0xC0 = 110x XXXXy;” DTCStatusMask = 0x01, 0000 0001,) and is
client. The severity of DTC P0805-11 (0x880511) is 0x40 (010x XXXX,). The server suppor
for masking purposes, except for bit 7 ‘warningindicatorRequested”.
E Only bit 7 to 5 of the severity mask byte are valid.

.5.10.3 Example #9 message flow

e following example, one"DTCSeverityRecord is returned to the client’s request.

ord

heter.

k record of
reported to
ts all status

Table 318 defines the. -ReadDTClInformation, sub-function = reportDTCBySeverityMaskRecord, request
megsage flow example#9.
Table\318 — ReadDTCInformation, sub-function = reportDTCBySeverityMaskRecord,
request message flow example #9
Megsage direction client —» server
MeSsageType—Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportDTCBySeverityMaskRecord, 0x08 RDTCBSMR
suppressPosRspMsglndicationBit = FALSE
#3 DTCSeverityMaskRecord(DTCSeverityMask) 0xCO DTCSVM
#4 DTCSeverityMaskRecord(DTCStatusMask) 0x01 DTCSM
© 1SO 2013 — All rights reserved 229



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

Table 319 — ReadDTCInformation, sub-function = reportDTCBySeverityMaskRecord, positive
response, example #9

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCBySeverityMaskRecord 0x08 RDTCBSMR
#3 DTCStatusAvailahilityMask Ox7ZE DICSAM
#4 DTCSeverityRecord#1 [ DTCSeverity ] 0x40 DTCS
#5 DTCSeverityRecord#1 [ DTCFunctionalUnit ] 0x10 DTCFU
#6 DTCSeverityRecord#1 [ DTCHighByte ] 0x08 DTCHB
#7 DTCSeverityRecord#1 [ DTCMiddleByte ] 0x05 DTEMB
#8 DTCSeverityRecord#1 [ DTCLowBYyte ] 0x11 DTCLB
#9 DTCSeverityRecord#1 [ statusOfDTC ] 0X2F SODTC

11.3.5.11 Example #10 - ReadDTCInformation, sub-function = reportSeveritylnformationOfDTC
11.3.5.11.1] Example #10 overview

This example demonstrates the usage of the reportSeveritylnformationOfDTC sub-function parameter.
11.3.5.11.2| Example #10 assumptions

The assumptions defined in 11.3.5.10.2 apply.

11.3.5.11.3| Example #10 message flow

In the following example, the DTC P0805-11 (0x080511), which matches the client defined DTC mask reqord,
is reported o the client.

Tjable 320 — ReadDTCInformation, sub-function = reportSeveritylnformationOfDTC,
request message flow example #10

Message direction client — server

Message Type Request

A_Data Byte |Desegription (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub=functiom=TreportSeveritytnformationofBTE; %09 RSISBTE

suppressPosRspMsglndicationBit = FALSE

#3 DTCMaskRecord [ DTCHighByte ] 0x08 DTCHB
#4 DTCMaskRecord [ DTCMiddleByte ] 0x05 DTCMB
#5 DTCMaskRecord [ DTCLowByte ] 0x11 DTCLB
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Table 321 — ReadDTCInformation, sub-function = reportSeveritylnformationOfDTC, positive response,
example #10

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCBySeverityMaskRecord 0x09 RSIODTC
#3 DTCStatusAvailahilityMask Qx7F DTCSAM
#4 DTCSeverityRecord [ DTCSeverity ] 0x40 bTCS
#5 DTCSeverityRecord [ DTCFunctionalUnit ] 0x10 DTCFU
#6 DTCSeverityRecord [ DTCHighByte ] 0x08 DTCHB
#7 DTCSeverityRecord [ DTCMiddleByte ] 0x05 DTCMB
#8 DTCSeverityRecord [ DTCLowBYyte ] 0x11 DTCLB
#9 DTCSeverityRecord [ statusOfDTC ] 0x2F SODTC

11.3.5.12 Example #11 — ReadDTCInformation - sub-function=reportSupportedDTCs

11.3.5.12.1 Example #11 overview

Thig example demonstrates the usage of the reportSupportedDTCs sub-function parameter.

11.3.5.12.2 Example #11 assumptions

Thelassumptions defined in 11.3.5.10.2 apply.‘Besides the following assumptions apply:

The server supports a total of three-DTCs (for the sake of simplicity!), which have the followi

the time of the client request.

The following assumptions(apply to DTC 0x123456, statusOfDTC 0x24 (0010 0100,)

Table 322 — statusOfDTC = 0x24

ng states at

stqtusOfDTC: bit field-name Bit # Bit state Description

testFailed 0 0 DTC is not failed at the time of the request
testFailedThisOperationCycle 1 0 DTC never failed on the current operation [cycle
pepdingDTC 2 1 DTC failed on the current or previous opergtion cycle
cor||firmedDTC 3 0 DTC was never confirmed
testNotCompletedSinceLastClear 4 0 DTC test were completed since the last code clear
testFailedSincelLastClear 5 1 DTC failed at least once since last code clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
warningIndicatorRequested 7 0 Server is not requesting warninglndicator to be active

The following assumptions apply to DTC 0x234505, statusOfDTC of 0x00 (0000 0000y,)

© 1SO 2013 — All rights reserved

231



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

Table 323 — statusOfDTC = 0x00

statusOfDTC: bit field name Bit # Bit state Description

testFailed 0 0 DTC is not failed at the time of the request

testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle

pendingDTC 2 0 DTC was not failed on the current or previous

operation cycle

confirmedDTC 3 0 DTC is not confirmed at the time of the request

testNotCompletedSincel.astClear 4 0 DTC test were completed since the last code clear

testFailedS|ncelLastClear 5 0 DTC test never failed since last code clear

testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle

warningIndicatorRequested 7 0 Server is not requesting warninglndicator to be actjve
The following assumptions apply to DTC OxABCDO01, statusOfDTC of 0x2F (0010 1114;)

Table 324 — statusOfDTC = 0x2F

statusOfDTC: bit field name Bit # Bit state Description
testFailed 0 1 DTC is failediat the time of the request
testFailedThisOperationCycle 1 1 DTC failed\on the current operation cycle
pendingDTC 2 1 DTCfeiled on the current or previous operation cycle
confirmedD[TC 3 1 DTC is confirmed at the time of the request
testNotConppletedSincelLastClear 4 0 DTC test were completed since the last code clear
testFailedS|nceLastClear 5 1 DTC test failed at least once since last code clear
testNotConpletedThisOperationCycle 6 0 DTC test completed this operation cycle
warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be actiye
11.3.5.12.3| Example #11 message flow
In the folloying example, all-three of the above DTCs are returned to the client’'s request because all|are

supported.

Table-325 — ReadDTCInformation, sub-function = reportSupportedDTCs,

request message flow example #11

Message djrection

client — server

Message Type Rectrest
A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportSupportedDTCs, O0x0A RSUPDTC
suppressPosRspMsglndicationBit = FALSE
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Table 326 — ReadDTCInformation, sub-function = readSupportedDTCs,
positive response, example #11

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = readSupportedDTCs O0x0A RSUPDTC
#3 DICStatusAvailahilityMask 0x7ZE DICSAM
#4 DTCAndStatusRecord#1 [ DTCHighByte ] 0x12 DTICHE
#5 DTCAnNdStatusRecord#1 [ DTCMiddleByte ] 0x34 DTCMB
#6 DTCAnNndStatusRecord#1 [ DTCLowBYyte ] 0x56 DTCLB
#7 DTCAnNdStatusRecord#1 [ statusOfDTC ] 0x24 SODT(
#8 DTCAndStatusRecord#2 [ DTCHighByte ] 0x23 DTCHE
#9 DTCAnNdStatusRecord#2 [ DTCMiddleByte ] 0x45 DTCMB
#10 DTCAnNdStatusRecord#2 [ DTCLowBYyte ] 0x05 DTCLB
#11 DTCAnNdStatusRecord#2 [ statusOfDTC ] 0x00 SODT(
#12 DTCAnNdStatusRecord#3 [ DTCHighByte ] 0xAB DTCHH
#13 DTCAnNdStatusRecord#3 [ DTCMiddleByte ] 0xCD DTCMB
#14 DTCAndStatusRecord#3 [ DTCLowByte ] 0x01 DTCLB
#15 DTCAnNdStatusRecord#3 [ statusOfDTC ] 0x2F SODT(

11.3.5.13 Example #12 - ReadDTCInformation, sub-function = reportFirstTestFailedDTC, information
available

11.3.5.13.1 Example #12 overview.

Thig example demonstrates Usage of the reportFirstTestFailedDTC sub-function parameter, where it is
assyimed that at least one failed DTC occurred since the last ClearDiagnosticinformation requgst from the
seryer.

If exactly one DTC failed within the server since the last ClearDiagnosticinformation request from the server,
then the server would return the same information in response to a reportMostRecentTestFailedQTC request
fronp the client.

In this example, the status of the DTC returned in response to the reportFirstTestFailedDTC is no longer
current’at the time of the request (the same phenomenon is possible when requesting the server fo report the
mogt récent failed / confirmed DTC).

The general format of request/response messages in the following example is also applicable to sub-function
parameters reportFirstConfirmedDTC, reportMostRecentTestFailedDTC, and reportMostRecent-
ConfirmedDTC (for the appropriate DTC status and under similar assumptions).

11.3.5.13.2 Example #12 assumptions

The following assumptions apply:

— Atleast one DTC failed since the last ClearDiagnosticinformation request from the server.

— The server supports all status bits for masking purposes.
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— DTC number 0x123456 = first failed DTC to be detected since the last code clear.

— The following assumptions apply to DTC 0x123456, statusOfDTC 0x26 (0010 0110y):

Table 327 — statusOfDTC = 0x26

statusOfDTC: bit field name Bit # Bit state Description

testFailed 0 0 DTC is not failed at the time of the request
testFailedThisOperationCycle 1 1 DTC never failed on the current operation cycle
pendingDTE& 2 4 PFc-tafted-onthe-currentorprevieus-operation-eygle
confirmedDTC 3 0 DTC was never confirmed
testNotConppletedSincelLastClear 4 0 DTC test were completed since the last code-clear
testFailedS|ncelLastClear 5 1 DTC failed at least once since last cade’clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operatioh [cycle
warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be active

11.3.5.13.3

Example #12 message flow

In the following example DTC 0x123456 is returned to the client’s request.

request message flow example #12

Table 328 — ReadDTCInformation, sub-function =<reportFirstTestFailedDTC,

Message direction

client — server

Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportFirstTestFailedDTC, 0x0B RFCDTC
suppressPosRspMsglndicationBit = FALSE

positive response, example #12

Table 329 — ReadDTCInformation, sub-function = reportFirstTestFailedDTC,

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportFirstTestFailedDTC 0x0B RFCDTC
#3 DTCStatusAvailabilityMask OxFF DTCSAM
#4 DTCAndStatusRecord [ DTCHighByte ] 0x12 DTCHB
#5 DTCAndStatusRecord [ DTCMiddleByte ] 0x34 DTCMB
#6 DTCAndStatusRecord [ DTCLowByte ] 0x56 DTCLB
#7 DTCAnNdStatusRecord [ statusOfDTC ] 0x26 SODTC
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11.3.5.14 Example #13 - ReadDTCInformation, sub-function = reportFirstTestFailedDTC, no
information available

11.3.5.14.1 Example #13 overview

This example demonstrates usage of the reportFirstTestFailedDTC sub-function parameter, where it is
assumed that no failed DTCs have occurred since the last ClearDiagnosticinformation request from the
server.

The general format of request/response messages in the following example is also applicable to sub-function
parameters reportFirstConfirmedDTC, reportMostRecentTestFailedDTC, and
reportMostRecentConfirmedDTC (for the appropriate DTC status and under similar assumptions).

11.3.5.14.2 Example #13 assumptions

Thel following assumptions apply:

No failed DTCs have occurred since the last ClearDiagnosticinformation request fiem the server.
The| server supports all status bits for masking purposes.

11.3.5.14.3 Example #13 message flow

In the following example no DTC is returned to the client’s request.

Table 330 — ReadDTCInformation, sub-function = reportFirstTestFailedDTC,
request message flow example #13

Message direction client — server
Megsage Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value [Mneménic
#1 ReadDTClInformation Request-SID 0x19 RDTCI
#2 sub-function = reportFirstTestFailedDTC, 0x0B RFCDTC
suppressPosRspMsglndicationBit = FALSE

Table 331—-ReadDTCInformation, sub-function = reportFirstTestFailedDTC,
positive response, example #13

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#9 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportFirstTestFailedDTC 0x0B RFCDTC
#3 DTCStatusAvailabilityMask OxFF DTCSAM

11.3.5.15 Example #14 - ReadDTCInformation, sub-function = reportNumberOfEmissionsOBD-
DTCByStatusMask

11.3.5.15.1 Example #14 overview

This example demonstrates the usage of the reportNumberOfEmissionsOBDDTCByStatusMask sub-function
parameter, as well as various masking principles.
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11.3.5.15.2 Example #14 assumptions

The server supports all status bits for masking purposes. Furthermore the server supports a total of three
emissions-related OBD DTCs (for the sake of simplicity!), which have the following states at the time of the
client request:

The following assumptions apply to emissions-related OBD DTC P0005-00 Fuel Shutoff Valve "A" Control
Circuit/Open (0x000500), statusOfDTC OxAE (1010 1110y).

Table 332 — statusOfDTC = 0xAE of DTC P0005-00

statusOfDTC: bit field name Bit# | Bit stafe Description
testFailed 0 0 DTC is not failed at the time of the request
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous-operation cygle
confirmedDTC 3 1 DTC is confirmed at the time of thetequest
testNotConppletedSincelLastClear 4 0 DTC test were completed since the last code clear
testFailedS|ncelLastClear 5 1 DTC failed at least once,since last code clear
testNotConpletedThisOperationCycle 6 0 DTC test completed'this operation cycle
warninglIndicatorRequested 7 1 Server is requésting warninglndicator to be active
(OBD DTC)

The followihg assumptions apply to emissions-related OBD BTC P022F-00 Intercooler Bypass Control| "B"
Circuit High (0x022F00), statusOfDTC of OxAC (1010 1100y,)s

Table 333 — statusOfDTC =0xAC of DTC P022F-00

statusOfDTC: bit field name Bit # | Bitstate Description
testFailed 0 0 DTC is not failed at the time of the request
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cygle
confirmedD[TC 3 1 DTC is confirmed at the time of the request
testNotConjpletedSinceLastClear. 4 0 DTC test were completed since the last code clear
testFailedS|ncelLastClear 5 1 DTC failed at least once since last code clear
testNotConpletedThis©pgerationCycle 6 0 DTC test completed this operation cycle,
warningIndicatorRequested 7 1 Server is requesting warninglndicator to be active
(OBD DTC)

The following assumptions apply to emissions-related OBD DTC P0OA09-00 DC/DC Converter Status Circuit
Low Input (0x0A0900), statusOfDTC of OxAF (1010 1111y).
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Table 334 — statusOfDTC = AF of DTC P0A09-00

statusOfDTC: bit field name Bit # Bit state Description
testFailed 0 1 DTC failed at the time of the request
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle
pendingDTC 2 1 DTC failed on the current or previous operation cycle
confirmedDTC 3 1 DTC is confirmed at the time of the request
testNotCompletedSincelLastClear 4 0 DTC test were completed since the last code clear
tesfFailedSinceLasiClear 5 T DTC testailed at least once since last code clear
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle
wafninglndicatorRequested 7 1 Server is requesting warninglndicator to b¢ active
(OBD DTC)

11.3.5.15.3 Example #14 message flow

In the following example, a count of three is returned to the client ‘because all DTCs deflned in the

assymptions match the client defined status mask of 0x08 — confirmedDTC (0000 1000).

Table 335 — ReadDTCInformation, sub-function = reportNumberOfEmissionsOBD-DTCByStatusMask,

request message flow example #14

Message direction client — server
Message Type Request
A_Data Byte |Description (all values are in hexade¢imal) Byte Value |Mnemorlic
#1 ReadDTCInformation Request SID 0x19 RDTCI
#2 sub-function = reportNumberOfEmissionsOBDDTCByStatusMask, 0x12 RNOOE®OBDDTCBS
suppressPosRspMsglndicationBit = FALSE M
#3 DTCStatusMask 0x08 DTCSM

Table 336 — ReadDTCInformation, sub-function = reportNumberOfEmissionsOBD-DTCByStatusMask,

positive response, example #14

Megsage direction server — client
Message Type Response
A_Data Byte\, Description (all values are in hexadecimal) Byte Value | Mnemonid
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reporthype—=reportNumberofEmissionsOBBBFEByStatusiask Bx42 RNSGOSESBDDTCBSM
#3 DTCStatusAvailabilityMask OxFF DTCSAM
#4 DTCFormatldentifier = SAE_J2012-DA_DTCFormat_00 0x00 J2012-DADTCFO00
#5 DTCCount [ DTCCountHighByte ] 0x00 DTCCHB
#6 DTCCount [ DTCCountLowByte ] 0x03 DTCCLB
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11.3.5.16 Example #15 - ReadDTCInformation, sub-function = reportEmissionsOBDDTC-
ByStatusMask, all matching OBD DTCs returned

11.3.5.16.1 Example #15 overview

This example demonstrates usage of the reportEmissionsOBDDTCByStatusMask sub-function parameter, as
well as various masking principles in conjunction with unsupported masking bits.

11.3.5.16.2 Example #15 assumptions

The server supports all status bits for masking purposes. The server supports a total of three DTCs (for the

sake of simplicity!) as defined in 11.3.5.15.2.
11.3.5.16.3| Example #15 message flow
In the following example, emissions-related OBD DTC P0005-AE Fuel Shutoff Valve "A" Conirel Circuit/Qpen
(0x000500)} P0O22F-00 Intercooler Bypass Control "B" Circuit High (0x022F00) andP0A09-00 DC/DC
Converter $tatus Circuit Low Input (Ox0A0900) are returned to the client’'s request because all DTCs deflned
in the assumnptions match the client defined status mask of 0x80 — warningIndicatorRequested (1000 0000|,).
NOTE The server shall bypass masking on those status bits it doesn’t support.
Tabl¢ 337 — ReadDTCInformation, sub-function = reportEmissionsOBDDTCByStatusMask,
request message flow example #15
Message djrection client — server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |[Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportEmissionsOBDDTCByStatusMask, 0x13 ROBDDTCBSM
suppressPosRspMsglIndicationBit = FALSE
#3 DTCStatusMask 0x80 DTCSM
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Table 338 — ReadDTCInformation, sub-function = reportDTCByStatusMask,

positive response, example #15

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportEmissionsOBDDTCByStatusMask 0x13 ROBDDTCBSM
#3 DTICStatusAvailahilityMask 0xEE DICSAM
#4 DTCAndStatusRecord#1 [ DTCHighByte ] 0x00 DTICHE
#5 DTCAnNdStatusRecord#1 [ DTCMiddleByte ] 0x05 DTCMB
#6 DTCAnNndStatusRecord#1 [ DTCLowBYyte ] 0x00 DTCLB
#7 DTCAnNdStatusRecord#1 [ statusOfDTC ] OxAE SODT(
#8 DTCAndStatusRecord#2 [ DTCHighByte ] 0x02 DTCHE
#9 DTCAnNdStatusRecord#2 [ DTCMiddleByte ] 0x2F DTCMB
#10 DTCAnNdStatusRecord#2 [ DTCLowBYyte ] 0x00 DTCLB
#11 DTCAnNdStatusRecord#2 [ statusOfDTC ] 0xAC SODT(
#12 DTCAndStatusRecord#3 [ DTCHighByte ] O0x0A DTCHE
#13 DTCAnNdStatusRecord#3 [ DTCMiddleByte ] 0x09 DTCMB
#14 DTCAndStatusRecord#3 [ DTCLowByte ] 0x00 DTCLB
#15 DTCAnNdStatusRecord#3 [ statusOfDTC ] OxAF SODT(

11.3.5.17 Example #16 - ReadDTCInformation, sub-function = reportEmissionsOBDDTC-
ByStatusMask (confirmedDTC and warningindicatorRequested), matching DTCs returned

11.3.5.17.1 Example #16 overview.

Thig example demonstrates usage of the reportEmissionsOBDDTCByStatusMask sub-function pgrameter, as
well as the masking principle_to request the server to report emissions-related OBD DTCs which are of the
statps "confirmedDTC" and warningIndicatorRequested (MIL = ON)" in conjunction with unsupported masking
bits] This example shows”a typical OBD Scan Tool type request for emissions-related OBD DTCs which cause

the MIL to be turned-ON and therefore do not pass the I/M (Inspection and Maintenance) test.

11.3.5.17.2 Example #16 assumptions

The| server. does not support bit 0 (testFailed), bit 4 (testNotCompletedSincelLastClear) [and bit 5
(tes}FaitedSinceLastClear) for masking purposes. This results in a DTCStatusAvailabilityMask value of OxCE

(11001110,).

The client uses a DTC status mask with the value of 0x88 (1000 1000,) because only DTCs with the status
"confirmedDTC = 1" and " warninglndicatorRequested = 1" shall be displayed to the technician. The server
supports a total of three DTCs (for the sake of simplicity!), which have the following states at the time of the

client request:

The following assumptions apply to DTC P010A-14 Mass or Volume Air Flow "A" - circuit short to ground or
open (0x010A14), statusOfDTC 0x00 (0000 0000y):
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Table 339 — statusOfDTC = 0x00 of DTC P010A-14

statusOfDTC: bit field name Bit# | Bit state | Description

testFailed 0 0 Not applicable

testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle

pendingDTC 2 0 DTC was not failed on the current or previous operation
cycle

confirmedDTC 3 0 DTC is not confirmed at the time of the request

testNotCompletedSincel astClear 4 0 Not applicable

testFailedS|nceLastClear 5 0 Not applicable

testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle

warningIndicatorRequested 7 0 Server is not requesting warninglndicater.to'be active

The following assumptions apply to DTC P0180-17 Fuel Temperature Sensor A-- Circuit voltage ahove

threshold (Jx018017), statusOfDTC of OX8E (1000 1110y):

Table 340 — statusOfDTC = 0x8E of DTC P0180-17

statusOfDTC: bit field name Bit # Bit state | Description

testFailed 0 0 Not applicable

testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle

pendingDTC 2 1 DTCfailed on the current or previous operation cycle
confirmedDTC 3 1 DIIC is confirmed at the time of the request
testNotConppletedSincelLastClear 4 0 Not applicable

testFailedS|ncelLastClear 5 0 Not applicable

testNotConpletedThisOperationCycle 6 0 DTC test completed this operation cycle
warningIndicatorRequested T 1 g(%l;\:/;er is requesting warninglndicator to be active (OBD

The followipg assumptions apply’ to DTC P0190-1D Fuel Rail Pressure Sensor "A" - circuit current out of
range (0x01901D), statusOfBTC of Ox8E (1000 1110,):

Table 341 — statusOfDTC = 0x8E of DTC P0190-1D

statusOfDTC: bit.field name Bit # Bit state Description

testFailed 0 0 Not applicable

testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle

pendingDTC 2 1 DTC failed on the current or previous operation cycle

confirmedDTC 3 1 DTC is confirmed at the time of the request

testNotCompletedSincelLastClear 4 0 Not applicable

testFailedSincelLastClear 5 0 Not applicable

testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle

warninglndicatorRequested 7 1 Server is requesting warninglndicator to be active
(OBD DTC)
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11.3.5.17.3 Example #16 message flow

In the following example, P0180-17 (0x018017) and P0190-1D (0x01901D) are returned to the client’s
request.

NOTE The server shall bypass masking on those status bits it doesn’t support.

Table 342 — ReadDTCInformation, sub-function = reportEmissionsOBDDTCByStatusMask,
request message flow example #16

Message direction client —» server
Megsage Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportEmissionsOBDDTCByStatusMask, 0x13 ROBDOTCBSM
suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 0x88 DTCSM

Table 343 — ReadDTCInformation, sub-function =1eportDTCByStatusMask,
positive response, example #16

Message direction server — client

Megsage Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |[Mnemgnic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportEmissionsOBDDJT CByStatusMask 0x13 ROBDITCBSM
#3 DTCStatusAvailabilityMask 0xCE DTCSAM
#8 DTCAnNdStatusRecord#1 . DTCHighByte ] 0x01 DTCHEH
#9 DTCAnNdStatusRecard#1 [ DTCMiddleByte ] 0x80 DTCMH
#10 DTCAnNndStatusReeord#1 [ DTCLowByte ] 0x17 DTCLB|
#11 DTCAnNndStatusRecord#1 [ statusOfDTC ] Ox8E SODT(
#12 DTCAndStatusRecord#2 [ DTCHighByte ] 0x01 DTCHEH
#13 DTCAndStatusRecord#2 [ DTCMiddleByte ] 0x90 DTCME
#14 DTFCANndStatusRecord#2 [ DTCLowByte ] 0x1D DTCLB|
#15 DTCAndStatusRecord#2 [ statusOfDTC ] Ox8E SODT(

11.3.5.18 Example #17 - ReadDTCInformation, sub-function =
reportDTCExtDataRecordByRecordNumber

11.3.5.18.1 Example #17 overview

This example demonstrates the usage of the reportDTCExtDataRecordByRecordNumber sub-function
parameter.

11.3.5.18.2 Example #17 assumptions

The following assumptions apply:
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a) The server supports the ability to store two DTCExtendedData records for all DTCs.

b) Assume that the server requests all available DTCExtendedData records stored by the server for Record

number 0x05.

c) Assume that DTC 0x123456 has a statusOfDTC of 0x24, and that the following extended data is available

for the DTC.

d) The DTCExtendedData is referenced via the DTCExtDataRecordNumber 0x05

e) Assume that DTC 0x234561 has a statusOfDTC of 0x24, and that the following extended data is available

for the DTC.

f) The DT|CExtendedData is referenced via the DTCExtDataRecordNumber 0x05.

Table 344 — DTCExtDataRecordNumber 0x05 content for DTC 0x123456

Data Byte | [ DTCExtDataRecord Contents for DTCExtDataRecordNumber 0x05 Byte Value
#1 Warm-up Cycle Counter — Number of warm up cycles since the DTC commanded the MIL 0x17
to switch off
Table 345 — DTCExtDataRecordNumber 0x05 content for DTC 0x234561
Data Byte | [ DTCExtDataRecord Contents for DTCExtDataRecordNumber 0x05 Byte Value
#1 Warm-up Cycle Counter — Number of warm up cycles since the DTC commanded the MIL 0x79
to switch off

11.3.5.18.3| Example #17 message flow

In the folloing example, a DTCMaskRecord in¢luding the DTC number and a DTCExtDataRecordNumber
with the vajue of 0x05 (report all DTCExtDataRecords) is requested by the client. The server returns|two
DTCs which have recorded the DTCExtDataRecordNumber submitted by the client.

Table 346 — ReadDTCInformation; sub-function = reportDTCExtDataRecordByRecordNumber,

request message flow example #7

Message direction client.= server
Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportDTCExtDataRecordByRecordNumber, 0x16 RDTCEDRBDN
suppressPosRspMsalndicationBit = FALSE
#3 DTCExtDataRecordNumber 0x05 DTCEDRN
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Table 347 — ReadDTCInformation, sub-function = reportDTCExtDataRecordByRecordNumber,

positive response, example #7

Message direction server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportDTCExtDataRecordByRecordNumber 0x16 RDTCEDRBDN
#3 DTCAndStatusRecord [ DTCHighByte ] 0x12 DICHB
#4 DTCAnNndStatusRecord [ DTCMiddleByte ] 0x34 DTGMB
#5 DTCAnNndStatusRecord [ DTCLowByte ] 0x56 DTQLB
#6 DTCAndStatusRecord [ statusOfDTC ] 0x24 SOonTC
#7 DTCExtDataRecordNumber 0x05 DTGEDRN
#8 DTCExtDataRecord [ byte#1 ] 0x17 ED _[1
#9 DTCAnNndStatusRecord [ DTCHighByte ] 0x23 DTGHB
#10 DTCAnNndStatusRecord [ DTCMiddleByte ] 0x45 DTGMB
#11 DTCAnNndStatusRecord [ DTCLowByte ] 0x61 DTQLB
#12 DTCAndStatusRecord [ statusOfDTC ] 0x24 SonTC
#13 DTCExtDataRecordNumber 0x05 DTGEDRN
#14 DTCExtDataRecord [ byte#1 ] 0x79 ED_|1

11.3.5.19 Example #18 - ReadDTCInformation; sub-function = reportWWHOBDDTCByMaskRecord

11.3
Thig
con
ser

The

.5.19.1 Example #18 overview

example demonstrates the usage-of the reportWWHOBDDTCByMaskRecord sub-function p3
irmed DTCs (DTC status mask0x08). The vehicle uses a CAN bus which connects two emiss|
ers.

client uses the followihg request parameter settings:

FunctionalGroupldentifier = 0x33 (emissions system group),

DTCSeverityMaskRecord.DTCSeverityMask = OxFF (report DTCs with any severity and Class

DTCSeverityMaskRecord.DTCStatusMask = 0x08 (report DTCs with confirmedDTC status = '1

servers support the following settings:

FunctionalGroupldentifier = 0x33 (emissions system group),
DTCStatusAvailabilityMask = OxFF,
DTCSeverityAvailabilityMask = OxFF,

DTCFormatldentifier = SAE_J2012-DA_DTCFormat_04 = 0x04.

11.3.5.19.2 Example #18 assumptions

All assumptions of example #1 apply.
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11.3.5.19.3 Example #18 message flow

In the following example server #1 only reports DTC P2522-1F A/C Request “B” -
(0x25221F) because the statusOfDTC of 0x2F (0010 1111 binary) matches the client defined status mask of
0x08 (0000 1000 ). Server #2 reports DTC P0235-12 Turbocharger/Supercharger Boost Sensor "A" — circuit
short to battery because the statusOfDTC of Ox2E (0010 1110 ,) matches the client defined status mask of

0x08 (0000 1000 ).

circuit intermittent

Table 348 — ReadDTCInformation request, sub-function = reportNumberOfDTCByStatusMask

Message direction

client — server

Message Type Request
A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Request SID 0x19 RDTCI
#2 sub-function = reportWWHOBDDTCByMaskRecord, 0x42 RWWHOBDDTCBM
suppressPosRspMsglndicationBit = FALSE R
#3 FunctionalGroupldentifier 0x33 FGID
(FunctionalGroupldentifier=emissions=0x33)
#4 DTCSeverityMaskRecord[] = [ DTCStatusMask ] 0x08 DTCSM
#5 DTCSeverityMaskRecord[] = [ DTCSeverityMask ] OxFF DTCSVM

Table 349 — ReadDTCInformation response, sub-function =reportWWHOBDDTCByStatusMask

Message direction server #1 — client

Message Type Response

A_Data Bytfe |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportWWHOBDDTCByMaskRecord 0x42 EWWHOBDDTC BM
#3 FunctionalGroupldentifier 0x33 FGID

(FunctionalGroupldentifier=emissions=0x33)

#4 DTCStatusAvailabilityMask OxFF DTCSAM
#5 DTCSeverityAvailabilityMask OxFF DTCSVAM
#6 DTCFormatldentifier = [SAE_J2012-DA_DTCFormat_04] 0x04 J2012-DADTCFO#
#7 DTCAndSeverityRecord[ DTCSeverity#1 ] 0x20 DTCASR_DTCS
#8 DTCAndSeverityRecord[ DTCHighByte#1 ] 0x25 DTCASR_DTCHB
#9 DTCAnNdSeverityRecord[ DTCMiddleByte#1 ] 0x22 DTCASR_DTCMB
#10 DTCANdSeverittyRecord DTCLowByte# ] OXtF DTCASR_DTCLB
#11 DTCAnNdSeverityRecord[ statusOfDTC#1 ] 0x2F DTCASR_SODTC
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Table 350 — ReadDTCInformation response, sub-function = reportOBDDTCByStatusMask

Message direction server #2 — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 ReadDTClInformation Response SID 0x59 RDTCIPR
#2 reportType = reportWWHOBDDTCByMaskRecord 0x42 RWWHOBDDTCBMR
#3 FunctionalGroupldentifier 0x33 FGID

(FunctionalGroupldentifier=emissions=0x33)

#4 DTCStatusAvailabilityMask OxFF DTCSAM
#5 DTCSeverityAvailabilityMask OxFF DTCSVAM
#6 DTCFormatldentifier = [SAE_J2012-DA_DTCFormat_04] 0x04 J2012-DAIDTCFO04
#7 DTCAnNdSeverityRecord[ DTCSeverity#1 ] 0x20 DTCASR_PTCS
#8 DTCAnNdSeverityRecord[ DTCHighByte#1 ] 0x02 DTCASR_PTCHB
#9 DTCAnNdSeverityRecord[ DTCMiddleByte#1 ] 0x35 DTCASR_PTCMB
#10 DTCAnNdSeverityRecord[ DTCLowBYyte#1 ] 0x12 DTCASR_PTCLB
#11 DTCAnNdSeverityRecord[ statusOfDTC#1 ] 0x2E DTCASR_BODTC

12| InputOutput Control functional unit
12.1 Overview
Tabje 351 defines the InputOutput Control functiehal unit.

Table 351 —\InputOutput Control functional unit

Selvice Description

InputOutputControlByldentifier The client requests the control of an input/output specific to the servef.

12.2 InputOutputControlByldentifier (0x2F) service
12.2.1 Service description

The| InputOutputControlByldentifier service is used by the client to substitute a value for an ipput signal,
intefnal server’function and/or force control to a value for an output (actuator) of an electronig system. In
gengral, this service is used for relatively simple (e.g., static) input substitution / output contfol whereas
rout[neControI is used if more complex input substitution / output control is necessary.

The client request message contains a dataldentifier to reference the input signal, internal server function,
and/or output signal(s) (actuator(s)) (in case of a device control access it might reference a group of signals)
of the server. The controlOptionRecord parameter shall include all information required by the server's input
signal(s), internal function(s) and/or output signal(s). The vehicle manufacturer may require that the request
message contain a controlEnableMask if the dataldentifier to be controlled references more than one
parameter (i.e., the dataldentifier is packeted or bitmapped). If the vehicle manafuacturer chooses to support
the EnableMask concept, the controlEnableMask parameter is mandatory on all types of
InputOutputControlByldentifier requests for this service. If inputOutputControlByldentifier is requested on a
dataldentifier that references a measured output value or feedback value, the server shall be responsible for
substituting the correct target value within the server control strategy so that the normal server control strategy
will attempt to reach the desired state from the client request message.
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The server shall send a positive response message if the request control was successfully started or has
reached its desired state. The server shall send a positive response message to a request message with an
inputOutputControlParameter of returnControlTOECU even if the dataldentifier is currently not under tester
control. In addition, when receiving a returnControlToECU request, a server shall always provide the client the
capability of setting the controlMask (if supported) bits all to '1' in order to return control of a packeted or bit-
mapped dataldentifier completely back to the ECU. The format and length of the controlState bytes following
the inputOutputControlParameter within the controlOptionRecord parameter of the request message shall
exactly match the length and format of the dataRecord of the dataldentifier being requested. This way it shall
be ensured that the actual output or input state can be retrieved by using the service ReadDatabyldentifier
with the same DID.

When utilizing the inputOutputControlByldentifier service to perform input substitution or output control,, there
are two furldamental requirements placed on the ECU accepting the request. The first is to disconheef the
appropriate| data object(s) referenced by the parameter(s) within the dataldentifier from all upstream control
strategies that would otherwise update the data object value. The second is to substitute a valué into| the
appropriate|data object(s) that will be used for all downstream activities of the control strategy-For example, a
tester request to directly force the headlamps on would need to prevent the headlamp switch position from
affecting the headlamp output and substitute the desired state of "On" into the data object(s) used by| the
functions which ultimately decide the headlamp state desired output.

The servicq allows the control of a single dataldentifier and its corresponding parameter(s) in a single reqiest
message. Doing so, the server will respond with a single response message including the dataldentifier of the
request megsage plus controlStatus information.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

12.2.2 Request message

12.2.21 Request message definition
Table 352 — Request message definition
A_Data bytp |Parameter Name Cvt |[Byte Value |Mnemonic
#1 InputOutputControlByldentifier Request SID M 0x2F I0CBI
dataldentifier [] = [ 101_
#2 byte#1, (MSB) M | 0x00 — OxFF | B1
#3 byte#2 (LSB) ] M | 0x00 — OxFF | B2
controlOptionRecerd’[] = [ CSR_
#4 inputOutputControlParameter M1 | 0x00 — OxFF | IOCP_
: controlState#1 Cs | 0x00 — OxFF [CS_
#4+(m-1) : : : :
controlState#m ] C4 | 0x00 — OxFF |CS_
conirelEnableMaskRecord#1[] = [ CEM_
#4+m controlMask#1 Cz | 0x00 — OxFF |CM_
#4+m+(r-1) controlMask#r ] C, | 0x00 — OxFF [CM_
M1 InputOutputControlParameter shall be implemented as defined in E.1.
C1: The presence of this parameter depends on the dataldentifier and the inputOutputControlParameter (see E.1).
C.: If the controlEnableMask concept is supported by the vehicle manufacturer, this parameter shall be included if the
dataldentifier consists of more than one parameter (see controlEnableMaskRecord definition)

12.2.2.2

This service does not use a sub-function parameter.
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12.2.2.3 Request message data-parameter definition
The following data-parameters are defined for this service:

Table 353 — Request message data-parameter definition

Definition

dataldentifier

This parameter identifies an server local input signal(s), internal parameter(s) and/or output signal(s). The applicable
range of values for this parameter can be found in the table of dataldentifiers defined in C.1.

controlOptionRecord

Theé controlOptionRecord consists of one or multiple bytes (inputOutputControlParameter and. (contrglState#1 to
controlState#m). The controlOptionRecord parameter details shall be implemented as defined in E.1.

controlEnableMaskRecord

The controlEnableMaskRecord consists of one or multiple bytes (controlMask#1|,1o controlMask#r). The
controlEnableMaskRecord shall only be supported when the dataldentifier to be contrelled consists of mofre than one
patameter (i.e., the dataldentifier is bit-mapped or packeted by definition).There shall be one| bit in the
controlEnableMaskRecord corresponding to each individual parameter defined” within the dataldeptifier. The
controlEnableMaskRecord shall not be supported when the dataldentifier to, be Controlled consists of only a single
pafjameter.

NOJTE Each parameter in the dataldentifier can be any number of bits.

The value of each bit within the controlEnableMaskRecord shall determine whether the corresponding parameter in the
dafaldentifier will be affected by the request. A bit value of '0' incthe ‘controlEnableMaskRecord shall repregent that the
cofresponding parameter is not affected by this request and a bit value of '1' shall represent that the cofresponding
pafameter is affected by this request. The most significant bif*of ControlMask#1 shall correspond to the firgt parameter
in |the ControlState starting at the most significant bit “of ControlState#1, the second most significant bit of
CoptrolMask#1 shall correspond to the second parameterin the ControlState, and continuing on in this fashion utilising
as|many ControlMask bytes as necessary to mask all parameters. For example, the least significant bit of
CoptrolMask#2 would correspond to the 16" parameter in the controlState. For bitmapped dataldentifiers, dnsupported
bitg shall also have a corresponding bit in the controlEnableMaskRecord so that the position of the mask|bit of every
patameter in the controlEnableMaskRecord(shall exactly match the position of the corresponding parameter in the
controlState.

12.2.3 Positive response/message
12.2.3.1 Positive response message definition

Table 354 — Positive response message definition

A_Data byte {PRarameter Name Cvt |[Byte Value Mnemonic
#1 InputOutputControlByldentifier Response SID M Ox6F I0gBIPR
dataldentifier [] = [ 101]
#2 byte#1 (MSB) M 0x00 — OxFF [B1
#3 byte#2 (LSB) ] M 0x00 — OxFF (B2
controlStatusRecord [] = [ CSR_
#4 inputOutputControlParameter M 0x00 — OxFF |IOCP_
#5 controlState#1 Cq 0x00 — OxFF [CS_
#5+(m-1) controlState#m ] C1 0x00 — OxFF |CS_
C4: The presence of this parameter depends on the dataldentifier and the inputOutputControlParameter (see E.1).
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12.2.3.2 Positive response message data-parameter definition

Table 355 — Response message data-parameter definition

Definition

dataldentifier

This parameter is an echo of the dataldentifier(s) from the request message.

controlStatg

controlStatusRecord

The controlState parameter consists of multiple bytes (InputOutputControlParameter and controlState#1 to

FHrmwhichmctudeeg—feedbackdata—ThecontrotStatusRecordparameter detaits shatt-bemptementey as

defined in H.1
12.2.4 Supported negative response codes (NRC_)
The following negative response codes shall be implemented for this service. The circumstances under which
each respohse code would occur are documented in Table 356. The listed negative responses shall be usgd if
the error scenario applies to the server.
Table 356 — Supported negative response codes
NRC Oescription Mnemonic
0x13 | incorrectMessageLengthOrinvalidFormat IMLOIF
This NRC shall be sent if the length of the message is wrong,
0x22 | conditionsNotCorrect CNC
This NRC shall be returned if the criteria for the requestinputOutputControl are not met.
0x31 requestOutOfRange ROOR
This NRC shall be sent if:
—+ the requested dataldentifier valuelis’not supported by the device;
—+ the value contained in the_inputOuptputControlParameter is invalid (see definition
of inputOutputControlParameter);
—+ one or multiple of (the’applicable controlState values of the controlOptionRecord
record are invalid;
—+ the combination of bits enabling control in the ControlEnableMaskRecord is not
supportéd-by the device;
0x33 curityAccessDenied SAD
his-NRC shall be returned if a client sends a request with a valid secure dataldentifier and the
uUIVUI,b acuuliiy fcaiun—: ia bullGlltiy dbtiVU.
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YES
P> NO NRC 0x22
Manufacturer/
- supplier specific
YES check
YES
A 4

positive response

RC 0xXX }

The evaluation sequence is documented in Figure 24.
mandatory E optional g manufacturer/supplier
: ' specific

Service with SID 0x2F :
1 ; ;
min. length check NO NRC 0x13 : i
YES :
DID supports service 0x2F in E E
agtive session : :
AND NO®»| NRC 0x31 : :
inputOutputControlParameter ! H
is|supported : :
YES ;
2 : :
tokal length check NO NRC 0x13 :
YES : :
cqntrolState is : '
sypported (if applicable) H :
AND NO®»{ NRC 0x31 : :
cqntrolMask is : '
sypported (if applicable) H :
YES : :
S¢curity check ok for E i :
refquested DID? @NO NRC 0x33 # Condition :
¢+ check :

Key,|

~——

at least 4 (SI+DID+IOCP)

If IOCR\F shortTermAdjustment, 1 byte SI + 2 byte DID + 1 byte IOCP + nth byte controlStat¢ + nth byte

controlMask (if applicable),
if \OCP <> shortTermAdjustment, 1 byte S| + 2 byte DID + 1 byte IOCP + nth byte controlMask (if appli

cable)

Figure 24 — NRC handling for InputOutputControlByldentifier service
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12.2.5 Message flow example(s) InputOutputControlByldentifier

12.2.51 Assumptions

The example below shows how the InputOutputControlByldentifier is used with an HYAC Control Module and
assumes that physical communication is performed with a single server.

12.2.5.2 Example #1 - ”Air Inlet Door Position” shortTermAdjustment

The parameter being controlled is the "Air Inlet Door Position" associated with dataldentifier (0x9B00).

Conversion} Air Inlet Door Position [%] = decimal(Hex) * 1 [%]
12.2.5.2.1 | Step #1: ReadDataByldentifier
This example uses the ReadDataByldentifier service to read the current state of the Air Inlet Door Position

Table 357 — ReadDataByldentifier request message flow example #1 - step #1

Message djrection client —» server

Message Type Request

A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B DID_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position?) 0x00 DID_B2

Table 358 — ReadDataByldentifier positive response message flow example #1 - step #1

Message direction server — client
Message Type Response
A_Data bytp |Description (all values are inshexadecimal) Byte Value | Mnemonic
#1 ReadDataByldentifier Response SID 0x62 RDBIPR
#2 dataldentifier [ byte#1 1= 0x9B 0x9B DID_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 DID_B2
#4 dataRecord'data#1 ] = 10% 0x0A DREC_DATA1
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Table 359 — InputOutputControlByldentifier request message flow example #1 - step #2

Message direction

client — server

Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Request SID 0x2F I0CBI
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B 101_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 101_B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 0x03 IOCP_STA
shortTermAdjustment
#5 controlOptionRecord [ controlState#1 ] = 60% 0x3C CS_1

Tlable 360 — InputOutputControlByldentifier positive response message flow example #1 - step #2

Megsage direction server — client

Message Type Response

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemohic
#1 InputOutputControlByldentifier Response SID Ox6F IOCBLIPR
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B 101_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 101_B2
#4 controlStatusRecord [ inputOutputControlParameter ] = 0x03 IOCP_STA

shortTermAdjustment

#5 controlStatusRecord [ controlState#1 ] = 12% 0x0C CS_1

NOTE

The client has sent an inputOutputControlByldentifier request message as specified above. Thie server has

senfan immediate positive responsemessage, which includes the controlState parameter "Air Inlet Door Position" with the

valup of 12%. The air inlet door fequires a certain amount of time to move to the requested value of 60%.

12.2.5.2.3 Step #3: ReadDataByldentifier

Thig example uses the readDataByldentifier service to read the current state of the Air Inlet Door Ppsition.

Table 361 — ReadDataByldentifier request message flow example #1 - step #3

Megsage 'direction

client — server

Megsage Type Request

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 ReadDataByldentifier Request SID 0x22 RDBI
#2 dataldentifier [ byte#1 ] = 0xB9 0x9B DID_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 DID_B2
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Table 362 — ReadDataByldentifier positive response message flow example #1 - step #3

Message direction

server — client

Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic

#1 ReadDataByldentifier Response SID 0x62 RDBIPR

#2 dataldentifier [ byte#1 ] = 0x9B 0x9B DID_B1

#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 DID_B2

#4 dataRecord [ data#1 | = 60% Ox3C DREC_DATA]
NOTE The client has sent a readDataByldentifier request message as specified "“above While
inputOutputQontrolByldentifier is active. It will take a finite amount of time for the server control strategy €0\ultimately reach

the desired Vjalue. The example above reflects when the server has finally reached the desired target-value.

12.2.5.2.4

Step #4: returnControlToECU

Table 363 — InputOutputControlByldentifier request message flow example #1 - step #4

Message direction

client — server

returnControlToECU

Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Request SID 0x2F I0CBI
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B 101_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 101_B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 0x00 RCTECU

Table 36|4 — InputOutputControlByldentifier positive response message flow example #1 - step #4

Message direction server — client
Message Type Response
A_Data bytp |Description (all'values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutpatControlByldentifier Response SID Ox6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B 101_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 101_B2
#4 controlStatusRecord [ inputOutputControlParameter ] = 0x00 RCTECU
retdrmeontuorrocuyu
#5 controlStatusRecord [ controlState#1 ] = 58% 0x3A CS_1
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Table 365 — InputOutputControlByldentifier request message flow example #1 - step #5

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Request SID 0x2F I0CBI
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B 101_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Door Position”) 0x00 101 B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 0x02 IOCP_FCS
freezeCurrentState

Tlable 366 — InputOutputControlByldentifier positive response message flow example #1 - step #5

Message direction server — client

Megsage Type Response

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Response SID Ox6F IOCBIRR
#2 dataldentifier [ byte#1 ] = 0x9B 0x9B 101_B1
#3 dataldentifier [ byte#2 ] = 0x00 (“Air Inlet Doqr.-PRosition”) 0x00 101_B2
#4 controlStatusRecord [ inputOutputControlRarameter ] = 0x02 IOCP_FCS

freezeCurrentState

#5 controlStatusRecord [ controlState#1 | = 50% 0x32 CS 1
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12.2.5.3 Example #2 — EGR and IAC shortTermAdjustment

12.2.5.3.1

Assumptions

This example uses a packeted dataldentifier 0x0155 to demonstrate control of individual parameters or
multiple parameters within a single request.

This subclause specifies the test conditions for a shortTermAdjustment function and the associated message
flow of the example dataldentifier 0x0155. The dataldentifier supports five individual parameters as described
in Table 367 below.

Table 367 — Composite data blocks — Dataldentifier definitions — Example #2

Parameter
DID [Data Byte Data Record Contents
Number [Size
0x0155 | #1 (all bits) #1 8 bits | dataRecord [ data#1 ] = IAC Pintle Position (n = counts)
#2 - #3 #2 16 bits | dataRecord [ data#2-#3 ] = RPM (0 = 0 U/min, 65535 = 65 535 U/min)
(all bits)
#4 (bits 7-4) #3 4 bits | dataRecord [ data#4 (bits 7-4) ] = Pedal Position A: Linear Scaling, |0 =
0%, 15=120 %
#4 (bits 3-0) #4 4 bits | dataRecord [ data#4 (bits 3-0) ] ¥"Redal Position B: Linear Scaling, [0 =
0%, 15=120 %
5 (all bits) #5 8 bits | dataRecord [ data#5 ] = EGR\Duty Cycle: Linear Scaling, 0 counts = D%,
255 counts = 100 %
Dataldentifier 0x0155 is packeted by definition and is comyprised of five elemental parameters. For indivigual
control pufposes, each of these elemental parameters is selectable via a single bit within |the
ControlEnapleMaskRecord. If a given dataldentifier*has a definition other than packeted or bitmapped,| the
ControlEnapleMaskRecord is not present in the request message. The most significant bit of ControlMagk#1
is always rgquired to correspond to the first parameter in the dataldentifier starting at the most significant bit of
ControlState#1. This is demonstrated in Table 368.

Table 368 £ ControlEnableMaskRecord— Example #2

ControlEngbleMaskRecord for dataldenitifier 0x0155.

Total size § 1 byte (i.e., consists-only of ControlEnableMask#1)

Bit Position ControlEnableMask#1 — Bit Meaning (1 = affected, 0 = not affected)
7 (Mogt Significant Bit). | Determines whether or not Parameter#1 (IAC Pintle Position) will be affected by|the

request

6 Determines whether Parameter#2 (RPM) will be affected by the request
5 Determines whether Parameter#3 (Pedal Position A) will be affected by the request
4 Determines whether Parameter#4 (Pedal Position B) will be affected by the request
3 Determines whether Parameter#5 (EGR Duty Cycle) will be affected by the request
2 No affect due to no corresponding parameter
1 No affect due to no corresponding parameter
0 | (Least Significant Bit) | No affect due to no corresponding parameter
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Table 369 defines the InputOutputControlByldentifier request message flow example #2 — Case #1.

Table 369 — InputOutputControlByldentifier request message flow example #2 — Case #1

Message direction client — server
Message Type Request
A_Data byte Description (all values are in hexadecimal) Byte Value |Mnemonic
#4 HputOutputControlByldentifierRequest-SIB Ox2F 0GBl
#2 dataldentifier [ byte#1 ] = 0x01 0x01 10l -B1
#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM / PPA / PPB / EGR) 0x55 (O] =4
#4 controlOptionRecord [ inputOutputControlParameter | = 0x063 IOCP_STA
shortTermAdjustment
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position 0x07 CS_1
(7 counts)
#6 controlOptionRecord [ controlState#2 ] = RPM (XX) 0xXX CS_2
#7 controlOptionRecord [ controlState#3 ] = RPM (XX) 0xXX CS_3
#8 controlOptionRecord [ controlState#4 ] = Pedal Position/A\(Y) and 0xYZ CS_4
B (2)
#9 controlOptionRecord [ controlState#5 ] = EGR Duty.Cycle (XX) OxXX CS_5
#10 controlEnableMask [ controlMask#1 ] = ControAAC Pintle Position 80 CM_
ONLY
NOTE The values transmitted for RPM, Pedal Position A, Pedal Position B, and EGR Duty Cycle in

controlState#2 - #5 are irrelevant because the controlMask#1 parameter specifies that only the first pargmeter in the
dataldentifier will be affected by the request.

Tabje 370 defines the InputOutputControlByldentifier positive response message flow example #2 (- Case #1.

Table 370 — InputOutputControlByldentifier positive response message flow example #2 + Case #1

Message direction server — client
Megsage Type Response
A_Data byte |Deskcription (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Response SID Ox6F IOCBLIPR
#2 dataldentifier [ byte#1 ] = 0x01 0x01 101_B1
#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM / PPA / PPB / EGR) 0x55 101_R2
#4 controlStatusRecord [ inputOutputControlParameter | = 0x03 IOCP_STA
shortTermAdjustment
#5 controlStatusRecord [ controlState#1 ] = IAC Pintle Position 0x07 CS_1
(7 counts)
#6 controlStatusRecord [ controlState#2 ] = RPM (750 U/min) 0x02 CS_2
#7 controlStatusRecord [ controlState#3 ] = RPM OxEE CS_3
#8 controlStatusRecord [ controlState#4 | = Pedal Position A (8%), 0x12 CS 4
Pedal Position B (16%)
#9 controlStatusRecord [ controlState#5 | = EGR Duty Cycle (35%) 0x59 CS_5
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NOTE The value transmitted for all parameters in controlState#1 — controlState#5 shall reflect the current state of the
system.
12.2.5.3.3 Case #2: Control RPM Only

Table 371 defines the InputOutputControlByldentifier request message flow example #2 — Case #2.

Table 371 — InputOutputControlByldentifier request message flow example #2 — Case #2

Message direction client — server
Message T¥p_e Request
A_Data bytle Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Request SID 0x2F I0CBI
#2 dataldentifier [ byte#1 ] = 0x01 0x01 10K, B1
#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM / EGR) 0x55 101_B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 0x03 IOCP_STA
shortTermAdjustment
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position OxXXX CS_1
(XX counts)
#6 controlOptionRecord [ controlState#2 ] = RPM 0x03 CS_2
(0xO3E8 = 1000 U/min)
#7 controlOptionRecord [ controlState#3 ] = RPM OxE8 CS_3
#8 controlOptionRecord [ controlState#4 ] = Pedal Position@ (Y) and 0xYZ CS_4
B (2)
#9 controlOptionRecord [ controlState#5 ] = EGR Duty. Cycle (XX) 0xXX CS_ 5
#10 controlEnableMask [ controlMask#1 ] = ControFRPM ONLY 0x40 CM_1
NOTE The values transmitted for IAC Pintle (Pasition, Pedal Position A, Pedal Position B, and EGR Duty Cyde in

controlState#

parameter in
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the dataldentifier will be affected.by.the request.

1 and controlState#4 - #5 are irrelevant because the controlMask#1 parameter specifies that only the se

tond
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Table 372 defines the InputOutputControlByldentifier positive response message flow example #2 — Case #2.

Table 372 — InputOutputControlByldentifier positive response message flow example #2 — Case #2

Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value | Mnemonic

#1 InputOutputControlByldentifier Response SID Ox6F IOCBLIPR

#2 dataldentifier [ byte#1 ] = 0x01 0x01 101_B1

#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM/ PPA / PPB / EGR) 0x55 101_B2

#4 controlStatusRecord [ inputOutputControlParameter ] = 0x03 IOCP_9TA

shortTermAdjustment

#5 controlStatusRecord [ controlState#1 ] = IAC Pintle Position 0x09 CS_1

(9 counts)

#6 controlStatusRecord [ controlState#2 ] = RPM (950 U/min) 0x03 CS_ 2

#7 controlStatusRecord [ controlState#3 ] = RPM 0xB6 CS_3

#8 controlStatusRecord [ controlState#4 ] = Pedal Position A (8 %); 0x12 CS 4

Pedal Position B (16 %)

#9 controlStatusRecord [ controlState#5 ] = EGR Duty Cyclé (35 %) 0x59 CS_5
NOTE The value transmitted for all parameters in controlState#1 — controlState#5 shall reflect the current state of the
system.
12.2.5.3.4 Case #3: Control both Pedal Position) A and EGR Duty Cycle
Table 373 defines the InputOutputControlByldentifier request message flow example #2 — Case #3.

Table 373 — InputOutputControlByldentifier request message flow example #2 — Casp #3
Message direction client — ‘server
Message Type Request
A_Pata byte |Description’(all values are in hexadecimal) Byte Value | Mnemohic

#1 InputOutputControlByldentifier Request SID 0x2F I0CBI

#2 dataldentifier [ byte#1 ] = 0x01 0x01 101_B1

#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM/ PPA / PPB / EGR) 0x55 I01_B2

#4 controlOptionRecord [ inputOutputControlParameter | = 0x03 IOCP_9TA

shortTermAdjustment

#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position (XX) 0xXX CS_1

#6 controlOptionRecord [ controlState#2 ] = RPM (XX) 0xXX CS_2

#7 controlOptionRecord [ controlState#3 ] = RPM (XX) 0xXX CS_3

#8 controlOptionRecord [ controlState#4 ] = Pedal Position A 0x3Z CS_4

(0x3 = 24 %), Pedal Position B (Z)
#9 controlOptionRecord [ controlState#5 ] = EGR Duty Cycle (45 %) 0x72 CS 5
#10 (E(E?lt?rolEnableMask [ controlMask#1 ] = Control Pedal Position A and 28 CM_1
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NOTE

The values transmitted for IAC Pintle Position, RPM and Pedal Position B in controlState#1 - #3 and

controlState#4 (bits 3-0) are irrelevant because the controlMask#1 parameter specifies that only the third and fifth
parameter in the dataldentifier will be affected by the request.

Table 374 defines the InputOutputControlByldentifier positive response message flow example #2 — Case #3.

Table 374 — InputOutputControlByldentifier positive response message flow example #2 — Case #3

Message direction server — client
Message Type Response
A_Data bytg—Description(att vatuesareimhrexadecimmat) Byte Vatue—Mmemomnic—
#1 InputOutputControlByldentifier Response SID Ox6F IOCBLIPR
#2 dataldentifier [ byte#1 ] = 0x01 0x01 101_B1
#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM / PPA / PPB / EGR) 0x55 100UB2
#4 controlStatusRecord [ inputOutputControlParameter ] = 0x03 IOCP_STA
shortTermAdjustment
#5 controlStatusRecord [ controlState#1 ] = IAC Pintle Position 0x07 CS_1
(7 counts)
#6 controlStatusRecord [ controlState#2 ] = RPM (850 U/min) 0x03 CS_2
#7 controlStatusRecord [ controlState#3 ] = RPM 0x52 CS_3
#8 controlStatusRecord [ controlState#4 | = Pedal Position A (24%) 0x32 CS 4
Pedal Position B (16%)
#9 controlStatusRecord [ controlState#4 | = EGR Duty Cyelé/(41%) 0x69 CS 5
NOTE The value transmitted for all parameters in controlState#1 — controlState#5 shall reflect the current state of the
system.
12.2.5.3.5 | Case #4: Return control of all parameters to the ECU
Table 375 defines the InputOutputControlByldentifier request message flow example #2 — Case #4.
Tabre 375 — InputOutputCantrolByldentifier request message flow example #2 — Case #4
Message direction client(=,server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 InputOutputControlByldentifier Request SID 0x2F I0CBI
#2 dataldentifier [ byte#1 ] = 0x01 0x01 101_B1
#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM / PPA / PPB / EGR) 0x55 10l B2
#4 controlOptionRecord [ inputOutputControlParameter | = 0x00 RCTECU
returnControlToECU
#5 controlEnableMask [ controlMask#1 ] = All elemental parameters OxFF CM_1
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Table 376 defines the InputOutputControlByldentifier positive response message flow example #2 — Case #4.

Table 376 — InputOutputControlByldentifier positive response message flow example #2 — Case #4

Message direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 InputOutputControlByldentifier Response SID Ox6F IOCBLIPR
#2 dataldentifier [ byte#1 ] = 0x01 0x01 101_B1
#3 dataldentifier [ byte#2 ] = 0x55 (IAC / RPM / PPA / PPB / EGR) 0x55 I01_B2
#4 controlStatusRecord [ inputOutputControlParameter ] = 0x00 RCTECU
returnControlToECU
#5 controlStatusRecord [ controlState#1 ] = IAC Pintle Position 0x09 CS_1
(9 counts)
#6 controlStatusRecord [ controlState#2 ] = RPM (850 U/min) 0x03 CS_ 2
#7 controlStatusRecord [ controlState#3 ] = RPM 0x52 CS_3
#8 controlStatusRecord [ controlState#4 ] = Pedal Position A (8%) 0x12 CS 4
Pedal Position B (16%)
#9 controlStatusRecord [ controlState#4 ] = EGR Duty Cycle (35%) 0x59 CS 5
NO;I E The value transmitted for all parameters in controlState#1 — controlState#5 shall reflect the current state of the
system.

13| Routine functional unit
13.1 Overview
Tabje 377 defines the Routine functioral unit.

Table 377 — Routine functional unit

Selvice Description

RoltineControl The client requests to start, stop a routine in the server(s) or requests the
routine results.

Thig functional)unit specifies the services of remote activation of routines, as they shall be implemented in
seryers and.client. The following subclause describes two different methods of implementation (Methods "A"
and|"B™. There may be other methods of implementation possible. Methods "A" and "B" shall bé used as a
guideline for implementation of routine services. T

NOTE Each method may feature the functionality to request routine results service after the routine has been
stopped. The selection of method and the implementation is the responsibility of the vehicle manufacturer and system
supplier.

The following is a brief description of method "A" and "B":
— Method "A™:

— This method is based on the assumption that after a routine has been started by the client in the
server's memory the client shall be responsible to stop the routine.
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The server routine shall be started in the server's memory some time between the completion of the

RoutineControl request message that starts the routine and the completion of the first response
message (if "positive" based on the server's conditions).

The server routine shall be stopped in the server's memory some time after the completion of the

StopRoutine request message and the completion of the first response message (if "positive" based

on

Th

Metho

the server's conditions).
e client may request routine results after the routine has been stopped.

"R

Th
se

Th
Rd

message (if "positive" based on the server's conditions).

Th

memory.

13.2 Ro
13.2.1
The Routin

relevant reg
erasing me

Service description

is method is based on the assumption that after a routine has been started by the client in
rver's memory that the server shall be responsible to stop the routine.

e server routine shall be started in the server's memory some time between the-completion of
utineControl request message that starts the routine and the completion of the first respg

e server routine shall be stopped any time as programmed or previousty initialized in the ser

utineControl (0x31) service

cControl service is used by the client to execute-a.defined sequence of steps and obtain
ults. There is a lot of flexibility with this service, but typical usage may include functionality suc
mory, resetting or learning adaptive data, running a self-test, overriding the normal server co

strategy, a
convertible
complex ty,
control.

13.2.1.1

The RoutingControl service is used hy the client to:

start a

— stopa

reques

A routine is

I

d controlling a server value to change over*time including predefined sequences (e.g., ¢
roof) to name a few. In general, when.Used to control outputs this service is used for n
e control whereas inputOutputControlByldentifier is used for relatively simple (e.g., static) oy

Dverview

routine,
routine, and
routine. fesults

reférehced by a 2-byte routineldentifier.

the

the
nse

ers

any
h as
htrol
ose
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tput

The following subclauses specify start routine, stop routine, and request routine results referenced by a
routineldentifier.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

13.2.1.2 Start a routine referenced by a routineldentifier

The routine shall be started in the server's memory some time between the completion of the StartRoutine
request message and the completion of the first response message if the response message is positive or

negative, in

260

dicating that the request is already performed or in progress to be performed.
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The routines could either be tests that run instead of normal operating code or could be routines that are
enabled and executed with the normal operating code running. In particular in the first case, it might be
necessary to switch the server in a specific diagnostic session using the DiagnosticSessionControl service or
to unlock the server using the SecurityAccess service prior to using the StartRoutine service.

13.21.3

Stop a routine referenced by a routineldentifier

The server routine shall be stopped in the server's memory some time after the completion of the StopRoutine
request message and the completion of the first response message if the response message is positive or
negative, indicating that the request to stop the routine is already performed or in progress to be performed.

NOT

13.2

Thig

routineldentifier and generated by the routine which was executed in the server's memory.

Bas
stoq
sub

An

routine execution because of server performance limitations.

ed on the routine results, which may have been received in the positive response mess
Routine sub-function parameter (e.g. normal / abnormal Exit With Results) the requestRol
function shall be used.

bxample of routineResults could be data collected by the server, which could not be transm

E The server routine shall be stopped any time as programmed or previously initialized in the server's memory.
.1.4 Request routine results referenced by a routineldentifier
sub-function is used by the client to request results (e.g. exit status information) refer¢gnced by a

bage of the
tineResults

itted during

13.2.2 Request message
13.2.2.1 Request message definition
Table 378 — Request message definition
A_Data byte |Parameter Name Cvt |Byte Value |Mngmonic
#1 RoutineControl Request SID M 0x31 RC
#2 sub-function = [ M LEY_
routineControlType ] 0x00 — OxFF |RCTP_
routineldentifierf]'={ RI_|
#3 byte#1 (MSB) M | 0x00 — OxFF [B1
#4 byte#2 (LSB) ] M | 0x00 — OxFF (B2
routineCantrolOptionRecord[] = [ RCEOR _
#5 routineControlOption#1 C/U [ 0x00 — OxFF [RCD _
#n routineControlOption#m ] C/U [ 0x00 — OxFF [RCD _
C:| Thisparameter is user optional to be present for sub-function parameter startRoutine and stopRoutine.
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13.2.2.2 Request message sub-function parameter $Level (LEV_) definition

The sub-function parameters are used by this service to select the control of the routine. Explanations and
usage of the possible levels are detailed in Table 379 (suppressPosRspMsglindicationBit (bit 7) not shown).

Table 379 — Request message sub-function definition

Bits 6 -0 Description Cvt [Mnemonic

0x00 ISOSAEReserved M [ISOSAERESRVD
This value is reserved by this document for future definition.

0x01 startRoutine M [STR

This parameter specifies that the server shall start the routine specified by the
routineldentifier.

0x02 stopRoutine U |[STPR

This parameter specifies that the server shall stop the routine specified by the
routineldentifier.

0x03 requestRoutineResults U |RRR

This parameter specifies that the server shall return result values of<the
routine specified by the routineldentifier.

0x04 — 0x7H | ISOSAEReserved M | ISOSAERESRVD

This value is reserved by this document for future definition.

13.2.2.3 Request message data-parameter definition
Table 380 defines the data-parameters of the request message.

Table 380 — Request message data-parameter definition

Definition

routineldentifier

This parameter identifies a server local routine and is out of the range of defined dataldentifiers (see F.1).

routineControlOptionRecord

This parameter record contains-either
— Routing entry option parameters, which optionally specify start conditions of the routine (e.g. timeToRun,
startUp)ariables, etc.);or
— Routing exit  option parameters which optionally specify stop conditions of the routine.(e.g.
timeTolExpireBeforeRoutineStops, variables, etc.).

13.2.3 Positive response message
13.2.3.1 Positive response message definition

Table 381 defines the positive response message.
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Table 381 — Positive response message definition

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 RoutineControl Response SID M 0x71 RCPR
#2 routineControlType M 00-7F RCTP_
routineldentifier [] = [ RI_
#3 byte#1 (MSB) M [ 0x00 — OxFF | B1
#4 byte#2 (LSB) ] M | 0x00 — OxFF | B2
#5 routinelnfo C4 | 0x00 — OxFF | RINF_
routineStatusRecord[] = [ RSR_
#6 routineStatus#1 U | 0x00 - OXFE.|RS |
#n routir;eStatus#m ] U 0x00 - OxFF i?S |
C+1| The Routinelnfo byte specifies a scheme (e.g., StartRoutine, StopRoutine, RequestRoutineResults),|to allow for

gemeric external test equipment handling of any routine. This parameter is mandatory|for any routing where the
roytineStatusRecord is defined by the ISO/SAE specifications (e.g. ISO 27145-3, SAE _J1979-DA, 1SO 26021) even if
thel ISO/SAE defined size of the routineStatusRecord equals "0" data bytes. For routines where the routineStatusRecord
is ¢gompletely defined by the vehicle manufacturer, the support of this parametersis~eptional. The definition of this byte
shall be left to the vehicle manufacturer.

U | The RoutineStatusByte #m is only to be included in the routineStatusRe¢ord]] if specified for the roufineldentifier
(RID) by the vehicle manufacturer.

13.2.3.2 Positive response message data-parameter definition
Table 382 defines the data-parameters of the positive\response message.

Table 382 — Response-message data-parameter definition

De1inition

rodtineControIType

This parameter is an echo of bits 6 - Q of the sub-function parameter from the request message.

routineldentifier

This parameter is an echo of-the-routineldentifier from the request message.

routinelnfo

The¢ Routinelnfo byte“encoding is vehicle manufacuter specific and provides a mechanism for the vehicle manufacturer
to |support geneficexternal test equipment handling of all implemented routines (e.g., if stogRoutine or
requestRoutineResults are required) based upon this returned value.

routineStatusRecord

This parameter record is used to give to the client either:
— Ladditional information about the status of the server following the start of the routine or

— additional information about the status of the server after the routine has been stopped (e.g., total run time, results
generated by the routine before stopped, etc.) or

— results (exit status information) of the routine, which has been stopped previously in the server.

13.2.4 Supported negative response codes (NRC_)
The following negative response codes shall be implemented for this service. The circumstances under which

each response code would occur are documented in Table 383. The listed negative responses shall be used if
the error scenario applies to the server.
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Table 383 — Supported negative response codes

NRC Description Mnemonic

0x12 |sub-functionNotSupported SFNS

This NRC shall be sent if the requested sub-function is either generally not supported or is
not supported for the requested Routineldentifier.

0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF

This NRC shall be sent if the length of the message is wrong.

0x22 |conditionsNotCorrect CNC

1|his NRC shall be returned if the criteria for the request RoutineControl are not met.
0x24 rjquestSequenceError RSE

his NRC shall be returned if

o the routine is currently active and can not be restarted when the
'startRoutine' sub-function is received (it is up to the vehicle
manufacturer whether a given routine can be restarted while active),

e the routine is not currently active when the 'stopRoutine“sub-function
is received,

e routine results are not available when the 'requestRoutineResults'
sub-function is received (e.g., the requested<routineldentifier has
never been started).

0x31 |réquestOutOfRange ROOR

Tihis NRC shall be returned if:
—+ The server does not support the requested:routineldentifier,

- The user optional routineControlOptionRecord contains invalid data for the
requested routineldentifier.

0x33 [ sfecurityAccessDenied SAD

This NRC shall be sent if a client sends a request with a valid secure routineldentifier and
the server’s security feature,iscurrently active.

0x72 | GeneralProgrammingFailure GPF

This NRC shall b€ retlrned if the server detects an error when performing a routine, which
gccesses serversinternal memory. An example is when the routine erases or programs a
dertain memory-location in the permanent memory device (e.g. Flash Memory) and the
gccess to that memory location fails.
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The evaluation sequence is documented in Figure 25.

mandatory E optional E manufacturer/supplier
: ' specific
Service with SID E i
0x31 : :
1 ' :
min| length check Nop|{ NRC 0x13 :
RID|supported in YES : i
actiye session? : !
NOp|{ NRC 0x31 : ;
YES : :
RID| security : :
chepk ok ? NOp{ NRC 0x33 ; E
YES :
SubFunction : :
supported for NO NRC 0x12 : :
roufineldentifier? : '
2 YES E E
tota] length check &N op| NRC 0x13 :
routineControl- YES : :
OptfonRecord : '
confains valid data NO NRC 0x31 : :
for the requested i Condition :
RID YES ' check i
;><>No NRC 0x22 ¥
< YES ;
E Request sequence i
i respected for the RID? :
E NO NRC 0x24 q Manufacturerl
: '+ supplier
< YES E E specific check
: : NO-)E‘IRC 0xXX >
< *YES
\ 4 : :
Further
parameter
checks
Key
1 at least 4 (SI+SubFunction+RID Parameter)

2 1 byte S| + 1 byte SF + 2 byte RID + nth byte routineControlOptionRecord required for the specific RID

Figure 25 — NRC handling for RoutineControl service
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13.2.5 Message flow example(s) RoutineControl

13.2.5.1 Example #1: sub-function = startRoutine

This subclause specifies the test conditions to start a routine in the server to continuously test (as fast as
possible) all input and output signals on intermittent while a technician would "wiggle" all wiring harness
connectors of the system under test. The routineldentifier references this routine by the routineldentifier
0x0201.

Test conditions: ignition = on, engine = off, vehicle speed = 0 [kph]

The client requests to have a response message by setting the suppressPosRspMsglndicationBit (bit 7-of the
sub-function parameter) to "FALSE" ('0").

Table 384 defines the RoutineControl request message flow - example #1.

Table 384 — RoutineControl request message flow - example #1

Message djrection client — server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RoutineControl Request SID 0x31 RC
#2 sub-function = startRoutine, 0x01 LEV_STR
suppressPosRspMsglndicationBit = FALSE
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 ] (LSB) 0x01 RI_B2

Table 385 defines the positive response message flow- example #1.

Table 385 — positive response message flow - example #1

Message direction server — client
Message Type Response
A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RoutineControl(Response SID 0x71 RCPR
#2 routineControlType = startRoutine 0x01 STR
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 ] (LSB) 0x01 RI_B2
#5 routinfeStatusRecord [ routineStatus#1 ] = vehicle manufactuer 0x32 RRS_
Specific

13.2.5.2 Example #2: sub-function = stopRoutine

This subclause specifies the test conditions to stop a routine in the server which has continuously tested (as
fast as possible) all input and output signals on intermittence while a technician would have been "wiggled" all
wiring harness connectors of the system under test. The routineldentifier references this routine by the
routineldentifier 0x0201.

Test conditions: ignition = on, engine = off, vehicle speed = 0 [kph]

266 © IS0 2013 — Al rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

The client requests to have a response message by setting the suppressPosRspMsgindicationBit (bit 7 of the

sub-function parameter) to "FALSE" ('0").

Table 386 defines the RoutineControl request message flow - example #2.

Table 386 — RoutineControl request message flow - example #2

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RoutineControl Request SID 0x31 RC
#2 sub-function = stopRoutine, 0x02 SPR
suppressPosRspMsglndicationBit = FALSE
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 ] (LSB) 0x01 RI_B2

Tabje 387 defines the RoutineControl positive response message flow - example #2.

Table 387 — RoutineControl positive response message flow - example #2

Megsage direction server — client
Megsage Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnenmonic
#1 StopRoutine Response SID 0x71 RCPR
#2 routineControlType = stopRoutine 0x02 SPR
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 ](LSB) 0x01 RI_B2
#5 routir_mft_eStatusRecord [routineStatus#1 ] = vehicle manufactuer 0x30 RRS_|
specific

13.2.5.3 Example #3{sub-function = requestRoutineResults

Thig example shows how to retrieve result values after a routine has been finished. The foutine has
continuously tested (as fast as possible) all input and output singals on intermittence while a technician would
have been 'Wwiggled" at all wiring harness connectors of the system under test. The routineldentifier to

reference this routine is 0x0201. Test conditions: ignition = on, engine = off, vehicle speed = 0 [kph].

Thel client requests to have a response message bysetting the suppressPosRspMsglindicationBit (bit 7 of the

subsfaTTCtiom parameter) toFACSE“ (0™
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Table 388 defines the RequestRoutineResults request message flow — example #3.

Table 388 — RequestRoutineResults request message flow — example #3

Message direction

client — server

Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 RoutineControl Request SID 0x31 RC
#2 sub-function = requestRoutineResults, 0x03 RRR
suppressPosRspMsglindicationBit = FALSE
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 ] (LSB) 0x01 RI_B2

Table 389 defines the RequestRoutineResults positive response message flow — example#3.

Table 389 — RequestRoutineResults positive response message flow—< example #3

Message djrection server — client

Message Type Response

A_Data bytp |Description (all values are in hexadecimal) Byte Value | Mnemonic
#1 RoutineControl Response SID 0x71 RCPR
#2 routineControlType = requestRoutineResults 0x03 RRR
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 ] (LSB) 0x01 RI_B2
#5 routineStatusRecord [ routineStatus#1 {.£.Vehicle Manufactuer 0x30 RRS _

Specific

#6 routineStatusRecord [ routineStatus#2 ] = inputSignal#1 0x33 RRS _
#n routineStatusRecord [ routineStatus#m ] = inputSignal#m Ox8F RRS_

13.2.5.4 Example #4: sub-function = startRoutine with routineControlOption

This subclapuse specifies'the test conditions to start a routine in a transmission control unit to calibrate the
shift for a certain gear.in a special mode. The gear could be any from #1 to #20 and the mode can be be
stand alond and in=vehicle. The routineldentifier references this routine by the routineldentifier 0x0202.

Test conditipns:_ ignition = on, engine = off, vehicle speed = 0 [kph].

jear
hch,

The client requests to have a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the
sub-function parameter) to "FALSE" ('0").

268
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Table 390 defines the RoutineControl request message flow - example #4.

Table 390 — RoutineControl request message flow - example #4

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RoutineControl Request SID 0x31 RC
#2 sub-function = startRoutine, 0x01 STR
suppressPosRspMsgindicationBit = FALSE
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RIB1
#4 routineldentifier [ byte#2 ] (LSB) 0x02 RI_B2
#5 routineControlOption#1 [ selected gear ] = vehicle manufacturer 0x06 RCO |
specific
#6 routineControlOption#2 [ test condition ] 0x01 RCO |

Table 391 defines the RoutineControl positive response message flow ~example #4.

Table 391 — RoutineControl positive response message flow - example #4

Megsage direction server — client

Megsage Type Response

A_Pata byte |Description (all values are in hexadecimal) Byte Value |Mnenonic
#1 RoutineControl Response SID 0x71 RCPR
#2 routineControlType = startRoutine 0x01 STR
#3 routineldentifier [ byte#1 ] (MSB) 0x02 RI_B1
#4 routineldentifier [ byte#2 J\(LSB) 0x02 RI_BZ
#5 routineStatusRecord:[\routineStatus#1 ] = vehicle manufacturer 0x32 RRS |

specific

#6 routineStatuSRecord [ routineStatus#2 ]= response time 0x33 RRS |
#n routineStatusRecord [ routineStatus#m ]= inputSignal#m Ox8F RRS |
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14 Upload Download functional unit

141 Overview

Table 392 defines the Upload Download functional unit.

Table 392 — Upload Download functional unit

Service Description
RequestDownload The client requests the negotiation of a data transfer from the client to the server.
RequestUpload The client requests the negotiation of a data transfer from the server to the client.
TransferData The client transmits data to the server (download) or requests data from-the sefver
(upload).
RequestTransferExit The client requests the termination of a data transfer.
RequestFilgTransfer The client requests the negotiation of a file transfer between server.and client.
14.2 RefiuestDownload (0x34) service

14.2.1  Service description

The requeg

(download)

After the s

brver has received the requestDownload request*message the server shall take all neces

actions to re¢ceive data before it sends a positive response message.

IMPORTANT — The server and the client shall meet the request and response message behaviou
specified ip 7.5.

1422 R

14.2.2.1

Table 393 @

bquest message
Request message definition

efines the request message.

tDownload service is used by the client to initiate a data, transfer from the client to the server

sary

ras
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Table 393 — Request message definition

A_Data byte |Parameter Name Cvt Byte Value |Mnemonic
#1 RequestDownload Request SID M 0x34 RD
#2 dataFormatldentifier M | Ox00 — OxFF [DFI_
#3 addressAndLengthFormatldentifier M | Ox00 — OxFF |ALFID
memoryAddress[] = [ MA_
#4 byte#1 (MSB) M | 0x00 — OxFF | B1
#m=tr+4 byte#m ET—TOx06—"0xF—1Bm
memorySize[] = [ MB_
Fn-(k-1) byte#1 (MSB) M | 0x00 — OxFF |B
#n byte#k ] C, | 0x0Q~ OxFF |BH
C4] The presence of this parameter depends on address length information parametgr of the
addressAndLengthFormatldentifier
Cy| The presence of this parameter depends on the memory sizey length information of the
addressAndLengthFormatldentifier.

14.2.2.2 Request message sub-function parameter $Level (KEV ) definition
Thig service does not use a sub-function parameter.
14.2.2.3 Request message data-parameter definition

Table 394 defines the data-parameters of the request message.
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Table 394 — Request message data-parameter definition

Definition

dataFormatldentifier

This data-parameter is a one byte value with each nibble encoded separately. The high nibble specifies the
"compressionMethod", and the low nibble specifies the "encryptingMethod". The value 0x00 specifies that neither
compressionMethod nor encryptingMethod is used. Values other than 0x00 are vehicle manufacturer specific.

addressAndLengthFormatldentifier

This parameter is a one byte value with each nibble encoded separately (see H.1 for example values):

— bit 7 - 4 Tength (number of bytes) of the memorySize parameter
— bit 3 - O: Length (number of bytes) of the memoryAddress parameter

memoryAdress

The paramgter memoryAddress is the starting address of the server memory where the data is to be\written to. [The
number of lbytes used for this address is defined by the low nibble (bit 3 - 0) of the addressAndLengthFormatidentifier.
Byte#m in the memoryAddress parameter is always the least significant byte of the address being’ referenced in|the
server. The|most significant byte(s) of the address can be used as a memory identifier.

An exampl¢ of the use of a memory identifier would be a dual processor server with 16.bit/addressing and menmory
address ovgrlap (when a given address is valid for either processor but yields a different.physical memory devicg or
internal and external flash is used). In this case, an otherwise unused byte within the mémoryAddress parameter carj be
specified ag a memory identifier used to select the desired memory device. Usage-of this functionality shall bel as
defined by yehicle manufacturer / system supplier.

memorySize

This paramgter shall be used by the server to compare the memory size With the total amount of data transferred dufing
the TransfefData service. This increases the programming security. Thé’number of bytes used for this size is defined by
the high njbble (bit7 - 4) of the addressAndLengthFormatldentifier. If data compression is used, it is vehicle
manufacturgr specific whether or not the memory size represents.the compressed or uncompressed size.

14.2.3 Positive response message
14.2.3.1 Positive response message definition
Table 395 defines the positive response-message.

Table-395 — Positive response message definition

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemonic
#1 RequestDownload Response SID M 0x74 RDPR
#2 lengthFermatldentifier M [ Ox00 — OxFO |LFID
maxNumberOfBlockLength = [ MNROB_
#3 byte#1 (MSB) M | 0x00 — OxFF |B1
#n I SOt —Ox T B

14.2.3.2 Positive response message data-parameter definition

Table 396 defines the data-parameters of the positive response message.
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Table 396 — Response message data-parameter definition

Definition

lengthFormatldentifier

This parameter is a one byte value with each nibble encoded separately:
— bit 7 - 4: Length (number of bytes) of the maxNumberOfBlockLength parameter.
— bit 3 - 0: reserved by document, to be set to '0".

The format of this parameter is compatible to the format of the addressAndLengthFormatldentifier parameter contained
in the request message, except that the lower nibble has to be set to '0".

maxNumberOtBlockLength

This parameter is used by the requestDownload positive response message to inform the client how.many data bytes
(maxNumberOfBlockLength) to include in each TransferData request message from the client. This length reflects the
complete message length, including the service identifier and the data-parameters present in thé.TransferlData request
messsage. This parameter allows the client to adapt to the receive buffer size of the server befére it starty transferring
dafa to the server. A server is required to accept transferData requests that are equall in length to |its reported
maxNumberOfBlockLength. It is server specific what transferData request lengths less than/maxNumberOfBlockLength
ard accepted (if any). Note that the last transferData request within a given block may be required to be less than
maxNumberOfBlockLength. It is not allowed for a server to write additional data bytes (i.e,. pad bytes) npt contained
within the transferData message (either in a compressed or uncompressed format), as this would affect the memory
addiress of where the subsequent transferData request data would be written.

14.2.4

Supported negative response codes (NRC_)

Thel following negative response codes shall be implemented for this service. The circumstances yinder which
each response code would occur are documented in Table’397. The listed negative responses shgll be used if
the prror scenario applies to the server.

Table 397 — Supported negative response codes

NRC Description I\qnemonic

0k13 | incorrectMessagelLengthOrinvalidFormat II\hLOIF
This NRC shall be sent if the length of the message is wrong.

0k22 | conditionsNotCorrect CNC
This NRC shall be-rettrned if a server receives a request for this service while in the process
of receiving a download of a software or calibration module. This could occur if there is a data
size mismateh-between the server and the client during the download of a module.

0k31 |requestOutOfRange RPOR
This.NRC shall be returned if:
—\ the specified dataFormatldentifier is not valid.
¢— the specified addressAndLengthFormatidentifier is not valid.
— the specified memoryAddress/memorySize is not valid.

0x33 | securityAccessDenied SAD
This NRC shall be returned if the server is secure (for server's that support the
SecurityAccess service) when a request for this service has been received.

0x70 uploadDownloadNotAccepted UDNA
This NRC indicates that an attempt to download to a server's memory cannot be
accomplished due to some fault conditions.
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The evaluation sequence is documented in Figure 26.

mandatory : optional g manufacturer/supplier
E E specific

Service with SID 0x34 :
1 : :
minimum IJngth check Q—NO NRC 0x13 : i
YES :
dataFormatjdentifier is valid. : :
AND NOP| NRC 0x31 : :
addressAndLengthFormatide ' E
ntifier is valid : :
YES : :
2 : :
Full length [check NOP{ NRC 0x13 :
YES :
memoryAddress/memorySize E E
YES :
security chéck ok for : :
requested remory interval? é—NO NRC 0x33 i Condition :
i check :

YES
» NO NRC 0x22
YES :
Download fault :
Condition check :
> No>| NRC 0x70
+  Manufacturer/
P - E supplier
- YES 1 specific check
iy No->| NRC 0xXX :)
< YES .
v
positive response ) E
Key
1 at leasts (ST + DFI_ + ALFID + minimum MA_ + minimum MS_)
2 length can be computed from addressAndLengthFormatldentifier

Figure 26 — NRC handling for RequestDownload service

14.2.5 Message flow example(s) RequestDownload

See 14.5.5 for a complete message flow example.
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14.3 RequestUpload (0x35) service
14.3.1  Service description

The RequestUpload service is used by the client to initiate a data transfer from the server to the client
(upload).

After the server has received the requestUpload request message the server shall take all necessary actions
to send data before it sends a positive response message.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
spekified in 7.5.

14.3.2 Request message
14.3.2.1 Request message definition
Tabje 398 defines the request message.

Table 398 — Request message definition

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 RequestUpload Request SID M 0x35 RU
#2 dataFormatldentifier M | Ox00 — OxFF | DFI_
#3 addressAndLengthFormatldentifier M | Ox00 — OxFF |ALFID
memoryAddress[] = [ MA_
#4 byte#1 (MSB) M | 0x00 — OxFF | B1
#(m-1)+4 byte#m ] C: | 0x00 — OXFF |Bm
memorySize[] = [ MS
Hn-(k-1) byte#1 (MSB) M | 0x00 — OxFF |B1
#n byte#Kk] C, [ 0x00 - OxFF Bk
C4] The presence of this ,parameter depends on address length information paramet¢r of the
addiressAndLengthFormatldentifier.
Co| The presence of (this parameter depends on the memory size length informatign of the
addiressAndLengthFormatidentifier.

14.3.2.2 Request message sub-function parameter $Level (LEV_) definition

Thig servicerdoes not use a sub-function parameter.
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14.3.2.3 Request message data-parameter definition
Table 399 defines the data-parameters of the request message.

Table 399 — Request message data-parameter definition

Definition

dataFormatldentifier

This data-parameter is a one byte value with each nibble encoded separately. The high nibble specifies the
"compressionMethod", and the low nibble specifies the "encryptingMethod". The value 0x00 specifies that neither
compressiopivietiodmorercryptimgivtethod s osed - Vatues other tham 0x00—arevehicte Tmanufacturerspetcific:

addressAnflLengthFormatldentifier

This paramegter is a one byte value with each nibble encoded separately (see H.1 for example values):
— bit 7 - 4: Length (number of bytes) of the memorySize parameter

— bit 3 - O Length (number of bytes) of the memoryAddress parameter

memoryAdress

The paramgter memoryAddress is the starting address of server memory from which data js to/be retrieved. The nunI:er
of bytes usgd for this address is defined by the low nibble (bit 3 - 0) of the addressAndLengthFormatldentifier. Byte#m in
the memoryAddress parameter is always the least significant byte of the address being referenced in the server. [The
most significant byte(s) of the address can be used as a memory identifier.

An exampl¢ of the use of a memory identifier would be a dual processor seryer)with 16 bit addressing and me}ory

address ovgrlap (when a given address is valid for either processor but yields a different physical memory device or
internal and external flash is used). In this case, an otherwise unused byte within the memoryAddress parameter can be
specified ag a memory identifier used to select the desired memory device. Usage of this functionality shall bg as
defined by yehicle manufacturer / system supplier.

memorySize

This paramgter shall be used by the server to compare the memory size with the total amount of data transferred during
the TransfefData service. This increases the programming security. The number of bytes used for this size is defined by
the high nigble (bit 4) of the addressAndLengthFormatldentifier. If data compression is used, it is vehicle manufactlrer
specific whether or not the memory size represents the compressed or uncompressed size.

14.3.3 Positive response message
14.3.3.1 Positive response message definition
Table 400 defines the positive response message.

Table 400 — Positive response message definition

A_Data bytp |Parameter Name Cvt Byte Value |Mnemonic
#1 RequestUpload Response SID M 0x75 RUPR
#2 lengthFaormatldentifier M 0x00 — 0OxFO [ FID
maxNumberOfBlockLength = [ MNROB _
#3 byte#1 (MSB) M 0x00 — OxFF |B1
#n byte#m | M | 0x00 — OXFF |Bm

276 © 1SO 2013 — All rights reserved



https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

I1ISO 14229-1:2013(E)

14.3.3.2 Positive response message data-parameter definition
Table 401 defines the data-parameters of the positive response message.

Table 401 — Response message data-parameter definition

Definition

lengthFormatldentifier

This parameter is a one byte value with each nibble encoded separately:

— bit 7 - 4: Length (number of bytes) of the maxNumberOfBlockLength parameter;
— | bit 3 - 0: reserved by document, to be set to 0x0;

The¢ format of this parameter is compatible to the format of the addressAndLengthFormatldentifier parameter contained
in the request message, except that the lower nibble has to be set to 0x0.

makNumberOfBlockLength

This parameter is used by the requestUpload positive response message to inform the client fow many data bytes shall
be|included in each TransferData positive response message from the server. This/length reflects the complete
message length, including the service identifier and the data-parameters present in-the TransferData positve response
message. This parameter allows the client to adapt to the send buffer size of the server before the gerver starts
trapsferring data to the client. A client is required to accept transferData responses that are equal in Igngth to the

regorted maxNumberOfBlockLength. It is server-specific what transferData response lengths | less than
maxNumberOfBlockLength are sent (if any).

NOJTE The last transferData response within a given block may be required to be| less than
makNumberOfBlockLength.
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14.3.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 402. The listed negative responses shall be used if
the error scenario applies to the server.

Table 402 — Supported negative response codes

NRC Description Mnemonic
0x13 | incorrectMessagelLengthOrinvalidFormat IMLOIF
his NRC shall be sent if the Tength of the message is wrong.

0x22 | donditionsNotCorrect CNC
This NRC shall be returned if the criteria for the requestUpload are not met. This could occur if,
g server receives a request for this service while a requestUpload is already active, but not yet
gompleted.

0x31 |requestOutOfRange ROOR
This NRC shall be returned if:
—+ The specified dataFormatldentifier is not valid;
— The specified addressAndLengthFormatldentifier is not valid;
—+ The specified memoryAddress/memorySize is not valid;

0x33 | gecurityAccessDenied SAD
This NRC shall be returned if the server is secure (for server’stthat support the SecurityAccess
gervice) when a request for this service has been received.

0x70 | YploadDownloadNotAccepted UDNA
This NRC indicates that an attempt to upload to a.sérver's memory cannot be accomplished
due to some fault conditions.
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The evaluation sequence is documented in Figure 27.

mandatory g optional 5 manufacturer/supplier
H : specific

Service with SID 0x35 :
1 :
minimum length check NO NRC 0x13 : i
1 t I
YES : :
dataFormatldentifier is valid. : :
AND NOP| NRC 0x31 : :
afldressAndLengthFormatide ' E
nfifier is valid : !
YES : :
2 : :
F{ill length check NOP{ NRC 0x13 '
YES :
emoryAddress/memorySize E E
YES :
sécurity check ok for : :
rdquested memory interval? é—NO NRC 0x33 i condition :
E check :

YES :
> NO NRC 0x22
YES :
upload fault :
condition check :
> NO NRC 0x70
manufacturer/
P - E supplier
< YES 1 specific check
Ly No->| NRC 0xXX }
< YES .
v :
positive response ) E
Key
1 atlleast 5 (S| + DFI_ + ALFID + minimum MA_ + minimum MS_)
2 length can be computed from addressAndLengthFormatldentifier

Figure 27 — NRC handling for RequestUpload service

14.3.5 Message flow example(s) RequestUpload

See 14.5.5 for a complete message flow example.
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14.4 TransferData (0x36) service
14.41 Service description

The TransferData service is used by the client to transfer data either from the client to the server (download)
or from the server to the client (upload).

The data transfer direction is defined by the preceding RequestDownload or RequestUpload service. If the
client initiated a RequestDownload the data to be downloaded is included in the parameter(s)
transferRequestParameter in the TransferData request message(s). If the client initiated a RequestUpload the
data to be uploaded is included in the parameter(s) transferResponseParameter in the TransferData response
message(s]).

The Transfg¢rData service request includes a blockSequenceCounter to allow for an improved errorhandling in
case a IransferData service fails during a sequence of multiple TransferData requests. [The
blockSequgnceCounter of the server shall be initialized to one when receiving a RequestDowhload (0x34) or
RequestUpload (0x35) request message. This means that the first TransferData (0x36))request mesgage
following the RequestDownload (0x34) or RequestUpload (0x35) request messade starts with a
blockSequgnceCounter of one.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

14.4.2 Request message
14.4.2.1 Request message definition
Table 403 defines the request message.

Table 403 — Request message definition

A_Data bytp |Parameter Name Cvt |Byte Value |Mnemoni¢
#1 TransferData Request SID M 0x36 TD
#2 blockSequenceCounter M | Ox00 — OxFF |BSC
transferRequestParameterRecord[] = [ TRPR_
#3 transferRequestParameter#1 C | Ox00 — OxFF | TRTP_
#.n transferRéquestParameter#m ] U 0x00 - OxFF ;I'RTP_
C = Conditipnal: this parametef.isymandatory if a download is in progress.

14.4.2.2 Requestmessage sub-function parameter $Level (LEV_) definition

This servicg does'not use a sub-function parameter.
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14.4.2.3

Tab

ISO 14229

Request message data-parameter definition
le 404 defines the data-parameters of the request message.

Table 404 — Request message data-parameter definition

-1:2013(E)

Definition

blo

Exd

ckSequenceCounter

r each

UXUU W

(0x35) service.

mple use cases:

If a TransferData request to download data is correctly received and processed in the server but
response message does not reach the client then the client would determine an applicatian\layer timeo
repeat the same request (including the same blockSequenceCounter). The server~would receive t
TransferData request and could determine based on the included blockSequenceCounter that this T
request is repeated. The server would send the positive response message immediately without wri
once again into its memory.

If the TransferData request to download data is not received correctly in the server then the server woul
positive response message. The client would determine an application (ayer timeout and would repe
request (including the same blockSequenceCounter). The server would receive the repeated Transferl
and could determine based on the included blockSequenceCounter that this is a new TransferData
would process the service and would send the positive response.message.

If a TransferData request to upload data is correctly received.and processed in the server but the posit
message does not reach the client then the client would. determine an application layer timeout and wou
same request (including the same blockSequenceCaounter). The server would receive the repeated T

repeated. The server would send the positive response message immediately accessing the previou
data once again in its memory.

The blockSequenceCounter parameter value starts at 0x01 with the first TransferData request that follows the

subsequent
ith the next

the positive
it and would
he repeated
[ransferData
ng the data

d not send a
at the same
Data request

The server

ve response
d repeat the
[ransferData

request and could determine based on the included blockSequenceCounter that this TransferDatd request is

sly provided

If the TransferData request to upload datalis not received correctly in the server then the server would not send a

positive response message. The clien{swould determine an application layer timeout and would repept the same
request (including the same blockSequenceCounter). The server would receive the repeated TransferlPata request
and could determine based on the-included blockSequenceCounter that this is a new TransferData| The server
would process the service and-would send the positive response message.
transferRequestParameterRecord
This parameter record contains parameter(s) which are required by the server to support the transfer of qata. Format
andl length of this parameéter(s) are vehicle manufacturer specific.
EXAMPLE Fora'download, the transferRequestParameterRecord include the data to be transferred.
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14.4.3

14.4.3.1

Positive response message

Positive response message definition

Table 405 defines the positive response message.

Table 405 — Positive response message definition

A_Data byte |Parameter Name Cvt |Byte Value [Mnemonic
#1 TransferData Response SID M 0x76 TDPR
#2 blockSequenceCounter M [ Ox00 — OxFF |BSC

transferResponseParameterRecord[] = [ TRERR:_

#3 transferResponseParameter#1 C | Ox00 — OxFF | TREP_
#n transferResponseParameter#m ] U [ Ox00 — OxEEN TREP

C = Conditipnal: this parameter is mandatory if an upload is in progress.

14.4.3.2 Positive response message data-parameter definition

Table 406 d

efines the data-parameters of the positive reponse message.

Table 406 — Response message data-parameter definition

Definition

blockSequs

This param

bnceCounter

bter is an echo of the blockSequenceCounter parameéter from the request message.

transferRes

This param
length of th

Examples:
the server.
download, t

ponseParameterRecord

S parameter(s) are vehicle manufacturer.specific.

eter shall contain parameter(s), which are required by the client to support the transfer of data. Format jand

For a download, the parameter transferResponseParameterRecord could include a checksum computed by
For an upload, the parameteritransferResponseParameterRecord include the uploaded data. Faqr a
he parameter transferResponseRarameterRecord should not repeat the transferRequestParameterRecor(l.

1444 S

The followir
each respo
the error sc

282

ipported negative.réesponse codes (NRC_)

bnario applies to the server.

g negative response codes shall be implemented for this service. The circumstances under which
nse code wauld occur are documented in Table 407. The listed negative responses shall be usgd if
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Table 407 — Supported negative response codes

NRC Description Mnemonic
0x13 incorrectMessagelLengthOrinvalidFormat IMLOIF

This NRC shall be sent if the length of the message is wrong.(e.g., message length does

not meet requirements of maxNumberOfBlockLength parameter returned in the positive

response to the requestDownload service).

0x24 requestSequenceError RSE

The server shall use this response code:

— It the RequesiDownload or RequestUpload Service Is not active when a request 1or
this service is received;

— If the RequestDownload or RequestUpload service is active, but the serverhas
already received all data as determined by the memorySize parameter in the.active
RequestDownlod or RequestUpload service;

NOTE The repetition of a TransferData request message ¥ with a

blockSequenceCounter equal to the one included in the previous TransferData request

message shall be accepted by the server.
0x31 requestOutOfRange RPOR

This NRC shall be returned if:

— The transferRequestParameterRecord contains additional control parameters (e.g.
additional address information) and this control information is invalid.

— The transferRequestParameterRecord is not ¢onsistent with the requestDownload or
requestUpload service parameter maxNumberOfBlockLength.

— The transferRequestParameterRecord is\.not consistent with the server's memory
alignment constraints.

0x71 transferDataSuspended TPS

This NRC shall be returned. if the download module length does not meet the

requirements of the memorySize parameter sent in the request message of the

requestDownload service.
0x72 generalProgrammingFRailure GPF

This NRC shall be returned if the server detects an error when erasing or programming a

memory location_in the permanent memory device (e.g. Flash Memory) during the

download of data:
0x73 wrongBlockSequenceCounter WBSC

This.NRC shall be returned if the server detects an error in the sequence of the

blockSequenceCounter.

NOTE The repetition of a TransferData request message with a

blockSequenceCounter equal to the one included in the previous TransferData request

message shall be accepted by the server.

0x9Z70x93 [voltageTooHIgh 7/ voltage TooLow VTH /VTL

This return code shall be sent as applicable if the voltage measured at the primary power

pin of the server is out of the acceptable range for downloading data into the server’s

permanent memory (e.g. Flash Memory).
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The evaluation sequence is documented in Figure 28.

mandatory E optional E manufacturer/supplier

E : specific
Service with SID 0x36 :
1 : :
minimum length check” NO NRC 0x13 : i
sequence is rgspected for SID NO NRC 0x24 : é
Data transfer fan continue i :
AND NO NRC 0x71 ' :
memorySize is respected : :
Block sequenfe counter is ok NO NRC 0x73 E E
transferRequgstParameterRecord E i
is valid : H
AND c : :
expected nunjber of NO NRC 0x31 ¢ datais E
transferRequgstParameters are i correctly H
included (if agplicable) YES ; altered E
%QNO NRC 0x72 ) |
< YES
E Voltage condition i
i are ok !
: NRC 0x92 \
= NOP| or :
1 NRC 0x93 '

' : manufacturer/

YES : i supplier
H + specific check
: > No->| NRC 0xXX >

< i YES
\ 4 : :
positive response ) : :

Key
1 must be 2 if a RequestUpload is in progress (S| + BSC),
at least 3 if a RequestDownload is in progress (S| + BSC + minimum TRPR )

Figure 28 — NRC handling for TransferData service

14.4.5 Message flow example(s) TransferData

See 14.5.5 for a complete message flow example.
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14.5.1

Service description

I1ISO 14229-1:2013(E)

This service is used by the client to terminate a data transfer between client and server (upload or download).

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.

14.5.2 Request message
14.8.2.1 Request message definition
Table 408 defines the request message.
Table 408 — Request message definition
A_Data byte |Parameter Name Cvt \»{ Byte Value |Mnemonic
#1 RequestTransferExit Request SID M 0x37 RTE
transferRequestParameterRecord[] = [ TRPR_
#2 transferRequestParameter#1 U | 0x00 - OxFF [ TRTP_
#.n transferRéquestParameter#m ] U 0x00 - OxFF T RTP_
14.5.2.2 Request message sub-function parameter $kevel (LEV_) definition
Thig service does not use a sub-function parameter.
14.8.2.3 Request message data-parameter.definition
Table 409 defines the data-parameters of the request message.
Table 409 — Request message data-parameter definition
De‘inition
tra‘\sferRequestParameterRecord
This parameter record _contains parameter(s), which are required by the server to support the transfer of data. Format
and length of this parameter(s) are vehicle manufacturer specific.
14.8.3 Positive response message
14.8.3:1" ' Positive response message definition
Table 410 defines the positive response message.
Table 410 — Positive response message definition
A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 RequestTransferExit Response SID M 0x77 RTEPR
transferResponseParameterRecord[] = [ TREPR _
#2 transferResponseParameter#1 U | 0x00 — OxFF [ TREP_
#'n transferRésponseParameter#m] U OXOO—'OXFF ;I'REP
285
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14.5.3.2 Positive response message data-parameter definition
Table 411 defines the data-parameters of the positive response message.

Table 411 — Response message data-parameter definition

Definition

transferResponseParameterRecord

This parameter shall contain parameter(s) which are required by the client to support the transfer of data. Format and
length of this parameter(s) are vehicle manufacturer specific.

14.5.4 Supported negative response codes (NRC_)
The following negative response codes shall be implemented for this service. The circumstances under which
each negat|ve response code would occur are documented in Table 412. The listed negativeresponses ghall
be used if the error scenario applies to the server.

Table 412 — Supported negative response codes

NRC Description Mnemonic

0x13 incorrectMessagelLengthOrinvalidFormat IMLOIF

This NRC shall be returned if the length of the message is wrong:

0x24 requestSequenceError RSE

This NRC shall be returned if:
— The programming process is not completed when a request for this service is received;
— The RequestDownload or RequestUpload seérvice is not active;

0x31 requestOutOfRange ROOR

This NRC shall be returned if the transferRequestParameterRecord contains invalid data.

0x72 generalProgrammingFailure GPH

This NRC shall be returned ifithe server detects an error when finalizing the data transfer
between the client and server (€.g., via an integrity check).

The evaluafion sequence is documented in Figure 29.
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No->|:ch 0xXX >

YES:

positive response )

mandatory E optional i manufacturer/supplier
: ! specific
Service with SID 0x37 & ;
YES :
Sequence ifs NO NRC 0x24 i transferRequest- :
respected for SID i ParameterRecord is valid :
YES : :
: NO»| NRCOx31 !
< YES :
Totdl length check NO NRC 0x13 : :
H i Manufacturer/
: !) supplier specific
YES ' i check

Figure 29 — NRC handling for RequestTransferExit service

14.8.5 Message flow example(s) for.downloading/uploading data

14.3.5.1 Download data to a server

14.8.5.1.1 Assumptions

Thig subclause specifies-the conditions to transfer data (download) from the client to the server.
Thel example consists of three steps.

In the 1*' step the client and the server execute a RequestDownload service. With this service the following

informationtis’exchanged as parameters in the request and positive response message between cljent and the
seryer.

Table 4T3 defines the transferRequestParameter values.

Table 413 — Definition of transferRequestParameter values

Data Parameter

Data Parameter Name Data Parameter Description

Value(s)
memoryAddress (3 bytes) 0x602000 memoryAddress (start) to download data to
dataFormatldentifier 0x11 dataFormatldentifier:

— compressionMethod = 0x1X
— encryptingMethod = 0xX1
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Table 413 — (continued)

Data Parameter Name

Data
Value(s)

Parameter Data Parameter Description

MemorySize (3 bytes)

OxO00FFFF MemorySize = (65 535 bytes)

to the actual number of bytes transferred during the execu
of the requestTransferExit service.

This parameter value shall be used by the server to compare

tion

Table 414 g Ufil ICS t: 1c tlal IDfUI RUDpUI IDUPdldIIIUtUI va:uc.
Table 414 — Definition of transferResponseParameter value
Data Parameter _—n
Data Parameter Name v Data Parameter Description
alue(s)
maximumNymberOfBlockLength 0x0081 maximumNumberOfBlockLength:

(serviceld + BlockSequenceCounter(1 byte) + 127 server fata

bytes = 129 data bytes)
In the 2™ s$tep the client transfers 65 535 Bytes of data to the flash memory starting at memoryaddfess
0x602000 tp the server.
In the 3" st bp the client terminates the data transfer to the server withva requestTransferExit service.
Test conditipns: ignition = on, engine = off, vehicle speed = 0 [Kph]
It is assumed, that for this example the server supports”a three byte memoryAddress and a three pyte
MemorySizg. If the MemorySize contains the uncompressed size, the number of TransferData services with
127 data blytes can not be calculated because the ‘tompression method and its compression ratio is| not
standardized. If the MemorySize contains the .compressed size, the total number of TransferData services
with 127 ddta bytes would be 516, followed by a“single TransferData request with three bytes. Therefore,|it is
assumed thiat the last TransferData request message contains a blockSequenceCounter equal to 0x05.
14.5.5.1.2 | Step #1: Request for download
Table 415 defines the RequestDownload request message flow example.
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Table 415 — RequestDownload request message flow example

Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 RequestDownload Request SID 0x34 RD
#2 dataFormatldentifier 0x11 DFI
#3 addressAndLengthFormatldentifier 0x33 ALFID
#4 memoryAddress [ byte#T | (MSB) 0x60 MA]B1
#5 memoryAddress [ byte#2 ] 0x20 MA_|B2
#6 memoryAddress [ byte#3 ] (LSB) 0x00 MA_|B3
#7 MemorySize [ byte#1 ] (MSB) 0x00 UCNIS_B1
#8 MemorySize [ byte#2 ] OXFF UCNIS_B2
#9 MemorySize [ byte#3 ] (LSB) OxFF UCNIS_B3
Table 416 — RequestDownload positive response message flow example
Megsage direction server — client
Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestDownload Response SID 0x74 RDHAR
#2 LengthFormatldentifier 0x20 LFIO
#3 maxNumberOfBlockLength [ byte#1.] (MSB) 0x00 MNROB_B1
#4 maxNumberOfBlockLength [ byfe#2 ] (LSB) 0x81 MNROB_B1
14.8.5.1.3 Step #2: Transfer,data
Table 417 — TransferData request message flow example
Megsage direction client —» server
Message Type Request
A_Pata byte -{Description (all values are in hexadecimal) Byte Value | Mngmonic
#1 TransferData Request SID 0x36 TD
#2 blockSequenceCounter 0x01 BSQ
transtferRequestParameterRecord [ transferRequestParameter#1 | =
#3 dataByte#3 0xXX TRTP_1
#129 transferRequestParameterRecord [ transferRequestParameter#127 ] = OxXX TRTP_127
dataByte#129
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Table 418 — TransferData positive response message flow example

Message direction server — client

Message Type Response

A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 TransferData Response SID 0x76 TDPR
#2 blockSequenceCounter 0x01 BSC

Table 419 — TransferData request message flow example

Message djrection client — server
Message Type Request
A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 TransferData Request SID 0x36 TD
#2 blockSequenceCounter 0x05 BSC
transferRequestParameterRecord [ transferRequestParameter#] ] =
#3 dataByte#3 0xXX TRTP_1
#n+2 transferRequestParameterRecord [ transferRequestParameter#n-2 ] = OxXX TRTP_n-2
dataByte#n

Table 420 — TransferData positive response message flow example

Message djrection server — client

Message Type Response

A_Data bytp |Description (all values/are“in hexadecimal) Byte Value |Mnemonic
#1 TransferData Response SID 0x76 TDPR
#2 blockSequenceCeounter 0x05 BSC

14.5.5.1.4 | Step #3: Request Transfer exit

Table 421 — RequestTransferExit request message flow example

Message direction client — server

Message Type Request

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestTransferExit Request SID 0x37 RTE
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Table 422 — RequestTransferExit positive response message flow example

Message direction server — client

Message Type Response

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestTransferExit Response SID 0x77 RTEPR

14.5.5.2 Upload data from a server

Thig subclause specifies the conditions to transfer data (upload) from a server to the client.
Thel example consists of three steps.

In the 1% step the client and the server execute a requestUpload service. With.this” service the following
infofmation is exchanged as parameters in the request and positive response message between cljent and the

seryer:

Table 423 — Definition of transferRequestParameter values

Dafa parameter name Data value(s) | Data parameter description
memoryAddress (3 bytes) 0x201000 memoryAddress (start)'to upload data from
datpFormatldentifier 0x11 dataFormatldentifier

— compressionMethod = 0x1X
— enciyptingMethod = 0xX1

MemorySize (3 bytes) 0x0001FF MemorySize = (511 bytes)
This parameter value shall indicate how many data byfes shall be
transferred and shall be used by the server to compare fo the actual
number of bytes transferred during executiop of the
requestTransferExit service.

Table 424)— Definition of transferResponseParameter value
Dafa parameter name Data value(s) | Data parameter description
makimumNumberOfBlockLength 0x0081 maximumNumberOfBlockLength:

(serviceld + BlockSequenceCounter (1 byte) + 127 servgr data bytes
=129 data bytes)

In the 2™ step the server transfers 511 data bytes (4 transferData services with 129 (127 gerver data
bytgs‘+)1 Serviceld data byte + 1 blockSequenceCounter byte) data bytes and 1 transferData service with 5 (3
server data bytes ¥ T serviceld data byte + T blockSequenceCTounter byte) data bytes from the external RAM
starting at memoryaddress 0x201000 in the server.

In the 3™ step the client terminates the data transfer to the server with a requestTransferExit service.
Test conditions: ignition = on, engine = off, vehicle speed = 0 [kph]
It is assumed, that for this example the server supports a three byte memoryAddress and a three byte

MemorySize. Furthermore it is assumed that the server supports a blockSequenceCounter in the
TransferData (0x36) service.
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14.5.5.2.1

Step #1: Request for upload

Table 425 — RequestUpload request message flow example

Message direction client — server

Message Type Request

A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestUpload Request SID 0x35 RU
#2 dataFormatldentifier 0x11 DFI
#3 addressAndLengthFormatldentifier 0x33 ALFID
#4 memoryAddress [ byte#1 ] (MSB) 0x20 MA_B#
#5 memoryAddress [ byte#2 ] 0x10 MA'"B2
#6 memoryAddress [ byte#3 ] (LSB) 0x00 MA_B3
#7 MemorySize [ byte#1 ] (MSB) 0x00 UCMS_B1
#8 MemorySize [ byte#2 ] 0x0y UCMS_B2
#9 MemorySize [ byte#3 ] (LSB) OXFF UCMS_B3

Table 426 — RequestUpload positive response message flow example

Message djrection server — client

Message Type Response

A_Data bytp |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestUpload Response SID 0x75 RUPR
#2 lengthFormatldentifier 0x20 LFID
#3 maxNumberOfBlockLength [ byte#1{.(MSB) 0x00 MNROB_B1
#4 maxNumberOfBlockLength [ byte#2 ] (LSB) 0x81 MNROB_B1

14.5.5.2.2 | Step #2: Transfer data

Table 427 — TransferData request message flow example

Message djrection client — server

Message Type Request

A_Data bytp | Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 TransferData Request SID 0x36 TD
#2 blockSequenceCounter 0x01 BSC
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Table 428 — TransferData positive response message flow example

Message direction

server — client

Message Type Response
A_Data byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 TransferData Response SID 0x76 TDPR
#2 blockSequenceCounter 0x01 BSC
transferResponseParameterRecord [ transferResponseParameter#1 | XX TREP_1
#3 = dataByte3
#129 transferResponseParameterRecord [ transferResponseParameter#127 XX TREP] 127
] = dataByte129
Table 429 — TransferData request message flow example
Message direction client — server
Megsage Type Request
A_Pata byte |Description (all values are in hexadecimal) Byte Value | Mnegmonic
#1 TransferData Request SID 0x36 TD
#2 blockSequenceCounter 0x05 BSG
Table 430 — TransferData positive response message flow example
Megsage direction server — client
Message Type Response
A_Data byte |Description (all'values are in hexadecimal) Byte Value |[Mnemonic
#1 TransferData Response SID 0x76 TDPR
#2 blockSeguenceCounter 0x05 BSC
transferResponseParameterRecord [ transferResponseParameter#1 ] =
#3 dataByte3 OxXX TREP_1
#5 transferResponseParameterRecord [ transferResponseParameter#3 ] = OxXX TREP_3
dataByte5
14.5.5.2.3 Step #3: Request Transfer exit
Table 431 — RequestTransferExit request message flow example
Message direction client — server
Message Type Request
A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 RequestTransferExit Request SID 0x37 RTE
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Table 432 — RequestTransferExit positive response message flow example

Message direction server — client

Message Type Response

A_Data byte |Description (all values are in hexadecimal) Byte Value Mnemonic
#1 RequestTransferExit Response SID 0x77 RTEPR
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14.6 RequestFileTransfer (0x38) service
14.6.1  Service description

The requestFileTransfer service is used by the client to initiate a file data transfer from either the client to the
server or from the server to the client (download or upload). Additionally, this service has capabilities to
retrieve information about the file system.

This service is intended as an alternative solution to the RequestDownload and RequestUpload service
supporting data upload and download functionality if a server implements a file system for data storage. When
configuring a download or upload process to or from a file system, the RequestFileTransfer service shall be
usefl replacing the RequestDownload or RequestUpload. The actual data transfer and terminatioj1 of the data
transfer are implemented by using the TransferData and RequestTransferExit as.-Used with the
RequestDownload or RequestUpload service. This service also includes functionality for-delefing files or
direttories on the server's file system. For this use case the TransferData and RequestTransferxit service
are hot applicable.

Aftdr the server has received the RequestFileTransfer request message the server shall take all necessary
actipns to receive or transmit data before it sends a positive response message.

IMPORTANT — The server and the client shall meet the request and‘\response message beghaviour as
spegified in 7.5.

14.6.2 Request message

14.6.2.1 Request message definition
Table 433 defines the request message.
Table 433 — Request message definition
A_Data byte |Parameter Name Cvt Byte Value |Ninemonic
#1 RequestFileTransfer Request:SID M 0x38 RFT
#2 modeOfOperation M 0x01 — 0x05 [ MOOP
filePathAndNamelkength [
#3 byte#1 (MSB) M | 0x00 — OxFF |HPL_B1
#4 byte#2] (LSB) M | 0x00 — OxFF |HPL_B2
filePathAndName = [
#5 byte#1 (MSB) M | 0x00 — OxFF | HP_B1
45+0-1 byte#n ] C: | 0x00— oxFF |HP_Bn
#5+n dataFormatldentifier C, | 0x00 — OxFF |OFI_
H5+n+ fileSizeParameterLength C, | 0x00 — OxFF |HSL
fileSizeUnCompressed= [
#5+n+2 byte#1 (MSB) C, [ Ox00 — OxFF [FSUC_B1
#5+n+2+K-1 byte#k | Cas | 0X00 — OXFF |FSUC_Bk
fileSizeCompressed= |
#5+n+2+k byte#1 (MSB) C, | Ox00 — OxFF [FSC_B1
#5+n+1+2K byte#k | Cos | 0X00 — OXFF |FSC_Bk

C4: The length (number of bytes) of this message parameter is defined by the filePathAndNameLength parameter.
C2: The presence of these parameters depends on the modeOfOperation parameter.
Cs: The length (number of bytes) of this message parameter is defined by the fileSizeParameterLength.
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14.6.2.2

Request message sub-function parameter $Level (LEV_) definition

This service does not use a sub-function parameter.

14.6.2.3

Request message data-parameter definition

Table 434 defines the data-parameters of the request message.

Table 434 — Request message data-parameter definition

fileSizeUncompressed.

If the modeOfOperation parameter equals to 0x02 (DeleteFile), 0x04 (ReadFile) or 0x05 (ReadDir) this parameter shall
not be included in the request message.

Definition

modeOfOptration

This data-parameter defines the type of operation to be applied to the file or directory indicated in the filePathAndName
parameter.

The values pf the data-parameter are defined in Annex G.

filePathAngNameLength

Defines the length in byte for the parameter filePath.

filePathAndName

Defines the| file system location of the server where the file which shall be added; deleted, replaced or read from
depending gn the parameter modeOfOperation parameter.

In addition this parameter includes the file name of the file which shall be added;\deleted, replaced or read as part of the
file path.

If the mode(PfOperation parameter equals 0x05 (ReadDir), this parameterndicates the directory to be read.

Each byte of this parameter shall be encoded in ASCII format.

dataFormafgldentifier

This data-garameter is a one byte value with each nibblé)encoded separately. The high nibble specifies| the
"compressignMethod, and the low nibble specifies the "eneryptingMethod". The value 0x00 specifies that ne|ther
compressionMethod nor encryptingMethod is used. Values'other than 0x00 are vehicle manufacturer specific.

If the modePfOperation parameter equals to 0x02 (DgleteFile) and 0x05 (ReadDir) this parameter shall not be inclyded
in the request message.

fileSizeParameterLength

Defines the |ength in bytes for both parameters fileSizeUncompressed and fileSizeCompressed.

If the modePfOperation parameter equals to 0x02 (DeleteFile), 0x04 (ReadFile) or 0x05 (ReadDir) this parameter $hall
not be inclugled in the request message.

fileSizeUngompressed

Defines the size of the uncompressed file in bytes.

If the modePfOperation parameter equals 0x02 (DeleteFile), 0x04 (ReadFile) or 0x05 (ReadDir) this parameter shal| not
be included|in the request message.

fileSizeCompressed

Defines the |size,of the compressed file in bytes.

If an uncompresse YieS of this parameter sha € parameter
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14.6.3 Positive response message
14.6.3.1 Positive response message definition
Table 435 defines the positive response message.

Table 435 — Positive response message definition

A_Data byte |Parameter Name Cvt |Byte Value |Mnemonic
#1 RequestFileTransfer Response SID S 0x78 RRFT
#2 modeOfOperation M [ 0x01 - 0x05 [MODP
#3 lengthFormatldentifier C4 | 0x00 — OXFF\LFID
maxNumberOfBlockLength = [ MNROB
#4 byte#1 (MSB) C12 | Ox0Q=-OxFF | B1
#4+(m-1) byte#m ] C12 10X00 — OXFF | Bm
#4+m dataFormatldentifier G4 | 0x00 — OxFF [DFI|
fileSizeOrDirInfoParameterLength [
H4+m+1 byte#1 (MSB) C1 | Ox00 — OxFF [FSDIL_B1
HA+m+2 byte#2 (LSB)] C1 | Ox00 — OxFF [FSDIL_B2
fileSizeUncompressedOrDirinfoLength= [
HA+m+3 byte#1 (MSB) C1,3 | 0x00 — OxFF | FSUDIL_B1
#alrm+3+k-1 byte#k | C1s | 0x00 — OXFF | FSUDIL_Bk
fileSizeCompressed= |
#+m+3+k byte#1 (MSB) C13 [ 0x00 — OxFF |FSG_B1
#41m+3+2k-1 byte#k | C1s | 0X00 — OXFF |FSQ_Bk

C4] The presence of these parameters depends on the modeOfOperation parameter.

C2] The length (number of bytes) of thissmessage parameter is defined by the fileSizeOrDirInfoParaeterLength
parameter

Cs] The length (number of bytes) of this message parameter is defined by the lengthFormatldentifier parameter

14.9.3.2 Positive response message data-parameter definition
Tabje 436 defines the-data-parameters of the positive response message.

Table 436 — Response message data-parameter definition

Definition

moldeOfOperation

ThisTS parameter echoes the value of the request.

lengthFormatldentifier

Defines the length (number of bytes) of the maxNumberOfBlockLength parameter.

If the modeOfOperation parameter equals to 0x02 (DeleteFile) this parameter shall be not be included in the response
message.
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Table 436 — (continued)

Definition

positive res
in length to
maxNumbe

NOTE

maxNumbe
within the t
address of V

If the mode
message.

maxNumberOfBlockLength

This parameter is used by the requestFileTransfer positive response message to inform the client how many data bytes
(maxNumberOfBlockLength) to include in each TransferData request message from the client or how many data bytes
the server will include in a TransferData positive response when uploading data. This length reflects the complete
message length, including the service identifier and the data parameters present in the TransferData request message
or positive response message. This parameter allows either the client to adapt to the receive buffer size of the server
before it starts transferrlng data to the server or to indicate how many data bytes will be mcluded in each TransferData

its reported maxNumberOfBIockLength It is server speC|f|c What transferData request Iengths Iess an
OfBlockLength are accepted (if any).

The last transferData request within a given block may be required to be (less an
OfBlockLength. It is not allowed for a server to write additional data bytes (i.e,. pad bytes)mot contaihed
ansferData message (either in a compressed or uncompressed format), as this would affect the memory
Vhere the subsequent transferData request data would be written.

DfOperation parameter equals to 0x02 (DeleteFile) this parameter shall be not be included in the response

dataForma

If the modeg
message.)

If the mode

This is paraneter echoes the value of the request.

Identifier

OfOperation parameter equals to 0x02 (DeleteFile) this parameterishall not be included in the response

DfOperation parameter equals to 0x05 (ReadDir) the value of this\parameter shall be equal to 0x00.

Defines the

If the modeg
shall not be

fileSizeOrDjirinfoParameterLength

length in bytes for both parameters fileSizeUncompressedOrDirlnfoLength and fileSizeCompressed.

OfOperation parameter equals to 0x01 (AddFile),»0x02 (DeleteFile) or 0x03 (ReplaceFile) this paramgter
included in the response message.

fileSizeUng

Defines the

If the modeg
shall not be

ompressedOrDirinfoLength

size of the uncompressed file to be uploaded or the length of the directory information to be read in bytes

OfOperation parameter equals to 0x01 (AddFile), 0x02 (DeleteFile) or 0x03 (ReplaceFile) this paramgter
included in the response message:

Defines the

If the mode
this parame

fileSizeCompressed

size of the compressed file)in bytes.

DfOperation parameter-equals to 0x01 (AddFile), 0x02 (DeleteFile, 0x03 (ReplaceFile) ) or 0x05 (ReadDir)
er shall not be ineluded in the response message.
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Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 437. The listed negative responses shall be used if
the error scenario applies to the server.

Table 437 — Supported negative response codes

NRC

Description

Mnemonic

0x13

incorrectMessagelLengthOrinvalidFormat

IMLOIF

This NRC shall be sent it the length of the message is wrong.

0x22

conditionsNotCorrect

This NRC shall be returned if a server receives a request for this service while in the process
of downloading or uploading data or other conditions to be able to execute this service,are not
met.

0k31

requestOutOfRange

This NRC shall be returned if:

— The specified dataFormatldentifier is not valid

— The specified modeOfOperation is not valid

— The specified fileSizeParameterLength is not valid
— The specified filePathAndNameLength is not valid
— The specified fileSizeUncompressed is not valid
— The specified fileSizeCompressed is not valid

— The specified filePathAndName is not valid

RPOR

0k33

securityAccessDenied

This NRC shall be returned if the,.server is secure (for server's that support the
SecurityAccess service) when a requestfor this service has been received.

0x70

uploadDownloadNotAccepted

This NRC indicates that an“attempt to download to a server's memory cannot be
accomplished due to somefault conditions.

UPNA
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The evaluation sequence is documented in Figure 30.

mandatory 5 optional E manufacturer/supplier
: H specific
Service with SID 0x38 H
1 :
minimum lenjgth check ﬂ)—Noﬂ NRC 0x13 ) i
YES H :
NOP| NRC 0x31 H
YES : :
3 : :
Full length dheck N : 5
NO NRC 0x13 E H
YES :
fileSizeUncompressed is valid : :
AND : :
fileSizeCompressed is valid NO NRC 0x31 ' :
AND : H
filePathAndName is valid : :
YES : :
security check ok for requested E g
filePathAndfileName? NO NRC 0x33 ! Condition :
i check :
:><P—No NRC0x22 ) i
i YES :
i Download fault é
YES i Condition check H
R =
v NO NRC 0x70 ! Manufacturer/
H 5 supplier
< : ¢ specific check
H YES :
- : =<>—No->| NRC 0xXX :)
< ; I'yes
v :

positive response )

Key

1 minimum length: 5 byte (SI + MOOP + FPL_B1 + FPL_B2 + FP_B1)

2 the validity check of the message parameters depends on the modeOfOperation parameter

3 maximum length can be computed using fileSizeParamterLength and filePathAndNameLength

Figure 30 — Response evaluation sequence requestFileTransfer
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14.6.5 Message flow example(s) RequestFileTransfer
14.6.5.1 Assumptions
This sub-clause specifies the conditions applicable for this message flow example.

NOTE This example is limited to the description of the requestFileTransfer request and the requestFileTransfer
positive response. The usage of transferData and requestTransferExit in this context is identical with the usage of these
services with requestDownload or requestUpload, thus the examples describing the download/upload sequence apply as
well.

Tabje 438 defines the messdde pdrdimneter values.

Table 438 — Definition RequestFileTransfer message parameter values

Dafa Parameter Name Data Parameter Value(s) Data Parameter Description

mofleOfOperation 0x01 AddFile

filePathAndNamelLength 0x001E The length of parameterfilePathAndName |s 30.
filePathAndName "D:\mapdata\europe\germany1.yxz" [ Path including the-file name.

dataFormatldentifier 0x11 compressionMethod = 0x1X; encryptingMethod = 0xX1
fileizeParameterLength 0x02 The length of both file size parameters is 2 pytes.
fileBizeUncompressed 0xC350 50.KByte

fileizeCompressed 0x7530 30 KByte

14.9.5.2 Request file transfer
Table 439 and Table 440 show an example of'the RequestFileTransfer request and response mesgage flow.

Table 439 — RequestFileTransfer request message example

Megsage direction |[server — client

Message Type Response

A_Data Byte |Description.(all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestFileTransfer Request SID 0x38 RFT
#2 maodeOfOperation 0x01 MOOP

filePathAndNameLength [

#3 byte#1 (MSB) 0x00 FPL_B1
#4 byte#2] (LSB) Ox1E FPL_B2
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Table 439 — (continued)

Message direction |server — client

Message Type Response
A_Data Byte |Description (all values are in hexadecimal) Byte Value |[Mnemonic
filePathAndName = [
#5 byte#1 (MSB) 0x44 FP_B1
#6 byte#2 O0x3A FP_B2
#7 byte#3 0x5C FP_B3
#8 byte#4 0x6D FP B4
#9 byte#5 0x61 FP_B5
#10 byte#6 0x70 FP_B6
#11 byte#7 0x64 FP_B7
#12 byte#8 0x61 FP_BS8
#13 byte#9 0x74 FP_B9
#14 byte#10 0x61 FPyB10
#15 byte#11 0x5C FPYB11
#16 byte#12 0x65 FP_B12
#17 byte#13 0x75 FP_B13
#18 byte#14 Ox72 FP_B14
#19 byte#15 Ox6F FP_B15
#20 byte#16 0x70 FP_B16
#21 byte#17 0x65 FP_B17
#22 byte#18 0x5C FP_B18
#23 byte#19 0x67 FP_B19
#24 byte#20 0x65 FP_B20
#25 byte#21 0x72 FP_B21
#26 byte#22 0x6D FP_B22
#27 byte#23 0x61 FP_B23
#28 byte#24 Ox6E FP_B24
#29 byte#25 0x79 FP_B25
#30 byte#26 0x31 FP_B26
#31 byte#27 0x2E FP_B27
#32 byte#28 0x79 FP_B28
#33 byte#29 0x78 FP_B29
#34 byte#30] Ox7A FP_B30
#35 dataFormatldentifier 0x11 DFI_
#36 fileSizeParameterLength 0x02 FSL
fileSizeUnCompressed=|
#37 byte#1 (MSB) 0xC3 FSUC_B1
#38 byte#2 ] 0x50 FSUC_Bk
fileSizeCompressed= [
#39 byte#1 (MSB) 0x75 FSC_B1
#40 byte#2 ] 0x30 FSC_Bk
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Table 440 — RequestFileTransfer positive response request message example

Message direction |server — client

Message Type Response

A_Data Byte |Description (all values are in hexadecimal) Byte Value |Mnemonic
#1 RequestFileTransfer Response SID 0x78 RRFT
#2 modeOfOperation 0x01 MOOP
#3 lengthFormatldentifier 0x02 LFID

maxNumberOfBlockLength = [ MNROB |

#4 byte#1 (MSB) 0xC3 B1
#5 byte#m ] 0x50 B2
#6 dataFormatldentifier 0x11 DFI_

15| Non-volatile server memory programming process

15.1 General information

Thig clause defines a framework for the physically oriented download of one or multiple [ application

softvare/data modules into non-volatile server memory. The defined’ non-volatile server memory pfogramming

seglience addresses:

a) |vehicle manufacturer specific needs in performing certain steps during the programming prgcess, while
being compliant with the general service execution requirements as specified in this part off ISO 14229
and Part 2 (such as the sequential order of services and the session management),

b) [to support networks with multiple nodes “eonnected, which interact with each other, uging normal
communication messages,

c) |use of either a physically oriented\vehicle approach (point-to-point communication — seryers do not
support functional diagnostic communication) or a functionally oriented vehicle approach (ppint-to-point
and point-to-multiple communication — servers support functional diagnostic communication). A single
vehicle shall only support one-of the above mentioned vehicle approaches.

The| programming sequence, is divided into two programming phases. All steps are categorized based on the

folldwing types:

— | Standardized steps: this type of step is mandatory. The client and the server shall behave as dpecified.

— | Optional/recommended steps: this type of step is optional. These optional steps require the|usage of a
specific diagnostic service identifier (as described in the step) and contain recommendationg on how an
operation shall be performed. Where the specified functionality is used, then the client and the server
shallbehave as specified.

— Vehicle manufacturer specific steps: this type of step is optional. The usage and content (e.g., diagnostic
service identifiers used) of these optional steps is left to the discretion of the vehicle manufacturer and
shall be in accordance with ISO 14229-1 and I1SO 14229-2.

The defined steps can either be:

functionally addressed to all nodes on the network (functionally oriented vehicle approa
support functional diagnostic communication), or

physically addressed to each node on the network (physically oriented vehicle approach).
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Each step of the two programming phases of the programming procedure will specify the allowed addressing
method for that step. The vehicle manufacturer specific steps can either by functionally or physically
addressed (depends on the OEM requirements).

Figure 31 depicts the non-volatile server memory programming process overview.

1ISO 14229-1 programming environment

\
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Figure 31 — Non-volatile server memory programming process overview

The prograjnming process the client is_fequired to follow consists of two distinct types of diagnostic service
executions:

Master execute:
All steps that are required\to’be synchronized between multiple programming steps which run in parallel
have tp be coordinatedyas they are intended for vehicle wide functions (e.g., typically using functipnal
addregsing). This is/achieved via the "master execute" of the client. The steps defined for the “Pre-
Programming Step™ and the "Post-programming Step" of the individual programming phases|are
executed by the/'master execute" of the client. The programming process requires synchronizgtion
betwegn thevindividual "Programming steps” (e.g., the transition of the vehicle network into a modge of
operatjop’ that aIIows for programmlng of |nd|V|duaI ECUs, or at the point in tlme when the |nd|V|:iuaI
parallé] ired).
The master execute has to malntaln the vehicle in the mode of operation it has transitioned to.

— Programming execute:
All steps that are not required to be synchronized between multiple "Programming steps" don’t need to be
coordinated by the client and can run in parallel, therefore no “master execute” is required in the client
during the execution of these steps. The "Programming steps" of the individual ECUs can be executed
individually in parallel by the client until they are concluded and require the execution of the "Post-
programming phase". All steps controlled by the "programming execute" are ECU oriented steps (e.g.,
physically addressed to the ECU to be programmed).
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a)

1)

ISO 14229

Programming phase #1 — download of application software and/or application data

Within programming phase #1, the application software/data is transferred to the server.
i)  Optional Pre-Programming step — Setup of vehicle network for programming

The pre-programming step of phase #1 is optional and used to prepare the vehicle
a programming event of one or multiple servers. This step provides certain hoo

-1:2013(E)

network for
ks where a

vehicle manufacturer can insert specific operations that are required for the OEM vehicle’s
network (perform wake-up, determine communication parameters, read server identification

data, etc.).

2)

3)

This step also contains provisions to increase the baud rate to improve download p
The usage of this functionality is optional and can only be performed in case-of a
oriented vehicle approach (functional diagnostic communication supportediby the se

The request messages of this step can either be physically or functignally addressed.

Server Programming step — Download of application software and application data

The server programming step of phase #1 is used to programc.ong or multiple servers ((
application software and/or application data and/or boot software).

Within this step, only physical addressing is used by the)client, which allows for parallel o
programming of multiple nodes. In the case where the pre-programming step is not usg
DiagnosticSessionControl (0x10) with subfunction programmingSession can also be perfd
functional addressing.

At the end of this step, a physical reset of the re-programmed server(s) is optional. The
reset leads to the requirement to implement programming phase #2 in order to finally ¢
programming event by physically clearing DTCs in the re-programmed server(s), becau
physical reset during this step thevre-programmed server(s) enable(s) the default s
perform(s) their normal mode of-operation while the remaining server(s) have still disa
communication. The re-programimed server(s) will potentially set DTCs.

Furthermore, it shall be.considered that the re-programmed server could activate a
diagnostic address, which differs from the ones used when performing a programming
15.3).

If either the server that was re-programmed does not change its communication param
client knows the changed communication parameters, then following the reset certain ¢
data can’be‘written to the re-programmed server.

Post-Programming step — Re-synchronization of vehicle network after programming

The post-programming step of phase #1 concludes the programming phase #1. T

erformance.
functionally
rvers).

jlownload of

I sequential
bd, then the
rmed using

use of the
bnclude the
se after the
ession and
bled normal

new set of
event (see

eters or the
pnfiguration

his step is

performed when the programming step of each reprogrammed server is finished.

b)

1)

The request messages of this step can either be physically or functionally addressed.

The vehicle network is transitioned to its normal mode of operation. This can either be

done via a

reset using the ECUReset (0x11) service or an explicit transition to the default session via the

DiagnosticSessionControl (0x10) service.

Programming phase #2 — Server configuration (optional)

Programming phase #2 is an optional phase in which the client can perform further actions that are
needed to finally conclude a programming event (write the VIN, trigger Immobilizer learn-routine,
etc.). For example, if the server(s) that has (have) been re-programmed is (are) physically reset
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306

during the server programming step of programming phase #1, then DTCs shall be cleared in this
server(s).

When executing this phase, the downloaded application software/application data is running /
activated in the server and the server provides its full diagnostic functionality.

— Pre-Programming step — Setup of vehicle network for server configuration

The pre-programming step of phase #2 is used to prepare the vehicle network for the
programming step of phase #2. This step is an optional step and provides certain hooks where
a_vehicle manufacturer can insert specific operations that are required for OEM vehicle’s
network (e.g. wake-up, determine communication parameters).

The request messages of these steps can either be physically or functionally addressed-
—| Programming step — Final server configuration

The programming step is used to, for example, write data (e.g. VIN), afterthe server reset.
The content of this step is vehicle manufacturer specific.

If the server(s) that has (have) been re-programmed are physically reset at the end of| the
server programming step of programming phase #1, then{ DTCs shall be cleared in |this
server(s) during the programming step of phase #2.

The request messages of these steps are physically addressed.
—| Post-Programming step — Re-synchronization of‘vehicle network after final server configuration
The post-programming step concludes programming phase #2. This step is performed when
the programming step of each reprogrammed server is finished. The vehicle network is

transitioned to its normal mode of operation.

This step can either be functionally oriented (servers support functional diagngstic
communication) or physically oriented.

The request messages-of-these steps can either be physically or functionally addressed.
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15.2 Detailed programming sequence

15.2.1 Programming phase #1 — Download of application software and/or application data
15.2.1.1 Pre-Programming step of phase #1 — Setup of vehicle network for programming
Figure 32 graphically depicts the functionality embedded in the pre-programming step.
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1 Prior to any communication on the data link the network shall be initialized (e.g. perform an initial wake-up on the

network). The wake-up method and strategy is vehicle manufacturer specific and optional to be used.
Furthermore, this step allows for a determination of the server communication parameters such as the network
configuration parameter and server diagnostic address used by the server(s).
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In order to be able to disable the normal communication between the servers and the setting of DTCs, it is
required to start a non-defaultSession in each server where normal communication and DTCs shall be disabled.
This is achieved via a DiagnosticSessionControl (0x10) service with sessionType equal to
extendedDiagnosticSession. The request is either transmitted functionally addressed to all servers with a single
request message, or physically addressed to each server in a separate request message (requires a physically
addressed TesterPresent (0x3E) request message to be transmitted to each server that is transitioned into a non-
defaultSession). It is vehicle manufacturer specific whether response messages are required or not.

Following the transition into the extendedDiagnosticSession, further vehicle manufacturer specific data link
initialization steps can optionally be performed.

EXAMPLE A vehicle manufacturer specific additional initialization step can be to issue a request that causes
gateway devices to perform a wake-up on all data links which are not accessible by the client directly through the
diagngstic connector. The gateway will keep the data link(s) awake as long as the non-defaultSession is. Kept
active|in the gateway.
This gptional routineldentifier (number chosen by the vehicle manufacturer) allows a client to check’ whether all
pre-cgnditions to transition to the programmingSession are fulfilled prior to attempting the transition.
The glient disables the setting of DTCs in each server using the ControlIDTCSetting (0x85) service With
DTCSettingType equal to “off”. The request is either transmitted functionally addressed to all‘servers with a single
requept message, or transmitted physically addressed to each server in a separate request 'message. It is vehicle
manufacturer specific whether response messages are required or not.

This dptional routineldentifier (number chosen by the vehicle manufacturer) allows a‘client to enable or disable|the
failsafe reaction of an ECU if needed for safety reasons.
The client disables the transmission and reception of non-diagnostic messagdes using the CommunicationControl
(0x28) service. The controlType parameter and communicationType parameter values are vehicle manufactyrer
specific (one OEM might disable the transmission only while another OEM might disable the transmission and|the
recepfion based on vehicle manufacturer specific needs). The requestis either transmitted functionally addresged
to all servers with a single request message, or transmitted physically addressed to each server in a sepafate
requept message. It is vehicle manufacturer specific whether response messages are required or not.

After Hisabling normal communication an optional vehicle manufacturer specific step follows, which allows |the
follow|ng.

— Reading the status of the server(s) to be programmed (e.g. application software/data programmed).
— Reading server identification data from the server(s) to be programmed:

-+ identification (see dataldentifier definitions): applicationSoftwareldentificatjon,
applicationDataldentification,

- fingerprint (see dataldentifier definitions): applicationSoftwareFingerprint, applicationDataFingerprint,
ommunication configuration stuch as dynamic assignment of address identifiers for a “Service ECU”.

(

Rreparation of non-programmable servers for the upcoming programming event in order to allow them to
dptimize their data link hardware acceptance filtering in a way that they can handle a 100 % bus utilizafion
without dropping data\link frames (only accept the function request address identifier and its own physical
request address identifier).

It is optional to increase the bandwidth for the programming event in order to decrease the overall programnping
time agnd to gain-.additional bandwidth to be able to program multiple servers in parallel. A LinkControl (0487)
servi with linkControl equal to either verifyBaudrateTransitionWithFixedMode or
verifyBaudratelransitionWithSpecificMode is transmitted functionally or physically addressed to all servers with a
single| reqtiest message with responseRequired equal to “yes”. This service is used to verify if a mode transitiop at
the agsocjated data link can be performed. At this point the transition is not performed. A second LinkControl
(0x87 gle
request message with responseRequired equal to “no”.

Once the request message is successfully transmitted, the client and all servers transition to the previously verified
mode for the programming event. The servers have to transition the individual data link specific mode within a
vehicle manufacturer specific timing window. For this duration plus a safety margin, the client is not allowed to
transmit any request message onto the vehicle network (including the TesterPresent request message). When the
transition is successfully performed, then the requested mode shall stay active for the duration the server switches
between non-defaultSessions. Once the server transitions to the defaultSession, it shall re-enable the normal
mode of the vehicle link it is connected to.

The usage of mode switches requires the support of functional diagnostic communication in each server on a
single data link that shall be transitioned to the associated data link dependent mode.

Figure 32 — Pre-programming step of phase 1 (STP1)
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15.2.1.2 Programming step of phase #1 — Download of application software and data

Following the pre-programming step, the programming of one or multiple servers is performed. The
programming sequence applies for a programming event of a single server and is therefore physically
oriented. When multiple servers are programmed, then multiple programming events either run in parallel or

will be performed sequentially.

Figure 33 graphically depicts the functionality embedded in the programming step of phase #1.
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1 The programming event is started in the server(s) via a physically/functionally addressed request of the
DiagnosticSessionControl (0x10) service with sessionType equal to programmingSession. When the server(s)

© 1SO 2013 — All rights reserved

309


https://standardsiso.com/api/?name=01eb32abb0a4bc75343b7180d9fdde1c

ISO 14229-1:2013(E)

10

11

12

310

receive(s) the request, it/they shall allocate all necessary resources required for programming. It is implementation
specific whether the server(s) start(s) executing out of boot software.

A programming event should be secured. The SecurityAccess (0x27) service shall be mandatory for emissions-
related and safety systems. Other systems are not required to implement this service. The method on how a
security access is performed is specified in this part of ISO 14229.

It is vehicle manufacturer specific to write a "fingerprint" into the server memory prior to the download of any data
(e.g., application software) into the ECU. The "fingerprint" identifies the one who modifies the server memory.
When using this option then the dataldentifiers bootSoftwareFingerprint, applicationSoftwareFingerprint and
applicationDataFingerprint shall be used to write the fingerprint information (see dataldentifier definitions).

Where the server does not have the memory erase routine stored in permanent memory, then a download of the
memory _erase routine shall be performed. The download shall follow the specified sequence with
RequestDownload (...), TransferData, and RequestTransferExit.
It is yehicle manufacturer specific if a RoutineControl (0x31) is used to check whether the download™“of |the
memgry erase routine was successful. Alternative methods are to provide the result in the RequestTransfergxit
positive response message or via a negative response message including the appropriate negative respopse
code fo the RequestTransferExit request message.
The memory of the server shall be erased when required by the memory technology (e.g., flash'memory) in ofder
to allpw an application software/data download. This is achieved via a routineldentifier, using the RoutineCorjtrol
(0x31|) service to execute the erase routine.
Wherg the server does not have the memory programming routine stored in permanent memory, then a downlpad
of thg memory programming routine shall be performed. The download shall follow the specified sequence ith
RequpestDownload (0x34), TransferData (0x36), and RequestTransferExit (0x37). Note that the menjory
progrgmming algorithm may be downloaded along with the memory erase atgorithm (see footnote d).
It is yehicle manufacturer specific if a RoutineControl (0x31) is used to“check whether the download of |the
mem¢ry program routine was successful. Alternative methods are to provide the result in the RequestTransferfxit
positive response message or via a negative response messageincluding the appropriate negative respopse
code fo the RequestTransferExit request message.
Each|download of a contiguous block of application software/data to a non-volatile server memory location (either
a complete application software/data module or part of a-software/data module) shall always follow the gengral
data {fransfer method using the following service sequence:

— RequestDownload (0x34);
— TransferData (0x36);

— RequestTransferExit (0x37).

A single application software/data block might require multiple TransferData (0x36) request messages to| be
compjetely transmitted (this is the case if the length of the block exceeds the maximum network layer buffer sizg).
It is yehicle manufacturer specific/if a RoutineControl (0x31) is used to check whether the download of |the
mem¢ry was successful. Alternative methods are to provide the result in the RequestTransferExit posifive
respgnse message or via.a hegative response message including the appropriate negative response code to|the
RequpstTransferExit request message.
This Joptional routin€ldentifier (number chosen by the vehicle manufacturer) allows a client to verify if |the
down|oad has been~performed successfully once all application software/data blocks/modules are completely
down|oaded. This/routine typically triggers the server to check any and all reprogramming dependencies and to
perform alls-necessary action to prove that the download and programming into non-volatile memory yvas
succgssfihand valid (e.g., checksum, signature, DTCs, hardware/software compatibility, etc.). The details are|left
to thd discretion of the vehicle manufacturer.
Following the download of the application software/data, it is optional to reset the re-programmed server in order
to enable the downloaded application software/data. It shall be considered that the re-programmed server could
activate a new set of diagnostic identifiers, which differs to the ones used when performing the programming
event. If either the server that was re-programmed does not change its communication parameters or the
programming environment know the changed communication parameters, then following the reset certain
configuration data can be written to the re- programmed server.

Following the download of the application software/data, it is vehicle manufacturer specific to perform further
operations such as writing configuration data (e.g. VIN, etc.) back to the server. This also depends on the
functionally that is supported by the re-programmed server when running out of boot software.

Figure 33 — Programming step of phase 1 (STP2)
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15.2.1.3 Post-Programming step of phase #1 — Re-synchronization of vehicle network

Figure 34 graphically depicts the functionality embedded in the post-programming step of phase #1.
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(hard reset) Control (default Session)
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Key
1 The client transmits either an ECUReset (0x11) service request message onto the vehicle network wjth resetType

equal to hardReset or DiagnosticSessionControl (0x10) with sessionType equal to defaultSession. This can either
be done functionally addressed or physically addressed (depends on the supported vehicle approach]. Further it is
vehicle manufacturer specific whether a response/message is required or not.
When a baud rate switch has been performed, then this step shall be performed functionally, ngt requiring a
response message, because the servers perform a baud rate transition to their normal speed of operatjon.

The reception of the ECUReset (0x11)request message causes the server(s) to perform a reset anfd to start the
defaultSession.

Figure 34.— Post-programming step of phase 1 (STP3)

15.2.1.4 Pre-programming step of phase #2 — Server configuration

Thel| pre-programming step of phase #2 is optional and should be used when there is the need to perform
certpin action after the software reset of the reprogrammed server. This will be the case when the server does
not |provide .the ‘required functionality to finally conclude the programming event when running |out of boot
softvare dirring the programming step of phase #1.
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Figure 35 graphically depicts the functionality embedded in the pre-programming step of phase #2.
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1 Prior o any communication on the data link the'network shall be initialized, which means that an initial wake-up of

the veghicle network shall be performed. The wake-up method and strategy is vehicle manufacturer specific and
optional to be used.
Furthgérmore, this step allows for a determination of the server communication parameters such as the network
configuration parameter server diagnestic address and the data link identifiers used by the server(s).
2 In order to be able to perform gertain services in the programming step of phase #2, a non-defaultSession shal| be
started in each server on the-data link that is involved in the conclusion of the programming event. Thi$ is
perfofmed via a DiagnosticSessionControl (0x10) service with sessionType equal to extendedDiagnosticSessign.
3 Following the transition)into the extendedDiagnosticSession, further vehicle manufacturer specific data [link
initialization steps can optionally be performed.

EXAMPLE A'\vehicle manufacturer-specific additional initialization step can be to issue a request that capises

gateway devices to perform a wake-up on all data links which are not accessible by the client directly through the

d|agnost|c coppector The aatewavwill kaan tha data link(s) awaka ag lana as tha nan.defaultSassion-is kant activa ih the
N - J Lid \~7 R Lad

gateway.

Figure 35 — Pre-programming step of phase 2 (STP4)

15.2.1.5 Programming step of phase #2 — Final server configuration

The programming step of phase #2 is optional and contains any action that needs to take place with the
reprogrammed server after the reset (when the application software is running) such as writing specific
identification information. This step might be required in case the server does not provide the required
functionality to perform an action when running out of boot software during the programming step of phase #1.
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When multiple servers require performing additional functions, then multiple programming steps can run in
parallel or will be performed sequentially.

Figure 36 depicts the programming step of phase 2 (STP5).
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1 In case the re-programmed server(s) has (have) been reset during the programming step of programming phase
#1, then any diagnostic information that:might have been stored in the re-programmed server(s) may be cleared via
a physically addressed ClearDiagnosticinformation (0x14) service.
2 The client performs any operation-that is required in order to conclude the programming event with thel server, such
as writing configuration data (e.g»VIN).

Key

Eigure 36 — Programming step of phase 2 (STP5)
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