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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
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14229-1 was prepared by Technical Committee ISO/TC22, Road vehicles, Subcomm
trical and electronic equipment.

first edition of ISO 14229-1 cancels and replaces 1SO,14229:1998, which has been technically

14229 consists of the following parts, under the general title Road vehicles — Unified diagnos
S):

Part 1: Specification and requirements

following part is under preparation:

Part 2: Session layer services

corrected version of ISO.14229-1:2006 incorporates the following corrections:

the document reference number, title and edition have been changed from “ISO 14229:]
vehicles — Uhnified diagnostic services (UDS) — Specification and requirements, Second
“ISO 14229-172006, Road vehicles — Unified diagnostic services (UDS) — Part 1: Speci

requirements; First edition” throughout the document;
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Introduction

This part of ISO 14229 has been established in order to define common requirements for diagnostic systems,
whatever the serial data link is.

To achieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference Model in accordance

with ISO 74
mapped on
server) are
unified

commy

NOTE 1
parts), ISO 1
will provide |

98-T and ISO/IEC TU73T, Which struciures communication systems Into seven layers. VV
this model, the services used by a diagnostic tester (client) and an Electronic Control Unit\{(E

broken into:

diagnostic services (layer 7); and

nication services (layers 1 to 6).

[he diagnostic services in this part of ISO 14229 are implemented in various applications, e.g. ISO 16844
1992 (all parts), ISO 9141 (all parts), ISO 14230 (all parts), etc. Future modifications to this part of ISO 14
ng-term backward compatibility with the implementation standards as described above.

Tab1e 1 — Example of diagnostic/programming specifications)applicable to the OSl layers

hen
CU,

1 (all
1229

Applicability OSil layer Enhanced diagnostics services (non-emissions-related)
Application (layer 7) | 1ISO 14229-1/1ISO 15765-3(1S© 11992-4 ISO 14229-1/further standards
Presentation (layer 6) — —
Seven laygrs Session (layer 5) ISO 15765-3/ISO 11992-4 further standards
according|to
ISO/IEC 7498-1 [  Transport (layer 4) ISO 15765-2/ISO 11992-4 further standards
and
ISO/IEC 10731 Network (layer 3) ISO45765-2/I1SO 11992-4 further standards
Data link (layer 2) ISO 11898/ISO 11992-1/SAE J1939-15 further standards
Physical (layer 1) 1ISO 11898/ISO 11992-1/SAE J1939-15 further standards
Figure 1 shpws an example of.the possible future implementation of this part of ISO 14229 onto various ¢ata
links.
ISO 14229-1

ISO 15765-3 ] ‘

FlexRay -
Implementation of
diagnostic services

Implementation of

Future:
Diagnostics on
Wireless LAN -
diagnostic services

Future: Future:
Diagnostics on Road vehicles - On
board diagnostics
(WWH-OBD)
Implementation

B

Figure 1 — Available International Standards and possible future implementations of this part of

Vi

ISO 14229
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Road vehicles — Unified diagnostic services (UDS) —
Specification and requirements

Part 1:

Si

1

Thig
diagd
as &
link

or t¢ resume non-diagnostic message transmission on the data link{This part of ISO 14229 does
nontdiagnostic message transmission or to use of the communication data link between two Electr
Unifs. It does not specify any implementation requirements.

ecification and requirements

Scope

part of ISO 14229 specifies data link independent requirements of diagnostic services, wh
nostic tester (client) to control diagnostic functions in an on-vehicle Electronic Control Unit (S
n electronic fuel injection, automatic gear box, anti-lock braking system, etc. connected on 3
embedded in a road vehicle. It specifies generic services which allow the diagnostic tester (cl

ich allow a
erver) such
serial data
ent) to stop

hot apply to
bnic Control

Thel vehicle diagnostic architecture of this part of ISO 14229 applies to:
— |a single tester (client) that may be temporarily orspermanently connected to the on-vehicle diagnostic data
link; and
— | several on-vehicle Electronic Control Units(servers) connected directly or indirectly.
(" Vehicle 1 A (" Vehicle 2 A
 SE— ) SE—
= Server —{ Server
~— —
( Server/ ] ( ) | I ’
Client ]—~[ gateway J Server Client Server Sender
Ao o J ——
S )
— Server — Server Server I

(Vehicle3(tractor) A (Vehicle4(trailer)

Server Server
N/

R
| Client I Server/ | Server/ | Server

gateway l gateway |
N~—— S

EE—

Server Server

VAN —

ol

Figure 2 — Vehicle diagnostic architecture

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

In Figure 2:

For vehicle 1, the servers are connected over an internal data link and indirectly connected to the

diagnostic data link through a gateway. This part of ISO 14229 applies to the diagnostic communications
over the diagnostic data link; the diagnostic communications over the internal data link may conform to
this part of ISO 14229 or to another protocol.

vehicle

For vehicle 2, the servers are directly connected to the diagnostic data link.

2) and vehicle 4 connects its server/gateway directly to the vehicle 3 server/gateway

For vehicle 3, the servers are directly connected to the diagnostic data link through a gateway (same as

2

The followi
references,
document (

ISO 7498-1
Model

ISO/IEC 10
Convention|

ISO 11898

1ISO 11992-
and towed

1ISO 11992-
and towed

ISO 14230

ISO 15765+
services

ISO 15765
unified diag

ISO/TR 15(
related diag

ISO 15031
diagnostics

Normlative references

hg referenced documents are indispensable for the application of this document. For d
only the edition cited applies. For undated references, the latest edition of the referen
ncluding any amendments) applies.

Information technology — Open Systems Interconnection — Basic Reference Model: The B
731, Information technology — Open Systems Interconnection — Basic Reference Mode

s for the definition of OSI services

all parts), Road vehicles — Controller area network (CAN)

ehicles — Part 1: Physical and data-link layers

ehicles — Part 4: Diagnostics

all parts), Road vehicles — Diagnestic systems — Keyword Protocol 2000

P, Road vehicles — Diagnostics on Controller Area Networks (CAN) — Part 2: Network |
3, Road vehicles —{Djagnostics on Controller Area Networks (CAN) — Part 3: Implementatid
hostic services (UDS on CAN)

31-2, Road-Vehicles — Communication between vehicle and external equipment for emissii
nostics —<< Rart 2: Terms, definitions, abbreviations and acronyms

5, Road vehicles — Communication between vehicle and external equipment for emissions-rel
-Z-Rart 5: Emissions-related diagnostic services

hted
ced

asic

1, Road vehicles — Interchange of digital information on electrical connections between towing

1, Road vehicles — Interchange of digitalinformation on electrical connections between towing

hyer

pNS-

hted

ISO 15031-6, Road vehicles — Communication between vehicle and external equipment for emissions-related

diagnostics

— Part 6: Diagnostic trouble code definitions

ISO 15031-7, Road vehicles — Communication between vehicle and external equipment for emissions-related

diagnostics

ISO 15764,

— Part 7: Data link security

Road vehicles — Extended data link security
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Terms and definitions

the purposes of this document, the following terms and definitions apply.

integer type
simple type with distinguished values which are the positive and the negative whole numbers

NOTE The range of integer type is not specified within this document.

3.2

diadjnostic trouble code

numn

3.3

diagnostic service

infofmation exchange initiated by a client in order to require diagnostic information ifrom a serv
modify its behaviour for diagnostic purposes

34

client

fungtion that is part of the tester and that makes use of the diagnostic s€hvices

NOTE A tester normally makes use of other functions such as database management, specific interpreta
machine interface.

3.5

seryer

fungtion that is part of an electronic control unit and that provides the diagnostic services

NOTE This part of ISO 14229 differentiates between the server (i.e. the function) and the electronic ¢
that|it remains independent from the implementation:

3.6

tester

system that controls functions such as test, inspection, monitoring or diagnosis of an on-vehicl
confrol unit and which may be(dedicated to a specific type of operator (e.g. a scan tool dedicate
meghanics or a test tool dedicated to assembly plant agents)

NOTE The tester is also referenced as the client.

3.7

diagnostic data
datq that is 4ocated in the memory of an electronic control unit which may be inspected and
modified by-the tester (diagnostic data includes analogue inputs and outputs, digital inputs al

inte

erical common identifier for a fault condition identified by the on-board diagnostic system

rmediate values and various status information)

er and/or to

tion, human-

bntrol unit so

e electronic
d to garage

or possibly
nd outputs,

Three types of values are defined for diagnostic data:

1 status, etc.

the current value: the value currently used by (or resulting from) the normal operation of the electronic control unit;

a stored value: an internal copy of the current value made at specific moments, e.g. when a malfunction occurs or

periodically (this copy is made under the control of the electronic control unit);

a static value: e.g. VIN; the server is not obliged to keep internal copies of its data for diagnostic purpo
case the tester may only request the current value.

© I1SO 2006 — All rights reserved

ses, in which


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

3.8
diagnostic

session

current mode of the server, which affects the level of diagnostic functionality

NOTE
memory loca

3.9
diagnostic

tions may only be allowed in the development testing session).

routine

Defining a repair shop or development testing session selects different server functionality (e.g. access to all

routine that is embedded in an electronic control unit and that may be started by a server upon a request from

the client

NOTE |
In the first c
enabled that

3.10
record

one or morg¢ diagnostic data elements that are referred to together by a single means of'identification

NOTE A snapshot including various input/output data and trouble codes is an example-ofia record.

3.1

security

as used in this part of ISO 14229, security access method that satisfies the requirements for tamper proteq
as specified in ISO 15031-7

3.12

functional pnit

set of functi

3.13

local server

server that
client

3.14

local client
client that ig
server

3.15
remote ser
server that

NOTE 1 A
own network

could either run instead of a normal operating program or run concurrently to the normal operating(pteg
bse, normal operation of the ECU is not possible. In the second case, multiple diagnostic routifes ma
run while all other parts of the electronic control unit are functioning normally.

pnally close or complementary diagnostic services

s connected to the same local network’as the client and is part of the same address space as

connected to the same, local network as the server and is part of the same address space as

ver
s not directly connected to the main diagnostic network

address space that is independent from the addresses on the main network.

ram.
y be

tion

the

the

remote-server is identified by means of a remote network address. Remote network addresses represent an

NOTE 2

A remote server is reached via a local server on the main network. Each local server on the main network can

act as a gate to one independent set of remote servers. A pair of addresses will therefore always identify a remote server:

a local addre

3.16

ss that identifies the gate to the remote network and a remote address identifying the remote server itself.

remote client
client that is not directly connected to the main diagnostic network

NOTE
own address

space that is independent from the addresses on the main network.

A remote client is identified by means of a remote network address. Remote network addresses represent an

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

3.17

permanent DTC

stored in NVRAM and not erasable by any test equipment command or by disconnecting power to the
on-board computer

4 Symbols and abbreviated terms

A_PCI Application layer Protocol Control Information

A_PDU Application-layer Protocol Data-Unit

A S§DU Application layer Service Data Unit

ECU Electronic Control Unit

NOTE An ECU contains at least one server. Systems considered as Electronic Control‘Units include ant{-lock braking

system (ABS), engine management system, etc.

NR]|SI Negative Response Service Identifier
OBD On-Board Diagnostic

(OR] Open Systems Interconnection

RA Remote Address

SA Source Address

SI Service Identifier

TA Target Address

TA [type Target Address type

5 |Conventions
Thig part of ISO 14229 is)guided by the conventions discussed in the OSI Service Conventions (ISO 10731)
as they apply to diaghostic services. These conventions specify the interactions between the service user and
the [service provider,/ Information is passed between the service user and the service providen by service
primitives, which,may convey parameters.

Thel distinction between service and protocol is summarized in Figure 3.

Thig part of ISO 14229 defines both, confirmed and unconfirmed services.

— Confirmed services use the six (6) service primitives, request, req_confirm, indication, response,
rsp_confirm and confirmation.

— Unconfirmed services use only the request, req_confirm and indication service primitives.
For all services defined in this part of ISO 14229, the request and indication service primitives always have the
same format and parameters. Consequently, for all services the response and confirmation service primitives

(except req_confirm and rsp_confirm) always have the same format and parameters. When the service
primitives are defined in this part of ISO 14229, only the request and response service primitives are listed.

© I1SO 2006 — All rights reserved 5
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Application of
the receiver

Application of

Service.request
lService.req_confirm

the sender

Service.confirm

A

A_SDU with
SA, TA, TA_type,
[parameter#1,
parameter#2, ...]

Application layer
services

A_SDU with
SA, TA, TA_type,
[parameter#1,
parameter#2, ...]

Service.indication

Service.rsp_confirm
Service.response T

A_SDU with
SA, TA, TA_type,
[parameter#1,
parameter#2, ...]

A_SDU with
SA, TA, TA_type,
[parameter#1,
parameter#2, ...]

A_PDU with

TA, TA_type, A_PCI
[parameter#1,
arameter#2, ...]

SA

protocol

'

A_PDU with
SA, TA, TA_type, A_PCI
[parameter#1,
parameter#2, ...]

Transmission
to peer entity

A_PDU with

[parameter#1,
parameter#2, ...]

SA, TA, TA_type, A_PCI

A_PDU, with
SA, TA, TA type, A_F
[parameter#1,
parameter#2, ...]

Cl

Application layer

Transmission
to peer entity Application’layer

of-the_receiver

Application layer
of the sender

il

6 Appli

6.1

Application
used in clig

General

Figure 3 — The services and the protocol

cation layer services

are
s of

layer services are usually referred to as diagnostic services. The application layer services

on-board v
layer servi

function thgt is part of an ECU, uses the application layer services to send response data, provided by

requested
systems, al
being an of

The service
same gene

a serv
about 3

nt-server-based systems to perform functions such as test, inspection, monitoring or diagnos
hicle servers. The client, usually referred to as an External Test Equipment, uses the applics
s to request diagnostic functions/to~be performed in one or more servers. The server, usua

tion
ly a
the
iagnostic service, back to the\client. The client is usually an off-board tester but can, in spme
S0 be an on-board tester..The usage of application layer services is independent from the client
-board or on-board testen.t is possible to have more than one client in the same vehicle system.
access point of the diagnostics application layer provides a number of services that all have the
al structure. For-€ach service, six (6) service primitives are specified:

ce request primitive, used by the client function in the diagnostic tester application to pass ¢lata
requested/diagnostic service to the diagnostics application layer;

a serv

ce request-confirmation primitive, used by the client function in the diagnostic tester applicgtion

ice indication primitive, used by the diagnostics application layer to pass data to the server

function of the ECU diagnostic application;

a service response primitive, used by the server function in the ECU diagnostic application to pass

response data provided by the requested diagnostic service to the diagnostics application layer;
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— a service response-confirmation primitive, used by the server function in the ECU diagnostic
application to indicate that the data passed in the service response primitive is completely transferred to
the client;

— a service confirmation primitive, used by the diagnostics application layer to pass data to the client
function in the diagnostic tester application.

Client Server
Time t Application Application
Layer Layer

service_name.request

service_name.req_confirm service” name.indicatipn

—— \service_name.responge

service_name.confirm service_name.rsp_copfirm

Figure 4 — Application layer service primitives — confirmed service

Client Server
Time t(Application Application
Layer Layer

service_name.equest

service_name.indication

service_nameé:req_confirm

For a given service, the request primitive and the indication primitive always have the same service data unit.
This part of 1ISO 14229 will only list and specify the parameters of the service data unit belonging to each
service request primitive. The user shall assume exactly the same parameters for each corresponding service
indication primitive.

For a given service, the response primitive and the confirmation primitive always have the same service data
unit. This part of ISO 14229 only lists and specifies the parameters of the service data unit belonging to each
service response primitive. The user shall assume exactly the same parameters for each corresponding
service confirmation primitive.
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For each service response primitive (and corresponding service confirmation primitive), two different service
data units (two sets of parameters) will be specified. One set of parameters shall be used in a positive service
response primitive if the requested diagnostic service can be successfully performed by the server function in
the ECU diagnostic application. The other set of parameters (the negative response service data unit) shall be
used if the requested diagnostic service fails or cannot be completed in time by the server function in the ECU
diagnostic application.

For a given service, the request-confirmation primitive and the response-confirmation primitive always have
the same service data unit. The purpose of these service primitives is to indicate the completion of an earlier
request or response service primitive invocation. The service descriptions in this part of ISO 14229 do not
make use of those service primitives, but the data link specific implementation documents might use them to

define e.g.|service execution reference points (e.g. the ECUReset service would reset the ECU after| the
response hHas been completely transmitted to the client, which is indicated in the server by the(sefyvice
response-confirm primitive).
6.2 Format description of application layer services
Application [layer services can have two different formats depending on how the vehicle 'diagnostic systen is
configured.
If the vehicle system is configured as a single (one logical) diagnostic network:where all clients and seryers
are connecfed directly, then the default (also called normal or standard) format of application layer services
shall be us¢d. This format is compatible with the diagnostic system formats.Used on data links such as K-|and
L-lines. Thg default application layer services format is specified in 6.3.
The remotd format of application layer services shall be used in vehicle systems implementing the concept of
local servers and remote servers. The remote format has one.@dditional address parameter called remote
address. The remote format is used to access servers that are;not directly connected to the main diagngstic
network in the vehicle. The remote format for application layer‘services is specified in 6.4.
6.3 Format description of standard service primitives
6.3.1 Gernleral definition
All applicatipn layer services have the same.general format. Service primitives are written in the form:
service_name.type (

parameter A, parameter B, parameter C

[,parameter1, ...]

)
where:
— “service_name®is the name of the diagnostic service (e.g. DiagnosticSessionControl);
— “type” indicates the type of the service primitive (e.q. request):
— “parameter A, ...” is the A_SDU as a list of values passed by the service primitive (addressing

information);

calls;

“parameter A, parameter B, parameter C” are mandatory parameters that shall be included in all service

“[,parameter 1, ...]"” are parameters that depend on the specific service (e.g. parameter 1 can be the

diagnosticSession for the DiagnosticSessionControl service). The brackets indicate that this part of the
parameter list may be empty.
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For each application layer service, service request and service indication primitives are specified according to
the following general format:

service_name.request (

SA,

TA,

TA_type
[,parameter 1, ...]

)

The)
and

ser

The)
ECU
the

The
and
com
ser
in t
ser

6.3

For
acc

ser

request primitive is used by the client function in the diagnostic tester application to inifiate
pass data about the requested diagnostic service to the application layer.

yice_name.indication (

SA,

TA,

TA_type
[,parameter 1, ...]

)

indication primitive is used by the application layer to indicate-an internal event which is signi
J diagnostic application and to pass data about the requested diagnostic service to the serve
FCU diagnostic application.

request and indication primitives of a specific application layer service always have the same
parameter values. This means that the values of\individual parameters shall not be chan
municating peer protocol entities of the application layer when the data is transmitted from the
er. The same values that are passed by the ¢liént function in the client application to the appl
e service request call shall be received by the server function of the diagnostic applicati
ice indication of the peer application layer:

.B Service response and service confirm primitives

each confirmed application-layer service, service response and service confirm primitives a
prding to the following general format:

yice_name.response.(

SA,

TA,

TA_type,

Result
[,parameter 1, ...]

the service

ficant to the
function of

parameters
ged by the
client to the
cation layer
n from the

re specified

service_name.confirm (

SA,

TA,
TA_type,
Result

[,parameter 1, ...]

)
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The confirm primitive is used by the application layer to indicate an internal event which is significant to the
client application and to pass results of an associated previous service request to the client function in the
diagnostic tester application. It does not necessarily indicate any activity at the remote peer interface, e.g. if
the requested service is not supported by the server or if the communication is broken.

The response and confirm primitives of a specific application layer service always have the same parameters
and parameter values. This means that the values of individual parameters shall not be changed by the
communicating peer protocol entities of the application layer when the data is transmitted from the server to
the client. The same values that are passed by the server function of the ECU diagnostic application to the
application layer in the service response call shall be received by the client function in the diagnostic tester
application from the service confirmation of the peer application layer.

For each rgsponse and confirm primitive two different service data units (two sets of parameters) will be
specified.

— A positive response and positive confirm primitive shall be used with the first serviceCdata unit if| the
requested diagnostic service could be successfully performed by the server function in-the ECU.

— A negative response and confirm primitive shall be used with the second service-data unit if the requegted
diagnogtic service failed or could not be completed in time by the server functiontin the ECU.

6.3.4 Seryice request-confirm and service response-confirm primitives

For each application layer service, service request-confirm and service response-confirm primitives|are
specified agcording to the following general format:

service_name.req_confirm(

SA,

TA,
TA_type,
Result

)

The reques}-confirm primitive is used by the application layer to indicate an internal event, which is significant
to the clienf application, and pass results of an associated previous service request to the client function ir] the
diagnostic tester application.

service_name.rsp_confirm(

SA;

TA,
TA_type,
Result

)

The resporjse-confirm primitive is used by the application layer to indicate an internal event, which is
significant tp the server application, and pass results of an associated previous service response to the server
function in the=ECU application

6.4 Format description of remote service primitives

6.4.1 General definition

Diagnostic communication between a local client and a remote server can take place if the remote format of
application layer services is used. All definitions made for the default format of application layer services shall
be applicable also for the remote format of application layer services with the addition of one more addressing
parameter.
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Diagnostic communication can take place between a local client on the main network and one or more remote
servers on a remote network. Communication can also take place between a remote client on a remote
network and one or more local servers on the main network.

Diagnostic communication cannot take place between any combination of clients and servers on two different

rem

ote networks.

All remote format application layer services have the same general format. Service primitives are written in the
form:

service_name.type (

whs

6.4.

For
spe

ser

parameter A, parameter B, parameter C,
parameter D
[, parameter 1, ...]

)
re:
“service_name” is the name of the diagnostic service (e.g. DiagnosticSessionControl);
“type” indicates the type of the service primitive (e.g. request);

”

“‘parameter A, ...
information);

is the A_SDU as a list of values passed by the service primitive

“parameter A, parameter B, parameter C” are mandatory’parameters that shall be included i
calls;

“parameter D” is an additional parameter that is;only used in vehicles implementing the conce
servers (remote address);

“[,parameter 1, ...]” are parameters that depend on the specific service (e.g. parameter 1
diagnosticSession for the DiagnostieSessionControl service). The brackets indicate that this
parameter list may be empty.

2 Remote service requestiand service indication primitives

each remote format(application layer service, service request and service indication pr
cified according to the following general format:

yice_name.request (

SA,

TA,
TA_type
[LRA]

addressing

n all service

bt of remote

can be the

part of the

mitives are

[,parameter 1, ...]

)

The request primitive is used by the local client function in the client application, to initiate the service and
pass data about the requested diagnostic service to the application layer.

service_name.indication (

SA,

TA,

TA_type

[,RA]
[,parameter 1, ...]

)
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The indication primitive is used by the remote application layer to indicate an internal event which is significant
to the ECU diagnostic application and to pass data about the requested diagnostic service to the remote
server function of the ECU diagnostic application.

The request and indication primitive of a specific application layer service always have the same parameters
and parameter values. This means that the values of individual parameters shall not be changed by the
communicating peer protocol entities of the application layer when the data is transmitted from the client to the
server. The same values that are passed by the client function in the diagnostic tester application to the
application layer in the service request call shall be received by the server function of the ECU application
from the service indication of the peer application layer.

NOTE for clarity, the text assumes communication between a local client and one or more remote server.|The
protocol alsq supports communication between a remote client and one or more local servers using the same-reimote
format applidation layer services.

6.4.3 Remote service response and service confirm primitives

For each femote format application layer service, service response and service confirm primitives|are
specified agcording to the following general format:

service_name.response (

SA,

TA,

TA_type,

[RA]

Result
[,parameter 1, ...]

)

The responke primitive is used by the remote server fungtion in the ECU diagnostic application, to initiatg the
service and|pass response data provided by the requested diagnostic service to the application layer.

service_name.confirm (

SA,

TA,

TA_type,

[RA]

Result
[,parameter 1, ...]

)

The confirm primitive is used by the local application layer to indicate an internal event which is significapt to
the client application and-to pass results of an associated previous service request to the client function in the
ECU application. It dees not necessarily indicate any activity at the remote peer interface, e.g. if the requegted
service is npt supported by the server or if the communication is broken.

The response_and confirm primitive of a specific application layer service always has the same paramsgters
and parameter values. This means that the values of individual parameters shall not be changed by the
communicating peer protocol entities of the application layer when the data is transmitted from the server to
the client. The same values that are passed by the server function of the ECU diagnostic application to the
application layer in the service response call shall be received by the client function in the diagnostic tester
application from the service confirmation of the peer application layer.

For each response and confirm primitive, two different service data units (two sets of parameters) will be
specified.

— A positive response and positive confirm primitive shall be used with the first service data unit if the
requested diagnostic service could be successfully performed by the server function in the ECU.
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— A negative response and confirm primitive shall be used with the second service data unit if the requested
diagnostic service failed or could not be completed in time by the server function in the ECU.

NOTE For clarity, the text assumes communication between a local client and one or more remote server. The
protocol also supports communication between a remote client and one or more local servers using the same remote
format application layer services.

6.4.4 Remote service request-confirm and service response-confirm primitives

For each application layer service, service request-confirm and service response-confirm primitives are
specified according to the following general format:

seryice_name.req_confirm(

SA,

TA,
TA_type,
[RA]
Result

)

The| request-confirm primitive is used by the client application layer to ‘indicate an internal evgnt which is
sigrfificant to the client application and to pass results of an associated previous service request [o the client
fungtion in the ECU application.

seryice_name.rsp_confirm(

SA,

TA,

[RA)]
TA_type,
Result,

)

The| response-confirm primitive is used by the server application layer to indicate an internal evgnt which is
sigrificant to the server application and\to pass results of an associated previous service resppnse to the
seryer function in the ECU application.

6.5| Service data unit specification
6.5. Mandatory parameters

6.5.1.1 General definition

Thel| application layer services contain three (3) mandatory parameters. The following parametef definitions
are ppplicable to all application layer services specified in this part of ISO 14229 (standard and remote format).

6.5.1.2° Source address (SA)

Type: 1 byte unsigned integer value
Range: 00-FF hex
Description:

The parameter SA shall be used to encode client and server identifiers, and it shall be used to represent the
physical location of a client or server.

For service requests (and service indications), SA represents the client identifier for the client function that has
requested the diagnostic service. The client shall always be located in one diagnostic tester only. There shall
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be a strict, one-to-one relation between client identifiers and source addresses. Each client identifier shall be
encoded with one SA value. If more than one client is implemented in the same diagnostic tester, then each
client shall have its own client identifier and corresponding SA value.

For service responses (and service confirmations), SA represents the physical location of the server that has
performed the requested diagnostic service. A server may be implemented in one ECU only or be distributed
and implemented in several ECUs. If a server is implemented in one ECU only, then it shall be encoded with
one SA value only. If a server is distributed and implemented in several ECUs, then the server identifier shall
be encoded with one SA value for each physical location of the server.

If a remote client or server is the original source for a message, then SA represents the local server that is the

gate from th

NOTE 1
if physical ad

6.5.1.3 1
Type:
Range: 00

Description

The paramgter TA shall be used to encode client and server identifiers:

Two differe
diagnostics
each addre

Physical aq
physical ad
server.

Functional

respond to
functional ¢
implementeg

For service
perform the
server that

For service
originally re
service con

1 hyte unsigned integer value

e remote network to the main network.

[he SA value in a response message will be the same as the TA value in the corresponding request.mes
dressing was used for the request message.

arget address (TA)

-FF hex

ht addressing methods, called physical addressing ahd functional addressing, are specified
Therefore, two independent sets of target addresses can be defined for a vehicle system (ong
5sing method).

dressing shall always be a dedicated message to a server implemented in one ECU. W
dressing is used, the communication is a point-to-point communication between the client and

hddressing is used by the client jf it does not know the physical address of the server that
a service request or if the server is implemented as a distributed server in several ECUs. W
ddressing is used, the communication is a broadcast communication from the client to a se
d in one or more ECUs.

requests (and service indications), TA represents the server identifier for the server that
requested diagnostic service. If a remote server is being addressed, then TA represents the |
s the gate fram-the main network to the remote network.

responses (and service confirmations), TA represents the client identifier for the client
quested the diagnostic service and will receive the requested data. Service responses
firmations) shall always use physical addressing. If a remote client is being addressed, ther

represents

sage

for
e for

hen
the

will
hen
rver

will
pcal

that
and
TA

hédocal server that is the gate from the main network to the remote network.

NOTE
message.

6.5.1.4

Type: en

TA_Type, Target Address type

umeration

Range: physical, functional

Description:

14

The TA value of a response message will always be the same as the SA value of the corresponding request
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The parameter TA_type is an extension to the TA parameter. It is used to represent the addressing method
chosen for a message transmission.

6.5.1.5 Result
Type: enumeration
Range: positive, negative

Description:

The| parameter “Result” is used by the response and confirm primitives to indicate if a messadeyis a positive
response/positive confirm message or a negative response/negative confirm message. The.seryice-specific
parameters in the message are different depending on the value of the Result parameter.

6.5.2 Vehicle system requirements

Thel| vehicle manufacturer shall ensure that each server in the system has a“unique server id¢ntifier. The
veh|cle manufacturer shall also ensure that each client in the system has a ufique client identifier.

All ¢lient and server identifiers for the main diagnostic network in a vehicle system shall be enco@led into the
samn|e range of source addresses. This means that a client and a server-shall not be represented by the same
SA yalue in a given vehicle system.

Thel physical target address for a server shall always be the same as the source address for the server.

Remote server identifiers can be assigned independently from client and server identifiers oh the main
network.

In general only the server(s) addressed shall respond to the client request message.
6.5.3 Optional parameters

6.5.3.1 Remote address (RA)
Type: 1 byte unsigned integer.value
Ranlge: 00-FF hex

Description:

RA Jis used to-extend the available address range to encode client and server identifiers. RA shall only be

usefl in vehicles that implement the concept of local servers and remote servers. Remote addressas represent
theif owntaddress range and are independent from the addresses on the main network.

Thel patameter RA_shall be used to encode remote client and server identifiers. RA_can represent either a

remote target address or a remote source address, depending on the direction of the message carrying the
RA.

For service requests (and service indications) sent by a client on the main network, RA represents the remote
server identifier (remote target address) for the server that will perform the requested diagnostic service.

RA can be used both as a physical and a functional address. For each value of RA, the system builder shall
specify if that value represents a physical or functional address.

NOTE There is no special parameter that represents physical or functional remote addresses in the way TA_type
specifies the addressing method for TA. Physical and functional remote addresses share the same 1 byte range of values
and the meaning of each value shall be defined by the system builder.
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For service responses (and service confirmations) sent by a remote server, RA represents the physical
location (remote source address) of the remote server that has performed the requested diagnostic service.

A remote server may be implemented in one ECU only or be distributed and implemented in several ECUs. If
a remote server is implemented in one ECU only, then it shall be encoded with one RA value only. If a remote
server is distributed and implemented in several ECUs, then the remote server identifier shall be encoded with
one RA value for each physical location of the remote server.

For service requests (and service indications) sent by a remote client, RA represents the remote server
identifier (remote source address) for the client function that has requested the diagnostic service.

For service
identifier (r
receive the

6.5.3.2 F
In some sy
network by
used for prg
In the exan
network.

responses (and service confirmations) sent by a local server, RA represents the remote-c
bmote target address) for the client that originally requested the diagnostic service andg
requested data.

Remote server example with remote network

ient
hall

stems, the remote server is connected to a remote network separated from\the main diagngstic

a gateway. The following is an example showing how the parameters/SA, TA and RA sha
per communication between a local client on the main network and a_remote server via a gate
ple, it is assumed that the same type of addressing is used on the remote network as on the 1

The extern
gateway is
has client i
remote sery

| test equipment is connected to the main network and ha@s“client identifier 241 (F1 hex).

Iconnected to both the main network and the remote network. On the main network the gate

entifier 200 (C8 hex). On the remote network, the gateway has client identifier 10 (OA hex).
er is connected to the remote network and has client’identifier 62 (3E hex). The configuratig

described ip Figure 6.

Ex

ternal test | 241 200 10 62

uipment

Remote
server

Gateway

Main network Remote network

The externa

SA=2

TA=2

RA=6

Figure 6 —— Remote server system example 1

| test equipment sends-a remote diagnostic request message with
11 (F1 hex),
DO (C8 hex),'and

D (3E Kex).

| be
way.
nain

The
way
The
n is

The gatewa

The remote

16

y receives the message and sends It out on the remote network with

SA =10 (OA hex),
TA =62 (3E hex), and

RA =241 (F1 hex).

server receives the message.
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remote server sends back a remote diagnostic response message with
SA = 62 (3E hex),

TA =10 (OA hex), and

RA = 241 (F1 hex).

gateway receives the message and sends it out on the main network with

SA =200 ((‘R hn\()’

The)

6.5.

Ins
has
ser
ECL

system, the server must also have a gateway function that is"part of the main diagnostic netwq

ser
RA
gatd

The

gatd
ser

The)

TA =241 (F1 hex), and
RA =62 (3E hex).
external test equipment receives the message.

3.3 Remote server example without remote network

bme systems, the remote server is a functional part of a server belenging to the main network
been given a remote server identifier in order to extend the available address range to encod
er identifiers. In such systems the remote server is logically.separated from the main network
J, of which the remote server is a part, is connected to _th& main diagnostic network. To g¢

e as a gate to the remote server. The following is an-example showing how the parameters
are used for proper communication between a local(lient on the main network and a remote
way.

external test equipment is connected to the main network and has client identifier 241 (F
way is connected to the same main network. The gateway has client identifier 200 (C8 hex).
er has client identifier 62 (3E hex). The\eonfiguration is described in Figure 7.

241 200 62
Exter_nal test Gateway Remote
equipment server

Main network

Figure 7 — Remote server system example 2

externaliest equipment sends a remote diagnostic request message with

SAE'241 (F1 hex),

The server
e client and
even if the
t a working
rk and can
SA, TA and
server via a

hex). The
The remote

T =200 (O I\ ond
T LBAv ]

A
LY ZUU (DU TICA A

RA = 62 (3E hex).

The gateway receives the message and passes it over to the remote server function. The remote server
receives the message.
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The remote server sends back a remote diagnostic response message by passing it to the gateway function.

The gateway receives the message and sends it out on the main network with
— SA =200 (C8 hex),

— TA =241 (F1 hex), and

— RA =62 (3E hex).

The external test equipment receives the message.

6.5.3.4 emote client example with remote network

In some sygtems, the client is connected to a remote network separated from the main diagnostic networ|
a gateway.|The following is an example showing how the parameters SA, TA and RA are_ used for pr
communication between a remote client on a remote network and a local server on the main’ network
gateway. In[the example, it is assumed that the same type of addressing is used on the remote network a
the main ngtwork.

The external test equipment is connected to the remote network and has client.identifier 242 (F2 hex).
gateway is [connected to both the main network and the remote network. On the main network, the gate]
has client identifier 200 (C8 hex). On the remote network, the gateway hag client identifier 10 (OA hex).
local servef is connected to the main network and has client identifier ™18 (12 hex). The configuratio
described ip Figure 8.

242 10 200 18
Exter_nal test Gateway Local
equipment server

Remote network Main network

Figure 8 — Remote client example

The externgl test equipment sends a remote diagnostic request message with
— SA =242 (F1 hex),

— TA =10 (OA hex), and

— RA=1B (12 hex).

The gatewdy receives-the message and sends it out on the main network with

— SA =2D0 deg;

K by
bper
ia a
5 on

The
way
The
n is

— TA = 18decrand

— RA =242 dec.

The local server receives the message.

The local server sends back a remote diagnostic response message with
— SA =18 (12 hex),

— TA =200 (C8 hex), and

— RA =242 (F1 hex).
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gateway receives the message and sends it out on the remote network with
SA =10 (0A hex),

TA =242 (F1 hex), and

RA =18 (12 hex).

external test equipment receives the message.

Application layer protocol

-1:2006(E)

71

The)
ser

The)
req
Sys
not

The
eve

(e.9
the

7.2

The]
(Ap

A_HR

whe

General definition

application layer protocol shall always be a confirmed message transmission,-meaning th
ice request sent from the client, there shall be one or more corresponding responses sent fron

only exception to this rule shall be a few cases when e.g. functionaladdressing is U
est/indication specifies that no response/confirmation shall be generated. In order not to
m with many unnecessary messages, there are a few cases when.negative response mes
be sent even if the server failed to complete the requested diagnostic service.

application layer protocol shall be handled in parallel with the)session layer protocol. This
h if the client is waiting for a response to a previous requesty it shall maintain proper session
sending a TesterPresent request if that is needed to keep a diagnostic session going in ot
mplementation depends on the data link layer used).

Protocol data unit specification

A_PDU is directly constructed from the "A_SDU and the layer-specific control informg
plication layer Protocol Control Information)-"The A_PDU shall have the following general formg

DU (
SA,
TA,
TA_type,
[RA]
A_Data = A_PCl +|[parameter 1, ...]
)

re:
“SA, TALTA type, RA” are the same parameters as used in the A_SDU;

“AAData” is a string of byte data defined for each individual application layer service. The A|
shall start with the A_PCI followed by all service-specific parameters from the A_SDU as 5

at for each
the server.

sed or the
burden the
sages shall

means that,
ayer timing
her servers;

tion A _PCI
t:

| Data string
pecified for

7.3

©aCITSETvicE. 1 e bracketsindicate thatthispart of the parameter tist may beempty:

Application protocol control information

The A_PCI shall have two alternative formats depending on which type of service primitive that has been
called and the value of the Result parameter. For all service requests and for service responses/service
confirmations with Result = positive, the following definition shall apply:

A_PCI (

Sl
)

where “SI” is the parameter service identifier.

© I1SO 2006 — All rights reserved
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For service responses/service confirmations with Result = negative, the following definition shall apply:

A_PCI

where:

(
NR_SI,
S|

)

— “NR_SI” is the special parameter identifying negative service responses/confirmations;

— “Slis the parameter service identifier.

NOTE For the transmission of periodic messages utilizing response message type #2 as defined in'jthe sefvice
ReadDataBypPeriodicldentifier (2A hex, see 10.5) no A_PCl is present in the application layer protocol data tmit (A_PDU).
7.3.1 Seryice identifier (SI)
Type: 1 byte unsigned integer value
Range: O0OFFF hex according to definitions in Table 2
Table 2 — Service identifier (Sl) values
Se?l'::: "I:T::)f'er Serzlt;ftest)ype Where defined
00|- OF OBD service requests ISO 15031-5
10[- 3E ISO 14229-1 service requests ISO 142291
BF Not applicable Reserved by document
40[- 4F OBD service responses ISO 15031-5
50|- 7E ISO 14229-1 positive service responses ISO 14229-1
7F Negative response service identifier ISO 142291
B0 Not applicable Reserved by ISO 14229-1
81|— 82 Not applicable Reserved by ISO 14230
83|- 88 ISO 14229-1 service requests ISO 14229-1
89|- 9F Service requests Reserved for future expansion as needed
AOl- B9 Service requests Defined by vehicle manufacturer
BA|- BE Service requests Defined by system supplier
BF Not applicable Reserved by document
G6 Netappheable Reserved-by1S0-44220-4
C1-C2 Not applicable Reserved by ISO 14230
C3-C8 ISO 14229-1 positive service responses ISO 14229-1
C9 - DF Positive service responses Reserved for future expansion as needed
EO - F9 Positive service responses Defined by vehicle manufacturer
FA-FE Positive service responses Defined by system supplier
FF Not applicable Reserved by document
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There is a one-to-one correspondence between service identifiers for request messages
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and service

identifiers for positive response messages, with bit 6 of the S| hex value indicating the service type. All request messages
have Sl bit 6 = 0. All positive response messages have Sl bit 6 = 1, except response message type #2 of the
ReadDataByPeriodicldentifier (2A hex, see section 10.5) service.

Description:

The Sl shall be used to encode the specific service that has been called in the service primitive. Each request
service shall be assigned a unique Sl value. Each positive response service shall be assigned a
corresponding unique Sl value.

The - d from the
application layer to lower layers (and returned from lower layers).
7.3.2 Negative response service identifier (NR_SI)
Typk: 1 byte unsigned integer value
Fixgd value: 7F hex
Description:
The| parameter NR_Sl is a special parameter identifying negative service responses/confirmationg. It shall be
part of the A_PCI for negative response/confirm messages.
NOTE The NR_SI value is coordinated with the Sl values. ThesNR_SI value is not used as an Sl valde in order to
make A_Data coding and decoding easier.
7.4| Negative response/confirmation service primitive
Each diagnostic service has a negative response/negative confirmation message specified with message
A_Data bytes according to Table 3. The first. A _Data byte (A_PCI.NR_SI) is always the specific negative
response service identifier. The second A Data byte (A_PCI.SI) shall be a copy of the service identifier value
fronp the service request/indication message to which the negative response message corresponds.
Table 3 — Negative response A_PDU
A| PDU parameter Parameter name Cvt [ Hex value| Mnemonic
SA Source Address Mma XX SA
TA JFarget Address M XX TA
TA_type Target Address type M XX TA_type
RA Remote Address (optional) cP XX RA
A_DatalA_PCI.NR_SI | Negative Response Service Id M 7F SIDNR
A_Data.A_PCI.SI <Service Name> Request Service Id M XX SIDRQ
A_Data.Parameter 1 |responseCode M XX NRC_
@ M (Mandatory): In case the negative response A_PDU is issued then those A_PDU parameters shall be present.
b ¢ (Conditional): The RA (Remote Address) PDU parameter is only present in case of remote addressing.
NOTE A_Data represents the message data bytes of the negative response message.
The parameter responseCode is used in the negative response message to indicate why the diagnostic
service failed or could not be completed in time. Values are defined in A.1.
© IS0 2006 — Al rights reserved 21
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7.5 Server response implementation rules

7.5.1 General definitions

The following subclauses specify the behaviour of the server when executing a service. The server and the
client shall follow these implementation rules.

Legend for subclauses 7.5.2, 7.5.3 and 7.5.4

Abbreviation Description

suppressPog

PosRsp
NegRsp
NoRsp
NRC
ALL

at least 1

NONE

The server
addressing

IMPORTAN
with negat|
ROOR (req

request megssage.

7.5.2 Request message with subsfunction parameter and server response behaviour

7.5.21 F
The server
service, wh
the client.

Table 4 sha

RspMsglindicationBit TRUE = server shall NOT send a positive response message
FALSE = server shall send a positive or negative response message
Abbreviation for positive response message
Abbreviation for negative response message
Abbreviation for NOT sending a positive or negative response message
Abbreviation for negative response code

All of the requested data parameters (service without\stb-function parameter) o
client request message are supported by the server

At least 1 data parameter (service without sub-fuhction parameter) of the client reg
message must be supported by the server

None of the requested data parameters (service without sub-function parameter) o
client request message is supported by‘the server

shall support its list of diagnostic services regardless of addressing mode (physical, functi
type).

ve response codes of SNS (serviceNotSupported), SFNS (subFunctionNotSupported)
uestOutOfRange) shall never bée transmitted when functional addressing was used for

hysically addressediclient request message

response behaviour specified in this subclause is referenced in the service description of &

ws/possible communication schemes with physical addressing.

T — As required by the tables in the following subclauses, negative response meSSfes

[ the

uest

f the

bnal

nd
the

ach

ch supports-a‘sub-function parameter in the physically addressed request message received from
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Table 4 — Physically addressed request message with sub-function parameter

and server response behaviour
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Client request message Server capability Server response
s subFunction Data c t
erve#: Addressin | (suppress- Service ID Sub- parameter Negative: omments on server
case g PosRspMsg- supported function | supported | Message NRC/ response
scheme Indication- PP supported (only if section
Bit) applicable)
1 Atleast 1 | PosRsp — r&‘;zrg(e);;:nds positive
Server sénds negative
YES YES response bq?cause error
P — NRC=xx [occUrred reading the
(T)"AELSE)E) data parameters of the
it= t meg
NegRsp réquest megsage
5 NO . . NRC=5NS EeR%at;\;ehr;z bponse with
" YES NO — NRC=SFNS EeR%at;‘éehr:;ponse with
physical
| Server doeq NOT send
b At least 1 —
a response
Server sends negative
YES YES response bgcause error
5 — NRC=xx [occurred reading the
(IRUE) data paraméters of the
it = t meg
NegRsp request megsage
_ Negative regponse with
/ NO — — NRC=SNS NRC 11 hes
3 YES NO — NRC=SFNS “E%at;‘;ehrs pponse with

Thelfollowing is a description of.server response cases on physically addressed client request megsages with

subfunction.

1) [Server sends a positive response message because the service identifier and sub-function garameter is
supported by the-client’s request with indication for a response message.

2) |Server sends’a negative response message (e.g. IMLOIF: incorrectMessagelLengthOrIncorrectFormat)
because the service identifier and sub-function parameter of the client's request is supported but some
other error’appeared (e.g. wrong PDU length according to service identifier and sub-function garameter in
the request message) during processing of the sub-function.

3) Server sends 2 nngafi\/n response—message with the nngafi\ln Fesponse code SNS ( ervice not
supported) because the service identifier of the client’s request is not supported with indication for a
response message.

4) Server sends a negative response message with the negative response code SFNS (sub-function not
supporte ecause the service identifier is supported an e sub-function parameter of the client's

ted) b th dentif rted and th b-funct t f the client
request is not supported with indication for a response message.

5) Server sends no response message because the service identifier and sub-function parameter is

supported by the client’s request with indication for no response message. If a negative response code

RCRRP (requestCorrectlyReceivedResponsePending) is used,

independent of the suppressPosRspMsglndicationBit value.

© I1SO 2006 — All rights reserved
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6)

7)

8)

7.5

Same effect as in 2) (e.g. a negative response message is sent) because the
suppressPosRspMsglndicationBit is ignored for any negative response that needs to be sent upon receipt
of a physically addressed request message.

Same effect as in 3) (e.g. the negative response message is sent) because the
suppressPosRspMsglndicationBit is ignored for any negative response that needs to be sent upon receipt
of a physically addressed request message.

Same effect as in 4) (e.g. the negative response message is sent) because the
suppressPosRspMsglndicationBit is ignored for any negative response that needs to be sent upon receipt
of a physically addressed request message.

.2.2 Hunctionally addressed client request message

The server|response behaviour specified in this subclause is referenced in the service description of gach
service whigh supports a sub-function parameter in the functionally addressed request message received from

the

Table 5 shdws possible communication schemes with functional addressing.

client.

Table 5 — Functionally addressed request message with sub-function parameter
and server response behaviour

Client request message Server capability Server response
s subFunction Data c ¢
erver : omments on seryer
. (suppress- . Sub- parameter Negative:
case # | Adflressing PosRspMsg- ServiceID | ¢, tion supported.~| Message NRC/ response
sgheme s supported . .
Indication- supported (only. if section
Bit) applicable)
1 At least 1 PosRsp . Server sends positjve

response

Server sends negative
response because

2 YES YES At least 1 NegRsp | NRC=xx error occurred reading
the data parametefs
FALSE of the request
(bit = 0) message

Server does NOT

3 None —
send a response

Server does NOT

4 NO — — NoRsp —
send a response

Server does NOT

5 YES NO — —
send a response

fupctional

Server does NOT

6 At least 1 NoRsp - send a response

Server sends negative

response because

7 YES YES Atleast1 | NegRsp | NRC=xx | &ror occurred reading
the data parameters

TRUE of the request

(bit=1) message

Server does NOT
8 None —
send a response

Server does NOT

9 NO T o NoRsp T send a response

Server does NOT

10 YES NO — —
send a response
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Description of server response cases on functionally addressed client request messages with subFunction:

1)

2)

Server sends a positive response message because the service identifier and sub-function parameter is

supported by the client's request with indication for a response message.

Server sends a negative response message (e.g. IMLOIF: incorrectMessagelLengthOrincorrectFormat)
because the service identifier and sub-function parameter is supported by the client's request, but some
other error appeared (e.g. wrong PDU length according to service identifier and sub-function parameter in

the request message) during processing of the sub-function.

Server sends no response message because the negative response code ROOR (requestOutOfRange,

NOT
shal

which is identified by the server because the service identifier and sub-function parameterar
but a required data parameter is not supported by the client's request) is always suppressed
functionally addressed request message. The suppressPosRspMsgindicationBit does met ma
cases.

Server sends no response message because the negative response code SN& (serviceNo
which is identified by the server because the service identifier is not suppaorted’by the client's

always suppressed in case of a functionally addressed “request mess
suppressPosRspMsglndicationBit does not matter in such cases.
Server sends no response message because the (megative response co

(subFunctionNotSupported, which is identified by the server because the service identifier i
and the sub-function parameter is not supported by the clients.request) is always suppressed
functionally addressed request. The suppressPosRspMsgindicationBit does not matter in such

Server sends no response message because the»service identifier and sub-function p
supported by the client's request with indication fornO response message.

E If a negative response code RCRRP (requéstCorrectlyReceivedResponsePending) is used, a fi
be given independent of the suppressPosRspMsglindicationBit value.

Same effect as in 2) (e.g. ~a negative response message is sent) be
suppressPosRspMsglndicationBit-is.ignored for any negative response. This is also true if
message is functionally addressed:

Same effect as in 3) (e.g({no response message is sent) because the negative response g
(requestOutOfRange, which is identified by the server because the service identifier and s
parameter are supported-but a required data parameter is not supported by the client's reques
suppressed in case-of a functionally addressed request message. The suppressPosRspMsgl
does not matter in“such a case.

Same effectias in 4) (e.g. no response message is sent) because the negative response
(serviceNotSupported, which is identified by the server because the service identifier is not s
the client's request) is always suppressed in case of a functionally addressed request mg
suppressPosRspMsglndicationBit does not matter in such a case.

b supported
n case of a
tter in such

tSupported,
request) is
age. The

de SFNS
5 supported
in case of a
cases.

arameter is

hal response

cause the
the request

ode ROOR
ub-function
t) is always
ndicationBit

code SNS
ipported by
ssage. The

10)

Same effect as In b) (e.g. No response message IS sent) because the negaiive response code SFNS
(subFunctionNotSupported, which is identified by the server because the service identifier is supported

and the sub-function parameter is not supported by the client's request) is always suppressed

in case of a

functionally addressed request message. The suppressPosRspMsglndicationBit does not matter in such

a case.
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uest message without sub-function parameter and server response behaviour

7.5.3.1 Physically addressed client request message

The server response behaviour specified in this subclause is referenced in the service description of each
service which does not support a sub-function parameter but a data parameter in the physically addressed
request message received from the client.

Table 6 shows possible communication schemes with physical addressing.

Table [ — Physically addressed request message without sub-function parameter and server
response behaviour

s Client request message Server capability Server response

erver
case # Addressing Service ID | Parameter Message Negative: Comments on ggwer responge
scheme supported | supported 9 NRC/section
1 ALL — Server sends positive responge
PosRsp
2 At least 1 — Seryer_sends positive responge
At least 1, Server sends negative response
3 YES more NRC=xx because error occurred readirjg
physical than 1, or data parameters of request
ALL message
NegRsp . .
4 NONE NRG=ROOR rl:l‘;a)?atlve response with NRC B1
5 NO . NRC=SNS Negative response with NRC {1
hex

The following is a description of server response cases on physically addressed client request messages

without subtfunction (data parameter follows service identifier).

1) Server|sends a positive response megssage because the service identifier and all data parameters| are
supported by the client's request message.

2) Server|sends a positive respaonse‘message because the service identifier and a single data parameter is
supported by the client's request message.

3) Server|sends a negative-response message (e.g. IMLOIF: incorrectMessagelLengthOrlncorrectFormat)
becaude the servicelidentifier is supported and at least one, more than one or all data parameters| are
supported by the ‘client's request message, but some other error occurred (e.g. wrong length of| the
request message)during processing of the service.

4) Server| ,sends a negative response message with the negative response code RQOR
(reque$tQutOfRange) because the service identifier is supported but none of the requested data

parameters are supported by the client's request message.

5) Server sends a negative response message with the negative response code SNS (serviceNotSupported)
because the service identifier is not supported by the client's request message.

7.5.3.2 Functionally addressed client request message

The server response behaviour specified in this subclause is referenced in the service description of each
service which does not support a sub-function parameter but a data parameter in the functionally addressed
request message received from the client.

Table 7 shows possible communication schemes with functional addressing.

26
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Table 7 — Functionally addressed request message without sub-function parameter

and server response behaviour

s Client request message Server capability Server response
erver
case # Addressing Service ID Parameter Message Negative: Comments on server response
scheme supported supported 9 NRC/section
1 YES — Server sends positive response
PosRsp
2 at least 1 — Server sends positive response
At least 1, Server sends negative response
YES — because-erroroccured read”—]g
N more than 1, NegRsp NREG=xx data parameters of request
functional or ALL p qu
message
4 NONE . Server does‘NOT ser|d a
response
NoRsp
- NO . o Server does NOT ser|d a
N response
Thelfollowing is a description of server response cases on functionally addressed client request mgssages

with

7.5.

The
rece

out sub-function (data parameter follows service identifier).

Server sends a positive response message because the service identifier and single data p
supported by the client's request message.

Server sends a positive response message because the service identifier and at leas
parameter is supported by the client's request message.

Server sends a negative response message-(e.g. IMLOIF: incorrectMessagelLengthOrincor

supported by the client's request message, but some other error occurred (e.g. wrong le
request message) during processing.of the service.

Server sends no response message because the negative response code ROOR (request 0
which would occur because-the service identifier is supported, but none of the requested data
is supported by the client's\request) is always suppressed in case of a functionally addressed

Server sends no respense message because the negative response code SNS (serviceNo
which is identified by the server because the service identifier is not supported by the client's
always suppressed in case of a functionally addressed request.

B Pseudo code example of server response behaviour

following is a server pseudo code example to describe the logical steps a server shall pe
iving+a request from the client.

arameter is

t one data

rectFormat)

because the service identifier is supported, and at least one, more than one or all data parameters are

ngth of the

ut of range,
parameters
equest.

tSupported,
request) is

rform when

SWITCH (A_PDU.A_Data.A_PCI.SI)

{

CASE Service_with_subFunction:

©IS

/* test if service with subFunction is supported
SWITCH (A_PDU.A_Data.A_Data.Parameter1 & Ox7F)
{
CASE subFunction_00:
IF (message_length == expected_subFunction_message_length) THEN
: /* prepare response message */
responseCode = positiveResponse;
ELSE
responseCode = IMLOIF;
ENDIF

BREAK;

/* NRC 0x13: incorrectMessagelLengthOrlnval

O 2006 — All rights reserved

¥/

/* get subFunction parameter value without bit 7 */

/* test if subFunction parameter value is supported */

/* positive response message; set internal NRC = 0x00 */

idFormat */
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CASE subFunction_01: /* test if subFunction parameter value is supported */

: [* prepare response message */

responseCode = positiveResponse; /* positive response message; set internal NRC = 0x00 */
CASE subFunction_127: /* test if subFunction parameter value is supported */

: [* prepare response message */

responseCode = positiveResponse; /* positive response message; set internal NRC = 0x00 */

BREAK;
DEFAULT:
respenseCode—=—SHNS: ANRG-Ox12subFunctonNetSupported H—
suppressPosRspMsglndicationBit = (A_PDU.A_Data.Parameter1 & 0x80); /* results in either 0x00 or 0x80 */

IF ( (JuppressPosRspMsglindicationBit) && (responseCode == positiveResponse) ) THEN

[ test if positive response is required and if responseCode is positive 0x00 */
quppressResponse = TRUE; /* flag to NOT send a positive response message */
ELSH
quppressResponse = FALSE; /* flag to send the response message */
ENDIF
BREAK;
CASE Seryice_without_subFunction: /* test if service withoUtsubFunction is supported */
suppressResponse = FALSE; /* flag to send thewesponse message */
IF (mgssage_length == expected_message_length) THEN
IF (A_PDU.A_Data.Parameter1 == supported) THEN /* test if data parameter following the SID is supported*
: /* readcdata and prepare response message */
responseCode = positiveResponse; * positive response message; set internal NRC = 0x00 [/
ELSE
responseCode = ROOR; (* NRC 0x31: requestOutOfRange */
ENDIF
ELSH
sponseCode = IMLOIF; /* NRC 0x13: incorrectMessagelLengthOrlnvalidFormat [/
ENDI
BREAK;
DEFAULT
responseCode = SNS; /* NRC 0x11: serviceNotSupported */
}
IF (A_PDU.TA type == functional && ((responseCode == SNS) || (responseCode == SFNS) || (responseCode == ROOR))) THEN
/* suppresg negative response message-!/
ELSE
IF (suppfessResponse == TRUENTHEN
/* suppress positive response’message */
ELSE
/* send negative or.pesitive response */
ENDIF
ENDIF
When funclioral addressing is used for the request message the negative response message with| the

negative response code (NRC) 78 hex, requestCorrectlyReceivedResponsePending (RCRRP), shall not be
implemented if a negative response message with NRC=SNS (serviceNotSupported), NRC=SFNS
(subFunctionNotSupported) or NRC=ROOR (requestOutOfRange) is the result of the PDU analysis of the
received request message.

7.5.5 Multiple concurrent request messages with physical and functional addressing

A common server implementation has only one diagnostic protocol instance available in the server which can
only handle one request at a time. The rule is that any received message (regardless of whether the
addressing mode is physical or functional) occupies this resource until the request message is processed
(with final response sent or application call without response).
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There are only two (2) exceptions which have to be treated separately.

1) The keep-alive logic is used by a client to keep a previously enabled session active in one or multiple
servers. Keep-Alive-Logic is defined as the functionally addressed valid TesterPresent message with
SPRMIB=true and has to be processed by a bypass logic. It is up to the server to make sure that this
specific message can not “block” the server’s application layer and that an immediately following
addressed message can be processed.

2) If a server supports one or more legislated diagnostic requests and one of these requests is received
while a non-legislated service (e.g. enhanced diagnostics) is active, then the active service shall be
aborted, the default session shall be started and the legislated diagnostic service shall be processed. This
requirement does not apply if the programming session is active.

7.5.p Size of dataldentifier (DID)
The| dataldentifier (DID) parameter has a size of two (2) bytes in all services througheut'this part of ISO 14229.

An implementation standard based on this part of ISO 14229 shall specify the sizé of the dataldentifier (DID)
parameter if it does not match this part of ISO 14229.

8 |Service description conventions

8.1| Service description

Thig clause defines how each diagnostic service is described in this part of ISO 14229. It definesthe general
seryice description format of each diagnostic service.

Thig clause gives a brief outline of the functionality<ef the service. Each diagnostic service specifi¢ation starts
withl a description of the actions performed by the client and the server(s) which are specific to each service.
Thel| description of each service includes a table’ which lists the parameters of its primitives: requegt/indication,
response/confirmation for a positive or negative result. All have the same structure.

Forla given request/indication and response/confirmation A_PDU definition, the presence of each parameter
is described by one of the following convention (Cvt) values given in Table 8.

Table 8 — A_PDU parameter conventions

Type Name Description

M Mandatorny The parameter shall be present in the A_PDU.

The parameter can be present in the A_PDU, based on certain criterig (e.g. sub-

C Cgilonal function/parameters within the A_PDU).

Indicates that the parameter is mandatory (unless otherwise specified) and i a selection

S Selection .
from a parameter list.

U User option The parameter may or may not be present, depending on dynamic usage by the user.

NOTE The “<Service Name> Request Service Id” marked as “M” (Mandatory) shall not imply that this service must be supported by
the server. The “M” only indicates the mandatory presence of this parameter in the request A_PDU if the server supports the service.
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8.2 Request message

8.2.1 Request message definition

This subclause includes multiple tables which define the A_PDU (see Clause 7) parameters for the service
request/indication. There might be a separate table for each sub-function parameter ($Level) if the request
messages of the different sub-function parameters ($Level) differ in the structure of the A_Data parameters
and cannot be specified clearly in one table.

Table 9 — Request A_PDU definition with sub-function

A_PDU parameter Parameter name Cvt | Hex value | Mnemohic
SA Source Address M XX SA
TA Target Address M XX TA
TA_type Target Address type M XX TAT
RA Remote Address C XX RA
A_Data.A|PCIL.SI [<Service Name> Request Service Id M XX SIDRQ
A_Dala. sub-function = [ S LEV |
Parameter 1 parameter] XX PARAM
Paramefer 2 data-parameter#1 U XX DP_...#1
Parameter k data-parameter#k-1 U XX DP_...#k-1
C: The RA (Remote Address) PDU parameter is only present in_gase of remote addressing.
Table 10 — Request A_PDU definition without sub-function
A_PDU parameter Parameter name Cvt | Hex value | Mnemohic
SA Source Address M XX SA
TA Target Address M XX TA
TA_type Target Address._type M XX TAT
RA Remote Address C XX RA
A_Data.A|PCIL.SI [&£Service Name> Request Service Id M XX SIDRQ
A_Daja.
Parameter 1 data-parameter#1 U XX DP_...#1
Parameter k data-parameter#k U XX DP_.. #k
C: The RA (Remote Address) PDU parameter is only present in case of remote addressing.

In all requests/indications, the addressing information TA, SA, and TA_type is mandatory. The addressing
information RA may optionally be present.

NOTE The addressing information is shown in the table above for definition purposes. Further service
request/indication definitions only specify the A_Data A_PDU parameter because the A_Data A_PDU parameter
represents the message data bytes of the service request/indication.
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8.2.2 Request message sub-function parameter $Level (LEV_) definition

This subclause defines the sub-function $levels (LEV_) parameter(s) defined for the request/indication of the
service <Service Name>.

This subclause does not contain any definition for cases where the described service does not use a sub-
function parameter value and does not utilize the suppressPosRspMsglndicationBit (this implicitly indicates
that a response is required).

The sub-function parameter byte is divided into two parts (on bit-level) as defined in Table 11.

Table 11 — Sub-function parameter structure

B.'t. Description
pogition

suppressPosRspMsgindicationBit
This bit indicates if a positive response message shall be suppressed by the server.
'0"' = FALSE, do not suppress a positive response message (a positive response message is requifed).

7
1" = TRUE, suppress response message (a positive response message shall not be sent; the $erver being
addressed shall not send a positive response message).
Independent of the suppressPosRspMsglindicationBit, negativé response messages are sent by {he server(s)
according to the restrictions specified in 7.5.
sub-function parameter value

6-0 The bits 0-6 of the sub-function parameter contain the sub-function parameter value of the service (00 - 7F hex).
Each  service utilizing the  sub-function® parameter byte, but only suppeprting the

suppressPosRspMsglindicationBit has to support the zeroSubFunction sub-function parameter valy

e (00 hex).

Thel| sub-function parameter value is a 7-bit-value (bits 6-0 of the sub-function parameter byte) th
mulfiple values to further specify the service behaviour.

Each service only supporting the“suppressPosRspMsglndicationBit has to support the zeroS§
(00 hex).

Seryices supporting sub-function parameter values in addition to the suppressPosRspMsglndica
support the sub-function parameter values as defined in the sub-function parameter value table.

Each service contains a table that defines values for the sub-function parameter values, taking i
only the bits 0-6.

Table 12 — Request message sub-function parameter definition

at can have

ubFunction

tionBit shall

hto account

Hex — .
(bit 6-0) Description Cvt Mnemonic
XX sub-function#1 M/U SUBFUNC1
description of sub-function parameter#1
XX sub-function#m M/U SUBFUNCm
description of sub-function parameter#m
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The convention (Cvt) column in the table above shall be interpreted as follows.

Table 13 — Sub-function parameter conventions

Type Name Description

M Mandatory | The sub-function parameter has to be supported by the server if the service is supported.

The sub-function parameter may or may not be supported by the server, depending on the

v User option usage of the service.

The comglete sub-function parameter byte value is calculated based on the value ~0D)]|the
suppressPgsRspMsglndicationBit and the sub-function parameter value chosen.

Table 14 — Calculation of the sub-function byte value

Bit|7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
SuppressPdsRspMsg- Sub-function parameter value as specified in the sub-function
IndicatonBit parameter value table of the service

Resulting sub-function parameter byte value (bit 7 - 0)

8.2.3 Request message data parameter definition

This subclduse defines the data-parameter(s) $DataParam (DR-) for the request/indication of the service
<Service Name>. This subclause does not contain any definition if the described service does not use|any
data paramleter. The data parameter portion can contain nultiple bytes. This subclause provides a generic
description [of each data parameter; detailed definitions.can be found in the annexes of this document. [The
annexes al$o specify whether a data parameter shall(be supported or is user-optional to be supported if the
server suppgorts the service.

Table 15 — Request message data parameter definition

Definition

data-paranrter#1

description ¢f data-parameter#1

data-parameter#n

description ¢f data-parameter#n

8.3 Positive response message

8.3.1 Positive response message definition

This section includes multiple tables that define the A_PDU parameters for the service response/confirmation
(see Clause 7 for a detailed description of the application layer protocol data unit A_PDU). There might be a
separate table for each sub-function parameter $Level when the response messages of the different sub-
function parameters $Level differ in the structure of the A_Data parameters.

The positive response message of a diagnostic service (if required) shall be sent after the execution of the
diagnostic service. If a diagnostic service requires different handling (e.g. ECUReset service), the appropriate
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sent the positive response message can be found in the service description of the

Table 16 — Positive response A_PDU

A_PDU parameter Parameter name Cvt | Hex value Mnemonic
SA Source Address M XX SA
TA Target Address M XX TA
TA_type Target Address type M XX TAT
RA Remote Address C XX RA
Al Data.A_PCI.SI |<Service Name> Response Service Id S XX SIDPR
A_Pata.Parameter 1 | data-parameter#1 XX DP_...#1
: : U : :
A_Data.Parameter n | data-parameter#n XX DP_...#n

The RA (Remote Address) PDU parameter is only present in case of remote addressing.

In a]l responses/confirmations, the addressing information TA, SA¢and TA_type is mandatory. Thel addressing
infofmation RA is used if and only if remote addressing is used.

NOT

definitions only specify the A_Data A_PDU parameter becausé’the A_Data A_PDU parameter represents
bytes of the service response/confirmation.

datg

8.3.

This
doe

The addressing information is shown in Table 16 for‘definition purposes. Further service requgst/indication

P Positive response message data parameter definition

subclause defines the data parameter(s) for the response/confirmation of the service <Servic
5 not contain any definition if the deseribed service does not use any data parameter. The data parameter

he message

e Name>. It

portion can contain multiple bytes. This subclause provides a generic description of each data| parameter.

Det

Table 17 — Response data parameter definition

hiled definitions can be found in the annexes of this document. The annexes also specify whether a data
parameter will be supported or js.user-optional to be supported if the server supports the service.

Definition

des
the
bit 1

dath-parameter#1

cription of‘data-parameter#1. If the request supports a sub-function parameter byte then this parameter is an echo of
7-bit sub=function parameter value contained within the sub-function parameter byte from the request nessage with
[ seftozero. The suppressPosRspMsglndicationBit from the sub-function parameter byte is not echoed.

data-parameter#m

description of data-parameter#m
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8.4 Supported negative response codes (NRC_)

This subclause defines the negative response codes that will be implemented for this service. The
circumstances under which each response code would occur are documented in Tables 18 and 19. The
definition of the negative response message can be found in section 7.4. The server shall use the negative
response A_PDU for the indication of an identified error condition.

The negative response codes listed in A.1 shall be used in addition to the negative response codes specified
in each service description if applicable. Details can be found in A.1.

Fablet—s ted . I

Hex Description Cvt Mnemonid
XX NpgativeResponseCode#1 M NRC_
1] condition#1
m}. condition #m
NRC_
XX NpgativeResponseCode#n NRC_
1] condition#1
k| condition #k

The convertion (Cvt) column in Table 18 shall be interpretéd as follows:

Table 19 — Sub-function parameter conventions

Type Name Description
M Mandatory The negative response code shall be supported by the server if the service is supported.
U User option The negative response code may or may not be supported by the server, depending on|the
usage of the-service.

8.5 Message flow examples

This subclause contains message flow examples for the service <Service Name>. All examples are showh on
a message [evel (without addressing information).

Table 20— Request messageflow example

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic

#1 (A_PCI) |[<Service Name> request Service Id XX SIDRQ
#2 sub-function/data-parameter#1 XX LEV_/DP_
XX DP_

#n data-parameter#m XX DP_

34
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Table 21 — Positive response message flow example

Message direction: server — client
Message type: Response
A_Data Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 (A_PCI) |<Service Name> response Service Id XX SIDPR
#2 data-parameter#1 XX DP_
HM data-parameter#n-t XX DP_

There might be multiple examples applicable to the service <Service Name> (e.g. one for-each gub-function

parameter $Level).

Tabje 22 shows a message flow example for a negative response message.

Table 22 — Negative response message flow'example

Message direction: server — client
Mes$sage type: Response
A_Data Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1|(A_PCIL.NR_SI) [Negative Response Service Id 7F SIPRSIDNRQ
#2 (A_PCL.SI) <Service Name> request Service Id XX SIDRQ
#3 responseCode XX NRC_
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9 Diagnostic and communication management functional unit

9.1 Overview

Table 23 — Diagnostic and communication management functional unit

Service Description

DiagnosticSessionControl | The client requests to control a diagnostic session with a server(s).

ECUReset The client forces the server(s) to perform a reset.
SecurityAccpess The client requests to unlock a secured server(s).
CommunicationControl The client requests the server to control its communication.
TesterPresgnt The client indicates to the server(s) that it is still present.

The client uses this service to read/modify the timing parameters™ for an agtive

AccessTimipgParameter L
communication.

. The client uses this service to perform data transmission with an extended data [link
SecuredDatpTransmission

security.
ControlIDTCPBetting The client controls the setting of DTCs in the server.
ResponseOpEvent The client requests to start an event mechanism in the'Server.
LinkControl The client requests control of the communication baud rate.

9.2 DiagnhosticSessionControl (10 hex) service

9.2.1 Seryice description
The DiagndsticSessionControl service is used to enable different diagnostic sessions in the server(s).

A diagnostif session enables a specific set of-diagnostic services and/or functionality in the server(s). It £an,
furthermord, enable a data link layer dependent set of timing parameters applicable for the started sesgion.
This servicg provides the capability thatthe server(s) can report data link layer specific parameter values valid
for the enailed diagnostic session (€.g-"timing parameter values). The data link layer specific implementgtion
document gefines the structure @nd content of the optional parameter record contained in the respgnse
message of this service. The_Gser of this part of ISO 14229 shall define the exact set of services and/or
functionality enabled in each- diagnostic session (superset of functionality that is available in [the
defaultSesdion).

There shall|always be exactly one diagnostic session active in a server. A server shall always start the default
diagnostic $ession-when powered up. If no other diagnostic session is started, then the default diagngstic
session shdll be rdnning as long as the server is powered.

A server shattbe L,apa'uic of pluviu'illg diaglluatib fuubtiuuaiity urdermormat upulatillg conditions—and-mother
operating conditions defined by the vehicle manufacturer, e.g. limp home operation condition.

If the client has requested a diagnostic session which is already running, then the server shall send a positive
response message and behave as shown in Figure 9, which describes the server internal behaviour when
transitioning between sessions.

Whenever the client requests a new diagnostic session, the server shall send the DiagnosticSessionControl
positive response message before the timings of the new session become active in the server. Some
situations may require that the new session must be entered before the positive response is sent while
maintaining the old protocol timings for sending the response. If the server is not able to start the requested
new diagnostic session, then it shall respond with a DiagnosticSessionControl negative response message
and the current session shall continue (see diagnosticSession parameter definitions for further information on
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how the server and client shall behave). There shall be only one session active at a time. A diagnostic session
enables a specific set of diagnostic services and functions, which shall be defined by the vehicle manufacturer.
The set of diagnostic services and diagnostic functionality in a non-default diagnostic session (excluding the
programmingSession) is a superset of the functionality provided in the defaultSession, which means that the
diagnostic functionality of the defaultSession is also available when switching to any non-default diagnostic
session. A session can enable vehicle-manufacturer-specific services and functions which are not part of this
part of ISO 14229.

To start a new diagnostic session, a server may request that certain conditions be fulfilled. All such conditions
are user-defined. An example of such a condition is the following.

— [The—server may uniy attow—actrentwitha—certaim—ctient-dentifier (L,iiclli u'iaglluaiib au'u'lt:m) to start a
specific new diagnostic session (e.g. a server may require that only a client having the-glignt identifier
F4 hex may start the extendedDiagnosticSession).

— |In some systems, it is desirable to change communication-timing parameters when a new diagnostic
session is started. The DiagnosticSessionControl service entity can use the appropriate servige primitives
to change the timing parameters as specified for the underlying layers to change ‘Communication timing in
the local node and potentially in the nodes the client wants to communicateiwith.

Figyre 9 provides an overview about the diagnostic session transition and, what the server willldo when it
transitions to another session.

2

Any
other
session

Default
session

4
Key
1 default session
2 other session
3 same or other,session
4 default session

Figure 9 — Server diagnostic session state diagram

The| following is a description of diagnostic session transition:

1) When the server is in the defaultSession and the client requests to start the defaultSession, then the
server shall re-initialize the defaultSession completely. The server shall reset all
activated/initiated/changed settings/controls during the activated session. This does not include long-term
changes programmed into non-volatile memory.

2) When the server transitions from the defaultSession to any other session than the defaultSession, then
the server shall only reset the events that have been configured in the server via the ResponseOnEvent
(86 hex) service during the defaultSession.

3) When the server transitions from any diagnostic session other than the defaultSession to another session
other than the defaultSession (including the currently active diagnostic session), then the server shall
(re-) initialize the diagnostic session, which means that each event that has been configured in the server
via the ResponseOnEvent (86 hex) service shall be reset and that security shall be enabled. Any
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4)

configured periodic scheduler shall remain active when transitioning from one non-defaultSession to
another or the same non-defaultSession. The states of the CommunicationControl and ControlDTCSetting
services shall not be affected, which means, for example, that normal communication shall remain
disabled when it is disabled at the point in time at which the session is switched.

When the server transitions from any diagnostic session other than the defaultSession to the
defaultSession, then the server shall reset each event that has been configured in the server via the
ResponseOnEvent (86 hex) service and security shall be enabled. Any configured periodic scheduler shall
be disabled. Furthermore, the states of the CommunicationControl and ControlDTCSetting services shall
be reset, which means, for example, that normal communication shall be re-enabled when it was disabled
at the point in time the session is switched to the defaultSession. The server shall reset all

activatgdfinitiatedfchanged-settingsfecontrots—during-the—activated-session—Thisdoesnotinciadetong=term
changep programmed into non-volatile memory.
Table 24 shows the services which are allowed during the defaultSession and the non-defaultSessjon (timed
services). Any non-defaultSession is tied to a diagnostic session timer that has to be kept active by the clignt.
Table 24 — Services allowed during default and non-default diagnostic sessions
Service defaultSession non-defaultSession
DiagnosticSessionControl - 10 hex X X
ECUReset {11 hex X X
SecurityAccpss - 27 hex N/A X
CommunicationControl - 28 hex N/A X
TesterPresgnt - 3E hex X X
AccessTimipgParameter - 83 hex N/A X
SecuredDatpTransmission - 84 hex N/A
ControlDTCpBetting - 85 hex N/A X
ResponseOhEvent - 86 hex xa X
LinkControl | 87 hex N/A X
ReadDataByldentifier - 22 hex xb X
ReadMemolyByAddress - 23 hex x¢© X
ReadScalingDataByldentifier - 24 hex xb X
ReadDataByPeriodicldentifier - 2A hex N/A X
DynamicallyDefineDataldentifier - 2C hex xd X
WriteDataByldentifier - 2E hex xb X
WriteMemoryByAddress - 3D hex x¢© X
ClearDiagnqgsticinformation2.14 hex X X
ReadDTClInformation -19/Hhex X X
InputOutputControlByldentifier - 2F hex N/A X
RoutineConfrol £31 hex x € X
RequestDownioad - 34 hex N/A X
RequestUpload - 35 hex N/A X
TransferData - 36 hex N/A X
RequestTransferExit - 37 hex N/A X

b
c
d

e

2  ltis implementation-specific whether the ResponseOnEvent service is also allowed during the defaultSession.

stopped actively by the client also requires a non-default session.

Secured dataldentifiers require a SecurityAccess service and therefore a non-default diagnostic session.
Secured memory areas require a SecurityAccess service and therefore a non-default diagnostic session.
A dataldentifier can be defined dynamically in the default and non-default diagnostic session.

Secured routines require a SecurityAccess service and therefore a non-default diagnostic session. A routine that needs to be

38
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IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.2 in the event that those addressing methods are implemented for this service.

9.2.2 Request message

9.2.21 Request message definition
Table 25 — Request message definition
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 DiagnosticSessionControl Request Service Id M 10 DSC
#2 sub-function = [ M 00-FF LEV_
diagnosticSessionType ] DS_
9.2p.2 Request message sub-function parameter $Level (LEV_) definition
The| sub-function parameter diagnosticSessionType is used by the DiagnosticSessionControl service to select
the [specific behaviour of the server. Explanations and usage of the possibile, diagnostic sessions fare detailed

belgw. The following sub-function values are specified [suppressPosRspMsgIndicationBit (bit 7) no

Table 26 — Request message sub-function parameter definition

t shown]:

This diagnostic session enables the.default diagnostic session in the server(s) and
does not support any diagnostic:.application timeout handling provisions (e.g. no
TesterPresent service is necessany to keep the session active).

If any other session than the defaultSession has been active in the server and the
defaultSession is once again started, then the following implementation rules shall
be followed (see alsoFigure 9).

The server shall stop the current diagnostic session when it has sent the
DiagnosticSessionControl positive response message and shall start the
newly requiested diagnostic session afterwards.

If the\server has sent a DiagnosticSessionControl positive response message,
it shall have re-locked the server if the client unlocked it during the diagnostic
session.

——>f the server sends a negative response message with the

DiagnosticSessionControl request service identifier, the active session shall
be continued.

(bit 6-0) Description Cvt Mnemonic
DO ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this part of ISO 14229:
D1 defaultSession M DS

It the USed data INk requires an initalzation step, then the nimanzed server(s) shall
start the default diagnostic session by default. No DiagnosticSessionControl with
diagnosticSession set to defaultSession shall be required after the initialization
step.
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Table 26 (continued)

Hex . .
(bit 6-0) Description Cvt Mnemonic
02 programmingSession ] PRGS

This diagnosticSession enables all diagnostic services required to support the
memory programming of a server.
If the server runs the programmingSession in the boot software, the
programmingSession shall only be left via an ECUReset (11 hex) service initiated
by the client, a DiagnosticSessionControl (10 hex) service with sessionType equal
td defaultSession, or a session layer umeout In the server.
Iff the server runs in the boot software when it receives the
DjagnosticSessionControl (10 hex) service with sessionType equal to
defaultSession, or a session layer timeout occurs and a valid application software
is| present for both cases, then the server shall restart the application software. This
part of ISO 14229 does not specify the various implementation methods of how to
athieve the restart of the valid application software (e.g. a valid application
software can be determined directly in the boot software, during the ECU startup
phase when performing an ECUReset, etc.).
03 extendedDiagnosticSession ] EXTDS
This diagnosticSession can e.g. be used to enable all diagnostic services required
tq support the adjustment of functions such as “Idle Speed”, “CO Valug*,gtc. in the
s¢rver's memory. It can also be used to enable diagnostic services¢which are not
s;|>ecifically tied to the adjustment of functions.
04 stetySystemDiagnosticSession U SSDS
This diagnosticSession enables all diagnostic services required to support safety-
system-related functions e.g. airbag deployment.
05 - 3F [ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this part of ISO 14229¢or future definition.
40 - 5F | vehicleManufacturerSpecific U VMS
This range of values is reserved for vehiele-manufacturer-specific use.
60 - 7E | systemSupplierSpecific ] SSS
This range of values is reserved,for system-supplier-specific use.
7F ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this part of ISO 14229 for future definition.

9.2.2.3 Request'message data parameter definition

This servicg does'not support data parameters in the request message.
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9.2.3.1 Positive response message definition
Table 27 — Positive response message definition
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 DiagnosticSessionControl Response Service Id S 50 DSCPR
#2 diagnosticSessionType M 00-7F DS _
sessionParameterRecord[] #1 = [ SPREC _
#3 data#1 ca 00-FF DATA_1
#n data#m ] : 00-FF DATA_m
@ | Cis the presence, structure and content of the sessionParameterRecord and is data-link-layer-dependant and therefore defined in
the jmplementation specification(s) of this part of ISO 14229.

9.23.2

Positive response message data parameter definition

Table 28 — Response message data parameter definition

Definition

diagnosticSessionType

This parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

segsionParameterRecord

This parameter record contains session-specific parameter values reported by the server. The content and|structure of
thig parameter record is data-link-layer-specific and can be found in the implementation specification(s) of this part of
1SQ 14229.

9.24 Supported negative response codes (NRC_)

Thel following negative response codes shall be implemented for this service. The circumstances Uinder which
each response code oc¢urs are documented in Table 29.
Table 29 — Supported negative response codes
Hex Description Cvt Mnemonic
12 subFunctionNotSupported M SFNS
Send if the sub-function parameter in the request message is not supported.
13 incorrectMessageLengthOrlnvalidFormat M IMLOIF
The length of the message is wrong.
22 conditionsNotCorrect M CNC
This code shall be returned if the criteria for the request DiagnosticSessionControl
are not met.
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9.2.5 Message flow example(s) DiagnosticSessionControl

9.2.5.1 Example #1 — Start programmingSession

This message flow shows how to enable the diagnostic session “programmingSession” in a server. The client
requests a response message by setting the suppressPosRspMsgindicationBit (bit 7 of the sub-function
parameter) to “FALSE” (‘0’). For the given example, it is assumed that the sessionParameterRecord is
supported for the data link layer for which the service is implemented.

Table 30 — DiagnosticSessionControl request message flow example #1

L
Message d*’ection: client — server

Message type: Request
A_Data byte |Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DiagnosticSessionControl request SID 10 DSC
#2 diagnosticSessionType = programmingSession, 02 DS_ECUPRGS
suppressPosRspMsglndicationBit = FALSE

Table 31 — DiagnosticSessionControl positive response message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DiagnosticSessionControl response SID 50 DSCPR
#2 diagnosticSessionType = programmingSession 02 DS_ECUPRGS

9.3 ECUReset (11 hex) service

9.3.1 Seryice description

The ECURgset service is used by the ¢lient to request a server reset.

This servicg¢ requests the server to)effectively perform a server reset based on the content of the resetType
parameter Yalue embedded in the’ECUReset request message. The ECUReset positive response messade (if
required) shall be sent beforeihe reset is executed in the server(s). After a successful server reset, the server
shall activale the defaultSession.

IMPORTANT — Thé.server and the client shall meet the request and response message behaviour as
specified in 7.5.2.in the event that those addressing methods are implemented for this service.

9.3.2 Request message

9.3.21 Request message definition
Table 32 — Request message definition
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ECUReset Request Service Id M 11 ER
#2 sub-function = [ M LEV_
resetType ] 00-FF RT_
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9.3.2.2 Request message sub-function Parameter $Level (LEV_) definition

The sub-function parameter resetType used by the ECUReset request message to describe how the server
will perform the reset [suppressPosRspMsglndicationBit (bit 7) is not shown].

Table 33 — Request message sub-function parameter definition

(b:-tI%)SO) Description Cvt Mnemonic
00 ISOSAEReserved M [ISOSAERESRVD
This value is reserved by this part of ISO 14229.
D1 hardReset U HR

This value identifies a “hard reset” condition which simulates the power-on/start-up
sequence typically performed after a server has been previously disconnected from
its power supply (i.e. battery). The performed action is implementation specific and
not defined by this part of ISO 14229. It might result in the re-initialization of both
volatile memory and non-volatile memory locations to predetermined values.

D2 keyOffOnReset U KOFFONR

This value identifies a condition similar to the driver turning the ignition key off and
back on. This reset condition should simulate a key-off-on .sequence (i.e.
interrupting the switched power supply). The performed actior is “implementation
specific and not defined by this part of ISO 14229. Typically,\the values of non-
volatile memory locations are preserved; volatile memory will b&’initialized.

D3 softReset U SR

This value identifies a “soft reset” condition, which causes the server to immediately
restart the application program if applicablé:»"The performed action is
implementation specific and not defined by this part of ISO 14229. A typical action
is to restart the application without re-initializing' of previously learned configuration
data, adaptive factors and other long-term adjustments.

D4 enableRapidPowerShutDown U ERPSD

This value requests the server to enable and perform a “rapid power shut down”
function. The server shall execute' the function immediately after “key/ignition” is
switched off. While the server executes the power down function, it shall transition
either directly or after a defined stand-by time to sleep mode. If the client requires a
response message andthe server is already prepared to execute the “rapid power
shut down” function,(theserver shall send the positive response message prior to
the start of the “rapid .power shut down” function. The next occurrence of a “key on”
or “ignition on” gignal terminates the “rapid power shut down” function.

The client shall ' not send any request messages other than the ECUReset with the
sub-function)disableRapidPowerShutDown in order to not disturb the rapid power
shut dowffunction.

NOTE This sub-function is only applicable to a server supporting a stand-by mode!
D5 disableRapidPowerShutDown U [DRPSD

This value requests the server to disable the previously enabled “rapid power shut
down” function.

06 - 3F |ISOSAEReserved M | ISOSAERESRVD
This range of values is reserved by this part of ISO 14229 for future definition.
40 - 5F |vehicleManufacturerSpecific U VMS
This range of values is reserved for vehicle-manufacturer-specific use.
60 - 7E | systemSupplierSpecific U SSS
This range of values is reserved for system-supplier-specific use.
7F ISOSAEReserved M | ISOSAERESRVD

This value is reserved by this part of ISO 14229 for future definition.
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9.3.2.3 Request message data parameter definition

This service does not support data parameters in the request message.

9.3.3 Positive response message

9.3.31 Positive response message definition
Table 34 — Positive response message definition
A_Data byte Rarameter-hame Cvi——Hex~value——Mnemeonic
#1 ECUReset Response Service Id S 51 ERPR
#2 resetType M 00-7F RT_
#3 powerDownTime ca 00-FF PDT
@  C: This parameter is present if the sub-function parameter is set to the enableRapidPowerShutDown valuei(04hex).

9.3.3.2 Rositive response message data parameter definition

Table 35 — Response message data parameter-definition

Definition

resetType

This paramefter is an echo of bits 6 - 0 of the sub-function parameter‘from the request message.

powerDow‘\Time

power-dowr] sequence.
The resolutipn of this parameter is one (1) second pér.count.

The following values are valid:
— 00 - FE hex: 0 — 254 s powerDownTime;
— FF hex: indicates a failure or time_not available.

This paramgter indicates to the client the minimum time, of the stand-by sequence the server will remain in|the

9.3.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which

each respofse code would occur are documented in Table 36.

Table 36 — Supported negative response codes

Hex Description Cvt Mnemonic

12 subFunctionNotSupported M SFNS
Send if the sub-function parameter in the request message is not supported.

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong.

22 conditionsNotCorrect M CNC
This code shall be returned if the criteria for the ECUReset request is not met.

33 securityAccessDenied M SAD
This code shall be sent if the requested reset is secured and the server is not in an
unlocked state.
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This subclause specifies the conditions for the example to be fulfilled to successfully perform an ECUReset
service in the server.

If the condition of server is ignition = on, the system shall not be in an operational mode (e.g. if the system is
an engine management, the engine shall be off).

The client requests a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the sub-
function parameter) to ‘FALSE’.

The server shall send an ECUReset positive response message before the server performs the regetType.

Table 37 — ECUReset request message flow example #1

Megsage direction: client —» server

Megsage type: Request

A_|Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ECUReset request SID 11 ER
#2 ResetType = hardReset, 01 RT_HR

suppressPosRspMsglndicationBit = FALSE
Table 38 — ECUReset positive response message flow example #1

Mesgsage direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ECUReset response SID 51 ERPR
#2 resetType = hardReset 01 RT_HR

9.4 SecurityAccess (27 hex) service

9.4.1 Service description

The| purpose of>this service is to provide a means to access data and/or diagnostic services which have
restricted access for security, emissions or safety reasons. Diagnostic services for downloading/uploading
routines er~data into a server and reading specific memory locations from a server are situafions where
secpritysaccess may be required. Improper routines or data downloaded into a server could potentially
danjage the electronics or other vehicle components or risk the vehicle’s compliance to emissions, safety or

security standards. The security concept uses a seed and key relationship.

A typical example of the use of this service is as follows:

— client requests the “seed”;

— server sends the “seed”;

— client sends the “key” (appropriate for the Seed received);

— server responds that the “key” was valid and that it will unlock itself.
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A vehicle-manufacturer-specific time delay may be required before the server can positively respond to a
service SecurityAccess “requestSeed” message from the client after server power up/reset and after a certain
number of false access attempts (see further description below). If this delay timer is supported, then the
delay shall be activated after a vehicle-manufacturer-specified number of false access attempts has been
reached or when the server is powered up/reset and a previously performed SecurityAccess service has failed
due to a single false access attempt. If the server supports this delay timer, then after a successful
SecurityAccess service “sendKey” execution the server internal indication information for a delay timer
invocation on a power up/reset shall be cleared by the server. If the server supports this delay timer, and
cannot determine if a previously performed SecurityAccess service prior to the power up/reset has failed, then
the delay timer shall always be active after power up/reset. The delay is only required if the server is locked
when powered up/reset. The vehicle manufacturer shall select if the delay timer is supported.

The client s
The server,
response n
appropriate
internally s
access to

response message. If the two numbers do not match, this shall be considered a_false access attemy

access is 1
requires the

If a server

“requestSe¢d” message is received, that server shall respond with a SecurityAccess “requestSeed” pos|

response N
for a given
locked for 3

There shal

sub-function parameter value used for any given security level shall be equal to the requestSeed sub-fung

parameter

hall request the server to “unlock” by sending the service SecurityAccess “requestSeed” mess
shall respond by sending a “seed” using the service SecurityAccess “requestSeed?)pos
essage. The client shall then respond by returning a “key” number back to the server‘using
service SecurityAccess “sendKey’ request message. The server shall compare this “key” to
ored/calculated. If the two numbers match, then the server shall enable (“unlock”) the clig
specific services/data and indicate that with the service SecurityAccess)‘'sendKey” pos

bjected for any other reason, it shall not be considered a false access_attempt. An invalid
client to start over from the beginning with a SecurityAccess “requestSeed” message.

supports security, but the requested security level is already unlocked when a SecurityAcc
essage service with a seed value equal to zero (0). The server shall never send an all zero s
security level that is currently locked. The client shall use this method to determine if a serv:
particular security level by checking for a non-zero seed:

always be a fixed relationship for each level of security supported so that the send

alue used for that security level plus one.

Only one s

curity level shall be active at any instant-of time. For example, if the security level associated
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itive
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key
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with
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requestSeed 03 hex is active, and a tester request’is successful in unlocking the security level associated
requestSeed 01 hex, then only the secured-functionality supported by the security level associated

requestSeed 01 hex shall be unlocked af‘that time. Any additional secured functionality that was previo
unlocked by the security level associated with requestSeed 03 hex shall no longer be active. The sec
levels numbering is arbitrary and does not imply any relationship between the levels.

Attempts tp access security“shall not prevent normal vehicle communications or other diagngstic
communication.

Servers which provide security shall support reject messages if a secure service is requested while the s¢
is locked.

rver

Some diagnostic functions/services requested during a specific diagnostic session may require a succesgsful

security acgess sequence. In such a case, the following sequence of services shall be required:

DiagnosticSessionControl service;

SecurityAccess service;
— secured diagnostic service.
There are different accessModes allowed for an enabled diagnosticSession (session started) in the server.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.2 in the event that those addressing methods are implemented for this service.
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9.4.21 Request message definition
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Table 39 — Request message definition — sub-function = requestSeed

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 SecurityAcces Request Service Id M 27 SA
#2 sub-function = [ M LEV_
acuwityAuucaaTypc = |cqucat3r;cu' ] 04-63;65; CAT_RSD
07-7D
securityAccessDataRecord[] = [ SHCACCDR_
#3 parameter#1 U 00-FF PARA1
#-n barameter#m ] U OO-FF PAIiAm
Table 40 — Request message definition — sub-function = sendKey
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 SecurityAcces Request Service Id M 27 SA
#2 sub-function = [ M LEV_
securityAccessType = sendKey'} 02, 04, 06, SAT_SK
08-7E
securityKey[] = [ SECKEY_
#3 key#1 (high byte) M 00-FF KEY1HB
#n key#m (low byte) | U 00-FF KEYmLB

9.4PR.2 Request message sub-function parameter $Level (LEV_) definition

The| sub-function parameter securityAccessType indicates to the server the step in progress for this service,
the |evel of security the client.wants to access and the format of seed and key. If a server suppdrts different
levgls of security each levelshall be identified by the requestSeed value, which has a fixed relatiopship to the

senflKey value.

EXAMPLES:

— |“requestSeed=01 hex” identifies a fixed relationship between “requestSeed=01 hex” and “sendKey=02 hex”;

— |“requestSeed=03 hex” identifies a fixed relationship between “requestSeed=03 hex” and “sendKey=04 hex”.

Valles are defined in Table 41 for requestSeed and sendKey [suppressPosRspMsglndicationBif (bit 7) not

shown].
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Table 41 — Request message sub-function parameter definition

(b:-tles)fO) Description Cvt Mnemonic
00 ISOSAEReserved M [ISOSAERESRVD
This value is reserved by this part of ISO 14229.
01 requestSeed U RSD
RequestSeed with the level of security defined by the vehicle manufacturer.
02 sendKey U SK
SendKey with the level of security defined by the vehicle manufacturer.
03, 05, |requestSeed U RSD
07-41 RequestSeed with different levels of security defined by the vehicle manufacturer.
04, 06, |sendKey ) SK
08-42 SendKey with different levels of security defined by the vehicle manufacturer.
43-5D |ISOSAEReserved requestSeed values M RSD
RequestSeed with different levels of security defined by ISO airbag depldyment
in| plementation standard.
44-5E [I§OSAEReserved sendKey values M SK
SendKey with different levels of security defined by ISO aitbag deployment
implementation standard.
5F r¢questSeed value M RSD
questSeed security level defined in ISO Road vehicles\— End of life activation of
on-board pyrotechnic devices — Part 2: Communication requirements standard.
44-60 |sendKey value M SK
SendKey security level defined in ISO Road-vehicles — End of life activation of
oh-board pyrotechnic devices — Part 2: Communication requirements standard.
61 - 7E | systemSupplierSpecific U SSS
This range of values is reserved/forsystem-supplier-specific use.
7F ISOSAEReserved M [ISOSAERESRVD
This value is reserved by this part of ISO 14229 for future definition.
9.4.2.3 Request message data parameter definition
The followirpg data,parameters are defined for this service:

Tabte 42— Request message data-parameter defimition

Definition

securityKey (high and low bytes)

The “key” parameter in the request message is the value generated by the security algorithm corresponding to a specific
“seed” value.

securityAccessDataRecord

This parameter record is user optionally to transmit data to a server when requesting the seed information. It can e.g.
contain identification of the client that is verified in the server.
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9.4.3 Positive response message

9.4.3.1 Positive response message definition

Table 43 — Positive response message definition

A_Data byte Parameter name Cvt Hex value Mnemonic
#1 SecurityAccess Response Service Id S 67 SAPR
#2 securityAccessType M 00-7F SAT_
securitySeed[] = [ SECSEED _
#3 seed#1 (high byte) ca 00-FF SEED1HB
#n seed#m (low byte) | C 00-FF SEEDMLB

@ |C: The presence of this parameter depends on the securityAccessType parameter. It is mandatory that it be present if the

seclirityAccessType parameter indicates that the client wants to retrieve the seed from the server.

9.43.2 Positive response message data parameter definition

Table 44 — Response message data parameter definition

Definition

sedurityAccessType

Thi$ parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

seduritySeed (high and low bytes)

Thg seed parameter is a data value sent by the server and is used by the client when calculating the kely needed to
access security. The securitySeed data bytes are-only present in the response message if the request message was
sent with the sub-function set to a value which requests the seed of the server.
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9.4.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 45.

Table 45 — Supported negative response codes

Hex Description Cvt Mnemonic

12 subFunctionNotSupported M SFNS
Send-if the sub-function parameterin the request message-is-not-supported

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong.

22 cpnditionsNotCorrect M CNC
This code shall be returned if the criteria for the request SecurityAccess are not met.

24 réquestSequenceError M RSE
Send if the “sendKey” sub-function is received without first receiving a “requestSeed”
r¢quest message.

31 r¢questOutOfRange M ROOR
This code shall be sent if the user-optional securityAccessDataRecord contains
irfvalid data.

35 invalidKey M IK
Send if an expected “sendKey” sub-function value is received and the value of the
key does not match the server's internally stored/calculatedkey.

36 ekceededNumberOfAttempts M ENOA
Send if the delay timer is active due to exceedifig the maximum number of allowed
fdlse access attempts.

37 réquiredTimeDelayNotExpired M RTDNE
Send if the delay timer is active and,a request is transmitted.

9.4.5 Megsage flow example(s) SecurityAccess

9.4.51 Assumptions

For the megsage flow.examples given below, the following conditions shall be fulfilled to successfully unjock
the server i{ it is in_aYlocked” state:

— sub-function to request the seed: 01 hex (requestSeed);

— sub-function to send the key: 02 hex (sendKey);
— seed of the server (2 bytes): 3657 hex;
— key of the server (2 bytes): C9A9 hex (e.g. 2’s complement of the seed value).

The client requests a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the sub-
function parameter) to “FALSE” (‘0’).
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Example #1 — server is in a “locked” state

Step #1: Request the seed
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Table 46 — SecurityAccess request message flow example #1

Message direction: client —» server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 SecurityAccess request SID 27 SA
#2 SecurityAccessType = requestSeed, 01 SAT_RSD
suppressPosRspMsglndicationBit = FALSE
Table 47 — SecurityAccess positive response message flow example #1
Mesgsage direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 SecurityAccess response SID 67 SAPR
#2 securityAccessType = requestSeed 01 AT _RSD
#3 securitySeed [ byte#1 ] = seed #1 (high byte) 36 SECHB
#4 securitySeed [ byte#2 | = seed #2 (low byte) 57 SECLB
9.4.5.2.2 Step #2: Send the Key
Table 48 — SecurityAccess request message flow example #1
Mesgsage direction: client's/server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 SecufityAccess request SID 27 SA
#2 secufityAccessType = sendKey, 02 SAT_SK
suppressPosRspMsglindicationBit = FALSE
#3 securityKey [ byte#1 ] = key #1 (high byte) C9 SECKEY_HB
#4 securityKey [ byte#2 | = key #2 (low byte) A9 SECKEY_LB
Table 49 — SecurityAccess positive response message flow example #1
Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 SecurityAccess response SID 67 SAPR
#2 securityAccessType = sendKey 02 SAT_SK
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Example #2 — server is in an “unlocked” state

Step #1: Request the seed

Table 50 — SecurityAccess request message flow example #1

Message direction:

client — server

Message type: Request

A_Data byte | Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 SecurityAccess request SID 27 SA
#2 securityAccessType = requestSeed, 01 SAT\RSD

suppressPosRspMsglindicationBit = FALSE
Table 51 — SecurityAccess positive response message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 SecurityAccess response SID 67 SAPR
#2 securityAccessType = requestSeed 01 SAT_RSD
#3 securitySeed [ byte#1 ] = seed #1 (high byte) 00 SECHB
#4 securitySeed [ byte#2 ] = seed #2 (low byte) 00 SECLB

9.5 CommunicationControl (28 hex) service

9.5.1

Seryice description

The purposk of this service is to switch.on/off the transmission and/or the reception of certain messages of (a)

server(s) (elg.

application communication messages).

IMPORTANT — The server,and‘the client shall meet the request and response message behaviour as

specified in 7.5.2 in the event that those addressing methods are implemented for this service.

9.5.2 Request message
9.5.2.1 equest message definition
Table 52 — Request message definition
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 CommunicationControl Request Service Id M 28 CcC
#2 sub-function = [ M LEV_
controlType ] 00-FF CTRLTP

#3 communicationType M 00-FF CTP

52
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9.5.2.2 Request message sub-function parameter $Level (LEV_) definition
The sub-function parameter controlType contains information on how the server shall modify the

communication type referenced in the communicationType parameter [suppressPosRspMsglndicationBit
(bit 7) not shown in Table 53].

Table 53 — Request message sub-function parameter definition

(b:%)fO) Description Cvt Mnemonic
0 enableRxAndTx U ERXTX
This value indicates that the reception and transmission of messages shall be
enabled for the specified communicationType.
D1 enableRxAndDisableTx Y ERXDTX
This value indicates that the reception of messages shall be enabled and the
transmission shall be disabled for the specified communicationType.
D2 disableRxAndEnableTx u DRXETX
This value indicates that the reception of messages shall be disabled,and-the
transmission shall be enabled for the specified communicationType.
D3 disableRxAndTx U DRXTX
This value indicates that the reception and transmission of messages shall be
disabled for the specified communicationType.
04(- 3F |ISOSAEReserved U | ISOSAERESRVD
This range of values is reserved by this part of ISO“14229 for future definition.
40|- 5F | vehicleManufacturerSpecific U VMS
This range of values is reserved for vehicle-manufacturer-specific use.
60|- 7E | systemSupplierSpecific ] SSS
This range of values is reserved for system-supplier-specific use.
(F ISOSAEReserved M | ISOSAERESRVD
This value is reserved-by this part of ISO 14229 for future definition.
9.5.2.3 Request message data parameter definition
Thefollowing data-parameters are defined for this service:
Table 54 — Request message data parameter definition
communicationType

This parameter is used to reference the kind of communication to be controlled. The communicationType parameter is a
bit-code value which allows control of multiple communication types at the same time (see B.1 for the coding of the
communicationType data parameter).
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9.5.3 Positive response message

9.5.3.1  Positive response message definition

Table 55 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 CommunicationControl Response Service Id S 68 CCPR
#2 controlType M 00-7F CTRLTP

9.5.3.2 Rositive response message data parameter definition

Table 56 — Response message data parameter definition

Definition

controlTyp

W

This paramegter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

9.5.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each respofpse code would occur are documented in Table 57.

Table 57 — Supported negative response codes

Hex Description Cvt Mnemonid
12 spubFunctionNotSupported M SFNS
Send if the sub-function parameter in the request message is not supported.
13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message-is wrong.
22 cpnditionsNotCorrect M CNC
Used when the sefveris in a critical normal mode activity and therefore cannot
d|sable/enable the-requested communication type.
31 réquestOutOfRange M ROOR
The servershall use this response code if it detects an error in the
communicationType parameter.
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9.5.5 Message flow example CommunicationControl (disable transmission of network management
messages)

The client requests a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the sub-
function parameter) to “FALSE” (‘0’).

Table 58 — CommunicationControl request message flow example

Message direction: client — server
Message type: Request
A_PData byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 CommunicationControl request SID 28 CcC
#2 controlType = enableRxAndDisableTx, 01 FRXDTX
suppressPosRspMsglndicationBit = FALSE
#3 communicationType = network management 02 NWMCP

Table 59 — CommunicationControl positive response.message flow example

Mefsage direction: server — client

Mel;sage type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 CommunicationControl response SID 68 CCPR
#2 ControlType 01 CTRLTP

9.6| TesterPresent (3E hex) service

9.6.1 Service description

Thig service is used to indicate-to a server (or servers) that a client is still connected to the vehigle and that
certain diagnostic services-and/or communications that have been previously activated are to remdin active.

Thig service is used o Keep one or multiple servers in a diagnostic session other than the defaultSession.
Thig can either be{done by transmitting the TesterPresent request message periodically or, in [case of the
absgnce of other—diagnostic services, preventing the server(s) from automatically returning to the
defaultSession.\The detailed session requirements that apply to the use of this service when keeping a single
serJer or mmultiple servers in a diagnostic session other than the defaultSession can be fqund in the
implementation specifications of this part of ISO 14229.
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specified in 7.5.2 in the event that those addressing methods are implemented for this service.
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9.6.2 Request message

9.6.2.1 Request message definition

Table 60 — Request message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 TesterPresent Request Service Id M 3E TP
#2 sub-function = [ M LEV_
LUIUSUIUFUI Ibt;Ull ] GGI’SC ZSUBF

9.6.2.2 Request message sub-function parameter $Level (LEV_) definition

Table 61 specifies the sub-function parameter values defined for this sernvice
[suppressPpsRspMsgindicationBit (bit 7) not shown].

Table 61 — Request message sub-function parameter definition

(bli-tleﬁ)fO) Description Cvt Mnemonic
00 z¢roSubFunction M ZSUBF
This parameter value is used to indicate that no sub-function valug’beside the
stlippressPosRspMsglndicationBit is supported by this service:
01-7F [ISOSAEReserved M | ISOSAERESRVD
This range of values is reserved by this part of ISO 14229.

9.6.2.3 Request message data parameter-definition

This servicg does not support data parameters in the request message.
9.6.3 Posijtive response message

9.6.3.1  Rositive response.message definition

Table 62 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 TesterPresent Response Service Id S 7E TPPR
#2 zeroSubFunction M 00 ZSUBF

9.6.3.2 Positive response message data parameter definition

Table 63 — Response message data parameter definition

Definition

zeroSubFunction

This parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.
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9.6.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 64.

Table 64 — Supported negative response codes

Hex Description Cvt Mnemonic

12 subFunctionNotSupported M SFNS

Send-if the sub-function pnrnmnfnr inthe rnqllnef message is-not elllr_\lr_\nrfnri

3 incorrectMessagelLengthOrinvalidFormat M IMLOIF

The length of the message is wrong.

9.6.6 Message flow example(s) TesterPresent

9.6.6.1 Example #1 — TesterPresent (suppressPosRspMsgindicationBit = FALSE)

Table 65 — TesterPresent request message flow example #1

Mefsage direction: client — server
Mel;sage type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 TesterPresent request SID 3E TP
#2 zeroSubFunction, 00 ZSUBF
suppressPosRspMsglndicationBit = FALSE

Table 66 — TesterPresent positive response message flow example #1

Message direction: server -client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 TesterPresent response SID 7E TPPR
#2 zefoSubFunction 00 ZSUBF

9.6.5.2 , -Example #2 — TesterPresent (suppressPosRspMsgindicationBit = TRUE)

Table 67 — TesSterPTesent request message flow example #1

Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 TesterPresent request SID 3E TP
#2 zeroSubFunction, 80 ZSUBF
suppressPosRspMsglndicationBit = TRUE

There is no response sent by the server(s).
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9.7 AccessTimingParameter (83 hex) service

9.71

Service description

The AccessTimingParameter service is used to read and change the default timing parameters of a
communication link for the duration that this communication link is active.

The use of this service is complex and depends on the server’s capability and the data link topology. Only one
extended timing parameter set will be supported per diagnostic session. It is recommended to use this service
only with physical addressing because of the different sets of extended timing parameters supported by the

servers.

It is recommended to use the following sequence of services:
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TimingParameter (readExtendedTimingParameterSet) service;

TimingParameter (setTimingParametersToGivenValues) service.

e is required to be sent by the server, the client and server shall activate the new timing param
br the server has sent the AccessTimingParameter positive response message. If no respg
5 allowed, the client and the server shall activate the{ new timing parameter after
h/reception of the request message.

and the client shall reset their timing parameters to the default values after a successful switc
r the same diagnostic session (e.g. via DiagnosticSessionControl, ECUReset service or a ses
ut).

s TimingParameter service provides four (4)-different modes for the access to the server tir

readExtendedTimingParameterSet;

ngParametersToDefaultValues;
rrentlyActiveTimingParameters;
ngParametersToGivenValues.

T — The server‘and the client shall meet the request and response message behaviou

specified in 7.5.2 in the-event that those addressing methods are implemented for this service.
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9.7.2 Request message
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9.7.21 Request message definition
Table 68 — Request message definition
A_Data byte Parameter name Cvt | Hex value | Mnemonic
#1 AccessTimingParameter Request Service Id M 83 ATP
#2 sub-function = [ M 00-FF LEV_
fimingParameterAccess 1ype | TPAT_
TimingParameterRequestRecord [ TPREQR_
#3 byte #1 ca 00-FF B1
#n byte #m ] C 00-FF Bm
2 |C: The TimingParameterRequestRecord is only present if timingParameterAccessType = setlimingParametersTgGivenValues.
The| structure and content of the TimingParameterRequestRecord is data-link-layer-dependent and therefore dgfined in the
implementation specification(s) of this part of ISO 14229.

9.7..2

The

Request message sub-function parameter $Level (LEV/) definition

sub-function parameter timingParameterAccessType is used by the AccessTimingParamete

r service to

selgct the specific behaviour of the server. Explanations and\.usage of the possible timingParameterldentifiers

are
not

Table 69 — Request message sub-function parameter definition

detailed below. The following sub-function values are>specified [suppressPosRspMsgindicati
shown]:

bnBit (bit 7)

(bit 6-0)

Description

Cvt

hemonic

DO

ISOSAEReserved
This value is reserved by this'part of ISO 14229.

ISOS

AERESRVD

D1

readExtendedTimingParameterSet

Upon receiving an.AccessTimingParameter indication primitive with
timingParameterAccessType = readExtendedTimingParameterSet, the server shall
read the extehded timing parameter set, i.e. the values that the server is capable of
supporting:

If the.read access to the timing parameter set is successful, the server shall send
an\AccessTimingParameter response primitive with the positive response
parameters.

If the read access to the timing parameters set is not successful, the server shall

RETPS

send-a-neagative-respbonse-Mmessage-with-tha-annronriata naaativia racsnonse-code
- getvo— saany + WHH—tH e P pProprate-Ho gt o— sacany &S

This sub-function is used to provide an extra set of timing parameters for the
currently active diagnostic session.

With the timingParameterAccessType = setTimingParametersToGivenValues only,
this set (read by timingParameterAccessType = readExtendedTimingParameterSet)
of timing parameters can be set.
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Table 69 (continued)

Hex
(bit 6-0)

02 setTimingParametersToDefaultValues U STPTDV

Description Cvt Mnemonic

Upon receiving an AccessTimingParameter indication primitive with
timingParameterAccessType = setTimingParametersToDefaultValues, the server
shall change all timing parameters to the default values and send an
AccessTimingParameter response primitive with the positive response parameters
before the default timing parameters become active (if

S icationBit is set to 'FALSE', otherwise the timing
parameters shall become active after the successful evaluation of the request

Ifthe timing parameters cannot be changed to default values for any reason, the
server shall maintain the currently active timing parameters and send a negative
rgsponse message with the appropriate negative response code.

The definition of the default timing values depends on the used data link and is
sppecified in the implementation specification(s) of this part of ISO 14229.

03 r¢adCurrentlyActiveTimingParameters U RCATP

Upon receiving an AccessTimingParameter indication primitive with
timingParameterAccessType = readCurrentlyActive TimingParameters, the server
shall read the currently used timing parameters.

If[the read access to the timing parameters is successful, the server shall send an
ApcessTimingParameter response primitive with the positive respense parameters.

flthe read access to the currently used timing parameters is impossible for any
rgason, the server shall send a negative response message\with the appropriate
pgative response code.

>

04 setTimingParametersToGivenValues U STPTGV

Upon receiving an AccessTimingParameter indication primitive with
timingParameterAccessType = setTimingParametersToGivenValues, the server
slhall check if the timing parameters can be:changed under the present conditions.

If[the conditions are valid, the server shall"perform all actions necessary to change
the timing parameters and send an AccessTimingParameter response primitive with
tHe positive response parameters before the new timing parameter values become
ctive (suppressPosRspMsglndicationBit is set to 'FALSE', otherwise the timing
parameters shall become active after the successful evaluation of the request
nmessage).

Y]

the timing parametefs cannot be changed for any reason, the server shall
aintain the currently active timing parameters and send a negative response
essage with thé.appropriate negative response code.

33 =

Itlis not possible to set the timing parameters of the server to any set of values
between-the minimum and maximum values read via timingParameterAccessType
readExtendedTimingParameterSet. The timing parameters of the server can only
bé seb to exactly the timing parameters read via timingParameterAccessType =
readExiended lTmingParameterset. A request 1o do so shall be rejected by the
server.

05-FF |ISOSAEReserved M [ISOSAERESRVD
This value is reserved by this part of ISO 14229 for future definition.
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9.7.2.3 Request message data parameter definition

The following data parameters are defined for the request message:

Table 70 — Request message data parameter definition

Definition

TimingParameterRequestRecord

This parameter record contains the timing parameter values to be set in the server via timingParameterAccessType =
setTimingParametersToGivenValues The content and structure of this parameter record is data-link-layer-specific and

car] be found in the implementation specification(s) of this part of ISO 14229.

9.7.3 Positive response message

9.7.5.1  Positive response message definition

Table 71 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 AccessTimingParameter Response Service Id S C3 ATPPR
#2 timingParameterAccessType M 00-7F TPAT_
TimingParameterResponseRecord | TPRSPR _
#3 byte #1 C 00-FF B1
#n byte#m | c 00-FF Bm

C: The TimingParameterResponseRecord is only present if timingParameterAccegsType =
reaflExtendedTimingParameterSet or readCurrentlyActiveTimingParameters. The structure and confent of the
TimingParameterResponseRecord is datadink-layer-dependent and therefore defined in the implementation
specification(s) of this part of ISO 14229.

9.7.8.2 Positive response message data parameter definition

Table 72 — Response message data parameter definition

Definition

timjngParameterAccessType

Thi$ parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

TimingParameterResponseRecord

This parameter record contains the timing parameter values read from the server via fimingParameterAccessType =
readExtendedTimingParameterSet or readCurrentlyActiveTimingParameters. The content and structure of this parameter
record is data-link-layer-specific and can be found in the implementation specification(s) of this part of ISO 14229.

© 1SO 2006 — Al rights reserved 61


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

9.7.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 73.

Table 73 — Supported negative response codes

Hex Description Cvt Mnemonic
12 subFunctionNotSupported M SFNS
Send-if selected timingParameterAccessType is not supported
13 illlcorrectMessageLengthOrInvaIidFormat M IMLOIR
The length of the message or the format is wrong.
22 cpnditionsNotCorrect M CNC
This code shall be returned if the criteria for the request AccessTimingParameter are
npt met.
31 requestOutOfRange M ROOR
This code shall be sent if the TimingParameterRequestRecord contains invalid timing

pprameter values.

9.7.5 Megsage flow example(s) AccessTimingParameter

9.7.5.1 Example #1 — set timing parameters to default values
This message flow shows how to set the default timing parameters in a server. The client requests a respgnse
message by setting the suppressPosRspMsgindicationBit (bit 7 of the sub-function parameter) to “FALSE”
(‘0).

Table 74 — AccessTimingRarameter request message flow example #1

Message direction: client — server
Message type: Request
A_Data byfe Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 AccessTimingParameter request SID 83 ATP
#2 timingParameterAccessType = 02 TPAT_STPTDV
setTimingParametersToDefaultValues,
suppréssPosRspMsglindicationBit = FALSE

Table 75 — AccessTimingParameter positive response message flow example #1

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 AccessTimingParameter response SID C3 ATPPR
#2 timingParameterAccessType = 02 TPAT_STPTDV
setTimingParametersToDefaultValues

Further examples for the usage of this service can be found in the implementation specifications of this part of
ISO 14229.

62 © 1SO 2006 — Al rights reserved


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

9.8 SecuredDataTransmission (84 hex) service
9.8.1 Service description

9.8.1.1 Purpose

The purpose of this service is to transmit data that is protected against attacks from third parties, which could
endanger data security, according to ISO 15764.

The SecuredDataTransmission service is applicable if a client intends to use diagnostic services defined in

this mmmmmm—mmmmmmmmrome other
application protocol, in a secured mode between a client and a server. A secured mode in this-context means
that|the data transmitted is protected by cryptographic methods.
9.8.1.2 Security sub-layer
Thig subclause briefly describes the security sub-layer as defined in ISO 15764.
Figyre 10 illustrates the security sub-layer as defined in ISO 15764. The security sub-layer shall be added in
the perver and client application for the purpose of performing diagnostic services in a secured moge.
Application Application
so A_Req A_Conf SS_Req SS_Conf |50 1Iso A_lnd A_Resp SS Ind SS_|Resp |sO
14229 15764 14229-1 15764
H processed H processed
b Securlty accordingto b Securlty according to
ass ass
o~ su b_|ayer ISO 15764 o~ su b_|ayer ISO 15764
uses SecurityDataTransmission uses SecurityDataTransmission
service service
SO A_Req A Conf A_Ind A_Resp 1SO
14229 14229
Application layer [ Application layer
Network layer Network layer
Data link layer Data link layer
Physical layer Physical layer

Figure 10 — Security sub-layer implementation
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There are two (2) methods to perform diagnostic service data transfer between the client and server(s).

Unsecured data transmission mode:

The application uses the diagnostic services and application layer service primitives defined in this
document to exchange data between a client and a server. The security sub-layer performs a "pass-thru"
of data between "application" and "application layer" in the client and the server.

Secured data transmission mode:

ice
primitiyes deflned in ISO 15764 to exchange data between a client and a server. The securlty sub-layer
uses the SecuredDataTransmission service for the transmission/reception of the secured data.-.Seclired
links must be point-to-point communication. Therefore, only physical addressing is allowed, which mgans
that onlly one server is involved.
The interfage of the security sub-layer to the application is according to the ISO/OSI model \conventions [and
therefore provides the following four (4) security sub-layer (SS_) service primitives:
— S8S_SdcuredMode.req: Security sub-layer request;
— 8S_SdcuredMode.ind: Security sub-layer indication;
— SS_SdcuredMode.resp:  Security sub-layer response;
— SS_SgcuredMode.conf:  Security sub-layer confirmation.
This part off ISO 14229 defines both confirmed and unconfirmed' services. In a secured mode, only confirned
services arg¢ allowed (suppressPosRspMsglindicationBit =-FALSE). Based on this requirement, the folloying
services ar¢ not allowed to be executed in a secured made:
— RespomnseOnEvent (86 hex);
— ReadDgtaByPeriodicldentifier (2A hex); and
— TesterPresent (3E hex).
The confirmed services (suppressPosRspMsglindicationBit = FALSE) use the four (4) application layer service
primitives, fequest, indication, (response and confirmation. Those are mapped onto the four (4) seclrity
sub-layer sérvice primitives and vice versa when executing a confirmed diagnostic service in a secured mqde.
The task of{the security-sub-layer when performing a diagnostic service in a secured mode is to encrypt ¢ata
provided by the "application", to decrypt data provided by the "application layer" and to add, check [and
remove sequrity-specific data elements. The security sub-layer uses the SecuredDataTransmission (84 hex)
service of the application layer to transmit and receive the entire diagnostic message or message according to
an external[ptetocol (request and response), which shall be exchanged in a secured mode.

The security sub-layer provides the service "SecuredServiceExecution" to the application for the purpose of a
secured execution of diagnostic services.

64
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The security sub-layer request and indication primitive of the "SecuredServiceExecution" service are specified
in ISO 15764 according to the following general format:

SS_SecuredMode.request (
SA,
TA,
TA_type,
[RA]
[,parameter 1, ...]

)

SS |SecuredMode.indication (

SA,

TA,

TA_type,

[RA]
[,parameter 1, ...]

)

The| security sub-layer response and confirm primitive of the SecuredServigeExecution service are[specified in
ISO[ 15764 according to the following general format:

SS |SecuredMode.response (

SA,

TA,

TA_type,

RA (optional)
Result,
[parameter 1, ...]

)

SS |SecuredMode.confirm  (

SA,

TA,

TA_type,

RA (optional)
Result,
[parameter 1, ...]

)

Detailed information-¢an be found in ISO 15764 about:
— | the security’sub-layer service primitives (Service Data Units (SDU), [parameter 1, ...]);

— | the,seeurity sub-layer protocol data units (PDU); and

— Lthe tasks to be. pnrfnrmnd h\JI the enmlrihj/ ellh-lnynr for a secured data transmission

The addressing information shown in the security sub-layer service primitives is mapped directly onto the
addressing information of the application layer and vice versa.
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9.8.1.3  Security sub-layer access

The concept of accessing the security sub-layer for a secured service execution is similar to the application
layer interface as described in this document. The security sub-layer makes use of the application layer
service primitives.

The following describes the execution of confirmed diagnostic service in a secured mode.

— The client application uses the security sub-layer SecuredServiceExecution service request to perform a
diagnostic service in a secured mode. The security sub-layer performs the required action to establish a
link with the server(s), adds the specific security-related parameters, encrypts the service data of the

diagno
Secure

stic service to be executed in a secured mode if needed and uses the application-l|

pyer

dDataTransmission service request to transmit the secured data to the server.

— The se
by the
param
mode

rver receives an application layer SecuredDataTransmission service indication, which-is han
security sub-layer of the server. The security sub-layer of the server checks the(security-spe
ters, decrypts encrypted data and presents the data of the service to be executed in a sec
o the application via the security sub-layer SecuredServiceExecution senvice indication.

dled
cific
ired
The
vice

security-related parameters, encrypts the response message data”if needed and uses
ion layer SecuredDataTransmission service response to transmit the response data to the clie

— Thecli
handle
securit
sub-lay

bNnt receives an application layer SecuredDataTransmission service confirmation primitive, whig
i by the security sub-layer of the client. The security sub-layer of the client checks
-specific parameters, decrypts encrypted response datarand presents the data via the sec|
er SecuredServiceExecution confirmation to the application.

Figure 11 g
when execl

raphically shows the interaction of the security stib-layer, the application layer and the applicg
ting a confirmed diagnostic service in a secured’mode.
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Application Application

}

ISO SS_SecuredMod.req SS_SecuredMod.conf SS_SecuredMod.ind SS_SecuredMod.resp  |SO
15764 | ‘ 15764
f Security ] f Security
sub-layer sub-layer
uses SecurityDataTransmission service uses SecurityDataTransmission service
A SecuredDataTransmission.req T A_SecuredDataTransmission.ind
A_SecuredDataTransmission.conf A, SecuredDataTransmiskion.resp
150 ISO
14229 v 14229
Application layer Application layer
Network layer Network layer
Data link layer Data link layer
Physical layer Physical layer
Figure 11 -<"Security sub-layer, application layer and application interaction
IMPORTANT — The\server and the client shall meet the request and response message bghaviour as
spegified in 7.5.3/in'the event that those addressing methods are implemented for this servige.
9.8.2 Request message
9.8.1 Request message definition

The security sub-layer generates the application layer SecuredDataTransmission request message
parameters according to the rules defined in ISO 15764.
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Table 76 — Request message definition

A_Data byte Parameter name Cvt Hex value Mnemonic
#1 SecuredDataTransmission Request Service Id M 84 SDT
securityDataRequestRecord[] = [ SECDRQR _
#2 securityDataParameter#1 M 00-FF SDP_
#n securityDataParameter#m ] M 00-FF SDP_

9.8.2.2 Request message sub-function parameter $Level (LEV_) definition

This servicg does not use a sub-function parameter.

9.8.2.3 Request message data parameter definition

The following data-parameters are defined for the request message:

Table 77 — Request message data parameter definition

Definition

securityDataRequestRecord

This paramegter contains the data as processed by the Security Sub-Layer.and is defined in ISO 15764.

9.8.3 Posijtive response message

9.8.3.1  Rositive response message definition

Table 78 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
1 SecuredDataTransmission,Response Service Id M C4 SDTPR
securityDataResponseRecord[] = [ SECDRQR _
2 securityDataParameter#1 M 00-FF SDP_
n securityDataParameter#m ] M 00-FF SDP_

9.8.3.2 Rositive-response message data parameter definition

The fO”OWIr a-data naramatare ora A:\F:nf\rl faortha naocithva racnancn mAacoaan:
Yot paraiCteroar o OtmotTo T poSTtvy CTooSporsTTe ooager

Table 79 — Response message data parameter definition

Definition

securityDataResponseRecord

This parameter contains the data as processed by the Security Sub-Layer and is defined in ISO 15764.
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The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 80. The response codes are always sent without
encryption, even if according to the configurationProfile in the request A_PDU the response A_PDU must be

encrypted.
Table 80 — Supported negative response codes
Hex Description Cvt Mnemonic
3 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The server shall use this response code if the length of the request A_PDU is not
correct.
38|- 4F | reservedByExtendedDataLinkSecurityDocument M RBEDLSD
This range of values is reserved by ISO 15764. Applicable negative response codes
are defined in ISO 15764.
NOTE The response codes listed above apply to the SecuredDataTransmission (84 hex) service. If tihe diagnostic
servjce performed in a secured mode requires a negative response, then this negative response is sent to the client in a
secyred mode via a SecuredDataTransmission positive response message:
9.9 ControlDTCSetting (85 hex) service
9.9.1 Service description
The| ControlDTCSetting service shall be used by a-¢lient to stop or resume the setting of diagngstic trouble
codes (DTCs) in the server(s).
Thel ControlDTCSetting request message.can be used to stop the setting of diagnostic trouble ¢odes in an
individual server or a group of servers,(If' the server being addressed is not able to stop thg¢ setting of
diagnostic trouble codes, it shall respand*with a ControlDTCSetting negative response message indicating the
reagon for the rejection.
The| update of the DTC status ‘bit information shall continue once a ControlDTCSetting request i$ performed
withl sub-function set to “on™-or a session layer timeout occurs (server transitions to defaultSgssion). The

ser\
sub

If a
rese

If a

function set to either“on” or “off” even if the requested DTC setting state is already active.

clearDiagnosticinformation (14 hex) service is sent by the client, the ControlDTCSetting shall
tting the server's DTC memory.

successful ECUReset is performed, then this re-enables the setting of DTCs.

er shall still send a-pesitive response if the service is supported in the active session with @ requested

not prohibit

IMP
spe

als Rrve ale als ‘l [ e als 2] ale DOI] 2 _1ne e 1
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9.9.2 Request message

9.9.2.1 Request message definition

Table 81 — Request message definition

A_Data byte Parameter name Cvt Hex value Mnemonic
#1 ControlIDTCSetting Request Service Id M 85 CDTCS
#2 sub-function = [ M LEV_
BFESettingTypet B60-FF BFESTR_
DTCSettingControlOptionRecord [] = [ DTCSCAR _
#3 parameter#1 U 00-FF PARA
#n parameter#fm U 00-FF PARAM

9.9.2.2 Request message sub-function parameter $Level (LEV_) definition

The sub-fupction parameter DTCSettingType is used by the ControlDTCSetting.request message to indicate

to the perver(s) whether diagnostic trouble code setting _shall stop or
[suppressPpsRspMsgindicationBit (bit 7) not shown in Table 82].

Table 82 — Request message sub-function¢parameter definition

start again

(b:-tles)fO) Description Cvt Mnemonid
00 ISOSAEReserved M |[ISOSAERESRVD
This value is reserved by this document.
01 oh M ON
The server(s) shall resume the setting.of diagnostic trouble codes according to
nprmal operating conditions.
02 off M OFF
The server(s) shall stop the-setting of diagnostic trouble codes.
03 - 3F |IYOSAEReserved M | ISOSAERESRVD
This range of valuestis-teserved by this document for future definition.
40 - 5F |vehicleManufacturerSpecific ] VMS
This range ofwvalues is reserved for vehicle-manufacturer-specific use.
60 - 7E | systemSupplierSpecific U SSS
Thisrange of values is reserved for system-supplier-specific use.
7F ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this document for future definition.
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.2.3 Request message data parameter definition

The following data parameters are defined for this service:

Table 83 — Request message data parameter definition

Definition

DTCSettingControlOptionRecord

This parameter record is user-optional and transmits data to a server when controlling the DTC setting. It can contain a
list of DTCs to be turned on or off.

9.9.

9.9.

3 Positive response message

3.1 Positive response message definition

Table 84 — Positive response message definition

_Data byte Parameter name Cvt Hex value

Mnemonic

#1 ControlDTCSetting Response Service Id S C5

CDTCSPR

#2 DTCSettingType M 00-7F

DTCSTP

9.9.

B.2 Positive response message data parameter definition

Table 85 — Response message data parameter definition

Definition

DT
Thi

CSettingType

5 parameter is an echo of bits 6 - 0 of the'sub-function parameter from the request message.

9.9.

B Supported negative response codes (NRC_)

Thet following negative ‘response codes shall be implemented for this service. The circumstances
each response code~would occur are documented in Table 86.

Table 86 — Supported negative response codes

inder which

Hex Description Cvt

Mnemonic

2 subFunctionNotSupported M

SFNS

Send if the sub-function parameter in the request message is not supported.

13 incorrectMessagelLengthOrinvalidFormat M

The length of the message is wrong.

IMLOIF

22 conditionsNotCorrect U

Used when the server is in a critical normal mode activity and therefore cannot
perform the requested DTC control functionality.

CNC

31 requestOutOfRange M

The server shall use this response code if it detects an error in the
DTCSettingControlOptionRecord.

ROOR
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9.9.5 Message flow example(s) ControlDTCSetting

9.9.5.1 Example #1 — ControlDTCSetting (DTCSettingType = off)

Note that this example does not use the capability of the service to transfer additional data to the server. The
client requests to have a response message by setting the suppressPosRspMsgindicationBit (bit 7 of the
sub-function parameter) to “FALSE” (‘0’).

Table 87 — ControlDTCSetting request message flow example #1

Message directiomn: Cifent — Server
Message type: Request
A_Data byfe Description (all values are in hexadecimal) Byte value (hex) Mnéemonic
#1 ControlDTCSetting request SID 85 RDTCS
#2 DTCSettingType = off, 02 DTCSTP_QFF
suppressPosRspMsglindicationBit = FALSE

Table 88 — ControlDTCSetting positive response message flow'example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ControlDTCSetting response SID C5 RDTCSPR
#2 DTCSettingType = off 02 DTCSTP_QFF

9.9.5.2 Example #2 — ControlDTCSetting(suppressPosRspMsgindicationBit= FALSE)

This example does not use the capability of the\service to transfer additional data to the server. The client
requests a|response message by setting the’ suppressPosRspMsgindicationBit (bit 7 of the sub-fungtion
parameter) fto “FALSE” (‘0’).

Table 89 — ControlDTCSetting request message flow example #2

Message direction: client'-»>’server
Message type: Regquest
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ControlDTCSetting request SID 85 ENC
#2 DTCSettingType = on, 01 DTCSTP_ON
suppressPosRspMsglndicationBit = FALSE

Table 90 — ControlDTCSetting positive response message flow example #2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ControlIDTCSetting response SID C5 RDTCSPR
#2 DTCSettingType = on 01 DTCSTP_ON
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9.10 ResponseOnEvent (86 hex) service

9.10.1 Service description

The ResponseOnEvent service requests a server to start or stop transmission of responses on a specified
event.

This service provides the possibility of automatically executing a diagnostic service in the event that a
specified event occurs in the server. The client specifies the event (including optional event parameters) and
the service (including service parameters) to be executed if the event occurs. See Figure 12 for a brief

ovepvuew-of client-and-server behaviour
identical
format
y - N
redponseOnEvent responseOnEvent N
request initial response "\
S
/ N
y / responseOnEvent responseOnEvent resparmS response respopseOnEvent
|’ request "start" pos. response P P fing response
! \ set up activate
‘ '-\ event logic event logic eveht event
\ \ start Event event Window
\ Window-Timer Timer timeout
o
- \._ execute service execute service
\_ \..\ specified in specified in
\ ~Z responseOnEvent responseOnEvent
. T————.— request message request message
\.. q g P q g
. S
Figure 12 — ResponseOnEvent service — Client and server behaviour
NO7 A Re-8ven REO imer-is-configured-to-timeoutpriorte-the-pewetr down of the

server, therefore the final ResponseOnEvent positive response message is shown at the end of the event timing window.

The server shall evaluate the sub-function and data content of the ResponseOnEvent request message at the
time of the reception. This includes the following sub-function and parameters:

— eventType,
— eventWindowTime, and

— eventTypeRecord (eventTypeParameter #1-#m).
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In case of invalid data in the ResponseOnEvent request message, a negative response with the negative
response code 31 hex shall be sent. The serviceToRespondToRecord is not part of this evaluation. The
serviceToRespondToRecord parameter will be evaluated when the specified event occurs, which triggers the
execution of the service contained in the serviceToRespondToRecord. At the time the event occurs, the
serviceToRespondToRecord (diagnostic service request message) shall be executed. If conditions are not
correct, a negative response message with the appropriate negative response code shall be sent. Multiple

events shall

The followin

be signalled in the order of their occurrence.

g implementation rules shall apply.

1) The ResponseOnEvent service can be set up and activated in any session, including the defaultSession.

TesterHresent service is not necessarily required to keep the ResponseOnEvent service active.

2) If the specified event occurs when a diagnostic service is in progress, which means that either 'a’reqliest
message is in progress to be received, or a request is executed, or a response message is in progfess
(this ingludes the negative response message handling with response code 78 hex) to ke transmitted (if
suppregsPosRspMsglndicationBit = FALSE), then the execution of the request message/ contained in the
service[foRespondToRecord shall be postponed until the completion of the diagnostic'service in progréss.

If the specified event is accepted by the server, the client shall not request the following diagnostic services

until the event window is passed:

—  CdgmmunicationControl;

— DynamicallyDefineDataldentifier;
— RgquestDownload;

— R4gquestUpload;

— TransferData;

— RdquestTransferExit;

— RaqutineControl.

The server fis not executing any diaghostic service at the point in time the specified event occurs, the server

executes the service contained inthe.serviceToRespondToRecord.

Once the ResponseOnEvent’service is initiated, the server shall support the data link where this service |has

been submitted while the ResponseOnEvent service is active.

A DiagnosticSessionControl service shall stop the ResponseOnEvent service regardless of whether a diffgrent

session thah the current session or the same session is activated

It is recommended to use only the services listed in Table 91 for the service to be performed if the specified

event occur (ocl viceToRespondtorequestservicetdentifier )

Table 91 — Recommended services to be used with the ResponseOnEvent service
Recommended services Request Service Identifier Response Service Identifier
(ServiceToRespondTo) (Sid) (Sid)

ReadDataByldentifier 22 62
ReadDTClInformation 19 59
RoutineControl 31 71
InputOutputControlByldentifier 2F 6F

74
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It is allowed to run different multiple ResponseOnEvent services at a time and to stop individual
serviceToRespondTo services. While no serviceToRespondTo is currently in progress, running the server
shall handle any additional diagnostic service request.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.2 in the event that those addressing methods are implemented for this service.

9.10.2 Request message

9.10.2.1 Request message definition

Table 92 — Request message definition

starfResponseOnEvent, ClearResponseOnEyent:

¢ | Csis present if the service request.8f-the service to respond to requires additional service parameters.

A_|Data byte Parameter name Cvt Hexwvalte Mnemonic
#1 ResponseOnEvent Request Service Id M 86 ROE
#2 sub-function = [ M LEV_
eventType ] 00-FF ETP
#3 eventWindowTime M 00-FF EWT
eventTypeRecord[] = [ ETR
#4 eventTypeParameter 1 cs 00-FF ETP1
#(m-1)+4 eventTypeParameter m] é1 00-FF ETPm
serviceToRespondToRecord[] = [ STRTR_
#n-(r-1)-1 serviceld Cy° 00-FF Sl
HN-(r-1) serviceParameter 1 Cy° 00-FF SP1
#n serviceParameter'r’] Ci3 00-FF SPr
a8 | C4is present if the eventType requires additional parameters to be specified for the event to respond to.
b C, shall be present if the sub-funetion” parameter is not equal to reportActivatedEvents, stopResgonseOnEvent,

9.10.2.2 Request message sub-function parameter $Level (LEV_) definition

The| sub-function”parameter eventType is used by the ResponseOnEvent request message to
evet to be configured in the server and to control the ResponseOnEvent set up. Each sub-functio
valde given

in Table 94 also specifies the length of the

[suppressPasRspMsglndicationBit (bit 7) not shown in Table 94].

Bit 6 ©f the eventType sub-function parameter is used to indicate whether the event will b

applicable

event]

specify the
N parameter
| ypeRecord

e stored in

non-volatile memory in the server and re-activated upon the next power-up of the server or if it shall terminate
once the server powers down (storageState parameter).
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Table 93 — eventType sub-function bit 6 definition — storageState

Bit 6 Description Cvt | Mnemonic
value
0 doNotStoreEvent M DNSE
This value indicates that the event shall terminate when the server powers down and the
server shall not continue a ResponseOnEvent diagnostic service after a reset or power on
(i.e. the ResponseOnEvent service is terminated).
1 storeEvent U SE
This—value-indicates—thai-the-event-shallresume-sending-serviceFoRespondtorespenses
acdording to the ResponseOnEvent set-up after a power cycle of the server.
Table 94 — Request message sub-function parameter definition
Hex Description Cvt Mnemonid
(bit 5-0)
00 stopResponseOnEvent U STPROE
This value is used to stop the server sending responses on event. The event‘logic
tHat has been set up is not cleared but can be restarted{with the
startResponseOnEvent sub-function parameter.
Length of eventTypeRecord: 0 byte.
01 ohDTCStatusChange U ONDTCS
This value identifies the event as a new DTC “detected matching the
D[rCStatusMask specified for this event.
Length of eventTypeRecord: 1 byte.
Implementation hint: A server resident DTC count’algorithm shall count the number
of DTCs satisfying the client-defined DTCStatusMask at a certain periodic rate (e.g.
approximately 1 second). If the count is_different from that which was calculated on
tHe previous execution, the client shall generate the event that causes the execution
of the serviceToRespondTo. The latest.count shall then be stored as a reference for
the next calculation.
This eventType requires the( specification of the DTCStatusMask in the request
message (eventTypeParameter#1).
02 ohTimerinterrupt U OTI
This value identifies the event as a timer interrupt, but the timer and its values are
not part of the ResponseOnEvent service.
This eventType requires the specification of more details in the request message
(4ventTypeRecord).
Lengthwof eventTypeRecord: 1 byte.
03 onCiramgeOfDatatdentifier o) OCODD
This value identifies the event as a new internal data record identified by the
dataldentifier. The data values are vehicle-manufacturer-specific.
This eventType requires the specification of more details in the request message
(eventTypeRecord).
Length of eventTypeRecord: 2 bytes.
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Table 94 (continued)

(b:-tlef:fO) Description Cvt Mnemonic
04 reportActivatedEvents U RAE

This value is used to indicate that in the positive response all events are reported
that have been activated in the server with the ResponseOnEvent service (and are
currently active).

Length of eventTypeRecord: 0 byte.
a1 startResponseOnEvent M S{RTROE

This value is used to indicate to the server to activate the event logic (including
event window timer) that has been set up and start sending responses on event.

Length of eventTypeRecord: 0 byte.
D6 clearResponseOnEvent M JLRROE

This value is used to clear the event logic that has been set up in the server, (Fhis
also stops the server sending responses on event.)

Length of eventTypeRecord: 0 byte.
D7 onComparisonOfValues U OCOV

This is a defined alteration of a data value out of a specific yecord identified by a
dataldentifier which identifies a data value event. With thig sub-function, the user
shall have the possibility of defining an event at the occurrence of a specific result
gathered from a defined measurement value comparisen:'A specific measurement
value included in a data record assigned to a defined dataldentifier is compared
with a given comparison value. The specified{ operator defines the kind of
comparison. The event occurs if the comparison result is positive.

Length of eventTypeRecord: 10 bytes.
08]- 1F |ISOSAEReserved M | ISOSAERESRVD

This range of values is reserved by this document for future definition.

20|- 2F |VehicleManufacturerSpecific U VMS

This range of values is reserved for vehicle-manufacturer-specific use.

30|- 3E | SystemSupplierSpecifie U SSS
This range of values)is reserved for system-supplier-specific use.

BF ISOSAEReserved M [ISOSAERESRVD

This valuenis’reserved by this document for future definition.

NOTE For easier description, the request message sub-function parameters can be divided into two diffdrent groups:

— | sUb-function parameters to request a set-up of response on event (“ROE set-up sub-functions”), and

— sub-function parameters to control the response on event set-up, like startResponseOnEvent, stopResponseOnEvent
clearResponseOnEvent, reportActivatedEvents (“ROE control sub-functions”).
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9.10.2.3 Request message data parameter definition

The following data parameters are defined for this service:

Table 95 — Request message data parameter definition

Definition

eventWindowTime

The parameter eventWindowTime is used to specify a window for the event logic to be active in the server. If the
parameter value of eventWindowTime is set to 02 hex then the response time is infinite In case of an infinite event
window, it i$ recommended to close the event window by a certain signal (e.g. power off). See annex B.2 for specified
eventWindowTimes.

NOTE This parameter is not applicable to be evaluated by the server if the eventType is equal to a ROE control sub-function.

eventTypeIecord

This paramgter record contains additional parameters for the specified eventType.

serviceToFJespondToRecord

This paramegter record contains the service parameters (service Id and service parameters).of the service to be execyted
in the servel each time the specified event defined in the eventTypeRecord occurs.

9.10.3 Posijtive response message

9.10.3.1 Rositive response message definition

Table 9(1 — Positive response message definition for all sub-functions but reportActivatedEvents

A_Data byle Parameter name Cvt | Hex value Mnemonic
#1 ResponseOnEvent Response Service(d S C6 ROEPR
#2 eventType M 00-7F ETP
#3 numberOfldentifiedEvents M 00-FF NOIE
#4 eventWindowTime M 00-FF EWT
eventTypeRecord[}-=)[ ETR
#5 eventTypeParameter 1 (OF 00-FF ETP1
#(m-1)+5 eventTypeParameter m ] C4 00-FF ETPm
serviceToRespondToRecord[] = [ STRTR |
#n-(r-1)-1 serviceld M 00-FF SI
#n-(r-1) serviceParameter 1 C,P° 00-FF SP1
#n serviceParameter r ] C, 00-FF SPr

a8 (4 is present if the eventType requires additional parameters to be specified for the event to respond to.

b

C, is present if the service request of the service to respond to requires additional service parameters.
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Table 97 — Positive response message definition — sub-function = reportActivatedEvents

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ResponseOnEvent Response Service Id S C6 ROEPR
#2 eventType = reportActivatedEvents 04 ETP_RAE
#3 numberOfActivatedEvents M 00-FF NOIE
#4 eventTypeOfActiveEvent #1 (OF 00-FF EVOAE
#5 eventWindowTime #1 C4 00-FF EWT
eventTypeRecord #1[] = [ ETR_
#6 eventTypeParameter 1 C,° 00-FF ETP1
#(m-1)+6 eventTypeParameter m ] C, 00-FF ETPm
serviceToRespondToRecord #1[] = [ STRTR_
#p-(0-1)-1 serviceld Cj° 00-FF Sl
#p-(0-1) serviceParameter 1 C4 00-FF SP1
#p serviceParameter o ] Ci 00-FF SPo
eventTypeOfActiveEvent #k C4 00-FF EVOAE
eventWindowTime #k Cq 00-FF EWT
eventTypeRecord #k[] = [ ETR_
eventTypeParameter 1 C, 00-FF ETP1
eventTypeParameterq ] C, 00-FF ETPm
serviceToRespondToRecord #k[] = [ STRTR_
#n-(r-1)-1 serviceld Cs 00-FF SI
Fin-(r-1) servicePardameter 1 Cs 00-FF SP1
#n serviceParameter r ] Cs 00-FF SPr
a8 |Cq is present if an active event is reported.
b C, is present if the reported eventType of the active event (eventTypeOfActiveEvent) requires additional parameters to be specified
for the event to respond to.
¢ | Cj3 shall be present when*réporting an active event.
d C4 is present if the'reported service request of the service to respond to requires additional service parameters.
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9.10.3.2 Positive response message data parameter definition

Table 98 — Response message data parameter definition

Definition

eventType

This parameter is an echo of bits 6 - 0 of the sub-function parameter of the request message.

eventTypeOfActiveEvent

request megsage shall contain a zero (0) in this parameter.

This parameter i = i i = tive
event. The gpplicable values are the ones specified for the eventType sub-function parameter.
numberOfActivatedEvents

This paramgter contains the number of active events when the client requests to report the number of active events. This
number reflgcts the number of events reported in the response message.

numberOfidentifiedEvents

This paraméter contains the number of identified events during an active event window and_is ‘only applicable for|the
response message sent at the end of the event window (in case of a finite event window)\ The initial response to|the

This param
event, this p

eventWindewTime

arameter contains the time remaining for the event to be active.

ter is an echo of the eventWindowTime parameter from the requestymessage. When reporting an adgtive

eventTypeHR

This param
event, this p

ecord

arameter is an echo of the eventTypeRecord of the requést that was issued to set-up the active event.

bter is an echo of the eventTypeRecord parameter from-thé request message. When reporting an agtive

This parame
active event
active event

serviceToRespondToRecord

, this parameter is an echo of the serviceToRespondToRecord of the request that was issued to set up

ter is an echo of the serviceToRespondToRecerd parameter from the request message. When reporting an

the

9.10.4 Supported negative response-codes (NRC_)

The followin
each respo

nse code would occurdare documented in Table 99.

Table 99 — Supported negative response codes

g negative response codes shall be implemented for this service. The circumstances under which

Hex Description Cvt Mnemonic

12 spbFunctionNotSupported M SFNS
Sendif the sub-function parameter in the request message is not supported.

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong.

22 conditionsNotCorrect u CNC
Used when the server is in a critical normal mode activity and therefore cannot
perform the requested functionality.

31 requestOutOfRange M ROOR
The server shall use this response code:
1) if it detects an error in the eventTypeRecord parameter;
2) if the specified eventWindowTime is invalid.
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9.10.5 Message flow example(s) ResponseOnEvent

9.10.5.1

Assumptions

-1:2006(E)

For the message flow examples, it is assumed that the eventWindowTime equal to 08 hex defines an event
window of 80 seconds (eventWindowTime * 10 seconds). The client requests a response message by setting
the suppressPosRspMsglndicationBit (bit 7 of the sub-function parameter) to “FALSE” (‘0’).

NOTE The definition of the eventWindowTime is vehicle-manufacturer-specific, except for certain values as specified
in B.2.
The] following conditions apply to the shown message flow examples and flowcharts:

Trigger signal: It is up to the vehicle manufacturer to define a specific trigger signal)which
client (external test equipment, OBD-Unit, diagnostic master, etc.) to start the ResponseOnEV
message. This trigger signal could be enabled by an event as well as by a fixed’timing sch
heartbeat-time (which should be greater than the eventWindowTime). Furthermore, there
synchronous message (e.g. SYNCH-signal) on the data link used as trigger,signal.

Open event window: On receiving the ResponseOnEvent request message, the server sh
the request. If the evaluation is positive, the server shall set up the event logic and shall ser
positive response message of the ResponseOnEvent service. To activate the event logic, thq
request ResponseOnEvent sub-function startResponseOnEvent. After the positive responsg
logic is activated and the event window timer is running. It iS)up to the vehicle manufacturer t

window). In case of detecting the specified eventType\(EART ), the server shall respond
with the response message corresponding to the setviceToRespondToRecord in the Respor
request message.

causes the
ent request
edule like a
could be a

all evaluate
d the initial
client shall
, the event
b define the

event window in detail, using the parameter eventWindowTime (e.g. timing window, ignition on/off

mmediately
seOnEvent

Close event window: It is recommended \t0”'close the event window of the server accofding to the

parameter eventWindowTime. After this caction, the server shall stop sending event-driveny diagnostic
response messages. The same could either be reached by sending the ResponseOnEvent (ROE_)
request message including the parameter stopResponseOnEvent, or by power off.
9.10.5.2 Example #1 — ResponseOnEvent (finite event window)
Table 100 —Set up ResponseOnEvent request message flow example #1
Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent request SID 86 ROE
#2 eventTypeRecord [ eventType ] = onDTCStatusChange, 01 ET _ODTCSC
storageState = doNotStoreEvent
SUppressPosRspvsgimdicationBit=FALSE
#3 eventWindowTime = 80 seconds 08 EWT
#4 eventTypeRecord [ eventTypeParameter ] = testFailed status 01 ETP1
#5 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 19 RDTCI
#6 serviceToRespondToRecord [ sub-function ] = 01 RNDTC
reportNumberOfDTCByStatusMask
#7 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 01 DTCSM
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Table 101 — ResponseOnEvent initial positive response message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent response SID C6 ROEPR
#2 eventType = onDTCStatusChange 01 ET_ODTCSC
#3 numberOfldentifiedEvents = 0 00 NOIE
#4 eveniwindowTime = 80 seconds U8 EW]
#5 eventTypeRecord [ eventTypeParameter ] = testFailed status 01 ETPA
#6 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 19 RDTCI
#7 serviceToRespondToRecord [ sub-function ] = 01 RNDTC

reportNumberOfDTCByStatusMask

#8 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 01 DTCSM

Once the eyent logic is set up, it shall then be activated.

Table 102 — Start ResponseOnEvent request message flow example #1

Message direction: client — server

Message type: Request

A_Data byfe Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent request SID 86 ROE
#2 eventTypeRecord [ eventType ] = startResponseOnEvent, 05 ET_STRTRPOE

storageState = doNotStoreEvent
suppressPosRspMsglindicationBit = FALSE

#3 eventWindowTime (will not betevaluated) 08 EWT

Table 103 — ResponseOnEvent positive response message flow example #1

Message direction: seryer — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent response SID C6 ROEPR
#2 eventType = onDTCStatusChange 01 ET_ODTC$C
#3 numberOfldentifiedEvents = 0 00 NOIE
#4 eventWindowTime 08 EWT

If the specified event occurs, the server sends the response message according to the specified
serviceToRespondToRecord.
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Message direction:

server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCI
#2 DTCStatusAvailibilityMask FF DTCSAM
#3 DTCCount [ DTCCountHighByte ] = 0 00 DTCCNT_HB
Fi2:8 DTCCount [ DTCCouniCowByte | = 4 022 DTCCNT_LB

The)
duri

message flow for cases where the client requests a report on the currently activeevents i
hg the active event window will look as follows.

the server

Table 105 — ResponseOnEvent request number of active events message flow example #1

storageState = doNotStoreEvent
suppressPosRspMsglndicationBit = FALSE

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent request SID 86 ROE
#2 eventTypeRecord [ eventType ] = reportActivatedEvents, 04 ET _RAE

Table 106 — ResponseOnEvent reportActivatedEvents positive response message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent response SID C6 ROEPR
#2 eventType='reportActivatedEvents 04 ET_RAE
#3 numberOfActivatedEvents = 1 01 NOAE
#4 eventTypeOfActiveEvent = onDTCStatusChange 01 ET _ODTCSC
#5 eventWindowTime = 80 seconds 08 EWT
#6 eventTypeRecord [ eventTypeParameter ] = testFailed status 01 ETP1
#7 serviceToRespondToRecord [ serviceld } = ReadDTClnformation 19 RDTCI
#8 serviceToRespondToRecord [ sub-function ] = 01 RNDTC

reportNumberOfDTCByStatusMask
#9 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 01 DTCSM
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If the specified event window time has expired, the server shall send a final positive response.

Table 107 — ResponseOnEvent final positive response message flow example #1

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent response SID C6 ROEPR
#2 eventType = onDTCStatusChange 04 ET_QDTCSC
#3 numberOfldentifiedEvents = 1 01 NOIE
#4 eventWindowTime = 80 seconds 08 EWT
#5 eventTypeRecord [ eventTypeParameter ] = testFailed status 01 ETP1
#6 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 19 RDTCI
#7 serviceToRespondToRecord [ sub-function ] = 01 RNDTC
reportNumberOfDTCByStatusMask
#8 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 01 DTCSM
9.10.5.2.1 |Example #1 — Flowcharts
The following flowcharts show two different kinds of server behaviour.
— No evégnt occurs within the finite event window: in this.case, the server shall send the response of| the
RespommseOnEvent at the end of the event window.

— Multipl

servicgToRespondTo is related to an identifiedievent (#1 to #r) and shall have the same service iden

events (#1 to #n) within a finite”) event window: each positive response of

(SId) Qut might have different content. At.the end of the event Window, the server shall transn
positiv response message of ., the responseOnEvent service, which indicates
numbefOfldentifiedEvents.
Client Server
ResponseOnEvent
Trigger Sighal —* request
ResponseOnEvent |—s Open Event Window —— Start
y
Nao event aoccours Event
in the server window
ResponseOnEvent

84

yﬁ Close Event Window —Y— Stop

\/ \/

Figure 13 — Finite event window — No event during active event window

the
ifier
it a
the
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— Open Event Window —— Start

Event

ServiceToRespondTo
response

e

ServiceToRespondTo
response

i

ResponseOnEvent
response

R

- Event #1 identified

- Event#n’identified

<—= Close Event Window

/ \

Figure 14 — Finite event windowy— Multiple events during active event window

9.10.5.3 Example #2 — ResponseOnEvent (infinite event window)

Table 108 —ResponseOnEvent request message flow example #2

- Stop

WiIIUIUW

Mefsage direction:

client/~ server

Mel;sage type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 RésponseOnEvent request SID 86 ROE
#2 eventTypeRecord [ eventType ] = onDTCStatusChange, 01 ET ODTCSC
storageState = doNotStoreEvent
suppressPosRspMsglndicationBit = FALSE
#3 eventWindowTime = infinite 02 EWT
#4 eventTypeRecord [ eventTypeParameter ] = testFailed status 01 ETP1
#5 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 19 RDTCI
#6 serviceToRespondToRecord [ sub-function ] = 01 RNDTC
reportNumberOfDTCByStatusMask
#7 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 01 DTCSM
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Table 109 — ResponseOnEvent initial positive response message flow example #2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent response SID C6 ROEPR
#2 eventType = onDTCStatusChange 01 ET_ODTCSC
#3 numberOfldentifiedEvents = 0 00 NOIE
#4 eventwindowTime = Infinite 02 EW]
#5 eventTypeRecord [ eventTypeParameter ] = testFailed status 01 ETPA
#6 serviceToRespondToRecord [ serviceld ] = ReadDTClInformation 19 RDTCI
#7 serviceToRespondToRecord [ sub-function ] = 01 RNDTC

reportNumberOfDTCByStatusMask

#8 serviceToRespondToRecord [ DTCStatusMask ] = testFailed status 01 DTCSM

Once the eyent logic is set up, it shall then be activated.

Table 110 — Start ResponseOnEvent request message flow example #2

Message direction: client — server
Message type: Request
A_Data byfe Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent request SID 86 ROE
#2 eventTypeRecord [ eventType ] = startResponseOnEvent, 05 ET_STRTRPE
storageState = doNotStoreEvent
suppressPosRspMsglindicationBit = FALSE
#3 eventWindowTime (will not betgvaluated) 02 EWT

Table 111 — ResponseOnEvent positive response message flow example #2

Message direction: seryer — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ResponseOnEvent response SID C6 ROEPR
#2 eventType = onDTCStatusChange 05 ET_ODTC$C
#3 numberOfldentifiedEvents = 0 00 NOIE
#4 eventWindowTime 02 EWT
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In case the specified event occurs, the server sends the response message according to the specified
serviceToRespondToRecord.

Table 112 — ReadDTCInformation positive response message flow example #1

(SId) but might have different content.

Client Server
RespohseOnEvent
Trigger Signal —> request
ResponseOnEvent |— Open Event Window —— Start
y

No event occurs Event
in the server window

Power off —» Power off L Stop

Close Event Window

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCI
#2 DTCStatusAvailibilityMask XX DTCSAM
#3 DTCCount [ DTCCountHighByte ] = 0 00 DTCCNT_HB
#4 DTCCount [ DTCCountLowByte ] = 4 04 DTCCNT_LB
9.10.5.3.1 Example #2 — Flowcharts
Thefollowing flowcharts show two different kinds of server behaviour.
— | No event occurs within the infinite event window.
— |Multiple events (#1 to #n) within a infinite event, window: each positive resporlse of the
serviceToRespondTo is related to an identified event (#1.t0 #r) and shall have the same service identifier
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Client Server
ResponseOnEvent
Trigger Signal —* request
ResponseOnEvent | — Open Event Window —— Start
y
Event
Wil IdUW
ServiceToRespondTo ) o
%J Event #1 identified
ServiceToRespondTo ) C
‘w - Event #n identified
Power off Y
Power off Close Event Window Stop
y y
Figure 16 — Infinite event window — Multiple events during active event window
9.10.5.4 Example #3 — ResponseOnEvent (infinite event window) — Sub-function parameter

“onComparisonOfValues”

This examgle only explains the utilization of sub-function parameter “onComparisonOfValues”, assuming [that
the commupication behaviour of the ROE service described in Example #1 and Example #2 has not changed.
Therefore, this example does not'describe the complete message flow. Instead, only the event window set-up
request message and the positive response message to the occurring event is shown and explained. $tart
and stop rpequest messages-as well as the different response messages are already described in|the
examples apove.

The following conditions apply:

— servicd 22'hex — ReadDataByldentifier is chosen as the serviceToRespondTo;

— the dataldentifier 0704 hex includes the measurement value which is to be compared at dafa byle #11
and #12 (this measurement value may also be read by utilising service 22 hex);

— an event occurs if the measurement value (MV) is higher than the so-called comparison parameter (CP),
therefore the operator value (see description below) is chosen as 01 hex — “MV > CP”;

— as hysteresis value 0A hex — 10 % is chosen;
— as eventWindowTime the value 02 hex — “infinite” is chosen;
— as storageState (eventType sub-function bit 6 ) the value 1 binary — “storeEvent” is chosen;

— in any case, a response is requested.
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The following is a description of the eventTypeRecord. The usage of the eventTypeRecord is vehicle-
manufacturer-specific, similar to the eventTypes described so far. Therefore, the following description is only
an example explaining the usage of the eventType “onComparisonOfValues”. The specific number of
necessary eventTypeRecord parameters is also manufacturer-specific. In this example, 10 data bytes are

used.

Byte #4&5: dataldentifier 0104 hex.

Byte #6&7: Localization of reading and definition of reading type. The bit numbering within these 2 bytes of
information is counted from the least significant bit through to the most significant bit. Bit #0
(LSB) - Bit #9 (MSB) contain the start bit number of the reading. With 10 bits, the maximal size of
a data record is 128 bytes.

EXAMPLE 1 If the reading is in the 11th byte of the data record, the following applies: 11x8 = 88 dec'=)000[1011000b Bit
#10 - Bit #14: length in bits - 1. With 5 bits, there is a maximum size of 32 bits = “long’.

EXAMPLE 2 For a “word”, the length is therefore 15 dec = 01111b Bit #15: Sign entry: 1 = sighed, 0 = unsigped.

EXAMPLE 3 Total assignment would be: 1011 1100 0101 1000b = BC58 hex, thus byte #6 contains BC |hex, byte #7
contains 58 hex.

Byt¢ #8: Comparison operation (operator) defines the type of comparison which shall be executed:

— MV>CP content: 01 hex;

— MV<CP 02 hex;

— MV=CP 03 hex;

— MV<>CP 04 hex;

— “<”and “>” provided for analogue-values, “=" and “<>” for digital variables;
— MV: measurement value; and

— CP: comparison parameteér.

EXAMPLE 4 Operator MV > CP = 01 hex.

Byt¢ #9-12: Comparison parameters: due to the 4-byte length, all data formats from Bit through tp Long type
can be transmitted:

EXAMPLE 5 If the compatison value is 5242 dec = 00 00 14 7A hex, byte #9 = 00 hex, byte #10 = 00 hex, Qyte #11 = 14
hex and byte#12 = 7A hex.

Byt¢ #13:  Hysteresis value (specified as a percentage of the comparison parameter): the value|is specified
directly. It only applies to the operators “<” and “>”. In case of zero as the comparisop value, the
hysteresis value shall be defined as an absolute value.

EXAIMPLE 6 Hysteresis value 10% = OA hex.
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Table 113 — ResponseOnEvent request message example #3

Message direction: client — server
Message type: Request
Aﬁez:a Description (all values are in hexadecimal) Bytt;;l:)lue Mnemonic
#1 ResponseOnEvent request SID 86 ROE
#2 eventTypeRecord [ eventType ] = onComparisonOfValues, 47 ET_OCOV
storageSEte: stnonreElvcipt o
stppressPosRspivisgindicationBit=FALSE
#3 eventWindowTime = infinite 02 EWT
#4 eventTypeRecord [ eventTypeParameter#1 ] = recordDataldentifier High Byte 01 ETR_ETP1
#5 eventTypeRecord [ eventTypeParameter#2 | = recordDataldentifier Low Byte 04 ETR_ETP2
#6 eventTypeRecord [ eventTypeParameter#3 ] = Valueinfo #1 BC ETR_ETP3
#7 eventTypeRecord [ eventTypeParameter#4 ] = Valueinfo #2 58 ETR_ETP4
#8 eventTypeRecord [ eventTypeParameter#5 ] = Operator 01 ETR_ETP5
#9 eventTypeRecord [ eventTypeParameter#6 ] = Comparison Parameter Byte#4 00 ETR_ETP6
#10 eventTypeRecord [ eventTypeParameter#7 ] = Comparison Parameter Byte#3 00 ETR_ETP7
#11 eventTypeRecord [ eventTypeParameter#8 ] = Comparison Parameter 14 ETR_ETP8
Byte#2
#12 eventTypeRecord [ eventTypeParameter#9 | = Comparison Parameter A ETR_ETP9
Byte#1
#13 eventTypeRecord [ eventTypeParameter#10 ] = Hysteresis [%] 0A ETR_ETR10
#14 serviceToRespondToRecord [ servicelD ] = ReadDataByldentifier 22 RDBI
#15 serviceToRespondToRecord [ serviceParameter#1 ] = dataldentifier (MSB) 01 DID_B
#16 serviceToRespondToRecord [ serviceParameter#2 ] = dataldentifier (LSB) 04 DID_B2?
NOTE Response message and subsequent initialisation sequence are not shown.
After a sugcessful event window set-up and activation of the ROE mechanism, the server reacts if| the
measuremgnt value is higher than 5242 decimal. The specified event occurs and the server sends|the
following mgssage.
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Table 114 — ReadDataByldentifier positive response message example #3

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier response SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 04 DID_B2
#4 dataRecord [ data#1 ] XX DREC_DATA1
#5 dataRecord [ data#2 ] XX DREC_DATA2
#6 dataRecord [ data#3 ] XX DREC_DATA3
#7 dataRecord [ data#4 ] XX DREC_DATA4
#8 dataRecord [ data#5 ] XX DREC_DATA5
#9 dataRecord [ data#6 ] XX DREC_DATA6
#10 dataRecord [ data#7 ] XX DREC_DATA7
#11 dataRecord [ data#8 ] XX DREC_DATAS8
#12 dataRecord [ data#9 ] XX DREC_DATA9
#13 dataRecord [ data#10 ] XX DRE[C_DATA10
#14 dataRecord [ data#11] data content of byte#11: 14 hex 14 DRE[C_DATA11
#15 dataRecord [ data#12 ] data content of byte#12: 7B hex 7B DRE[C_DATA12

No further event occurs before the measurementvalue goes below 90 % of the comparison parameter value
at least once. This behaviour is specified by the hysteresis value. If this condition was fulfilled and the
megsurement value is again higher than\’the comparison value, a new event occurs and a new
ReddDataByldentifier response message is'sent by the server.

9.11 LinkControl (87 hex) seryice

9.11.1 Service description

The| LinkControl servicé~is”used to control the communication link baud rate between the clignt and the
serVer(s) for the exchange of diagnostic data. This service optionally applies to those data link layers which
allow for a baud rate transition during an active diagnostic session.

NOTE Further details on the appliance and usage of this service on a certain data link layer can be founfl in the data-
link-layer-specific diagnostic services implementation specification.

Thig service is used to transition the baud rate of the data link layer. To overcome functional communication,

Wru- ratha batd rata muict ha trancitinnad in mautinla carmsare ot tha cama tima thao hand et tran |t|on |S S ||t
|t oot T ot T oo T P ot o Tt O T O O T T T Ot PTC O TV CTo Tt tH T o UT ot ot o oo o Tortotr o 1o p

into two steps:

— Step #1: The client verifies if the transition can be performed and informs the server(s) about the baud
rate to be used. Each server shall respond positively (suppressPosRspMsglndicationBit = FALSE) before
the client performs step #2. This step does not actually perform the baud rate transition.

— Step #2: The client actually requests the transition of the baud rate. This step shall only be performed if it
is verified that the baud rate transition can be performed (step #1 performed). In case of functional
communication, it is recommended that there should not be any response from a server when the baud
rate is transitioned (suppressPosRspMsglndicationBit = TRUE) because one server might already have
been transitioned to the new baud rate while others still need to transmit their response message(s)
(baud rate mismatch avoidance).
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The linkControlType parameter in the request message, in conjunction with the conditional
baudrateldentifier/linkBaudrateRecord parameter, provides a mechanism to transition to a predefined or
specifically defined baud rate.

Any baud rate transition shall occur as follows:

— suppressPosRspMsglndicationBit = TRUE: after the successful transmission/reception of the client
request message, which requests the baud rate transition.

— suppressPosRspMsglndicationBit = FALSE: after the successful transmission/reception of the server
positive response message, which confirms the successful reception
of the request, which requests the baud rate transition.

NOTE This service is tied to a non-defaultSession. A session layer timer timeout will transition the server(s) back to
its (their) nogmal speed of operation. The same applies if an ECUReset service (11 hex) is performed. The.transitior| into
another non-defaultSession shall not influence the baud rate.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.2 in the event that those addressing methods are implemented for this service.

9.11.2 Request message

9.11.2.1 Request message definition

Table 115 — Request message definition {linkControlType =
verifyBaudrateTransitionWithFixedBaudrate)

A_Data byfe Parameter name Cvt | Hex value Mnemonic
#1 LinkControl Request Service Id M 87 LC
#2 sub-function = [ M LEV_
linkControlType] 00-FF LCTP_
#3 baudrateldentifier Cs2 00-FF BI_

@ The C4| parameter is present if the <sub-function parameter indicates that a verification of a fixed baud |rate
(verifyBaudrajeTransitionWithFixedBaudrate) is'done.

Table 116 — Request message definition (linkControlType =
verifyBaudrateTransitionWithSpecificBaudrate)

A_Data byte Parameter name Cvt | Hex value Mnemonjc
#1 LinkControl Request Service Id M 87 LC
#2 sub-function = [ M LEV_
MRCONTOITYpPE] 00-FF CCTP—
linkBaudrateRecord[] = [ LBR_
#3 baudrateHighByte C,2 00-FF BRHB
#4 baudrateMiddleByte C, 00-FF BRMB
#5 baudrateLowByte ] C, 00-FF BRLB
8 The C, parameter is present if the sub-function parameter indicates that a verification of a specific baud rate
(verifyBaudrateTransitionWithSpecificBaudrate) is done.
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9.11.2.2 Request message sub-function parameter $Level (LEV_) definition

The sub-function parameter linkControlType is used by the LinkControl request message to describe the
action to be performed in the server [suppressPosRspMsgindicationBit (bit 7) not shown in Table below].

Table 117 — Request message sub-function parameter definition

(b:%)fO) Description Cvt Mnemonic
00 ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this document.
D1 verifyBaudrateTransitionWithFixedBaudrate 8] VBTWFBR
This parameter is used to verify if a transition to a predefined baud rate, which is
specified by the baudrateldentifier data parameter, can be performed.
D2 verifyBaudrateTransitionWithSpecificBaudrate U VBTWSBR
This parameter is used to verify if a transition to a specifically defined-baud rate,
which is specified by the linkBaudrateRecord data parameter, can be perfermed.
D3 transitionBaudrate U B
This sub-function parameter requests the server(s) to transition the baud rate to the
one that was specified in the preceding verification message.
04 - 3F |ISOSAEReserved M | ISQSAERESRVD
This range of values is reserved by this document for future definition.
4( - 5F |vehicleManufacturerSpecific ] VMS
This range of values is reserved for vehicle-manufacturer-specific use.
60 - 7E |systemSupplierSpecific ] SSS
This range of values is reserved for.system-supplier-specific use.
7F ISOSAEReserved M | ISQSAERESRVD
This value is reserved by this’"document for future definition.
9.11.2.3 Request message data parameter definition
Thel data parameters itV Table 118 are defined for this service.
Table 118 — Request message data parameter definition
Definition
baydrateldentifier

This conditional parameter references a fixed defined baud rate to transition to (see annex B.3).

linkBaudrateRecord

This conditional parameter record contains a specific baud rate ([bit/s]) in cases where the sub-function parameter
indicates that a specific baud rate is used.
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9.11.3 Positive response message

9.11.3.1 Positive response message definition

Table 119 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 LinkControl Response Service Id S C7 LCPR
#2 linkControlType M 00-7F LCTP

9.11.3.2 Rositive response message data parameter definition

Table 120 — Response message data parameter definition

Definition

linkControl[Type

This paramater is an echo of bits 6 - 0 of the linkControlType sub-function parameter from.the request message.

9.11.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each respofpse code would occur are documented in Table 121%

Table 121 — Supported negative response codes

Hex Description Cvt Mnemonjc
12 bFunctionNotSupported M SFNS
1nd if the sub-function parameter in the request message is not supported.
13 incorrectMessagelLengthOrlnvalidFormat M IMLOIF
he length of the message-is wrong.
22 cpnditionsNotCorrect M CNC
This code shall belretlrned if the criteria for the requested LinkControl are not met.
24 requestSequénceError M RSE
This code_shall be returned if the client requests the transition of the baud rate without
alpreceding verification step which specifies the baud rate to transition to.
31 requestOutOfRange M ROOR

This code shall be returned if:

1) the requested fixed baud rate (baudrateldentifier) is invalid;

2) the specific baud rate (linkBaudrateRecord) is invalid.
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9.11.

9.11.5.1.1 Step #1 — Verify if all criteria are met for a baud rate switch

5.1

ISO 14229-1:2006(E)

Table 122 — LinkControl request message flow example #1 — step #1

Example #1 — Transition baud rate to fixed baud rate (PC baud rate 115200 kBit/s)

Message direction: client — server
Message-type: Reguest |
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 LinkControl request SID 87 LC
#2 linkControlType = verifyBaudrateTransitionWithFixedBaudrate, 01 VIBTWFBR
suppressPosRspMsglindicationBit = FALSE
#3 baudrateldentifier = PC115200Baud 05 BI]PC115200
Table 123 — LinkControl positive response message flow example #1 — step #1
Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 LinkControl response SID C7 LCPR
#2 linkControlType = verifyBaudrateTransitionWithFixedBaudrate 01 VIBTWFBR
9.11.5.1.2 Step #2: Transition the baud.rate
Table 124 — LinkControl request message flow example #1 — step #2
Mefsage direction: client(—)server
Mel;sage type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 Link€ontrol request SID 87 LC
#2 linkControlType = transitionBaudrate, 83 B
suppressPosRspMsglndicationBit = TRUE

Theresis*'no response from the server(s). The client and the server(s) shall transition the baud fate of their

com

PSR-t o Lol
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9.11.5.2 Example #2 — Transition baud rate to specific baud rate (150kBit/s)

9.11.5.2.1 Step #1 — Verify if all criteria are met for a baud rate switch

Table 125 — LinkControl request message flow example #2, step #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 LinkControl request SID 87 LC
#2 linkControlType = verifyBaudrateTransitionWithSpecificBaudrate, 02 VBTWSBR

suppressPosRspMsglindicationBit = FALSE

#3 linkBaudrateRecord [ baudrateHighByte ] (150kBit/s) 02 BR_BRHB
#4 linkBaudrateRecord [ baudrateMiddleByte ] 49 BR_BRMB
#5 linkBaudrateRecord [ baudrateLowByte ] FO BR_BRLB

Table 126 — LinkControl positive response message flow example #2, step #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 LinkControl response SID Cc7 LCPR
#2 linkControlType = verifyBaudrateTransitionWithSpecificBaudrate 02 VBTWSBR

9.11.5.2.2 |Step #2 — Transition the baud rate

Table 127 — LinkControl-request message flow example #2, step #2

Message direction: client — senver
Message type: Request
A_Data byte Desgcription (all values are in hexadecimal) Byte value (hex) Mnemonjic
#1 LinkControlrequest SID 87 LC
#2 linkContral Type = transitionBaudrate, 83 B
suppressPosRspMsglndicationBit = TRUE

There is nq response from the server(s). The client and the server(s) shall transition the baud rate of their
communication link.
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Data transmission functional unit

10.1 Overview

Table 128 — Data transmission functional unit

Service Description
ReadDataByldentifier The client requests to read the current value of a record identified by a provided
dataldentifier.
ReddMemoryByAddress The client requests to read the current value of the provided memory fange.
RegdScalingDataByldentifier The client requests to read the scaling information of a record.id¢ntified by a
provided dataldentifier.

RegddDataByPeriodicldentifier The client requests to schedule data in the server for periodic transmigsion.
DyrjamicallyDefineDataldentifier The client requests to dynamically define data Identifiefs that may qubsequently
be read by the readDataByldentifier service.

WriteDataByldentifier The client requests to write a record specified by a provided dataldentjfier.
WriteMemoryByAddress The client requests to overwrite a provided'miemory range.

10.2 ReadDataByldentifier (22 hex) service

10.2.1 Service description

The|l ReadDataByldentifier service allows the client to-request data record values from the server identified by
one|or more dataldentifiers.

The)

client request message contains one or\more two-byte dataldentifier values that identify dg

ta record(s)

maihtained by the server (refer to C.1.for allowed dataldentifier values). The format and defipition of the

data
outy
sen

The

the vehicle manufacturer.and system supplier.

Upd

Record shall be vehicle-manufacturer- or system-supplier-specific, and may include analogy
ut signals, digital input and output Signals, internal data and system status information if supp
er.

server may limit the number of dataldentifiers that can be simultaneously requested as agrg

n receiving a ReadDataByldentifier request, the server shall access the data elements of

e input and
prted by the

ed upon by

the records

spetified by the/dataldentifier parameter(s) and transmit their value in one single ReadDataByldentifier

pos
sam
resy

IMP

tive response-containing the associated dataRecord parameter(s). The request message may
e dataldentifier multiple times. The server shall treat each dataldentifier as a separate pair
ond with data for each dataldentifier as often as requested.

contain the
ameter and

ORTANT — The server and the client shall meet the request and response message be

haviour as

specified in 7.5.3 in the event that those addressing methods are implemented for this service.
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10.2.2 Request message

10.2.2.1 Request message definition
Table 129 — Request message definition
A_Data byte Parameter name Cvt | Hex value Mnemonic

#1 ReadDataByldentifier Request Service Id M 22 RDBI
dataldentifier[] #1 = [ DID_

#2 byte#t<(MSB) v 60-FF HB

#3 byte#2 ] M 00-FF LB
dataldentifier[] #m = [ DID_

#n-1 byte#1 (MSB) u 00-FF HB

#n byte#2 ] u 00-FF LB

10.2.2.2 Request message sub-function parameter $Level (LEV_) Definition

This service

does not use a sub-function parameter.

10.2.2.3 Request message data parameter definition

The followir

g data parameters are defined for this service.

Table 130 — Request message data.parameter definition

Definition

definition).

dataldentifier (#1 to #m)
This paramgter identifies the server data record(s) being requested by the client (see C.1 for detailed paramgter

10.2.3 Posjitive response message

10.2.31 K

ositive response message definition

Table 131 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadRataByldentifier Response Service Id M 62 RDBIPR
dataldentifier[] #1 = [ DID_
#2 byte#1 (MSB) M 00-FF HB
#3 byte#2 ] M 00-FF LB
dataRecord[] #1 =1 DREC_
#4 data#1 M 00-FF DATA_1
H(k-1)+4 datattk | U 00-FF DATA_m
dataldentifier[] #m = [ DID_
#n-(0-1)-2 byte#1 (MSB) U 00-FF HB
#n-(0-1)-1 byte#2 ] U 00-FF LB
dataRecord[] #m = [ DREC_
#n-(0-1) data#1 U 00-FF DATA_1
#n data#o ] U 00-FF DATA_k
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10.2.3.2 Positive response message data parameter definition

Table 132 — Response message data parameter definition

Definition

dataldentifier (#1 to #m)

This parameter is an echo of the data parameter dataldentifier from the request message.

dataRecord (#1 to #k/o)

Thi data record
valdes to the client. The content of the dataRecord is not defined in this document and is vehicle-manufacturs r-specific.

10.2.4 Supported negative response codes (NRC_)

Thel following negative response codes shall be implemented for this service. The CircUmstances Uinder which
each response code would occur are documented in Table 133.

Table 133 — Supported negative responsecodes

Hex Description Cvt Mnemonic

3 incorrectMessagelLengthOrinvalidFormat M IMLOIF

This response code shall be sent if the length of the request message is invalid.

P2 conditionsNotCorrect U CNC

This response code shall be sent if the operating conditions of the server for
performing the required action are not met.

B1 requestOutOfRange M ROOR

This code shall be sent if:
1) none of the requested dataldentifier values are supported by the device;

2) the client exceeded the ‘maximum number of dataldentifiers allowed to be
requested at a time.

B3 securityAccessDenied M SAD

This code shall be-sent if at least one of the dataldentifiers is secured and the server
is not in an unlocked state.

10.2.5 Message flow example ReadDataByldentifier
10.2.5.1 Assumptions

Thig subglause specifies the conditions to be fulfilled for the example in order to [perform a
ReddbataByldentifier service. The client may request dataldentifier data at any time independent o¢f the status

of the-server

The dataldentifier examples below are specific to a powertrain device (e.g. engine control module). Refer to
ISO/TR 15031-2 for further details regarding accepted terms/definitions/acronyms for emissions-related
systems.

The first example reads a single two-byte dataldentifier containing a single piece of information (where
dataldentifier F190 hex contains the VIN number).

The second example demonstrates requesting multiple dataldentifiers with a single request (where
dataldentifier 010A hex contains engine coolant temperature, throttle position, engine speed, manifold
absolute pressure, mass air flow, vehicle speed sensor, barometric pressure, calculated load value, idle air
control and accelerator pedal position, and dataldentifier 0110 hex contains battery positive voltage).
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10.2.5.2 Example #1 — Read single dataldentifier F190 hex (VIN number)

Table 134 — ReadDataByldentifier request message flow example #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 dataldentifier [ byte#1 1 (MSB). E4 DID B1
#3 dataldentifier [ byte#2 ] 90 DID~B2

Table 135 — ReadDataByldentifier positive response message flow examplé #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte\value (hex) Mnemonic
#1 ReadDataByldentifier response SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F1 DID_B1
#3 dataldentifier [ byte#2 ] 90 DID_B2
#4 dataRecord [ data#1] = VIN Digit1 =*W" 57 DREC_DAT|A1
#5 dataRecord [ data#2] = VIN Digit2 =*“0" 30 DREC_DATA2
#6 dataRecord [ data#3] = VIN Digit3 =*L" 4C DREC_DATA3
#7 dataRecord [ data#4] = VIN Digit4 =“02 30 DREC_DATA4
#8 dataRecord [ data#5] = VIN Digit 5 ~\&.0” 30 DREC_DATAS5
#9 dataRecord [ data#6] = VIN Digit 6> = “0” 30 DREC_DATA®6
#10 dataRecord [ data#7] = VINDigit7 =0 30 DREC_DATA7
#11 dataRecord [ data#8] =(VIN Digit8 =“4" 34 DREC_DATAS8
#12 dataRecord [ data#9 ]._ “='VIN Digit9 =*“3” 33 DREC_DATA9
#13 dataRecord [ data#10] = VIN Digit 10 = “M” 4D DREC_DATA10
#14 dataRecord [data#11] = VIN Digit 11 = “B” 42 DREC_DATA11
#15 dataRecord{data#12] = VIN Digit 12 = “5” 35 DREC_DATA12
#16 dataRecord [ data#13] = VIN Digit 13 = “4” 34 DREC_DATA13
#17 dataRecord [ data#14 ] = VIN Digit 14 = “1” 31 DREC_DATA14
#18 dataRecord [ data#15] = VIN Digit 15 = “3” 33 DREC_DATA15
#19 dataRecord [ data#16 ] = VIN Digit 16 = “2” 32 DREC_DATA16
#20 dataRecord [ data#17 ] = VIN Digit 17 = “6” 36 DREC_DATA17
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10.2.5.3 Example #2 — Read multiple dataldentifiers 010A hex and 0110 hex

Table 136 — ReadDataByldentifier request message flow example #2

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 dataldentifier #1 [ byte#1 1 (MSB) 01 DID_B1
#3 dataldentifier #1 [ byte#2 ] 0A DID_B2
#4 dataldentifier #2 [ byte#1 ] (MSB) 01 DID_B1
#5 dataldentifier #2 [ byte#2 ] 10 DID_B2

Table 137 — ReadDataByldentifier positive response message flow example #2

Mesfsage direction: server — client

Melsage type: Response

A_pPata byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier response SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 0A DID_B2
#4 dataRecord [data#1] =ECT A6 DREC_DATA1
#5 dataRecord [data#2 ] =TP 66 DREC_DATA2
#6 dataRecord [data#3] = RPM 07 DREC_DATA3
#7 dataRecord [data#4] = RPM 50 DREC_DATA4
#8 dataRecord [data#5 ]« = MAP 20 DREC_DATA5
#9 dataRecord [data#6]* = MAF 1A DREC_DATA6
#10 dataRecord [data#7] =VSS 00 DREC_DATA7
#11 dataRecofd{data#8] =BARO 63 DREC_DATAS8
#12 dataRecord [data#9] = LOAD 4A DREC_DATA9
#13 dataRecord [data#10] =IAC 82 DREC_DATA10
#14 dataRecord [data#11] = APP 7E DREC_DATA11
#15 dataldentifier [ byte#1 ] (MSB) 01 DID_B1
#16 dataldentifier [ byte#2 ] (LSB) 10 DID_B2
#17 dataRecord [ data#1 ] = B+ 8C DREC_DATA1
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10.3 ReadMemoryByAddress (23 hex) service

10.3.1 Service description

The ReadMemoryByAddress service allows the client to request memory data from the server via a provided
starting address and to specify the size of memory to be read.

The ReadMemoryByAddress request message is used to request memory data from the server identified by
the parameter memoryAddress and memorySize. The number of bytes used for the memoryAddress and
memorySize parameter is defined by addressAndLengthFormatldentifier (low and high nibble).

It is also |possible to use a fixed addressAndLengthFormatldentifier and unused bytes withiny|the
memoryAddress or memorySize parameter are padded with the value 00 hex in the higher range~addfess
locations.

In case of| overlapping memory areas, it is possible to use an additional memoryAddress byte gs a
memoryldenptifier (e.g. use of internal and external flash).

The server sends data record values via the ReadMemoryByAddress positive response message. The fofmat
and definitipn of the dataRecord parameter shall be vehicle manufacturer specific..Fhe dataRecord paramleter
may includ¢ analogue input and output signals, digital input and output signals; internal data and sygtem
status information if supported by the server.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.3 in the event that those addressing methods are’implemented for this service.

10.3.2 Request message

10.3.2.1 Request message definition

Table 138 — Request message definition

A_Data byte Parameter name Cvt Hex value Mnemonic
#1 ReadMemoryByAddress Request Service Id M 23 RMBA
#2 addressAndLengthFormatldentifier M 00-FF ALFID
memoryAddress|[] = [ MA
#3 byte#1 (MSB) M 00-FF B1
#(m-1)+3 byte#m ] cea | ooFF Bm
memopySize[] = [ MS_
#n-(k-1) byte#1 (MSB) M 00-FF B1
#n byte#k | ch | ooFF Bk
@8  The presence of the Cq parameter depends on address length information parameter of the addressAndLengthFormatldentifier.
b The presence of the C, parameter depends on the memory size length information of the addressAndLengthFormatldentifier.

10.3.2.2 Request message sub-function parameter $Level (LEV_) definition

This service does not use a sub-function parameter.
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10.3.2.3 Request message data parameter definition
The following data parameters are defined for this service.

Table 139 — Request message data parameter definition

Definition

addressAndLengthFormatldentifier

This parameter is a one byte value with each nibble encoded separately (see annex G.1 for example values):

bit 7-4- length (number of bytes) of the memarySize parameter;

bit § - 0: length (number of bytes) of the memoryAddress parameter.

memoryAddress

Thd parameter memoryAddress is the starting address of server memory from which data is to.be retrieved. [The number
of Bytes used for this address is defined by the low nibble (bit 3 - 0) of the addressFormatldentifier. Byte#m in the
memoryAddress parameter is always the least significant byte of the address being referénced in the server. The most
significant byte of the address can be used as a memoryldentifier.

An [example of the use of a memoryldentifier would be a dual processor server, with 16-bit addressing and memory
address overlap (when a given address is valid for either processor but yields\a different physical memory device or
intgrnal and external flash is used). In this case, an otherwise unused byte within the memoryAddress parameter can be
specified as a memoryldentifier used to select the desired memory device. Usage of this functionality shall be as defined
by Yehicle manufacturer/system supplier.

memorySize

Thg parameter memorySize in the ReadMemoryByAddress request message specifies the number of byteg to be read
stafting at the address specified by memoryAddress in the server's memory. The number of bytes used for this size is
defined by the high nibble (bit 7 - 4) of the addressFormatidentifier.

10.3.3 Positive response message

10.3.3.1 Positive response message definition

Table 140 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadMemoryByAddress Response Service Id M 63 RMBAPR
dataRecord[] = [ DREC_
#2 data#1 M 00-FF DATA_1
#n data#m ] U 00-FF DATA_m

10.3.3.2 * Positive response message data parameter definition

Table 141 — Response message data parameter definition

Definition

dataRecord

This parameter is used by the ReadMemoryByAddress positive response message to provide the requested data record
values to the client. The content of the dataRecord is not defined in this document and shall reflect the requested memory
contents. Data formatting shall be as defined by vehicle manufacturer/system supplier.
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10.3.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 142.

Table 142 — Supported negative response codes

Hex Description Cvt Mnemonic

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong.

22 cpnditionsNotCorrect u CNC
This response code shall be sent if the operating conditions of the server are not met
tq perform the required action.

31 requestOutOfRange M ROOR
This response code shall be sent if

=N

any memory address within the interval [MA, ($MA + $MS -$1)] is invalid,
any memory address within the interval [SMA, (SMA + $MS -$1)] is restricted;

wW N

the memorySize parameter value in the request message is greater/than the
maximum value supported by the server,

4) the specified addressAndLengthFormatldentifier is not valid.
33 SecurityAccessDenied M SAD

This code shall be sent if any memory address within the intepval [MA, ($MA + $MS
b1)] is secure and the server is locked.

10.3.5 Megsage flow example ReadMemoryByAddress

10.3.5.1 ssumptions

This subclduse specifies the conditions te_be fulfilled for the example to perform a ReadMemoryByAddfess
service. The service in this example is natlimited by any restriction of the server.

10.3.5.2 Example #1 — ReadMemoryByAddress — 4-byte (32-bit) addressing

The client reads 259 data bytes from the server’'s memory starting at memory address 20481392 hex.

Table 143 — ReadMemoryByAddress request message flow example #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadMemoryByAddress request SID 23 RMBA
#2 addressAndLengthFormatldentifier 24 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 20 MA_B1
#4 memoryAddress [ byte#2 ] 48 MA_B2
#5 memoryAddress [ byte#3 ] 13 MA_B3
#6 memoryAddress [ byte#4 ] 92 MA_B4
#7 memorySize [ byte#1 ] (MSB) 01 MS_B1
#8 memorySize [ byte#2 ] 03 MS_B2
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Table 144 — ReadMemoryByAddress positive response message flow example #1

Message direction:

server — client

Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadMemoryByAddress response SID 63 RMBAPR
#2 dataRecord [ data#1 ] (memory cell #1) 00 DREC_DATA 1
259+ dataRecord {data#3 T (memory ceftt#259) 8C DREC] DATA_259

10.3.5.3 Example #2 — ReadMemoryByAddress — 2-byte (16-bit) addressing

Thel client reads five data bytes from the server's memory starting at memory addréss'4813 hex.

Table 145 — ReadMemoryByAddress request message.flow example #2

Message direction:

client —» server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadMemoryByAddress request SID 23 RMBA
#2 addressAndLengthFormatldentifier 12 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 48 MA_B1
#4 memoryAddress [ byte#2 ] (LSB) 13 MA_B2
#5 memorySize [ byte#1 ] 05 MS_B1

Table 146 — ReadMemoryByAddress positive response message flow example #2

Message direction: seryer> client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadMemoryByAddress response SID 63 RMBAPR
#2 dataRecord [ data#1 ] (memory cell #1) 43 DREC_DATA 1
#3 dataRecord [ data#2 ] (memory cell #2) 2A DREC_DATA 2
#4 dataRecord [ data#3 ] (memory cell #3) 07 DREC_DATA_3
#5 dataRecord-data#d{memory-cel-#4) 2 BREC_DATA_4
#6 dataRecord [ data#5 ] (memory cell #5) 55 DREC_DATA 5
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10.3.5.4 Example #3 — ReadMemoryByAddress — 3-byte (24-bit) addressing

The client reads three data bytes from the server's external RAM cells starting at memory address

204813 hex.
Table 147 — ReadMemoryByAddress request message flow example #3
Message direction: client — server
Message type: Request
A_Data byte Description-(all-values-are-in-hexadecimal) — | Byte value (hex)} —Mnemonic

#1 ReadMemoryByAddress request SID 23 RMBA
#2 addressAndLengthFormatldentifier 23 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 20 MA_B1
#4 memoryAddress [ byte#2 ] 48 MA_B2
#5 memoryAddress [ byte#3 ] (LSB) 13 MA_B3
#6 memorySize [ byte#1 ] (MSB) 00 MS_B1
#7 memorySize [ byte#2 ] (LSB) 03 MS_B2

Table 148 — ReadMemoryByAddress first positive response message, example #3

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadMemoryByAddress response SID 63 RMBAPR
#2 dataRecord [ data#1 ] (memory cell #1) 00 DREC_DATA 1
#3 dataRecord [ data#2 ] (memory cell #2) 01 DREC_DATA 2
#4 dataRecord [ data#3 ] (memory. cell #3) 8C DREC_DATA 3

10.4 ReadScalingDataByldentifier (24 hex) service

10.4.1 Seryice description

The ReadSgalingDataByldentifier service allows the client to request scaling data record information from

server idenfified by-a:dataldentifier.

The client request message contams one dataldentlfler value that |dent|f|es data record(s) malntalned by

server (refée

the

the

all be

vehicle- manufacturer—spemﬂc and may mclude analogue mput and output S|gnals digital input and output

signals, internal data and system status information if supported by the server.

Upon receiving a ReadScalingDataByldentifier request, the server shall access the scaling information
associated with the specified dataldentifier parameter and transmit the scaling information values in one

ReadScalingDataByldentifier positive response.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.3 in the event that those addressing methods are implemented for this service.
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10.4.2 Request message

10.4.2.1 Request message definition

Table 149 — Request message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadScalingDataByldentifier Request Service Id M 24 RSDBI
dataldentifier]] = [ DID_
#2 byte#t<(MSB) v 60-FF HB
#3 byte#2 ] M 00-FF LB

10.4.2.2 Request message sub-function parameter $Level (LEV_) definition

Thig service does not use a sub-function parameter.

10.4.2.3 Request message data parameter definition
Thel following data parameters are defined for this service.

Table 150 — Request message data parameter definition

Definition

datpldentifier

Thig parameter identifies the server data record that is being requested by the client (see C.1 for a detailed parameter
definition).

10.4.3 Positive response message

10.4.3.1 Positive response message’definition

Table 151 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadScgalingDataByldentifier Response Service Id M 64 RSDBIPR
dataldentifier]] = [ DID_
#2 byte#1 (MSB) M 00-FF HB
#3 byte#2 (LSB) ] M 00-FF LB
#4 scalingByte #1 M 00-FF SB_1
scalingByteExtension [ #1 = [ SBE_
#5 scalingByteExtensionParameter#1 c,2 00-FF PAR1
#(p-1)+5 scalingByteExtensionParameter#p ] C4 00-FF PARp
#n-r scalingByte #k C,P° 00-FF SB_k
scalingByteExtension [] #k = [ SBE_
#n-(r-1) scalingByteExtensionParameter#1 C4 00-FF PAR1
#n scalingByteExtensionParameter#r ] C4 00-FF PARr

@  The presence of the C4 parameter depends on the scalingByte high nibble. It is mandatory that it be present if the scalingByte high
nibble is encoded as formula, unit/format or bitMappedReportedWithOutMask.

b The presence of the C, parameter depends on whether the encoding of the scaling information requires more than one byte.
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10.4.3.2 Positive response message data parameter definition

Table 152 — Response message data parameter definition

Definition

dataldentifier
This parameter is an echo of the data parameter dataldentifier from the request message.
scalingByte (#1 to #k)

This parameter is used by the ReadScalingDataByldentifier positive response message to provide the requested scaling
data record palues to the client (see C.2 for a detailed parameter definition).

scalingByteExtension (#1 to #p / #1 to #r)

This paramgter is used to provide additional information for scalingBytes with a high nibble encoded_as formula,
unit/format qr bitMappedReportedWithOutMask (see C.3 for a detailed parameter definition).

10.4.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The\circumstances under which
each respofpse code would occur are documented in Table 153.

Table 153 — Supported negative response codes

Hex Description Cvt Mnemonic

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
This response code shall be sent if the length of the request message is invalid.
bnditionsNotCorrect u CNC

his response code shall be sent if the operating-conditions of the server to perform
he required action are not met.

31 r¢questOutOfRange M ROOR

22

2]

=

This return code shall be sent if

1 the requested dataldentifier)value is not supported by the device (physical
addressing only),

2) the requested dataldentifier value is supported by the device, but no scaling
information is ayailable for the specified dataldentifier.

33 securityAccessDenied M SAD

This code shallbe sent if the dataldentifier is secured and the server is not in an
hlocked state.

C

10.4.5 Message flow example ReadScalingDataByldentifier

10.4.5.1 Assumptions

This subclause specifies the conditions to be fulfilled for the example to perform a
ReadScalingDataByldentifier service. The client may request dataldentifier scaling data at any time,
independent of the status of the server.

The first example reads the scaling information associated with the two (2) byte dataldentifier F190 hex, which
contains a single piece of information (17-character VIN number).

The second example demonstrates the use of a formula and unit identifier for specifying a data variable in a
server.
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The third example illustrates the use of readScalingDataByldentifier to return the supported bits (validity mask)
for a bit-mapped dataldentifier that is reported without the mask through the use of readDataByldenditfier.

10.4.5.2 Example #1 — readScalingDataByldentifier with dataldentifier F190 hex (VIN number)

Table 154 — ReadScalingDataByldentifier request message flow example #1

Message direction: client — server

Message type: Request

A_patabyte T Descriptiomtaitvatuesareimhexadecimaty— Byte vatuethex) T—Mnemonic
#1 ReadScalingDataByldentifier request SID 24 RSDBI
#2 dataldentifier [ byte#1 ] (MSB) F1 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 90 DID_B2

Table 155 — ReadScalingDataByldentifier positive response message flow example|#1

Mesgsage direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadScalingDataByldentifier response SID 64 RSDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F1 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 90 DID_B2
#4 scalingByte#1 {ASCII, 15 data bytes} 6F SB_1
#5 scalingByte#2 {ASCII, 2 data bytes} 62 SB_2

10.4.5.3 Example #2 — readScalingDataByldentifier with dataldentifier 0105 hex (Vehicle Speed)

Table 156 — ReadScalingDataByldentifier request message flow example #2

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadScalingDataByldentifier request SID 24 RSDBI
#2 dataldentifier [ byte#1 ] (MSB) 01 DID_B1
#3 datatdentifierfbyte#2H+ESBy 85 DID_B2
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Table 157 — ReadScalingDataByldentifier positive response message flow example #2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadScalingDataByldentifier response SID 64 RSDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 01 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 05 DID_B2
#4 ScallngByte #1{unsigned numeric, T data byte} o1 SBYT_1
#5 scalingByte #2 {formula, 0 data bytes} 90 SB. 2
#6 scalingByteExtension #2 [ byte#1 ] {formulaldentifier = CO * x + C1} 00 SBE_21
#7 scalingByteExtension #2 [ byte#2 ] {CO high byte} EO SBE_22
#8 scalingByteExtension #2 [ byte#3 ] {CO low byte} [ CO =75 *10-2] 4B SBE_23
#9 scalingByteExtension #2 [ byte#4 ] {C1 high byte} 00 SBE_24
#10 scalingByteExtension #2 [ byte#5 ] {C1 low byte} [ C1 =30 * 100] 1E SBE_25
#11 scalingByte#3 {unit/format, 0 data bytes} AO SB_3
#12 scalingByteExtension #3 [ byte#1 ] {unit ID, km/h} 30 SBE_31

Using the ipformation contained in C.2 for decoding the scalingBytes, constants (CO, C1) and units, the ¢gata
variable of Yehicle speed is calculated using the following formula:

Vehigle Speed = (0.75 * x + 30) km/h

where x is the actual data stored in the server and is identified by dataldentifier 0105 hex.

10.4.5.4 Example #3 — readScalingDataByldentifier with dataldentifier 0967 hex

This examgle shows how a client could determine which bits are supported for a dataldentifier in a server|that
is formatteq as a bit-mapped record reported without a validity mask.

The example dataldentifier (0967 thex) is defined in Table 158.
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High-speed fan output fault detected.

Data Byte | Bit(s) Description
7-4 [Unused.

3 | Medium-speed fan is commanded on.

#1 2 | Medium-speed fan output fault detected.
1 Purge monitor soak time status flag.
0 | Purge monitor idle test is prevented due to refuel event.
7| Check fuel cap light is commanded on.
6 | Check fuel cap light output fault detected.
5 |Fan control A output fault detected.
4 [Fan control B output fault detected.

#2 5
2

High-speed fan output is commanded on.
1 Purge monitor idle test (small leak) ready to run.

0 | Purge monitor small leak has been monitored.

Table 159 — ReadScalingDataByldentifier request message flow example #3

Message direction:

client —» server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadScalingDataByldentifier request SID 24 RSDBI
#2 dataldentifier [ byte#1 ] (MSB) 09 DID_B1
#3 dataldentifier [ byte#2.] (LSB) 67 DID_B2

Table 160 — ReadScalingDataByldentifier positive response message flow example|#3

Mefsage direction:

server — client

Mel;sage type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadScalingDataByldentifier response SID 64 RSDBIPR
#2 dataldentifier [ byte#1 ] (MSB) 09 DID_HB
#3 dataldentifier [ byte#2 ] (LSB) 67 DID_LB
#4 scalingByte #1 {bitMappedReportedWithOutMask, 2 data bytes} 22 SBYT_1
#5 scalingByteExtension #1 [ byte#1 ] {dataRecord#1 Validity Mask} 03 SBYE_11
#6 scalingByteExtension #1 [ byte#2 ] {dataRecord#2 Validity Mask} 43 SBYE_12

The above example makes the assumption that the only bits supported (i.e. that contain information) for this
dataldentifier in the server are byte#1, bits 1 and 0, and byte#2, bits 6, 1, and 0.
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10.5 ReadDataByPeriodicldentifier (2A hex) service

10.5.1 Service description

The ReadDataByPeriodicldentifier service allows the client to request the periodic transmission of data record
values from the server identified by one or more periodicDataldentifiers.

The client request message contains one or more 1-byte periodicDataldentifier values that identify data
record(s) maintained by the server. The periodicDataldentifier represents the low byte of a dataldentifier out of
the dataldentifier range reserved for this service (F2xx hex, refer to C.1 for allowed periodicDataldentifier

values), e.
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and definition of the dataRecord shall be vehicle-manufacturer-specific and may include. anaig
putput signals, digital input and output signals, internal data and system status ,informati
y the server.

ving a ReadDataByPeriodicldentifier request other than stopSending, the. server shall c
conditions are correct to execute the service.

ataldentifier shall only be supported with a single transmissionMode atZa given time. A chang
e of a periodicDataldentifier shall be performed on reception ofia request message with
hMode parameter set to a new schedule for the same periodicDataldentifier. Multiple schedule
riodicDataldentifiers shall be supported upon vehicle manufacturer’s request.

T — If the conditions are correct, then the server:shall transmit a positive resp
ncluding only the service identifier. The server shall never transmit a negative resp

he initial positive response message the server shall access the data elements of the rec|
by the periodicDataldentifier parameter(s) and transmit their value in sepa
yPeriodicldentifier positive response messages for each periodicDataldentifier containing
HataRecord parameters.

o types of periodic data response.messages defined to transmit the periodicDataldentifier da
llowing the initial positive response message. These are defined in order to maximize the use
as provided by certain datalink layers:
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— respornse message type #1;including the service identifier, the echo of the periodicDataldentifier ang
the datp of the periodicDataldéntifier;

— resporse message\ Jtype #2: including the periodicDataldentifier and the data of |the
periodicDataldentifief.

The mappipg of the*response message types onto certain data link layers is described in the appropfiate

implementgtion{specifications of this part of ISO 14229.

The periodic Tate 1S defined as

e s

ame

periodicDataldentifier when it is scheduled by this service (see 10.5.5.3 for examples). The specific values that
apply to the defined periodic rates (transmissionMode parameter) and their tolerances are vehicle-
manufacturer-specific.

Upon receiving a ReadDataByPeriodicldentifier request including the transmissionMode stopSending, the
server shall either stop the periodic transmission of the periodicDataldentifier(s) contained in the request
message or stop the transmission of all periodicDataldentifiers if no specific one is specified in the request
message. The response message to this transmissionMode only contains the service identifier.
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The server may limit the number of periodicDataldentifiers that can be simultaneously supported, as agreed
upon by the vehicle manufacturer and system supplier. Exceeding the maximum number of
periodicDataldentifiers that can be simultaneously supported shall result in a single negative response and
none of the periodicDataldentifiers in that request shall be scheduled. Repetition of the same
periodicDataldentifier in a single request message is not allowed and the server shall ignore them all except
one periodicDataldentifer if the client breaks this rule.

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.3 in the event that those addressing methods are implemented for this service.

10.5.2 Request message

10.5.2.1 Request message definition

Table 161 — Request message definition

A_Pata byte Parameter name Cvt |\Hex value Mnemonic
#1 ReadDataByPeriodicldentifier Request Service Id M 2A RDBPI
#2 transmissionMode M 00-FF ™
#3 periodicDataldentifier]] #1 ca 00-FF PDID1
#m+2 periodicDataldentifier[] #m U 00-FF PDIDm

@ | C s the first periodicDataldentifier and it is mandatory that it be present in the request message if the transmissionMdde is equal to

senflAtSlowRate, sendAtMediumRate or sendAtFastRate. In case the.tfransmissionMode is equal to stopSending there cah either be no
peripdicDataldentifier present in order to stop all scheduled periodicDataldentifier or the client can explicitly specify|one or more
peripdicDataldentifier(s) to be stopped.

10.9.2.2 Request message sub-function-parameter $Level (LEV_) definition

Thig service does not use a sub-function’ parameter.

10.5.2.3 Request message data‘parameter definition
Thel following data parametersare defined for this service.

Table 162 — Request message data parameter definition

Definition

trapsmissionMode

Thig paratneter identifies the transmission rate of the requested periodicDataldentifiers to be used by the|server (see
C.4).

periottitDatattentfer- ot

This parameter identifies the server data record(s) that are being requested by the client (see C.1 and service description
above for a detailed parameter definition). It shall be possible to request multiple periodicDataldentifiers with a single
request.
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10.5.3 Positive response message

10.5.3.1 Positive response message definition

A distinction must be made between the initial positive response message, which indicates that the server
accepts the service, and subsequent positive response messages, which include periodicDataldentifier data.

Table 163 defines the initial positive response message to be transmitted by the server when it accepts the

request.
Table 163 — Positive response message definition
A_Data byfe Parameter name Cvt | Hex value Mnembonic
#1 ReadDataByPeriodicldentifier Response Service Id M 6A RDBPIPH
There are tyo types of periodic data response messages defined to transmit the periodicDataldentifier dafa to
the client inforder to maximize the useable data portion provided by certain data link (ayers:
— respornse message type #1: including the service identifier, the echo of the\periodicDataldentifier ang
the datp of the periodicDataldentifier;
— respornse message type #2: including the periodicDataldentifier and the data of |the
periodicDataldentifier.
A single sefver shall only support one type of response message:
The data of| a periodicDataldentifier is transmitted periodically (with updated data) at a rate determined by the
transmissionMode parameter of the request.
After the inifial positive response, for each supported- periodicDataldentifier in the request the server shall start
sending a $ingle periodic response message-ofieither type #1 or type #2 as defined below in Tables|164
and 165.
Table 164 — Periodic message data definition — type #1
A_Data byfe Parameter name Cvt | Hex value Mnemonic
#1 ReadDataByPetriodicldentifier Response Service Id M 6A RDBPIPH
#2 periodicDataldentifier M 00-FF PDID
dataRecord[] = [ DREC_
#3 data#1 M 00-FF DATA_1
Hk+2 data#k | U 00-FF DATA_k
Table 165 — Periodic message data definition — type #2
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 periodicDataldentifier M 00-FF PDID
dataRecord[] = [ DREC_
#2 data#1 M 00-FF DATA_1
Hk+2 data#k | U 00-FF DATA_k
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10.5.3.2 Positive response message data parameter definition
This service does not support response message data parameters in the positive response message.

Table 166 defines the periodic message data parameters of the defined periodic data response message
types.

Table 166 — Periodic message data parameter definition

Definition

perjodicDataldentifier

Thi$ parameter references a periodicDataldentifier from the request message.

datpRecord

Thig parameter is used by the ReadDataByPeriodicldentifier positive response message to provide the requested data
recprd values to the client. The content of the dataRecord is not defined in this document™and is vehicle-manufacturer-
spegific.

10.5.4 Supported negative response codes (NRC_)

Thet following negative response codes shall be implemented for thisiservice. The circumstances yinder which
each response code would occur are documented in Table 167.

Table 167 — Supported negative response codes

Hex Description Cvt Mnemonic

3 incorrectMessagelLengthOrinvalidFormat M IMLOIF
This response code shall be sent if the length of the request message is invalid.

P2 conditionsNotCorrect U CNC

This response code shall be sent\if the operating conditions of the server to perform
the required action are not met:~This could occur, for examples, if the client requests
periodicDataldentifiers withndifferent transmissionModes and the server does not
support multiple transmissionModes simultaneously.

B1 requestOutOfRange M ROOR

This code shall(be sent if
1) none.efthe requested periodicDataldentifier values are supported by the device,

2) thécclient exceeded the maximum number of periodicDataldentifiers allowed to
be fequested at a time,

3)— the specified transmissionMode is not supported by the device.

B3 securityAccessDenied M SAD

Thiscodestattbe-sentif theperiodicDatatderntifrer-is—secured-amnd-theserveris ot
an unlocked state.

10.5.5 Message flow example ReadDataByPeriodicldentifier

10.5.5.1 Assumptions
This subclause specifies the conditions to be fulfilled for the example to perform a

ReadDataByPeriodicldentifier service. The client may request periodicDataldentifier data at any time,
independent of the status of the server.
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The periodicDataldentifier examples below are specific to a powertrain device (e.g. engine control module).
Refer to ISO/TR 15031-2 for further details regarding accepted terms/definitions/acronyms for
emissions-related systems.

The example demonstrates requesting of multiple dataldentifiers with a single request [where
periodicDataldentifier E3 hex (= dataldentifier F2E3 hex) contains engine coolant temperature, throttle
position, engine speed and vehicle speed sensor, and periodicDataldentifier 24 hex (= dataldentifier F224
hex) contains battery positive voltage, manifold absolute pressure, mass air flow, vehicle barometric pressure
and calculated load value].

The client requests the transmission at medium rate and after a certain amount of time retrieving the periodic
data the clignt stops the transmission of the periodicDataldentifier E3 hex only.

For the expmples, it is assumed that response message type #1 is used to transmit the data of|the
periodicDatpldentifier.

10.5.5.2 Example — Read multiple periodicDataldentifiers E3 hex and 24 hex at medium rate

10.5.5.2.1 |Step #1 — Request periodic transmission of the periodicDataldentifiers

bele 168 — ReadDataByPeriodicldentifier request message flow example — step #1

Message d#ection: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier request SID 2A RDBPI
#2 transmissionMode = sendAtMediumRate 03 TM_SAMR
#3 periodicDataldentifier #1 E3 PDID1
#4 periodicDataldentifier #2 24 PDID2

Table 169|— ReadDataByPeriodicldentifier initial positive response message flow example — step|#1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByReriodicldentifier response SID 6A RDBPIPH

Table 170 — ReadDataByPeriodicldentifier subsequent positive response message #1 flows — step #1

Message difection: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier response SID 6A RDBPIPR
#2 periodicDataldentifier #1 E3 PDID1
#3 dataRecord [ data#1]=ECT A6 DREC_DATA_1
#4 dataRecord [ data#2 ] = TP 66 DREC_DATA 2
#5 dataRecord [ data#3 ] = RPM 07 DREC_DATA_3
#6 dataRecord [ data#4 ] = RPM 50 DREC_DATA_4
#7 dataRecord [ data#5 ] = VSS 00 DREC_DATA_5
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Table 171 — ReadDataByPeriodicldentifier subsequent positive response message #2 flows — step #1

Message direction: Server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier response SID 6A RDBPIPR
#2 periodicDataldentifier #1 24 PDID2
#3 dataRecord [ data#1 ] = B+ 8C DREC_DATA 1
i) dataRecord [ data#Z | — VAP 20 DREC_DATA_2
#5 dataRecord [ data#3 ] = MAF 1A DREC_DATA_3
#6 dataRecord [ data#4 ] = BARO 63 DREC_DATA_4
#7 dataRecord [ data#5 ] = LOAD 4K DREC_DATA_5

The| server transmits the above shown subsequent response messages at the medium rate as dpplicable to
the perver.

10.5.5.2.2 Step #2 — Stop the transmission of the periodicDataldéntifiers

Table 172 — ReadDataByldentifier request message flow example — step #2

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in-hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier request-SID 2A RDBPI
#2 transmissionMode = stopSending 04 TM_SS
#3 periodicDataldentifier #1 E3 PDID1

Table 173 — ReadDataByldentifier positive response message flow example — step|#2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier response SID 6A RDBPIPR

Thel server stops the transmission of the periodicDataldentifier E3 hex only. The periodicDataldentifier 24 hex

iS S L teancmittad at tha carar madiim rata
oo ttetatrte-Sorver—THearat—rates

10.5.5.3 Graphical and tabular example of ReadDataByPeriodicldentifier service periodic schedule
rates

This subclause contains two examples of scheduled periodic data. Each example contains a graphical and a
tabular example of the ReadDataByPeriodicldentifier (2A hex) service. The first example is based on the
example given in 10.5.5.2. The examples contain a graphical depiction of which messages (request/response)
are transmitted between the client and the server application, followed by a table which shows a possible
implementation of a server periodic scheduler, its variables and how they change each time the background
function that checks the periodic scheduler is executed.
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In the examples below, the following information is given.

— The fas

t rate is 25 ms and the medium rate is 300 ms.

— The periodic scheduler is checked every 12,5 ms, which means that the periodic scheduler background
function is called (polled) with this period.

— The periodic scheduler can hold a maximum of four scheduled items.

— It is possible to send a ReadDataByPeriodicldentifier response containing a periodicRecordldentifier any

time its_caunter has expired

Since the ;ieriodic scheduler poll rate is 12,5 ms, the fast-rate loop counter would be set to 2 [this\valde is

based on the scheduled rate (25 ms) divided by the periodic scheduler poll rate (12,5 ms) or 25/12,5] gach
time a fasftrate periodicRecordldentifier is sent and the medium-rate loop counter would be\reset tq 24

(scheduled
periodicReq

10.5.5.3.1

This examg
to schedulg

receives the request and executes the periodic scheduler background function the first time r = 25,0 ms.

rate divided by the periodic scheduler poll rate or 300/12,5) each timg'a medium-{rate
ordldentifier is sent.

Example #1 — Read multiple periodicDataldentifiers E3 hex and 24 héex at medium rate

le is based on the example given in 10.5.5.2. At t = 0,0 ms, the client begins sending the reqlest
the two periodicDataldentifiers at the medium rate. For the purposes of this example, the server
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ReadDataByPeriodicldentifier (2A, 02, F2E3, F224 hex) request message (sendAtMediumRate)
ReadDataByPeriodicldentifier positive response message (6A hex, no data included)
ReadDataByPeriodicldentifier positive response message (6A, E3, xx, ..., xx hex)
ReadDataByPeriodicldentifierpositive response message (6A, 24, xx, ..., xx hex)

Figure 17 — Example #1 — periodicDataldentifiers scheduled at medium rate (300 ms)

e 174 shows_a-possible implementation of the periodic scheduler in the server. The table ¢
bdic schedulér variables and how they change each time the background function that checks
bduler is‘executed.

ontains the
the periodic
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Table 174 — Example #1 — Periodic scheduler table

t Periodic scheduler Periodic Periodic scheduler Scheduler[0] Scheduler[1]
(ms) transmit index identifier sent loop # Transmit Count Transmit Count
25,0 0 1 1 0>24 0
37,5 1 2 2 23 0=>24
50,0 0 None 3 22 23
62,5 0 None 4 21 22
75,0 9] Norme 5 20 21
87,5 0 None 6 19 20
100,0 0 None 7 18 19
112,5 0 None 8 17 18
125,0 0 None 9 16 17
137,5 0 None 10 15 16
150,0 0 None 11 14 15
162,5 0 None 12 13 14
175,0 0 None 13 12 13
187,5 0 None 14 11 12
200,0 0 None 15 10 11
212,5 0 None 16 9 10
225,0 0 None 17 8 9
237,5 0 None 18 7 8
250,0 0 None 19 6 7
262,5 0 None 20 5 6
275,0 0 None 21 4 5
287,5 0 Ncne 22 3 4
300,0 0 None 23 2 3
312,5 0 None 24 1 2
325,0 0 1 25 0>24 1
3375 1 2 26 23 0=>24
350,0 0 None 27 22 23
362,5 0 None 28 21 22

10.5.5.3.2 Example #2 — Read multiple periodicDataldentifiers at different periodic rates

In this example, three (3) periodicldentifiers (for simplicity 01 hex, 02 hex, 03 hex) are scheduled at the fast
rate and then another request is sent for a single periodicDataldentifier (04 hex) to be scheduled at the
medium rate. For the purposes of this example, the server receives the first ReadDataByPeriodicldentifier
request (A), sends a positive response (B) without any periodic data and executes the periodic scheduler
background function for the first time at 1 =25,0 ms (C). When the second ReadDataByPeriodicldentifier
request (E) is received, the server sends a positive response (G) without any periodic data and starts
executing the periodic scheduler background function at +=62,5ms (H) at a scheduled medium rate of
312,5 ms.
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A ReadDataByPeriodicldentifier (2A, 03, F201, F202, F203 hex) request message (sendAtFastRate)
B  ReadDataByPeriodicldentifier positive response message (6A hex, no data included)

C ReadDataByPeriodicldentifier positive response message (6A, 01, xx, ..., xx hex)

D  ReadDataByPeriodicldentifier positive response message (6A, 02, xx, ..., xx hex)

E  ReadDataByPeriodicldentifier (2A, 02, F204 hex) request message (sendAtMediumRate)

F  ReadDataByPeriodicldentifier positive response message (6A, 03, xx, ..., xx hex)

G ReadDataByPeriodicldentifier positive response message (6A hex, no data included)

H ReadDataByPeriodicldentifier positive response message (6A, 04, xx, ..., xx hex)

Figure 18 — Example #2 — periodicDataldentifiers scheduled at fast (25 ms) and medium rate (300 ms)
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Table 175 shows a possible implementation of the periodic scheduler in the server. The table contains the
periodic scheduler variables and how they change each time the background function that checks the periodic
scheduler is executed.

Table 175 — Example #2 — Periodic scheduler table

t Periodic Periodic Periodic Scheduler[0] | Scheduler[1] | Scheduler[2] | Scheduler[3]
(ms) scheduler identifier scheduler Transmit Transmit Transmit Transmit
transmit sent loop # Count Count Count Count
index
25,0 t f f =2 t © N
37,5 1 2 2 1 0=>2 0 N/A
50,0 2 3 3 0 1 0>2 0
62,5 3 4 4 0 0 1 0=>24
75,0 0 1 5 0=>2 0 0 23
87,5 1 2 6 1 0=2 0 22
100,0 2 3 7 0 1 0=>2 21
112,5 3 1 8 0=>2 0 1 20
125,0 1 2 9 1 0x2 0 19
137,5 2 3 10 0 1 0>2 18
150,0 3 1 11 0>2 0 17
162,5 1 2 12 1 0=2 0 16
175,0 2 3 13 0 1 0=2 15
187,5 3 1 14 0>2 0 14
200,0 1 2 15 1 0=2 0 13
2125 2 3 16 0 1 0=2 12
225,0 3 1 17. 0>2 0 11
2375 1 2 18 1 0=2 0 10
250,0 2 3 19 0 1 0>2 9
262,5 3 1 20 0=>2 0 8
275,0 1 2 21 1 0=2 0 7
287,5 2 3 22 0 1 0=2 6
300,0 3 1 23 0=>2 0 5
3125 1 2 24 0=2 0 4
325,0 2 3 25 0 1 0>2 3
337,5 3 1 26 0=>2 0 1 2
350,0 1 2 27 1 0=>2 0 1
362,5 2 3 28 0 1 0>2 0
375,0 3 4 29 0 0 1 0>24
387,5 0 1 30 0=>2 0 0 23
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10.6 DynamicallyDefineDataldentifier (2C hex) service

10.6.1 Service description

The DynamicallyDefineDataldentifier service allows the client to dynamically define in a server a data identifier
that can be read via the ReadDataByldentifier service at a later time.

The intention of this service is to provide the client with the ability to group one or more data elements into a
data superset that can be requested en masse via the ReadDataByldentifier or ReadDataByPeriodicldentifier

service. The data elements to be grouped together can be referenced by either
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a source data identifier, a position and size, or
a memory address and a memory length, or

a combination of the two methods listed above using multiple requests to defing [the single da
The dynamically defined dataldentifier will then contain a concatenation of thé,ddata parameter

service allows greater flexibility in handling ad hoc data needs of the-diagnostic application
bnd the information that can be read via statically defined data identifiers, and can also be usg
dwidth utilization by avoiding overhead penalty associated with frequent request/response tran

definition of the dynamically defined data identifier can eitherbe done via a single request me
iple request messages. This allows for the definition of<a single data element referen
tifier(s) and memory addresses. The server shall concaténate the definitions for the single da
definition of a dynamically defined data identifier can,be achieved by clearing the current dg
ling over with the new definition.

pugh this service does not prohibit such functionality, it is not recommended that the client re
bmically defined data record from another, because deletion of the referenced record could
Sistency problems within the referencing reeord.

service also provides the ability to-clear an existing dynamically defined data record. Reques
record shall be responded to positively if the specified data record identifier is within the ra
amic data identifiers supported'by the server (see C.1 for more details).

server shall maintain thé_dynamically defined data record until it is cleared or as specified by
e server).

server can implement data records in two different ways:

composite data records containing multiple elemental data records which are not individually r

ta element.
definitions.

that extend
d to reduce
sactions.

Esage or via
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ta element.
finition and

erence one
create data

s to clear a
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the vehicle

ufacturer (e.g. deletion ‘of dynamically defined data records upon session transition or upon power down

bferenced;

unique two-byte identification “tags” or parameter identifier (PID) values for individual, ele

ental data

records supported within the server (an example elemental data record, or PID, is engine spegd or intake

air temperature): this implementation of data records is a subset of a composite data record
implementation because it only references a single elemental data record instead of a data record

including multiple elemental data records.

Both types of implementing of data records are supported by the DynamicallyDefineDataldentifier service to
define a dynamic data identifier.

Composite block of data: the position parameter shall reference the starting point in the composite block
of data and the size parameter shall reflect the length of data to be placed in the dynamically defined data
identifier. The tester is responsible for including only a portion of an elemental data record of the

composite block of data in the dynamic data record.
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— Two-byte PID: the position parameter shall be set to one (1) and the size parameter shall reflect the
length of the PID (length of the elemental data record). The tester is responsible to not include only a

portion of the two-byte PID value in the dynamic data record.

The ordering of the data within the dynamically defined data record shall be the same as specified in the client
request message(s). Also, the first position of the data specified in the client’s request shall be oriented such
that it occurs closest to the beginning of the dynamic data record, in accordance with the ordering requirement

mentioned i

n the preceding sentence.

In addition to the definition of a dynamic data identifier via a logical reference (a record data identifier), this
service provides the capability to define a dynamically defined data identifier via an absolute memory address

and memorly length information. This mechanism of defining a dynamic data identifier is recommended- t¢ be
used only during the development phase of a server.
IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.2 in the event that those addressing methods are implemented for this service.
10.6.2 Request message
10.6.2.1 Request message definition
Table 176 — Request message definition — Sub-function.=/defineByldentifier
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 DynamicallyDefineDataldentifier Request Service Id M 2C DDDI
sub-function = [ LEV_
#2 defineByldentifier ] M 01 DBID
dynamicallyDefinedDataldentifier[] = [ DDDDI_|
#3 byte#1 (MSB) M F2,F3 HB
#a byte#2 (LSB) ] M 00-FF LB
sourceDataldentifier[] #1 = [ SDI_
#5 byte#1 (MSB) M 00-FF HB
#6 byte#2 (1.SB) ] M 00-FF LB
#7 positionInSourceDataRecard)#1 M 01-FF PISDR1
#8 memorySize #1 M 00-FF MS1
sourceDataldentifier[] #m = [ SDI_
#n-3 byte#1 (MSB) u 00-FF HB
#n-2 byte#2 (LSB) ] U 00-FF LB
#n-1 positionInSourceDataRecord #m U 01-FF PISDRm
#n memorySize #m U 00-FF MSm
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Table 177 — Request message definition — Sub-function = defineByMemoryAddress

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 DynamicallyDefineDataldentifier Request Service Id M 2C DDDI
sub-function = [ LEV_
#2 defineByMemoryAddress ] M 02 DBMA
dynamicallyDefinedDataldentifier[] = [ DDDDI_
#3 byte#1 (MSB) M F2,F3 HB
#4 byte#2 (LSB) ] M 00-FF LB
#5 addressAndtengthFormatidentifiet 2 B0-F ALFID
memoryAddress[] = [ MA_
#6 byte#1 (MSB) M 00-FF B1
#(m-1)+6 byte#m | co | ooFF Bm
memorySize[] = [ MS_
#m+6 byte#1 (MSB) M 00-FF B1
#h+6+(k-1) byte#k | ct | ooFF Bk
memoryAddress[] = [ MA_
#h-k-(m-1) byte#1 (MSB) u 00-FF B1
#n-k byte#m ] uic,| OO-FF Bm
memorySize[] = [ MS_
n-(k-1) byte#1 (MSB) u 00-FF B1
#n byte#k | UiC,|  OO-FF Bk

b

a8 |My, the addressAndLengthFormatldentifier parameter, is only present once at the very beginning of the request message and
defipes the length of the address and length information fer each memory location reference throughout the whole requestmessage.

The presence of the C4 parameter depends-on'the address length information parameter of the addressAndLengthFofmatldentifier.

¢ | The presence of the C, parameter depends-on the memory size length information of the addressAndLengthFormatidentifier.

Tlable 178 — Request message definition — Sub-function = clearDynamicallyDefinedDataldentifier

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 DynhamiicallyDefineDataldentifier Request Service Id M 2C DDDI
sub-function = [ LEV_
#2 clearDynamicallyDefinedDataldentifier ] M 03 ¢DDDID
dynamicallyDefinedDataldentifier[] = [ DDDI_
#3 byte#1 (MSB) ca F2,F3 HB
#4 byte#2 (LSB) ] C 00-FF LB

@  The presence of the C parameter requires the server to clear the dynamicallyDefinedDataldentifier included in byte#1 and byte#2.
If the parameter is not present all dynamicallyDefinedDataldentifier in the server shall be cleared.
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10.6.2.2 Request message sub-function parameter $Level (LEV_) definition

The sub-parameters defined as valid for the request message of this service are indicated in Table 179
[suppressPosRspMsgindicationBit (bit 7) not shown].

Table 179 — Request message sub-function parameter definition

Hex
(bit 6-0)

00 ISOSAEReserved M |ISOSAERESRVD
This value is reserved by this document for future definition.
01 defineByldentifier U DBID

Description Cvt Mnemonic

This value shall be used to specify to the server that definition of the dynamic data
identifier shall occur via a data identifier reference.

02 defineByMemoryAddress U DBMA

This value shall be used to specify to the server that definition of the dynamic data
identifier shall occur via an address reference.

Npte that this sub-function shall only be used during the development phase of the
server.

03 clearDynamicallyDefinedDataldentifier U CDDDI

This value shall be used to clear the specified dynamic data identifier. Note that the
sérver shall positively respond to a clear request from the client;even if the specified
dynamic data identifier doesn’t exist at the time of the requestsHowever, the specified
dynamic data identifier shall be within a valid range (see C{I\for allowable ranges). If
tHe specified dynamic data identifier is being reported periodically at the time of the
dquest, the dynamic identifier shall first be stopped and then cleared.

04-7F |I§OSAEReserved M | ISOSAERESRVD

This range of values is reserved by this document for future definition.

—
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10.6.2.3 Request message data parameter definition

The

following data parameters are defined for this service.

Table 180 — Request message data parameter definition

1:2006(E)

Definition

sh

dynamicallyDefinedDataldentifier

This parameter specifies how the dynamic data record which is being defined by the client will be referenced in future
calls to the service ReadDataByldentifier or ReadDataByPeriodicDataldentifier. The dynamicallyDefinedDataldentifier
iffier— iff i its)] It shall be

as a periodicRecordldentifier in the ReadDataByPeriodicDataldentifier servjce
dDataByPeriodicDataldentifier service for requirements on the value of this parameter in order to(be-ab
dynamically defined data identifier periodically).

(see the
e to request

soy
Thi

info
refg

5 parameter is only present for sub-function = defineByldentifier. This parameter logically specifies th

enqine speed, vehicle speed, intake air temperature, etc. (see C.1 for further details):

rceDataldentifier

rmation to be included into the dynamic data record. For example, this could be a 2/3-byte PID ident
rence engine speed or a 2/3-byte data record identifier used to reference a compesite block of informatid

e source of
fier used to
n containing

Thi

(1)

poslitionInSourceDataRecord

staffting byte position of the excerpt of the source data record to be included in the dynamic data record. A pg

5 parameter is only present for sub-function = defineByldentifier. This’one-byte parameter is used td

shall reference the first byte of the data record referenced by the sodrceDataldentifier.

specify the
sition of one

Thi

addressAndLengthFormatldentifier

b parameter is a one-byte value with each nibble encoded.separately (see G.1 for example values):
bit 7 - 4: length (number of bytes) of the memorySizesparameter(s);

bit 3 - 0: length (number of bytes) of the memoryAddress parameter(s).

me

Thi
add
by {

moryAddress

5 parameter is only present for sub-function = defineByMemoryAddress. This parameter specifies the me|
ress of information to be included into(thg dynamic data record. The number of bytes used for this addre
he low nibble (bit 3 - 0) of the addressFormatldentifier.

mory source
5s is defined

me

Thi
incl

In
spe
for

In g
dyn|
defi

morySize

b parameter is used to specify/the total number of bytes from the source data record/memory address th
Lided in the dynamic data record.

ase of sub-function_="defineByldentifier, then the positionInSourceDataRecord parameter is used in
cify the starting position in the source data identifier from which the memorySize applies. The number o
his size is one{(1) byte.

ase of sub=function = defineByMemoryAddress, then this parameter reflects the number of bytes to be in
amically-defined data identifier starting at the specified memoryAddress. The number of bytes used fo
ned by the high nibble (bit 7 - 4) of the addressFormatidentifier.

at are to be

addition to
f bytes used

luded in the
r this size is

© 1SO 2006 — All rights reserved

127


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

10.6.3 Positive response message

10.6.3.1 Positive response message definition

Table 181 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 DynamicallyDefineDataldentifier Response Service Id M 6C DDDIPR
#2 definitionType M 00-7F DM
dynamicallyDefinedDataldentifier [] = [ DDDDH,|
#3 byte#1 (MSB) ca F2,F3 HB
#4 byte#2 (LSB) ] C 00-FF B
@  The predence of the C parameter is required if the dynamicallyDefinedDataldentifier parameter is present in theyréquest messpge,
otherwise the|parameter shall not be included.

10.6.3.2 Rositive response message data parameter definition

Table 182 — Response message data parameter definition

Definition

definitionType

This paramater is an echo of bits 6 - 0 of the sub-function parameter frorrthe request message.

dynamicallyDefinedDataldentifier

This paramater is an echo of the data parameter dynamicallyDgfinedDataldentifier from the request message.
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10.6.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 183.

Table 183 — Supported negative response codes

Hex Description Cvt Mnemonic

12 subFunctionNotSupported M SFNS

This response code shall be sent if the sub-function parameter is not supported.

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong.
D2 conditionsNotCorrect M CNC

This response code shall be sent if the operating conditions of the server to perform
the required action are not met.

31 requestOutOfRange M ROOR

This response code shall be sent if:

1) any data identifier (dynamicallyDefinedDataldentifier or any sourceDataldentifier)
in the request message is not supported/invalid;

2) the positioninSourceDataRecord is incorrect (less than ¢ or greater than the
maximum allowed by the server);

3) any memory address in the request message is not'supported in the server;
4) the specified memorySize is invalid;

5) the amount of data to be packed into thevdynamic data identifier exceeds the
maximum allowed by the server;

6) the specified addressAndLengthFormatldentifier is not valid.

B3 securityAccessDenied M SAD
This code shall be sent if:

1) any data identifier (dynamicallyDefinedDataldentifier or any
sourceDataldentifier) in the request message is secured and the server is not in
an unlocked state;

2) any memoryraddress in the request message is secured and the server is not in
an unlocked’state.

10.6.5 Message flow examples DynamicallyDefineDataldentifier

10.1.5.1 Assumptions

This subclause specifies the conditions to be fulfiled for the example to perform a
DynamicallyDefineDataldentifier service.

The service in this example is not limited by any restriction of the server.

In the first example, the server supports two-byte identifiers (PIDs) which reference a single data information.
The example builds a dynamic data identifier using the defineByldentifier method and then sends a
ReadDataByldentifier request to read the dynamic data identifier which has just been defined.

In the second example, the server supports data identifiers which reference a composite block of data

containing multiple data information. The example builds a dynamic identifier also using the defineByldentifier
method and sends a ReadDataByldentifier request to read the data identifier whihc has just been defined.
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The third example builds a dynamic data identifier using the defineByMemoryAddress method and sends a
ReadDataByldentifier request to read the data identifier which has just been defined.

In the fourth example, the server supports data identifiers which reference a composite block of data
containing multiple data information. The example builds a dynamic data identifier using the defineByldentifier
method and then uses the ReadDataByPeriodicldentifier service to request the dynamically defined data
identifier to be sent periodically by the server.

The fifth example demonstrates the deletion of a dynamically defined data identifier.

Table 184 shall be used for the examples below. Note that the values being reported may change over time

on a real vdhicle, but are shown to be constants for the sake of clarity.

Refer to ISP 15031-2 for further details regarding accepted terms/definitions/acronyms for emissions-rel

systems.

For all examples, the client requests a response message by setting the suppressPosRspMsglndicatig
(bit 7 of the|sub-function parameter) to “FALSE” (‘0’).

Table 184 — Composite data blocks — Dataldentifier definitions

hted

nBit

D(itlao Ltli(t’arht(iafi()ar Data byte Data record contents Bytﬁ::)lue

#1 dataRecord [ data#1] =B+ 8C
#2 dataRecord [ data#2] =ECT A6
#3 dataRecord [data#3] =TP 66
#4 dataRecord [ data#4] =RPM 07
#5 dataRecord [data#5] =RPM 50

0104 #6 dataRecord [ data#6 ]« \= MAP 20
#7 dataRecord [ data#7,] = MAF 1A
#8 dataRecord [ data#8] =VSS 00
#9 dataRecard{ data#9] =BARO 63
#10 dataReeord [ data#10] = LOAD 4A
#11 dataRecord [ data#11] =IAC 82
#12 dataRecord [ data#12] = APP 7E

050 #1 dataRecord [ data#1] = SPARKADV 00
#2 dataRecord [ data#2] =KS 91

Table 185 — Elemental data records - PID definitions
Da(t:"i;eh':)i(f;er Data byte Data record contents By:(;;l:)lue

1234 #1 EOT (MSB) 4C
#2 EOT (LSB) 36

5678 #1 AAT 4D
#1 EOL (MSB) 49

9ABC #2 EOL 21
#3 EOL 00
#4 EOL (LSB) 17
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Table 186 — Memory data records — Memory Address definitions

Memory address Data byte Data record contents Byte value
(hex) (hex)
#1 dataRecord [ data#1] =B+ 8C
#2 dataRecord [ data#2] =ECT A6
#3 dataRecord [ data#3] =TP 66
#4 dataRecord [ data#4] =RPM 07
#5 dataRecord [ data#5] = RPM 50
21091968 #0 dataRecord [ data#o | = MAP 20
#7 dataRecord [ data#7] = MAF 1A
#8 dataRecord [ data#8] =VSS 00
#9 dataRecord [ data#9] = BARO 63
#10 dataRecord [ data#10] = LOAD 4A
#11 dataRecord [ data#11] =IAC 82
#12 dataRecord [ data#12] = APP 7E
13101994 #1 dataRecord [ data#1] = SPARKADV 00
#2 dataRecord [ data#2] =KS 91
10..5.2 Example #1 — DynamicallyDefineDataldentifier, sub-function = defineByldentifier
Thig example will build up a dynamically defined data identifier (DDDDI F301 hex) containing engine oil
temperature, ambient air temperature and engine oil level using the two-byte PIDs as the refergnce for the
required data.
Table 187 — DynamicallyDefineDataldentifier request DDDI F301 hex message flow example #1
Mefsage direction: client — server
Mel;sage type: Request
A_Data byte Description.(all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function’=\defineByldentifier, 01 DBID
suppressPosRspMsglndicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_B2
#5 sourceDataldentifier #1 [ byte#1 ] (MSB) - Engine Oil Temperature 12 SDI_B1
#6 sourceDataldentifier #1 [ byte#2 ] 34 SDI_B2
#1 positionInSourceDataRecord #1 1 PISDR#1
#8 memorySize #1 2 MS#1
#9 sourceDataldentifier #2 [ byte#1 ] (MSB) - Ambient Air Temperature 56 SDI_B1
#10 sourceDataldentifier #2 [ byte#2 ] 78 SDI_B2
#11 positionInSourceDataRecord #2 1 PISDR#2
#12 memorySize #2 1 MS#2
#13 sourceDataldentifier #3 [ byte#1 ] (MSB) - Engine Oil Level 9A SDI_B1
#14 sourceDataldentifier #3 [ byte#2 ] BC SDI_B2
#15 positionInSourceDataRecord #3 1 PISDR#3
#16 memorySize #3 4 MS#3
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Table 188 — DynamicallyDefineDataldentifier positive response DDDI F301 hex
message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = defineByldentifier 01 DBID
#3 dynamicallyDefinedDataldentifier [ hyte#1 ] (MSR) E3 DDDDLRA1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDPILBp

Thble 189 — ReadDataByldentifier request DDDI F301 hex message flow example #1

Message direction: client — server

Message type: Request

A_Data byfe Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 01 DID_B2

Table 190 — ReadDataByldentifier positive responseé:DDDI F301 hex message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values™are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier response, SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2-,(LSB) 01 DID_B2
#4 dataRecord [ data#l] = EOT 4C DREC_DATA_1
#5 dataRecord [(data#2 ] = EOT 36 DREC_DATA_2
#6 dataRecord| data#3 ] = AAT 4D DREC_DATA_3
#7 dataRecord [ data#4 ] = EOL 49 DREC_DATA 4
#8 dataRecord [ data#5] = EOL 21 DREC_DATA 5
#9 dataRecord [ data#6 ] = EOL 00 DREC DATA 6
#10 dataRecord [ data#7 ] = EOL 17 DREC_DATA_7
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10.6.5.3 Example #2 — DynamicallyDefineDataldentifier — sub-function = defineByldentifier
This example will build up a dynamic data identifier (DDDI F302 hex) containing engine coolant temperature

(from data record 010A hex), engine speed (from data record 010A hex), IAC Pintle Position (from data record
010A hex) and knock sensor (from data record 050B hex).

Table 191 — DynamicallyDefineDataldentifier request DDDI F302 hex message flow example #2

Message direction: client — server

Message type: Request .

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = defineByldentifier, 01 DBID

suppressPosRspMsglindicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 02 DDDDI_B2
#5 sourceDataldentifier #1 [ byte#1 ] (MSB) 01 SDI_B1
#6 sourceDataldentifier #1 [ byte#2 ] (LSB) 0A SDI_B2
#7 positionInSourceDataRecord #1 - Engine Coolant Température 02 PISDR#1
#8 memorySize #1 01 MS#1
#9 sourceDataldentifier #2 [ byte#1 ] (MSB) 01 SDI_B1
#10 sourceDataldentifier #2 [ byte#2 ] (LSB) 0A SDI_B2
#11 positionInSourceDataRecord #2 - Engine Speed 04 PISDR#2
#12 memorySize #2 02 MS#2
#13 sourceDataldentifier #3 [ byte#4.].(MSB) 01 SDI_B1
#14 sourceDataldentifier #3 [ byte#2 ] (LSB) 0A SDI_B2
#15 positionInSourceDataRecord #3 — Idle Air Control 0B PISDR#3
#16 memorySize #3 01 MS#3
#17 sourceDataldentifier #4 [ byte#1 ] (MSB) 05 SDI_B1
#18 sourceDataldentifier #4 [ byte#2 ] (LSB) 0B SDI_B2
#19 positioninSourceDataRecord #4 - Knock Sensor 02 PISDR#4
#20 memorySize #4 01 MS#4
Table 192 — DynamicallyDefineDataldentifier positive response DDDI F302 hex
message flow example #2

Message direction: server — client

Message type: Response

A_Data byte | Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = defineByldentifier 01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 02 DDDDI_B2
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Table 193 — ReadDataByldentifier request DDDI F302 hex message flow example #2

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 02 DID_B2

Table 194 — ReadDataByldentifier positive response DDDI F302 hex message flow example #2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value\(hex) Mnemonic
#1 ReadDataByldentifier response SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 02 DID_B2
#4 dataRecord [ data#1 ] = ECT A6 DREC_DATA 1
#5 dataRecord [ data#2 ] = RPM 07 DREC_DATA 2
#6 dataRecord [ data#3 ] = RPM 50 DREC_DATA 3
#7 dataRecord [ data#4 ] = IAC 82 DREC_DATA_4
#8 dataRecord [ data#5 ] = KS 91 DREC_DATA 5

10.6.5.4 Example #3 — DynamicallyDefineDataldentifier — sub-function = defineByMemoryAddress

This exampgle will build up a dynamic data identifier (DDDI F302 hex) containing engine coolant temperature
(from a mgmory block starting at memery address 21091969 hex), engine speed (from a memory bjock
starting at memory address 2109196B _hex) and knock sensor (from a memory block starting at memory
address 13{101995 hex).
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Table 195 — DynamicallyDefineDataldentifier request DDDI F302 hex message flow example #3

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = defineByMemoryAddress, 02 DBMA

suppressPosRspMsglindicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 02 DDDDI_B2
#5 addressAndLengthFormatldentifier 14 ALFID
#6 memoryAddress #1 [ byte#1 ] (MSB) - Engine coolant temperature 21 VA _1_B1
#7 memoryAddress #1 [ byte#2 ] 09 WMA_1_B2
#8 memoryAddress #1 [ byte#3 ] 19 MA_ 1 B3
#9 memoryAddress #1 [ byte#4 ] 69 WVA_1_B4
#10 memorySize #1 01 MS#1
#11 memoryAddress #2 [ byte#1 ] (MSB) - Engine speed 21 MA_2_B1
#12 memoryAddress #2 [ byte#2 ] 09 WMA_2 B2
#13 memoryAddress #2 [ byte#3 ] 19 VA 2 B3
#14 memoryAddress #2 [ byte#4 ] 6B MA_2_B4
#15 memorySize #2 02 MS#2
#16 memoryAddress #3 [ byte#1 ] (MSB) - Knock'sensor 13 MA_3_B1
#17 memoryAddress #3 [ byte#2 ] 10 WMA_3 B2
#18 memoryAddress #3 [ byte#3 ] 19 VA 3 B3
#19 memoryAddress #3 [ byte#4 ] 95 WVA_3 B4
#20 memorySize #3 01 MS#3
Table 196 — DynamicallyDefineDataldentifier positive response DDDI F302 hex
message flow example #3

Mesgsage direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = defineByMemoryAddress 02 DBMA
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
iz dynamicaltyDefinedDataltdentiier [ byte#Z | (CoB) 02 DDDI_B2

Table 197 — ReadDataByldentifier request DDDI F302 hex message flow example #3

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 02 DID_B2
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Table 198 — ReadDataByldentifier positive response DDDI F302 hex message flow example #3

Message direction:

server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier response SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 02 DID_B2
#4 dataRecord [ data# 1] = ECT AG DREC_DATA_1
#5 dataRecord [ data#2 ] = RPM 07 DREC-.DATA_2
#6 dataRecord [ data#3 ] = RPM 50 DREC, DATA_3
#7 dataRecord [ data#4 ] = KS 91 DREC_DATA 4

10.6.5.5 HExample #4 — DynamicallyDefineDataldentifier — sub-function = defineByldentifier

This examp
(from data
050B hex).

The value

periodically
sent period

Table 1

le will build up a dynamic data identifier (DDDI F2E7 hex) containing‘€ngine coolant temperg
ecord 010A hex), engine speed (from data record 010A hex) and knock sensor (from data re

for the dynamic data identifier is chosen out of the range that can be used to request
Following the definition of the dynamic data identifier the' client requests the data identifier t

cally (fast rate).

99 — DynamicallyDefineDataldentifier request DDDI F2E7 hex message flow example #4

Message direction:

client —» server

Message type: Request

A_Data byte Description (all values_are in hexadecimal) Byte value (hex) Mnemonigc
#1 DynamicallyDefineDataldentifier. request SID 2C DDDI
#2 sub-function = defineByldentifier, 01 DBID

suppressPosRspMsglndicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F2 DDDDI_BJt
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) E7 DDDDI_Bp
#5 sourceDataldentifier #1 [ byte#1 ] (MSB) 01 SDI_B1
#6 sourceDataldentifier #1 [ byte#2 ] (LSB) 0A SDI_B2
#7 positionInSourceDataRecord #1 - Engine coolant temperature 02 PISDR
#8 memorySize #1 01 MS#1
#9 sourceDataldentifier #2 [ byte#1 ] (MSB) 01 SDI_B1
#10 sourceDataldentifier #2 [ byte#2 ] (LSB) 0A SDI_B2
#11 positionInSourceDataRecord #2 - Engine speed 04 PISDR
#12 memorySize #2 02 MS#2
#13 sourceDataldentifier #3 [ byte#1 ] (MSB) 05 SDI_B1
#14 sourceDataldentifier #3 [ byte#2 ] (LSB) 0B SDI_B2
#15 positionInSourceDataRecord #3 - Knock Sensor 02 PISDR
#16 memorySize #3 01 MS#3
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Table 200 — DynamicallyDefineDataldentifier positive response DDDI F2E7 hex

message flow example #4

Message direction:

server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = defineByldentifier 01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSRB) F2 DDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) E7 DDDDI_B2

Table 201 — ReadDataByPeriodicldentifier request DDDI F2E7 hex messagé flow example #4

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier request SID 2A RDBPI
#2 transmissionMode = sendAtFastRate 04 ™
#3 PeriodicDataldentifier E7 PDID

Table 202 — ReadDataByPeriodicldentifierinitial positive message flow example #4

Message direction:

server — client

Message type: Response
A_PData byte Description (all\values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier response SID 6A RDBPIPR

message flow example #4

Table 203 — ReadDataByPeriodicldentifier positive response #1 DDDI F2E7 hex

Mesgsage direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier response SID 6A RDBPIPR
#2 PeriodicDataldentifier E7 PDID
#3 dataRecord [ data#1] = ECT A6 DREC_DATA_1
#4 dataRecord [ data#2 ] = RPM 07 DREC_DATA_2
#5 dataRecord [ data#3 ] = RPM 50 DREC_DATA_3
#6 dataRecord [ data#4 ] = KS 91 DREC_DATA 4
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Table 204 — ReadDataByPeriodicldentifier positive response #n DDDI F2E7 hex

message flow example #4

Message direction:

server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByPeriodicldentifier response SID 6A RDBPIPR
#2 periodicDataldentifier E7 PDID
#3 dataRecord [ data#1]= FECT A6 DREC _DATA 1
#4 dataRecord [ data#2 ] = RPM 07 DREC_DATA_2
#5 dataRecord [ data#3 ] = RPM 55 DREC-DATA 3
#6 dataRecord [ data#4 ] = KS 98 DREC_DATA 4

10.6.5.6 Example #5 — DynamicallyDefineDataldentifier — sub-function = clearDynamicallyDefined-

Dataldentifier

This examgle demonstrates the clearing of a dynamicallyDefinedDataldentifier-and assumes that DDDI H303
hex exists gt the time of the request.

Table 205|— DynamicallyDefineDataldentifier request clear DDDINF303 hex message flow example [#5

Message direction:

client — server

Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = clearDynamicallyDefinedDataldentifier, 03 CDDDI
suppressPosRspMsglindicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_Bft
#4 dynamicallyDefinedDataldéntifier [ byte#2 ] (LSB) 03 DDDDI_Bp

message flow example #5

Table 206 — DynamiicallyDefineDataldentifier positive response clear DDDI F303 hex

Message direction:

server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemoni|c
#1 BynamicaltyBefineDatatdentifierresponse-Stb 6€ DDD:PRI
#2 definitionMode = clearDynamicallyDefinedDataldentifier 03 CDDDI
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 03 DDDDI_B2

138

© 1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

10.6.5.7 Example #6 — DynamicallyDefineDataldentifier, concatenation of definitions
(defineByldentifier/ defineByAddress)

This example will build up a dynamic data identifier (DDDDI F301 hex) using the two definition types. The
following list shows the order of the data in the dynamically defined data identifier (implicit order of request
messages to define the dynamic data identifier):

1st portion: engine oil temperature and ambient air temperature referenced by two-byte PIDs
(defineByldentifier);

— 2nd portion: engine coolant temperature and engine speed referenced by memory addresses:

— |3 portion: engine oil level referenced by two-byte PIDs.

10..5.7.1 Step #1 — DynamicallyDefineDataldentifier — sub-function = defineByldentifier (13t portion)

Table 207 — DynamicallyDefineDataldentifier request DDDDI F301 hex megssage flow exanjple #6 —
definition of 1St portion (defineByldentifier)

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = defineByldentifier, 01 DBID

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1-] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_B2
#5 sourceDataldentifier #1 [ byte#1,] (MSB) - Engine oil temperature 12 SDI_B1
#6 sourceDataldentifier #1 [ byte#2 ] 34 SDI_B2
#7 positionInSourceDataRecord #1 1 PISDR#1
#8 memorySize #1 2 MS#1
#9 sourceDataldentifier #2 [ byte#1 ] (MSB) - Ambient air temperature 56 SDI_B1
#10 sourceDataldentifier #2 [ byte#2 ] (LSB) 78 SDI_B2
#11 positienlnSourceDataRecord #2 1 PISDR#2
#12 memorySize #2 1 MS#2

Table 208 — DynamicallyDefineDataldentifier positive response DDDDI F301 hex message flow

example #6 — definition of first portion (defineByldentifier) |

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic

#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = defineByldentifier 01 DBID
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_B2
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10.6.5.7.2 Step #2 — DynamicallyDefineDataldentifier — sub-function = defineByMemoryAddress
(2nd portion)

Table 209 — DynamicallyDefineDataldentifier request DDDDI F301 hex message flow example #6 —
definition of 2"d portion (defineByMemoryAddress)

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = defineByMemoryAddress, 02 DBMA

suppressPosRspMsglindicationBit = FALSE
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_Bft
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_Bp
#5 addressAndLengthFormatldentifier 14 ALFID
#6 memoryAddress #1 [ byte#1 ] (MSB) - Engine coolant temperature 24 MA_B1 #
#7 memoryAddress #1 [ byte#2 ] 09 MA_B2 #
#8 memoryAddress #1 [ byte#3 ] 19 MA_B3 #
#9 memoryAddress #1 [ byte#4 ] 69 MA B4 #
#10 memorySize #1 01 MS#1
#11 memoryAddress #2 [ byte#1 ] (MSB) - Engine speed 21 MA_B1 #P
#12 memoryAddress #2 [ byte#2 ] 09 MA_B2 #p
#13 memoryAddress #2 [ byte#3 ] 19 MA_B3 #»
#14 memoryAddress #2 [ byte#4 ] 6B MA_B4 #P
#15 memorySize #2 02 MS#2
Table 210 — DynamicallyDefineDataldentifier positive response DDDDI F301 hex
message flow example #6

Message direction: servef~<= client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynaniicallyDefineDataldentifier response SID 6C DDDIPR]
#2 definitionMode = defineByMemoryAddress 02 DBMA
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) E3 DDDDI_BH
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_B2
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10.6.5.7.3 Step #3 — DynamicallyDefineDataldentifier — sub-function = defineByldentifier (3" portion)

Table 211 — DynamicallyDefineDataldentifier request DDDDI F301 hex message flow example #6 —
definition of 39 portion (defineByldentifier)

Message direction:

client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = defineByldentifier, 01 DBID

suppressPosRspMsglindicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 04 DDDDI_B2
#5 sourceDataldentifier #1 [ byte#1 ] (MSB) - Engine oil level 9A SDI_B1
#6 sourceDataldentifier #1 [ byte#2 ] BC SDI_B2
#7 positionInSourceDataRecord #1 1 PISDR#3
#8 memorySize #1 4 MS#3

message flow example #6

Table 212 — DynamicallyDefineDataldentifier.positive response DDDDI F301 hex

Message direction: server — client

Message type: Response

A_Data byte Description (all values.are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = defineByldentifier 01 DBID
#3 dynamicallyDefinedBataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_B2

10..5.7.4 Step #4—ReadDataByldentifier — dataldentifier = DDDDI F301 hex

Table)213 — ReadDataByldentifier request DDDDI F301 hex message flow example #6

Mefsage direction:

client — server

Megsage type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 01 DID_B2
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Table 214 — ReadDataByldentifier positive response DDDDI F301 hex message flow example #6

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier response SID 62 RDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F3 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 01 DID_B2
#4 dataRecord [ data# 1 ] = EOT (MSB) 4T DREC_DATA_1
#5 dataRecord [ data#2 ] = EOT 36 DREC_DATA_2
#6 dataRecord [ data#3 ] = AAT 4D DREC/DATA 3
#7 dataRecord [ data#4 ] = ECT A6 DREC_DATA 4
#8 dataRecord [ data#5 ] = RPM 07 DREC_DATA_5
#9 dataRecord [ data#6 ] = RPM 50 DREC_DATA_6
#10 dataRecord [ data#7 ] = EOL (MSB) 49 DREC_DATA 7
#11 dataRecord [ data#8 ] = EOL 21 DREC_DATA 8
#12 dataRecord [ data#9 ] = EOL 00 DREC_DATA_9
#13 dataRecord [ data#10 ] = EOL 17 DREC_DATA| 10

10.6.5.7.5 |Step #5 — DynamicallyDefineDataldentifier — Clear definition of DDDDI F301 hex

Table 215 — DynamicallyDefineDataldentifier request.clear DDDDI F301 hex message flow example #6

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonid
#1 DynamicallyDefineDataldentifier request SID 2C DDDI
#2 sub-function = clearDynamicallyDefinedDataldentifier, 03 CDDDI

suppressPosRspMsglndicationBit = FALSE

#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyPefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_BZ

Table 2146:— DynamicallyDefineDataldentifier positive response clear DDDDI F301 hex
message flow example #6

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 DynamicallyDefineDataldentifier response SID 6C DDDIPR
#2 definitionMode = clearDynamicallyDefinedDataldentifier 03 CDDDI
#3 dynamicallyDefinedDataldentifier [ byte#1 ] (MSB) F3 DDDDI_B1
#4 dynamicallyDefinedDataldentifier [ byte#2 ] (LSB) 01 DDDDI_B2
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10.7 WriteDataByldentifier (2E hex) service

10.7.1 Service description

ISO 14229-1:2006(E)

The WriteDataByldentifier service allows the client to write information into the server at an internal location
specified by the provided data identifier.

The WriteDataByldentifier service is used by the client to write a dataRecord to a server. The data is identified
by a dataldentifier and may or may not be secured.

Dy

icallhv_defi d_dataldentifer(s) -shall t b d ith—thi I It _is—th hicl g
HHGAY—G8HRB8—Gaa1G8RHBHS ) —SRa—RBEB8—HSB8—WHR—IRHS—SBRHEe—HIS—Re—YB8HHGIe—a ufacturer’s

resy
are:

The
sup

IMP,

setting option content.

programming configuration information into the server (e.g. VIN number);
clearing non-volatile memory;

resetting learned values; and

server may restrict or prohibit write access to certain dataldentifier values (as defined by
blier/vehicle manufacturer for read-only identifiers, etc.).

onsibility that the server conditions are met when performing this service. Possible uses_for|this service

the system

ORTANT — The server and the client shall meet the'‘request and response message bghaviour as

spegified in 7.5.3 in the event that those addressing.methods are implemented for this servige.

10.7

10.7

.2 Request message

.21 Request message definition

Table-217 — Request message definition

A_pPata byte Parameter name Cvt | Hex value Mnemonic
#1 WriteDataByldentifier Request Service Id M 2E WDBI
dataldentifier[] = [ 00-FF DID_
#2 byte#1 (MSB) M 00-FF HB
#3 byte#2 ] M LB
dataRecord[] = [ DREC_
#4 data#1 M 00-FF DATA_1
#m3 data#m ] U 00-FF DATA_m
10.7.2.2 Request message sub-function parameter $Level (LEV_) definition
This service does not use a sub-function parameter.
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10.7.2.3 Request message data parameter definition

The following data parameters are defined for this service.

Table 218 — Request message data parameter definition

Definition

dataldentifier
This parameter identifies the server data record that the client is requesting to write to (see C.1 for a detailed parameter
definition).

dataRecord

This paramater provides the data record associated with the dataldentifier that the client is requesting to write to.

10.7.3 Posjitive response message

10.7.3.1 PRositive response message definition

Table 219 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonjic
#1 WriteDataByldentifier Response Service Id M 6E WDBIPR
dataldentifier]] = [ DID_
#2 byte#1 (MSB) M 00-FF HB
#3 byte#2 ] M 00-FF LB

10.7.3.2 BRositive response message data parameter definition

Table 220 — Response-message data parameter definition

Definition

dataldentifipr
This paramater is an echo of the data parameter dataldentifier from the request message.
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10.7.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 221.

Table 221 — Supported negative response codes

Hex Description Cvt | Mnemonic
13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is-wrong
D2 conditionsNotCorrect u CNC
This response code shall be sent if the operating conditions of the server to perform the
required action are not met.
31 requestOutOfRange M ROOR
This response code shall be sent if:
1) the dataldentifier in the request message is not supported in the server or the
dataldentifier is supported for read only purpose (via ReadDataByldentifier service);
2) any data transmitted in the request message after the dataldentifier is invalid (if
applicable to the node).
B3 securityAccessDenied M SAD
This code shall be sent if the dataldentifier, which references a specific address, is
secured and the server is not in an unlocked state.
y2 generalProgrammingFailure M GPF
IThis return code shall be sent if the server detéets an error when writing to a memory
ocation.

10.7.5 Message flow example WriteDataByldentifier

10.7.5.1

Thig subclause specifies thé c¢onditions to be fulfilled for the example to perform a WriteDatg

seryice.

Thel service in this_example is not limited by any restriction of the server. This example demon

Assumptions

programming via a two-byte dataldentifier F190 hex.

Byldentifier

strates VIN
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10.7.5.2 Example #1 — write dataldentifier F190 hex (VIN)

Table 222 — WriteDataByldentifier request message flow example #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteDataByldentifier request SID 2E WDBI
#2 dataldentifier [ byte#1 1 (MSB). E1 DID B1
#3 dataldentifier [ byte#2 ] 90 DID~B2
#4 dataRecord [ data#1 ] = VIN Digit 1= “W” 57 DREC-DATA1
#5 dataRecord [ data#2 ] = VIN Digit 2= “0” 30 DREC_DATA2
#6 dataRecord [ data#3 ] = VIN Digit 3= “L” 4C DREC_DATA3
#7 dataRecord [ data#4 ] = VIN Digit 4= “0” 30 DREC_DATA4
#8 dataRecord [ data#5 ] = VIN Digit 5= “0” 30 DREC_DATA5
#9 dataRecord [ data#6 ] = VIN Digit 6= “0” 30 DREC_DATAG6
#10 dataRecord [ data#7 ] = VIN Digit 7= “0” 30 DREC_DATA7
#11 dataRecord [ data#8 ] = VIN Digit 8= “4” 34 DREC_DATAS
#12 dataRecord [ data#9 ] = VIN Digit 9= “3” 33 DREC_DATA9
#13 dataRecord [ data#10 ] = VIN Digit 10 = “M" 4D DREC_DATA10
#14 dataRecord [ data#11 ] = VIN Digit 11 = “B” 42 DREC_DATA11
#15 dataRecord [ data#12 ] = VIN Digit 12 = *“5" 35 DREC_DATA12
#16 dataRecord [ data#13 ] = VIN Digit 13 = “4* 34 DREC_DATA13
#17 dataRecord [ data#14 ] = VIN Digit 14 >=1" 31 DREC_DATA14
#18 dataRecord [ data#15 ] = VIN Digit 15+ = “3” 33 DREC_DATA15
#19 dataRecord [ data#16 ] = VIN Bigit 16 = “2” 32 DREC_DATA16
#20 dataRecord [ data#17 ] = VIN Digit 17 = “6” 36 DREC_DATA17

Table 223 — WriteDataByldentifier positive response message flow example #1

Message direction: sefver — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteDataByldentifier response SID 6E WDBIPR
#2 dataldentifier [ byte#1 ] (MSB) F1 DID_B1
#3 dataldentifier [ byte#2 ] (LSB) 90 DID_B2

10.8 WriteMemoryByAddress (3D hex) service

10.8.1 Service description

The WriteMemoryByAddress service allows the client to write information into the server at one or more
contiguous memory locations.
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The WriteMemoryByAddress request message writes information specified by the parameter dataRecord]]
into the server at memory locations specified by the parameters memoryAddress and memorySize. The
number of bytes used for the memoryAddress and memorySize parameters is defined by
addressAndLengthFormatldentifier (low and high nibble). It is also possible to use a fixed
addressAndLengthFormatldentifier and unused bytes within the memoryAddress or memorySize parameter
are padded with the value 00 hex in the higher range address locations.

The format and definition of the dataRecord shall be vehicle-manufacturer-specific and may or may not be
secured. It is the vehicle manufacturer’s responsibility to assure that the server conditions are met when
performing this service. Possible uses for this service are:

arika-tha-naon na

] PN PoEH | B
— oAy TS o voratrCTTTeTTTory,

— | changing calibration values.

IMPORTANT — The server and the client shall meet the request and response message bghaviour as
spegified in 7.5.3 in the event that those addressing methods are implementedfor'this servige.

10.8.2 Request message

10.8.2.1 Request message definition

Table 224 — Request message . definition

A_pPata byte Parameter name Cvt | Hex value Mnemonic
#1 WriteMemoryByAddress Request Service Id M 3D WMBA
#2 addressAndLengthFormatldentifier M 00-FF ALFID
memoryAddress[] = [ MA_
#3 byte#1 (MSB) M 00-FF B1
#m+2 byte#m ] (OF 00-FF Bm
memorySize[] = [ MS_
#n-r-2-(k-1) byte#1 (MSB) M 00-FF B1
#n-r-2 byte#k ] C,° 00-FF Bk
dataRecord[] 5[ DREC_
fin-(r-1) data#1 M 00-FF DATA_1
#n data#r ] U 00-FF DATA r

@ | The presence 0f the C4 parameter depends on the address length information parameter of the addressAndLengthFofmatldentifier.

The presence of the C, parameter depends on the memory size length information of the addressAndLengthFormatldentifier.

10.8.2.2 Request message sub-function parameter $Level (LEV_) definition

This service does not use a sub-function parameter.

10.8.2.3 Request message data parameter definition

The following data parameters are defined for this service.
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Table 225 — Request message data parameter definition

Definition

addressAndLengthFormatldentifier
This parameter is a one-byte value with each nibble encoded separately (see annex G.1 for example values):
— bit 7 - 4: length (number of bytes) of the memorySize parameter;

— bit 3 - 0: length (number of bytes) of the memoryAddress parameter.

memoryAddress

The param t f i t itter: r of
bytes used |for this address is defined by the low nibble (bit 3 - 0) of the addressFormatldentifier. Byte#m\in|the
memoryAddress parameter is always the least significant byte of the address being referenced in the server The most
significant byte of the address can be used as a memoryldentifier.

An examplg of the use of a memoryldentifier would be a dual processor server with 16 bit addressing and menory
address overlap (when a given address is valid for either processor but yields a different physical'memory devicg¢ or
when interngl and external flash is used). In this case, an otherwise unused byte within the memgryAddress paramgter
can be spedified as a memoryldentifier used to select the desired memory device. Usage of this\functionality shall b¢ as
defined by the vehicle manufacturer/system supplier.

memorySiz,

The parameter memorySize in the WriteMemoryByAddress request message specifies.the number of bytes to be written
starting at the address specified by memoryAddress in the server's memory. The.number of bytes used for this sizZe is
defined by tihe high nibble (bit 7 - 4) of the addressFormatidentifier.

dataRecord

This parameéter provides the data that the client is actually attempting to write into the server memory addresses within
the interval {SMA, ($MA + $MS - $01)}.

10.8.3 Posijtive response message

10.8.3.1 Rositive response message definitionh

Table 226 — Positive response message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 WriteMemoryByAddress Response Service Id M 7D WMBAPH
#2 addressAndLengthFormatldentifier M 00-FF ALFID
memoryAddress[] = [ MA_
#3 byte#1 (MSB) M 00-FF B1
#(m-1)+3 byte#m ] (OF 00-FF Bm
memorySize[] = [ MS_
#n-(k-1) byte#+(MSB) v B80-FF B4
#n byte#k ] C,° 00-FF Bk

@8  The presence of the C4 parameter depends on the address length information parameter of the addressAndLengthFormatldentifier.

b

The presence of the C, parameter depends on the memory size length information of the addressAndLengthFormatldentifier.
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10.8.3.2 Positive response message data parameter definition

Table 227 — Response message data parameter definition

Definition

addressAndLengthFormatldentifier

This parameter is an echo of the addressAndLengthFormatldentifier from the request message.

memoryAddress

Thilg parameter is an echo of the memoryAddress from the request message

melfnorySize

This parameter is an echo of the memorySize from the request message.

10.8.4 Supported negative response codes (NRC_)

Thel following negative response codes shall be implemented for this servicesThe circumstances Uinder which
each response code would occur are documented in Table 228.

Table 228 — Supported negative response codes

Hex Description Cvt | [Mnemonic

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF

The length of the message is wrong.

D2 conditionsNotCorrect U CNC

This response code shall be sent if the operating conditions of the server to perform the
required action are not met.

31 requestOutOfRange M ROOR

This code shall be sent if:
1) any memory address within the interval [MA, ($MA + $MS -$1)] is invalid;
2) any memory address,within the interval [MA, ($MA + $MS -$1)] is restricted;

3) the memorySize_parameter value in the request message is greater than the
maximum value supported by the server;

4) the specified addressAndLengthFormatldentifier is not valid.

B3 securityAccessDenied M SAD

This-code shall be sent if any memory address within the interval [SMA, ($MA + $MS -$1)]
is‘secure and the server is locked.

y2 generalProgrammingFailure M GPF

This return code shall be sent if the server detects an error when writing to a memory
location.

10.8.5 Message flow example WriteMemoryByAddress

10.8.5.1 Assumptions

This subclause specifies the conditions to be fulfilled for the example to perform a WriteMemoryByAddress
service. The service in this example is not limited by any restriction of the server.

The following examples demonstrate writing data bytes into server memory for two-byte, three-byte, and
four-byte addressing formats, respectively.
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10.8.5.2 Example #1 — WriteMemoryByAddress — two-byte (16-bit) addressing

Table 229 — WriteMemoryByAddress request message flow example #1

Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteMemoryByAddress request SID 3D WMBA
#2 addressAndLengthEormatldentifier 12 ALEID
#3 memoryAddress [ byte#1 ] (MSB) 20 MACB4
#4 memoryAddress [ byte#2 ] (LSB) 48 MA” B2
#5 memorySize [ byte#1 ] 02 MS_B1
#6 dataRecord [ data#1 ] 00 DREC_DATA 1
#7 dataRecord [ data#2 ] 8C DREC_DATA 2

Table 230 — WriteMemoryByAddress positive response message'flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteMemoryByAddress response SID 7D WMBAPH
#2 addressAndLengthFormatldentifier 12 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 20 MA_B1
#4 memoryAddress [ byte#2 ] (LSB) 48 MA_B2
#5 memorySize [ byte#1 ] 02 MS_B1

10.8.5.3 Example #2 — WriteMemoryByAddress — three-byte (24-bit) addressing

Table 231 —WriteMemoryByAddress request message flow example #2

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteMemoryByAddress request SID 3D WMBA
#2 addressAndLengthFormatldentifier 13 ALFID
#3 memoryAddress [ byte#1 ] 20 MA_B1
#4 memoryAddress [ byte#2 ] 48 MA_B2
#5 memoryAddress [ byte#3 ] 13 MA_B3
#6 memorySize [ byte#1 ] 03 MS_BH1
#7 dataRecord [ data#1 ] 00 DREC_DATA_1
#8 dataRecord [ data#2 ] 01 DREC_DATA_2
#9 dataRecord [ data#3 ] 8C DREC_DATA 3

150 © 1SO 2006 — Al rights reserved



https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

Table 232 — WriteMemoryByAddress positive response message flow example #2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteMemoryByAddress response SID 7D WMBAPR
#2 addressAndLengthFormatldentifier 13 ALFID
#3 memoryAddress [ byte#1 ] 20 MA_B1
#4 memoryAddress|-byte#2 ] 48 MA_B2
#5 memoryAddress [ byte#3 ] 13 MA_B3
#6 memorySize [ byte#1 ] 03 MS_BH1

10.8.5.4 Example #3 — WriteMemoryByAddress — four-byte (32-bit) addressing

Table 233 — WriteMemoryByAddress request message.flow example #3

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteMemoryByAddress request SID 3D WMBA
#2 addressAndLengthFormatldentifier 14 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 20 MA_B1
#4 memoryAddress [ byte#2 ] 48 MA_B2
#5 memoryAddress [ byte#3 ] 13 MA_B3
#6 memoryAddress [ byte#4 ] (LSB) 09 MA_B4
#7 memorySize [ byte#1 ] 05 MS_B1
#8 dataRecord [ data#1 ] 00 DREC_DATA 1
#9 dataRecord [ data#2\] 01 DREC_DATA_2
#10 dataRecord [ data#3 ] 8C DREC_DATA_3
#11 dataRecord.[-data#4 ] 09 DREC_DATA 4
#12 dataReéeord [ data#5 ] AF DREC_DATA_5

Table 234 — WriteMemoryByAddress positive response message flow example #3

Message 'direction: server — client

Megsage type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 WriteMemoryByAddress response SID 7D WMBAPR
#2 addressAndLengthFormatldentifier 14 ALFID
#3 memoryAddress [ byte#1 ] (MSB) 20 MA_B1
#4 memoryAddress [ byte#2 ] 48 MA_B2
#5 memoryAddress [ byte#3 ] 13 MA_B3
#6 memoryAddress [ byte#4 ] (LSB) 09 MA_B4
#7 memorySize [ byte#1 ] 05 MS_B1
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11 Stored data transmission functional unit

11.1 Overview

Table 235 — Stored data transmission functional unit

Service Description

ClearDiagnosticlnformation

captured data, etc.)

Allows the client to clear diagnostic information from the server (including DTCs,

ReadDTClInformation Allows the client to request diagnostic information from the server (including
DTCs, captured data, etc.)

11.2 ClearDiagnosticinformation (14 hex) service

11.2.1 Seryice description

The ClearDjagnosticinformation service is used by the client to clear diagnostic information in one server|s or

multiple servers’ memory.

The serven] shall send a positive response when the ClearDiagnosticlnformation service is complgtely

processed. [The server shall send a positive response even if no DTCs arestored. If a server supports multiple

copies of D

TC status information in memory (e.g. one copy in RAM:and one copy in EEPROM), the se

shall clear the copy used by the ReadDTClInformation status reporting service. Additional copies, e.g. bag

copies in lo
phase).

NOTE I
data inconsis

The reques
clear a grou
Unless oth
information
DTC inform
DTC st
capture

capture

other O

hg-term memory, are updated according to the appropriate backup strategy (e.g. in the power-|

f the power-latch phase is disturbed (e.g. a battery.disconnect during the power-latch phase), this may c
tency.

p of DTCs (e.g. powertrain, body, eghassis, etc.), or a specific DTC. Refer to D.1 for further det
brwise stated, the server shall, clear both emissions-related and non-emissions-related I
from memory for the requested:group.

ation reset/cleared via this service includes but is not limited to the following:

atus byte (see ReadBDT Cinformation service in 11.3);

d DTC snapshotdata (DTCSnapshotData, see ReadDTCInformation service in 11.3);

d DTC extended data (DTCExtendedData, see ReadDTClInformation service in 11.3);

TC-related data such as first/most recent DTC, flags, counters, timers, etc. specific to DTCs.

rver
kup
atch

puse

t message of the client contains one parameter. The parameter groupOfDTC allows the client to

ails.
DTC

Permanent DTCs shall be stored in non-volatie memory. These DTCs cannot be cleared by any test
equipment (e.g. on-board tester, off-board tester). The OBD system shall clear these DTCs itself by
completing and passing the on-board monitor. This would prevent clearing DTCs simply by disconnecting the

battery.

Permanent DTCs shall be erasable if the engine control module is reprogrammed and the readiness status for
all monitored components and systems are set to “not complete.”

Any DTC information stored in an optionally available DTC mirror memory in the server is not affected by this
service (see ReadDTClInformation (19 hex) service in 11.3 for DTC mirror memory definition).
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IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.3 in the event that those addressing methods are implemented for this service.

11.2.2 Request message

11.2.2.1 Request message definition

Table 236 — Request message definition

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ClearDiagnosticlnformation Request Service Id M 14 CDTCI
groupOfDTCI] = [ GODTC_
#2 groupOfDTCHighByte M 00-FF HB
#3 groupOfDTCMiddleByte M 00-FF MB
#4 groupOfDTCLowBYte ] M 00-FF LB

11.2.2.2 Request message sub-function parameter $Level (LEV_) definition

Thefe are no sub-function parameters used by this service.

11.2.2.3 Request message data parameter definition

Thefollowing data parameter is defined for this service.

Table 237 — Request message data parameter definition

Definition

groupOfDTC

Thig parameter contains a three-byte value indicating the group of DTCs (e.g. powertrain, body, chassis) or the particular
DTC to be cleared. The definition of values-for each value/range of values is included in D.1.

11.2.3 Positive response-message

11.2.3.1 Positive response message definition

Table 238 — Positive response message definition

A_PData byte Parameter name Cvt | Hexvalue NMnemonic
#1 ClearDiagnosticlnformation Positive Response Service Id M 54 CDTCIPR
11.2.3.2 Positive response message data parameter definition
There are no data parameters used by this service in the positive response message.
153
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11.2.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service.

Table 239 — Supported negative response codes

Hex Description Cvt Mnemonic

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong.

22 cpnditionsNotCorrect C CNC
This response code shall be used if internal conditions within the server prevent the
clearing of DTC related information stored in the server.

31 r¢questOutOfRange M ROOR
This return code shall be sent if the specified groupOfDTC parameter is not
spipported.

11.2.5 Megsage flow example ClearDiagnosticInformation

The client sends a ClearDiagnosticlnformation request message to a single ‘server.

Table 240 — ClearDiagnosticinformation request‘message flow example #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonif
#1 ClearDiagnosticlnformation request SID. 14 CDTCI
#2 groupOfDTC [ DTCHighByte ] (“Emissions-related systems”) 00 DTCHB
#3 groupOfDTC [ DTCMiddleByte\] 00 DTCMB
#4 groupOfDTC [ DTCLowBYyte ] 00 DTCLB

Talble 241 — ClearDiagnosticinformation positive response message flow example #1

Message d*’ection: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonif
#1 ClearDiagnosticlnformation response SID 54 CDTCIPH

11.3 ReadDTCInformation (19 hex) service
11.3.1 Service description

11.3.1.1 General description

This service allows a client to read the status of server-resident Diagnostic Trouble Code (DTC) information
from any server or group of servers within a vehicle. Unless otherwise stated, the server shall return both
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emissions-related and non emissions-related DTC information. This service allows the client to do the

following:

— retrieve the number of DTCs matching a client-defined DTC status mask (at the point of the request);

— retrieve the list of all DTCs matching a client-defined DTC status mask;

— retrieve DTCSnapshot data associated with a client-defined DTC and status mask combination (DTC

Snapshots are specific data records associated with a DTC that are stored in the server's m

emory. The

content of the DTC Snapshots is not defined by this part of ISO 14229, but typical usage of DTC

Snapshots is to store data upon detection of a system malfunction. The DTC Snapshots w

ill act as a

snapshot of data values from the time of the system malfunction occurrence.);

— |retrieve DTCExtendedData associated with a client-defined DTC and status mask combinatio
DTC memory or the DTC mirror memory. DTC Extended Data consist of extended ‘status

at the time of the request. A typical use of DTC Extended Data is to store dynamic data ass
the DTC, e.g.:

— DTC occurrence counter;
— current threshold values;
— time of last occurrence (etc.);

— fault validation counters (e.g. counts number of reported “test failed” and possible other
the validation is performed in several steps);

— uncompleted test counters (e.g. counts numbers of driving cycles since the test was lates
i.e. since the test reported “test passed®™.or “test failed”);

— fault occurrence counters (e.g. sbunts number of driving cycles in which “test failed
reported);

— DTC aging counter (e.g, ounts number of driving cycles since the fault was last failed e
driving cycles in which'the test has not reported “test passed” or the test report “test failed

— specific counters(for OBD (e.g. number of remaining driving cycles until the “check eng
switched off);

— |retrieve the number of DTCs matching a client-defined severity mask (at the point of the reque
— |retrieve.the list of DTCs matching a client-defined severity mask record;

— |retfieve severity information for a client-defined DTC;

n out of the
information

associated with a DTC. DTC Extended Data contain DTC parameter values, which have beg¢n identified

bciated with

counters if

t completed

" has been

cluding the

)

ne” lamp is

st);

— retrieve the status of all DTC's supported by the server;
— retrieve the first DTC failed by the server;

— retrieve the most recently failed DTC within the server;
— retrieve the first DTC confirmed by the server;

— retrieve the most recently confirmed DTC within the server;

— retrieve the list of DTCs out of the DTC mirror memory matching a client-defined DTC status mask;
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— retrieve mirror memory DTCExtendedData record data for a client-defined DTC mask and a client-defined

DTCExtendedData record number out of the DTC mirror memory;

— retrieve the number of DTCs out of the DTC mirror memory matching a client-defined DTC status mask;

— retrieve the number of “only” emissions-related OBD DTCs matching a client-defined DTC status mask
(Emissions-related OBD DTCs cause the malfunction indicator to be turned on/display a message if such

a DTC is detected.);

— retrieve all current “prefailed” DTCs which have or have not yet been detected as “pending” or

“confirmed”;

— retrievg all DTCs with “permanentDTC” status (These DTCs have been previously cleared:by
clearDipgnosticinformation service but remain in the non-volatiie memory of the servér until
appropfiate monitors for each DTC have successfully passed.).

This servicg uses a sub-function to determine which type of diagnostic information the, Client is reques
Further details regarding each sub-function parameter are provided in the following clauses.

This servicg makes use of the following terms:

— Enablq Criteria: server/vehicle manufacturer/system supplier specific.criteria used to control when
server pctually performs a particular internal diagnostic;

— Test Ppss Criteria: server/vehicle manufacturer/system supplier.specific conditions that define wheth
system being diagnosed is functioning properly within normal; acceptable operating ranges (e.g
failured exist and the diagnosed system is classified as “OK*);

— Test Fpilure Criteria: server/vehicle manufacturer/system supplier specific failure conditions that dd
whethdr a system being diagnosed has failed the test;

— Confirmed Failure Criteria: server/vehicle manufacturer/system supplier specific failure conditions
define whether the system being diagnosedhis definitively problematic (confirmed), warranting storag
the DTL record in long-term memory;

— Occurfence Counter: a counter maintained by certain servers that records the number of instancq
which a given DTC test reported(auhique occurrence of a test failure;

— Aging]a process whereby‘eertain servers evaluate past results of each internal diagnostic to determi
a confirmed DTC can be-cleared from long-term memory, e.g. in the event of a calibrated numbse
failure-free cycles.

the
the

ng.

the

er a
no

fine

that
e of

ne if
r of

IMPORTANT — The server and the client shall meet the request and response message behaviour as

11.3.1.2

specified il 7.5.27inthe event that those addressing methods are implemented for this service.

etrieving the number of DTCs that match a client-defined status mask

A client can retrieve a count of the number of DTCs matching a client-defined status mask by sending a

request for this service with the sub-function set to reportNumberOfDTCByStatusMask. The response to
request contains the DTCStatusAvailabilityMask, which provides an indication of DTC status bits that

this
are

supported by the server for masking purposes. Following the DTCStatusAvailabilityMask, the response

contains the DTCFormatldentifier which reports information about the DTC formatting and encoding.

The

DTCFormatldentifier is followed by the DTCCount parameter which is a two-byte unsigned numeric number

containing the number of DTCs available in the server's memory based on the status mask provided by
client.

the
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reportNumberOfMirrorMemoryDTCByStatusMask has the same functionality as the

sub-function reportNumberOfDTCByStatusMask with the difference that it returns the number of DTCs out of
DTC mirror memory.

11.3.1.3 Retrieving the list of DTCs that match a client-defined status mask

The client can retrieve a list of DTCs which satisfy a client-defined status mask by sending a request with the
sub-function byte set to reportDTCByStatusMask. This sub-function allows the client to request the server to
report all DTCs that are “testFailed” OR “confirmed” OR “etc.”

Th
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ClearDiagnosticlnformation service request reception in the server).

11.3

A cl
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item
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resy
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number of DTCSnapshot recerds to be supported shall be defined by the system sup

mal

een the mask specified in the client’s request and the actual status associated with each D7
he server. In addition to the DTCStatusAvailabilityMask, the server shall return all DT.€s)fg
It of the AND-ing operation is non-zero [i.e. (statusOfDTC & DTCStatusMask) != 0]. If the clien
Is mask that contains bits that the server does not support, then the server shall*proces
'mation using only the bits that it does support. If no DTCs within the server match the mas
cified in the client’'s request, no DTC or status information shall bé) provided fo
L StatusAvailabilityMask byte in the positive response message.

[ status information shall be cleared upon a successful ClearDiagnosticlaformation request fro
DTC status bit definitions in D.2 for further descriptions on the DTC status bit handling i

.1.4 Retrieving DTCSnapshot record identification

ent can retrieve DTCSnapshot record identification information for all captured DTCSnapsho
Hing a request for this service with the sub-function.sét to reportDTCSnapshotldentification.
| return the list of DTCSnapshot record identification-information for all stored DTCSnapshot re
the server places in the response message fora single DTCSnapshot record shall contain a
taining the DTC number (high, middle and\lew byte)] and the DTCSnapshot record numhk
iple DTCSnapshot records are stored farya single DTC, then the server shall place one
onse for each occurrence, using a different DTCSnapshot record number for each occurreng
ater retrieval of the record data).

brver may support the storage of multiple DTCSnapshot records for a single DTC to track
ent at each occurrence of the:DTC. Support of this functionality, definition of “occurrence” crit

ufacturer.

DT(

requiest from the client’It is in the responsibility of the vehicle manufacturer to specify the rules for

of

DTCSnapshot-data completely occupied in the server).

11.3.1.5 \Retrieving DTCSnapshot record data for a client-defined DTC mask and/or a client
DT(¢Snapshot record number

LSnapshot recordridentification information shall be cleared upon a successful ClearDiagnostig

ored DTCs_and DTCSnapshot data in case of a memory overflow (memory space for storeq

ing operation
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A client can retrieve captured DTCSnapshot record data for either a client-defined DTCMaskRecord in
conjunction with a DTCSnapshot record number or a DTCSnapshot record number only by sending a request
for this service with the sub-function set to either reportDTCSnapshotRecordByDTCNumber or
reportDTCSnapshotRecordByRecordNumber. In case of reportDTCSnapshotRecordByDTCNumber, the
server shall search through its supported DTCs for an exact match with the DTCMaskRecord specified by the
client [containing the DTC number (high, middle, and Ilow byte)]l. In this case, the
DTCSnapshotRecordNumber parameter provided in the client’s request shall specify a particular occurrence
of the specified DTC for which DTCSnapshot record data is being requested. In case of
reportDTCSnapshotRecordByRecordNumber, the server shall search through its stored DTCSnapshot
records for a match to the client-provided record number.
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NOTE If the DTCSnapshotRecordNumber is unique to the server (each record number exists only once in the server),
then both sub-function parameters (reportDTCSnapshotRecordByDTCNumber,
reportDTCSnapshotRecordByRecordNumber) for retrieving the DTCSnapshot records can be used. If the

DTCSnapshotRecordNumber is unique to a DTC, then only the reportDTCSnapshotRecordByDTCNumber can be used.

If the server supports the ability to store multiple DTCSnapshot records for a single DTC (support of this
functionality is to be defined by the system supplier/vehicle manufacturer), then it is recommended that the
server also implements the reportDTCSnapshotldentification sub-function parameter. It is recommended that
the client first requests the identification of DTCSnapshot records stored using the sub-function parameter

reportDTCSnapshotldentification before requesting a specific DTCSnapshotRecordNumber via the
reportDTCSnapshotRecordByDTCNumber or reportDTCSnapshotRecordByRecordNumber.
It is also recommended to support the sub-function parameter reportDTCSnapshotRecordldentification in

order to giv
through all

It shall be
records cap

Along  with
DTCSnap
DTCMask
hex).

The exact f

The DTCSt
conditions

e the client the opportunity to identify the stored DTCSnapshot records directly instead. of|pari
stored DTCs of the server to determine if a DTCSnapshot record is stored.

the responsibility of the system supplier/vehicle manufacturer to define whether”"DTCSnap
tured within such servers store data associated with the first or most recent oecurrence of a fa

the DTC number and statusOfDTC, the server shall return )a single, predef

IsteotRecord in response to the client’s request if a failure has been identified for the client-def

cord and DTCSnapshotRecordNumber parameters (DTCSnapshotRecordNumber unequa

hilure criteria shall be defined by the system supplier/vehicle*manufacturer.

sing

shot
lure.

ned
ned
FF

apshot record may contain multiple data parameters_that can be used to reconstruct the vehicle

e.g. B+, RPM, time-stamp) at the time of the failure @ccurrence.

The vehicle
the DTCS

manufacturer shall define format and content.of the DTCSnapshotRecord. The data reporte
apshotRecord first of all contains a dataldentifier to identify the data that follows.

dataldentifi¢r/data combination can be repeated within_ the DTCSnapshotRecord.The usage of one or mul
dataldentifi¢rs in the DTCSnapshotRecord allows\for the storage of different types of DTCSnapshotRec

for a singl

DTC for different occurrences of thefailure. A parameter which indicates the number of re

dataldentifigrs contained within each DTCSnapshotRecord shall be provided with each DTCSnapshotRe

to assist da

The server
the DTCSr

a retrieval.

shall report one DTCSnapshot record in a single response message, except if the client has
apshotRecordNumber~to FF hex, because this shall cause the server to respond with

DTCSnapshot records stored fotf-the client-defined DTCMaskRecord in a single response message.

If the client
only includg
record num

requested to réport all DTCSnapshot records by DTC number, then the DTCAndStatusReco
d one time.indhe response message. If the client requested to report all DTCSnapshot record
ber, then‘the DTCAndStatusRecord shall be repeated in the response message for each st

DTCSnapshot recerd.

The server

shall negat|vely respond if the DTCMaskRecord or DTCSnapshotRecordNumber parame
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which the DTCMaskRecord and/or DTCSnapshotRecordNumber parameters specified by the client are
indeed valid and supported by the server, but have no DTCSnapshot data associated with them (e.g. because
a failure event never occurred for the specified DTC or record number). In case of
reportDTCSnapshotRecordByDTCNumber, the server shall send the positive response containing only the
DTCAndStatusRecord [echo of the requested DTC number (high, middle and low byte) plus the statusOfDTC].
In case of reportDTCSnapshotRecordByRecordNumber, the server shall send the positive response
containing only the DTCSnapshotRecordNumber (echo of the requested record number).

DTCSnapshot information shall be cleared upon a successful ClearDiagnosticiInformation request from the
client. It is the responsibility of the vehicle manufacturer to specify the rules for the deletion of stored DTCs
and DTCSnapshot data in case of a memory overflow (memory space for stored DTCs and DTCsnapshot
data completely occupied in the server).
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11.3.1.6 Retrieving DTCExtendedData record data for a client-defined DTC mask and a client-defined
DTCExtendedData record number

A client can retrieve DTCExtendedData for a client-defined DTCMaskRecord in conjunction with a
DTCExtendedData record number by sending a request for this service with the sub-function set to
reportDTCExtendedDataRecordByDTCNumber. The server shall search through its supported DTCs for an
exact match with the DTCMaskRecord specified by the client [containing the DTC number (high, middle and
low byte)]. In this case, the DTCExtendedDataRecordNumber parameter provided in the client’s request shall
specify a particular DTCExtendedData record of the specified DTC for which DTCExtendedData is being
requested.

Alomg with the DTC number and statusOfDTC, the server shall return a single predefined DTCExtendedData

recd
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rd in response to the client’s request (DTCExtendedDataRecordNumber unequal FF hex).
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data reported in the DTCExtendedDataRecord is defined by the DTCExtendedDataRecordN
lar way to the definition of data within a record dataldentifier. Multiple DTCExtendedDataRecq
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Cle@rance of DTCExtendedData information upon the reception of a ClearDiagnosticinformatio
spefified in 11.2.1. It is the responsibility of the vehicle manufacturer to specify the rules for the
storpd DTCs and DTC extended data in case of a memory overflow (memory space for stored DT(
extgnded data completely occupied in the server).

11.3.1.7 Retrieving the'number of DTCs that match a client-defined severity mask record
Acl
sen
The
the

ent can retrieve~a-count of the number of DTCs matching a client-defined severity status mag
Hing a request.-for this service with the sub-function set to reportNumberOfDTCBySeverityM
server shall’scan through all supported DTCs, performing a bit-wise logical AND-ing operati
mask record specified by the client with the actual information of each stored DTC.

k record by
askRecord.
bn between

((statusOfDTC & DTCStatusMask) & (severity & DTCSeverityMask)) != 0

For each AND-ing operation yielding a non-zero result, the server shall increment a counter by one. If the
client specifies a status mask within the mask record that contains bits that the server does not support, then
the server shall process the DTC information using only the bits that it does support. Once all supported DTCs
have been checked once, the server shall return the DTCStatusAvailabilityMask and resulting two-byte count
to the client.

If no DTCs within the server match the masking criteria specified in the client's request, the count returned by
the server to the client shall be zero. The reported number of DTCs matching the DTC status mask is valid for
the point in time when the request was made. There is no relationship between the reported number of DTCs
and the actual list of DTCs read via the sub-function reportDTCByStatusMask because the request to read the
DTCs is done at a different point in time.
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11.3.1.8 Retrieving severity and functional unit information that matches a client-defined severity
mask record

The client can retrieve a list of DTC severity and functional unit information, which satisfies a client-defined
severity mask record by sending a request with the sub-function byte set to reportDTCBySeverityMaskRecord.
This sub-function allows the client to request the server to report all DTCs with a certain severity and status
that are “testFailed” OR "confirmed” OR "etc.” The evaluation shall be done as follows.

The server shall perform a bit-wise logical AND-ing operation between the DTCSeverityMask and the
DTCStatusMask specified in the client's request and the actual DTCSeverity and statusOfDTC associated

with each DTC supported by the server.

In addition
AND-ing op

((staf

If the client
then the se

the server match the masking criteria specified in the client’s request, no DTC or-status information sha

provided fo

11.3.1.9 H
A client can
request for
through its
the DTC nu

11.3.1.10 R

A client car
the sub-fi
DTCStatus
for maskirn
listOfDTCA
trouble cod

11.3.1.11 R

to the DTCStatusAvailabilityMask, the server shall return all DTCs for which the result"\of
eration is non-zero,

usOfDTC & DTCStatusMask) & (severity & DTCSeverityMask)) !=0

specifies a status mask within the mask record that contains bits that the server’does not sup
rver shall process the DTC information using only the bits that it does support. If no DTCs w

lowing the DTCStatusAvailabilityMask byte in the positive response message.

Retrieving severity and functional unit information for a client-defined DTC

retrieve severity and functional unit information for a client-defined DTCMaskRecord by sendi

this service with the sub-function set to reportSeveritylnfermationOfDTC. The server shall se
supported DTCs for an exact match with the DTCMaskRecord specified by the client [contai
mber (high, middle, and low byte)].

Retrieving the status of all DTCs supported\by the server

retrieve the status of all DTCs supported by the server by sending a request for this service
nction set to reportSupportedDTCs. The response to this request contains
A\vailabilityMask, which provides an_indication of DTC status bits that are supported by the s¢
g purposes. Following thet DTCStatusAvailabilityMask, the response also contains
ndStatusRecord, which contains the DTC number and associated status for every diagnd
b supported by the server;

Retrieving the first/most recent failed DTC

The client
sub-functio
with the D
associated

can retrieve the/first/most recent failed DTC from the server by sending a request with
byte set to-reportFirstTestFailedDTC” or “reportMostRecentTestFailedDTC”, respectively. A
CStatusAvailabilityMask, the server shall return the first or most recent failed DTC number
tatus_tothe client.

the

bort,
thin
| be

hg a
breh
hing

with
the
rver
the
stic

No DTC/status) information shall be provided following the DTCStatusAvailabilityMask byte in the positi
response message It there were no raie S 10gged since
clear diagnostic information. Also, if only one DTC became failed since the last time the client requested the
server to clear diagnostic information, the lone failed DTC shall be returned to both reportFirstTestFailedDTC
and reportMostRecentTestFailedDTC requests from the client.

The record of the first/most recent failed DTC shall be independent of the ageing process of confirmed DTCs.

As mentioned above, first/most recent failed DTC information shall be cleared upon a successful
ClearDiagnosticinformation request from the client (see DTC status bit definitions in D.2 for further
descriptions on the DTC status bit handling in case of reception of a ClearDiagnosticlnformation service
request in the server).
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11.3.1.12 Retrieving the first/most recently detected confirmed DTC

The client can retrieve the first/most recently confirmed DTC from the server by sending a request with the
sub-function byte set to “reportFirstConfirmedDTC” or “reportMostRecentConfirmedDTC”, respectively. Along
with the DTCStatusAvailabilityMask, the server shall return the first or most recently confirmed DTC number
and associated status to the client.

No DTC/status information shall be provided following the DTCStatusAvailabilityMask byte in the positive
response message if there were no confirmed DTCs logged since the last time the client requested the server
to clear diagnostic information. Also, if only one DTC became confirmed since the last time the client
requested the server to clear diagnostic information, the lone confirmed DTC shall be returned to both

rep¢rtFirstConfirmedDTC and reportMostRecentConfirmedDTC requests from the client.

The
pas
DT(
mog
pas
bec

As

ClegarDiagnosticlnformation request from the client.

11.3

stafus mask

The

record of the first confirmed DTC shall be preserved in the event that the DTC failedrat-one

Us that become confirmed after the aforementioned DTC became confirmed). Similarly, a re
t recently confirmed DTC shall be preserved in the event that the DTC was confirmed at one
, but then satisfied ageing criteria prior to the time of the request from the client(assuming no
bme confirmed after the aforementioned DTC failed).

mentioned above, first/most recently confirmed DTC information ;shall be cleared upon a

.1.13 Retrieving the list of DTCs out of the server DTC mirror memory that match a clier

rep

mirror memory of the server. The DTC mirror memorytis an additional optional error memory in the
canpot be erased by the ClearDiagnosticinformation (14 hex) service. The DTC mirror memory
normal DTC memory and can be used, for example, if the normal error memory is erased.

11.3
acl

The)
the

jent-defined DTCExtendedData re¢ord number out of the DTC mirror memory

handling of the sub-function reportMirrorMemoryDT CByStatusMask is identical to the handling
rtDTCByStatusMask, except that all status mask checks are performed with the DTCs stored

.1.14 Retrieving mirror memory DTCExtendedData record data for a client-defined DTC

handling of the sub-function teportMirrorMemoryDTCExtendedDataRecordByDTCNumber is
handling defined for reportDT CExtendedDataRecordByDTCNumber, except that the data is r

point in the

, but then satisfied aging criteria prior to the time of the request from the client (regardless ¢f any other

cord of the
point in the
other DTCs

successful

t-defined

defined for
in the DTC
server that
mirrors the

mask and

identical to
ptrieved out

server that
mirrors the

of the DTC mirror memory~The DTC mirror memory is an additional optional error memory in the
canpot be erased by the-C€learDiagnosticinformation (14 hex) service. The DTC mirror memory
normmal DTC memory@nd can be used, for example, if the normal error memory is erased.

11.3.1.15 Retrieving the number of mirror memory DTCs that match a client-defined status mask
A client cancretrieve a count of the number of mirror memory DTCs matching a client-defined staus mask by
senfling a request for this service with the sub-function set to

reporiNumberOfMirrorMemoryDTCByStatusMask. The response to this request conptains the
DT&mmwmmmmmmmmc@ the server

for masking purposes. Following the DTCStatusAvailabilityMask, the response contains the
DTCFormatldentifier, which reports information about the DTC formatting and encoding. The
DTCFormatldentifier is followed by the DTCCount parameter, which is a two-byte unsigned numeric number
containing the number of DTCs available in the server's memory based on the status mask provided by the
client.
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11.3.1.16 Retrieving the number of “only emissions-related OBD” DTCs that match a client-defined
status mask

A client can retrieve a count of the number of “only emissions-related OBD” DTCs matching a client-defined
status mask by sending a request for this service with the sub-function set to
reportNumberOfEmissionsRelatedOBDDTCByStatusMask. The response to this request contains the
DTCStatusAvailabilityMask, which provides an indication of DTC status bits that are supported by the server
for masking purposes. Following the DTCStatusAvailabilityMask, the response contains the
DTCFormatldentifier which reports information about the DTC formatting and encoding. The
DTCFormatldentifier is followed by the DTCCount parameter, which is a two-byte unsigned numeric number
containing the number of “only emissions-related OBD” DTCs available in the server's memory based on the
status mask provided by the client.

11.3.1.17 F
mask

Retrieving a list of “only emissions-related OBD” DTCs that match a client-defined status

ask
This
are
bit-
atus
the
It of
atus

The client dan retrieve a list of “only emissions-related OBD” DTCs which satisfy a client-defined status n
by sending|a request with the sub-function byte set to reportEmissionsRelatedOBDDTCByStatusMask.
sub-function allows the client to request the server to report all “emissions-related OBD” DTCs that
“testFailed”|OR “confirmed” OR “etc.” The evaluation shall be done as follows. The.server shall perform 3
wise logica] AND-ing operation between the mask specified in the client’s request and the actual st
associated | with each “emissions-related OBD” DTC supported by the)server. In addition to
DTCStatusfvailabilityMask, the server shall return all “emissions-related ,OBD” DTCs for which the resu
the AND-ing operation is non-zero [i.e. (statusOfDTC & DTCStatusMask)‘= 0]. If the client specifies a st

mask that d
using only
masking cri

ontains bits that the server does not support, then the server shall process the DTC informa
the bits that it does support. If no “emissions-related4«©@BD” DTCs within the server match
teria specified in the client’s request, no DTC or status;information shall be provided following

tion
the
the

DTCStatusfvailabilityMask byte in the positive response message.
“Emissions:
ClearDiagn
descriptiong
request in t

related OBD” DTC status information® shall be cleared wupon a succesgsful
psticnformation request from the client-(see DTC status bit definitions in D.2 for fufther
on the DTC status bit handling in case of reception of a ClearDiagnosticlnformation service
e server).

11.3.1.18 Retrieving a list of "prefailed".DTC status

The client
“pending” o

can retrieve a list of all eurrent “prefailed” DTCs which have or have not yet been detected as
I “confirmed” at the time.of the client’s request. The intention of the DTCFaultDetectionCounter|is a
simple method to identify a growing or intermittent problem which can not be identified/read by|the
statusOfDT’l; byte of a particular DTC. The internal implementation of the DTCFaultDetectionCounter shall be
vehicle-manufacturer-specific.“The use of “prefailed” DTCs is to speed up failure detection during testing in the
manufactur|ng plants fof/BTCs that require a maturation time unacceptable to manufacturing testing. [The
service has|a similar use tase after repairing or installing new components.

11.3.1.19 Retrieving a list of DTCs with “permanentDTC” status

The client Carrretrieveatistof “pUIIIIdIICIIlDTC” status— D TCswhichtavethe—status “pclllldllcnlDTC” nave
been previously cleared by the clearDiagnosticlnformation service but remain in the non-volatile memory of
the server until the appropriate monitors for each DTC have successfully passed.

Permanent DTCs shall be stored in non-volatile memory. These DTCs cannot be cleared by any test
equipment (e.g. on-board tester, off-board tester). The OBD system shall clear these DTCs itself by
completing and passing the on-board monitor. This prevents clearing DTCs simply by disconnecting the
battery.

A confirmed DTC shall be stored as a permanent DTC no later than the end of the ignition cycle and
subsequently at all times that the confirmed DTC is commanding the Malfunction Indicator on (e.g. for
currently failing systems, but not during the 40 warm-up cycle self-healing process).
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Permanent DTCs shall be erasable if the engine control module is reprogrammed and the readiness status for
all monitored components and systems is set to “not complete.”

11.3.2 Request message

11.3.2.1

Request message definition

The following tables show the different structures of the ReadDTClInformation request message, based on the
sub-function parameter used.

reportByStatusMask, reportMirrorMemoryDTCByStatusMask,
reportNumberOfMirrorMemoryDTCByStatusMask,
reportNumberOfEmissionsRelatedOBDDTCByStatusMask,
reportEmissionsRelatedOBDDTCByStatusMask

Table 242 — Request message definition — sub-function = reportNumberOfDTCByStatusMask,

A_pPata byte Parameter name Cvt | Hex'value Mnpmonic
#1 ReadDTClInformation request Service Id M 19 RDTCI
#2 sub-function = [ L\ LEV_
reportNumberOfDTCByStatusMask 01 RNODPTCBSM
reportDTCByStatusMask 02 RD[FTCBSM
reportMirrorMemoryDTCByStatusMask OF RMV\{gTCBSM
reportNumberOfMirrorMemoryDTCByStatusMask 11 RNOMMDTCBSM
reportNumberOfEmissionsRelatedOBDDTCByStatusMask 12 RNOOBDDTCBSM
reportEmissionsRelatedOBDDTCByStatusMask-] 13 ROBIDTCBSM
#3 DTCStatusMask M 00-FF DFCSM
Table 243 — Request message definition — sub-function = reportDTCSnapshotldentifi¢ation,
reportDTCSnapshotRecordByDTCNumber
A_pPata byte Parameter name Cvt | Hex value Mmnemonic
#1 ReadDTClInformation-request Service Id M 19 RDTCI
#2 sub-function = [ M LEV_
reportDTCSnapshotldentification 03 RPTCSSI
reportDTCSnapshotRecordByDTCNumber ] 04 RDTICSSBDTC
DTCMaskRecord[] = [ DTCMREC_
#3 DTCHighByte ca 00-FF bTCHB
#4 DTCMiddleByte C 00-FF DTCMB
#5 DTCLowByte ] C 00-FF DTCLB
#6 DTCSnapshotRecordNumber C 00-FF DTCSSRN

equ

The) C DTCMaskRecord record and DTCSnapshotRecordNumber parameters are only present if the sub-function)

parameter is

artoTeportDTCSmapshotRecoraByD TCNumberT:

Table 244 — Request message definition — sub-function = reportDTCSnapshotByRecordNumber

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation request Service Id M 19 RDTCI
#2 sub-function = [ M LEV_
reportDTCSnapshotRecordByRecordNumber ] 05 RDTCSSBRN
#3 DTCSnapshotRecordNumber M 00-FF DTCSSRN
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Table 245 — Request message definition — sub-function =
reportDTCExtendedDataRecordByDTCNumber,
reportMirrorMemoryDTCExtendedDataRecordByDTCNumber

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation request Service Id M 19 RDTCI
#2 sub-function = [ M LEV_
reportDTCExtendedDataRecordByDTCNumber 06 RDTCEDRBDN
reportMirrorMemoryDTCExtendedDataRecordByDTCNumber ] 10 RMMDEDRBDN
DTCMaskRecord[] = [ DTCMREC
#3 DTCHighByte M 00-FF DTCHB
#4 DTCMiddleByte M 00-FF DTCMB
#5 DTCLowByte ] M 00-FF BTCLB
#6 DTCExtendedDataRecordNumber M 00-FF DTCEDRIN
Table 246 — Request message definition — sub-function=
reportNumberOfDTCBySeverityMaskRecord, reportDTCSeveritylnformation
A_Data byte Parameter name Cvt | Hex value Mnemonig
#1 ReadDTClInformation request Service Id M 19 RDTCI
#2 sub-function = [ M LEV_
reportNumberOfDTCBySeverityMaskRéecord 07 RNODTCBSMR
reportDTCBySeverityMaskRecord } 08 RDTCBSMR
DTCSeverityMaskRecord[] = [ DTCSVMREC_
#3 DTCSeverityMask M 00-FF DTCSVM
#4 DTCStatusMask ] M 00-FF DTCSM

Table1 247 — Request message definition'— sub-function = reportSeverityInformationOfDTC

A_Data byle Parameter name Cvt | Hex value Mnemonig
#1 ReadDTClInformation request Service Id M 19 RDTCI
#2 sub-function = [ M LEV_
reportSeveritylnformationOfDTC ] 09 RSIODT(
DTCMaskRecord[] = [ DTCMREC|_
#3 DTCHighByte M 00-FF DTCHB
#4 DTCMiddleByte M 00-FF DTCMB
#5 DTCLowByte ] M 00-FF DTCLB
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Table 248 — Request message definition — sub-function = reportSupportedDTC,
reportFirstTestFailedDTC, reportFirstConfirmedDTC, reportMostRecentTestFailedDTC,
reportMostRecentConfirmedDTC, reportDTCFaultDetectionCounter, reportDTCWithPermanentStatus

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation request Service Id M 19 RDTCI
#2 sub-function = [ M LEV_
reportSupportedDTC 0A RSUPDTC
reportFirstTestFailedDTC 0B RFTFDTC
reportFirstConfirmedDTC 0oC RFCDTC
repertMostRecenttestrailedDFC 0b RMRTFDTC
reportMostRecentConfirmedDTC OE RMRCDTC
reportDTCFaultDetectionCounter 14 RDTCFDC
reportDTCWithPermanentStatus ] 15 RDTCWPS

11.3.2.2 Request message sub-function parameter $Level (LEV_) definition
The| sub-function parameters are used by this service to select one of the DTC report types specified in

Tabje 249. Explanations and usage of the possible levels are detailgd below
[suppressPosRspMsgindicationBit (bit 7) not shown].

Table 249 — Request message sub<function definition

(bit 6-0) Description Cvt Mnpemonic

DO ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this document for future definition.

D1 reportNumberOfDTCByStatusMask U RNODTCBSM
This parameter specifies that the sefver shall transmit to the client the number of
DTCs matching a client-defined-status mask.

D2 reportDTCByStatusMask M ROTCBSM
This parameter specifies'that the server shall transmit to the client a list of DTCs
and corresponding statusSes matching a client-defined status mask.

D3 reportDTCSnapshotldentification U RPTCSSI
This parameter;'specifies that the server shall transmit to the client all DTCSnapshot
data record identifications [DTC number(s) and DTCSnapshot record number(s)].

D4 reportDTCSnapshotRecordByDTCNumber U RDTCSSBDTC

ThisV'parameter specifies that the server shall transmit to the client the
DTCSnapshot record(s) associated with a client-defined DTC number and
DTCSnapshot record number (FF hex for all records).

05 reportDTCSmapshotRecordaByRecordaNumber ) RDTCSSBRN

This parameter specifies that the server shall transmit to the client the
DTCSnapshot record(s) associated with a client-defined DTCSnapshot record
number (FF hex for all records).

Note that this sub-function parameter can only be supported if the
DTCSnapshotRecordNumber is unique to the server (each record number exists
only once in the server) and not unique to a DTC.
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Table 249 (continued)

Hex _— .
(bit 6-0) Description Cvt Mnemonic
06 reportDTCExtendedDataRecordByDTCNumber ] RDTCEDRBDN
This parameter specifies that the server shall transmit to the client the
DTCExtendedData record(s) associated with a client-defined DTC number and
DTCExtendedData record number (FF hex for all records, FE hex for all OBD
records).
07 reportNumberOfDTCBySeverityMaskRecord U RNODTCBSMR
This parameter specifies that the server shall transmit to the client the number of
D|T'Cs matching a client-defined severity mask record.
08 r¢portDTCBySeverityMaskRecord U RDTEBSMR
This parameter specifies that the server shall transmit to the client a list of DTCs
a11d corresponding statuses matching a client-defined severity mask record.
09 rgportSeveritylnformationOfDTC U RSIODTC
This parameter specifies that the server shall transmit to the client the severity
information of a specific DTC specified in the client request message.
0A r¢portSupportedDTC ] RSUPDTC

This parameter specifies that the server shall transmit to the client a list of all DTCs
and corresponding statuses supported within the server.

This parameter specifies that the server shall transmit to.thé’client the first failed
D|TC to be detected by the server since the last clearance of diagnostic information.
Npte that the information reported via this sub-function parameter shall be

ependent of whether or not the DTC was confirmedor aged.

0B rEortFirstTestFailedDTC U RFTFDTC
i

This parameter specifies that the server  shall transmit to the client the first
confirmed DTC to be detected by the sérver since the last clearance of diagnostic
information.

The information reported via this-stub-function parameter shall be independent of the
aging process of confirmed DFCsAe.g. if a DTC ages such that its status is allowed
tq be reset, the first confirmed’DTC record shall continue to be preserved by the

0oC rgportFirstConfirmedDTC U RFCDTC
server, regardless of any.other DTCs that become confirmed afterwards).

0D rgportMostRecentTéstFailedDTC ] RMRTFDT(

This parameter speeifies that the server shall transmit to the client the most recent
fgiled DTC totbe detected by the server since the last clearance of diagnostic
information<Note that the information reported via this sub-function parameter shall
bé indepéndent of whether or not the DTC was confirmed or aged.

0OE rg¢portMostRecentConfirmedDTC ] RMRCDTC

This parameterspecifiesthat the-server statt-trarsmittothecttientthemost Tecent
confirmed DTC to be detected by the server since the last clearance of diagnostic
information.

Note that the information reported via this sub-function parameter shall be
independent of the aging process of confirmed DTCs (e.g. if a DTC ages such that
its status is allowed to be reset, the first confirmed DTC record shall continue to be
preserved by the server, assuming no other DTCs become confirmed afterwards).

OF reportMirrorMemoryDTCByStatusMask U RMMDTCBSM

This parameter specifies that the server shall transmit to the client a list of DTCs out
of the DTC mirror memory and corresponding statuses matching a client-defined
status mask.
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Hex

This parameter specifies that the server shall transmit’to the client a list of current
“prefailed” DTCs which have or have not yet ‘been detected as “pending” or
“confirmed”.

The intention of the DTCFaultDetectionCounter is to provide a simple method by
which to identify a growing or intermittent)problem which can not be identified/read
by the statusOfDTC byte of a particular DTC. The internal implementation of the
DTCFaultDetectionCounter shall.bé vehicle-manufacturer-specific (e.g. number of
bytes, signed versus unsigned, gtc.) but the reported value shall be a scaled
one-byte signed value so that +127 (7F hex) represents a test result of “failed” and
any other non-zero positive\value represents a test result of “prefailed”. However,
DTCs with DTCFaultDétectionCounter with the value +127 shall not be reported
according to the rule)stated below. The DTCFaultDetectionCounter shall be
incremented by a vehicle-manufacturer-specific amount each time the test logic
runs and indicates a fail for that test run.

A reported-DTCFaultDetectionCounter value greater than zero and less than +127
(i.e. 01 hex~ 7E hex) indicates that the DTC enable criteria were met and that a
non-completed test result prefailed at least in one condition or threshold.

OnlyvDTCs with DTCFaultDetectionCounters with a non-zero positive value less
than +127 (7F hex) shall be reported.

The DTCFaultDetectionCounter shall be decremented by a vehicle-manufacturer-

Ty

(bit 6-0) Description Cvt Mnemonic

10 reportMirrorMemoryDTCExtendedDataRecordByDTCNumber U RMMDEDRBDN
This parameter specifies that the server shall transmit to the client the
DTCExtendedData record(s), out of the DTC mirror memory, associated with a
client-defined DTC number and DTCExtendedData record number (FF hex for all
records) DTCs.

11 reportNumberOfMirrorMemoryDTCByStatusMask U | RNOMMDTCBSM
This parameter specifies that the server shall transmit to the client the number of
DTCs out of the mirror memory matching a client-defined status mask.

2 reportNumberOfEmissionsRelatedOBDDTCByStatusMask U ‘[ RNOOBDDTCBSM
This parameter specifies that the server shall transmit to the client the number of
emissions-related OBD DTCs matching a client-defined status mask. The number
of OBD DTCs reported shall be only those which are required to be compatible with
emissions-related legal requirements.

3 reportEmissionsRelatedOBDDTCByStatusMask U ROBIPDTCBSM

This parameter specifies that the server shall transmit to the glient a list of
emissions-related OBD DTCs and corresponding statuses ~ matching a
client-defined status mask. The list of OBD DTCs reported{shall be only those
which are required to be compatible with emissions-related legal requirements.

4 reportDTCFaultDetectionCounter ] ROTCFDC

HH + |~ ik £y +.1 H P~ = H . £, EYY €3
OPC\.’III\.’ Armmuurit avitT urnie uie tool IUuIU TUurio arnmu imriuivdalvo A PGOO o uarat tcot TurT.
If the DTCFaultDetectionCounter is decremented to zero or below, the DTC shall
no longer be reported in the positive response message. The value of the
DTCFaultDetectionCounter shall not be maintained between operation cycles.

If a ClearDiagnosticinformation  service request is received, the
DTCFaultDetectionCounter value shall be reset to zero for all DTCs. Additional
reset conditions shall be defined by the vehicle manufacturer. Refer to D.5 for
example implementation details.
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Table 249 (continued)

Hex _— .
(bit 6-0) Description Cvt Mnemonic
15 reportDTCWithPermanentStatus U RDTCWPS
This parameter specifies that the server shall transmit to the client a list of DTCs
with “permanentDTC” status. DTCs which have the status “permanentDTC” have
been previously cleared by the clearDiagnosticinformation service but remain in the
non-volatile memory of the server until the appropriate monitors for each DTC have
successfully passed.
16 - 7F | ISOSAEReserved M [SOSAERESRVD
This value is reserved by this document for future definition.

11.3.2.3 Request message data parameter definition

Table 250 gqpecifies the data parameter definitions for this service.

Table 250 — Request data parameter definition

Definition

DTCStatusMask

The DTCStgtusMask contains eight (8) DTC status bits. The definitions forleach of the eight (8) bits can be found in P.2.
This byte i used in the request message to allow a client to request;DTC information for the DTC's whose status
matches thg DTCStatusMask. A DTC's status matches the DTCStatusMask if any one of the DTCs actual status bifs is
set to 1 and the corresponding status bit in the DTCStatusMask s, also set to 1 (i.e. if the DTCStatusMask is bit-wise
logically ANDed with the DTC's actual status and the result is nof=zero, then a match has occurred). If the client specffies
a status mgsk that contains bits that the server does not support, then the server shall process the DTC informgtion
using only the bits that it does support.

DTCMaskRgcord [DTCHighByte, DTCMiddleByte,. DT€LowByte]

DTCMaskRegcord is a three-byte value containing/DTCHighByte, DTCMiddleByte and DTCLowByte, which together
represent a pnique identification number for a specific diagnostic trouble code supported by a server.

The definitign of the three-byte DTC numbeér allows for several ways of coding DTC information. It can be done

— by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the 1SO 1509
specifigation (this format is identified by the DTCFormatldentifier = ISO15031-6DTCFormat), or

— by using the decoding of the.DTCHighByte, DTCMiddleByte and DTCLowByte according to this part of ISO 14229,
which dloes not specify any’decoding method and therefore allows a vehicle-manufacturer-defined decoding method
(this fofmat is identifiedyby’the DTCFormatldentifier = 1ISO14229-1DTCFormat), or

— by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the SAE J1939-73
specifi¢gation (this\format is identified by the DTCFormatldentifier = SAEJ1939-73DTCFormat), or

— by using therdecoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to ISO 11992-4 (this
format |s identified by the DTCFormatldentifier = ISO11992-4DTCFormat).

DTCSnapshoetRecordNumber

A
1
(o]

DTCSnapshotRecordNumber is a one-byte value indicating the number of the specific DTCSnapshot data records
requested for a client-defined DTCMaskRecord via the
reportDTCSnapshotByDTCNumber/reportDTCSnapshotByRecordNumber sub-functions. For emissions-related servers
(OBD-compliant ECUs), the DTCSnapshot data record number 00 hex shall be the equivalent data record as specified in
ISO 15031-5 service 02 hex frame number 00 hex. If the server supports multiple DTCSnapshot data records, the range
of 01 hex through FE hex shall be used. A value of FF hex requests the server to report all stored DTCSnapshot data
records at once.
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Table 250 (continued)

Definition

The

DTCExtendedDataRecordNumber

DTCExtendedDataRecordNumber is a one-byte value indicating the number of the specific DTCExtendedData record
requested for a client-defined DTCMaskRecord via the reportDTCExtendedDataRecordByDTCNumber sub-function. For
emissions-related servers (OBD-compliant ECUs), the DTCExtendedDataRecordNumber 00 hex shall be reserved for
future OBD use.

following DTCExtendedDataRecordNumber ranges are reserved.
A value of 00 hex is reserved by ISO/SAE.

A value of 01 hex - 8F hex requests the server to report the vehicle-manufacturer-specific stored DTCE
records.

A value of FE hex requests the server to report all legislated OBD stored DTCExtendedData record
response message.

A value of FF hex requests the server to report all stored DTCExtendedData records in a single respons

A value of 90 hex - EF hex requests the server to report legislated OBD stored DTCExtendedDate records.
A value of FO hex — FD hex is reserved by ISO/SAE for future reporting of groups in a single response njessage.

tendedData

5 in a single

e message.

DT¢SeverityMaskRecord [DTCSeverityMask, DTCStatusMask]

DT¢SeverityMaskRecord is a two-byte value containing the DTCSeverityMask“and the DTCStatusMask (
D.3).

see D.2 and

Theg
D.3

DT¢SeverityMask

definition matches the DTCSeverityMask. A DTC’s severity-definition matches the DTCSeverityMask if an
DT(C’s actual severity bits is set to 1 and the corresponding, severity bit in the DTCSeverityMask is also set tq

DTCSeverityMask contains three (3) DTC severity bits. The definitions for each of the three (3) bits car]
This byte is used in the request message to allow a client to request DTC information for the DTCs wh

be found in
ose severity
y one of the
1 (i.e. if the

DTCSeverityMask is bit-wise logically ANDed with the DTC's actual severity and the result is non-zero, then g match has
occprred).

11.3.3 Positive response message

11.3.3.1 Positive response message definition

Posjtive response(s) to the ReadDTClInformation service requests depend on the sub-function in|the service
reqyest.

Thel tables below define the response message formats of each sub-function parameter.

Table 251 deseribes the positive response format for the following sub-functions of this service:
rep¢rtNumberQfDTCByStatusMask, reportNumberOfDTCBySeverityMaskRecord, reporfNumberOf-
MirmorMemoryDTCByStatusMask and reportNumberOfEmissionsRelatedOBDDTCByStatusMask.
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Table 251 — Response message definition — sub-function = reportNumberOfDTCByStatusMask,
reportNumberOfDTCBySeverityMaskRecord, reportNumberOfMirrorMemoryDTCByStatusMask,
reportNumberOfEmissionsRelatedOBDDTCByStatusMask

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR
#2 reportType = [ M LEV_
reportNumberOfDTCByStatusMask 01 RNODTCBSM
reportNumberOfDTCBySeverityMaskRecord 07 RNODTCBSMR
reportNumberOfMirrorMemoryDTCByStatusMask 11 RNOMMDTCBSM
repertNumberofEmissionsRelated OBBBFCByStatusiMaskt 42 RNOOBBBFSBSM
#3 DTCStatusAvailabilityMask M 00-FF DTCSAM
#4 DTCFormatldentifier = [ M DTCFID_
1ISO15031-6DTCFormat 00 15031-6DTCF
1SO14229-1DTCFormat 01 14229-1DTCF
SAEJ1939-73DTCFormat 02 d1939-73DTAF
1ISO11992-4DTCFormat ] 03 11992-4DTCF
DTCCount[] = [ DTCC_
#5 DTCCountHighByte M 00-FF DTCCHB
#6 DTCCountLowByte ] M 00-FF DTCCLB
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Table 252 describes the positive response format for the following sub-functions of this service:

reportDTCByStatusMask,

reportSupportedDTCs, reportFirstTestFailedDTC, reportFirstCon

firmedDTC,

reportMostRecentTestFailedDTC, reportMostRecentConfirmedDTC, reportMirrorMemoryDTCByStatusMask,
reportEmissionsRelatedOBDDTCByStatusMask and reportDTCWithPermanentStatus.

Table 252 — Response message definition — sub-function = reportDTCByStatusMask,

reportSupportedDTCs, reportFirstTestFailedDTC, reportFirstConfirmedDTC,
reportMostRecentTestFailedDTC, reportMostRecentConfirmedDTC,

reportMirrorMemoryDTCByStatusMask, reportEmissionsRelatedOBDDTCByStatusMask,

reportDTCWithPermanentStatus

A_pPata byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCByStatusMask 02 RDTCBSM
reportSupportedDTCs 0A RSUPDTC
reportFirstTestFailedDTC 0B RFTFDTC
reportFirstConfirmedDTC oC RFCDTC
reportMostRecentTestFailedDTC 0D RIMRTFDTC
reportMostRecentConfirmedDTC OE RMRCDTC
reportMirrorMemoryDTCByStatusMask OF RMMDTCBSM
reportEmissionsRelatedOBDDTCByStatusMask 13 ROBDDTCBSM
reportDTCWithPermanentStatus ] 15 RDTCWPS
#3 DTCStatusAvailabilityMask M 00-FF DPTCSAM
DTCAnNdStatusRecord[] = [ DOTCASR_
#4 DTCHighByte#1 Cq2 00-FF DTCHB
#5 DTCMiddleByte#1 C4 00-FF DTCMB
#6 DTCLowByte#1 C4 00-FF DTCLB
#7 statusOfDTC#1 C4 00-FF SODTC
#8 DTCHighByte#2 Czb 00-FF DTCHB
#9 DTCMiddleByte#2 C, 00-FF DTCMB
#10 DTCLowByte#2 Co 00-FF DTCLB
#11 statusOfDTG#2 Co 00-FF SODTC
#n-3 DTCHighByte#m Co 00-FF DTCHB
#n-2 DTCMiddleByte#m C, 00-FF DTCMB
#n-1 DTCLtowByte#m Co 00-FF DTCLB
#n statusOfDTC#m ] C, 00-FF SODTC
@ |The C4 parameter is ‘only present if reportType = reportDTCByStatusMask, reportSupportedDTCs, reportFirstT¢stFailedDTC,
repqrtFirstConfirmedDTC,-feportMostRecentTestFailedDTC, reportMostRecentConfirmedDTC, reportMirrorMemoryDTCHyStatusMask,
repqrtEmissionsRelatedOBDDTCByStatusMask, reportDTCWithPermanentStatus and DTC information is available to be reported.
b |The C, _ \parameter is only present if reportType = reportSupportedDTCs, reportDTCHyStatusMask,
repgrtMirrorMemoryDTCByStatusMask, reportEmissionsRelatedOBDDTCByStatusMask, reportDTCWithPermanentStatyis and more
thar] one set of DTC information is available to be reported.
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Table 253 describes the positive response format for the following sub-function of this service:
reportDTCSnapshotldentification.

Table 253 — Response message definition — sub-function = reportSnapshotldentification

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCSnapshotldentification ] 03 RDTCSSI
DTCRecord[#4=1 DTCASR-
#3 DTCHighByte#1 Cq2 00-FF DTCHB
#4 DTCMiddleByte#1 C4 00-FF DTEMB
#5 DTCLowByte#1 ] C4 00-FF DTELB
#6 DTCSnapshotRecordNumber #1 C4 00-FF DTCSSRN
DTCRecord[] #m = DTCASR |
#n-3 DTCHighByte#m C,P° 00-FF DTCHB
#n-2 DTCMiddleByte#m Co 00-FF DTCMB
#n-1 DTCLowByte#m ] Co 00-FF DTCLB
#n DTCSnapshotRecordNumber #m C, 00-FF DTCSSRN
@8  For Cy, [the DTCRecord and DTCSnapshotRecordNumber parameter is only present if at least one DTCSnapshot recold is
available to bg reported.
b For C,, fhe DTCRecord and DTCSnapshotRecordNumber parameter is only present if more than one DTCSnapshot recofd is
available to bg reported.
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Table 254 describes the positive response format for the following sub-function of this service:
reportDTCSnapshotRecordByDTCNumber.

Table 254 — Response message definition — sub-function = reportDTCSnapshotRecordByDTCNumber

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCSnapshotRecordByDTCNumber ] 04 RDTCSSBDTC
DTCAndStatusRecord[] = [ DTCASR_
#3 DTCHighByte M 00-FF DTCHB
#4 DTCMiddleByte M 00-FF DTCMB
#5 DTCLowByte M 00-FF DTCLB
#6 statusOfDTC ] M 00-FKF SODTC
#7 DTCSnapshotRecordNumber #1 C42 00~FF DTCSSRN
#8 DTCSnapshotRecordNumberOfldentifiers #1 C4 00-FF D[TCSSRNI
DTCSnapshotRecord[] #1 = [ DOTCSSR_
#9 dataldentifier#1 byte #1 (MSB) Cy 00-FF DIDB11
49-+k-1 dataldentifier#1 byte #k c, | ooFF DIDB1k
#9+k snapshotData#1 byte #1 C4 00-FF SSD11
: : Cq : :
#9+k+(p-1) snapshotData#1 byte #p Cq 00-FF SSD1p
#-(m-1)-2 dataldentifiertw byte #1 (MSB) Cb | 00-FF DIDB21
#-(m-1)-1 dataldentifierfw byte #k C, | ooFF DIDB2k
tr-(m-1) snapshotData#w byte\#1 C, 00-FF SSD21
: : C, : :
#r snapshotData#w\byte #m ] C, 00-FF SSD2m
#t DTCSnapshotRecordNumberd#x Cs° 00-FF OTCSSRN
#t+1 DTCSnapshotRecordNumberOfldentifiers #x Cs 00-FF D[TCSSRNI
DTCSnapshotRecord[}#X = [ DTCSSR_
#t+2 dataldentifie##1 byte #1 (MSB) Cs 00-FF DIDB11
At+2-1+k dataldentifier#1 byte #k Cs | 00-FF DIDBAK
Ht+2+k snapshotData#1 byte #1 Cs 00-FF SSD11
: : Cs : :
#t42+k+(p-1) snapshotData#1 byte #p Cs 00-FF SSD1p
#h-(u-1)-2 dataldentifier#w byte #1 (MSB) co | 00FF DIDB21
#h-(u-1)-1 dataldentifiertiw byte #k Cs | OOFF DIDB2k
En-(4-1) snapshotData#w byte #1 Cs 00-FF SSD21
: : C : :
#r srapshetbataiw-byteHu Cj 00+~ SSD2u

@  For C4, the DTCSnapshotRecordNumber and the first dataldentifier/snapshotData combination in the DTCSnapshotRecord
parameter are only present if at least one DTCSnapshot record is available to be reported (DTCSnapshotRecordNumber unequal to FF
hex in the request or only one record is available to be reported if DTCSnapshotRecordNumber is set to FF hex in the request).

b For C, and Cy4, there are multiple dataldentifier/snapshotData combinations allowed to be present in a single DTCSnapshotRecord.
This can be the case for the situation where a single dataldentifier only references an integral part of the data. When the dataldentifier
references a block of data then a single dataldentifier/snapshotData combination can be used.

¢ For C3, the DTCSnapshotRecordNumber and the first dataldentifier/snapshotData combination in the DTCSnapshotRecord
parameter are only present if all records are requested to be reported (DTCSnapshotRecordNumber set to FF hex in the request) and
more than one record is available to be reported.
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Table 255 describes the positive response format for the following sub-function of this service:
reportDTCSnapshotRecordByRecordNumber.

Table 255 — Response message definition — sub-function =
reportDTCSnapshotRecordByRecordNumber

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCSnapshotRecordByRecordNumber ] 05 RDTCSSBRN
#3 BFCSnapshetRecordNumber#1 i 06-F+ BFGEBRN
DTCAnNndStatusRecord[] #1 = [ DTCASR|
#4 DTCHighByte Cq2 00-FF DTCHB
#5 DTCMiddleByte C4 00-FF DTICMB
#6 DTCLowByte C4 00-FF DTCLB
#7 statusOfDTC ] Cq 00-FF SODTC
#8 DTCSnapshotRecordNumberOfldentifiers #1 C4 00-FF DTCSSRNI
DTCSnapshotRecord[] #1 = [ DTCSSR]|
#9 dataldentifier#1 byte #1 (MSB) C4 00-FF DIDB11
#9+k-1 dataldentifier#1 byte #k c 00-FF DIDB1k
#9+k snapshotData#1 byte #1 Cy 00-FF SSD11
#9+k;r(p-1 snabshotData#1 byte #p (‘;1 OO-.FF SSb1p
277 dataldentifierw byte #1 (MSB) cb | o00FF DIDB21
#r-(m-1)-1 dataldentifierfw byte #k c, | ooFF DIDB2k
#r-(m-1) snapshotData#w byte #1 Co 00-FF SSD21
#r snapshotData#w byte #m ] C, 00-FF SSD2m
#t DTCSnapshotRecordNumber #x C, 00-FF DTCSSRN
DTCAnNdStatusRecord[] #x = [ DTCASR]|
#t+1 DTCHighByte C, 00-FF DTCHB
#t+2 DTCMiddleByte Co 00-FF DTCMB
#t+3 DTCLowByte Co 00-FF DTCLB
#t+4 statusOfbTC | C, 00-FF SODTC
#t+5 DTCSnapshotRecordNumberOfldentifiers #x C, 00-FF DTCSSRNI
DTCSnapshotRecord[] #x = [ DTCSSR]|
#t+6 dataldentifier#1 byte #1 (MSB) Cs¢ 00-FF DIDB11
H+6-+k-1 dataldentifier#1 byte #k Cs | 00-FF DIDBAK
#t+6+k snapshotData#1 byte #1 Cs 00-FF SSD11
#t+6+k+(p- ) snabshotData#1 byte #p (‘;3 OO-.FF SSb1 p
277 dataldentifiertw byte #1 (MSB) c | ooFF DIDB21
#n-(u-1)-1 dataldentifierfw byte #k C. | O0FF DIDB2K
#n-(u-1) snapshotData#w byte #1 Cy 00-FF SSD21
#n snapshotData#w byte #u ] Cy 00-FF SSD2u

@  For C4, the DTCANndStatusRecord and the first dataldentifier/snapshotData combination in the DTCSnapshotRecord parameter are
only present if at least one DTCSnapshot record is available to be reported (DTCSnapshotRecordNumber unequal to FF hex in the
request or only one record is available to be reported if DTCSnapshotRecordNumber is set to FF hex in the request).

b For C, and Cy4, there are multiple dataldentifier/snapshotData combinations allowed to be present in a single DTCSnapshotRecord.
This can be the case for the situation where a single dataldentifier only references an integral part of the data. When the dataldentifier
references a block of data then a single dataldentifier/snapshotData combination can be used.

€ For Cs, the DTCSnapshotRecordNumber, DTCAndStatusRecord and the first dataldentifier/snapshotData combination in the
DTCSnapshotRecord parameter are only present if all records are requested to be reported (DTCSnapshotRecordNumber set to FF hex
in the request) and more than one record is available to be reported.
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Table 256 describes the positive response format for the following sub-functions of this service:

reportDTCExtendedDataRecordByDTCNumber and
reportMirrorMemoryDTCExtendedDataRecordByDTCNumber.

Table 256 — Response message definition — sub-function =
reportDTCExtendedDataRecordByDTCNumber and
reportMirrorMemoryDTCExtendedDataRecordByDTCNumber

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR

#2 reportType = [ M LEV_

reportDTCExtendedDataRecordByDTCNumber 06 RDTICEDRBDN
reportMirrorMemoryDTCExtendedDataRecordByDTCNumber ] 10 RMMDEDRBDN

DTCAnNdStatusRecord[] = [ DITCASR_

#3 DTCHighByte M 00-FF DTCHB

#4 DTCMiddleByte M 00-FF DTCMB

#5 DTCLowByte M 00-FF DTCLB

#6 statusOfDTC ] M 00-FF 50DTC
#7 DTCExtendedDataRecordNumber #1 Cq@ 00-FF DTCEDRN
DTCExtendedDataRecord[] #1 = [ DIFTCSSR_

#8 extendedData #1 byte #1 C4 00-FF EDD11

: : C4 : :

#8+(p-1) extendedData #1 byte #p ] C4 00-FF EDD1p
#t DTCExtendedDataRecordNumber #x C,° 00-FF DTCEDRN
DTCExtendedDataRecord[] #x = [ DITCSSR_

#t+1 extendedData #x byte #1 C, 00-FF EDDx1

: : C, 00-FF :
#+1+(g-1) extendedData #x byte #q ] C, 00-FF EDDxq

@ |For C4, the DTCExtendedDataRecordNumber.and the extendedData in the DTCExtendedDataRecord parameter ar¢ only present
if at]least one DTCExtendedDataRecord is available to be reported (DTCExtendedDataRecordNumber unequal to FF hex|in the request
or oply one record is available to be reported if. DTCExtendedDataRecordNumber is set to FF hex in the request).

b |For C,, the DTCExtendedDataRecordNumber and the extendedData in the DTCExtendedDataRecord parameter ar¢ only present
if all records are requested to be reported (DTCExtendedDataRecordNumber set to FF hex in the request) and more than| one record is
available to be reported.
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Table 257 describes the positive

reportDTCBySeverityMaskRecord and reportSeveritylnformationOfDTC.

response format for the following sub-functions of this service:

Table 257 — Response message definition — sub-function = reportDTCBySeverityMaskRecord,

reportSeveritylnformationOfDTC

message.

b Thec,

A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 ReadDTClInformation response Service Id M 59 RDTCIPR
#2 reportType = [ M LEV_
reportDTCRySeverityMaskRecord 08 RDTCBSMR
reportSeveritylnformationOfDTC ] 09 RSIODT(
#3 DTCStatusAvailabilityMask M 00-FF DTCSAM
DTCAndSeverityRecord[] = [ DTCASR]
#4 DTCSeverity #1 Cq2 00-FF DTCS
#5 DTCFunctionalUnit #1 C4 00-FF DTCFU
#6 DTCHighByte #1 C4 00-FF DTCHB
#7 DTCMiddleByte #1 C4 00-FF DTCMB
#8 DTCLowByte #1 C4 00-FF DTCLB
#9 statusOfDTC #1 C4 00-FF SODTC
#n-5 DTCSeverity #m C,R 00-FF DTCS
#n-4 DTCFunctionalUnit #m Co 00-FF DTCFU
#n-3 DTCHighByte #m Co 00-FF DTCHB
#n-2 DTCMiddleByte #m Co 00-FF DTCMB
#n-1 DTCLowByte #m Co 00-FF DTCLB
#n statusOfDTC #m ] Co 00-FF SODTC
@  The C4 parameter is only present if reportType = reportDTCBySeverityMaskRecord or reportSeveritylnformationOfDTC. In cage of

reportDTCBy$everityMaskRecord, this parameter has to be present if at.least one DTC matches the client-defined DTC severity mask.
In case of reportSeveritylnformationOfDTC, this parameter has to be ‘present if the server supports the DTC specified in the request

arameter record is only present if reportType = reportDTCBySeverityMaskRecord. It has to be present if more than|one
DTC matcheq the client-defined DTC severity mask.
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Table 258 describes the positive response format for the following sub-function of this service:
reportDTCFaultDetectionCounter.

Table 258 — Response message definition — sub-function = reportDTCFaultDetectionCounter

A_Data byte Parameter name Cvt | Hex value Mnemonic
b b b b b
#2 reportType = [ M LEV_
reportDTCFaultDetectionCounter] 14 RDTCFDC
DTCFaultDetectionCounterRecord[] = [ DFCFDCR _
#4 DTCHighByte#1 Cq2 00-FF DTCHB
#5 DTCMiddleByte#1 Cq 00-FF DTCMB
#6 DTCLowByte#1 Cq 00-RF DTCLB
#7 DTCFaultDetectionCounter #1 C4 04-FF DTCFDC
#8 DTCHighByte#2 C,P 00-FF DTCHB
#9 DTCMiddleByte#2 C, 00-FF DTCMB
#10 DTCLowByte#2 C, 00-FF DTCLB
#11 DTCFaultDetectionCounter #2 Cs 01-FF DTCFDC
#n-3 DTCHighByte#m C, 00-FF DTCHB
#n-2 DTCMiddleByte#m C, 00-FF DTCMB
#n-1 DTCLowByte#m C, 00-FF DTCLB
#n DTCFaultDetectionCounter#m ] C, 01-FF DTCFDC

@ | The C4 parameter is only present if at least one DTC has a DTCFaultDétectionCounter with a positive value less than|7F hex.

b |The C, parameter record is only present if more than one DTC has“a DTCFaultDetectionCounter with a positive valug less than 7F
hex

11.3.3.2 Positive response message data parameter definition

Table 259 specifies the response message’data parameter definitions for this service.

Table 259+~ Response message data parameter definition

Definition

repprtType
Thig parameter is an.echo of bits 6 - 0 of the sub-function parameter provided in the request message from the client.

DTCAndSeverityRecord

Thi$ parametep record contains one or more groupings of DTCSeverity, DTCFunctionalUnit, DTCHighByte,
DTCMiddleByte, DTCLowByte and statusOfDTC of 1SO15031-6DTCFormat, 1SO14229-1DTCFormat, | SAEJ1939-
730 TCFEormat (see below for further details) or ISO11992-4DTCFormat.

Thd_DFCSeverity identifies the importance of the failure of the vehicle operation and/or system function| and allows
recommended actions to be displayed for the driver. The definitions of DTCSeverities can be found in D.3. The
DTCFuncitonalUnit is a one-byte value which identifies the corresponding basic vehicle/system function which reports
the DTC. The definitions of DTCFunctionalUnits can be found in D .4.

DTCHighByte, DTCMiddleByte and DTCLowByte together represent a unique identification number for a specific
diagnostic trouble code supported by a server. The DTCHighByte and DTCMiddleByte represent a circuit or system that
is being diagnosed. The DTCLowByte represents the type of fault in the circuit or system (e.g. sensor open circuit,
sensor shorted to ground, algorithm-based failure, etc). The definition can be found in ISO 15031-6.

This parameter record contains one or more groupings of DTCSeverity, DTCFunctionalUnit, SPN (Suspect Parameter
Number), FMI (Failure Mode Identifier) and OC (Occurrence Counter) of SAEJ1939-73DTCFormat. The SPN, FMI, and
OC are defined in SAE J1939-73.
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Table 259 (continued)

Definition

DTCAndStatusRecord

This parameter record contains one or more groupings of DTCHighByte, DTCMiddleByte, DTCLowByte and
statusOfDTC of ISO14229-1DTCFormat, ISO15031-6DTCFormat, SAEJ1939-73DTCFormat or ISO11992-4DTCFormat.
The SAEJ1939-73DTCFormat supports the SPN (Suspect Parameter Number), FMI (Failure Mode Identifier) and OC
(Occurrence Counter) parameters. The SPN, FMI and OC are defined in SAE J1939-73.

DTCHighByte, DTCMiddleByte and DTCLowByte together represent a unique identification number for a specific

diagnostic trouble code supported by a server. The coding of the three-byte DTC number can be done

— by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to the 1ISO 15031-6
specifigation (this format is identified by the DTCFormatldentifier = ISO15031-6DTCFormat), or

— by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to this part of ISO 14229,
which dloes not specify any decoding method and therefore allows a vehicle-manufacturer-defined deceding method
(this fofmat is identified by the DTCFormatldentifier = 1ISO14229-1DTCFormat), or

— by usinjg the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte according to SAE J1939-73 (this
format |s identified by the DTCFormatldentifier = SAEJ1939-73DTCFormat), or

— by using the decoding of the DTCHighByte, DTCMiddleByte and DTCLowByte accerding to ISO 11992-4 (this
format |s identified by the DTCFormatldentifier = ISO11992-4DTCFormat).

DTCRecord

This paramgter record contains one or more groupings of DTCHighByte, DTFCMiddleByte and DTCLowByte. [The
interpretation of the DTCRecord depends on the value included in the DTCForfmatidentifier parameter as defined in [this
table.

StatusOfDT|C

The status ¢f a particular DTC (e.g. DTC failed since power up, passed since power up, etc.). The definition of the|bits
contained in| the statusOfDTC byte can be found in D.2 of this part of ISO 14229.

DTCStatusfvailabilityMask

A byte whosge bits are defined as the same as statusOfRTC and represents the status bits that are supported by|the
server. Bits fhat are not supported by the server shall be:set to 0.

DTCFormatldentifier

This one-by{e parameter value defines the format of a DTC reported by the server:

— 18015(031-6DTCFormat: This parameter value identifies the DTC format reported by the server as defined in
ISO 15P31-6.

— 18014229-1DTCFormat: This-parameter value identifies the DTC format reported by the server as defined in [this
table by the parameter DTCAndStatusRecord.

— SAEJ1P39-73DTCFormat: This parameter value identifies the DTC format reported by the server as definefl in
SAE J1939-73.

— 18011992-4DTCFormat: This parameter value identifies the DTC format reported by the server as defined in

1ISO 11P992-4.
DTCCount
This tWo_by PGICIIIIUtUI IUfUIO UU::UU:;VU:Y tU thU DTCCUUII‘LH;&:‘IBY:U armu DTCCUUII{LUVVBY:U VGIGIIIU{UID that arc ent

in response to a reportNumberOfDTCByStatusMask or reportNumberOfMirrorMemoryDTC request. DTCCount provides
a count of the number of DTCs that match the DTCStatusMask defined in the client’s request.

DTCSnapshotRecordNumber

Either the echo of the DTCSnapshotRecordNumber parameter specified by the client in the
reportDTCSnapshotRecordByDTCNumber/reportDTCSnapshotRecordByRecordNumber  request, or the actual
DTCSnapshotRecordNumber of a stored DTCSnapshot record.

DTCSnapshotRecordNumberOfldentifiers

This single-byte parameter shows the number of dataldentifiers in the immediately following DTCSnapshotRecord.
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Table 259 (continued)

Definition

DTCSnapshotRecord

The DTCSnapshotRecord contains a snapshot of data values from the time of the system malfunction occurrence.

DTCExtendedDataRecordNumber

Either the echo of the DTCExtendedDataRecordNumber parameter specified by the client in the
reportDTCExtendedDataRecordByDTCNumber request, or the actual DTCExtendedDataRecordNumber of a stored
DTCExtendedData record.

DTCExtendedDataRecord

Thgd DTCExtendedDataRecord is a server-specific block of information that may contain extended(statug information
asspciated with a DTC. DTCExtendedData contains DTC parameter values, which have been identifiedat the time of the
reqpiest.

DTCFaultDetectionCounterRecord

Thg DTCFaultDetectionCounterRecord is a record including one or multiple DTC ;numbers and the DTC-specific
DTCFaultDetectionCounter parameter value.

DTCFaultDetectionCounter

Thg DTCFaultDetectionCounter reports the number of fault detection counts of g'DTC.

11.3.4 Supported negative response codes (NRC_)

Thel following negative response codes shall be implemerited for this service. The circumstances Uinder which
each response code would occur are documented in Table 260.

Table 260 — Supported negative response codes

Hex Description Cvt | Mngmonic

12 subFunctionNotSupported M SFNS

This code is returned if the requested sub-function is not supported.

13 incorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the(message is wrong.

31 requestOutOfRange M ROOR

This code‘is returned if:

1) _theclient specified a DTCMaskRecord/DTCSeverityMaskRecord that was not
recognized by the server;

2)" the client specified an invalid DTCSnapshotRecordNumber/
DTCExtendedDataRecordNumber.

11.3.5 Message flow examples — ReadDTCInformation

11.3.5.1 General assumption

For all examples the client requests a response message by setting the suppressPosRspMsglndicationBit
(bit 7 of the sub-function parameter) to “FALSE” (‘0’).
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11.3.5.2 Example #1 — ReadDTCInformation — sub-function = reportNumberOfDTCByStatusMask

11.3.5.2.1 Example #1 overview

This example demonstrates the usage of the reportNumberOfDTCByStatusMask sub-function parameter for

confirmed DTCs

(DTC status mask 08 hex),

DTCStatusAvailabilityMask for this sever = 2F hex.

11.3.5.2.2 Example #1 assumptions

2 NN

as well

as various masking principles. The

Th . taotal £ Ll L LE 4lo 1 £ + Liaidas) loalalo 4lo £all + bt th
€ server gupportsatotarortnree (o DT TsS{Tortne—Sarke o SimMpicity),-wnicnnave e rolfowing-Statesa e

time of the ¢lient request.

1) The fol

2)
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Table 261 — statusOfDTC = 24 hex of DTC P0805-11

owing assumptions apply to DTC P0805-11 Clutch Position Sensor — circuit short {to grqund
(080511 hex), statusOfDTC 24 hex (00100100 binary).

it Bit

sthtusOfDTC: bit field name ~ Description
state
testFailg¢d 0 0 DTC is no longer failed at'the time of the request.
testFail¢dThisOperationCycle 1 0 DTC never failed en the current operation cycle.
pendindDTC 2 1 DTC failed on:thé.current or previous operation cycle.
confirme¢dDTC 3 0 DTC is not’confirmed at the time of the request.
testNotCompletedSinceLastClear 4 0 DTC test~has been completed since the last code

clear.

testFail¢dSincelLastClear

-

DTFC test failed at least once since last code clear.

testNotCompletedThisOperationCycle

DTC test completed this operation cycle.

warninglndicatorRequested

Server is not requesting warningindicator to be
active.

The foll
above {

Table-262 — statusOfDTC = 02 hex of DTC POA9B-17

pwing assumptions apply to-DTC POA9B-17 Hybrid Battery Temperature Sensor — circuit volfage
hreshold (0A9B17 hex), statusOfDTC 02 hex (0000 0010 binary):

statusOfDTC: bit field name Bit Bit Description
# | state
testFail¢d 0 0 DTC is no longer failed at the time of the request.
testFail¢dThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendindDFC 2 0 DTC was not failed on the current or previous
operation cycle.
confirmedDTC 3 DTC is not confirmed at the time of the request.

testNotCompletedSincelLastClear

DTC test has been completed since the last code
clear.

testFailedSincelLastClear

DTC test never failed since last code clear.

testNotCompletedThisOperationCycle

DTC test completed this operation cycle.

warningIndicatorRequested

Server is not requesting warningindicator to be
active.
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3) The following assumptions apply to DTC P2522-1F A/C Request “B” — circuit intermittent (25221F hex),
statusOfDTC 2F hex (00101111 binary):

Table 263 — statusOfDTC = 2F hex of DTC P2522-1F

statusOfDTC: bit field name B#it Bit Description
state
testFailed 0 1 DTC failed at the time of the request.
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendingDTC Z T DTC Tailed on the current or previous operation cycle.
confirmedDTC 3 1 DTC is confirmed at the time of the request.
testNotCompletedSincelLastClear 4 0 DTC test has been completed since the last code
clear.
testFailedSincelLastClear 5 1 DTC test failed at least once since last code clgar.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRequested 7 0 Server is not requesting-warningindicator to belactive.

11.3.5.2.3 Example #1 message flow

In the following example, a count of one (1) is returned to the ¢lient because only DTC P2522-1F A/C Request
“B” |— circuit intermittent (25221F hex), statusOfDTC 2F hex (00101111 binary) matches the cljent-defined
staths mask of 08 hex (0000 1000 binary).

request message flow example #1

Table 264 — ReadDTCInformation — subsfunction = reportNumberOfDTCByStatusMask —

Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) NMnemonic
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function/=\reportNumberOfDTCByStatusMask, 01 RNODTCBSM
suppressPosRspMsglndicationBit = FALSE
#3 DTCsStatusMask 08 DTCSM

positive response — example #1

Table265 — ReadDTCInformation — sub-function = reportNumberOfDTCByStatusMask —

Mefsage direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportNumberOfDTCByStatusMask 01 RNODTCBSM
#3 DTCStatusAvailabilityMask 2F DTCSAM
#4 DTCFormatldentifier = 1ISO14229-1DTCFormat 01 14229-1DTCF
#5 DTCCount [ DTCCountHighByte ] 00 DTCCHB
#6 DTCCount [ DTCCountLowByte ] 01 DTCCLB
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11.3.5.3 Example #2 — ReadDTCInformation — sub-function = reportDTCByStatusMask — matching
DTCs returned

11.3.5.3.1

Example #2 overview

This example demonstrates usage of the reportDTCByStatusMask sub-function parameter, as well as various
masking principles in conjunction with unsupported masking bits. This example also applies to the
sub-function parameter reportMirrorMemoryDTCByStatusMask, except that the status mask checks are
performed with the DTCs stored in the DTC mirror memory.

11.3.5.3.2
The server

The server
time of the

1) The foll
above

Example-#2-assumptions

Client request.

supports all status bits for masking purposes, except for bit 7 “warningIndicatorRequested™

Supports a total of three (3) DTCs (for the sake of simplicity), which have the following states a

pwing assumptions apply to DTC POA9B-17 Hybrid Battery Temperature Sensor — circuit vol
hreshold (0A9B17 hex), statusOfDTC 24 hex (0010 0100 binary):

Table 266 — statusOfDTC = 24 hex of DTC P0A9B:17

the

age

statusOfDTC: bit field name Bit Bit Description
# | state

testFailg¢d 0 0 DTC is no longer failed at the time of the request.

testFail¢dThisOperationCycle 1 0 DTC neverfailed on the current operation cycle.

pendindDTC 2 1 DTC-failed on the current or previous operation cycle.

confirmedDTC 3 0 DTC is not confirmed at the time of the request.

testNotCompletedSincelLastClear 4 0 DTC test has been completed since the last code clear.

testFailedSinceLastClear 5 1 DTC test failed at least once since last code clear.

testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.

warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be active.
2) The following assumptions\apply to DTC P2522-1F A/C Request “B” — circuit intermittent (25221F

status@fDTC 00 hex (0000 0000 binary):

Table 267 — statusOfDTC = 00 hex of DTC P2522-1F

ex),

sthtusOfDTC: bit field name Bit | Bit Description
T # | state
testFailed 0 0 DTC is not failed at the time of the request.
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle.
pendingDTC 2 0 DTC was not failed on the current or previous
operation cycle.
confirmedDTC 3 0 DTC is not confirmed at the time of the request.
testNotCompletedSincelLastClear 4 0 DTC test has been completed since the last code clear.
testFailedSincelLastClear 5 0 DTC test never failed since last code clear.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warningIndicatorRequested 7 0 Server is not requesting warninglndicator to be active.
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3) The following assumptions apply to DTC P0805-11 Clutch Position Sensor — circuit short to ground
(080511 hex), statusOfDTC 2F hex (0010 1111 binary):
Table 268 — statusOfDTC = 2F hex of DTC P0805-11
statusOfDTC: bit field name B#it Bit Description
state
testFailed 0 1 DTC is failed at the time of the request.
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendingDTC Z T DTC Tailed on the current or previous operation|cycle.
confirmedDTC 3 1 DTC is confirmed at the time of the request:
testNotCompletedSincelLastClear 4 0 DTC test has been completed since the,last code clear.
testFailedSincelLastClear 5 1 DTC test failed at least once sinee-ast code clgar.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warningIndicatorRequested 7 0 Server is not requesting-warningIndicator to be pctive.
11.3.5.3.3 Example #2 message flow
In the following example, DTCs POA9B-17 (0A9B17 hex) and ‘P0805-11 (080511 hex) are retyrned to the

client’s request. DTC P2522-1F (25221F hex) is not returned because its status of 00 hex does ngt match the

DT(€StatusMask of 84 hex (as specified in the client request message in the following example).| The server
sha|l bypass masking on those status bits it does not support.
Table 269 — ReadDTCInformation =~ sub-function = reportDTCByStatusMask —
request message flow example #2
Mesgsage direction: client — server.
Message type: Request
A_Data byte Description*(all values are in hexadecimal) Byte value (hex) NMnemonic
#1 ReadDTCInformation request SID 19 RDTCI
#2 sub-function\=-reportDTCByStatusMask, 02 RDTCBSM
suppressPosRspMsglndicationBit = FALSE

#3 DTCStatusMask 84 DTCSM
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Table 270 — ReadDTCInformation — Sub-function = reportDTCByStatusMask —
Positive response — Example #2

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCByStatusMask 02 RDTCBSM
#3 DTCStatusAvailabilityMask 7F DT(‘QAIIVI
#4 DTCAndStatusRecord#1 [ DTCHighByte ] 0A DTCHdB
#5 DTCAnNndStatusRecord#1 [ DTCMiddleByte ] 9B DTCMB
#6 DTCANndStatusRecord#1 [ DTCLowByte ] 17 DTCLH
#7 DTCAnNdStatusRecord#1 [ statusOfDTC ] 24 SODTC
#4 DTCAndStatusRecord#2 [ DTCHighByte ] 08 DTCHB
#5 DTCAnNdStatusRecord#2 [ DTCMiddleByte ] 05 DTCMB
#6 DTCAnNdStatusRecord#2 [ DTCLowByte ] 11 DTCLH
#7 DTCAnNdStatusRecord#2 [ statusOfDTC ] 2F SODTC

11.3.5.4 Example #3 — ReadDTCInformation — sub-function = reportDTCByStatusMask — no

matching DTCs returned

11.3.5.4.1 |Example #3 overview

This example demonstrates usage of the reportDTCByStatusMask sub-function parameter in the situgtion

where no D|ITCs match the client-defined DTCStatusMask.

11.3.5.4.2 |Example #3 assumptions

The server pupports all status bits for masking purposes, except for bit 7 “warningIndicatorRequested”.

The server [supports a total of two{2) DTC's (for the sake of simplicity), which have the following states a{ the

time of the ¢lient request.

1) The following assumptions apply to DTC P2522-1F A/C Request “B” — circuit intermittent (25221F Hex),
statusfDTC 24 hex (0010 0100 binary):

Table 271 — statusOfDTC= 24 hex of DTC P2522-1F

statusOfDTC: hit field name B#'t stBaI:e Description
testFailed 0 0 DTC is no longer failed at the time of the request.
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle.
pendingDTC 2 1 DTC failed on the current or previous operation cycle.
confirmedDTC 3 0 DTC is not confirmed at the time of the request.
testNotCompletedSinceLastClear 4 0 DTC test has been completed since the last code clear.
testFailedSincelLastClear 5 1 DTC test failed at least once since last code clear.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be active.
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2) The following assumptions apply to DTC POA9B-17 Hybrid Battery Temperature Sensor — circuit voltage
above threshold (0A9B17 hex), statusOfDTC 00 hex (0000 0000 binary):

Table 272 — statusOfDTC = 00 hex of DTC P0A9B-17

statusOfDTC: bit field name B#it Bit Description
state
testFailed 0 0 DTC is not failed at the time of the request.
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle.
pendingDTC Z 0 DTC was not faled on the curreni OL previous
operation cycle.
confirmedDTC 3 0 DTC is not confirmed at the time of thefrequest
testNotCompletedSinceLastClear 4 0 DTC test has been completed since.the last code clear.
testFailedSincelLastClear 5 0 DTC test never failed since lastycode clear.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRequested 7 0 Server is not requesting-warninglndicator to be pctive.

11.3.5.4.3 Example #3 message flow

The client requests the server to reportByStatusMask all DTCs having bit 0 (TestFailed) set to[logical “1”.

In the following example, none of the above DTCs are(returned to the client’s request because pone of the
DTCs has failed the test at the time of the request.
Table 273 — ReadDTCInformation — sub-function = reportDTCByStatusMask —
request message flow example #3

Message direction: client — servér

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) NMnemonic
#1 ReadDTCInformation request SID 19 RDTCI
#2 sub-function’= reportDTCByStatusMask, 02 RDTCBSM

suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 01 DTCSM
Table 274 — ReadDTCInformation — sub-function = reportDTCByStatusMask —
positive response — oxample #3
Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic

#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCByStatusMask 02 RDTCBSM
#3 DTCStatusAvailabilityMask 7F DTCSAM
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11.3.5.5 Example #4 — ReadDTCInformation — sub-function = reportDTCSnapshotldentification

11.3.5.5.1 Example #4 overview

This example demonstrates the usage of the reportDTCSnapshotidentification sub-function parameter.

11.3.5.5.2 Example #4 assumptions

The following assumptions apply.

PRE] e + + (O DTAQ T b : [C PN
a) The sefnver SUPPUILS UIT dUIY 1O SIUIC WU (£2) UTUOoldpPSTuUtTeCUTNUS 1O a IveIT U T U,

b) The sefver shall indicate that two (2) DTCSnapshot records are currently stored for DTC numbery 123
hex. Fgr the purpose of this example, assume that this DTC had occurred three times (such that only
first ar[d most recent DTCSnapshot records are stored because of lack of storage space within

server

c) The sejver shall indicate that one (1) DTCSnapshot record is currently stored for BTC number 7894

hex.

d) All DTJSnapshot records are stored in ascending order.

e) The DT|CSnapshotRecordNumber is unique to the server.

11.3.5.5.3 |Example #4 message flow

In the following example, three (3) DTCSnapshot records are returned to the client’s request.

Tabhle 275 — ReadDTCInformation — sub-function = reportDTCSnapshotldentification —
request messagé)flow example #4

456
the
the

\BC

suppressPosRspMsgdlndicationBit = FALSE

Message direction: client — server

Message type: Request

A_Data byte Description (all.values are in hexadecimal) Byte value (hex) Mnemonjc
#1 ReadDTClInformation requgst SID 19 RDTCI
#2 sub-function = repertBTCSnapshotldentification, 03 RDTCSSI
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Table 276 — ReadDTCInformation — sub-function = reportDTCSnapshotldentification —
positive response — example #4

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCSnapshotldentification 03 RDTCSSI
#3 DTCAndStatisRecard#1 [ DTCHighRyte | 12 DTCHB
#4 DTCAnNndStatusRecord#1 [ DTCMiddleByte ] 34 DTCMB
#5 DTCAnNdStatusRecord#1 [ DTCLowByte ] 56 DTCLB
#6 DTCSnapshotRecordNumber #1 01 ODTCEDRC
#7 DTCAndStatusRecord#2 [ DTCHighByte ] 12 DTCHB
#8 DTCAnNdStatusRecord#2 [ DTCMiddleByte ] 34 DTCMB
#9 DTCAnNdStatusRecord#2 [ DTCLowByte ] 56 DTCLB
#10 DTCSnapshotRecordNumber #2 02 ODTCEDRC
#11 DTCAndStatusRecord#3 [ DTCHighByte ] 78 DTCHB
#12 DTCAndStatusRecord#3 [ DTCMiddleByte ] 9A DTCMB
#13 DTCAnNndStatusRecord #3 [ DTCLowByte ] BC DTCLB
#14 DTCSnapshotRecordNumber #3 03 ODTCEDRC

11.3.5.6 Example #5 — ReadDTCInformation.— sub-function = reportDTCSnapshotRecord}

ByD)TCNumber

11.3.5.6.1 Example #5 overview

Thig example demonstrates theNusage of the reportDTCSnapshotRecordByDTCNumber sub-function

paragmeter.

11.3.5.6.2 Example #5-assumptions

Thel following assumptions apply.

a) | The server'supports the ability to store two (2) DTCSnapshot records for a given DTC.

b) | Thisexample assumes a continuation of the previous example.

C) Assume that the server requests the second of the two (7) DTCSnapshaot records stored hy the server for
DTC number 123456 hex (see previous example, where a DTCSnapshotRecordCount of 2 is returned to
the client).

d) Assume that DTC 123456 hex has a statusOfDTC of 24 hex and that the following environment data is
captured each time a DTC occurs.

e) The DTCSnapshot record data is referenced via the dataldentifier 4711 hex.
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Table 277 — DTCSnapshot record content

Data byte DTCSnapshotRecord contents Byte value (hex)
#1 DTCSnapshotRecord [ data #1 ] = ECT (Engine Coolant Temp.) A6
#2 DTCSnapshotRecord [ data #2 ] = TP (Throttle Position) 66
#3 DTCSnapshotRecord [ data #3 ] = RPM (Engine Speed) 07
#4 DTCSnapshotRecord [ data #4 ] = RPM (Engine Speed) 50
#5 DTCSnapshotRecord [ data #5 ] = MAP (Manifold Absolute Pressure) 20
11.3.5.6.3 |Example #5 message flow
In the following example, one DTCSnapshot record is returned in accordance with’ the clignt’'s
reportDTCSnapshotRecordByDTCNumber request.
Table 278 — ReadDTCInformation — sub-function = reportDTCSnapshotRecordByDTCNumber +
request message flow example #5
Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonjc
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportDTCSnapshotRecordByDTCNumber, 04 RDTCSSRBD
suppressPosRspMsglndicationBit = FALSE N
#3 DTCMaskRecord [ DTCHighByte ] 12 DTCHB
#4 DTCMaskRecord [ DTCMiddleByte ] 34 DTCMB]
#5 DTCMaskRecord [ DTCLowByte ] 56 DTCLB
#6 DTCSnapshotRecordNumber 02 DTCSSRN
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Table 279 — ReadDTCInformation — sub-function = reportDTCSnapshotRecordByDTCNumber —

positive response — example #5

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCSnapshotRecordByDTCNumber 04 RDTCSSRBDN
#3 DTCAndStatusRecord [ DTCHighByte ] 12 DTCHB
#4 DTCAnNdStatusRecord [ DTCMiddleByte ] 34 DTCMB
#5 DTCAnNndStatusRecord [ DTCLowByte ] 56 DTCLB
#6 DTCAnNdStatusRecord [ statusOfDTC ] 24 SODTC
#7 DTCSnapshotRecordNumber 02 OTCEDRN
#8 DTCSnapshotRecordNumberOfldentifiers 01 DITCSSRNI
#9 dataldentifier [ byte #1 ] (MSB) 47 DIDB1
#10 dataldentifier [ byte #2 ] (LSB) 11 DIDB2
#11 DTCSnapshotRecord [ data #1 ] = ECT A6 ED_1
#12 DTCSnapshotRecord [ data #2] = TP 66 ED 2
#13 DTCSnapshotRecord [ data #3 ] = RPM 07 ED 3
#14 DTCSnapshotRecord [ data #4 ] = RPM 50 ED 4
#15 DTCSnapshotRecord [ data #5 ] = MAP 20 ED 5

11.3.5.7 Example #6 — ReadDTCInformation — sub-function = reportDTCSnapshotRecord}

ByRecordNumber

11.3.5.7.1 Example #6 overview

Thig example demonstrates~theé usage of the reportDTCSnapshotRecordByRecordNumber sub-function

paragmeter.

11.3.5.7.2 Example-#6 assumptions

The| following asstmptions apply.

a) | The sérver supports the ability to store two (2) DTCSnapshot records for a given DTC.

b) | This example assumes a continuation of the previous example.

c) Assume that the server requests the second of the two (2) DTCSnapshot records stored by the server for
DTC number 123456 hex (see previous example, where a DTCSnapshotRecordCount of two (2) is
returned to the client).

d) Assume that DTC 123456 hex has a statusOfDTC of 24 hex and that the following environment data is
captured each time a DTC occurs.

e) The DTCSnapshot record data is referenced via the dataldentifier 4711 hex.
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Table 280 — DTCSnapshot record content

Data byte DTCSnapshotRecord contents Byte value (hex)
#1 DTCSnapshotRecord [ data #1 ] = ECT (Engine Coolant Temp.) A6
#2 DTCSnapshotRecord [ data #2 ] = TP (Throttle Position) 66
#3 DTCSnapshotRecord [ data #3 ] = RPM (Engine Speed) 07
#4 DTCSnapshotRecord [ data #4 ] = RPM (Engine Speed) 50
#5 DTCSnapshotRecord [ data #5 ] = MAP (Manifold Absolute Pressure) 20
11.3.5.7.3 |Example #6 message flow

In the following example, DTCSnapshot record number two (2) is requested and the server returns the DTC
and DTCSnrlapshot record content.

Table 281

request message flow example #6

— ReadDTCInformation — sub-function = reportDTCSnapshotRecordByRecordNumber

Message direction:

client — server

Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonif
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportDTCSnapshotRecordByRecordNumber, 05 RDTCSSRBRN
suppressPosRspMsglndicationBit = FALSE
#3 DTCSnapshotRecordNumber 02 DTCSSRN
Table 282 — ReadDTCInformation — sub-function = reportDTCSnapshotRecordByRecordNumber(—

positive response, example #6

Message direction: server — client
Message type: Response
A_Data byte Description,(all values are in hexadecimal) Byte value (hex) Mnemonif

#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType =¢eportDTCSnapshotRecordByRecordNumber 05 RDTCSSRBRN
#3 DTCSnapshotDataRecordNumber 02 DTCSSRN
#4 DTCAndStatusRecord [ DTCHighByte ] 12 DTCHB
#5 DTCANndStatusRecord [ DTCMiddleByte ] 34 DTCMB
#6 DTCANndStatusRecord [ DTCLowBYyte ] 56 DTCLB
#7 DTCAndStatusRecord [ statusOfDTC ] 24 SODTC
#8 DTCSnapshotRecordNumberOfldentifiers 01 DTCSSRNI
#9 dataldentifier [ byte#1 ] (MSB) 47 DIDB1
#10 dataldentifier [ byte#2 ] (LSB) 11 DIDB2
#11 DTCSnapshotRecord [ data #1 1 = ECT A6 ED_1
#12 DTCSnapshotRecord [ data #2 ] = TP 66 ED 2
#13 DTCSnapshotRecord [ data #3 ] = RPM 07 ED_3
#14 DTCSnapshotRecord [ data #4 ] = RPM 50 ED 4
#15 DTCSnapshotRecord [ data #5 ] = MAP 20 ED 5
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11.3.5.8 Example #7 — ReadDTCInformation — sub-function = reportDTCExtendedDataRecord-
ByDTCNumber

11.3.5.8.1 Example #7 overview

This example demonstrates the usage of the reportDTCExtendedDataRecordByDTCNumber sub-function
parameter.

11.3.5.8.2 Example #7 assumptions

Th fu“uvvilly aaaunlptiuna app:y.
a) | The server supports the ability to store two (2) DTCExtendedData records for a given DTG,
b) JAssume that the server requests all available DTCExtendedData records stored-hy ‘the seryer for DTC
number 123456 hex.
c) |Assume that DTC 123456 hex has a statusOfDTC of 24 hex, and that the following extended data is
available for the DTC.
d) |The DTCExtendedData is referenced via the DTCExtendedDataRecordNumbers 05 hex and 1D hex.
Table 283 — DTCExtendedDataRecordNumber 05 hex content
Data byte | DTCExtendedDataRecord contents for DTCExtendedDataRecordNumber 05 hex | Byte vplue (hex)
#1 Warm-up Cycle Counter — Number of warm up cyclées since the DTC commanded the 17
MIL to switch off
Table 284 — DTCExtendedDataRecordNumber 10 hex content
Data byte | DTCExtendedDataRecord contents for DTCExtendedDataRecordNumber 10 hex | Byte vplue (hex)
#1 DTC Fault Detection Counter — Increments each time the DTC test detects a fault, 79
decrements each timethe test reports no fault.
11.3.5.8.3 Example#7-‘message flow
In | the following example, a DTCMaskRecord including the DTC number| and a
DTCExtendedDataRecordNumber with the value of FF hex (report all DTCExtendedDataRecords) is

reqliested by the client. The server returns two (2) DTCExtendedDataRecords which have been fecorded for

the

PTC number submitted by the client.
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Table 285 — ReadDTCInformation — sub-function = reportDTCExtendedDataRecordByDTCNumber —

request message flow example #7

Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportDTCExtendedDataRecordByDTCNumber, 06 RDTCEDRBDN
suppressPosRspMsglndicationBit = FALSE
#3 DTCMaskRecord [ DTCHighByte ] 12 DTCHB
#4 DTCMaskRecord [ DTCMiddleByte ] 34 DTCMB
#5 DTCMaskRecord [ DTCLowByte ] 56 DTCLB
#6 DTCExtendedDataRecordNumber FF DTCEDRN

Table 286 |— ReadDTCInformation — sub-function = reportDTCExtendedDataRecordByDTCNumber—

positive response — example #7

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonif
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCExtendedDataRecordByDTENumber 06 RDTCEDRBDN
#3 DTCAndStatusRecord [ DTCHighByte ] 12 DTCHB
#4 DTCAndStatusRecord [ DTCMiddleByte ] 34 DTCMB
#5 DTCANndStatusRecord [ DTCLowByte\] 56 DTCLB
#6 DTCAnNdStatusRecord [ statusOfDTC ] 24 SODTC
#7 DTCExtendedDataRecordNurmber 05 DTCEDRIN
#8 DTCExtendedDataRecord [ byte #1 ] 17 ED_1
#9 DTCExtendedDataReeordNumber 10 DTCEDRIN
#10 DTCExtendedDataRecord [ byte #1 ] 79 ED_1

11.3.5.9 Example #8 — ReadDTCInformation — sub-function =
reportNumperOfDTCBySeverityMaskRecord

11.3.5.9.1 "Example #3 overview

This example demonstrates the usage of the reportNumberOfDTCBySeverityMaskRecord sub-function

parameter.
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The server supports a total of three (3) DTCs which have the following states at the time of the client request.

1) The following assumptions apply to DTC POA9B-17 Hybrid Battery Temperature Sensor — circuit voltage
above threshold (0A9B17 hex), statusOfDTC 24 hex (0010 0100 binary), DTCFunctionalUnit = 10 hex:

NOTE

Only bits 7 to 5 of the severity byte are valid.

Table 287 — statusOfDTC = 24 hex of DTC P0OA9B-17

statusOfDTC: bit field name el I Description
state

estFailed 0 0 DTC is no longer failed at the time of.the’request.
estFailedThisOperationCycle 1 0 DTC never failed on the current-operation cycld.
bendingDTC 2 1 DTC failed on the current or previous operation|cycle.
confirmedDTC 3 0 DTC is not confirmed atthe time of the request
estNotCompletedSinceLastClear 4 0 DTC test has been eompleted since the last cogle clear.
estFailedSincelLastClear 5 1 DTC test failed at.Jeast once since last code cldar.
estNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
varninglndicatorRequested 7 0 Serveris not requesting warningindicator to be jactive.

2) | The following assumptions apply to DTC P2522-1F A/C Request “B” - circuit intermittent (2!
statusOfDTC of 00 hex (0000 0000 binary), DTE€FunctionalUnit = 10 hex:

NOTE

Only bits 7 to 5 of the severity byte are valid.

Table 288 —statusOfDTC = 00 hex of DTC P2522-1F

5221F hex),

Bit

Bit

statusOfDTC: bit field name 4 state Description
estFailed 0 0 DTC is not failed at the time of the request.
estFailedThisOperationCycle 1 0 DTC never failed on the current operation cyclg.
bendingDTC 2 0 DTC was not failed on the current or previous pperation

cycle.

confirmedDTC 3 0 DTC is not confirmed at the time of the request.
estNotCompletedSinceLastClear 4 0 DTC test has been completed since the last cofe clear.
estRailedSincelLastClear 5 0 DTC test never failed since last code clear.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRequested 7 0 Server is not requesting warninglndicator to be active.

© 1SO 2006 — All rights reserved

193


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

3) The following assumptions apply to DTC P0805-11 Clutch Position Sensor — circuit short to ground
(080511 hex), statusOfDTC of 2F hex (0010 1111 binary), DTCFunctionalUnit = 10 hex:

NOTE Only bits 7 to 5 of the severity byte are valid.

Table 289 — statusOfDTC = 2F hex of DTC P0805-11

statusOfDTC: bit field name Al I Description
state

testFailed 0 1 DTC is failed at the time of the request.
testFailefiThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendingDTC 2 1 DTC failed on the current or previous operation.cycle.
confirme@DTC 3 1 DTC is confirmed at the time of the request.
testNotCpmpletedSincelLastClear 4 0 DTC test has been completed since theflast code clear,
testFaileflSinceLastClear 5 1 DTC test failed at least once since last.code clear.
testNotCpmpletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglhdicatorRequested 7 0 Server is not requesting warningindicator to be active.

4) The sefver supports the testFailed and confirmedDTC status bits forimasking purposes.

11.3.5.9.3 |Example #8 message flow

In the following example, a count of two (2) is returned to the.glient because DTC P0805-11 (080511 hex)
matches th¢ client defined severity mask record of C001 héex (DTCSeverityMask = 110x xxxx binary = CO hex,
DTCStatuslMask = 0000 0001 binary).

Table 290 — ReadDTCInformation — sub-function = reportNumberOfDTCBySeverityMaskRecord —
request message flow example #8

Message direction: client —» server
Message type: Request
A_Data byte Description/(all values are in hexadecimal) Byte value (hex) Mnemonif
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-functian’=feportNumberOfDTCBySeverityMaskRecord, 07 RNODTCBSMR
suppressPosRspMsglindicationBit = FALSE
#3 DTGSeverityMaskRecord(DTCSeverityMask) Co DTCSVM
#4 DTCSeverityMaskRecord(DTCStatusMask) 01 DTCSM
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Table 291 — ReadDTCInformation — sub-function = reportNumberOfDTCBySeverityMaskRecord —

positive response — example #8

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportNumberOfDTCBySeverityMaskRecord 07 RNODTCBSMR
#3 DTCStatusAvailabilityMask 09 DTCSAM
#4 DTCFormatldentifier = 1ISO14229-1DTCFormat 01 14229-1DTCF
#5 DTCCount [ DTCCountHighByte ] 00 PTCCHB
#6 DTCCount [ DTCCountLowByte ] 01 DTCCLB

11.3

.5.10 Example #9 — ReadDTCInformation — sub-function = reportDTCBySeverityMaskRecord

11.3.5.10.1 Example #9 overview
Thig example demonstrates the usage of the reportDTCBySeverityMaskRecord sub-function parameter.
11.3.5.10.2 Example #9 assumptions
Thelassumptions defined in 11.3.5.9.2 and those definedin this section apply.
In the following example, the DTC P0805-11 (080541 hex) matches the client-defined severity magk record of
C0Q1 hex (DTCSeverityMask = C0O hex = 110x xxxx binary, DTCStatusMask = 01 hex 0000 0001 |binary) and
is rgported to the client. The severity of DTC'R0805-11 (080511 hex) is 40 hex (010x xxxx binary){ The server
supports all status bits for masking purposes; except for bit 7 “warningindicatorRequested”.
NOTE Only bits 7 to 5 of the severity mask byte are valid.
11.3.5.10.3 Example #9 message flow
In the following examples-one (1) DTCSeverityRecord is returned to the client’s request.
Table 292~ ReadDTCInformation — sub-function = reportDTCBySeverityMaskRecond —
request message flow example #9
Message direction: client — server
Message type: Request
A_Patabyte————Description-(alt-valuesare-imhexadecimaly—————— Byte-value-thex)—Mnemonic
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportDTCBySeverityMaskRecord, 08 RDTCBSMR
suppressPosRspMsglndicationBit = FALSE
#3 DTCSeverityMaskRecord(DTCSeverityMask) CO DTCSVM
#4 DTCSeverityMaskRecord(DTCStatusMask) 01 DTCSM
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Table 293 — ReadDTCInformation — sub-function = reportDTCBySeverityMaskRecord —

positive response — example #9

Message direction:

server — client

Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic

#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCBySeverityMaskRecord 08 RDTCBSMR
#3 DTCStatusAvailahilityMask ZE DTCSAM
#4 DTCSeverityRecord#1 [ DTCSeverity ] 40 DTCS
#5 DTCSeverityRecord#1 [ DTCFunctionalUnit ] 10 DTCFU
#6 DTCSeverityRecord#1 [ DTCHighByte ] 08 DTCHB
#7 DTCSeverityRecord#1 [ DTCMiddleByte ] 05 DTCMB
#8 DTCSeverityRecord#1 [ DTCLowByte ] 11 DTCLB
#9 DTCSeverityRecord#1 [ statusOfDTC ] 2F SODTC

11.3.5.11 Bxample #10 — ReadDTCInformation — sub-function = reportSeveritylnformationOfDTC

11.3.5.11.1| Example #10 overview

This example demonstrates the usage of the reportSeveritylnformationOfDTC sub-function parameter.

11.3.5.11.2| Example #10 assumptions

The assumptions defined in 11.3.5.10.2 apply.

11.3.5.11.3| Example #10 message flow

In the follojving example, the DTC P0805-11 (080511 hex), which matches the client-defined DTC mask

record, is rgported to the client.

Tal

request message flow example #10

le 294 — ReadDTICInformation — sub-function = reportSeveritylnformationOfDTC —

Message direction:

client — server

Message type: Request
A_Data by‘e Description (all values are in hexadecimal) Byte value (hex) Mnemonjc
#1 I ReadbFCirformationrequestSib 19 RBFGH
#2 sub-function = reportSeveritylnformationOfDTC, 09 RSIODTC
suppressPosRspMsglndicationBit = FALSE
#3 DTCMaskRecord [ DTCHighByte ] 08 DTCHB
#4 DTCMaskRecord [ DTCMiddleByte ] 05 DTCMB
#5 DTCMaskRecord [ DTCLowByte ] 11 DTCLB
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Table 295 — ReadDTCInformation — sub-function = reportSeverityInformationOfDTC —
positive response — example #10

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportDTCBySeverityMaskRecord 09 RSIODTC
#3 DTCStatusAvailabilityMask 7F TCSAM
#4 DTCSeverityRecord [ DTCSeverity ] 40 DTCS
#5 DTCSeverityRecord [ DTCFunctionalUnit ] 10 DTCFU
#6 DTCSeverityRecord [ DTCHighByte ] 08 DTCHB
#7 DTCSeverityRecord [ DTCMiddleByte ] 05 DTCMB
#8 DTCSeverityRecord [ DTCLowByte ] 11 DTCLB
#9 DTCSeverityRecord [ statusOfDTC ] 2F SODTC

11.3.5.12 Example #11 — ReadDTCInformation — sub-function = reportSupportedDTCs

11.3.5.12.1 Example #11 overview

Thig example demonstrates the usage of the reportSupportedDTCs sub-function parameter.

11.3.5.12.2 Example #11 assumptions

Thelassumptions defined in section 11.3.5.10.2 apply. In addition, the following assumptions apply}

Thel server supports a total of three (3) DTCs (for the sake of simplicity), which have the following gtates at the

timg of the client request.

a) | The following assumptions apply to DTC 123456 hex, statusOfDTC 24 hex (00100100 binary)

Table 296 — statusOfDTC = 24 hex

Bit

Bit

statusOfDTC: bit field name 4 state Description
estFailed 0 0 DTC is not failed at the time of the request.
estRFailed ThisOperationCycle 1 0 DTC never failed on the current operation cyclg.
pendingDTC 2 1 DTC failed on the current or previous operation cycle.
confirmedDTC 3 0 DTC was never confirmed.
testNotCompletedSincelLastClear 4 0 DTC test has been completed since the last code clear.
testFailedSinceLastClear 5 1 DTC failed at least once since last code clear.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRequested 7 0 Server is not requesting warningindicator to be active.
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b) The following assumptions apply to DTC 234505 hex, statusOfDTC of 00 hex (0000 0000 binary):

Table 297 — statusOfDTC = 00 hex

statusOfDTC: bit field name Bit Bit Description
# state
testFailed 0 0 DTC is not failed at the time of the request.
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle.
pendingDTC 2 0 DTC was not failed on the current or previous operation
Tycle.
confirmefDTC 3 0 DTC is not confirmed at the time of the request.
testNotCpmpletedSincelLastClear 4 0 DTC test has been completed since the last code“clear.
testFaileglSinceLastClear 5 0 DTC test never failed since last code cleat.
testNotCpmpletedThisOperationCycle 6 0 DTC test completed this operation cycle-
warninglpdicatorRequested 7 0 Server is not requesting warningtndicator to be active.
¢) The follpwing assumptions apply to DTC ABCDO01 hex, statusOfDTC of 2F hex (0010 1111 binary):
Table 298 — statusOfDTC = 2F hex
statusOfDTC: bit field name Al I Description
state
testFaileg 0 1 DTG.is failed at the time of the request.
testFailefiThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendingDTC 2 1 DTC failed on the current or previous operation cycle.
confirme@dDTC 3 1 DTC is confirmed at the time of the request.
testNotCpmpletedSincelLastClear 4 0 DTC test has been completed since the last code clear,
testFaileflSinceLastClear 5 1 DTC test failed at least once since last code clear.
testNotCpmpletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglhdicatorRequested 7 0 Server is not requesting warningindicator to be active.
11.3.5.12.3| Example-#11T message flow
In the following,example, all three (3) of the above DTCs are returned to the client’s request because all are
supported.
Table 299 — ReadDTCInformation — sub-function = reportSupportedDTCs —
request message flow example #11
Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportSupportedDTCs, 0A RSUPDTC
suppressPosRspMsglndicationBit = FALSE
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Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = readSupportedDTCs 0A RSUPDTC
#3 DTCStatusAvailabilityMask 7F TCSAM
#4 DTCAndStatusRecord#1 [ DTCHighByte ] 12 DTCHB
#5 DTCAnNdStatusRecord#1 [ DTCMiddleByte ] 34 DTCMB
#6 DTCAndStatusRecord#1 [ DTCLowByte ] 56 DTCLB
#7 DTCAnNdStatusRecord#1 [ statusOfDTC ] 24 SODTC
#8 DTCAnNdStatusRecord#2 [ DTCHighByte ] 23 DTCHB
#9 DTCAnNndStatusRecord#2 [ DTCMiddleByte ] 45 DTCMB
#10 DTCAnNdStatusRecord#2 [ DTCLowByte ] 05 DTCLB
#11 DTCAnNdStatusRecord#2 [ statusOfDTC ] 00 SODTC
#12 DTCAndStatusRecord#3 [ DTCHighByte ] AB DTCHB
#13 DTCAnNdStatusRecord#3 [ DTCMiddleByte ] CD DTCMB
#14 DTCAnNdStatusRecord#3 [ DTCLowByte ] 01 DTCLB
#15 DTCAnNdStatusRecord#3 [ statusOfDTC ] 2F SODTC

11.3.5.13 Example #12 — ReadDTCInformation — sub-function = reportFirstTestFailedDTC

infgrmation available

11.3.5.13.1 Example #12 overview

Thig example demonstrates~usage of the reportFirstTestFailedDTC sub-function parameter,

where it is

asspmed that at least oneA4).failed DTC has occurred since the last ClearDiagnosticinformation request from

the perver.

If exactly one (1) DT€ has failed within the server since the last ClearDiagnosticinformation requést from the
senJer, then the“server will return the same information in response to a reportMostRecentTegtFailedDTC

requiest from the client.

In this example, the status of the DTC returned in response to the reportFirstTestFailedDTC is no longer
current.at the time of the request (the same phenomenon is possible when requesting the server fo report the

1 t foilad/, £i d.DTC)
MOoStecerttahearconrHHRea+ -

The general format of request/response messages in the following example is also applicable to sub-function

parameters reportFirstConfirmedDTC,

ConfirmedDTC (for the appropriate DTC status and under similar assumptions).
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11.3.5.13.2 Example #12 assumptions

The following assumptions apply.

a) Atleastone (1) DTC has failed since the last ClearDiagnosticinformation request from the server.
b) The server supports all status bits for masking purposes.

c) DTC number 123456 hex = first failed DTC to be detected since the last code clear.

d) The following assumptions apply to DTC 123456 hex, statusOfDTC 26 hex (0010 0110 binary):

Table 301 — statusOfDTC = 26 hex

stalusOfDTC: bit field name Al I Description
testFaileg 0 0 DTC is not failed at the time of the requést.
testFailefiThisOperationCycle 1 1 DTC never failed on the current operation cycle.
pending)TC 2 1 DTC failed on the current pr'previous operation cycle.
confirmefiDTC 3 0 DTC was never confirmed:
testNotCpmpletedSincelLastClear 4 0 DTC test has beencompleted since the last code clear,
testFaileflSinceLastClear 5 1 DTC failed at least once since last code clear.
testNotCpmpletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglhdicatorRequested 7 0 Server’is'not requesting warningindicator to be active.

11.3.5.13.3| Example #12 message flow

In the following example, DTC 123456 hex is returned to the client’s request.

Table 302 — ReadDTCInformation — sub-function = reportFirstTestFailedDTC —
request message flow example #12

Message direction: client &.server
Message type: Reguest
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonjc
#1 ReadDBTClInformation request SID 19 RDTCI
#2 sub=function = reportFirstTestFailedDTC, 0B RFTFDTC
suppressPosRspMsglndicationBit = FALSE
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Table 303 — ReadDTCInformation — sub-function = reportFirstTestFailedDTC —

positive response — example #12

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportFirstTestFailedDTC 0B RFTFDTC
#3 DTCStatusAvailabilityMask EE TCSAM
#4 DTCAnNndStatusRecord [ DTCHighByte ] 12 DTCHB
#5 DTCAndStatusRecord [ DTCMiddleByte ] 34 DTCMB
#6 DTCAndStatusRecord [ DTCLowByte ] 56 DTCLB
#7 DTCAnNdStatusRecord [ statusOfDTC ] 26 SODTC
11.3.5.14 Example #13 — ReadDTCInformation — sub-function = reportFirstTestFailedDTC +— no
infgrmation available
11.3.5.14.1 Example #13 overview
Thig example demonstrates usage of the reportFirstTestFailedDTC sub-function parameter, \where it is
asspimed that no failed DTCs have occurred since the last.ClearDiagnosticinformation request from the server.

The)

general format of request/response messages in\the following example is also applicable to

sub-function

parameters reportFirstConfirmedDTC, reportMostRecentTestFailedDTC and reportMostRecentConfirmedDTC

(for
11.3
The
a)
b)
11.3

In th

the appropriate DTC status and under similar-assumptions).

.5.14.2 Example #13 assumptions

following assumptions apply.

The server supports-all-status bits for masking purposes.

.5.14.3 Example #13 message flow

e followingyexample no DTC is returned to the client’s request.

request message flow example #13

Table 304 — ReadDTCInformation — sub-function = reportFirstTestFailedDTC —|

No failed DTCs have occurred since the last ClearDiagnosticinformation request from the server.

Message direction: client — server

Message type: Request

Al

Data byte Description (all values are in hexadecimal) Byte value (hex)

Mnemonic

#1 ReadDTClInformation request SID 19

RDTCI

#2 sub-function = reportFirstTestFailedDTC, 0B
suppressPosRspMsglndicationBit = FALSE

RFTFDTC
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Table 305 — ReadDTCInformation — sub-function = reportFirstTestFailedDTC —
positive response, example #13

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportFirstTestFailedDTC 0B RFTFDTC
#3 DTCStatusAvailabilityMask EE DTCSAM

11.3.5.15 Example #14 — ReadDTCInformation, sub-function = reportNumberOfEmissionsRelatedOBD-
DTCByStafusMask

11.3.5.15.1| Example #14 overview

This example demonstrates the usage of the reportNumberOfEmissionsRelatedOBDDTCByStatusMask
sub-function parameter, as well as various masking principles.

11.3.5.15.2| Example #14 assumptions
The server [supports all status bits for masking purposes. Furthermore the server supports a total of threg (3)
emissions-related OBD DTCs (for the sake of simplicity), which have the following states at the time of| the
client request.

a) The following assumptions apply to emissions-related~OBD DTC P0005-00 — Fuel Shutoff Valve| “A”
Contro| Circuit/Open (000500 hex), statusOfDTC AE\hex (1010 1110 binary):

Table 306 — statusOfDTC = AE hex of DTC P0005-00

statusOfDTC: bit field name Sl Description
state

testFailedl 0 0 DTC is not failed at the time of the request.
testFailef ThisOperationCycle 1 1 DTC failed on the current operation cycle.
pending)TC 2 1 DTC failed on the current or previous operation cycle.
confirme@dDTC 3 1 DTC is confirmed at the time of the request.
testNotCpmpletedSincelastClear 4 0 DTC test has been completed since the last code clear,
testFaileflSincel'astClear 5 1 DTC failed at least once since last code clear.
testNotCpmpletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRequested 7 T B(_arr(\:/?r IS Tequesting warningindicator 1o be active (OB
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b) The following assumptions apply to emissions-related OBD DTC P022F-00 Intercooler Bypass Control “B”
Circuit High (022F00 hex), statusOfDTC of AC hex (1010 1100 binary):

Table 307 — statusOfDTC = AC hex of DTC P022F-00

statusOfDTC: bit field name B#it Bit Description
state

testFailed 0 0 DTC is not failed at the time of the request.
testFailedThisOperationCycle 1 0 DTC never failed on the current operation cycle.
bendingDTC Z T DTC Tfailed on the current or previous operatior] cycle.
confirmedDTC 3 1 DTC is confirmed at the time of the request.
estNotCompletedSincelLastClear 4 0 DTC test has been completed since the'last cofle clear.
estFailedSincelLastClear 5 1 DTC failed at least once since last'code clear.
estNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
varninglndicatorRequested 7 1 gt_errc\;/;er is requesting warninglndicator to be actjve (OBD

c) |The following assumptions apply to emissions-related OBD " DTC P0OA09-00 DC/DC Converter Status
Circuit Low Input (0A0900 hex), statusOfDTC of AF hex (1040 1111 binary):

Table 308 — statusOfDTC = AF of DTC P0A09-00

statusOfDTC: bit field name el I Description
state

estFailed 0 1 DTC failed at the time of the request.
estFailedThisOperationCycle 1 1 DTC failed on the current operation cycle.
bendingDTC 2 1 DTC failed on the current or previous operatior| cycle.
confirmedDTC 3 1 DTC is confirmed at the time of the request.
estNotCompletedSincelLastClear 4 0 DTC test has been completed since the last cofe clear.
estFailedSincelLastClear 5 1 DTC test failed at least once since last code clgar.
estNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
varninglndicatorReguested 7 1 gc_arrc\:/?r is requesting warninglndicator to be actjve (OBD
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11.3.5.15.3 Example #14 message flow

In the following example, a count of three (3) is returned to the client because all DTCs defined in the
assumptions match the client-defined status mask of 08 hex — confirmedDTC (0000 1000 binary):

Table 309 — ReadDTCInformation — sub-function = reportNumberOfEmissionsRelatedOBD-
DTCByStatusMask — request message flow example #14

Message direction: client — server
Message type: Request
A_Data bytle Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation request SID 19 RBTCI
#2 sub-function = 12 RNOOBDDTCBSM

reportNumberOfEmissionsRelatedOBDDTCByStatusMask,
suppressPosRspMsglndicationBit = FALSE

#3 DTCStatusMask 08 DTCSM

Table[310 — ReadDTCInformation — sub-function = reportNumberOfEmissionsRelatedOBD-
DTCByStatusMask — positive response — example #14

Message direction: server — client
Message type: Response
A_Data byte | Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = 12 RNOOBDDTCBISM
reportNumberOfEmissionsRelatedOBDDTCByStatusMask
#3 DTCStatusAvailabilityMask FF DTCSAM
#4 DTCFormatidentifier = 1ISO15031-6DTCFormat 00 15031-6DTCI
#5 DTCCount [ DTCCountHighByte ] 00 DTCCHB
#6 DTCCount [ DTCCountLowByte ] 03 DTCCLB

11.3.5.16 Example #15 —ReadDTCInformation — sub-function = reportEmissionsRelatedOBDDTC}
ByStatusMask — all matching OBD DTCs returned

11.3.5.16.1| Example #15 overview

This example) demonstrates usage of the reportEmissionsRelatedOBDDTCByStatusMask sub-fungtion
parameter, as well as various masking principles in conjunction with unsupported masking bits.

11.3.5.16.2 Example #15 assumptions

The server supports all status bits for masking purposes. The server supports a total of three (3) DTCs (for the
sake of simplicity) as defined in 11.3.5.15.2.

11.3.5.16.3 Example #15 message flow
In the following example, emissions-related OBD DTC P0005-AE Fuel Shutoff Valve “A” Control Circuit/Open

(000500 hex), P022F-00 Intercooler Bypass Control “B” Circuit High (022F00 hex) and POA09-00 DC/DC
Converter Status Circuit Low Input (OA0900 hex) are returned to the client’s request because all DTCs defined
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in the assumptions match the client-defined status mask of 80 hex — warningIndicatorRequested (1000 0000
binary).

NOTE The server shall bypass masking on those status bits it does not support.

Table 311 — ReadDTCInformation — sub-function = reportEmissionsRelatedOBDDTCByStatusMask —
request message flow example #15

Message direction: client — server

Message type: Request

A_PpPata byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportEmissionsRelatedOBDDTCByStatusMask, 13 ROBPDTCBSM

suppressPosRspMsglndicationBit = FALSE

#3 DTCStatusMask 80 OTCSM

Table 312 — ReadDTCInformation— sub-function = reportEmissionsRelatedOBDDTCByStatusMask —

positive response — example #15

Mesgsage direction: server — client

Message type: Response

A_pPata byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportEmissionsRelatedQBDDTCByStatusMask 13 ROBDDTCBSM
#3 DTCStatusAvailabilityMask FF DTCSAM
#4 DTCAndStatusRecord#1 [ DTCHighByte ] 00 DTCHB
#5 DTCAnNdStatusRecord#1 ['BTCMiddleByte ] 05 DTCMB
#6 DTCANndStatusRecord#1 [ DTCLowByte ] 00 DTCLB
#7 DTCAnNdStatusRecord#1 [ statusOfDTC ] AE SODTC
#8 DTCAnNdStatusRecord#2 [ DTCHighByte ] 02 DTCHB
#9 DTCAndStatusRecord#2 [ DTCMiddleByte ] 2F DTCMB
#10 DTCAndStatusRecord#2 [ DTCLowByte ] 00 DTCLB
#11 DTCAnNdStatusRecord#2 [ statusOfDTC ] AC SODTC
#12 DTCAndStatusRecord#3 [ DTCHighByte ] 0A DTCHB
#13 DTCAndStatusRecord#3 [ DTCMiddleByte ] 09 DTCMB
#t4 DTCAMdStatusRecord#3 T DTCtowByte} 00 TCLB
#15 DTCAnNdStatusRecord#3 [ statusOfDTC ] AF SODTC
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11.3.5.17 Example #16 — ReadDTCInformation — sub-function = reportEmissionsRelatedOBDDTC-

ByStatusM

11.3.5.17.1

ask (confirmedDTC and warningindicatorRequested) — matching DTCs returned

Example #16 overview

This example demonstrates usage of the reportEmissionsRelatedOBDDTCByStatusMask sub-function
parameter, as well as the masking principle of requesting the server to report emissions-related OBD DTCs
which are of the status “confirmedDTC” and “warningindicatorRequested (MIL = ON)” in conjunction with
unsupported masking bits. This example shows a typical OBD Scan Tool type request for emissions-related
OBD DTCs which cause the MIL to be turned ON and therefore do not pass the I/M (Inspection and
Maintenance) test

11.3.5.17.2

The servef

(testFailedS
hex (1100 1

The client U
status “con
server supj
time of the

a) The fo
ground

Example #16 assumptions

does not support bit 0 (testFailed), bit 4 (testNotCompletedSincelLastClear) or b
inceLastClear) for masking purposes. This results in a DTCStatusAvailabilityMask value off
110 binary).

ses a DTC status mask with the value of 88 hex (1000 1000 binary) because only DTCs with
firmedDTC = 17 and “warningindicatorRequested = 1” shall be displayed to the technician.
orts a total of three (3) DTCs (for the sake of simplicity), which have’the following states at
Client request.

lowing assumptions apply to DTC P010A-14 Mass or Volume Air Flow “A” — circuit sho
or open (010A14 hex), statusOfDTC 00 hex (0000 0000 binary):

Table 313 — statusOfDTC = 00 hex.of DTC P010A-14

CE

the
The
the

't to

sthtusOfDTC: bit field name el I Description
state
testFailg¢d 0 0 Not applicable.
testFail¢dThisOperationCycle 1 0 DTC never failed on the current operation cycle.
pendindDTC 2 0 DTC was not failed on the current or previous
operation cycle.
confirme¢dDTC 3 0 DTC is not confirmed at the time of the request.
testNotCompletedSinceLastClear. 4 0 Not applicable.
testFail¢dSinceLastClear 5 0 Not applicable.
testNotCompletedThisOpefationCycle 6 0 DTC test completed this operation cycle.
warninglndicatorRéquested 7 0 Server is not requesting warningIndicator to be active.
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b) The following assumptions apply to DTC P0180-17 Fuel Temperature Sensor A — circuit voltage above
threshold (018017 hex), statusOfDTC of 8E hex (1000 1110 binary):

Table 314 — statusOfDTC = 8E hex of DTC P0180-17

Bit

Bit

(OBD DTC).

statusOfDTC: bit field name 4 state Description
testFailed 0 0 Not applicable.
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendingDTC Z T DTC Tailed on the current or previous operaiioh cycle.
confirmedDTC 3 1 DTC is confirmed at the time of the request.
testNotCompletedSinceLastClear 4 0 Not applicable.
testFailedSincelLastClear 5 0 Not applicable.
testNotCompletedThisOperationCycle 6 0 DTC test completed this operation cycle.
warningIndicatorRequested 7 1 Server is requesting warningindicator to bg¢ active

c) |The following assumptions apply to DTC P0190-1D Fuel Rail Pressure Sensor “A” — circuit clirrent out of

range (01901D hex), statusOfDTC of 8E hex (1000 1110 bifary):

Table 315 — statusOfDTC = 8E hex of DTC P0190-1D

(OBD DTC).

statusOfDTC: bit field name Al Description
testFailed 0 0 Not applicable.
testFailedThisOperationCycle 1 1 DTC failed on the current operation cycle.
pendingDTC 2 1 DTC failed on the current or previous operatioph cycle.
confirmedDTC 3 1 DTC is confirmed at the time of the request.
testNotCompletedSinceLastClear 4 0 Not applicable.
testFailedSinceLastClear 5 0 Not applicable.
testNotCompleted ThisOperationCycle 6 0 DTC test completed this operation cycle.
warningIndicatoerRequested 7 1 Server is requesting warninglndicator to b¢ active
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11.3.5.17.3 Example #16 message flow

In the following example, P0O180-17 (018017 hex) and P0190-1D (01901D hex) are returned to the client’s

request.

The server shall bypass masking on those status bits it doesn’t support.

Table 316 — ReadDTCInformation — sub-function = reportEmissionsRelatedOBDDTCByStatusMask —

request message flow example #16

Message direction:

cliant
oot

caoniar
TvOor

Message type: Request
A_Data byfe | Description (all values are in hexadecimal) Byte value (hex) Mnemoniq
#1 ReadDTClInformation request SID 19 RDTCI
#2 sub-function = reportEmissionsRelatedOBDDTCByStatusMask, 13 ROBDDTCB$M
suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 88 DTCSM

Table 317 +— ReadDTCInformation — sub-function = reportEmissionsRelatedOBDDTCByStatusMas

positive response — example #16

Message direction:

server — client

Message type: Response

A_Data byfe Description (all values are in hexadecimal) Byte value (hex) Mnemoni¢
#1 ReadDTClInformation response SID 59 RDTCIPR
#2 reportType = reportEmissionsRelatedOBDDTCByStatusMask 13 ROBDDTCBEM
#3 DTCStatusAvailabilityMask CE DTCSAM
#8 DTCAndStatusRecord#1 [ DTGHighByte ] 01 DTCHB
#9 DTCAnNdStatusRecord#1 [ DT\CMiddleByte ] 80 DTCMB
#10 DTCANndStatusRecord#1["DTCLowByte ] 17 DTCLB
#11 DTCAnNdStatusRecoerd#1 [ statusOfDTC ] 8E SODTC
#12 DTCAndStatusRecord#2 [ DTCHighByte ] 01 DTCHB
#13 DTCAndStatusRecord#2 [ DTCMiddleByte ] 90 DTCMB
#14 DTCAndStatusRecord#2 [ DTCLowByte ] 1D DTCLB
#15 DTCANdStatusRecord#2 [ statusOfDTC ] 8E SODTC

12 InputOutput control functional unit

12.1 Overview

Table 318 — InputOutput control functional unit

Service

Description

InputOutputControlByldentifier

The client requests the control of an input/output specific to the server.
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12.2.1 Service description
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The InputOutputControlByldentifier service is used by the client to substitute a value for an input signal,

internal server function and/or control an output (actuator) of an electronic system.

The client request message contains a dataldentifier to reference the input signal, internal server function
and/or output signal(s) [actuator(s)] (in case of a device control access it might reference a group of signals) of
the server. The controlOptionRecord parameter shall include all information required by the server’s input

Sigrnl(c\ internal function(s) and/or output sianal(s)
\- 77 \-7 Ll J \-7

QOptionally _the reauest messaage ca
Ll PA -1 ~J

contain a

conjrolEnableMask, which might be present if the controlState#1 is used as an inputOutputContrglParameter
and|the dataldentifier to be controlled references more than one parameter (i.e. the dataldentifier [is packeted

or bjitmapped).

Thel server shall send a positive response message if the request message was suceessfully exg¢cuted. The
serJer shall send a positive response message to a request message with an inputQutputControllParameter

of r
par

seqence of control parameters including a number of cycles, a duration, efeyif required.

turnControlTOECU even if the dataldentifier is currently not under tester control. The controlOptionRecord
meter of the request message can be implemented as a single ON/OFF/parameter or as a mgre complex

Thel service allows the control of a single dataldentifier with the correspoending controlOptionRecord in a single
requiest message. In doing so, the server will respond with a-Single response message including the
dataldentifier of the request message plus optional controlStatus_information.

IMPORTANT — The server and the client shall meet the request and response message bghaviour as

spegified in 7.5.3 in the event that those addressing methods are implemented for this service.
12.2.2 Request message
12.2.2.1 Request message definition
Table 319 — Request message definition
A_Pata byte Parameter name Cvt | Hexvalue Mnemonic
#1 InputOutputControlByldentifier Request Service Id M 2F IOCBI
dataldentifier#1[] = [ 101_
#2 byte#1 (MSB) M 00-FF B1
#3 byte#2 (LSB) ] M 00-FF B2
controlOptionRecord#1[] = [ COR_
#4 controlState#1/inputOutputControlParameter | M42@ 00-FF IOCP_/CS_
#4+(m-1) controlState#m | C° 00-FF CS_
controlEnableMaskRecord#1[] = [ CEM_
#4+m controlMask#1 Cy° 00-FF CM_
#4+m+(r-1) controlMask#r ] C, 00-FF CM_
@  Mjy: Mandatory: ControlState#1 can be used as either an InputOutputControlParameter or an additional controlState. If it is used as
an InputOutputControlParameter, then it shall be implemented as defined in E.1
b The presence of the C1 parameter depends on the dataldentifie##1 and the inputOutputControlParameter of
controlOptionRecord#1 (if controlState#1 of controlOptionRecord#1 is used as an inputOutputControlParameter).
€ The presence of the C, parameter depends on the dataldentifier#1.
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12.2.2.2 Request message sub-function parameter $Level (LEV_) definition

This service does not use a sub-function parameter.

12.2.2.3 Request message data parameter definition

The following data parameters are defined for this service:

Table 320 — Request message data parameter definition

Definition

dataldentifier

This parameéter identifies server local input signal(s), internal parameter(s) or output signal(s). The applicable range of
values for tHis parameter can be found in the table of dataldentifiers defined in C.1.

—

The controlOptionRecord of each dataldentifier consists of one or, multiple bytes
(controlState#1/inputOutputControlParameter to controlState#m). ControlState#1 can (be used as either | an
InputOutputControlParameter that describes how the server shall control its inputs orloutputs, or as an additipnal
controlState|byte. If it is used as an InputOutputControlParameter, then it shall be implemented as defined in E.1.

controIOptrfnRecord

controlEnapleMaskRecord

The ControlEnableMask of each dataldentifier consists of one or multiple bytes (eontrolMask#1 to controlMask#r). [The
ControlEnaljleMask shall only be supported when the inputOutputControlParameter is used and the dataldentifier tg be
controlled cpnsists of more than one parameter (i.e. the dataldentifier is, bit*mapped or packeted by definition). There
shall be onelbit in the ControlEnableMask corresponding to each individual parameter defined within the dataldentifief.

NOTE THe parameter could be any number of bits.

The value of each bit shall determine whether the corresponding, parameter in the dataldentifier will be affected by|the
request. A Qit value of '0' in the ControlEnableMask shall represent that the corresponding parameter is not affecteq by
this request|and a bit value of '1' shall represent that the corresponding parameter is affected by this request. The most
significant b|t of ControlMask#1 shall correspond to the first parameter in the ControlState starting at the most significant
bit of ContrqlState#1, the second most significant bit.6f/ControlMask#1 shall correspond to the second parameter in[the
ControlStatg, and continuing on in this fashion utilizing'as many ControlMask bytes as necessary to mask all paramefers.
For examplg, the least significant bit of ControlMask#2 would correspond to the 16th parameter in the controlState.|For
bit-mapped |dataldentifiers, unsupported bits.shall also have a corresponding bit in the ControlEnableMask so that|the
position of [the mask bit of every parameter in the ControlEnableMask shall exactly match the position of |the
corresponding parameter in the controlState.
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12.2.3.1 Positive response message definition
Table 321 — Positive response message definition
A_Data byte Parameter name Cvt | Hex value | Mnemonic
#1 InputOutputControlByldentifier Response Service Id S 6F IOCBIPR
dataldentifier#1[] = [ 101_
#Z DyTe#T (MISB) ™ O0-FF B1
#3 byte#2 (LSB) ] M 00-FF B2
controlStatusRecord#1[] = [ CSR_
#4 controlState#1/inputOutputControlParameter (OFlS 00-FF IOCP_/CS_
#4+(m-1) controlState#m ] Cs? 00-FF CS_
@ |The presence of the Cq parameter depends on its usage in the request message. ControlState#1 is either used as an
InpdtOutputControlParameter or as an additional controlState. If it is used as an InputOutputCantrolParameter then it shal| be present in
the fesponse message and shall be the echo of the InputOutputControlParameter value giveb-in the request message. In gll other cases
its pgresence is user-optional (depends on the usage of a controlStatusRecord).
b |The presence of the C, parameter depends on the dataldentifier and the inputOutputControlParameter (if controlStat¢#1 is used as
an ipputOutputControlParameter).

L
r

12.

.3.2 Positive response message data parameter definition

Table 322 — Response message data parameter definition

Definition

datpldentifier

Thig parameter is an echo of the dataldentifier(s) from the request message.

corjtrolStatusRecord

The controlState parameter./ of  each dataldentifier ~ consists of one or  multiple bytes
(comtrolState#1/InputOutputControlParameter to controlState #m) which include e.g. feedback data. If cgntrolState#1
wag used as an InputOutputControlParameter in the request message, then the controlState#1 in the response is the
ec of the InputOutputControlParameter value given in the request message (see E.1 for detpils on the
InplitOutputControlParameter).
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12.2.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 323.

Table 323 — Supported negative response codes

Hex

Description

Cvt

Mnemonic

T

13 incorrectMessagelLengthOrinvalidFormat

he lengthof the message-is-wrong
~J

IMLOIF

22

=4 ©

bnditionsNotCorrect

his code shall be returned if the criteria for the request InputOutputControl are not met.

CNeE

31

-

pquestOutOfRange

his code shall be returned if:

the requested dataldentifier value is not supported by the device;

the dataldentifier uses the controlState#1 parameter as an
inputOutputControlParameter and the value contained in this parametertis-invalid
(see definition of inputOutputControlParameter);

one or more of the applicable controlStates of the controlOptionRe¢€ord record are
invalid.

ROOH

T
a

33 spcurityAccessDenied

his code shall be returned if a client sends a request with aryalid secure dataldentifier
hd the server’s security feature is currently active.

SAD

12.2.5 Megsage flow example(s) InputOutputControlByldentifier

12.2.51 A

The examp
(PCM/ECM

12.2.5.2 E

This examp

This subcla

Assumptions

xample #1 — “Desired'Idle Adjustment” resetToDefault

the “Desired Idle Adjustment” dataldentifier (0132 hex).

Test conditi

es below show how the InputQutputControlByldentifier is used with a Powertrain Control Mogule
. All of the examples assume)that physical communication is performed with a single server.

le uses the controlState#1 parameter of the controlOptionRecord of the request message as an
inputOutpufiControlParamieter; therefore, the value is echoed back in the response message.

se spegifies the test conditions of the resetToDefault function and the associated message flow of

pns: ignition = ON, engine at idle speed, engine at operating temperature, vehicle speed = 0 [kph].

Conversion: Desired Idle Adjustment [r/min] = decimal(Hex) * 10 [r/min].
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Table 324 — InputOutputControlByldentifier request message flow example #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 10I_B2
248 controlOplioNRecord [ nputoutputControlParameter] = resetloberault o1 OCP_RTD

Table 325 — InputOutputControlByldentifier positive response message flow example #1

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 10I_B2
#4 controlStatusRecord [ inputOutputControlParameter }= 01 OCP_RTD

resetToDefault

#5 controlStatusRecord [ controlState#1 ] = 750, r/min 4B CS_1

12.2.5.3 Example #2 — “Desired Idle Adjustment” shortTermAdjustment

Thig example uses the controlState#1 parameter of the controlOptionRecord of the request megsage as an
inpytOutputControlParameter; therefore, the value is echoed back in the response message.

Thig subclause specifies the test' conditions of a shortTermAdjustment function and the associat¢gd message
flow of the “Desired Idle Adjustment” dataldentifier.

Test conditions: ignitien’="ON, engine at idle speed, engine at operating temperature, vehicle speefl = 0 [kph].

Conversion: Desited’ldle Adjustment [r/min] = decimal(Hex) * 10 [r/min].

12.2.5.3.1 <-Step #1 — freezeCurrentState

Table 326 — InputOutputControlByldentifier request message flow example #2 — step #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 101_B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 02 IOCP_FCS

freezeCurrentState
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Table 327 — InputOutputControlByldentifier positive response message flow example #2 — step #1

Message direction:

server — client

Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 101_B2
#4 controlStatusRecord [ InputoutputControlParameter ] = 02 TOCP_FQS
freezeCurrentState

#5 controlStatusRecord [ controlState#1 ] = 800 r/min 50 CS_1

12.2.5.3.2 |Step #2 — shortTermAdjustment

Tabje 328 — InputOutputControlByldentifier request message flow example #2 — step #2

Message direction:

client —» server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonjc
#1 InputOutputControlByldentifier request SID 2F 10CBI
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 101_B2
#4 controlOptionRecord [ inputOutputControlParameter | = 03 IOCP_STA

shortTermAdjustment

#5 controlOptionRecord [ controlState#1.J.;51000 r/min 64 CS_1

Table 325’ — InputOutputControlByldentifier positive response message flow example #2 — step #2

Message d*ection: server = client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonjc
#1 InputQutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 101_B2
#4 controlStatusRecord [ inputOutputControlParameter | = 03 IOCP_STA
shortTermAdjustment
#5 controlStatusRecord [ controlState#1 ] = 820 r/min 52 CS_1
NOTE The client has sent an inputOutputControlByldentifier request message as specified above. The server has

sent an immediate positive response message, which includes the controlState parameter “Engine Speed” with the value
of “820 r/min”. The engine requires a certain amount of time to adjust the idle speed to the requested value of “1000 r/min”.
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For the example, it is assumed that the dataldentifier 0101 hex contains the engine speed parameter.

Table 330 — ReadDataByldentifier request message flow example #2 — step #3

Message direction:

client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 ReadDataByldentifier request SID 22 RDBI
#2 recordldentifier [ byte#1 ] = 01 01 RI_B1
#3 recordldentifier [ byte#2 ] = 01 01 RI_B2

Table 331 — ReadDataByldentifier positive response message flow example #2 — step #3

Message direction: server — client
Message type: Response
A_Pata byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic

#1 ReadDataByldentifier response SID 62 RDBIPR
#2 recordldentifier [ byte#1 ] = 01 01 RI_B1
#3 recordldentifier [ byte#2 ] = 01 01 RI_B2
#4 recordValue#1 XX RV_
#n recordValue#m XX RV_

12.2.5.3.4 Step #4 — returnControlToECU

Table 332 — InputQutputControlByldentifier request message flow example #2 — step #4

Message direction:

client — server

Message type: Request
A_Pata byte Description (all values are in hexadecimal) Byte value (hex) NMnemonic
#1 InputOutputControlByldentifier request SID 2F 10CBI
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 datardentitier [ byte#Z | = 32 ( Desired 1aie Adjustment ) 32 101_B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 00 RCTECU
returnControlTOoECU
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Table 333 — InputOutputControlByldentifier positive response message flow example #2 — step #4

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 32 (“Desired Idle Adjustment”) 32 101_B2
#4 controloptionRecord | INputoutputControlParameter | = 00 RCTECH

returnControlToECU

#5 controlStatusRecord [controlState#1] = 980 r/min 62 CS_1

12.2.5.4 Example #3 — EGR and IAC shortTermAdjustment

12.2.5.4.1 |Assumptions

This examplle uses a packeted dataldentifier $0155 to demonstrate control of individual parameters or multiple
parameters| within a single request. The most significant byte of the controlOptionRecord in the reqpest
message is|used as an inputOutputControlParameter, and therefore the~value is echoed back in the respgnse

message.

This subclause specifies the test conditions for a shortTermAdjustment function and the associated mesgage
flow of thgd example dataldentifier $0155. The dataldentifier\ supports five (5) individual parameterq as
described i Table 334.

Table 334 — Composite data blocks —Dataldentifier definitions — Example #3

Data Data byte Parameter Data record contents
identifier :
(hex) Number | Size

0155 #1 (all bits) #1 8 bits’ [\dataRecord [ data#1 ] = IAC Pintle Position (n = counts)

#2 - #3
(all bits)

#2 16)bits | dataRecord [ data#2-#3 ] = RPM (0 = 0 U/min, 65535 = 65535 U/min)

#4 (bits 7-4) | #37 | 4 bits

15 =120%

dataRecord [ data#4 (bits 7-4) ] = Pedal Position A: Linear Scaling, 0 = 4%,

#4 (bits 3-00Y #4 | 4 bits

15 =120%

dataRecord [ data#4 (bits 3-0) ] = Pedal Position B: Linear Scaling, 0 = (%,

5 (all bits) #5 8 bits

255 counts = 100%

dataRecord [ data#5 ] = EGR Duty Cycle: Linear Scaling, 0 counts = 0%

Dataldentifier $0155 is packeted by definition and is comprised of five (5) elemental parameters. For individual
control purposes, each of these elemental parameters is selectable via a single bit within the
ControlEnableMaskRecord. If a given dataldentifier has a definition other than packeted or bit-mapped, the
ControlEnableMaskRecord is not present in the request. The most significant bit of ControlMask#1 is always
required to correspond to the first parameter in the dataldentifier starting at the most significant bit of
ControlState#1. This is demonstrated in Table 335.
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Table 335 — ControlEnableMaskRecord — Example #3

ControlEnableMaskRecord for dataldenitifier $0155. Total size = 1 byte (i.e. consists only of ControlEnableMask#1)
Bit position ControlEnableMask#1 — Bit Meaning (1 = affected, 0 = not affected)
7 | (Most significant bit) rDeztS;r;i.nes whether or not Parameter #1 (IAC Pintle Position) will be affected by the
6 Determines whether Parameter #2 (RPM) will be affected by the request.
5 Determines whether Parameter #3 (Pedal Position A) will be affected by the request.
4 Determines whether Parameter #4 (Pedal Position B) will be affected by the request.
3 Determines whether Parameter #5 (EGR Duty Cycle) will be affected by the request.
2 No affect due to no corresponding parameter.
1 No affect due to no corresponding parameter.
0] |(Least significant bit) [No affect due to no corresponding parameter.
12.2.5.4.2 Case #1 — Control IAC Pintle Position Only
Table 336 — InputOutputControlByldentifier request message flow example #3 — Case #1
Message direction: client —» server
Mesgsage type: Request
A_|Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/PPA/PPB/EGR) 55 I01_B2
#4 controlOptionRecord [ inpGtQutputControlParameter ] = 03 OCP_STA
shortTermAdjustment
#5 controlOptionRecord*controlState#1 ] = IAC Pintle Position 07 CS_1
(7 counts)
#6 controlOptighRecord [ controlState#2 ] = RPM (XX) XX CS_ 2
#7 controlOptienRecord [ controlState#3 ] = RPM (XX) XX CS_3
#8 controlOptionRecord [ controlState#4 | = Pedal Position A (Y) and B YZ CS_4
2)
#9 controlOptionRecord [ controlState#5 ] = EGR Duty Cycle (XX) XX CS 5
#10 ControlEnableMask [ controlMask#1 ] = Control IAC Pintle Position 80 CM_1
ONLY
NOTE The values transmitted for RPM, Pedal Position A, Pedal Position B and EGR Duty Cycle in controlState#2 -

#5 are irrelevant because the controlMask#1 parameter specifies that only the first parameter in the dataldentifier will be
affected by the request.
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Table 337 — InputOutputControlByldentifier positive response message flow example #3 — Case #1

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/PPA/PPB/EGR) 55 I01_B2
#4 controloptionRecord | INputoutputControlParameter | = 03 TOCP_STA
shortTermAdjustment
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position 07 cS_1
(7 counts)
#6 controlOptionRecord [ controlState#2 ] = RPM (750 U/min) 02 CS_2
#7 controlOptionRecord [ controlState#3 ] = RPM EE CS_3
#8 controlOptionRecord [ controlState#4 ] = Pedal Position A (8%) 12 CS 4
Pedal Position B (16%)
#9 controlOptionRecord [ controlState#5 ] = EGR Duty Cycle (35%) 59 CS_5

The value tfansmitted for all parameters in controlState#1 - controlState#5 shall reflect the current state of the

system.

12.2.5.4.3 |Case #2 — Control RPM Only

Tab1e 338 — InputOutputControlByldentifier request message flow example #3 — Case #2

Message d*’ection: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemorjic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifier [ byte#1}="101 01 101_B1
#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/EGR) 55 I101_B2
#4 controlOptionRecord [ inputOutputControlParameter ] = 03 IOCP_STA
shortTermAdjustment
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position XX CS_1
(XXscounts)
#6 controlOptionRecord [ controlState#2 | = RPM (03ES8 hex = 03 CS_2
1000 /min)
#7 controlOptionRecord [ controlState#3 ] = RPM ES8 CS_ 3
#8 z:;)ntrolOptionRecord [ controlState#4 ] = Pedal Position A (Y) and B YZ CS_4
#9 controlOptionRecord [ controlState#5 ] = EGR Duty Cycle (XX) XX CS 5
#10 ControlEnableMask [ controlMask#1 ] = Control RPM ONLY 40 CM_1

NOTE The values transmitted for IAC Pintle Position, Pedal Position A, Pedal Position B and EGR Duty Cycle in
controlState#1 and controlState#4 - #5 are irrelevant because the controlMask#1 parameter specifies that only the second
parameter in the dataldentifier will be affected by the request.
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Table 339 — InputOutputControlByldentifier positive response message flow example #3 — Case #2

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/PPA/PPB/EGR) 55 101_B2
7 controloptionRecord [ InputoutputControlParameter | = 03 OCP_STA
shortTermAdjustment
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position 09 CS_1
(9 counts)
#6 controlOptionRecord [ controlState#2 ] = RPM (950 U/min) 03 CS_2
#7 controlOptionRecord [ controlState#3 ] = RPM B6 CS_3
#8 controlOptionRecord [ controlState#4 ] = Pedal Position A (8%) 12 CS 4
Pedal Position B (16%)
#9 controlOptionRecord [ controlState#5 ] = EGR Duty Cycle (35%) 59 CS_ 5

The| value transmitted for all parameters in controlState#1 - controlState#5 shall reflect the current|state of the

sysiem.

12.2.5.4.4 Case #3 — Control both Pedal Position ‘A\and EGR Duty Cycle

Table 340 — InputOutputControlByldentifier request message flow example #3 — Cage #3

Message direction: client — server

Message type: Request

A_pata byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifiepf-byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/PPA/PPB/EGR) 55 101_B2
#4 control®@ptionRecord [ inputOutputControlParameter | = 03 OCP_STA

shertfermAdjustment
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position (XX) XX CS_1
#6 controlOptionRecord [ controlState#2 ] = RPM (XX) XX CS_2
#7, controlOptionRecord [ controlState#3 ] = RPM (XX) XX CS_3
#8 controlOptionRecord [ controlState#4 ] = Pedal Position A (3 hex = 24 %) 3Z CS 4
Pedal Position B (Z)

#9 controlOptionRecord [ controlState#5 ] = EGR Duty Cycle (45%) 72 CS_5
#10 (EJ?;r;rolEnableMask [ controlMask#1 ] = Control Pedal Position A and 28 CM_1

NOTE

The values transmitted for IAC Pintle Position, RPM and Pedal Position B in controlState#1 - #3 and

controlState#4 (bits 3-0) are irrelevant because the controlMask#1 parameter specifies that only the third and fifth
parameter in the dataldentifier will be affected by the request.

© 1SO 2006 — All rights reserved

219


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

Table 341 — InputOutputControlByldentifier positive response message flow example #3 — Case #3

Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemonic

#1 InputOutputControlByldentifier response SID 6F IOCBIPR

#2 dataldentifier [ byte#1 ] = 01 01 101_B1

#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/PPA/PPB/EGR) 55 101_B2

#4 controloptionRecord | MputoutputControlParameter | = 03 TOCP_STA

shortTermAdjustment

#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position 07 €S_1

(7 counts)

#6 controlOptionRecord [ controlState#2 ] = RPM (850 U/min) 03 CS_2

#7 controlOptionRecord [ controlState#3 ] = RPM 52 CS_3

#8 controlOptionRecord [ controlState#4 | = Pedal Position A (24%) 32 CS 4

Pedal Position B (16%)

#9 controlOptionRecord [ controlState#4 ] = EGR Duty Cycle (41%) 69 CS_ 5
NOTE The value transmitted for all parameters in controlState#1 - contralState#5 shall reflect the current state of the
system.
12.2.5.4.5 |Case #4 — Return control of all parameters to the'ECU

Tab1e 342 — InputOutputControlByldentifier request message flow example #3 — Case #4

Message d*ection: client —» server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemorjic
#1 InputOutputControlByldentifier request SID 2F 10CBI
#2 dataldentifier [ byte#1.] =-01 01 101_B1
#3 dataldentifier [ byté#2T = 55 (IAC/RPM/PPA/PPB/EGR) 55 101_B2
#4 controlOptionReeord [ inputOutputControlParameter ] = 00 RCTECU
returnControlToECU
#5 ControlEnableMask [ controlMask#1 ] = All elemental parameters FF CM_1
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Table 343 — InputOutputControlByldentifier positive response message flow example #3 — Case #4

Message direction:

server — client

Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] = 01 01 101_B1
#3 dataldentifier [ byte#2 ] = 55 (IAC/RPM/PPA/PPB/EGR) 55 101_B2
7 controloptionRecord [ InputoutputControlParameter | = 00 RCTECU
returnControlToECU
#5 controlOptionRecord [ controlState#1 ] = IAC Pintle Position 09 CS_1
(9 counts)
#6 controlOptionRecord [ controlState#2 ] = RPM (850 U/min) 03 CS_2
#7 controlOptionRecord [ controlState#3 ] = RPM 52 CS_3
#8 controlOptionRecord [ controlState#4 ] = Pedal Position A (8%) 12 CS 4
Pedal Position B (16%)
#9 controlOptionRecord [ controlState#4 ] = EGR Duty Cycle (35%) 59 CS_ 5

The| value transmitted for all parameters in controlState#1 - controlState#5 shall reflect the current|state of the

sysiem.

12.2.5.5 Example #4 — Device Control (EGR & IAC_Control)

Thig example uses the controlState#1 parameter6f the controlOptionRecord of the request megsage as an
addjtional control byte.

Thig message flow example will show how a client could send device control equivalent messageq to a server
to cpntrol multiple inputs/outputs at the"same time.

The| output control mapping is based on the enable/control byte definitions in the tables below and the brief
desgriptions that follow:

Table 344 — Example Data Definition

Enable byte Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0
IAC 0 = POS;
#1 — — — — — EGR Enable 1= RPM IAC Control Enable
Control byte Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0
#1 IAC Pintle Position (n = counts) or Desired Engine RPM (RPM = n * 12.5)
#2 EGR Duty Cycle: Linear Scaling, 0 counts = 0 %, 255 counts = 100 %

The record of enable/control bytes given above allows the client to

placing the appropriate value in the first control byte,

© 1SO 2006 — All rights reserved

take control of the Idle Air Control (IAC) motor by placing a 1 in bit 0 of the enable byte,

command a pintle position or desired engine idle speed (based on the value of the enable byte bit 1) by

take control of Exhaust Gas Recirculation (EGR) Valve by placing a 1 in bit 2 of the enable byte.
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The unused bits/bytes are ignored for the purposes of the examples in this subclause.

In order to maximize the amount of user data that can be placed in a single request message, it is assumed
for this example that the Enable Byte shown above represents the low byte of the dataldentifier. The high byte
of the dataldentifier would be interpreted as a command parameter identifier (CPID) and would be set to
01 hex for this example (can be any value between 00 hex and EF hex; FO hex to FC hex and FF hex are
reserved for general purposes).

The interpretation of the dataldentifier given above ends up in the following list of dataldentifier values and
their corresponding usage:

Table 345 — dataldentifier values

Dataldentifier value (hex) Description
high byte low byte resulting
(CPID) (enable byte) | value (hex)
01 00 0100 Disable IAC Control and EGR Control.
01 01 0101 Control IAC pintle position and disable EGR Control.
01 02 0102 Disable IAC Control and EGR Control.
01 03 0103 Control IAC desired engine RPM anddisable EGR control.
01 04 0104 Control EGR Duty Cycle and disable/AC Control.
01 05 0105 Control EGR Duty Cycle and IAC pintle position.
01 06 0106 Control EGR Duty Cycle and disable IAC Control.
01 07 0107 Control EGR Duty Cycle-and IAC desired engine RPM.

The following message flow shows how the client controls the EGR duty cycle and the IAC pintle position at
the same tifne (single request).

Table 346 — InputOutputCaontrolByldentifier request message flow example #4
Control EGR Duty Cycle and IAC pintle position

Message direction: client —» server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemorjic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifier [ byte#1 ] = 01 (CPID) 01 101_B1
#3 dataldentifier [ byte#2 ] = 05 05 101_B2
#4 controlOptionRecord [ controlState#1 ] = IAC Pintle Position 07 CS 1

(7 counts)

#5 controlOptionRecord [ controlState#2 ] = EGR Duty Cycle (35 %) 35 CS_2
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Table 347 — InputOutputControlByldentifier positive response message flow example #4
Control EGR Duty Cycle and IAC pintle position

Message direction: server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] =01 (CPID) 01 I01_B1
#3 dataldentifier [ byte#2 ] = 05 05 101_B2

The| following message flow shows how the client controls the EGR duty cycle and the 1AC dedired engine
RPWM at the same time (single request).

Table 348 — InputOutputControlByldentifier request message flow example #4
Control EGR Duty Cycle and IAC desired engine-RPM

Message direction: client —» server

Message type: Request

A_Pata byte Description (all values are in hexadecimal) Byte value (hex) | [Mnemonic
#1 InputOutputControlByldentifier request SID 2F I0CBI
#2 dataldentifier [ byte#1 ] =01 (CPID) 01 101_B1
#3 dataldentifier [ byte#2 ] = 07 07 101_B2
#4 controlOptionRecord [ controlState#1 1. AAC Desired Engine RPM 40 CS_1

(800)

#5 controlOptionRecord [ controlState#2 ] = EGR Duty Cycle (43 %) 43 CS_2

Table 349 — InputOutputControlByldentifier positive response message flow examplp #4
Control EGR Duty Cycle and IAC desired engine RPM

Mefsage direction: server — client

Mel;sage type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) | [Mnemonic
#1 InputOutputControlByldentifier response SID 6F IOCBIPR
#2 dataldentifier [ byte#1 ] =01 (CPID) 01 101_B1
#3 dataldentifier [ byte#2 ] = 05 07 101_B2
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13 Remote activation of routine functional unit

13.1 Overview

Table 350 — Remote activation of routine functional unit

Service Description

RoutineControl The client requests to start, stop a routine in the server(s) or requests

routine results.
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nal unit specifies the services of remote activation of routines as they shall be implemented in
client. The following subclause describes two (2) different methods of implementation) (Meth
. There may be other methods of implementation possible. Methods A and B shall'be* used
I implementation of routine services.

bd may feature the functionality to request a routine results service after,the routine has 4
e selection of method and the implementation is the responsibility of the yehicle manufacturer
plier.

g is a brief description of Methods A and B.

i A:

is method is based on the assumption that after a roGtine has been started by the client in
rver's memory, the client shall be responsible for stopping the routine.

e server routine shall be started in the server's_ memory some time between the completion of
utineControl request message that starts the“routine and the completion of the first respg

méssage (if “positive” based on the server’s gonditions).
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e server routine shall be stopped in.the server's memory some time after the completion of
bpRoutine request message and theycompletion of the first response message (if “positive” b3
the server’s conditions).

e client may request routine-results after the routine has been stopped.
i B:

is method is based on the assumption that after a routine has been started by the client in
rver's memory;-then the server shall be responsible for stopping the routine.

e serveryoutine shall be started in the server’'s memory some time between the completion of
utineControl request message that starts the routine and the completion of the first respg
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— The server routine shall be stopped at any time as programmed or previously initialized in the
server’'s memory.
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13.2 RoutineControl (31 hex) service
13.2.1 Service description

13.2.1.1 Overview
The RoutineControl service is used by the client to

— start a routine,

— [stop aroufine, and
— |request routine results.
A rqutine is referenced by a two-byte routineldentifier.

The| following subclauses specify start routine, stop routine, and request routing” results referenced by a
routineldentifier.

IMPORTANT — The server and the client shall meet the request and\response message bghaviour as
spegified in 7.5.2 in the event that those addressing methods are implemented for this servige.

13.2.1.2 Start a routine referenced by a routineldentifier

The] routine shall be started in the server's memory sometime between the completion of the $tartRoutine
reqliest message and the completion of the first responsé message if the response message ig positive or
negptive, indicating that the request has already been performed or is in progress.

The] routines could be either tests that run instead.of normal operating code or routines that are gnabled and
exefuted with the normal operating code running. Particularly in the first case, it might be necessgry to switch
the server in a specific diagnostic session. using the DiagnosticSessionControl service or to unlock the server
using the SecurityAccess service prior to.Using the StartRoutine service.

13.2.1.3 Stop a routine referenced by a routineldentifier

The] server routine shall be stopped in the server's memory some time after the completion of the $topRoutine
est message and the-completion of the first response message if the response message ig positive or
negptive, indicating thatdherequest to stop the routine has already been performed or is in progress.

The| server routing, shall be stopped at any time as programmed or previously initialized in fhe server's
mernory.

13.2.1.4 _Request routine results referenced by a routineldentifier

Thig ‘sub-function is used by the client to request results (e.g. exit status information) refer¢gnced by a
routineldentifier and generated by the routine which was execute € Servers memory.

Based on the routine results, which may have been received in the positive response message of the
stopRoutine sub-function parameter (e.g. normal/abnormalExitWithResults), the requestRoutineResults
sub-function shall be used.

An example of routineResults could be data collected by the server, which could not be transmitted during
routine execution because of server performance limitations.
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13.2.2 Request message

13.2.2.1 Request message definition
Table 351 — Request message definition
A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 RoutineControl Request Service Id M 31 RC
#2 sub-function = [ M LEV_
ToutimeControtType 1 00-FF RCTP]
routineldentifier [] = [ RI_
#3 byte#1 (MSB) M 00-FF B
#4 byte#2 ] M 00-FF B2
routineControlOptionRecord[] = [ RCEOR |
#5 routineControlOption#1 Ccalu 00-FF RCO_
#n routineControlOption#m ] C/U 00-FF RCO _
@  The presence of the C parameter is user-optional for sub-function parameter startRoutine and stopRoutine.
13.2.2.2 Request message sub-function parameter $Level (LEV._) definition
The sub-fupction parameters are used by this service to select the control of the routine. Explanations [and
usage of the¢ possible levels are detailed below [suppressPosRspMsglndicationBit (bit 7) not shown].
Table 352 — Request message-sub-function definition
Hex Description Cvt Mnemonic
(bit 6-0) P
00 ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this document for future definition.
01 startRoutine U STR
This parameter specifies that the server shall start the routine specified by the
rdutineldentifier.
02 stopRoutine ] STPR
This parameter.specifies that the server shall stop the routine specified by the
rqutineldentifier.
03 rgquestRoutineResults U RRR
This_parameter specifies that the server shall return result values of the routine
Spor\ifinrl "\\Jl the routinaeldentifier
04 - 7F [ISOSAEReserved M | ISOSAERESRVD
This value is reserved by this document for future definition.
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13.2.2.3 Request message data parameter definition

The following data parameters are defined for this service:

Table 353 — Request message data parameter definition

Definition

routineldentifier

This parameter identifies a server local routine and is out of the range of defined dataldentifiers (see Annex F).

roytineControlOptionRecord

This parameter record contains either:

— | routine entry option parameters, which optionally specify start conditions of the routine Ae.g. |timeToRun,
startUpVariables, etc.); or

— | routine exit option parameters which optionally specify stop conditions”) ef the routine (e.g.
timeToExpireBeforeRoutineStops, variables, etc.).

13.2.3 Positive response message

13.2.3.1 Positive response message definition

Table 354 — Positive response message definition

A_pPata byte Parameter name Cvt | Hex value Mnemonic

#1 RoutineControl Response Service Id S 71 RCPR

#2 routineControlType M 00-7F RCTP_
routineldentifier [] = [ RI_

#3 byte#1 (MSB) M 00-FF B1

#4 byte#2 ] M 00-FF B2
routineStatusRecord[\= [ RSR_

#5 routineStatus#1 ] 00-FF RS_

#n routi-neStatus#m ] U 00-FF Ré _

© 1SO 2006 — Al rights reserved 227


https://standardsiso.com/api/?name=ee4e730200c85467f88de49326f3cb38

ISO 14229-1:2006(E)

13.2.3.2 Positive response message data parameter definition

Table 355 — Response message data parameter definition

Definition

routineControlType

This parameter is an echo of bits 6 - 0 of the sub-function parameter from the request message.

routineldentifier

This parameter is an echo of the routineldentifier from the request message

routineStatusRecord

This parameter record is used to give to the client either:
— additio]:al information about the status of the server following the start of the routine; or

— additiopal information about the status of the server after the routine has been stopped (e.g. totalRunTime, redults
generated by the routine before stopped, etc.); or

— results|(exit status information) of the routine which has been stopped previously in the server.

13.2.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this sérvice. The circumstances under which
each respofpse code would occur are documented in Table 356.

Table 356 — Supported negative response codes

Hex Description Cvt Mnemonjc

12 shbFunctionNotSupported M SFNS
his code is returned if the requested sub-fuhetion is not supported.

_|

13

imcorrectMessagelLengthOrinvalidFormat M IMLOIF
The length of the message is wrong,

22 cpnditionsNotCorrect M CNC
This code shall be returned if'the criteria for the request RoutineControl are not met.

24 ré¢questSequenceError M RSE

This code shall be (returned if the “stopRoutine” or “requestRoutineResults” sub-
fynction is received without first receiving a “startRoutine” for the requested
rqutineldentifier.

31 réquestOutOfRange M ROOR
This code.shall be returned if:

-

the server does not support the requested routineldentifier;

2) the user optional routineControlOpiionRecord contains Invalid data for the
requested routineldentifier.

33 securityAccessDenied M SAD

This code shall be sent if this code is returned if a client sends a request with a valid
secure routineldentifier and the server’s security feature is currently active.

72 generalProgrammingFailure M GPF

This return code shall be sent if the server detects an error when performing a
routine, which accesses server internal memory. An example is when the routine
erases or programmes a certain memory location in the permanent memory device
(e.g. Flash Memory) and the access to that memory location fails.
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13.2.5 Message flow example(s) RoutineControl

13.2.5.1 Example #1 — sub-function = startRoutine

This subclause specifies the test conditions for starting a routine in the server to continuously test (as fast as
possible) all input and output signals on intermittent while a technician “wiggles” all wiring harness connectors
of the system under test. The routineldentifier references this routine by the routineldentifier 0201 hex.

Test conditions: ignition = on, engine = off, vehicle speed = 0 [kph].

The client requests a response message hy QpHing the Ql|InlnrncanQRQpMcglnr‘lir‘nfinnRif (hif Z_of the sub-

fungtion parameter) to “FALSE” (‘0’).

Table 357 — RoutineControl request message flow — Example #1

Message direction: client — server

Message type: Request

A_Data byte Description (all values are in hexadecimal) Byte value (hex) |[Mnemonic
#1 RoutineControl request SID 31 RC
#2 sub-function = startRoutine, 01 STR

suppressPosRspMsglndicationBit = FALSE

#3 routineldentifier [ byte#1 ] (MSB) 02 RI_B1
#4 routineldentifier [ byte#2 ] 01 RI_B2

Table 358 — RoutineControl positive response message flow — Example #1

Mefsage direction: server — client

Mel;sage type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) |[Mnemonic
#1 RoutineControl response SID 71 RCPR
#2 routineControl Type = startRoutine 01 STR
#3 routineldentifier [ byte#1 ] (MSB) 02 RI_B1
#4 routineldentifier [ byte#2 ] 01 RI_B2

13.2.5.2 Example #2 — sub-function = stopRoutine

Thig subclause specifies the test conditions for stopping a routine in the server which has been qontinuously
testing (as fastas possibie) at Mput and output Signafs on mtermittence white a technician wiggted” all wiring
harness connectors of the system under test. The routineldentifier references this routine by the
routineldentifier 0201 hex.

Test conditions: ignition = on, engine = off, vehicle speed = 0 [kph].

The client requests a response message by setting the suppressPosRspMsglndicationBit (bit 7 of the sub-
function parameter) to “FALSE” (‘0’).
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Table 359 — RoutineControl request message flow — Example #2

Message direction: client — server
Message type: Request
A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 RoutineControl request SID 31 RC
#2 sub-function = stopRoutine, 02 STPR
suppressPosRspMsglndicationBit = FALSE
#3 routineldentifier [ byte#1 1 (MSB) 02 RI_B
#4 routineldentifier [ byte#2 ] 01 Ri.BZ
Table 360 — RoutineControl positive response message flow — Example#2
Message direction: server — client
Message type: Response
A_Data byte Description (all values are in hexadecimal) Byte value (hex) [ Mnemorjic
#1 StopRoutine response SID 71 RCPR
#2 routineControlType = stopRoutine 02 STPR
#3 routineldentifier [ byte#1 ] (MSB) 02 RI_B1
#4 routineldentifier [ byte#2 ] 01 RI_B2

13.2.5.3 HExample #3 — sub-function = requestRoutineResults

This example shows how to retrieve result values after a routine has finished. The routine has continuously
tested (as fast as possible) all input and output signals on intermittence while a technician “wiggled” all w(ring

harness comnectors of the system under test. The routineldentifier to reference this routine is 0201 hex.

Test conditipns: ignition = on, engine =(0off; vehicle speed = 0 [kph].

The client :lequests a response_message by setting the suppressPosRspMsglndicationBit (bit 7 of the $ub-
ameter) to “FALSEZ(0’).

function pa

Table‘361 — RequestRoutineResults request message flow example

Message direction;

client — server

Message type: Request
A _Databyte+”  Description (all values are in hexadecimal) Byte value (hex) | Mnemaornic
#1 RoutineControl request SID 31 RC
#2 sub-function = requestRoutineResults, 03 RRR
suppressPosRspMsglindicationBit = FALSE
#3 routineldentifier [ byte#1 ] (MSB) 02 RI_B1
#4 routineldentifier [ byte#2 ] 01 RI_B2
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Table 362 — RequestRoutineResults positive response message flow example

Message direction:

server — client

Message type: Response

A_Data byte Description (all values are in hexadecimal) Byte value (hex) | Mnemonic
#1 RoutineControl response SID 71 RCPR
#2 routineControlType = requestRoutineResults 03 RRR
#3 routineldentifier [ byte#1 ] (MSB) 02 RI_B1
Fi2:8 routinerdentifier [ byte#2 | o1 RI_B2
#5 routineStatusRecord [ routineStatus#1 ] = inputSignal#1 57 RRS_
#6 routineStatusRecord [ routineStatus #2 ] = inputSignal#2 33 RRS _
#n routineStatusRecord [ routineStatus #m ] = inputSignal#m 8F RRS _

14 |Upload download functional unit

14.1 Overview

Table 363 — Upload download functional unit
Service Description

RequestDownload The client requests the negetiation of a data transfer from the client to the server.

RequestUpload The client requests thenegotiation of a data transfer from the server to the client.

TrapsferData The client transmits;data to the server (download) or requests data from the seryer (upload).

RequestTransferExit

The client requests the termination of a data transfer.

14.2 RequestDownload (34 hex) service

14.2.1 Service description

The| requestDowhload service is used by the client to initiate a data transfer from the client tq

(doynload).

Aftgr theserver has received the requestDownload request message, the server shall take al

actipns to receive data before it sends a positive response message.

the server

necessary

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.3 in the event that those addressing methods are implemented for this service.
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14.2.2 Request message

14.2.2.1 Request message definition

Table 364 — Request message definition

A_Data byte Parameter name Cvt Hex value Mnemonic

#1 RequestDownload Request Service Id M 34 RD

#2 dataFormatldentifier M 00-FF DFI_

#3 addressAndl engthFarmatldentifier M 00-FF ALFID

memoryAddress[] = [ MAL
#4 byte#1 (MSB) M 00-FF B1
#(m-1)+4 byte#m | Cuw?| OOFF Bm

memorySize[] = [ MS_
#n-(k-1) byte#1 (MSB) M 00+RF B1
#n byte#k ] CZ'Bb 00-FF Bk

@ The presence of the Cqg parameter depends on the address length “information parameter of |the
addressAndLgngthFormatidentifier.

b

The presence of the Cog parameter depends on the memory size length information of the*addressAndLengthFormatldentifier.

14.2.2.2 Request message sub-function parameter $Level (LEV-) definition
This servicg does not use a sub-function parameter.

14.2.2.3 Request message data parameter definition

The followinng data parameters are defined for this service.

Table 365 — Request'message data parameter definition

Definition

dataFormafldentifier

This data parameter is a one-byte- value with each nibble encoded separately. The high nibble specifies |the
“compressignMethod” and the low nibble specifies the “encryptingMethod”. The value 00 hex specifies that| no
compressiopMethod nor encryptingMethod is used. Values other than 00 hex are vehicle-manufacturer-specific.

addressAnhLengthFormatIdentifier

This paramater is a one-byte value with each nibble encoded separately (see Annex G for example values):
— bit 7 - 4: Length (number of bytes) of the memorySize parameter;

— bit 3 - Q: Length-(number of bytes) of the memoryAddress parameter.

memoryAddress

The parameter memoryAddress 1S the starung address ol the server memory 10 which the data I1s 1o be written. The
number of bytes used for this address is defined by the low nibble (bit 3 - 0) of the addressFormatldentifier. Byte#m in
the memoryAddress parameter is always the least significant byte of the address being referenced in the server. The
most significant byte of the address can be used as a memoryldentifier.

An example of the use of a memoryldentifier would be a dual processor server with 16-bit addressing and memory
address overlap (when a given address is valid for either processor but yields a different physical memory device or
when internal and external flash is used). In this case, an otherwise unused byte within the memoryAddress parameter
can be specified as a memoryldentifier used to select the desired memory device. Usage of this functionality shall be as
defined by vehicle manufacturer/system supplier.

memorySize (unCompressedMemorySize)

This parameter shall be used by the server to compare the uncompressed memory size with the total amount of data
transferred during the TransferData service. This increases the programming security. The number of bytes used for this
size is defined by the high nibble (bit 7 - 4) of the addressFormatldentifier.
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14.2.3 Positive response message

14.2.3.1 Positive response message definition

Table 366 — Positive response message definition
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A_Data byte Parameter name Cvt | Hex value Mnemonic
#1 RequestDownload Response Service Id S 74 RDPR
#2 lengthFormatldentifier M 00-FO LFID
maxNumberOfBlockLength = [ MNROB_
#3 byte#1 (MSB) M 00-FF B1
#n byte#m | M | O00-FF Bm

14.2.3.2 Positive response message data parameter definition

Table 367 — Response message data parameter-definition

Definition

le

=]

gthFormatidentifier

Thig parameter is a one-byte value with each nibble encoded separately:
— | bit 7 - 4: length (number of bytes) of the maxNumberOfBlockLength parameter;

— | bit 3 - 0: reserved by document, to be set to 0 hex.

The format of this parameter is compatible to the format’of the addressAndLengthFormatldentifier parametgr contained
in the request message, except that the lower nibble has to be set to 0 hex.

makNumberOfBlockLength

transferring data to the server.

Thi$ parameter is used by the requestDownload positive response message to inform the client how many data bytes
(mgdxNumberOfBlockLength) shall be included in each TransferData request message from the client. This length reflects
the|complete message length, including the service identifier and the data parameters present in the TransferData
reqpiest message. This parameter-allows the client to adapt to the receive buffer size of the server before it starts
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14.2.4 Supported negative response codes (NRC_)

The following negative response codes shall be implemented for this service. The circumstances under which
each response code would occur are documented in Table 368.

Table 368 — Supported negative response codes

Hex

Description

Cvt

Mnemonic

13

incorrectMessagelLengthOrinvalidFormat

IMLOIF

Thelength-of the message is-wrong

22

ponditionsNotCorrect

=5 O

his return code shall be sent if a server receives a request for this service while in
e process of receiving a download of a software or calibration module. This could
ccur if there is a data size mismatch between the server and the client during the
pwnload of a module.

—

Qo O

CNC

31

-

equestOutOfRange

_‘

his return code shall be sent if

—_

the specified dataFormatldentifier is not valid,
the specified addressAndLengthFormatldentifier is not valid, or

2
3) the specified memoryAddress/memorySize is not valid.

ROOR

33

securityAccessDenied

is return code shall be sent if the server is secure (for (servers that support the
ecurityAccess service) when a request for this service has.been received.

SAD

70

JploadDownloadNotAccepted

This response code indicates that an attempt to~download to a server's memory
cpnnot be accomplished due to fault conditions:

UDNA

14.2.5 Megsage flow example(s) RequestDownload

See 14.5.5for a complete message flowexample.

14.3 RequiestUpload (35 héx) service

14.3.1 Seryice description

The Reque

After the se

to send data before it sends a positive response message.

stUpload.service is used by the client to initiate a data transfer from the server to the client (uplpad).

rverhas received the requestUpload request message, the server shall take all necessary actjons

IMPORTANT — The server and the client shall meet the request and response message behaviour as
specified in 7.5.3 in the event that those addressing methods are implemented for this service.
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