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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

established has the right to be represented on that committee. International organizations, govern
nonfgovernmentat, In_fiaison with 1S5S0, also take part I the WOrK. SO collaborates close
Intefnational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

mental and
y with the

Intefnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

Thel main task of technical committees is to prepare International Standards. Draft] Internationa

Standards

adopted by the technical committees are circulated to the member bodies for, Voting. Publication as an

Intefnational Standard requires approval by at least 75 % of the member bodies'¢asting a vote.

ISO[14223-2 was prepared by Technical Committee ISO/TC 23, Tractors_and machinery for agri
forejstry, Subcommittee SC 19, Agricultural electronics.

ISO[14223 consists of the following parts, under the general title\Radiofrequency identification o
Advanced transponders:

— | Part 1: Air Interface
— | Part 2: Code and command structure
Thelfollowing part is under preparation:

— | Part 3: Applications

culture and

animals —

© 1SO 2010 — All rights reserved
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Introduction

This part of 14223 specifies the communication interface of the radio frequency (RF) system for advanced
transponders for animals. The technical concept of advanced transponders for animal identification described
is based upon the principle of radio frequency identification (RFID) and is an extension of the standards
ISO 11784 and 1SO 11785. Apart from transmission of the (unique) identification code of animals, the

application
database),

The Interng
compliance

of advanced technologies 1aciiitates the storage and retrieval ol additionat information (Integr
he implementation of authentication methods and the reading of data from integrated sensors)

tional Organization for Standardization (ISO) draws attention to the fact that it is~claimed
with this document may involve the use of patents concerning the methodsof transmis

referred to throughout the document.

ISO takes n

The holder
reasonable

0 position concerning the evidence, validity and scope of these patent rights.

3

5 of these patent rights have assured ISO that they are willing to-hegotiate licences u
and non-discriminatory terms and conditions with applicants througheut the world. In this resp

the statemgnts of the holders of these patent rights are registered with ISO. Information may be obta

from:

N.V. Neder!
Parallelwed
NL-7141 D
The Nether!

Texas Instr
Haggerstra
D-85356 Fr
Germany

andsche Apparatenfabriek “Nedap”
2

C Groenlo

ands

iments Deutschland GmbH
5se 1
Bising

NXP Semic
Mikron-We
A-8101 Gr.

Austria

EM Microel
Sors 3

CH-2074 M
Switzerland

Atmel Gern
P.O. Box 3]

onductors

1

korn
bctronic-Marin SA
arin

any.GmbH
35

ted
etc.

that
sion

nder
ect,
ned

74025 Heilt
Germany

ronn

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO shall not be held responsible for identifying any or all such patent

rights.

Vi
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Radiofrequency identification of animals — Advanced
transponders —

Part 2:

C

de and command structure

1

This
tran
con
use

The]
refe
doc
ISO
ISO

ISO
inte

ISO
tran

3

3.1

Scope

part of ISO 14223 specifies the code and command structure between the transceiver and th
sponder used in the radiofrequency identification of animals, this specification being fully

J in conjunction with that International Standard.

Normative references

following referenced documents are indispensabléZfor the application of this document,
rences, only the edition cited applies. For undated references, the latest edition of the
iment (including any amendments) applies.

11784, Radio frequency identification of animals — Code structure

11785, Radio frequency identification‘of animals — Technical concept

IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data e
'change

24631-1, Radiofrequency’ identification of animals — Part 1: Evaluation of conformanc
sponders with ISO 11784 and ISO 11785 (including granting and use of a manufacturer code)

Conformance

Transponder

For

e advanced
backwards-

patible with those of ISO 11784 and ISO 11785. As a direct extension-of ISO 11785, it is int¢nded to be

For dated
referenced

ements for

e of RFID

conformance with this part of ISO 14223 to be claimed, a transponder shall be FDX-ADV or HII

X-ADV.

NOTE Nothing in this International Standard prevents a transponder being of more than one type,

tech

3.2

nical reasons, it is unlikely that such transponders are ever marketed.

Transceiver

although for

For conformance with this part of ISO 14223 to be claimed, a transceiver shall support both FDX-ADV and
HDX-ADV. When in the inventory mode, the transceiver shall alternate between FDX-ADV and HDX-ADV
interrogation. The transceiver shall move back to ISO 11785 mode after completion of the advanced operation.

© 1SO 2010 — All rights reserved
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4 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

4.1

advanced transponder

transponder conforming to ISO 14223, downward compatible according to ISO 11784 and ISO 11785, with
facilities for storage and retrieval of additional data, integrated sensors, etc.

4.2
advanced mode
operating method of the advanced transponder after reception of a valid command

4.3
anticollisign sequence
algorithm uged to prepare for and handle a dialogue between transceiver and one or more trahsponders olit of
several in its energizing field

4.4
byte
eight bits of|data designated b1 to b8, from the most significant bit (MSB, b8) to the least significant bit (LSB, [b1)

5 Abbre¢viated terms

BSS b

gck security status

CRC cytlic redundancy check

CRCT resgponse cyclic redundancy check flag
DSFID data storage format identifier

EOF end of frame

FDX full duplex

IC integrated circuit

ICR integrated circuit reference number
HDX half duplex

LSB least significant bit

MFC integrated circuit manufacturer code

MSB most significant bit

MSN manufacturer serial number
NOB number of blocks per page
NOP number of pages

NOS number of slots

NRZ non-return to zero

2 © 1SO 2010 — All rights reserved
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NSS number of sensors

RF

radio frequency

RTF reader talk first

RFU reserved for future use

SOF start of frame

uiD

6

6.1

The]
tran

Itis

The

The)
and

Flag

unique identifier (includes MFC and MSN)

Transmission protocol

Basic elements

sceiver and the transponders, in both directions.
based on the following concepts.

The transponders are by default conformant with ISO 11784 /)and 1SO 11785. This shall b

The transponders are uniquely identified by 48 bit UID, programmed at the manufacture of th
circuit. The UID coding is defined in 6.2.

An identification code of 64 bits according to 1ISO 11784 is stored in page 0 (the four blog
Table 11 can be used to store the fullISO 11785 protocol) of the user memory area (blocks
identification code shall be programmed and locked by the transponder issuer in ord
manipulations.

advanced mode protocol is based on

a request from the transceiver to the transponder, and

a response fromnthe transponder to the transceiver.

protocol is \bit-oriented. The number of bits transmitted after a SOF depends on the respec
response:

sare used for the control of request and response format. The setting of the flags indicates ei

and

advanced transmission protocol defines the mechanism for exchanging instructions and data lpetween the

b evaluated

conformant with 1SO 24631-1. For advanced instructions-the transceiver has the ability to communicate
with a transponder in the advanced mode. In this mode. the transponder is communicating if RTF mode
and does not start to respond unless it has received and'decoded a valid request from the trar|sceiver.

b integrated

ks given in
) to 3). This
br to avoid

ive request

her request

response variants (e.g. number of slots) or the presence of optional fields. In the case of op

ional fields,

when the flag is set to one (1), the field is present. When the flag is reset to zero (0), the field is absent.

RFU flags shall be set to zero (0).

6.2

The

Unique identifier

UID is used for addressing each transponder uniquely and individually.

The length of the UID is 48 bits, the format of the UID is presented in Table 1. The IC manufacturer is
responsible for setting the UID as defined by this part of ISO 14223 and for ensuring the uniqueness of the
MSN.

© 1SO 2010 — All rights reserved
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The UID sh

Table 1 — UID format

MSB

IC manufacturer
serial number

(MSN)

IC manufacturer
code

(MFC)

the 8 b

the 40

CUNTMTTOT

t MFC, according to ISO/IEC 7816-6, and

bit MSN, a unique serial number assigned by the IC manufacturer.

6.3 Request format

A requestc
SOF;
flags;

commg

data (d
CRC (¢

EOF.

bnsists of the following elements:

nd;

paramgters (depending on the command);

epending on the command);

ptional);

The genera) request format is presentedin Table 2.

Each requeg
field (e.g. C

Table 2 — General request format

SOF

flags | command | parameters | data | CRC | EOF

st starts_with a SOF. The fields are transmitted successively from the first field (flags) to the
RC): Ali-fields are transmitted LSB first. At the end of a request, an EOF is appended.

The allocati

H bhowmn i~ T

raach fiald af tho roauoct forom ot
13

1o
T

()

O CaCm eTo o treToquC oo T

Table 3 — Allocation of LSB and MSB to the request fields

last

LSB MSB

LSB

MSB

LSB MSB

LSB

MSB

LSB MSB

SOF

Field 1 (5 bits)
(Flags 1 ... 5)

Field 2 (6 bits)

(Command)

Field 3

(Parameters)

Field 4
(Data)

Field 5 (16 bits)
(CRC)

EOF

© 1SO 2010 — All rights reserved
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Response format

A response consists of the following elements:

SOF pattern;
error flag;

error code;

The)
resy

Ead
(Fla

app

The

data (daenandina-on-the-command)
ata-aepeRaiig-ehi—tHe-comahar)

CRC (is optional depending on command and flag settings);

EOF pattern.

format of the general response if there is no error is presented in Table4-and that of
onse if there is an error in Table 5.

Table 4 — General response format if no error

SOF Error Data CRC EOF
flag 0

Table 5 — General response format if error

SOF Error Error CRC EOF
flag. 1 code

g) to the last field (e.g. CRC)s All fields are transmitted LSB first. At the end of a response
ended.

allocation of the LSB and MSB for each field of the response format is shown in Table 6.

Table 6 — Allocation of LSB and MSB to response fields

LSB MSB LSB MSB LSB MSB
SOF Field 1 (1 bit) Field 2 (>3 bits) Field 3 (16 bits) EOF
(Error flag) (Error code or data) (CRC)

the general

h response begins with a SOF. The subsequent fields are transmitted successively from the first field

an EOF is

6.5

6.5.

Request flags

1 General

In each request, five flags are used, with flag b1 to be transmitted first. The specific meaning of the request
flags depends on the context. The meaning of request flags b1 to b3 is explained in Table 7, that of b4 and b5
where the inventory flag is not set in Table 8 and that where the inventory flag is set in Table 9.

©IS

O 2010 — All rights reserved
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Table 7 — Meaning of request flags b1 to b3

Bit Flag name Value Description
PEXT (protocol 0 No protocol format extension
b1 extension) flag 1 RFU
0 The meaning of flags b4 to b5 is according to Table 8
b2 INV (inventory) flag
1 The meaning of flags b4 to b5 is according to Table 9
0 CRC shall not be appended to the transponder response
b3 CRCT
i CRC shall be appended to the fransponder response
Table 8 — Request flags b4 to b5 definition when inventory flag is not set
Bit Flag name Value Description
0 Request shall be executed by any transponder according to the setting of
the address flag.
b4 SEL (select) flag Request shall be executed only by transponder in selected state. The
1 address flag shall be set to 0 and the WID field shall not be included in the
request.
0 Request is not addressed. UIDxield is not included. It shall be executed by
any transponder.
b5 ADR (address) flag Request is addressed. WD field is included. It shall be executed only by
1 that transponder whose UID matches the UID specified in the request. The
SEL flag shall be setto 0.
Table 9 — Request flags b4 to'b5 definition when the inventory flag is set
Bit Flag name Value Description
b4 RFU 0 —
0 16 slots
b5 NOS flag
1 1 slot
A further dgscription of these flags is given in 6.5.2 to 6.5.4.
6.5.2 NOS$ flag
The NOS flag—~see ble—10 6 ring

execution of the anticollision sequence.

Table 10 — Meaning of NOS flag

NOS flag

Meaning only for INVENTORY command

0

16 slots

1

1 slot

© 1SO 2010 — All rights reserved
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6.5.3 SEL flag and ADR flag

The SEL flag and ADR flag are used by all commands except the INVENTORY and READ UID commands.

When both the ADR flag and the SEL flag are set to 0, the request shall not contain a UID. Any transponder in
the ready state receiving such a request shall execute it (if possible) and shall return a response to the
transceiver as specified by the command description.

When the ADR flag is set to 1 (addressed mode), the request shall contain the UID of the addressed
transponder. Independent of the state, any transponder receiving such a request shall compare the received

uIlD

(address) to its own ID If it matches it shall execute it (if possible) and return a resp

nse to the

tran
curn

Wh
tran
resy
stat

Tab)

sceiver as specified by the command description. If it does not match, it shall remain silent g
ent state.

en the SEL flag is set to 1 (selected mode), the request shall not contain a transporder Ul
sponder in the selected state receiving such a request shall execute it (if possible) and sh

b shall keep their current state and be silent. The combination of ADR and SEL’flag is not supp

e 11 gives an overview of the meaning of the SEL flag and ADR flag.

Table 11 — Meaning of SEL flag and ADR flag

nd keep its

D. Only the
all return a

onse to the transceiver as specified by the command description. Other transponders not in the selected

orted.

BEL ADR Meaning for all commands except INVENTORY and READ UID
0 0 No UID is attached. All transponders in the\ready state shall execute this command.
0 1 The UID is attached. Only the transpander with corresponding UID shall execute this|command.
1 0 No UID is attached. Only the transponder in the selected state shall execute this command.
1 1 RFU

6.5ft CRCT flag

The
imp

6.6

The)
the

If th
cod

CRCT flag specifies whetheror not the transponder is to attach a CRC in its response]
ementation on the transponder is mandatory.

Response flag and error code

error flag indicates whether or not the transponder has detected an error (see Table 12). If if
response error field shall be returned according to Table 13.

e transponder does not support specific error codes (as listed in Table 13) it shall answer w
P 7 “unknown error”.

. The CRC

is set to 1,

th the error

Table 12 — Error flag

Error flag Meaning
0 No error
1 Error detected

© 1SO 2010 — All rights reserved
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Table 13 — Error code

Code Description
0 RFU
1 RFU
2 RFU
3 The specified block is not available (doesn't exist).
4 The specified block is secured and its content cannot be accessed.
5 The specitied block was not successfully programmed/locked.
6 RFU
7 Unknown error.

The genergl response format in case of an error response shall be according to,the” Table 14 for

commands
be no respg

6.7 Erro
In the case
— unsupq
— theinv
— wrong

— CRCe
— RFU b

— commg

not supporting error responses are excluded. In the case of an unsupperted command there

nse.
Table 14 — General response format (with etrror)
SOF Error Error CRC EOF
flag code
1 (optienal)

1 bit 3 bits 16 bits
 handling
of any of the following errors, there-will'be no response:

orted command;

pntory flag is set to 1;

manufacturer codein.a customer command;
[TOr;

L # 0;

nd format error.

mat;
will

6.8 Bloc

k security status (BSS)

The BSS is sent back by the transponder as a parameter in the response to a transceiver request as specified
in 10.4 (e.g. READ SINGLE BLOCK WITH SECURITY STATUS). It is coded on four bits, as explained by

Table 15.

It is an element of the protocol. There is no implicit or explicit assumption that the four bits are actually
implemented in the physical memory structure of the transponder.
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Table 15 — Block security status

Bit Meaning |Value Description
Bit 1 Block lock bit| 0 [Not locked
1 Locked
Bit 2 to Bit 4 RFU 0 |Reserved for future use

Start of frame pattern (SOF)

-2:2010(E)

6.9.

The)

6.9.

The]
defi

6.1

The)
16 K

The]
sha

The
resy

Upa
valy

Upa
valy

1 Transceiver request

transceiver request always starts with a SOF pattern. The SOF pattern is defined in SO 14221

P Transponder response

transponder response in the advanced mode always starts with a SOF pattern. The SO
hed in ISO 14223-1.

D Cyclic redundancy check (CRC)

CRC is according to ISO 11785. The initial register content'shall be all zeros: “0000”. The CH
its.

request CRC is calculated on all bits of the request after the SOF up to the CRC field. The
| detect the presence of the request CRC by the number of received bits.

response CRC is calculated on all bits of the response after the SOF up to the CRC field. V
onse CRC is appended to a response depends on the setting of the CRCT flag.

n reception of a request from the-transceiver containing the CRC, the transponder shall ver
e. If it is invalid, it shall discard the'frame and remain silent.

n reception of a responsefrom the transponder containing CRC, the transceiver shall veri
e. If it is invalid, any actions to be performed are left to the responsibility of the transceiver desi

An

6.1

example of CRC calcdlation is given in of ISO 11785:1996, Annex B.

Data storage format identifier (DSFID)

- pattern is

RC length is

ransponder

\Vhether the

fy the CRC

fy the CRC
gner.

uctures will

5 for instant

If the programming and locking commands are not supported by the transponder, the transponder shall not
respond to these commands.

If the DSFID is not supported or has not been programmed, the transponder shall return the default value “00”
in answer to the commands requesting its value.
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7 Memory organization

7.1 General

The physical transponder memory is divided into three logical sections.

— The first logical memory section contains the system data (see 10.4.5).

— The second logical memory section contains the ISO 11784 and ISO 11785 code (see Table 16) and user
data. These memory blocks are part of the user memory page 0.

— The third logical memory section contains user data (see Table 17). These memory blocks are part-ot

user memory page > 1.

The user
page shall
maximum u

7.2 Usern

Blocks 0 to
It shall be Iq

emory is organized in pages, each page containing up to 256 blocks; the numbercof.blocks
e the same for all pages. Block size is 32 bits, with up to 256 pages, each with upt9’256 block
ser memory of 256 kByte can be addressed.

data memory — Page 0

3 of the user memory Page 0 are used to store the ISO 11784 and ISO.11785 code (see Table
cked just after programming to ensure any manipulation of this codg) after programming during

lifetime of the animal transponder. The first block accessible for users is blocK 4.

7.3 Usern

In the case
memory arg

through the
can be add

Table 16 — User data memory organization (page 0)

Block Size Description
Address
Oto3 4 times 32 bits User data
(Bits'1 to 128 reserved for ISO 11785
identification data or frame)
4 32 bits User data
NOB 32 bits User data

10

data memory — Extended memory (> page 1)

of an advancedtransponder having the means to handle sensor data, the blocks in the upper
reserved forsensor data. The sensor hardware information is defined in the highest block (N
The meaning of the sensor data is defined in ISO 14223-3. The size of the sensor data area, i, is def
DSFID.4n)that case, the user data memory organization is described in Table 17. This men
essed by extended memory commands.

Table 17 — User data memory organization (page 1 to NOP)

the

per
S;a

16).
the

iser
DB).
ned
hory

Block Size Description
Address
0 32 bits User data
NOB-i-1 32 bits User data
NOB-i 32 bits User data [sensor data]
NOB-1 32 bits User Data [sensor data]
NOB 32 bits User Data [sensor hardware information]
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Transponder states

General

A transponder can be in one of the six following states:

RF-off;

wait;

The]
stat

Afte
For
Wh¢
8.2

The)

8.3

Thig

8.4

The)

8.5

The]
adv

SO T1785;
ready;
selected (optional);

quiet.

support of the RF-off, wait, ISO 11785, ready and quiet states is mandatery. The support of the selected

b is optional.
r powering up, the FDX-ADV transponder stays in the wait statefor a defined time-out period.
advanced transponders, a change from the wait stage to the ready state takes place on SOF.

en the transponder cannot process a transceiver request (e.g. CRC error), it shall stay in its cur

RF-off state

transponder is in the RF-off state when it.is)not activated by the transceiver.

ISO 11785 state

is the state where the ISO 11785 protocol is executed.

Wait state

wait represents a-ransition phase in which the transponder can be switched to the advanced n

Ready state

transponder moves to the ready state after receiving a valid request; in this way it is
bncedymode.

rent state.

node.

switched to

8.6

Quiet state

A transponder enters the quiet state after receiving the STAY QUIET command issued to the transponder. In
the quiet state, the transponder shall process any request for which the ADR flag is set.

The transponders shall enter the quiet state if it is in the selected state and receives a SELECT command
addressed to another transponder.

8.7

Selected state

A transponder enters the selected state after receiving the SELECT command with a matching UID. In the
selected state, the respective commands with SEL flag = 1 are valid only for the selected transponder.
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Only one transponder shall be in the selected state at any time. If a first transponder is in the selected state,
and a second transponder will be selected by the SELECT command, the first transponder shall enter
automatically the quiet state.

8.8 State diagram

In each of the states, except for the wait state, the transponder accepts only dedicated commands. All other
commands are ignored. Figure 1 presents the transponder state diagram.

Out of field or RE-off

ISO 11785
HDX

WAIT
for time-out

No request

RF-off and RF-on

Out offield
on RF-off

Valid Invalid request

ISO 11785

RF-on request (reset time-out)
FDX-B
"Inventory"
Out of fie|d
"Read UID" or or RF-off
any other request
with SEL flag not set
RF|off:

"Reset To
Ready"

"Select"

"go to RH-off state”
(UID)

"Reset To
Ready"

"Select" (UID)

"Stay Quiet" or
Any other request "Select” (non-matching UID) Any other request

with ADR flag set with ADR flag set
or SEL flag set

Figure 1 — Transponder state diagram
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9 Anticollision

9.1

General

I1ISO 14223-2:2010(E)

The purpose of the anticollision sequence is to make an inventory of the transponders present in the
transceiver field by their UID.

The transceiver is the master of the communication with one or multiple transponders. It starts the anticollision
sequence by issuing the INVENTORY request.

Thertransponder-shat-send-tsresponse-in-the-stot-determined-or-shatr-notrespondaccording-to-the algorithm
desgribed in 9.3.

9.2|] Request parameters

When issuing the INVENTORY command, the transceiver shall set the NOS flag to the desired setting (1 or

16 S
Thel

and
(sesq

To 4

lots) and add after the command field the mask length and the mask value.

glot is used

mask length, n, indicates the number of significant bits of the mask value:.t can have any valu¢ between 0
44 when 16 slots are used (see Table 19) and any value between’0 and 48 when 1
Table 18).
Table 18 — Inventory request format (mask length 1 slot)
SOF Flags Command Mask length, n Mask CRC EOF
1 slot 0 <n <48 value (optional)
5 bits 6 bits 6 bits n bits 16 bits
Table 19 — Inventory request format (mask length 16 slots)
SOF Flags Command Mask length, n Mask CRC EOF
16 slots 0 < n <44 value (optional)
5 bits 6 bits 6 bits n bits 16 bits
witch to thenext slot, the transceiver sends an EOF.

© 1SO 2010 — All rights reserved
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9.3 Request processing by the transponder

Upon reception of a valid request, the transponder shall process it by executing the operation sequence
specified in italics as below. The step sequence is also graphically represented in Figure 2.

NbS is the total number of slots (1 or 16)
SN is the current slot number (0 to 15)

SN_Length is set to 0 when 1 slot is used and set to 4 when 16 slots are used

LSB (vhlue, n) function returns the n least significant bits of value
“&” is the concatenation operator
Slot_Ffame is either a SOF or an EOF
SN=0
if INOS flag then
NBS =1 SN_length =0
elge NbS =16  SN_length =4
engd if
label1:| if LSB(UID, SN_Ilength + Mask_length) = LSB(SN,"SN_length) & LSB(Mask, Mask_length) then
transmit response to inventory request
end if
wait (Slot_Frame)
if $lot_Frame = SOF then
st@p anticollision and decode/process request
exft
end if
if SN<NbS-1'then

SN =SN +1

go to label1
exit
end if

exit
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The INVENTORY
request contains the
mask value and its length.

The mask value is
loaded into the comparator.

/

I1ISO 14223-2:2010(E)

Mask length

Y

Mask value received in
INVENTORY request

Y

Upon reception of the
INVENTORY request, the
transponder resets

its slot counter to 0.

The transponder
increments its slot counter
and loads it into the
comparator concatenated
with the mask value.

Slot counter

The concatenated result
is compared with the least
significant bits of the

/]

[

-

transponder UID. If it
matches, the transponder Slot number Mask value
shall transmit its response,
according to the other
criteria. ~
Ignore Compare
AL A
[
Unique identifier (UID)
Figure 2 — Principle of comparison between mask value, slot number and UID
NOTE When the number of slots Is one (NOb Tlag set o 'I), the comparison is made only on the mask.
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9.4 Explanation of anticollision sequences

9.4.1 General

FDX transponders shall transmit the remaining section of the UID in dual pattern code. The following data
(error flag, data block where an ISO 11785 number is requested, optional CRC) shall be transmitted in
Manchester code.

9.4.2 Anticollision sequence with one slot

The followiggdescriptiomexptaimsatypicatamnticottisiomsequence where the omber of stots st

The trgnsceiver sends an INVENTORY request.

If the WID of the transponder is completely unknown, the value of the mask length is set to 0 and

If the least significant part of the transponder UID is partly known, the attached parameters consi
mask length, », and of the mask value. After a precisely defined time, all transponders in the ready S
that hayve the least significant part of their UID equal to the mask value sent in the INVENTORY req

registefed by the transceiver. Continue at c).

If ther¢ is more than one transponder responding, the transceiver reads additional UID bits of

alue is omitted. After a precisely defined time, all transponders in the ready state-simultaneo
t their responses.

neously transmit their responses.
nsceiver checks the transponder responses bitwise.
is no transponder responding, continue at a).

is only one transponder responding, no collision.occurs and the transponder UID is received

nders and expands the mask value with-these bits until the first collision occurs. The transce
zes the bit position of this collision~and expands the mask value to 0 or 1, depending on w
umber branch is to be selected. Continue at a).

nsceiver can communicate with the respective transponder by sending requests issued to
nder. If the transceiver sénds another INVENTORY request, continue at a).

collision sequencewith 16 slots

.

t steps.are the following.

the
usly

5t of
tate
lest

and

the
iver
hich

that

mmarises the‘main cases that can occur during a typical anticollision sequence where the number

5lots

nsceiver sends an INVENTORY request, in a frame, terminated by an EOF. The number of s

Transponder 1 transmits its response in slot 0. It is the only one to do so, consequently, no collision

and its UID is received and registered by the transceiver.

nsceiver sends an EOF or recharge for HDX-ADV, meaning to switch to the next slot.

In slot 1, two transponders, 2 and 3, transmit their responses, this generates a collision. The transceiver
detects it and remembers that a collision was detected in slot 1.

a)
mask V
transm
simultg
b) The trg
If there
If therg
transpq
recogn
serial
c) The ftra
transpq
9.4.3 Ant
Figure 3 su
of slots is 1
The differer
a) The trg
is 16.
b)
occurs
c) Thetra
d)
16
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e) The transceiver sends an EOF or recharge for HDX-ADV, meaning to switch to the next slot.

f) In slot 2, no transponder transmits a response. Consequently, the transceiver does not detect a
transponder SOF and decides to send an addressed request (for example, a read block) to transponder 1,
which UID was already correctly received.

g) All transponders detect a SOF and exit the anticollision sequence. They process this request and since
the request is addressed to transponder 1, only transponder 1 transmits its response.

h) All transponders are ready to receive another request. If it is an INVENTORY command, the slot
numbering sequence restarts from 0 (slot numbering 0 to 15).

NOTE The decision to interrupt the anticollision sequence is up to the transceiver. It could have_centihued to send
EOHs until slot 15 and then send the request to transponder 1.

9.4.4 Mixed population with transponders of type FDX-ADV and HDX-ADV

Thel following description explains a typical anticollision sequence when transpanders of both typgs (FDX and
HDX) are in the transceiver field (or expected to be).

a) |The transceiver switches on the RF field and awaits the power-up time:
b) [The transceiver performs an anticollision sequence according109.4.2 (one slot) or 9.4.3 (16 slots).
c) |The transceiver may switch off the RF field.

d) |The transceiver switches on the RF field and chargesithe transponder during 10 ms to 50 ms.
e) | The transceiver performs an anticollision sequence according to 9.4.2 (one slot) or 9.4.3 (16 slots).
f) | The transceiver switches off the RF field,

NOTE The order of sequence a), b), c),-d), €), f) can be replaced by d), e), f), a), b), c).
9.4.6 Advanced anticollision mode

Thig mode is used to access the code conforming to ISO 11784 and I1SO 11785 during the fanticollision
progess. It can be accessed\by setting the inventory flag in multiple block command.

Parameters are:
— | read multiple<block command with parameter block 0 to 3;

— |inventery-flag set to 1.

© 1SO 2010 — All rights reserved 17
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Commands

10.1 Command classification

Fou

a)

All Y

In the case of the'implementation of a custom command having a logical function already covere

the

The)

r sets of commands are defined as follows (see Table 20).
Mandatory

All transponders and transceivers shall support them.

-2:2010(E)

rOptiona

Transponders may support them, at their option. If not supported, the transponder shall‘rem
supported, request and response formats shall comply with the definition given in this, part of |

Custom

flags (including reserved bits) shall not be modified. The only fields (that can be customi;
parameters and the data fields. If not supported, a correct error code{*Not supported”) or, if
error code is supported, error code ‘7’, shall be returned.

Proprietary
These commands are used by IC and transponder manufacturers for different purposes, suc
and the programming of system information. They are-not specified in this part of ISO 142

manufacturer may, at his option, document them orot. It is likely that these commands will
after IC and/or transponder manufacturing.

Table 20 — Command classes

Code Class
£00” to “27” | Mandatory or optional
“28” to “37” Custom
“38” to “3F” Proprietary

ransponders with.the same MFC and ICR shall behave in the same manner.

Hefined optional commands, it is mandatory that the optional command concerned be impleme

attention of transceiver designers is drawn to the possibility that transponder manufa

imp

ain silent. If
5O 14223.

Transponders support them, at their option, to implement manufacturer specific functions. The function of

red are the
no specific

h as testing
23. The IC
be disabled

d by one of
hted.

cturers can

ement custom commands and/or proprietary commands, if not disabled, in quite different w

ays for the

same command code, which can lead to errors whose consequences cannot be predicted. It is therefore
recommended that custom commands and/or proprietary commands, if not disabled, be performed only after
the IC manufacturer code and IC version has been requested from the transponders. These two parameters,
linked with the IC manufacturer information, will inform the transceiver of the supported commands and their
syntax.

© 1SO 2010 — All rights reserved
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10.2 Command list

Table 21 gives an overview of the command list.

Table 21 — Command list

Command Code Type Function Valid in state
Inventory “00” Mandatory | Anticollision loop Ready
Stay quiet “01” Mandatory |Forces a transponder into the quiet state | Ready, quiet, selected
Read UID "02” Mandatory | Fast reading of the transponders UID Ready
without collision protection
RFU “03”-“OF” — — —
Read single|block “10” Optional Reads a single user memory block Ready,-quiet, selecttfd
Read single|block with “11” Optional Reads a single user memory block with Readyyquiet, selectJed
security status security status
Read multipje blocks “12” Mandatory |Reads multiple user memory blocks Ready, quiet, selectcfd
Read multipje blocks “13” Optional Reads multiple user memory blocks with’ | Ready, quiet, selectJed
with security status security status
Write single|block “14” Mandatory |Writes a single user memory,block Ready, quiet, select?d
Write multip|e blocks “15” Optional Writes multiple user memory blocks Ready, quiet, select+d
Lock block “16” Mandatory |Locks a single user memory block Ready, quiet, select+d
Get system jnformation “7’ Optional Reads specified-system memory data Ready, quiet, select+d
Select “18” Optional Forces a transponder into the selected Ready, quiet, selectJed
state
Reset to reqdy “19” Optional Forcesa selected transponder into the Ready, quiet, selectgd
ready state
Write system data “1A” Optional Writes specified system data (e.g. DSFID) | Ready, quiet, select?d
Lock system) data “1B” Optional Locks specified system data (e.g. DSFID) [Ready, quiet, selectJad
Reserved “1C” Not available - .
(ISO/IEC 18000-2) in ISO-14223
Read extendled multiple “1D” Optional Reads multiple user memory blocks in Ready, quiet, selected
blocks pages 1 to 255
Write extended multiple AE* Optional Write multiple user memory blocks in Ready, quiet, selected
blocks pages 1 to 255
Lock extended block “1F” Optional Lock user memory block in pages 1 to 255 | Ready, quiet, selectg¢d
Login “20” Optional RFU —
Change password “21” Optional RFU —
Lock password ‘227 Optional RFU —
Inventory ISO 11785 “23” Mandatory |Inventory command including ISO 11785 |Ready
code code
RFU “24" 10 “27" Optional — —
28”10 “37” Custom IC manufacturer specific commands —
“38"t0 “3F”| Proprietary |IC manufacturer specific commands —

Execution of the lock/write commands shall be completed and acknowledged within 20 ms of the detection of
the last falling edge of the transceiver request (FDX) or after the transceiver has switched off the field (HDX).
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10.3 Mandatory commands

10.3.1 INVENTORY

Upon reception of this command without error, all transponders in the ready state shall perform the
anticollision sequence. The inventory (INV) flag shall be set to 1. The NOS flag determines whether one or 16
slots are used.

If a transponder detects any error, it shall remain silent.

The~h NTORY reaues matis—aive i - S A ~——FSSPORSe pat—in 'ib|623, the
INVENTORY request format with ISO 11785 code is given in Table 24 and the INVENTORY resppnse format
with ISO 11785 code in Table 25.
Table 22 — INVENTORY request format
SOF Flags Command Parameter 1 Parameter 2 CRC EOF
INVENTORY Mask length Mask value (Optional)
n
5 bits 6 bits 6 bits n bits 16 bits
Table 23 — INVENTORY response format
SOF Error Data CRC EOF
flag
0 Remaining, section of the UID (Optional)
(UIDwithout mask value)
1 bit 48 — n bits 16 bits
Table'24 — INVENTORY request format with ISO 11785 code
SOF Flags Command Parameter 1 Parameter 2 CRC EOF
Inventory Mask length Mask value (Optional)
ISO 11785 code .y
5 bits 6 bits 6 bits n bits 16 bits
Table 25 — INVENTORY response format with ISO 11785 code
SOF Error Data Data block CRC EOF
flag
0 Remaining section of the UID ISO 11785 number | (Optional)
(UID without mask value)
1 bit 48 — n bits 64 bits 16 bits

The allowed values of n depend on the number of slots and are defined in 9.2.

© 1SO 2010 — All rights reserved
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10.3.2 READ UID

Upon reception of this command without error, all transponders in the ready state shall send their UID. The
READ UID request format is shown in Table 26 and the READ UID response format in Table 27.

The inventory (INV), addressed (ADR) and select (SEL) flags shall be set to 0.

Table 26 — READ UID request format

SOF Flags Command CRC EOF
READ UID (Optional)
5 bits 6 bits 16 bits

Table 27 — READ UID response format

SOF Error Data CRC EOF
flag
0 uiD (Optional)
1 bit 48 bits 16 bits

10.3.3 READ MULTIPLE BLOCKS

Upon reception of this command without error, the transponder shall read the requested block(s) and gend
back their [value in the response. The blocks are numbered from 0 to 255. The format for the READ
MULTIPLE BLOCKS request is given in Table 28 and the format for the READ MULTIPLE BLOCKS respgnse
in Table 29

The numbef of blocks in the request is 1 less than-the number of blocks that the transponder shall return ih its

response. Hor example, a value of 6 in the “Number of blocks” field is needed to request that seven blocks be
read, and a|value of 0 to request that a single‘block be read.

Table 28 —READ MULTIPLE BLOCKS request format

SOF Flags Command Parameter 1 Parameter 2 Parameter 3 CRC EOF
READ UID (Optional) First block Number of (Optional)
MULTIPLE number blocks
BLOCKS
5 bits 6 bits 48 bits 8 bits 8 bits 16 bits
Table 29 — READ MULTIPLE BLOCKS response format
SOF Error Data CRC EOF
flag
0 User memory block data (Optional)
1 bit 32 bits 16 bits
Repeated as needed
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10.3.4 STAY QUIET
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Upon reception of this command without error, a transponder in either the ready or the selected state shall
enter the quiet state and shall NOT send back a response.

The STAY QUIET command with both SEL and ADR flag set to 0 or both set to 1 is not allowed.

There is no response to the STAY QUIET request, even if the transponder detects an error.

The format of the STAY QUIET request format is presented in Table 30.

10.3

Upa
con
BL(Q

Table 30 — STAY QUIET request format

SOF

Flags

5 bits

Command
STAY QUIET
6 bits

Parameter
UID (Optional)
48 bits

CRC
(Optional)
16 bits

EOF

.5 WRITE SINGLE BLOCK

n reception of this command without error, the transponder shall write the requested block wjith the data
ained in the request and report the success of the operation’in the response. The WRITE SINGLE
CK request is presented in Table 31 and the WRITE SINGLE BLOCK response in Table 32.
Table 31 — WRITE SINGLE BLOCK request format
SOF Flags Command | Parameter 13\Parameter 2 Data CRC EOHR

WRITE ulD. Block Block data | (Optional)

SINGLE (Optional) number

BLOCK

5 bits 6 bits 48 bits 8 bits 32 bits 16 bits

10.3

.6-LOCK BLOCK

Table 32 — WRITE SINGLE BLOCK response format

SOF

Error
flag

0
1 bit

CRC

(Optional)
16 bits

EOF

Upon reception of the LOCK BLOCK command without error, the transponder shall lock permanently the
requested block. The LOCK BLOCK request format is given in Table 33 and the LOCK BLOCK response

format in Table 34.

Table 33 — LOCK BLOCK request format

SOF

Flags

5 bits

Command
LOCK BLOCK
6 bits

Parameter 1
UID (Optional)
48 bits

Parameter 2
Block number

8 bits

CRC
(Optional)
16 bits

EOF
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Table 34 — LOCK BLOCK response format

SOF Error CRC EOF
flag
0 (Optional)
1 bit 16 bits

10.4 Optional commands

10.4.1 READ SINGLE BLOCK

Upon recegtion of this command without error, a transponder shall respond with the content of the respective
user memofy block.

The READ BINGLE BLOCK request format is presented in Table 35 and the READ SINGLE BLOCK respqgnse
format in Tqble 36.

Table 35 — READ SINGLE BLOCK request format

10.4.2 READ SINGLE BLOCK WITH SECURITY STATUS

Upon reception of this command without error, the transponder shall read the requested block and the b

security stafus and senddack their value in the response.

The READ

READ SINGLE BLOCK WITH SECURITY STATUS response format in Table 38.

SOF Flags Command Parameter 1 Parametef 2 CRC EOF
READ SINGLE BLOCK| UID (Optional) | Blockaddress | (Optional)
5 bits 6 bits 48 bits 8 bits 16 bits
Table 36 — READ SINGLE BLOCK response format
SOF Error Data CRC EOF
flag
0 User memory block data (Optional)

1 bit 32 bits 16 bits

SINGLEBLOCK WITH SECURITY STATUS request format is presented in Table 37 and

—Table-37—READ-SINGLEEBLOCK-WHTH-SECURITY-STATUS requestformat————

lock

the

SOF Flags Command Parameter 1 Parameter 2 CRC EOF
READ SINGLE BLOCK| UID (Optional) | Block address | (Optional)
WITH SECURITY
STATUS
5 bits 6 bits 48 bits 8 bits 16 bits
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Table 38 — READ SINGLE BLOCK WITH SECURITY STATUS response format

SOF Error Data1 Data2 CRC EOF
flag
0 Security status [ User memory block data (Optional)
1 bit 4 bits 32 bits 16 bits

10.4.3 READ MULTIPLE BLOCKS WITH SECURITY STATUS

Upgn reception of this command without error, the transponder shall read the requested blocK(s) and the
blogk(s) security status and send back their value in the response, sequentially, block by block!\T'h¢ blocks are
nunjbered from 0 to 255.

Thel number of blocks in the request is one less than the number of blocks that the transponder ig to return in
its response. For example, a value of 6 in the “Number of blocks” field is needed toyrequest that seven blocks
be read, and a value of 0 to request that a single block be read.

Thel READ MULTIPLE BLOCKS WITH SECURITY STATUS request format.is’ presented in Tablg 39 and the
READ MULTIPLE BLOCKS WITH SECURITY STATUS response format in.Table 40.

Table 39 — READ MULTIPLE BLOCKS WITH SECURITY STATUS request format

SOF Flags Command Parameter 1 | Parameter 2 | Parameter 3 CRC EOF
READ MULTIPLE uiD First block | Number of | (Optional)
BLOCK WITH (Optional) number blocks
SECURITY
STATUS
5 bits 6 bits 48bits 8 bits 8 bits 16 bits

Table 40 — READ MULTIPLE BLOCKS WITH SECURITY STATUS response forma

SOF Error Data 1 Data 2 CRC EOFR
flag
0 Security status User memory block data (Optional)
I-bit 4 bits 32 bits 16 bits
Repeated as needed

10.4.4 WRITE MULTIPLE BLOCKS

Upornreceptionof thiscommand withouterror, the transponder shattwrite the Tequested biock(sywith the data
contained in the request and report the success of the operation in the response.

For HDX transponders, the transceiver shall keep the field on after the EOF for a period sufficient for the
memory programming to be performed, so that the transponder is powered.

The blocks are numbered from 0 to 255. The number of blocks in the request is one less than the number of
blocks that the transponder is to write. For example, a value of 6 in the “Number of blocks” field is needed to
request that seven blocks be written. The “Data” field shall contain seven blocks. A value of 0 in the “Number
of blocks” field is needed to request that a single block be written. The “Data” field shall contain one block.

The WRITE MULTIPLE BLOCKS request format is presented in Table 41 and the WRITE MULTIPLE
BLOCKS response format in Table 42.
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Table 41 — WRITE MULTIPLE BLOCKS request format

SOF Flags Command | Parameter 1 | Parameter 2 | Parameter 3 Data CRC EOF
WRITE uiD First block | Number of | Block data | (Optional)
MULTIPLE | (Optional)
BLOCKS number blocks
5 bits 6 bits 48 bits 8 bits 8 bits 32 bits 16 bits
Repeated
as needed

Table 42 — WRITE MULTIPLE BLOCKS response format

SOF Error CRC EOF
flag
0 (Optional)
1 bit 16 bits

10.4.5 GET SYSTEM INFORMATION

Upon recef

block(s) angl send back their value in the response.

tion of this command without error, the transponder shall read the requested system memory

The GET [SYSTEM INFORMATION request format is presented in Table 43, the GET SYSTEM
INFORMAT|ION response format in Table 44 and the systemidata description in Table 45.
Table 43 — GET SYSTEMINFORMATION request format
SOF Flags Command Parameter 1 CRC EOF
GET SYSTEM uiD (Optional)
INFORMATION | (Optional)
5 bits 6 bits 48 bits 16 bits
Table 44 — GET SYSTEM INFORMATION response format
soF | Efror Data CRC | EQF
flag
0 System memory block data (Optional)

40 bits 8 hits

8 hiis 8 hits

8 hiis

8 hits 8 hits

8 hits 8 hits 16 bits

MFC

MSN

ICR RFU

NSS

NOB NOP

DSFID | RFU

26
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Table 45 — System data description

System data Size Type Description
MFC 8 bits Mandatory IC manufacturer code
ICR 8 bits Optional IC reference code
MSN 40 bits Mandatory | Manufacturer serial number
DSFID 8 bits Optional Data storage format identifier
NOP 8 bits Optional Number of pages — 1
(0 ta 2558)
NOB 8 bits Optional Number of blocks per page
—1 (0 to 255)
NSS 8 bits Optional Number of sensors

10.4.6 SELECT
Thel SELECT command shall always be executed with the SEL flag set to-0’and the ADR flag sef to 1. Upon
recgption of this command without error,
a) |if the UID is equal to its own UID, the transponder shall €nter the selected state and shall send a

response, or
b) |if it is different,

— a transponder in a non-selected state (quiet or ready) shall keep its state and shall |not send a

response, and

— the transponder in the selected state.shall enter the quiet state and shall not send a respgnse.

Thel SELECT request format is presentediin Table 46 and the SELECT response format in Table 4.
Table 46 — SELECT request format
SOF Flags Command | Parameter CRC EOF
SELECT uiD (Optional)
5 bits 6 bits 48 bits 16 bits
Table 47 — SELECT response format
SQF Error CRC EQFE
flag
0 (Optional)
1 bit 16 bits
27
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