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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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new Annex O with safety-related values of components or parts of the control systems.
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Alist of all parts in the ISO 13849 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The structure of safety standards in the field of machinery is as follows:

a) Type-A standards (basis standards) give basic concepts, principles for design and general aspects
that can be applied to machinery.

b) Type-B standards (generic safety standards) deal with one or more safety aspect(s), or one or more
type(s) of safeguards that can be used across a wide range of machinery:

ure,

— type-B2 standards on safeguards (e.g. two-hand controls, interlocking devices,|presqure
sensitive devices, guards).

c) Type-(G standards (machinery safety standards) deal with detailed safety réguirements for a
particfilar machine or group of machines.

This docurhent is a type-B1 standard as defined in SO 12100:2010.

The first edition of this document was published in 1999 based on EN 954-1:1996 (withdrawn standard).
The second edition was revised in 2006 and the third edition was revised in 2015.

This document is of relevance, in particular for the following. stakeholder groups with regard to
machinery|safety:

— machine manufacturers (small, medium and large entexprises);

— health|and safety bodies (regulators, accident prevention organisations, market surveillance).
Others can|be affected by the level of machinery safety achieved with the means of the document:
— machine users/employers (small, medium@nd large enterprises);

— machi]:e users/employees (e.g. trade unions);

— servic¢ providers, e.g. for mainténance (small, medium and large enterprises);

— consuiners (i.e. machinery ifitended for use by consumers).

The above{mentioned stakeholder groups have been given the possibility to participate in the draffing
process of this documentt

In additior, this doeument is intended for standardization bodies elaborating type-C standardd, as
defined in [SO 1210072010.

The requirgments of this document can be supplemented or modified by a type-C standard.

For machines which are covered by the scope of a type-C standard and which have been designed and
built according to the requirements of that standard, the requirements of that type-C standard take
precedence.

NOTE1 The examples and basis for most content is based on stationary machines in factory applications.
However, other machines are not excluded. This document was written without considering if certain machinery
(e.g. mobile machinery) has specific requirements. However, this document is intended to be used across many
machinery industries and as a basis for type-C standards developers, as far as applicable.

This document is intended to give guidance to those involved in the design and assessment of control
systems, and those preparing type-B2 or type-C standards.

Risk reduction according to ISO 12100:2010, Clause 6, is accomplished by applying, in the following
sequence, inherently safe design measures, safeguarding and/or complementary risk reduction

viil © IS0 2023 - All rights reserved
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measures and information for use. A designer can reduce risks by risk reduction measures that can
have safety functions. Parts of machinery control systems that are assigned to provide safety functions
are called safety-related parts of control systems (SRP/CS). These can consist of hardware or a
combination of hardware and software and can either be separate from the machine control system
or an integral part of it. In addition to implementing safety functions, SRP/CS can also implement
operational functions.

[SO 12100:2010 is used for risk assessment of the machine. Annex A of this document can be used for
the determination of the required performance level (PL,) of a safety function performed by the SRP/
CS, where its PL,. is not specified in the applicable type-C standard. This document is relevant for the
SRP/CS safety functions that are used to address risks for cases where a risk assessment conducted
accprding to ISO 12100:2010 determines that a risk reduction measure is needed that relies|on a safety
fungtion (e.g. interlocking guard). In those cases, the safety-related control system petforins a safety
fungtion. This document is intended to be used to design and evaluate the SRP/CS. Only the|part of the
confrol system that is safety-related falls under the scope of this document.

Figlire 1 illustrates the relationship between ISO 12100:2010 and this document. For|a detailed
ovefview see Figure 2.

NOTE 2  SeealsoISO/TR 22100-2:2013 for further information.
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NOTE Basedren ISO/TR 22100-2:2013, Figure 2.

Yy

igure’l — Integration of this document (ISO 13849-1) within the risk reduction prpcess of
IS0 12100:2010

NOTE 3  Figure 1 shows where the SRP/CS contributes to the risk reduction process of ISO 12100:2010: Step
2. The SRP/CS supports the combined risk reduction measures by the implementation of safety functions. The
ability of safety-related parts of control systems to perform a safety function under foreseeable conditions is
allocated one of five levels, called performance levels (PL). The required performance level (PL,) for a particular
safety function (depending on the required risk reduction) will be determined by risk estimation.

Informative Annex A of this document contains a method for risk estimation and can be used for the
determination of the PL, of a safety function performed by the SRP/CS. Any risk estimation method will
show a variance because of the subjective nature of the evaluation criteria. In comparison to Annex A,
type-C standards can have more specific risk estimation methods for specific machine applications.

The frequency of dangerous failure of the safety function depends on several factors, including but
not limited to, hardware and software structure, the extent of fault detection mechanisms [diagnostic
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coverage (DC)], reliability of components [mean time to dangerous failure (MTTFp), common cause
failure (CCF)], design process, operating stress, environmental conditions and operation procedures.

In order to facilitate the design of SRP/CS and the assessment of achieved PL, this document employs
a methodology based on the categorization of architectures with specific design criteria (e.g. MTTFp,
DC,,¢) and specified behaviour under fault conditions. These architectures are allocated one of five

levels term

ed Categories B, 1, 2, 3 and 4.

Functional safety considers the failure characteristics of elements/components performing a safety
function. For each safety function, this failure characteristic is expressed as the frequency of dangerous

failure per

hour (PFH).

The perfor]

electrd

The perfor
safety part

protec

power

Sensor

Machinery|
doors and
machinery|

This docun
and implen

The requir
(excluding

contro] units (e.g. a logic unit for control functions, data processing, monitoring);

mance levels and categories can be applied to SRP/CS, e.g.:

-sensitive protective devices (e.g. photoelectric barriers), pressure sensitive.devices.

mance levels can be defined, and categories determined, for subsystems of SRP/CS u
s (components), e.g.:

tive devices (e.g. two-hand control devices, interlocking devices);
control elements (e.g. relays, valves);
s and HMI elements (e.g. position sensors, enable switches).

covered by this document can range from simple (e.g. small kitchen machines, or autom
gates) to complex (e.g. packaging machines, printing machines, presses and integrg
into a system).

hent and IEC 62061 both specify a methodalogy and provide related guidance for the de
hentation of safety-related control systems of machinery.

ements of Clause 10 of this documént supersede the requirements of ISO 13849-2:2
the informative annexes).
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Safety of machinery — Safety-related parts of control
systems —

Part 1:
General principles for design

1
Thi

Scope

5 document specifies a methodology and provides related requirements, recommend

guidlance for the design and integration of safety-related parts of control systems,{SRP/CS) th

safe

Thi
sub
me(

NOT

Thi
use

NOT
(e.g
star

Thi
par

ty functions, including the design of software.

5 document applies to SRP/CS for high demand and continuous modes of operation incl
Kystems, regardless of the type of technology and energy (e.g. electpical, hydraulic, pney
hanical). This document does not apply to low demand mode of‘6peration.

E1 See3.1.44 and the IEC 61508 series for low demand modeof operation.
5 document does not specify the safety functions or required performance levels (PL,) th

d in particular applications.

mobile machinery) has specific requirements. These specific requirements can be considered
dard.

Es of SRP/CS. Specific requirements-for the design of some components of SRP/CS are

appllicable ISO and IEC standards.

Thi
sec

NO1
furt

2

Thd
con
und

Irity).

E3  Security issues/can have an effect on safety functions. See ISO/TR 22100-4 and IEC/T
her information.

Normativereferences
following’documents are referred to in the text in such a way that some or all of th

stitutes requirements of this document. For dated references, only the edition cited 4
ated'references, the latest edition of the referenced document (including any amendmen

ations and
at perform

1ding their
matic, and

ht are to be

E2  This document specifies a methodology for SRP/CS design without considering if certain machinery

in a Type-C

5 document does not give specific requirements for the design of products/componenjts that are

fovered by

5 document does not provide'specific measures for security aspects (e.g. physical, IT-secyrity, cyber

R 63074 for

Pir content
pplies. For
[s) applies.

[SO 12100:2010, Safety of machinery — General principles for design — Risk assessment and risk reduction

ISO 13849-2:2012, Safety of machinery — Safety-related parts of control systems — Part 2: Validation

ISO 13855:2010, Safety of machinery — Positioning of safeguards with respect to the approach speeds of
parts of the human body

ISO

20607:2019, Safety of machinery — Instruction handbook — General drafting principles

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 3: Software requirements

[EC 62046:2018, Safety of machinery — Application of protective equipment to detect the presence of
persons
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[EC 62061:2021, Safety of machinery — Functional safety of safety-related control systems
IEC/IEEE 82079-1:2019, Preparation of information for use (instructions for use) of products — Part 1:

Principles and general requirements

3 Terms, definitions, symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 12100:2010 and the following
apply.

ISO and IE€ maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Elgctropedia: available at https://www.electropedia.org/

3.1.1
safety-related part of a control system
SRP/CS
part of a cgntrol system that performs a safety function (3.1.27), startidg from a safety-related inpyt(s)
to generating a safety-related output(s)

Note 1 to enftry: The safety-related parts of a control system start at thepoint where the safety-related inputg are
initiated (injcluding, for example, the actuating cam and the roller of the position switch) and end at the outpfit of
the power cpntrol elements (including, for example, the main contaéts of a contactor).

3.1.2

machine dontrol system
system whiich responds to input signals from parnts of machine elements, operators, external conltrol
equipment/or any combination of these and generates output signals causing the machine to behave in
the intend¢d manner

Note 1 to enftry: The machine control system ¢an use any technology or any combination of different technoldgies
(e.g. electridal/electronic, hydraulic, pneumatic and mechanical).

3.1.3
safety requirements specification
SRS [‘

specificatipn containingthe’requirements for the safety functions (3.1.27) that have to be me{ by
the safetyirelated confrol system in terms of characteristics of the safety functions (functignal
requiremefts) and required performance levels (PL,) (3.1.6)

[SOURCE: IEC 61508-4:2010, 3.5.11, modified — Information from IEC 61508-4:2010, 3.5.12 has Heen
included.]

3.1.4

category

classification of the subsystem (3.1.45) in respect to its resistance to faults (3.1.8) and the subsequent
behaviour in the fault condition which is achieved by the structural arrangement of the parts, fault
detection and/or by their reliability

3.1.5

performance level

PL

discrete level used to specify the ability of safety-related parts of control systems (SRP/CS) (3.1.1) to
perform a safety function (3.1.27) under foreseeable conditions

Note 1 to entry: See 6.1 for a general overview of performance level.

2 © IS0 2023 - All rights reserved
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3.1.6

required performance level

PL,

performance level (3.1.5) required in order to achieve the required risk (3.1.19) reduction for each safety
function (3.1.27)

Note 1 to entry: See 5.3 and Figure A.1 for further information on required performance level (PL,).

3.1.7

safety integrity level

SIL

disqrete level (one out of a possible four) for specifying the safety integrity requirements of safety
funi;tions (3.1.27) to be allocated to the safety-related systems, where safety integritylevel 4 has the
highest level of safety integrity and safety integrity level 1 has the lowest

Note¢ 1 to entry: In this document only SIL 1 to SIL 3 are considered.

[SOPRCE: IEC 61508-4:2010, 3.5.8, modified — “allocated to safety-related systems” has be¢n added to
definition, NOTES have been deleted and new Note 1 to entry has been added]

3.1{8
fault
abnprmal condition that may cause a reduction in, or loss off the capability of a functiopal unit to
perform a required function

Note 1 to entry: A fault is often the result of a failure (3.1.10) of thee item itself, but can exist without prior failure.
Notg 2 to entry: In this document “fault” means random fault or fault caused by a systematic failure (3.1.14).
[SOPURCE: IEC 60050-192:2015, modified — Note-2to entry has been amended.]

3.19
fault exclusion
exclusion of certain faults (3.1.8) withiin a safety-related part of a control system (SRP/CS), if this
exclusion can be justified due to thenegligible probability of these faults

3.1,10

failitre

termination of the ability of.a’device to perform a required function

Not¢ 1 to entry: After afailure, the device has a fault (3.1.8).

Note 2 to entry: “Edilure” is an event, as distinguished from “fault”, which is a state.

Note 3 to entpys Failures which only affect the availability of the process under control are outside of|the scope of
this|document:

[SOPRCE:'IEC 60050-192:2015, modified — Note 3 to entry has been amended.]

3.1.11
permanent fault
fault (3.1.8) of an item that persists until an action of corrective maintenance is performed

[SOURCE: IEC 60050-192:2015]

3.1.12

dangerous failure

failure (3.1.10) of an element and/or subsystem (3.1.45) and/or system that plays a part in implementing
the safety function (3.1.27) that:

a) prevents a safety function from operating when required (demand mode) or causes a safety
function to fail (continuous mode) such that the machine/machinery is put into a hazardous or
potentially hazardous state; or

©1S0 2023 - All rights reserved 3
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b) decreases the probability that the safety function operates correctly when required

[SOURCE: I

3.1.13
common ¢
CCF

EC 61508-4:2010, 3.6.7, modified — "EUC" has been replaced by "machine/machinery".]

ause failure

failure (3.1.10) that is the result of one or more events, causing concurrent failures of two or more

separate channels (3.1.47) in a multiple channel subsystem (3.1.45), leading to failure of a safety function

(3.1.27)
Noteltoe

[SOURCE:
safety fund

3.1.14

systemati
failure (3.1
modificati
other relev

ry: Lommon cause railiures are not iaentical with common mode raliures (see H N

EC 61508-4:2010, 3.6.10, modified — "system failure" has been changed to "failure
tion". Note 1 to entry has been added.]

C failure

n of the design or of the manufacturing process, operational procedures, documentatio
ant factors

Note 1 to enftry: Corrective maintenance without modification will usually not eliminate the failure cause.

Note 2 to enftry: A systematic failure can be induced by simulating the failire‘cause.

Note3toe

the safé

the des

the des

inadeq

ry: Examples of causes of systematic failures include huiman error in
ty requirements specification (SRS) (3.1.3),
ign, manufacture, installation, operation of the hardware,
ign, implementation, of the software, and

hately specifying environmental conditions.

[SOURCE: IEC 60050-192:2015]

3.1.15
muting
temporary

automatic suspensian'of a safety function(s) (3.1.27) by the SRP/CS

[SOURCE: IEC 61496-1:2020,3:16]

3.1.16
harm

physical in,

ury or-damage to health

[SOURCE: IIS©.12100:2010, 3.5]

36).

Df a

.10) related in a deterministic way to a certain cause, which can onl§x be eliminated lpy a

1 Or

3.1.17
hazard

potential source of harm (3.1.16)

Note 1 to entry: The term "hazard" can be qualified in order to define its origin (e.g. mechanical hazard, electrical
hazard) or the nature of the potential harm (e.g. electric shock hazard, cutting hazard, toxic hazard and fire

hazard).

Note 2 to entry: The hazard envisaged in this definition either:

electric arc during a welding phase, unhealthy posture, noise emission, high temperature); or

is permanently present during the intended use of the machine (e.g. motion of hazardous moving elements,

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=fcfaf0f9d7fc82f36eb505d9aca5ce7e

ISO 13849-1:2023(E)

— can appear unexpectedly (e.g. explosion, crushing hazard as a consequence of an unintended/unexpected
start-up, ejection as a consequence of a breakage, fall as a consequence of acceleration/deceleration).

[SOURCE: 1SO 12100:2010, 3.6, modified — Note 3 to entry has been deleted.]

3.1.18
hazardous situation
circumstance in which a person is exposed to at least one hazard (3.1.17)

Note 1 to entry: The exposure can result in harm (3.1.16) immediately or over a period of time.

[SO JRCE:1S012100:2010 3 10]

3.1{19
risk
conjbination of the probability of occurrence of harm (3.1.16) and the severity of that harm

[SOPRCE: I1SO 12100:2010, 3.12]

3.1{20
resjdual risk
risk (3.1.19) remaining after risk reduction measures (protective measures) (3.1.22) have beer] taken

Notg 1 to entry: See Figure 3.
[SOPRCE: 1SO 12100:2010, 3.13, modified — Note 1 to entryHas been modified.]

3.1{21
risk assessment
overall process comprising risk analysis (3.1.23) and'risk evaluation (3.1.24)

[SOPRCE: ISO 12100:2010, 3.17]

3.1{22

risireduction measure

protective measure

action or means to eliminate hazards (3.1.17) or reduce risks (3.1.19)

EXAMPLE Inherently safe.design; protective devices; personal protective equipment; informaltion for use
and|installation; organization‘of work; training; application of equipment; supervision.

[SOPRCE: ISO/IEC Guide51:2014, 3.13]

3.1{23

risk analysis
conpbination’ of the specification of the limits of the machine, hazard (3.1.17) identificati¢gn and risk
(3.1.19) estimation

[SOPREE: 1SO 12100:2010, 3.15]

3.1.24
risk evaluation
judgement, on the basis of risk analysis (3.1.23), of whether risk reduction objectives have been achieved

[SOURCE: IS0 12100:2010, 3.16]

3.1.25
intended use of the machine
use of a machine in accordance with the information provided in the instructions for use

[SOURCE: ISO 12100:2010, 3.23]
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3.1.26

reasonably foreseeable misuse
use of a machine in a way not intended by the designer, but which can result from readily predictable
human behaviour

[SOURCE: 1
3.1.27

S0 12100:2010, 3.24]

safety function
function of a machine whose failure (3.1.10) can result in an immediate increase of the risk(s) (3.1.19)

Note 1 to eliEry: A saleEy function 1s a function lmplemenfea [;y a saleEy-relaEea parE Of a control sysfem, Wil

needed to a
[SOURCE: 1

3.1.28
sub-functi
part of a sa

Note 1 to ej
control syst]

EXAMPLE
Figure 6.

3.1.29

monitorinlg

diagnostic

Note 1 to en
Cross monitq

3.1.30

Chieve or maintain a safe state for the machine, in respect of a specific hazardous event.

SO 12100:2010, 3.30, modified — Note 1 to entry has been added.]

on
fety function (3.1.27) whose failure (3.1.10) results in a failure of the safety function

try: A sub-function is a function implemented by a subsystem (3.1.45) of’the safety-related part
em (SRP/CS). See also IEC 61800-5-2:2016.

Sub-functions according to IEC 61800-5-2 are, e.g. safe torqti€ off (STO), safe stop 1 (SS1).

measure which detects a state and compares it to the expected value

try: Monitoring is realised by the following methods, e.g. plausibility check (3.1.52), direct, indire
ring (3.1.30) (see Annex E), cyclic test stimulus.

cross monjitoring

diagnostic
redundant

3.1.31

measure which checks plausibility of redundant signals in both channels (3.1.47)
subsystem (3.1.45)

programmable electronic systenr

PE system
system for]
devices, in
data highw|

control, protectioh or monitoring (3.1.29) based on one or more programmable electr

ays and othetf communication paths, and actuators and other output devices

[SOURCE: [EC 61508+4:2010, 3.3.1]

3.1.32

bh is

ofa

See

Lt or

pf a

bnic

Cluding all elements of the system such as power supplies, sensors and other input devices,

mean time_ta dangprmlc failure

MTTF,,

expectation of the mean time to dangerous failure

Note 1 to entry: In the case of items with an exponential distribution of operating times to dangerous failure (i.e.
a constant failure rate) the MTTF}, is numerically equal to the reciprocal of the dangerous failure rate.

[SOURCE: 1

3.1.33
MTBF

EC 62061:2021, 3.2.38, modified — Note 1 to entry has been modified.]

mean time between failures

expected v

alue of the operating time between consecutive failures (3.1.10)
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3.1.34

RDF

ratio of dangerous failures

fraction of the overall failure (3.1.10) rate of an element that can result in a dangerous failure (3.1.12)

3.1.35

diagnostic coverage

DC

measure of the effectiveness of diagnostics, which is determined as the ratio between the failure (3.1.10)
rate of detected dangerous failures (3.1.12) and the failure rate of total dangerous failures

Notg¢ 1 to entry: Diagnostic coverage can exist for the whole or parts of a safety-related systems Hor example,
diagnostic coverage can exist for sensors and/or logic systems and/or power control elements.

3.1{36

migsion time
Ty
perjod of time covering the intended use of a safety-related part of a control’system (SRP/CS))

3.1{37

testrate
Iy
frequency of tests to detect faults (3.1.8) in a safety-related partief a control system (SRP/CS

Notg 1 to entry: Test rate is also used as reciprocal value of diagnostic test interval.

3.138

dermand rate
Fq
frequency of demands for a safety function (3.27) to be performed by the safety-relatefl part of a
confrol system (SRP/CS)

3.1{39

limjited variability language
LVI
typg of language that provides.the capability to combine predefined, application specific, library
fungtions to implement the safety requirements specifications (SRSs) (3.1.3)

Note 1 to entry: An LVL provides a close functional correspondence with the functions required to|achieve the
application.

Not¢ 2 to entry: Typical examples of LVL are given in IEC 61131-3. They include ladder diagram, fupction block
diagram and sequential function chart. Instruction lists and structured text are not considered to belLVL.

Note 3 to entry: Typical example of systems using LVL: Programmable Logic Controller (PLC) configured for
madhine confrol.

[SOURGE: IEC 62061: 2021, 3.2.62]

3.1.40

full variability language

FVL

type of language that provides the capability to implement a wide variety of functions and applications

Note 1 to entry: Typical example of systems using FVL are general-purpose computers.
Note 2 to entry: FVL is normally found in embedded software and is rarely used in application software.
Note 3 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

[SOURCE: IEC 62061: 2021, 3.2.61]
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3.1.41

safety-related application software

SRASW

software specific to the application and generally containing logic sequences, limits and expressions
that control the appropriate inputs, outputs, calculations and decisions necessary to meet the safety-
related part of a control system (SRP/CS) requirements

3.1.42

safety-related embedded software

SRESW
software t

hat is part of the system supplied by the manufacturer and is not intended for modifica

Fion

by the end

Note 1 to e
language (F

[SOURCE: [EC 61511-1:2016, 3.2.76.2]

3.1.43
high dema
mode of op
CS) to perf]
machine in

[SOURCE: [EC 61508-4:2010, 3.5.16]

3.1.44
low dema
mode of o

(SRP/CS) t
Noteltoe
[SOURCE:
3.1.45

entity whi
CS) and wh

I
!

subsystem
h results from a first-levelL.decomposition of a safety-related part of a control system (SRP/

user

htry: Embedded software is also referred to as firmware or system software. See, full\varial
/L) (3.1.40).

nd or continuous mode

brm its safety function (3.1.27) is greater than one per year or the-safety function retains
a safe state as part of normal operation

d mode
ration in which the frequency of demands on ‘the safety-related part of a control sys
h perform its safety function (3.1.27) is not.greater than once per year

ry: Low demand mode is not addressed in this document. See Clause 1 for further details.

C 61508-4:2010, 3.5.16, modified <= Note 1 to entry has been amended.]

ose dangerous failure3:¥.12) results in a dangerous failure of a safety function (3.1.27)

Note 1 to e
other subs

Note2toe

be used to de-energise a'motor in case of detection of a person in a danger zone and also in case of opening a

guard.
3.1.46

try: The subsystem specification includes its role in the safety function and its interface with
tems of the SRR/CS!

ry: One subsystem can be part of one or several SRP/CS, e.g. the same combination of contactors

ility

eration in which the frequency of demands on a safety-related partof a control system (S|RP/

the

fem

the

can
safe

SUbSYStelu element

part of a subsystem (3.1.45) comprising a single component or any group of components

Note 1 to entry: A subsystem element can comprise hardware or a combination of hardware and software. For
the purposes of this document, software-only components are not considered subsystem elements.

Note 2 to entry: For the safety-related values of components or parts of control systems, see Annex O.

3.1.47
channel
element or

Note 1 to en

group of elements that independently implement a safety function (3.1.27) or a part of it

try: Channel can be a functional channel or a testing channel.
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[SOURCE: IEC 61508-4:2010, 3.3.6, modified — “or a part of it” has been added to the definition and

Note 1 to entry has been added.]

3.1.48
operating mode

mode of operation in a machine (e.g. automatic, manual, maintenance) to select predefined machine

functions and safety measures related to those functions

Note 1 to entry: For each specific operating mode, the relevant safety functions (3.1.27) and/or risk reduction

measures (3.1.22) are implemented.

Not T -
sunjmarized under an operating mode can only be used when that particular operating mode has-beke

welll-tried safety principle

primciple that has proved effective in the design or integration of safety-related,control sys
pas}, to avoid or control critical faults (3.1.8) or failures (3.1.10) which can influence the perf
a sdfety function (3.1.27)

Note 1 to entry: Newly developed safety principles can only be considered ds-equivalent to well-trie
veriffied using methods which demonstrate their suitability and reliability«for safety-related applicat

Notg¢ 2 to entry: Well-tried safety principles are effective not only,against random hardware failuj
against systematic failures (3.1.14) which can creep into the productat’'some point in the course of the
cycle, e.g. faults arising during product design, integration, modification or deterioration.

Not
tech

e 3 to entry: [SO 13849-2:2012, Tables A.2, B.2, C.2 and-D.2 address well-tried safety principles
nologies.

3.1]50
welll-tried component
conjponent successfully used in safety-related applications

Notg 1 to entry: See 6.1.11 for requirements-and 1SO 13849-2:2012 for a list of recognized well-tried d

3.1
dynamic test

exefuting either software gr eperating hardware, or both, in a controlled and systematic wj
denponstrate the presenge,of the required behaviour and the absence of unwanted behaviou

51

Note 1 to entry: The test\fdils if monitoring (3.1.29) did not detect the change as expected.

Not
shol

b 2 to entry: The'use of test pulses is a common technology of dynamic testing and is widely us
t circuits oninterruptions in signal paths or malfunctions.

3.1]52

plapisibility check

7 functions)
n activated.

ems in the
brmance of

d if they are
ons.
es, but also

product life

for different

omponents.

Ay, so as to

ed to detect

diagnostic measure which is monitoring (3.1.29) that the state of an input (output) fits to the

state of the

system or other inputs (outputs)

3.1.53

verification

confirmation, through the provision of objective evidence, that specified requirements
fulfilled

have been

Note 1 to entry: The objective evidence needed for a verification can be the result of an inspection or of other

forms of determination such as performing alternative calculations or reviewing documents.

Note 2 to entry: The activities carried out for verification are sometimes called a qualification process.

Note 3 to entry: The word “verified” is used to designate the corresponding status.
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[SOURCE: 1
3.1.54

validation

S09000:2015, 3.8.12]

confirmation by examination and provision of objective evidence that the particular requirements for a
specific intended use are fulfilled

Note 1 to entry: The objective evidence needed for a validation is the result of a test or other form of determination
such as performing alternative calculations or reviewing documents.

Note 2 to entry: The word “validated” is used to designate the corresponding status.

Note3toe
[SOURCE:

3.1.55

skilled pe
person wit
and to avoi

Note 1 to ¢
assessment

[SOURCE:
equipment

3.1.56
black box
device, sys

3.1.57
grey box
device, sys

Note 1 to enftry: The third way for functional testing is “white box”, where all internal functions are known.

3.1.58
average {1
PFH

i

ry: The use conditions for validation can be real or simulated.

C 61508-4:2010, 3.8.2]

Fson
h relevant training, education, and experience to enable him or her to pereeive risks (3.1
d hazards (3.1.17) associated with the relevant equipment

ntry: Several years of practice in the relevant technical field can be“taken into consideratio|
of professional training.

[SO 14990-1:2016, 3.5.4, modified — “electricity” hasibeen replaced by “the reley
"in the definition and Note 1 to entry has been added.]

tem or object which can be viewed in terms of.its‘inputs and outputs only

Lem or object where some of the intexnal functions are known

equency of a dangerous failure per hour

average fr¢
perform t

[SOURCE:

3.2 Symbols and abbreviated terms

l]e specified safety.function over a given period of time

quency of a dangerous failure of a safety-related part of a control system (SRP/CS) (3.1.1

EC 61508-4:2010, 3.6.19, modified — “an E/E/PE” has been deleted.]

119)

h in

rfant

Table 1 — Symbols and abbreviated terms

Symbol or
abbreviated Description Subclause or section
term
a,b,cde denotation of performance levels Table K.1
AOPD active optoelectronic protective device (e.g. light barrier) Annex H
B,1,2,3,4 denotation of categories Table 5
number of cycles until 10 % of the components fail dangerously
Biop ; ; Annex C
(for components with mechanical wear)
Cat. category 3.1.4
cC current converter Annex |

10
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Table 1 (continued)
Symbol or
abbreviated Description Subclause or section
term
CCF common cause failure 3.1.13
DC diagnostic coverage 3.1.35
DC,yq average diagnostic coverage E.2
EMI electromagnetic interference F.3.6.1
ETA event tree analysis 10.3.2
F, F1,F2 frequency and/or exposure times to hazard (‘@_2
FB function block ﬂ%ﬂ
FVL full variability language '\ A 3.1.40
FMEA failure modes and effects analysis N @' 6.115
FMECA failure modes, effects and criticality analysis O~ 10.3.2
FTA fault tree analysis f-\'\' 10.3.2
Fp(t) cumulated distribution function \@V C43
HFT hardware fault tolerance (-S\\ N 6.1
111,12 input device, e.g. sensor /\<( - 6.1
ij index for counting N Anngx D
1/0 inputs/outputs (‘\\\\ i Tabld E.1
I interconnecting means o;\v Figures 71 8, 9, 10
K1A, K1B contactors \\,\Q Annex [
L,LL,L2  |logic oY 61
LVL limited variability languageAA\v 3.1.89
Ap dangerous failure rate ({f@\%’mponent Anngx C
M motor = ’\C)\ Annex [
MTTF mean time to failur%-)‘ Anngx C
MTTFy mean time tg‘@gérous failure 3.1.82
MTTR mean tim?-t“s)e‘storation Anndx D
n, N, N numbe(‘qfo\ltlems 6.2,D.1
Niow nuﬁn@\af subsystems with PL,,,, in a combination of subsystems 6.0
Ny number of annual operations Anngx C
o o1, 02"%,1,\?~ EEtIgl;; t(;lsevice, output of the test equipment, e.g. power control 6.l
P, P@v possibility of avoiding or limiting harm A.33
P)Eigygtem programmable electronic system 3.1.31, Annex H
VJPFH average fraquency ofadangerousfailre berhour ﬁ,—""able 2
Table K.1
PL performance level 3.1.5
PLC programmable logic controller Annex |
PL,,,, lowest performance level of a subsystem in a combination of sub- 6.2
systems
PL, required performance level 31.6
rq demand rate 3.1.38
I test rate 3.1.37
RDF ratio of dangerous failures 3.1.34
RS rotation sensor Annex |

© IS0 2023 - All rights reserved
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Table 1 (continued)
Symbol or
abbreviated Description Subclause or section
term
S,S1,S2 severity of injury A3.1
SB subsystem Figures 13, H.1, H.2
SOS safe operating stop 5.2.2.2
SS2 safe stop 2 5.2.2.2
SWIéX‘,NSz/\HB position switches P
SIL safety integrity level 3.1.7, Clausel6
SLS safely limited speed Tabie'3
SRASW safety-related application software B8.1.41
SRESW safety-related embedded software 3.1.42
SRP/{S safety-related part of a control system 311
SRS safety requirements specification 31.3
STO safe torque off Tables 3 and N.2
TE test equipment 6.1
Twu mission time 3.1.36
T1opl mean time until 10 % of the components fail dangerously Annex C

4 Overview

4.1 RisK assessment and risk reduction proeess at the machine

The risk agsessment and risk reduction process.is defined by ISO 12100:2010 as shown in Figure 2.
ISO 1384911 (this document) is included in.the’risk reduction process when a safety function and its
correspondling SRP/CS are used to provide the risk reduction.

NOTE1  Hor further information see ISO/TR 22100-2:2013.

The SRS arld the design of the SRP/€ES shall take into account the result of the risk assessment including

the intend¢d use and reasonaply-foreseeable misuse of the machine (see Figure 1 and Figure 2).

NOTE 2  This document does-hot apply to non-SRP/CS of a machine (see Figure 6).

12
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Determination of the limits RISK ASSESSMENT

of the machinery
I

Y

Hazard identification |

This iterative risk reduction process shall be carried
out separately for each hazard, hazardous situation,

Y ARCREEETIeL:

* under each condition of use. YES
Risk estimati Voot T
| 1skes 1:na ton ecrecccccee « Risk analysis '
¥ =rrrrsTTTTETErs -
| Risk evaluation | Are
T NO othérhazarfls
generated
Has
the risk been YES
adequately Documentation END
reduced??

At each step of the,jterative process:
risk estimation;, risk evaluation and,
if applicablé, risk comparsion.

Can
the hazard
be removed?

Step 1

Is the
intended risk
reduction
achieved?

Risk reduction by
inherently-safe
design measures

Can
the risk
be reduced by
inherently safe
design
measures?

Step 2
Can Risk reduction by
the risk safeguarding Is the

YES intended risk
reduction

achieved?

andfor
implementation of
complementary

protective measures

be reduced by
guards, protective
devices?

1

Step 3
Can [s the
YES the limits be NO . . intended risk YES

specified . Risk red.uctlon by reduction

again? information for use achieved?

e

Key

a The first time the question is asked, it is answered by the result of the initial risk assessment.

O Risk reduction by safeguarding may be realized by SRP/CS that execute safety functions. In this case this
document can be applied.

NOTE Figure reproduced from ISO 12100:2010, Figure 1.

Figure 2 — Schematic representation of risk reduction process including iterative three-step
method
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NOTE 3 In special cases, this document applies also to step 3 of Figure 2. For examples of indications and
alarms see Annex M.

4.2 Contribution to the risk reduction

From the risk assessment, the designer shall decide the contribution to the risk reduction provided
by each relevant safety function carried out by the SRP/CS. This contribution covers the risk reduced
by the application of each particular safety function (see Figure 3). It does not cover the overall risk of
machinery under control.

EXAMPLE

Safety-related stop function on a press initiated by using an electro-sensitive protective device or

the door-lod

Key
Solution 1

Solution 2

NOTE N

Figure 3(— Overview of the risk reduction measures for each hazardous situation

W
isk

king safety function of a washing machine.

mportant part of risk reduetion due to protective measures other than the safety function (e.g.
mnechanical measures), small'part of risk reduction due to safety function (e.g. guard or interlocking
unction).

mportant part of riskTeduction due to the safety function, small part of risk reduction due to
brotective measures other than the safety function.

ee IS0 12100:2010 for further information on risk reduction.

residual required risk before
risk risk protective
obtained reduction measures

adequately reduced risk <—I—> inadequately reduced risk

high
risk
Solution 1 safety function other measures
Solution 2 safety function other

4.3 Design process of an SRP/CS

Figure 4 shows the design process of an SRP/CS and determining whether the SRP/CS achieves the
intended risk reduction.

14
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From Figure 2

S

tep 2

Risk reduction by safeguarding
Implementation of complementary protective measures

ISO 13849-1:2023(E)

. . yes Risk reduction no
Rl:;;;ﬂ;ﬁg&;? y by safety functions?
yes

___________________________ 1
| Performed for each |
I safety function I

/
| |
| Specify the safety function including the |
| determination of the PLy. in SRS |
I (Clause 5) I
| ¢ |
| :
| Design the SRP/CS to perform the safety [
. function |
I (Clause 6) I
| i |
| |
I Evaluate PL I
| « Category (6,13) |
| o MTTF, (6:1.4) |
| . DC (6.1.5) I
| .« CCF (6.1.6) '
I ¢ Systematic failures (6.1.7) I
| * Basic safety principles (ISO 13849-2) |
I When applicable: I
| ¢ Well-tried safety/principles (3.1.49) |
| o Well-tried components (3.1.50) |
I » Software (7 and Annex ) :
| ‘ |
| |
| |
| no Verification |
| successful PL = PLy? |
| (Clause 8) |
| |
| |
| |
| |
| |
I Validation I
| successful? |
| (Clause 10) |
| |
| |
L J To Figuile 2
no All yes \ [s the in-
safety functions »<_tended risk reduction
analysed? achieved?

Figure 4 — Iterative process for design of safety-related parts of control systems (SRP/CS)

4.4 Methodology

This document uses the following methodology:

a) specification of safety functions (Clause 5);

© IS0 2023 - All rights reserved
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b) design and technical realization of the safety functions including identification of the SRP/CSs and
their subsystems which carry out each safety function;
1) design considerations (Clause 6),
2) software safety requirements (Clause 7);
c) verification that the achieved PL meets PL_ (Clause 8);
d) ergonomic aspects of the design (Clause 9);
e) validation ((“I;mqp 10 or ISO 13849-2:201 7)'
f) maint¢nance (Clause 11);
g) technifal documentation (Clause 12);
h) infornjation for use (Clause 13).
The requirfed performance level (PL,) corresponds to the required risk reduction-to be provided by
the safety function. The greater the contribution to the risk reduction needed (depending on the injtial
risk), the hjgher the required safety performance shall be. The performance leteéls of the safety funcfion
are defined in terms of average frequency of dangerous failure of the safety function per hour. There
are five pefformance levels, ranging from providing a low contributiofi-to risk reduction for PL a, fo a
high contribution to the risk reduction for PL e. The defined ranges, df frequency of a dangerous failure
per hour afe shown in Table 2.
Table 2 — Performancedevels
PL Average frequency of a dangerous failure per hour (PFH)
1/h
a 10-5<PFH<10*
b 3 x10"6<PFH < 10-°
c 106 < PFH <3 x 1076
d 107 < PFH < 1076
e PFH< 107
NOTE  Th¢ PFH value is considered to be‘identical to the PFH according to IEC 62061:2021 and the IEC 61508 series.
Subsystemis (see 5.5) shall besevaluated using the same process as is used for SRP/CS systems, according
to Clauses|5 to 13. For each-safety function, the achieved performance level shall meet or exceed|the
required pprformance {evel (PL).
4.5 Reqpiredinformation
To fulfil the requirements of this document, the following information is necessary:

— results of the risk assessment of the machine or part of it;

— information for all safety functions (see Clause 5) determined to be necessary for the risk reduction

proces

s for each hazard including:

5.2);
— determination of the required performance level (PL,) for each safety function (see 5.3).
NOTE This information can be given in applicable Type-C standards.
16

detailed description of each safety function including their contribution to risk reduction (see
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4.6 Safety function realization by using subsystems
The realisation of a safety function can be done by:

— using previously validated subsystems according to this document, IEC 62061:2021, the
IEC 61508 series or other relevant safety-related product standards (e.g. the IEC 61496 series and
IEC 61800-5-2);

— designing new subsystems according to this document; or

— acombination of both alternatives above (see example in Figure 5).

| |
| = I
I 19 . I Machine
Ijitiation | 1 Ik 3 1 , , |
event | | | \ \ | actuator
(ek. person | e < A B N g | (igi_flllléledrlc
cftersthe | | | A (ATl 1| i

hagard zone) I : El::j El::j H P P I h;;::do%ls
| . || movement)

I INPUT subsystem LOGIC subsystem OUTPUT I

| (e.g. ESPE 2 protective device) (e.g. safety relay) subsystem |

| safety sub-function: safety sub-function: (e.g. valves) |

| Detect presence in field, Evaluate ESPE 2 inputs, safety sub-function: stop |

| generate outputs generate outputs, hazardous movement |

| Monitor if a stop is executed new subsystem |

| |

| |

| e |

| _ |

| Safety Function |

| |

(detect entry to hazard zone and stop hazardous movement)

Key
a  |Electrosensitive protective equipment (ESPE),

Figure 5 — Example of combination of subsystems

5 |Specification of safety-functions

5.1| Identification and general description of the safety function

A spfety function-stiall have a general description to define how the SRP/CS contribufes to risk
redfiction. The description shall be linked to hazards identified in the risk assessment and|shall state
how the function operates to achieve the required safety. The process for specifying safety functions
reqpires defailed information from the risk assessment performed in accordance with ISO 12100:2010.

The objective of this subclause is to provide guidance on how to specify the requirements of gach safety
fungtion to be implemented by the SRP/CS.

Part of the risk reduction process is to determine the safety functions of the machine, e.g. prevention of
unexpected start-up. A safety function may be implemented by one or more subsystems combined as an
SRP/CS, and several safety functions may share one or more subsystems, e.g. a logic unit, power control
element(s).

Specification of the safety function can take place as described in ISO 12100:2010, 6.2.11 and afterwards
as a part of the design specification for the SRP/CS according to this document.

Clause 5 addresses the following steps:
a) General description of the safety function (linking hazards to safety functions);

b) Detailed description of the safety requirements (see 5.2);
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c) Determination of the PL for each safety function (see 5.3);

d) Review of the SRS (see 5.4).
5.2 Safety requirements specification
5.2.1 General requirements

5.2.1.1 General

The SRS is|the basis for all SRP/CS design activities and shall document details of each safety funcfion
to be performed.

The SRS grovides the necessary information at the transition from the risk assessment“and [isk
reduction process according to ISO 12100:2010 to the SRP/CS design and evaluation progess according
to this dochiment, especially if these two processes are performed by different persons 01 organizatjons
(see Table B).
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Table 3 — Transition from the risk assessment and risk reduction process according to
IS0 12100:2010 to the SRP/CS design and evaluation process according to ISO 13849-1 (this

document)
Necessary information to produce the Transformation Examples of specifications of safety func-
SRS (see 5.2.1.2) tions in the SRS (see 5.2.1.3)
— results of risk assessment of the required safety functions (examples):
machine or part of it, including
hazardous parts and required 1) interlocking function

overall risk reduction
— operating mode (all)

machine operating characteristics,
e.g. intended use — triggering event: (opehing of a

] movable guard
emergency operation

— safety-related, reaction: pafe torque

description of the interaction of off (STO) of all movemerjts
different working processes and

manual activities, e.g. repairing — PL.d

ergonomic aspects — response time

limits of use in relation to —.\ etc.

environmental conditions

2) safely limited speed (SLS)
— operating mode (manual)

— triggering event: speed is higher
than the specified limit

— safety-related reaction: pafe torque
off (STO) of all movements

— PL.c

— response time

— etc.

5.2/1.2 Necessaryinformation to produce the safety requirements specification (SRS

NOTE1 Thefollowing information is used for technical documentation. For information for usersjsee 13.3.

The following information shall be available to the designer of the safety-related control system to

developthe SRS where relevant:

b)

results of the risk assessment of the machine or part of it for each specific hazard where the
associated risk reduction measure(s) relies on a safety-related control system to perform a safety
function;

machine operating characteristics, including:
1) intended use of the machine,
2) reasonably foreseeable misuse,

3) operating modes (e.g. local mode, automatic mode, modes related to a zone or part of the
machine),

4) the mode(s) of operation during which the safety function is to be active,
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g)

5.2.1.3 9Ypecification of all safety functions in the safety requirements'specification (SRS)

5) cycle time, and

6) response time until a safe state is achieved according to ISO 13855:2010, 5.1;
NOTE 2 The response time of the control system is part of the overall response time of the
machine. The required overall response time of the machine can influence the design of the safety-

related part, e.g. the need to provide a braking system.

NOTE 3 Operational functions (e.g. starting, normal stopping) can also be safety functions, but
this can be ascertained only after a complete risk assessment on the machinery has been carried out.

emergency operation (IEC 60204-1:2016+AMD1:2021, Annex E):

description of the interaction of different working processes and manual activities (e.g. repaitfing,
setting, cleaning, trouble shooting, modes of operation with the safeguards suspended);

ergongmic aspects to minimize incorrect operation or defeating;
limits pf use in relation to environmental conditions;

effect ¢f overlapping hazards (see A.4).

The SRS shall have the following information for each safety fufction in relation to the spegific

application:

a) the brief description / title of the safety function;

b) the evént that triggers the safety function;

c) theredction to be initiated by the safety functionioutput(s) to reach the intended safe state;
EXAMHLE1  Stop hazardous movements.

d) therequired performance level PL, (seg 5.3);

e) the regponse time for the machine te achieve a safe state after the demand is made upon the safety
functign, e.g. the overall system stopping performance (reaction time plus stopping time) according
to ISO [13855:2010;

f) the operating mode(s) duting which the safety function is to be active;

g) interfdces of the safefy)function with the machine control system and other safety functions;

h) if needed, in case 'of a fault detection in a functional channel, procedures to bring the machine to a
safe stpte including how the safe state is maintained until the fault is repaired;
EXAMHLE?\ * If there is a fault in a functional channel and a controlled stop is not possible, then a fault
reactiop €ah be initiated by using an immediate, uncontrolled stop.

i) the behaviour of the machine on the loss of power (see 5.2.2.8);
EXAMPLE 3 It can be necessary to hold a vertical axis in position to prevent a fall due to gravity forces.
Where external forces can have an impact on functional safety, for instance on those gravity loaded
axes, a reinforcement (e.g. for power elements) can be necessary because of systematic requirements. An
appropriate design solution can be the integration of a non-return valve on cylinders or supplementary
mechanical brakes. This can also require the design of two separate safety functions: One with power
available and another without power available.

j) the demand rate of the safety function and/or the frequency of operation of the SRP/CS;

k) the priority of the safety functions that can be simultaneously active and that can cause conflicting
action;
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EXAMPLE4  Anemergency stop function has priority over all other functions.

EXAMPLES5  The safely limited speed (SLS) function can be a precondition of a "hold to
function.

run" safety

safety-requirements of type-C standards for the design of an SRP/CS or subsystem (e.g.

ISO 23125:2015, ISO 16090-1);

the conditions to permit the restart after the activation of the safety function.

NOTE Automatic reset of a safety function is appropriate in situations where continuous detection of an

individual prevents the hazardous situation.

See
par

5.2

5.2
Thi

5.2.2 and Annex M for typical safety functions and their characteristics and(saf]
hmeters.

2 Requirements for specific safety functions

2.1 General

5 subclause provides additional requirements for specific safety)functions that are

appllied in many SRP/CS.

5.2

A s3
put
stai

2.2 Safety-related stop function

fety-related stop function (e.g. initiated by a safeguard] shall as soon as necessary after
the machine in a safe state. Such a safety-related stop function shall have priority over
ts and non-safety-related stops. When a group.of machines is working together in a c

manner, provision shall be made for signalling either the supervisory control or the other m

bot

As
catg

NO1
des

Aftg

unt

5.2

Thd
ind
sep

The

h, that such a stop condition exists.

h result of the risk assessment, safety-telated stop functions can be realised according
gories in [EC 60204-1:2016+AMD1:2021, 9.2.2.

E IEC 61800-5-2:2016 provides information about safety-related power drive systeni

| safe conditions for restarting exist. See also Table M.1.

2.3 Manual reset function

re-establishiment of the safety function by resetting of the safeguard cancels the stop c
cated bythe risk assessment, this cancellation of the stop command shall be confirmed b
hrate.and intended action (manual reset).

manual reset function shall:

riptions of safe-torque off (STO), safe stop 1 (SS1), safe stop 2 (SS2) and safe operating stop (SOS)).

ety-related

commonly

actuation,
1] relevant
bordinated
achines, or

Lo the stop

s including

br a stop command has¢been initiated by a safety function, the stop condition shall be fnaintained

mmand. If
y a manual,

©IS

be provided through a separate and manually operated device that is separate from start command,

only be achieved if all affected safety functions and safeguards are operational,
not initiate a hazardous situation by itself,

be initiated by intended action,

enable the control system to accept a separate start command, and

only be accepted by monitored signal change, in order to avoid foreseeable misuse.
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When the function “manual reset” is required to be a safety function (e.g. prevention of unexpected
start-up), the required performance level (PL,) shall be determined. The PL of the manual reset function
can be different from the PL,. of the associated safety function.

NOTE The manual reset function often is not a separate additional safety function when the safe state is still
maintained by a safety function (safe condition), e.g. initiated by a safeguard (cover) where stepping behind is
not possible.

The reset actuator shall be located outside the hazard zone and in a position from which there is
sufficient visibility to ensure that no person is inside the hazard zone. It shall not be possible to activate
the reset function from inside the hazard zone. Where the visibility of the hazard zone is not sufficient,

a specific 1
reset sequ
shall be us

EXAMPLE
zone by the
the safegua
separate stg
persons in K

See also Taple M.1.

5.2.2.4 R

A restart

interlocking guards with a start function, ISO 12100:2010, 6.3.3.2.5 shall apply.

EXAMPLE

control the
of the inter
a danger off
automaticr
zone. The ¢
system is dg

See also Table M.1.

5.2.25 1

When a md

pendant, the following requirements shall apply:

the me

it shall
assess

ESET sequence or monitoring of the area that 1s not visible, shall be provided. When sp
bnice or monitoring of the area are not possible, other equivalent risk reduction meas
ed.

One solution is the use of a sequenced resetting. The reset function is initiated within the ha
Id). This reset procedure can be realized within a limited time before the control system accey

rt command. Monitoring of the area can be done by, e.g. use of presence sensing devices that de
azard zones not visible from the reset position.

estart function

thall take place automatically only if the safe conditien is guaranteed. In particular,

In automatic machine operations, sensor feedback'signals to the control system are often use
process flow. If a workpiece has come out of position, the process flow is stopped. If the monito
ocked safeguard does not have a higher priority than the automatic process control, there ca
unexpected restarting of the machine while the operator readjusts the workpiece. Therefore
bstart should not to be allowed until the safeguard is closed again and the operator has left the ha
bntribution of the prevention of unexpegted start-up (see ISO 14118:2017) provided by the cor
pendent on the result of the risk assessment.

ocal control function

chine is controlledlacally, e.g. by a portable control station that can be a portable devic

ans for grapting local control shall be situated outside the hazard zone;

only be-possible to initiate command by a local control station in a zone defined by the
ment in order to avoid hazardous situations;

etific

|

res

rard

first actuator in combination with a second reset actuator located outside the hazard zone (hear

ts a
tect

for

dto
ring
h be
the
rard
trol

£ Oor

risk

switc

s h) i 1 ] | dsL£L i i 1 <l 1 " i h) | ik des
HIg UTLwTTIliutdl dITU 4 UITITITIHT LUTILT UL STTAIT TTUT LITAlT a 11dZ4T'Uuus Situdativll,

initiation of commands from multiple control stations (local or remote) shall not lead to a hazardous

situation. It can be necessary to preclude use of other control stations when a local control station
is selected or when certain commands are initiated.

ble M.1.

See also Ta

5.2.2.6 Muting function

Muting is a temporary automatic suspension of a safety function by the machine safety-related control
system. It can be used to allow access by persons or by materials:

22

during a non-hazardous portion of the machine cycle, or
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— when safety is maintained by other means.

The muting function shall be initiated and terminated automatically. This shall be achieved by the use
of appropriately selected and placed sensors or by signals from the machine control system. Incorrect
signals, sequence, or timing of the muting sensors or signals shall not allow a mute condition.

The part or parts of the control system that performs the muting function shall have an appropriate
safety-related performance (PL according to this document or SIL according to IEC 62061:2021) and
shall not reduce the safety-related performance of the protective function below that required for the
application.

At theend of muting, all aftected safety runctions shall be reimmstated and active.

The

=

implementation of muting shall meet the requirements of IEC 62046:2018. See alsg Tabl

5.2/2.7 Safety-related parameters

When safety-related parameters, e.g. position, speed, temperature, time, toxque or pressure, deviate
fromn pre-set limits, the safety-related control system shall initiate appropriate measures.

If efrors in manual inputting of safety-related data in programmable eriéonfigurable electromnic systems

can

eith

5.2
Wh

sup,
the

5.2

Sele

lead to a hazardous situation, then a data checking measure shall be provided, e.g. ched

2.8 Fluctuations, loss and restoration of power seurces

bn fluctuations in energy levels outside the designed operating range occur, including log

machine system to maintain a safe state. See.also Table M.2.

2.9 Requirements for operating mode selection

ction of operating mode is a safety flinction when the selection enables or disables safety f

er format or logic input values, or both. For additional requitements, see 6.3 and Table M.

k of limits,
2.

s of energy

ply, the SRP/CS shall continue to provide or initiate output signal(s) which will enable other parts of

unction(s).

The following is required:

a) |only one operating mode shall be active at a time; each selected operating mode shal] be clearly
identifiable or indicated;

b) |mode selection by.itself shall not initiate machine operation. A separate actuation df the start
control shall be reguired;

c) |when changing from one operating mode to another, safety functions and/or risK reduction
measures ‘necessary for the selected operating mode shall be activated without any [loss of the
intended pisk reduction during the transition;

d) |the&nieans of selecting the operating mode shall not degrade the PL of the safety functions active in
that mode.

See also Table M.1.

5.2.2.10 Safety function(s) for maintenance tasks

The design of the machine shall take into account maintenance tasks on the machine and provide
safety functions for these tasks. The results of the risk assessment for each maintenance task shall be

con

NOTE 1

©IS

sidered in the specification of the safety functions.
Maintenance tasks can include, but are not limited to:
setting;

teaching/programming;

02023 - All rights reserved

23


https://standardsiso.com/api/?name=fcfaf0f9d7fc82f36eb505d9aca5ce7e

ISO 13849-1:2023(E)

— process/tool changeover;

— cleaning and housekeeping;

— sanitizing;

— planned or unplanned preventive or corrective maintenance;
— troubleshooting/fault finding;

— fault diagnosis.

Some mai tcuauuc tClD}\D lC\.iu;lC [23 fu}} ;DU}Clt;Ull Uf thc luauh;uc fl VIl Cl}} PUVVCI SUUICTCTO Cllld thcncaore
do not relylon the SRP/CS. Where manual suspension or override of specific safety functions isaieeded
for maintepance tasks that require either power or machine movements, or both, while maintengnce
personnel pre inside the hazard zone, such operation shall only be allowed by providing approprijiate
alternativd safety functions (e.g. enabling device safety function with a speed limiting safety functipn).

EXAMPLE Teaching/ programming, troubleshooting, process fine-tuning are tasks xequiring power [and
machine mdvement.

The follow{ing safety functions, used singularly or in combination, are exaimples of what is often
provided for maintenance tasks:

a) hold-t¢-run;
b) enabling control;
c) monitgring or limiting of, e.g. speed, torque, power, position; location, temperature, level;

d) preverjtion of unexpected start-up;

e) disconEection and energy dissipation;
f) mechanical restraint or containment.
See Annex M for additional information.

The motivption to defeat or circumyent risk reduction measures provided by the SRP/CS dufing
maintenanice of the machine shall bé ¢onsidered when specifying, designing and selecting the SRR/CS
(see 5.2.3).

The design of SRP/CS shall.consider that additional personnel other than the intended operatdr(s)
perform a task, e.g.:

— an opgrator perferims reset and restart functions while maintenance personnel are inside|the
hazar( zone;

— risk rgdugtigh measures intended to protect an individual are inappropriately used for multiple
persornel

In maintenance mode, the design of the SRP/CS shall prevent a remote access (see 5.2.4) to the machine
control system without appropriate notification or indication to persons that are at or near the machine.

5.2.3 Minimizing motivation to defeat safety functions

The motivation to defeat or circumvent a safety function depends on the process, the intended use
of the machine (or parts of the machine) and the design details of the risk reduction measure(s). The
motivation to defeat a safety function shall be minimized in the design of the SRP/CS.

NOTE1 Safety research has shown that many injuries occur due to defeat of either safety function or
safeguards, or both. See Bibliography for more information.
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introduce a motivation to defeat and can be considered:

the risk reduction measure prevents the task from being performed;
there is a need to perform a task that was not identified and assessed for hazards and risks;

the risk reduction measure slows down production or interferes with any other activities or pr
the user;

the risk reduction measure is difficult to use;

When designing risk reduction measures and safety functions, the following circumstances can

eferences of

NO1
defd

NO'I
inte]

Thd
cird
5.2
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Add

The
plad

el 1 el 1 . . . 11 1 1 1 . 1 11
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the risk reduction measure is not accepted as suitable, necessary or appropriate for its function

E?2
at or circumvent safety function(s) and/or safeguard(s).

E3 ISO 14119 gives a method and shows examples on how to mihimize possibilities t
rlocking device.

use and access to programmable systems introduces an ‘additional possibility to
umvent safety functions if not properly applied or supervised.

4 Remote access

itional risk reduction measures can be used when provided in the information for use.

design of the SRP/CS shall only allow remmote access of a machine when specific meas
e to prevent dangerous situations that(can arise due to the undetected presence of pef

inside or near to the machine (e.g. see 5:2.2.2).

Safq

ty-related software of the SRP/CS shall not be modifiable by remote access unles

validation of the safety functionds performed.

NOTI

5.3

For
doc
cor
of 1]
defi

E A remote start thatis-unexpected to persons working at the machine can lead to injury.

each selected safety function, a required performance level (PL,) shall be deter

‘elate to€he needed risk reduction (see Figure 3). Annex A provides guidance for the det
he PLsfor the safety function. Overlapping hazards, if relevant, shall also be consid
ning the safety functions. See A.3 for further guidance.

unlimited access to the SRP/CS hardware and software systems which implement the safety fun

Providing means to perform tasks easily whilst protecting operators can/dessen the m

Determination-of required performance level (PL,) for each safety function

personnel;

ctions.

otivation to

b defeat an

defeat or

en the machine control system can be accessedremotely, the SRP/CS shall remain operational.

lires are in
sons being

5 the local

mined and

umented. Theé determination of the PL, shall be based on the result of the risk assessment and shall

prmination
ered when

NO

NOTE 2

NOTE 3

£t
Type-C standards typically provide information on PL..

As the methodology for determining PL, includes subjective estimations, some variability i

in the practical application of particular cases.

NOTE 4

The PL, for a safety function determines the required reliability of the control system to

1 1 LI 1 3 : : £or 1 1L 1 1 I IO o0 a4 o
ULICT HICUIOUS TOT UIE UCLEHIIIIAUOIN O L. G4l DEUSCU (€. 5. LIC HICUNOU T TEU OLUOL.LULl, AnneX A)

sacceptable

execute the

safety function and to achieve the intended risk reduction. The PL,. is determined using several factors of risk.

See

©IS

also Annex A.
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5.4 Review of the safety requirements specification (SRS)

The SRS shall be verified against the risk assessment before starting the design. The review shall
ensure that all safety functions are specified to achieve the intended risk reduction at the machine. See
also 10.2 for the validation of the SRS.

The SRS shall be validated according to the requirements of 10.1.1

5.5 Decomposition of SRP/CS into subsystems

The safety,

descriptio

the sa

inputs
An SRP/CS

one or

one or

a combh

By definiti
safety fund

EXAMPLE
‘initiating e
ending with

q

J

NOTE 1
1 is perforn

dq

NOTE 2
by subsyste

q

J

NOTE 3
by subsyste

of each sub-function shall include:
ety requirements for the sub-function (functional and integrity);
and outputs of each sub-function.
can comprise:
several previously validated subsystem(s);
several subsystem(s) based on subsystem element(s);

ination of both alternatives above.

bn of the subsystem, a dangerous failure of any subsystem results in the loss of the wi
tion.

Figure 6 provides an example of decomposition starting with a detection and evaluation g
vent’ (e.g. manual actuation of a push button, opening of guard, interruption of beam of AOPD)
an output causing a safe reaction of a ‘machine @stuator’ (e.g. motor, cylinder).

afety function 1 is decomposed into sub-function 1, sub-function 2 and sub-function 3. Sub-fund
ed by subsystem 1, etc.

afety function 2 is decomposed into sub-function 4 and sub-function 5. Sub-function 4 is perfor
m 4, etc.

afety function 3 is decompased into sub-function 6 and sub-function 5. Sub-function 6 is perfor
Im 6, etc.

initiation@yefit ———— > control system —» machine actuator
A

The

nole

f an
and

tion

med

med

sensing evaluating controlling
safety function 1
performed by @ Inputl Logic 1 Output 1 -
SRP/CS1
subsystem 1 subsystem 2 subsystem 3
safety function 2 safety
performed by @& related
Input2 || — part of
OREF/LS 4
t J the
subsystem 4 | Logic2 Output 2 | | g;::;;;‘
safety function 3 J L
performed by @ Input3 [ subsystem 5
SRP/CS 3
subsystem 6
operational function 1 non-
performed by Logic 3 Output 3 — safety
control system 1 related
> partof
operational function 2 the
performed by @ — Input4 Logic 4 Output 4 ——» control
control system 2 system

Figure 6 — Example of decomposition of safety functions and their allocation to subsystems

26

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=fcfaf0f9d7fc82f36eb505d9aca5ce7e

ISO 13849-1:2023(E)

Figure 6 shows a block diagram of subsystems combined as SRP/CS(s) for:

initiation event (e.g. opening of a guard, interruption of beam of AOPD);
input (e.g. limit switch, sensor, AOPD) (subsystems 1, 4 and 6);
logic/processing (subsystems 2 and 5);

output/power control elements (e.g. valve, contactor, current converter, brakes) (subsys
5);

machine actuator (F' g_mator, rvlindm‘)'

tems 3 and

Th
CS

NO
ele

(e.g
moy

NO71
desil
ope

Thd

NOT
ora

6
6.1

6.1
The
Ap

or b
oft

interconnecting means (e.g. electrical, optical).

decomposition of an SRP/CS into subsystems represented in Figure 6 is typicalpbut the y
ay be also realized by a single subsystem or more than three subsystems.

E4  An SRP/CS can be implemented by one single subsystem having a sensor, logic and po
ents. An example for an SRP/CS implementation with a single subsystem 'is an “Intelligent”
light curtain, laser scanner) with integrated output switching device (e.g. relay to switch-off
ement).

E5 One subsystem or SRP/CS can implement safety functiens-and standard control fur
gner can use any of the technologies available, single or incombination. SRP/CS can also
Fational function (e.g. an AOPD as a means of cycle initiation).

designer of a previously validated subsystem shallxprovide the relevant information a

E6  The designer of a previously validated subsystem can be a system integrator, machine m|
component manufacturer.

Design considerations
Evaluation of the achieyed performance level

1 General overview©f;performance level
ability to perform@-safety function is determined by the evaluation of the performance

erformance levelshall be determined for either each subsystem or each combination of s
oth, that perform a safety function. The PL of the subsystem shall be determined by the
he following aspects:

the arehitecture (see 6.1.3);

vhole SRP/

wer control
sensor unit
dangerous

ctions. The
provide an

rcording to

hnufacturer

evel.

Ibsystems,
estimation

1} assign a category to the subsystem:

b)

2) evaluate if the applicable qualitative (non-quantifiable) requirements of the category are met,

including:
— basic safety principles (ISO 13849-2:2012, Tables A.1, B.1, C.1 and D.1);
— well-tried safety principles (ISO 13849-2:2012, Tables A.2, B.2, C.2 and D.2);

— well-tried components (ISO 13849-2:2012, Tables A.3 and D.3, Annexes B and C);

3) evaluate that required behaviour under fault condition(s) is met;

the MTTF, value for single components (see 6.1.4, and Annexes C and D);
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the DC

(see 6.1.5 and Annex E);

the CCF (see 6.1.6 and Annex F);

Annex]);

f)
NOTE 1

NOTE 2

For safety-related values of components or parts of control systems see Annex 0

the effect of measures against systematic failures (see 6.1.7 and Annex G).

Other parameters, e.g. operational aspects, demand rate, test rate, can have a particular influence.

These aspe

— non-qu
safety

basic 3

and faylt exclusion).

NOTE3 1

NOTE4
(e.g. a comp
block diagrg

To make t}

quantiffiable aspects (MTTF}, value for single components, DC, CCF, architecture);

cts can be grouped under two approaches in relation to the evaluation process:

antifiable, qualitative aspects which affect the behaviour of the subsystem (behaviour of

the effect of the safety-related software design on the operation of the hardware (see Clause 7 and

the

function under fault conditions, safety-related software, systematic failure;‘the applicatign of

nd well-tried safety principles, the use of well-tried components, environmental condit

[he contribution of reliability (e.g. MTTFy, architecture) can vary withithe SRP/CS used.
'here are several methods for estimating the quantifiable aspects of the PL for any type of sys
lex structure), for example, Markov modelling, generalized stochastic petri nets (GSPN), reliabj
ms (see, e.g. the [EC 61508 series, IEC 61078, the IEC 62021 series).

ie assessment of the PL easier, this document provides a simplified method based on

definition

condition (see 6.1.3).

For PL evaluation of a subsystem the requirements are given in 6.1. A simplified approach for thg

evaluation
to Annex H

f five designated architectures that fulfil specificdesign criteria and behaviour under a f]

of a subsystem is given in 6.1.8 (Figure $2) and 6.1.9, using the procedure given in Annex
, Annex ], Annex K and Annex L. For(BL evaluation of subsystem combinations see 6.2.

Qualitative
requireme

Where pr¢duct-specific standards)such as the IEC 61496 series for electro-sensitive protec

equipment
requireme
requireme

Risk reduc

Reduc
done b

aspects of the PL and the avoidance of systematic failures shall be achieved by fulfilling
hts and guidance of this doeument. See 6.1.7 for systematic failure and guidance in Anne;

(ESPE) or the ISO( 13856 series for pressure-sensitive protective equipment, spe
hts to avoid or centrol systematic or random failures, such subsystems shall meet

Fion measures shall be applied and the following shall be fulfilled:

e the probability of faults at the component level which affect the safety function. This ca
y increasing the reliability of components, e.g. by selection of either well-tried compong

1

5

or app|

ly'ing well-tried safety principles, or both, in order to minimize or exclude critical fault

failure

s (see also 150 15649-2:2012).

ons

tem
ility

the
hult

PL

ps B

the

tive
cify
the
hts of these producét standards in addition to the requirements specified in this documenit.

be

ents

or

Improve the architecture of the subsystem to avoid the dangerous effect of a fault. Some faults can

require detection, thereby necessitating an either redundant or monitored architecture, or both.

Reducing the probability of faults and avoiding dangerous effects of faults can be applied separately or
in combination. Depending on the technologies, this can be achieved by

— selecti

ng reliable components and by fault exclusions; or

— the safety function having either a redundant or monitored architecture system, or both.
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The structure including fault tolerance and fault detection are important parameters to determine
the PL. Architectural constraints limit the maximum achievable PL of category B, 1 and 2. For these
architectural constraints, see 6.1.3.2.2 to 6.1.3.2.4.,

Requirements to prevent or avoid CCFs shall be fulfilled.

For subsystems that have PL or SIL and PFH values from the manufacturer, further estimation (e.g. DC,
MTTFp, CCF, SRESW evaluation) is unnecessary. See also Table 0.1.

6.1.2 Correlation between performance level (PL) and safety integrity level (SIL)

When a safety function is designed using one or more subsystems, each subsystem shallbe designed
either using PLs according to this document, or using SILs according to IEC 62061;2021 or the
IEC|61508 series. Subsystems designed according to the IEC 61508 series or IEC 62061:2(21 may be
usefl but shall be restricted to those designed for high demand or continuous mode. that uge Route 1y
(se¢ IEC 61508-2:2010, 7.4.4.2). Subsystems shall be combined according tg-6.2. See Table 4 for
corfelations between PLs and SILs.

Table 4 — Correlation between performance level (PL) and safety integrity level [(SIL)

SIL
PL
(see [EC 62061:2021 for informatien) high/continuous operating mode
a 1o correlation
b 1
c 1
d 2
e 3
NOTE 1 PLahasno correlation on the SIL scale and issmainly used to reduce the risk of slight, normally reversible, injury.
NOTE 2 PL e corresponds to SIL 3 which is defined.as the highest level typically used for machinery.

6.13 Architecture — Categories and their relation to MTTF,, of each channel, average
diagnostic coverage and common.cause failure (CCF)

6.1)3.1 General

Subsystems designed according to this document shall be in accordance with the requiremgnts of one
of the categories specified in 6.1.3.2. The categories are fundamental to achieving a specifjc PL. They
desfribe the required behaviour of the subsystem in respect to its resistance to faults based on the
des|gn considegations described in 6.1.1.

Category B-is'the basic category. The occurrence of a fault can lead to the loss of the safety flunction. In
category 1, improved resistance to faults is achieved predominantly by using high quality components.
In dategories 2, 3 and 4, improved performance is achieved predominantly by improving either fault
tolerance or diagnostic measures, or both. In category 2 this 1s provided by periodically checking that
the specified sub-function is being performed correctly (without faults). In categories 3 and 4, this is
provided by ensuring that the single fault does not lead to the loss of the sub-function. In category 4,
and whenever reasonably practicable in category 3, such faults are detected. Category 4 is resistant to
accumulation of faults. Table 5 gives an overview of categories of the subsystem, the requirements and
the sub-function behaviour in case of faults.

When considering the causes of failures in some components it is possible to exclude certain faults (see
6.1.10.3).
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Table 5 — Overview of requirements for categories

MTTF,
C Summary of require- Sub-function be- Prlnc1pl_e used| of each
ategory . to achieve func- DC CCF
ments for subsystems haviour - avg
safety tional
channel
B Either subsystems or their |The occurrence of a Mainly char- Low to None Not rel-
(see protective equipment, or  |fault can lead to the acterized by | medium evant
both, as well as their com- |loss of the sub-func- selection of
6.1.3.2.2) . )
ponents, shall be designed, |tion. components
constructed, selected,
assembled and combined in
accordance with relevant
standards so that they can
withstand the expected
influences. Basic safety
principles shall be used.
1 Requirements of B shall The occurrence of a Mainly char- High None Not rel-
(see apply. Well-tried compo- fault can lead to the acterized by evapt
6.1.3.2.3) nents and well-tried safety |loss of the sub-func- selection of
=—=====/ |principles shall be used. tion, but the proba- components
bility of occurrence
is lower than for
category B.
2 Requirements of B and the |The occurrence of a Mainly~char- Low to Low to Sep
(see use of well-tried safety fault can lead to the acterized by high medium |Anngx F
6.1.3.2.4) principles shall apply. 1955 of the sub-func- Structure
Subsystems shall be tested Elec;rtlsbetween the
at suitable intervals. ’
The loss of sub-func-
tion is detected by
the test.
3 Requirements of B and the |When a;single fault Mainly char- Low to Low to Sep
(see use of well-tried safety occurs, the sub-func- | acterized by high medium |Anngx F
6.1.3.2.5) principles shall apply. tion is always per- structure (re-
Subsystem shall be de- Jormed. dundancy)
signed, so that Some, but not all,
— asingle fault iffany of faults will be detect-
these parts dees not ed.
lead to théloss of the | Accumulation of un-
sub- funetion, and detected faults can
lead to the loss of the
— whenever reasonably | ,b-function.
practicable, the single
fault is detected.
NOTE  ForfuHreqtirements;seeot3-2-
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Table 5 (continued)
MTTF,
o ) . _ | Principle used | of each
Category Summary of require Sub fum-:tlon be to achieve func. DC CCF
ments for subsystems haviour . avg
safety tional
channel
4 Requirements of B and the |When a single fault Mainly char- High High See
( use of well-tried safety occurs, the sub-func- | acterized by including | Annex F
see principles shall apply. tion is always per- structure (re- accumu-
6.1.3.2.6) :
formed. dundancy) lation of

Subsystem shall be de-

signed, so that Detection of accu-

mulated faults re-

duces the probabil-
ity of the loss of the
sub-function (high

DC).

— the single faultis The faults will be
detected at or before |getected in time to
the next demand upon |prevent the loss of
the sub-function, the sub-function.
but if this detection
is not possible, an
accumulation of
undetected faults shall
not lead to the loss of
the sub-function.

fauits

— asingle fault in any of
these parts does not
lead to a loss of the
sub-function, and

NOTE  For full requirements, see 6.1.3.2.

The selection of a category for a particular subsystem depends mainly upon
a) |the reduction in risk to be achieved by.the safety function to which the subsystem contrjbutes,
b) [the required performance level (PL,),

c) |the technologies used,

d) [the consequences arising in the case of a fault(s) in an element of the subsystem,
e) |[the possibilities of avoiding a fault(s) in that subsystem (systematic failure),

f) |the mean time to-dangerous failure (MTTFp),

g) |the diagnasticcoverage (DC), and

h) |the CCFsin the case of categories 2, 3 and 4.

6.113(2, " Designated architectures — Specification of categories

6.1.3.2.1 General
The following designated architectures meet the requirements of the respective category.

The designated architectures show a logical representation of the structure of the subsystems for each
category.

NOTE1 For categories 3 and 4 not all parts are necessarily physically redundant but there are redundant
means of assuring that a single fault cannot lead to the loss of the sub-function. Therefore, the technical
realization (for example, the circuit diagram) can differ from the logical representation of the architecture.

Figure 7 to Figure 11 do not show examples but general designated architectures. A deviation from
these architectures is always possible, but any deviation shall be justified, by means of appropriate
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analytical tools, e.g. Markov modelling, fault tree analysis (FTA), such that the subsystem meets the
required performance level (PL). For a subsystem that deviates from the designated architectures, a
detailed calculation shall be provided to demonstrate the achievement of the PL..

The lines and arrows in Figure 7 to Figure 11 represent logical interconnecting means and, where

applicable,

NOTE 2

diagnostic means.

The structure of a subsystem is a key characteristic having great influence on the PL. Even if the

variety of possible structures is high, the basic concepts are often similar. Thus, most structures that are present
in the machinery field can be mapped to one of the categories. For each category, a typical representation as a
safety-related block diagram can be made. These typical realizations are called designated architectures and are

listed in th

If the simp
equivalent

6.1.3.2.2

Subsystem|
combined
ISO 13849

the inf]

other |
power

The MTTF
The maxinj

NOTE 1
structures,

’

NOTE2Z2 |\

Specific re
standards.
active elec
appropriat

COIILCXL Uf Cd(,h Uf LIIU fUllUWillg CdlcgUul it‘b.

ified procedure of 6.1.8 is used to estimate the PL, the architecture of the subsystemrsha
to the designated architecture of the claimed category.

Category B

of category B shall, as a minimum, be designed, constructed, selectéd, assembled
in accordance with the relevant standards and use basic safety principles (see
2:2012) for the specific application to withstand

the expected operating stresses, e.g. the reliability with respect to bteaking capacity and freque

luence of the processed material, e.g. detergents in a washinig machine, and

elevant external influences, e.g. mechanical vibratien) electromagnetic interference (E
supply interruptions or disturbances.

of the channel shall be at least low.
um PL achievable with category B is PL b.

[here is no average diagnostic coverage~(DC,,, = none) within category B architectures. In
the consideration of CCF is not releyant.

[Vhen a fault occurs it can lead te.the loss of the sub-function.

Huirements for EMI (immunity requirements) are found in the relevant product or gen|
Immunity requirements are particularly relevant for subsystems. Subsystems contai

ing
tronic components_shall meet EMI immunity requirements based on the environmen]t as

e. For practical gtiidance see Annex L.

Key

1 be

and
hlso

ey,

MI),

uch

eric

g
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o - =

6.1.3.2.3

interconnecting means

input device, e.g. sensor

output device, e.g. main contactor

Figure 7 — Designated architecture for category B

Category 1

For category 1, the same requirements as those according to 6.1.3.2.2 for category B shall apply. In
addition, the following applies.
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Subsystems of category 1 shall be designed and constructed using well-tried components according to
6.1.11 and well-tried safety principles (see 3.1.49 and ISO 13849-2:2012). The MTTF}, of the channel
shall be high.

NOTE1  There is no average diagnostic coverage (DC,,, = none) within category 1 architectures. In such
structures (single-channel architectures) the consideration of CCF is not relevant.

The maximum PL achievable with category 1 is PL c.

NOTE2  When a fault occurs it can lead to the loss of the safety function. However, the MTTF}, of the single
channel in category 1 is higher than in category B. Consequently, the loss of the safety function is less likely.

Key

I, |interconnecting means

[ input device, e.g. sensor

L [logic

O |output device, e.g. main contactor

Figure 8 — Designated architecture for category 1

6.1{3.2.4 Category 2

For|category 2, the same requirements as those@ccording to 6.1.3.2.2 for category B shall agply. “Well-
trie(d safety principles” according to 3.1.49 and*[SO 13849-2:2012 shall also be followed. In adldition, the
follpwing applies.

Subksystems of category 2 shall be designed so that their functional channel (I, L, O) is tested|at suitable
intdrvals. The test of the sub-functien(s) shall be performed before or at least at the denjand of the
safgty function prior to any hazdrdous situation, e.g.:

a) |prior to the start of a néEw<ycle;
b) [prior to the start af other movements;
c) |immediately upon demand of the safety function;

d) |periodically~during operation if the risk assessment and the kind of operation showjs that it is
necessary.

The test itself shall not lead to a hazardous situation (e.g. due to an increase in response|time). The
test| equipment may be integral with, or separate from, the safety-related part(s) providing the safety
function.

Based on the risk assessment of the machine or part of it, the initiation of this test may be manual. Any
test of the sub-function(s) shall either

— allow operation if no faults have been detected, or

— generate an output [output of the test equipment (OTE)] that initiates appropriate control action, if
a fault is detected.

For PL, d the OTE shall initiate a safe state that is maintained until the fault is cleared.
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For PL. up to and including PL. ¢, whenever practicable the output (OTE) shall initiate a safe state that is
maintained until the fault is cleared. When this is not practicable (e.g. welding of the contact in the final
switching device) it may be sufficient for the OTE to provide a warning.

The calculation of DC,,, shall take into account only the blocks of the functional channel (i.e. I, Land O

in Figure 9

) and not the blocks of the testing channel.

For category 2, the following shall be applied:

demand rate < 0,01 test rate (see Table K.1, NOTE 1); or testing occurs immediately upon demand

of the safety function and the overall time to detect the fault and to bring the machine to a non-

hazar
also IS

functi

The DC of
channel sh
of the func

The maxin

NOTE1 1

NOTE 2

the occ

the los{

NOTE 3
provisions,
probability

’

Key
interco

Ous condition (usually
13855:2010).

MTTF} of the testing channel (TE and OTE in Figure 9) is greater than one half of MTTFy, of|

nal channel.

1] parts of the functional channel (I, L, O) shall be at least low. The MTTEgof the functi
hll be low-to-high, depending on the required performance level (PL,). Medsures against
Fional channel and the testing channel shall be applied (see 6.1.6 and Annex F).

um PL achievable with category 2 is PL d.

'he test of the blocks in the functional channel can be realized by;&.g. monitoring.
ategory 2 system behaviour can be characterized by

urrence of a fault leading to the loss of the sub-function-between tests, and

of sub-function being detected by the tests.

and, for example, the choice of test rate and reliability of the test equipment, can decrease
pf occurrence of a dangerous fault.

OTE

hnecting means 0 output device, e.g. main contactor

[see

the

nal
CCF

'he principle that supports the validity of .a“category 2 function is that the adopted techpical

the

im
I  inputd
L logic

evice, e.8. sensor Ik test equipment

OTE output of TE

m monitoring/testing

The dashed
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lines represent reasonably practicable fault detection.

Figure 9 — Designated architecture for category 2
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6.1.3.2.5 Category 3

For category 3, the same requirements as those according to 6.1.3.2.2 for category B shall apply. Well-
tried safety principles according to 3.1.49 and I1SO 13849-2:2012 shall also be followed. In addition, the
following applies.

The maximum PL achievable with category 3 is PL e.

Subsystems of category 3 shall be designed so that a single fault does not lead to the loss of the sub-
function. Whenever reasonably practicable, the single fault shall be detected at or before the next
demand upon the safety function.

The DC of the total subsystem shall be at least low. The MTTF}, of each of the redundant-<hannels shall
be lpw-to-high, depending on the PL. Measures against CCF shall be applied (see AnneX Y.

NOTE1 Therequirement of single-fault detection does not mean that all faults will be detected. Cgnsequently,
the accumulation of undetected faults can lead to an unintended output and a hazardous situation at he machine.
Typ|cal examples of practicable measures for fault detection are use of the feedback 6fmechanically guided relay
confacts and monitoring of redundant electrical outputs (see Annex E).

NOTE 2  If necessary, because of technology and application, type-C standard’makers can give fuiither details
on the detection of faults.

NOTE 3  Category 3 subsystem behaviour is characterized by
— |continued performance of the sub-function in the presence ofa single fault,
— | detection of some, but not all, faults, and

— | possible loss of the sub-function due to accumulation of undetected faults.

. m
1 m |— — — —|
I1 L1 Iy 01
c!
i
. m
1 m -— — — —
12 L2 Iy 02
Key
i interconnecting means L1,L2 logic
C cross.monitoring m monitoring
11, IR Ainput device, e.g. sensor 01,02 output device, e.g. main contactor or drive[system

i 33 13 PR TR TPLINE TR 1 .
The UdSIICU TITIES TCPIESCIIL T'EdS0IIdD1y PrdCliCdDIC IdUIl UELECLIOIL.

Figure 10 — Designated architecture for category 3

6.1.3.2.6 Category 4

For category 4, the same requirements as those according to 6.1.3.2.2 for category B shall apply. Well-
tried safety principles according to 3.1.49 and ISO 13849-2:2012 shall also be followed. In addition, the
following applies.
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The maximum PL achievable with category 4 is PL e. Subsystem of category 4 shall be designed such
that

— asingle fault does not lead to a loss of the safety function, and

— the single faultis detected at or before the next demand upon the safety functions, e.g. immediately,
at switch on, or at the end of a machine operating cycle but if this detection is not possible, then an
accumulation of undetected faults shall not lead to the loss of the safety function.

NOTE1 Based on an analysis, e.g. FMEA, undetected failures with a very low probability do not need to be
considered for accumulation of faults if this is documented and verified.

The average diagnostic coverage (DC,,,) of the total subsystem shall be high. The MTTF, of eaclf off the
redundant|channels shall be high. Measures against CCF shall be applied (see Annex F).

NOTE 2 ategory 4 system behaviour is characterized by

— continyed performance of the safety function in the presence of a single fault,
— detectipn of faults in time to prevent the loss of the safety function, and

— the accpmulation of undetected faults being taken into account.

NOTE 3  The difference between category 3 and category 4 is a higher DC,;//in category 4 and a requjred
MTTFy, of each channel of “high” only.

In practice| the consideration of a fault combination of two faults-can be sufficient.

; m

11 = L1 I 01

C
; m

12 2 L2 I 02
Key
i inter¢onnecting means L1,L2 logic
Cc cross|monitoring m monitoring
11,12 input{device, e.g~sénsor 01,02 output device, e.g. main contactor or drive system

Solid lines for monitering (m) represent DC that is higher than in the designated architecture for category 3.

Figure 11 — Designated architecture for categoryv 4

6.1.4 Mean time to dangerous failure (MTTF)

The mean time to dangerous failure (MTTF}) is a quantity with the dimension of time to characterize
the basic reliability of the components used. Given a constant dangerous failure rate, the MTTFy, is
reciprocal of the dangerous failure rate (e.g. with failures in 102 hours converted into years between
failures).

For the estimation of MTTF, of a component, the order of priorities is:

a) use manufacturer’s data;

36 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=fcfaf0f9d7fc82f36eb505d9aca5ce7e

ISO 13849-1:2023(E)

NOTE1 When MTTF} data of components (e.g. electromechanical components) are provided by the
manufacturer, the number of operations indicated by the manufacturer is considered so that the number of
operations in the real application is not higher than the number of operations indicated by the manufacturer.

b) use methodsin Annex C;

c) failure rate field data from identical component applications in similar environments collected over
a significant period of time and where the collection and analysis method results in a reasonable
level of confidence in the data;

NOTE 2  Further information about field data is detailed in IEC 61508-7:2010, B.5.4.

d) |choose 10 years.

Annex C gives practical guidance on how to calculate or evaluate MTTF}, values for single cgmponents.
nijex D describes how to derive the MTTF}, of each channel from this, including parts-coynt method
and symmetrisation.

For|each subsystem according to Table 5, the maximum value of MTTF, for“each channe| is limited
to 100 years. For category 4 subsystems, the maximum value of MTTF-for each channel i limited to
2 500 years.

NOTE 3  This higher value is justified because in category 4 the otheruantifiable aspects, structlure and DC,
are pt their maximum point and this allows the series combination of fmore than 3 subsystems with cptegory 4 to
achieve PL e in accordance with 6.2.

Thd value of the MTTF}, of each channel is given in three\levels (see Table 6) and shall be|taken into
accpunt for each channel (e.g. single channel, each channel of a redundant system) individually.

Table 6 — Mean time to dangerous failure (MTTFp) of each channel

MTTFp
Denotation of each channel Range of each channel
low 3 years < MTTF < 10 years
medium 10 years < MTTF < 30 years
high 30 years < MTTF < 100 years?

NOTE 1 The choice of the MTTFpranges of each channel is based on failure rates found in the field as stafe-of-the-art,
forthing a kind of logarithmic scale fitting to the logarithmic PL scale. An MTTF, value of each channel less than three years
is npt expected to be found.-for real subsystems since this would mean that after one year about 30 % of all syftems on the
maiket will fail and willui€ed to be replaced. An MTTF, value of each channel greater than 100 years is ndt acceptable
becpuse subsystems fof-igh risks should not depend on the reliability of the components alone. To reinforce thq subsystems
aga|nst systematic,and)random failure, additional means such as redundancy and testing are necessary. To bg practicable,
the [number of ranges was restricted to three. The limitation of MTTF, of each channel to a maximum of 100|years refers
to the single channel of the subsystem which carries out the safety function. Higher MTTF}, values can be usgd for single
conjponents (see Table D.1).

NOTE 2¢ The indicated limit values of this table are assumed within an accuracy of 5 %.

a  |Fef)Category 4, the MTTF} is limited to 2 500 years.

6.1.5 Diagnostic coverage (DC)

Diagnostic coverage (DC) is determined as the ratio between rate of detected dangerous failures and
the rate of total dangerous failures. DC shall be considered in categories 2, 3 and 4.

_ X/pp

DC= (1)
22'Dtotal
where
> App is the sum of all failure rates of detected dangerous failures;
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)y A’Dtotal

DC shall be based on either failure modes and effects analysis (FMEA) (see IEC 60812:2018), or by
using simplified estimation of DC based on E.1 and Table E.1. E.2 describes how the average diagnostic
coverage (DC,,,) can be estimated.

is the sum of all failure rates of total dangerous failures.

NOTE1  For the estimation of DC, in most cases, FMEA (see IEC 60812 and EN 50495:2010, Annex B) or similar
methods can be used to consider either all relevant faults or failure modes, or both. See also ISO 13849-2:2012,

E.5.3.

NOTE 2

Often logic units take care of diagnostic functions of input and output device.

NOTE3 1

'he used technology will influence the possibilities for the implementation of fault detection

The value ¢f the DC is given in four levels as shown in Table 7.

Table 7 — Diagnostic coverage (DC)

logarithmic
called “nong
ranges was 1

DC
Denotation Range
none DC< 60 %
low 60,% <DC<90 %
medium 90 % <DC <99 %

high 99 % < DC
NOTE 1 Foifsubsystems consisting of several parts an average value DC,,,, for DCis used in Figure 12, Clause 7 and E.2.
NOTE 2 Th¢ choice of the DC ranges is based on the key values 60 %;90 % and 99 % also established in other standgrds
dealing witlh DC of tests. Investigations show that (1 - DC) rathér than DC itself is a characteristic measure for|the
effectivenesp of the test. (1 - DC) for the key values 60 %, 90 % @nd 99 % forms a kind of logarithmic scale fitting to|the

PL scale. A DC value less than 60 % has only a slight&ffect on the reliability of the tested system and is there
". A DC value greater than 99 % for complex systems is very hard to achieve. To be practicable, the numbe
estricted to four. The indicated limited values of this table are assumed within an accuracy of 5 %.

fore
r of

6.1.6 Co

The probal
subsystem|
channel ar
functional

6.1.7 Sy

Systematid

wrong

mmon cause failures (CCFs)

ility of two or more separate faults having a common cause shall be taken into account
5 of category 2, 3 and 4¢Incategory 2 CCF refers to common cause failures in the functi
d the testing channel, In category 3 and 4, CCF refers to common cause failures in &

channels. Sufficientnieasures against CCF shall be carried out (for guidance, see Annex H).

stematic failures
failures‘ocur for a variety of reasons, including, e.g.:

designspecifications;

i o £o31.

for
nal
oth

manuf

operat

To

environmental stress effects (e.g. temperature, vibration and EMI immunity);

ional failures;

human errors in the SRS, design of hardware and software.

functions shall be systematic.

establish a sufficient level of systematic integrity, the approach to design and implement safety

Activities that are necessary for the achievement of the required functional safety of the SRP/CS shall
be documented in a functional safety plan. The functional safety plan is intended to provide measures
for preventing incorrect specification, implementation, or modification issues.
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In the design process especially, control and avoidance of systematic failures shall be implemented (see
Clause 10 and Annex G).

6.1.8 Simplified procedure for estimating the performance level for subsystems

This subclause describes a simplified procedure for estimating the PL of a subsystem based on
designated architectures. Other architectures may be mapped to these designated architectures in
order to obtain an estimation of the PL (see 6.1.1).

The designated architectures are represented as block diagrams and are listed in the context of each
category in6132 Information aboutthe blockmethod and the safetv-related block dingra s are given

in 6.1.3.2 and Annex B. See also IEC 61078:2016.

A designated architecture is always assigned to a subsystem. In case the SRP/CS) consjsts of one
subpystem, the designated architecture will be the same for the entire SRP/CS.'ln*case the SRP/CS
conkists of multiple subsystems, every subsystem shall be assigned a designated architefcture, so a
single SRP/CS can comprise multiple architectures.

The simplified approach is based on:
a) |mission time (T;), 20 years (see 3.1.36);
b) [constant failure rates within the mission time;

c) |sufficient measures to prevent CCF have been applied (beta factor of 2 %). For guidance dee Annex F
or IEC 61508-6:2010, Annex D.

NOTE The mission time (T),) is assumed to be 20 years/within which the component reliability[by constant
failyre rates can be described or approximated. This js\generally accomplished in electronic subsystems. The
SRPYCS is replaced when the mission time has been;reached or equivalent measures are performed to ensure
that{the estimated PL is still valid.

In grder to claim a mission time of 20 years;the requirements according to 6.1.3.2.2 for Category B shall
be ¢bserved. The actual mission time may be less than 20 years when using components which wear
out[sooner or for other technical redsgns which should be documented. See also C.4.

Thg methodology considers _the- categories as architectures with defined DC,,,. The PL of each
subpystem depends on the architecture, the MTTF}, in each channel and the DC,,.

For|a subsystem with_software, the requirements of Clause 7 shall be applied. The compination of
several subsystems is\cohsidered in 6.2.

Figlire 12 showsywhich selection of categories in combination with the MTTF}, of each channel and
DCy,, is able to-achieve the PL. For the estimation of the PL, Figure 12 gives the differepnt possible
conpbinatious of category with DC_, (horizontal axis) and the MTTF}, of each channel (colfimns). The
colymns.in.the diagram represent tghe three MTTF} ranges of each channel (low, mediun] and high)
which¢an be selected to achieve the required PL.

Before using this simplifled approach with Figure 1Z (which represents results of different Markov
models based on designated architectures of 6.1.3), the category of the subsystem (see 6.1.3.2) as well
as DC,,, (see 6.1.5) and the MTTF}, of each channel (see 6.1.4) shall be determined (see Annex C to
Annex é). For categories 2, 3 and 4, sufficient measures against CCF shall be carried out (for guidance,
see 6.1.6 and Annex F). Taking these parameters into account, Figure 12 provides a graphical method
for determining the PL, achieved by the subsystem. The combination of category (including CCF) and
DC,,, determines which column of Figure 12 is to be chosen. According to the MTTFy, of each channel,

one of the three different shaded areas of the relevant column shall be chosen.

The vertical bands in Figure 12 show the range of performance that can be expected from each
combination of MTTFp, Category and DC,,. Finding the appropriate ranges for each of these variables
in the bands in the Figure 12 and then reading across to the vertical axis will indicate the PL that can be
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achieved with this combination. For a more precise numerical selection of PL depending on the precise
value of MTTF}, of each channel, see Annex K.

A detailed example of this simplified procedure for estimating the performance level for subsystems is
shown in Annex I.

PFH
(1/h)
PL
— 10
a
| I 105
b
— 3107
c
| - 10°¢
d
— 107
e §
[ | | | | | |
Cat.B Cat. 1 Cat. 2 Cat. 2 Cat. 3 Cat. 3 Cat. 4
DC,y= | DCoyg= | DCoy= | DChyy= | DCof= | DCoyg= | DC 4y =
none none low medium Tow medium high

Key
PFH averpge frequency of dangerous failure per hour

PL perfprmance level

low MTTF}, of each channel

medjium MTTF}, of each channel

. highf MTTF}, of each chanhe]

Figyre 12 — Relationship between categories, DC,,,, MTTFy, of each channel and PL

6.1.9 Alternative procedure to determine the performance level and PFH without MTTF,

6.1.9.1 General

The alternative procedure to determine the PL without MTTF, is limited to subsystems incorporating
mechanical, hydraulic, pneumatic, electrohydraulic or electropneumatic components where no
reliability data is available and where the good engineering practice method given in C.2 cannot be
applied. In that case, the machine manufacturer may use the alternative procedure described in 6.1.9.2
to 6.1.9.4 to evaluate the PL without any MTTFy, calculation.

The combination of several subsystems is considered in 6.2.
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6.1.9.2 Preconditions

If for mechanical, hydraulic or pneumatic components (or components comprising a mixture of
technologies) no application-specific or component manufacturer reliability data is available and the
good engineering practice method of C.2 cannot be applied, the machine manufacturer may evaluate
the quantifiable aspects of the PL without any MTTF}, calculation. Where no MTTF, data is available,
the safety-related performance level (PL) can be implemented by the architecture, the DC and the
measures against CCE.

As a worst case assumption the T, value is limited to 10 years. For well-tried components an
assumption for T;nn of 20 years may be accepted. In this procedure the calculation of the DCavg is
redjiced to the arithmetic mean value of all individual component DC values in the subsystein.

Theg mission time (7)) is assumed to be 20 years. For category 2, a sufficient test rate\is required (see
6.1.8.2.4). The requirements, e.g. according to DC,,, and CCF and systematic issues, for eadh category
(sed 6.1.3) shall be fulfilled.

6.1)9.3 Inputs or output subsystem

Tabje 8 shows the relationship between achievable PL (correspondingto,Figure 12) and categories. PL a
and PL b can be implemented with Cat. B if basic safety principles are followed. PL ¢ can be injplemented
with Cat. 1 or Cat. 2, if well-tried components, basic and well-tried safety principles are used.

can be implemented with Cat. 3, respectively PL e with-Cat. 4, if well-tried componentg, basic and
well-tried safety principles are used.

Tqble 8 — Performance level and PFH estimation®ased on category and component selection

(Jategory? Additional requirements EStin(li‘;i()i PFH Achievable PLP
B - 5,0 x 10-6 b
1 - 1,7 x 106 .
2 Only well-tried compofiefits are used - 1,7 x 106 C
3 Only well-tried components are used - 2,9 x 107 il
4 Only well-tried(components are used - 4,7 x 10-8 3
a  |Allrequirements in 6.1.3.2.2.t6 6.1.3.2.6 for the respective category shall be fulfilled, except MTTFy,
b IThe achievable PL mentiened here only covers quantifiable aspects. Additional requirements for non{quantifiable
asppcts such as systematie failure and software (see 6.1.1) shall be fulfilled.

6.19.4 Logicsubsystem
Where noMT'TF|, data is available a conservative approach using estimated MTTF can be assumed.

— |Kor'eategory B, 2 and 3 MTTFy, for each channel is 10 years.

— For category 1 a MTTF, of the channel of 30 years can be assumed since well-tried components shall
be used (see 6.1.3.2.3).

The maximum PL that can be achieved is PL c (see Annex K).

For category 2 and category 3 common-cause failures and DC shall be considered. The DC,,, shall match
atleast 60 % for category 2 and category 3.

Category 4 is excluded in this method.

With the category, the MTTF}, and the DC,,,, the PL and the PFH of the subsystem can be determined

with Table K.1.

avg’
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6.1.10 Fault consideration and fault exclusion

6.1.10.1 General

When designing safety subsystems, faults and their effects shall be assessed. Each element, whose fault
may cause the failure of the safety function in one of the functional channels of a subsystem, shall be
considered. The designer shall make a list of faults, which can occur in the SRP/CS. This list shall include
all considered faults, explanation how these faults have been noted in the design, and if fault exclusion
is claimed to give reasons for these exclusions. For subsystems pre-validated by the component
manufacturer, it is not necessary by the designer of the safety functions to take into account internal

3 ] L) 1 ool il - £
failures of tire component(s);omy tanuresof tnemtertaces:

NOTE Faults of elements, which are not directly necessary for the execution of the safety function,butwhich
can supportf it (e.g. filter elements, protection against over-voltage), generally do not contribute to the MTTF, of
each channgl.

6.1.10.2 Hault consideration

ISO 138492:2012 lists the important faults and failures for the various technologies. The listp of
faults are pot exhaustive and, if necessary, additional faults shall be considéred and listed. In quch
cases, the|method of evaluation shall also be clearly elaborated. For omponents not mentioned
in ISO 13849-2:2012, a methodology to evaluate the impact of eithef, probable faults or failuref of
components, or both, shall be carried out, e.g. FMEA (see IEC 60812), aiming at the identificatiop of
faults that pre to be considered for those components.

In general,|the following fault criteria shall be taken into account:

— if, as al consequence of a fault, further components fail; the first fault together with all following
faults $hall be considered as a single fault;

— the sirpultaneous occurrence of two or moreAfaults having separate causes is considered highly
unlikely and therefore needs not be considered.

Two or more separate faults having a comnioncause shall be considered as a CCF (see Annex F).

6.1.10.3 Hault exclusion

It can be npcessary to exclude faults in order to evaluate subsystems. Fault exclusion is a comprorhise
between tdchnical safety requirements and the theoretical possibility of occurrence of a fault.

Fault exclupion can be based-on
a) the tedhnical imptebability of occurrence of some faults,

b) generdlly accepted technical experience, independent of the considered application, and

c) technitdlyequirements related to the application and the specific hazard.

Fault exclusion is only applicable for certain failures of an element and it is up to the designer
(manufacturer or integrator) to prove the exclusion of the respective faults based on the limits
set forward by the design and use. Such fault exclusion is only possible provided that their unlikely
occurrence can be justified based on the known laws of physical science. Any such fault exclusions shall
be justified and documented.

The application of fault exclusion to certain faults for an element inside a subsystem does not limit the
necessity of applying measures against systematic failures.

It is possible that some faults are excluded by the manufacturer and some by the subsystem integrator.
There shall be a specific characterization of the type of fault that is excluded. It would not be acceptable

to state simply that a component will not break, distort or degrade due to wear. It is necessary to state
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the direct influence under which the component will not break, distort or degrade due to wear. For
example, the component will have no faults when subjected to a force of X Newtons from direction Y.

The fault exclusion shall be justifiable under all expected environmental conditions including
temperature, pressure, vibration, pollution, corrosive atmosphere.

PL e shall not depend solely on fault exclusion.
NOTE1 Information on fault exclusions is available in ISO 13849-2:2012, Annexes A to D.

NOTE 2  Product standards can give further information.

6.1J11 Well-tried component

A well-tried component for safety-related applications is a component, which shall be either
a) |widely used in the past with documented successful results in similar applications, or
NOTE See IEC 61508-2:2010, 7.4.10, for “proven in use”.

b) [listed in ISO 13849-2:2012, Annexes A to D, or

c) |made, verified and validated using principles which demonstrate its suitability and reliability for
safety-related applications according to relevant product afnd application standards.

The decision to accept a particular component as being well-tried depends on the application} e.g. owing
to the environmental influences.

Complex components (e.g. PLC, microprocessor, and\application-specific integrated circuit) ghall not be
confidered as equivalent to well-tried.

6.2 Combination of subsystems to achieve an overall performance level of the safety
function

6.2]1 General

An FRP/CS may be realized uging'a combination of subsystems and an overall PL. may be achleved using
themethods described in this subclause. In this case, the validation of the combination of subjsystems as
an §RP/CS is required (see\Figure 13). These subsystems may be assigned to one or differenticategories.

Accprding to 6.1.3.2;the combination of subsystems to an SRP/CS starts at the points where|the safety-
reldted signals afe)initiated and ends at the output of the power control elements. Thg combined
subpystems canconsist of several parts connected in a linear (series alignment) way. To ayoid a new
conpplex estimation of the performance level (PL) achieved by combined subsystems where the separate
PLs| of all parts are already calculated, the following estimations are presented for a compination of
subpystems.

If pre d S S i . i L) for high
demand or contlnuous mode that use Route 1H (see IEC 61508 2 2010, 744 2) are used, the SIL can
be correlated to a PL using 6.1.2 and 6.2.2. PFH values calculated according to the IEC 61508 series or
IEC 62061:2021 with the above-mentioned limitations can be considered as PFH values according to
this document.

Category cannot always be deduced and is not required from a subsystem validated according to
[EC 62061:2021 or the IEC 61508 series.

6.2.2 Known PFH values

When combining subsystems with known PFH values, the PFH values can be combined as shown
below assuming that there are n separate subsystems SB; to SB,. These subsystems operate in a
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series combination, which as a whole performs a safety function. For each SB;, a PL; has already been
evaluated. This situation is illustrated in Figure 13 (see also Figure 5 and Figure H.2).

If the PFH values of all subsystemss are known, then the PFH of the SRP/CS is the sum of all PFH values
of the n individual subsystem. The PL of the SRP/CS is limited by:

— the lowest PL of any individual subsystem involved in performing the safety function, and
— the PL corresponding to the PFH of the combined SRP/CS according to Table 2.

NOTE See Annex H for an example of this method.

SB, SB, SB»
PL, PL, —————— PL.
PFH, PFH, PFH,
SB
PL

PFH = PFH, + PFH, + ... + PFH,

Figure 13 — Combination of subsystems to achieve ayverall PL

6.2.3 Unknown PFH values

If the PFH yalues of all individual SB; are not known, then as an@lternative to 6.2.2, the PL of the SRR/CS
performing the safety function may be defined according to 671 or calculated using Table 9 as follows:

a) Identifly the lowest PL of all subsystems: this is PL, .
b) Identifly the number of subsystems with PL,,,: this number is Ny;

c¢) Look-yp PL in Table 9.

Table 9 — Determination of PL for series alignment of subsystems

PL,,, Niow = PL of the SRP/CS
>3 = None, not allowed
a
<3 = a
>2 = a
b
<2 = b
>2 = b
c
<2 = c
>3 = c
d
<3 = d
>3 = d
e
<3 = e
NOTE This table is based on the defined PFH ranges for each PL (see Table 2) forming a kind of logarithmic scale.

6.3 Software based manual parameterization

6.3.1 General

This subclause is limited in scope to only manual, software based parameterization that is performed
and controlled by an authorized person. See also 5.2.2.6 and Table M.2.
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Some safety-related subsystems or SRP/CS need parameterization for a safety function or a sub-
function.

EXAMPLE A converter with integrated sub-functions can be parameterized via a PC-based configuration
tool for setting the upper speed limit parameter. To establish the detection zone of a laser scanner, parameters
such as angle and distance can be configured per the manufacturer’s safety documentation and the machine risk
assessment.

The objective of the requirements for software based manual parameterization is to guarantee that the
safety-related parameters specified for a safety function or a sub-function are correctly transferred
into the hardware performing the safety function or a sub-function. Different methods can be applied
to ; Tp=swi TZati i pterization
soffware (commonly called configuration or parameterization tools).

NOTE1  Safety-related parameterization which is carried out automatically without human int¢raction, for
example, based on input signals, is not considered in this subclause.

NOTE 2  Direct control of a machine by an operator, e.g. speed control of a forklifEtfuck, is not cqnsidered as
manual parameterization as described in this subclause.

If the configuration or parameterization tool is pre-designed in accordance with this docurent or the
IEC|61508 series, for example together with its dedicated subsystem;it is assumed that thiere will be
no flangerous failures due to the influences listed in 6.3.2 or ang)other influence that is feasonably
forgseeable. The requirements of 6.3.5 apply when a software based manual parametdrization is
performed with the pre-designed tool.

If a| safety-related subsystem or SRP/CS is not capable of being parameterized by software based
manual parameterization as described above, 6.3 doesmot apply.

6.312 Influences on safety-related parameters

Saf¢ty-related parameters shall be designed to withstand applicable external influendes. During
soffjware based manual parameterization, the parameters can be affected by several influg¢nces, such
as:

a) |data entry errors by the person responsible for parameterization;

b) |faults of the software of the parameterization tool;

c) |faults of further software and/or service provided with the parameterization tool;
d) |faults of the hardware of the parameterization tool;

e) |faults during transmission of parameters from the parameterization tool to the SRP/CS or a
subsystem;

f) [faultsrof the SRP/CS or a subsystem to store transmitted parameters correctly;

g) systematic interference during the parameterization process e g by EMI or loss of powsr.

h) interference due to external influences or factors, such as EMI or (random) loss of power.

With no measures applied to counteract, avoid or control potential dangerous failures caused by the
influences listed above, such influence can lead to the following:

— parameters are not updated by the parameterization process, completely or in parts without notice
to the person responsible for the parameterization;

— parameters are incorrect, completely or in parts;

— parameters are applied to an incorrect device, such as when transmission of parameters is carried
out via a wired or wireless network.
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6.3.3 Requirements for software based manual parameterization

Software based manual parameterization shall use a dedicated tool provided by the manufacturer or
supplier of the SRP/CS or the related subsystem(s). The SRP/CS or the related subsystem(s) and the
parameterization tool shall have the capability to prevent unauthorized modification, for example by
using a dedicated password.

Parameterization while the machine is running shall be permitted only if it does not cause an unsafe
state.

It is possible to fulfil the requirements by using a pre-designed subsystem.

When usipg a pre-designed SRP/CS or subsystem that is capable of software based malllual
parameterjzation, the target is to prevent dangerous failure due to the influences listed in 6:3.2 or
any other influence that is reasonably foreseeable. The validation of the pre-designed subsystem shall
include thq issue of parameterization.

When an SRP/CS or subsystem that is capable of software based manual parametegization is designed
according to this document there shall be no undetected dangerous failure due to'the influences ligted
above or gny other influence that is reasonably foreseeable. The following requirements shal] be
fulfilled infaddition:

a) The ddsign of the software based manual parameterization shall be considered as a safety-relgted
aspectlof SRP/CS design that is described in an SRS.

b) The SRP/CS or subsystem shall provide means to check the.data plausibility, e.g. checks of data
limits, [format and/or logic input values.

c) The infegrity of all data used for parameterization shall be maintained. This shall be achieved by
applyihg measures to:

1) coptrol the range of configured values by awvalidity (range) check;

2) coptrol data corruption before transmission;

3) coptrol the effects of errors from.the parameter transmission process;

4) control the effects of incomplete parameter transmission;

5) coptrol the effects of faultsand failures of hardware and software of the parameterization
6) coptrol the effect of the interruption of the power supply.

d) The parameterization’ tool shall fulfil all relevant requirements for SRP/CS according to fthis
document or the J[EC 61508 series.

e) Alternptivelyto d), a special procedure shall be used for setting the safety-related parameters. This
proceduré'shall include confirmation of input parameters to the SRP/CS by either:

— retransmitting of modified parameters to the parameterization tool; or
— other means to confirm the integrity of the parameters;

— as well as subsequent confirmation, for example by a suitably skilled person and by means of an
automatic check by a parameterization tool. New values of safety-related parameters shall not
be used for safety-related operation before the changes are acknowledged and confirmed.

NOTE This is of particular importance where a parameterization software tool uses a device not specifically
intended for this purpose (e.g. personal computer or equivalent).

The software modules used for encoding/decoding within the transmission/retransmission process
and software modules used for visualization of the safety-related parameters to the user shall, as a
minimum, use diversity in function(s) to avoid systematic failures.
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6.3.4 Verification of the parameterization tool

The following verification activities shall be performed to verify the basic functionality of the
parameterization tool:

— verification of the correct setting for each safety-related parameter (minimum, maximum and
representative values);

— verification that the safety-related parameters are checked for plausibility, for example by detection
of invalid values;
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parameters.

NOTE This is of particular importance where the parameterization is carried out.using a| device not
spegifically intended for this purpose (e.g. personal computer or equivalent).

6.35 Documentation of software based manual parameterization

Software based manual parameterization shall be carried out using the) dedicated paramgterization
too] provided by the manufacturer or supplier of the SRP/CS or theZrelated subsystem(s) and shall
be dlocumented according to the requirements given in the information for use. This information can
originate from different parties, see also Clause 13 (informatiof for use). Protective measufes against
unauthorized access shall be activated and used.

The initial parameterization, and subsequent modijfications to the parameterization, shall be
documented. The documentation shall include:

a) [the date of initial parameterization or change;

b) [data or version number of the data set;

c) |[name of the person carrying out the parameterization;

d) |an indication of the origin of the-data used (e.g. pre-defined parameter sets);
e) |clear identification of safety*related parameters;

f) |effects and boundaries for cases where parameterization is possible or needed on a fontinuous
basis;

g) |clear identification of the SRP/CS or associated subsystem which is subject fo specific
parameterization settings.

7 |Software safety requirements

7.1| “General

Although artificial intelligence (AI) can be used for SRP/CS, this clause does not address additional
specific requirements necessary for Al technology and its use as part of SRP/CS.

Activities related to the development of safety-related embedded or application software shall primarily
consider the avoidance of faults during the software lifecycle [see Figure 14 a)]. The main objective of
the following requirements is to have readable, understandable, testable and maintainable software.

NOTE1 Annex]gives more detailed recommendations for lifecycle activities.

NOTE 2  AnnexN gives an overview of measures which apply to SRASW performed by usage of LVL and SRASW
or SRESW performed by usage of FVL.
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Safety-requirements

If pre-assessed safety-related hardware and software modules are used, inicombination with LVL, a §i
plified softfware lifecycle shown in Figure 14 b) is applicable.

specification (SRS) :
Safety-related Test Validated
— o software
[ software Validation —
specification
Software ? Review T Tested integration
d_e51gn. Software Software
specification Test . .
system |fo— ——————— integration
design testing
Software f Review
system design : Tested modules
specification Module | Test | Module
7 L ] . py
design test
; * Review
Modu'le de§1gn ' Reviewed code
specification
Coding

a) Simplified V-model of software safety lifecycle

wn

fety requirements
dpecification (SRS)

B ——

Software design
specification

Safety-related Test
software Validation |F————
specification
? Revi Software
| Review integration
Coding

Validated
software

b) Simplified V-model for software if pre-assessed safety-related hardware and software mod-
ules are'used in combination with LVL

Key
— rdsult
- vgrification

NOTE Typicallynthe simplified software lifecycle, shown in Figure 14 b), applies to the use of module-b
programmifg in &VL, that only require simple interconnections to be configured, which limits the inputs

outputs to d pré-defined set of values, including a combination of modules.

hsed
and

Figure 14 — Simplified V-model

When safety and non-safety functions are implemented in the same hardware environment, it shall
be demonstrated that the safety functions are not impacted by the non-safety functions under normal
or fault conditions, e.g. which may include, but is not limited to, blocking or delaying a safety response
which is required to be performed at any time.

48
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Limited variability language (LVL) and full variability language (FVL)

1 Limited variability language (LVL)

LVL is a software programming language, whose notation is textual or graphical or has characteristics
of both, for commercial and industrial programmable electronic controllers with a range of capabilities

limi

ted to their application (see IEC 61508-4:2010, 3.2.14).

LVL should be designed to be easily understandable by the software designer and should be stringently
focused on the applications to be implemented.

The
a)

b)

c)

d)

7.2
Thi

a wiide variety of functions and applications. This type of language offers all possible prg

opt
con

NOT
Int
EXA

(without limitations forise and full variety of instructions).

7.2

Ing
the

following are examples of LVLs:

ladder diagram (see IEC 61131-3:2013, 8.2): a graphical language consisting of\a-seri
symbols (representing behaviour similar to devices such as normally open and norm
contacts) interconnected by lines (to indicate the flow of current) to output Symbols (re
behaviour similar to relays);

Function block diagram (see IEC 61131-3:2013, 8.3): in addition to-Boolean operators,

and sequencer instructions;

Sequential function chart (see IEC 61131-3:2013, 6.7): a gtaphical representation of a
program consisting of interconnected steps, actions and-directed links with transition ¢

Boolean algebra: a low-level language based on Boglean operators such as AND, OR ang
the ability to add some mnemonic instructions.

2 Full variability language (FVL)

5 type of language is designed for computer programmers and provides the capabilities to

ons and can be used to create am application program with full flexibility in how t
structed.

E Typical examples of systems using FVL are general purpose computers.
he machinery sector, FVL is found in embedded software and rarely in application softw

MPLE Ada, C, Pascdl, Instruction List, assembler languages, C++, Java, MATLAB, Simulink,

3 Decision for limited variability language (LVL) or full variability language (FVL)

eneralysoftware can be written in FVL or LVL. The designer of the SRP/CS shall follow Fi
detérmination, if a programming language is FVL or LVL.

es of input
ally closed
presenting

allows the

use of more complex functions such as data transfer file, block transfer read/write, shiift register

sequential
onditions;

| NOT with

implement
gramming
he logic is

ire.

ST and SQL

pure 15 for
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Programming language
determination process

in accordance with IEC T T~

61131-3 - S~

_—" Programming language T~
- complies with defintion of: ~~

1.1-ladder diagram or, ~
- 1.2-function block diagram or, —
~_ 1.3-sequential function chart or, -
\\\\34-boolean algebra? _ -

compiler and/or development tools
2.1
Does programming
language prohibit usage of
functions influencing
the SW flow?

2.2
Does programming
language avoid influencing internal
organization
of safety control
functions?

2.3
Dges programming
language provide
timely and local coherence between
initation and execution
of safety function?

2.4
Does programming
language prevent functions
delaying/blocking the
execution of the safety
function?

=
|
|
|
|
|
____________________________________________________ —
Coding guidelines and/or restrictions by —‘
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

FVL LVL

Figure 15 — Decision guideline for FVL or LVL
EXAMPLE1 Iflanguage Cis used there is no accordance with IEC 61131-3 and if any of the questions 2.1 to 2.4
in Figure 15 are answered with no, the result will be FVL.

EXAMPLE 2  If a type of structured text or a limited sub-set of language C is used with restrictions within
either the compiler or development tools, or both, and restrictive coding guidelines which fulfil 7.4 a) and b) and
all of the questions 2.1 to 2.4 in Figure 15 can be answered with yes, the result will be LVL.
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EXAMPLE 3
Figure 15 answered with no, the result will be FVL.

EXAMPLE 4  If the software flow is influenced by the programming language, e.g. by using interru
2.1in Figure 15), the result will be FVL.

EXAMPLE 5
accordance with IEC 61131-3 and the restrictions of 7.4 a) and b) are fulfilled the result will be LVL.

If Visual Basic is used it is not in accordance with IEC 61131-3 and the questions 2.1 to 2.4 in

pt (question

If a function block diagram is used with self-declared functions blocks in structured text in

NOTE1 Annex N gives an overview on the measures that apply to SRASW and SRESW performed either by

usage of LVL or FVL.

NOTE 2  The technical documentation, especially safety manuals of products, can be followed for,bjoth LVL and

FVL. Both limitations via internal functions of the compiler and limitations via coding guideline can’be used.

7.3| Safety-related embedded software (SRESW)

7.3]1 Design of safety-related embedded software (SRESW)

For[SRESW for components with PL_ a to d, the following basic measure§ shall be applied:

a) |software safety lifecycle with verification and validation activities, e.g. reviews and tests, see
Figure 14 a);

b) |documentation of specification and design, e.g. software/design specification, software system
design specification (SSDS), module design specification (MDS), code listings including ¢omments;

¢) |modular and structured design and coding, e.g.¢hierarchy and limitation of functionality, clear
program structure, definition of interfaces, well:structured call-graph, avoidance of interrupts, use
of coding guidelines (see IEC 61508-7:2010, €12.6.2);

d) |control of systematic failures, e.g. program sequence monitoring, controlling errors |n the data
communication process (see G.2);

e) |where using software based diagnostic measures for control of random hardware failures,
verification of correct implementation, e.g. correct implementation of diagnostic measyres, RAM/
ROM/CPU tests, hardwareests, plausibility checks;

f) |functional testing, e.g{black box testing implemented e.g. by verification of correct qutput data
based on input data(valid, invalid and border values), compatibility of interfaces, timing;

g) |appropriate software safety lifecycle activities after modifications, e.g. based on an impaft analysis.

For[SRESW for.céemponents with PL_ c or d, the following additional measures shall be applig¢d:

h) |projectinanagement and quality management processes comparable to, e.g. the IEC 61/508 series,
e.g.definition of workflow, responsibilities;

i) ldecumentation of all relevant activities during software safety lifecycle, e.g. documentation of
reviews, testing, validation and verification;

j) configuration management to identify all configuration items and documents related to a SRESW
release, e.g. version control of code listings, modules, design documents, test plans, release control,
archiving, system compatibility of different versions of hardware, software and programming
tools;

k) structured specification with safety requirements and structured design;

1) use of suitable programming languages and computer-based tools with confidence from use;

m) modular and structured programming, separation from non-safety-related software, limited

module sizes with fully defined interfaces, e.g. use of design and coding guidelines;
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quality of comments, conformity with coding guidelines, clarity, readability, completeness;

coding verification by walk-through/review with control flow analysis, e.g. to check for faults,

extended functional testing, e.g. grey box testing, performance testing or simulation, e.g. by using

unspecified input data, extreme environmental conditions, full load, testing based on knowledge of
internal coding.

For the testing channel in Category 2, the requirements are reduced by one performance level. If
diversity is used in the functional channels of Category 3 or 4, the requirements are reduced by one

performan

SRESW for
for SIL 3.

subsystem|
for PLr of @

NOTE I
or 4 or in tq
be reduced
checking ea

7.3.2 Al

ce level.

with category 3 or 4, PLr e can be achleved with the above-mentioned additional\meas
ord.

or SRESW with diversity in design and coding, for components used in a subsystein with catego
sting channel of category 2, the effort involved in taking measures to avoid sysfematic failures
by, for example, reviewing parts of the software only by considering structuxal aspects insteg
ch line of code. Annex G gives guidance referring the usable measures to cdrry out these aspects.

ernative procedures for non-accessible embedded software

When the
rating by

esigner of the SRP/CS is not able to access the embeddedsoftware, e.g. PLCs without sa
e manufacturer, the SRESW requirements of 7.3.1 cannot be fulfilled. These compon¢

may be usdd under the following alternative conditions:

the su

the su
fulfil t
or phy|

the ass
requir
7.4 Safe]
The softw§

SRASW wi
SRASW is

Figure 15 s

If a part of
safety fund

system is limited to PL a or b and uses categoryB;2 or 3;

bsystem is limited to PL ¢ with category 2-0r PL d with category 3 and it is necessar
he diversity requirements of the CCF, whete both channels use diverse technologies, de
Kical principles;

ociated hardware and the requirements for SRASW shall be assessed in accordance with|
bments of this document, especially for CCF (see Annex F).

ty-related applicationsoftware (SRASW)
re safety lifecycle (s€€)7.1) applies also to SRASW.

itten in LVL and-¢onforming to the following requirements can achieve a PL a to PL
written in EVL, the requirements for SRESW shall apply and PL a to PL e is achiev3
hows a decision guideline for FVL or LVL.

the SRASW within one component has any impact (e.g. due to its modification) on sev|
tions\with different PL, then the requirements related to the highest PL shall apply.

For SRAS

ry 3
can
d of

fety
ents

y to
bign

the

If
ble.

D

bral

for LVL;
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documentation of specification and design;
modular and structured programming;
functional testing;

appropriate development activities after modifications.

developmentlifecycle with verification and validation activities, e.g. reviews and tests, see Figure 14
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For SRASW for components with PL. from c to e, the following additional measures with increasing
efficiency (lower effectiveness for PL. of ¢, medium effectiveness for PL, of d, higher effectiveness for
PL, of e) apply.

For the testing channel in Category 2, the requirements are reduced by one performance level. If
diversity is used in the functional channels of Category 3 or 4, the requirements are reduced by one
performance level.

a)

involved in the lifecycle and shall contain the description of:

The software design specification shall be reviewed (see also Annex ]), made available to persons

1y
2)
3)
4)
b)
1)

2)

3)

1)

2)

3)

Selection of tools, libraries, languages:

Software design shall feature:

Salety functions with required PL and assoclated operating modes,
performance criteria, e.g. reaction times;
communication interfaces;

detection and control of hardware failures to achieve the required D@and fault reac

Tools shall be suitable for the application. Technical featuresswhich detect conditio
cause systematic error (such as data type mismatch, amhiguous dynamic memory|
incomplete called interfaces, recursion, pointer arithmetic) shall be used. Checks s
be carried out during compile time and not only at'runtime. Tools should enforc
subsets and coding guidelines or at least supervise.or guide the developer using the
achieved with one component and its tool, the‘teol shall be in conformity with the
component standard. If two diverse compehents with diverse tools are used,
operating experience gained from prior projects can be sufficient.

Whenever reasonable and practicabley validated function block libraries shoul
- either safety-related function block libraries provided by the tool manufactu
recommended for PL e) or validated application specific FB libraries and in confo
this document.

A justified LVL-subset suitable for a modular approach should be used (see 7.2.1), e.
subset of IEC 61131-3 languages.

semi-formal thethods to describe data and control flow, e.g. state diagram or prq
chart;

modular and structured programming predominantly realized by function bloc}
fromsafety-related validated function block libraries or other modularity structure
easy code reading and testability;

tion.

hs that can
allocation,
hall mainly
e language
m. For PL e
applicable
successful

d be used
Fer (highly
Fmity with

0. accepted

gram flow

s deriving
to achieve

function blocks of limited size of coding;

4)
5)
6)
7)

code execution inside function block with only one entry and only one exit point;

architecture model of three stages: inputs = processing = outputs (see Figure 16 an

d Annex]);

assignment of a safety output at only one program location;

use of techniques for detection and control of hardware failure and for defensive programming

within input, processing and output blocks which lead to safe state.
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Inputs Processing Outputs
Input blocks Processing block Output blocks
Acquisition of Processing required Control of the

information of the to realize the safety actuators by safety
various safety sensors functions which lead outputs
by safety inputs to a safe state
Figure 16 — General architecture model of software
d) Wherg SRASW and non-SRASW are combined in one component:

1) SRASW and non-SRASW shall be coded in different function blocks with well-defined
interfaces;

2) there shall be no logical combination of non-safety-related and safety-related data which [can
legd to downgrading of the integrity of safety-related signals, forcexample, combining safpty-
related and non-safety-related signals by a logical “OR” where the@esult controls safety-reldted
signals.

e) Softwgre implementation/coding:

1) cofde shall be readable, understandable and testable.ahd, because of this, symbolic variaples
(injstead of explicit hardware addresses) should beused;

2) justified or accepted coding guidelines shall bexnised (see also Annex ]);

3) data integrity and plausibility checks.(€.g. range checks) available on application lgyer
(defensive programming) should be used;

4) cofe should be tested by simulation;

5) verification should be performed by control flow analysis and data flow analysis for PL d or e.

f) Testing:

1) theappropriate validation method is black-box testing of functional behaviour and performgnce
criteria (e.g. timingperformance);

2) for PL d or e, test case execution from boundary value analysis is recommended;

3) test planning should include test cases with completion criteria and required tools;

4) 1/0 testing shall ensure that safety-related signals are correctly used within SRASW.

g) Documentation:

1) alllifecycle and modification activities shall be documented;

2) documentation shall be complete, available, readable and understandable;

3) code documentation within source text shall contain module headers with legal entity,
functional and I/0 description, version of used library function blocks, and sufficient comments
of networks/statement and declaration lines.

h) Verification:

1) Verification shall be performed by, e.g. review, inspection, walkthrough or other appropriate
activities.
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NOTE Verification is only used for application-specific code, and not for validated library functions.
i) Configuration management:

1) It is highly recommended that procedures and data backup be established to identify and
archive documents, software modules, verification/validation results and tool configuration
related to a specific SRASW version.

j) Modifications:

1) Prior to a modification of SRASW, an impact analysis shall be performed to ensure

concictancy uzith tha cofivgarn dacign Anvossdatn ifaovgola aotiiting chall ho performed

consisteney—with—the—seftware—desigh—Appropriatetifeeyrele—aetivities—shall-be
after modifications. Means shall be provided to protect against unauthorized mddifications to
SRASW and the modification history shall be documented.

8 [Verification of the achieved performance level

For|each individual safety function, the PL of the related SRP/CS shall match or be great¢r than the
reqpired performance level (PL,) determined according to 5.3 and 6.1.1¢1f this is not the case, iteration
in the process described in Figure 4 is necessary.

The PL of the different subsystems which are part of a safety function shall be greater than for equal to
the [PL, of this safety function (see 5.3 and 6.1.1).

9 [(Ergonomic aspects of design

The interface between operators and the SRP/CS shall'be designed and realized to minimizel exposures
to hazards during the intended use and the reasonably foreseeable misuse of the machine due to
neglecting ergonomic principles.

The ergonomic principles given in [SO 12100:2010, 6.2.8, apply.
NOTE Ergonomic principles are intended to improve the ease of use of the control systems to avoid

motjivation for defeating or unintended misuse of the machine. See ISO/TR 22100-3 and ISO 9241-210 for
guidance on ergonomics.

10(Validation
10./1 Validationprinciples

10.1.1 General

The purpose of the validation process is to confirm that the SRP/CS meets the overall SRS| created in
accprdance with Clause 5 and Clause 7.

Figure 17 gives an overview of the validation process. The validation consists of applying analysis (see
10.3) and executing tests (see 10.4) under foreseeable conditions in accordance with the validation plan.

NOTE1 The SRP/CS validation ensures that the safety functions achieve the intended risk reduction and is
intended to be part of the overall validation process of the machine.

The validation activities shall ensure the completeness and correctness of each design activity
identified in the validation plan.

The validation to be applied to the SRP/CS includes inspection (e.g. by analysis) and testing of the SRP/
CS to ensure that it achieves the requirements stated in the SRS (according to Clause 5).
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The validation shall demonstrate that the SRP/CS meets the requirements and, in particular, the

following:

a)
SRS;

b)
iy
2)

the requirements of the specified PL in accordance with 6.1.1:
the requirements of the specified category,

the measures for control and avoidance of systematic failures (systematic integrity),

the specified functional requirements of the safety functions provided by that part, as set out in the

3) if

4) th
c)

The valida

the erg

the SRP/CY.

NOTE2 4
mean that a

The analys
necessary

NOTE3 1
“design and|

Where ned
control sy9

validaf
input 3

validat
contex

The balang
performan
testing by :
by the imp

“Modificat
successfull
SRP/CS sh3
is successf

ipplicable, the requirements of the software, and

b ability to perform a safety function under expected environmental conditions;

onomic design, interaction and positioning of the operator interface.

Fion process should be carried out by person(s) who is/are independent)from the desig
An independent person is a person not involved in the design of the SRR/CS and does not necess:
third-party is required.

for some parts of the analysis to be delayed until the design‘is well developed.

roblems can then be corrected early while they are stilkrelatively easy to correct, i.e. during s
technical realization of the safety function” and “evalu@te the PL".

essary due to the size of the system, complexity or the effects of integrating it with
tem (of the machinery), special arrangements should be made for

ion of the subsystem separately beforéintegration, including simulation of the appropr
nd output signals, and

ion of the effects of integrating SRP/CS into the remainder of the control system within
t of its use in the machine.

e of analysis and testing depends on the technology used for the SRP/CS and the requ

ippropriate fault injection to show that among other things, the fault reaction will be initiz
emented diagndstic function.

on of the design” in Figure 17 refers to the design process. If the validation canno
y completed, changes in the design are necessary. The validation of the modified parts off
1l thertbe repeated. This process shall be iterated until the SRP/CS for each safety func
hlly<validated.

h of

rily

is should be started as early as possible, and in parallel with, the design process. It can be

feps

the

jate

the

red

ce level (PL,). For catégories 2, 3 and 4 the validation of the safety function shall also incjude

ted

be
the
Fion
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Specification of the safety functions

\i

Testing

in the SRS (see 10.5 and 10.6)

Requirements of the specific PL (see 10.6):
 category and PL (see 10.6.1)

¢ system structure

e fault lists

¢ fault exclusions

e MTTFp, DC, DC ,, and CCF

control and avoidance of systematic failures
(see 10.6.2)

software (if applicable) (see 10.6.3)
expected environmental conditions (see 10.7)
verification of the PL (see Clause 8)
combination of subsystems (see 10.6.4)

Ergonomic design (see 10.1.1)
Maintenance requirements (see Clause 11)
Technical documentation (see Clause 12)
Information for use (see Clause 13)

(see 10.4)

'

Category 2, 3,47
(see'10.1.1)

Design
considerations Start
(see Clause 6)
Y Y
Documents > Validation plan - ‘;:11;(1?;1]22
1. 10.1.2 i
(see 10.1.5) (see ) (see 10.1.1)
Y
Fault lists Criteria fqr fault Analysis
p o PP > exclusion PPN —
LDCC LU L. O dllu LU.J.-T) (See 10.1.3 and 10.1.4-) LDCC J.U.-JJ

Validation
record
(see 10.8)

Testing of safety
function under
fault condition

(see 10.4.1)

Analysis
and testing
passed?

All safety
functions succesfully
validated?
(see 10.6.5)

Modification
of the design >
(see 10.1.1)

Figure 17 — Overview of the validation process

10.1.2 Validation plan

The validation plan shall identify and describe the requirements for carrying out the validation process
and shall be made available to affected persons and parties involved in the validation process. The
validation plan shall also identify the means to be employed to validate the specified safety functions. It

shall identify, where appropriate

a) the specification documents,

b) the operational and environmental conditions during testing,
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<)

the analyses and tests to be applied,

d) the reference to test standards to be applied, and

e)

the persons or parties responsible for each step in the validation process.

10.1.3 Generic fault lists

Validation involves consideration of the behaviour of the SRP/CS for all faults to be considered. A basis
for fault consideration is given in the tables of fault lists in ISO 13849-2:2012, Annexes A to D, which are
based on experience and which contain

the fay

the pe
aspect

aremd

Only perm

10.1.4 Sp

If necessaf
validation
generic lis
product ob

Where the
a)
b)
c)

the fay
any otl

the fau
in the

in exce
is pres

d)

Where thig

10.1.5 Information for validation

the co:lnponents/elements to be included, e.g. conductors/cables,

Its to be taken into account, e.g. short circuits between conductors,

rmitted fault exclusions, taking into account environmental, operating tand applicat

s, and
rks section giving the reasons for the fault exclusions.

hnent faults are taken into account in the fault lists.

pcific fault lists

y, a specific product-related fault list shall be generated as a reference document for
pf the subsystem(s) and/or subsystem element(s). The list can be based on the appropn
(s) found in the annexes of ISO 13849-2:2012 or{reoccurring) faults found as a resu
servation.

specific product-related fault list is based.gnthe generic list(s) it shall state
Its taken from the generic list(s) to be included,
per relevant faults to be included/but not given in the generic list (e.g. common-cause failui

Its taken from the generic list(s) which may be excluded on the basis that the criteria g
peneric list(s) are satisfied, and

ptional circumstancés)y any other faults for which justification and rationale for an exclu
ented.

listis not baséd on the generic list(s), the designer shall give the rationale for fault exclusi

—

on

the
jate
t of

es),

ven

bion

DNS.

The infor

and PL to [be)demonstrated, SRS, and the contribution of the SRP/CS to the reduction of the

ation‘required for validation varies with the technology used, the category or categ

0
rFsk.

ies

Documents containing sufficient information from the following list shall be included in the validation
to demonstrate that the SRP/CS perform the specified safety functions to the required PL and category:

SRS, including the required characteristics of each safety function, e.g. response time (according

to ISO 13855:2010), operating mode, PL, interfaces between the subsystems of the SRP/CS and if

ary characteristics of used category of each subsystem of the SRP/CS;

boards, assembled boards, internal wiring, enclosure, materials, mounting;

a)

necess
b)
c)
d) circuit
58

diagram(s), including interfaces/connections;

drawings and specifications, e.g. for mechanical, hydraulic and pneumatic parts, printed circuit

block diagram(s) and where needed for clarification with a functional description of the blocks;
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functional description of the circuit diagram(s), where needed for clarification;
time sequence diagram(s) for switching components, signals relevant for safety;
description of the relevant characteristics of components previously validated;

for SRP/CS other than those listed in g), component lists, e.g. with item designations, rated
values, tolerances, relevant operating stresses, type designation, failure rate data and component
manufacturer, and any other data relevant to safety;

NOTE1 Datacan be provided in libraries according to VDMA 66413.

i)

j)
k)

Wh

Infq
asp

NOT
Infd

Infa
PL.

NOTI

10.

Pri

report of analysis of all relevant faults according to 10.1.3 and 10.1.4, such as thoseljsted in the
tables of ISO 13849-2:2012, Annexes A to D, including the justification of any excludedfdults;

report of analysis of the influence of processed materials;

information for use, maintenance requirements, e.g. installation and operation manual/Instruction
handbook.

bre software is relevant to the safety function(s), the software documentation shall include
a specification which is clear and unambiguous,

evidence that the software is designed to achieve the requited PL (see 10.6.3), and
details of tests (in particular test reports) carried outte prove that the required PL is adhieved.

rmation is required on how the PL and PFH is detérmined. The documentation of the quantifiable
bcts shall include

the safety-related block diagram or designated architecture according to 6.1.3.2,
the determination of MTTFp, DC,,, and:€CF, and

the determination of the categor:

E2  For guidance on safety-related block diagram see Annex B.

rmation is required fordoeumentation on measures against systematic failures of the SRP/CS.

rmation is required ‘to’ describe how the combination of several subsystems achieves tle required

E3  Wherepracticable, a clear and traceable reference to existing documents is acceptable.

2 Validation of the safety requirements specification (SRS)

17to the validation of the design of the SRP/CS or the combination of subsystems providing the safety

fun
and

bl tha raonivaaantce cnneifinatinn o thn cafatyy Funnhnn chall ha nan1nA to ancurn fonsistency

CCIOTE tIrc T o qtT ot Treo—> PreicotroT o tIrc—oToreT e TromT St oc—v crrrctrto-crroturec-t

completeness for its intended use (see 5.4).

In order to validate the specification, appropriate measures to detect systematic failures (errors,
omissions or inconsistencies) shall be applied.

Validation can be performed by reviews and inspections of the SRS, in particular considering

©IS

the intended application requirements,
the risk assessment,
the operational and environmental conditions, and

reasonably foreseeable misuse.
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10.3 Validation by analysis

10.3.1 General

Validation of the SRP/CS shall be carried out by analysis. Inputs to the analysis include the following:

NOTE 4
experience
the determ
required pr
on the basig

10.3.2 An
The follow

a)

b)

10.4 Validationrby testing

10.4.1 General

the safety function(s), their characteristics and the safety integrity specified according to 5.2;

the system structure (e.g. designated architectures) according to 6.1.3.2;

the quantifiable aspects (MTTFp, DC

avg

and CCF) according to 6.1.4, 6.1.5, and 6.1.6 by validating

assum

the no
aspect

deterministic arguments;

faultli

criteri

Top-dd
to ider
initiat
faults.

EXAME

Botton
faults.

EXAME

ptions and data that were associated in selecting the values used in the system calculatic

n-quantifiable, qualitative aspects which affect system behaviour (if applicable; 'softw

S);

Sts;

h for fault exclusion.

bf use). This consideration depends on the application, which, together with other factors, can a
nistic arguments. Deterministic arguments differ from othernevidence in that they show thaf

bperties of the system follow logically from a model of the system. Such arguments can be constru
of simple, well-understood concepts.

alysis techniques
ng are two basic techniques that can be used’for analysis:

wn (deductive) techniques are suitable-for determining the initiating events that can
tified top events and calculating.the probability of top events from the probability off
ng events. They can also be used'to investigate the consequences of identified mulf

LE1  FTA (see IEC 61025]; ETA (see IEC 62502).

h-up (inductive) techniques are suitable for investigating the consequence of identified sit

LE2 FMEA{se€ IEC 60812) and failure modes, effects and criticality analysis (FMECA)

IEC 60

12).

ns;

are

\ deterministic argument is an argument based on qualitative aspetts (e.g. quality of manufacture,

fect
the
Cted

ead
the
iple

ngle

(see

Testing shall be part of the validation. In case the category is B or 1, tests under fault conditions are not
required and analysis with functional testing may be sufficient.

Validation tests shall be planned and implemented in a logical manner. In particular:

a)

60

a test plan shall be produced before testing begins that shall include

1) the test specifications,

2) the required outcome of the tests for conformity, and
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3) the chronology of the tests, if applicable;
test records shall be produced that include:

1) the name of the person carrying out the test,
2) the environmental conditions,

3) the test procedures and equipment used,

4) the date of the test, and

)

The
per

Thi

Wh
sign
the

The
ma
inpy
the
ope

Wh

Tes

10.

The
out
and

5) theresults of the test;

the test records shall be compared with the test plan to ensure that the specified-fun
performance targets are achieved.

test sample shall be operated as near as possible to its final operating configuration,
pheral devices and covers attached.

5 testing may be applied manually or automatically, e.g. by computer{

ere applied, validation of the safety functions by testing shalk be carried out by app
als, in various combinations, to the SRP/CS. The final response-at the outputs shall be c
appropriate specified outputs.

combination of these input signals should be applied:systematically to the control syst
hine, e.g. power-on, start-up, operation, directional*changes and restart-up. An expand
it data should be applied to take into account anemalous or unusual situations, in order
SRP/CS responds. Such combinations of input.data should take into account foreseeabl
ration(s).

bn validation by analysis is not conclusive, testing shall be carried out to complete the
ring is always complementary to analysis and is often necessary.

1.2 Measurement accuracy

In general, these measuyement accuracies shall be within +/-5 K for temperature meg
+/-5 % for the following:

time measurements;
pressure measurements;
force measurements;

eléctrical measurements;

rtional and

.e. with all

ying input

mpared to

bm and the
bd range of
to see how
e incorrect

validation.

accuracy of measurements,during the validation by testing shall be appropriate for the test carried

surements

relative humidity measurements;

linear measurements.

Deviations from these measurement accuracies shall be justified.

©IS
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10.4.3 Ad

ditional requirements for testing

If the SRP/CS is required to fulfil more stringent requirements than those within this document, the

testing sha

NOTE

1l be extended to cover these more stringent requirements as well.

Depending on the risk assessment, more stringent requirements can apply if the control system has to

withstand particularly adverse service conditions, e.g. rough handling, humidity effects, hydroxylation, ambient
temperature variations, effects of chemical agents, corrosion, and high strength of electromagnetic fields, for

example, du

e to close proximity of transmitters.

10.4.4 Number of test samples

Unless ot

Subsyste

Certain te
change in
further tes

Where a p:
in isolation
of obtainin
analysis th
SRP/CS th4

10.4.5 Te

Depending]
application
subject the
is injected
analysis arn

a)

simulation of control system behaviour in the event of a fault, e.g. by means of either hardwar

rwise specified in the test specification, the tests shall be made on a single produet
sample of the subsystem being tested.

s) under test shall not be modified during the course of the tests.

h component causes the safety-related part to be incapable of meeting'the requirement
ts, a new sample or samples shall be used for subsequent tests.

irticular test is destructive and equivalent results can be obtained by testing part of SRE
, a sample of that part of the SRP/CS may be used instead of the whole SRP/CS for the purp

at testing of a part of SRP/CS is sufficient to demonstrate the safety integrity of the wl
t performs the safety function.

sting methods

on the application, different testing methods shall be used to validate the SRP/CS. In s
s it can be necessary to divide the connected SRP/CS into several functional groups an
se groups and their interfaces to fault'simulation tests. The precise instant at which a f]
into a system can be critical. The wetst-case effect of a fault injection shall be determine
d by injecting the fault at this appropriate critical time. Common test methods are:

re models, or both;

re simulation of faults;

nal testing of the'safety functions in all operating modes of the machine, to estab
r they meet.the specified characteristics (see Clause 5). The functional tests shall eng
safety-relatéd outputs are realized over their complete ranges and respond to safety-rel3
ignals in accordance with the specification. The test cases are normally derived from
ations:but can also include some cases derived from analysis of the schematics or softw

—n

on

5ts can permanently change the performance of some components. Where a permarent

s of

/CS
ose

g the results of the test. This approach shall only be applied where it has been shown by

nole

me
i to
hult
| by

()

or

lish
ure
ted
the
nre;

fom

ed-functional testing to check foreseeable abnormal signals or combinations of signals f

parts of the system where there is doubt regarding the results obtained from failure analysis;

softwg

b) softwa

c) functi
wheth
thatal
input
specifi

d) exten
any in

e)

f)

g)

h)

62

fault injection tests into a production sample;
fault injection tests into a hardware model;

subsystem failure test (e.g. power supplies).

fault injection tests on the actual circuit and fault initiation on actual components, particularly in
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10.5 Validation of the safety functions

The validation of safety functions shall demonstrate that the SRP/CS, or combination of subsystems,
provides the safety function(s) in accordance with their specified characteristics.

Validation of the specified characteristics of the safety functions shall be achieved by the application of
appropriate measures from the following list:

a) Functional analysis of schematics, reviews of the software (see 10.6.3).

NOTE Where a machine has complex or a large number of safety functions, an analysis can reduce the

1 £ £ 4o 14 . - |
ITUITTUTT UT' TUIICUIUIIAT TTSLS 1 C\{ull CUu.

b) [Simulation.

c) |Check of the hardware components installed in the machine and details of the associated software
to confirm their correspondence with the documentation (e.g. manufacturet;-type, versipn).

d) |Functional testing (see 10.4.5).

e) |Check of the operator-SRP/CS interface for the meeting of ergonomic principles.
10.6 Validation of the safety integrity of the SRP/CS

10.6.1 Validation of subsystem(s)

The safety integrity of each subsystem of the SRP/CS shall'be validated by confirming the requirements
of Tpble 10 according to the category used.

Table 10 — Basic requirenients for categories to be validated

. Category
Requirements

B 1 2 3 4
Badic safety principles X X X X X
Expected operating stresses X X X X X
Influences of processed material X X X X X
Perfformance during otherrelevant external influences X X X X X
Well-tried components — X — — —
Well-tried componentSfor the case of determination the PL without MTTF, — X X X X
Well-tried safety{priniciples — X X X X
MT[TF}, of eaghy¢hannel X X X X X
Th¢ recognizable faults and the associated diagnostic measures, including — — X X X
fault reaction
ChqcKing intervals, when specified — — X X X
DC,yq — — X X X
CCF identified and how to prevent them — — X X X
Justification for fault exclusion X X X X X
How the safety function is maintained in the case of each of the faults — — — X X
How the safety function is maintained for each of the combinations of faults — — — — X
Measures against systematic failures X X X X X
Key
X required
— notrequired
NOTE  The categories are those given in 6.1.3.2.
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NOTE

Table 10 (continued)
. Category
Requirements
B 1 2 3 4
Measures against software faults X — X X X
Key
X required

— notrequired

The categories are those given in 6.1.3.2.

In addition
— thepr
— the sy3

In this con
performed

the safety integrity of each subsystem of the SRP/CS shall be validated by confirming
bability of dangerous random hardware failure, and

tematic integrity (see Annex G, Clause 7 Software, CCF).

ext the validation of MTTFy, (including Byop, T1op and n,, values), DC,,'dnd CCF is typig

. . . : ave
by analysis and visual inspection.

Where fau

the plausilility of the fault exclusion shall be checked.

NOTE
not contrib

The MTTF
(see Anne
individual
the symme

The DC val
plausibility
checks and
environme

The corred
(e.g. Anney
environme

Generally,
of +40 °C i
environme
device, or (
it is necess

10.6.2 Va

t exclusion claims mean that particular components do not contribute to the channel M T

fault exclusion implies infinite MTTFp, therefore, fault excludéd failure modes of the componen
te to the calculation of channel MTTFy,.

[ D) to dissimilar redundant channels, shall be.cliecked for correct calculation. MTTF
channels shall be restricted to no greater than\100 years (2 500 years for category 4) be
trisation formula is applied.

lies for either components (subsystem eléments) or logic blocks, or both, shall be checked
(e.g. against measures in Annex E). The correct implementation (hardware and softwars
diagnostics, including appropriate-fault reaction, shall be validated by testing under typ
ntal conditions in use.

t implementation of suffieient measures against common-cause failures shall be valid3
| F). Typical validation measures are static hardware analysis and functional testing uy
ntal conditions.

or the specification of the MTTF}, values of electronic components, an ambient temperat
s taken as a basjs. During validation, it is important to ensure that, for MTTF}, values,
ntal and funetional conditions (in particular temperature) taken as basis are met. Whe
omponent,is operated significantly above (e.g. > 10 °K) the specified temperature of +4(
pary to use’'MTTF}, values for the increased ambient temperature.

idation of measures against systematic failures

ally

'Fp,

t do

b of each channel of the subsystem, including application of the symmetrisation fornmula
H of
fore

for

) of

ical

ted
der

ure
the
e a
°C

The validation of measures against systematic failures can typically be provided by:

a) inspec
1) ba
2)
3)
pr
b) failure
c)
64

tions of design documents which confirm the application of

sic and well-tried safety principles (see ISO 13849-2:2012, Annexes A to D),

further measures for avoidance of systematic failures according to Annex G, and

otection or failure assertion programming;

analysis (e.g. FMEA);

fault injection tests/fault initiation;

further measures for the control of systematic failures, such as hardware diversity, modification
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d) inspection and testing of data communication, where used;

e) checkingthataquality managementsystemisused toavoid systematic failures in the manufacturing
process.

NOTE Systematic faults can be caused by errors made during the design and integration stages (e.g. a

misinterpretation of the safety function characteristics, an error in the logic design, an error in hardware
assembly, an error in typing the code of software). Some of these errors will be revealed during the design
process, while others will be revealed during the validation process or will remain unnoticed. In addition, it is

possible for an error to be made (e.g. failure to check a characteristic) during the validation process.

10.
The

As
reld
inte

p.5> Valldation of safety-related software

validation of software shall include

the specified functional behaviour and performance criteria (e.g. timing.performance) of the

software when performed on the target hardware,

verification that the software measures are sufficient for the specified PL, of the safet
and

verification that the protective measures and activities planned to be taken durin
development to avoid systematic software faults have been employed, by inspecting the d
evidence.

h first step, check that there is documentation for:the specification and design of
ted software. This documentation shall be reviewed for completeness and absence of]
rpretations, omissions or inconsistencies.

In gdeneral, software can be considered a “black box” or “grey box” (see Clause 7) and valid

blag

NOT
cont
blog

NO']
faild
box

Dep

k- or grey-box test, respectively.

E1 In the case of small programs, an ahalysis of the program by means of reviews or wall
rol flow, procedures, using the software documentation (control flow chart, source code of
ks, I/0 and variable allocation listsycross-reference lists) can be sufficient.

E?2
res to meet functional specification, and to assess utility and robustness. Grey-box testing is sim
testing but additionally monitors relevant test parameter(s) inside the software module.

ending on the PL, the-tests should include

y function,

b software

=

bcumented

the safety-
erroneous

hted by the

-through of
modules or

Black-box testing aims t&check the dynamic behaviour under real functional conditions, and to reveal

lar to black-

black-box or grey<box testing of functional behaviour and performance (e.g. timing perf¢rmance),

additional'extended test cases based upon limit value analyses, recommended for PL d g

[/0 tests to ensure that the safety-related input and output signals are used properly, an

r PL e,
d

test cases which simulate faults determined analytically beforehand, together with th

e expected

NOTE 3

response, In order to evaluate the adequacy of the soitware based measures Ior control of failures.

See N.2 for an example.

Individual software functions which have already been validated do not need to be validated again.
Where a number of such safety function blocks are combined for a specific project, however, the
resulting total safety function shall be validated.

The measures for software implementation and configuration and modification management according
to Clause 7, which depend on the PL to be attained, shall be examined with regard to their proper
implementation.

Should the safety-related software be subsequently modified, it shall be revalidated on an appropriate

scale.
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10.6.4 Validation of combination of subsystems

Where the safety function is implemented by two or more subsystems, validation of the combination -
by analysis and by testing - shall be undertaken to establish that the combination achieves the safety
integrity specified in the design. Existing recorded validation results of subsystems can be taken into
account. The following validation steps shall be performed:

— inspection of design documents describing the overall safety function(s);

— acheck that the overall PL of the subsystem combination has been correctly evaluated, based on the
PL of each individual subsystem (according to 6.2);

— considLration of the characteristics of the interfaces, e.g. voltage, current, pressure, data fosmgt of
information, signal level;

— failurelanalysis relating to combination/integration, e.g. by FMEA;
— testing of the subsystem combination;

— for redundant systems, fault injection tests relating to combination/integration.

10.6.5 Ovjerall validation of safety integrity
The follow|ng steps shall be performed:
— checkiphg/verification for correct evaluation of PL, based on PFH and PL/SIL of subsystems (see }.2);

— checkipg/verification for correct evaluation of PL based an the category, DC
measures against systematic failures;

and MTTFp, CCFjand

avg

— checkipg/verification that the PL achieved by thé SRP/CS satisfies the PL. in the SRS for|the
machipery: PL > PL..

10.7 Valiglation of environmental requirements

The performance specified in the design of the SRP/CS shall be validated with respect to |the
environmental conditions specified fof:the control system.

Validation ghall be carried out by analysis and by testing. The extent of the analysis and of the testing
depends upon the safety-related.parts, the system in which they are installed, the technology used, pnd
the envirohmental condition{s) being validated. The use of operational reliability data on the sysfem
or its components, or thecorifirmation of conformity to appropriate environmental standards (e.g| for
waterproofing, vibratién-protection) can assist this validation process.

Where app|licable, validation shall address

— expected‘méchanical stresses from shock, vibration, ingress of contaminants,

— mechanical durability,

— electrical ratings and power supplies,

— climatic conditions (temperature and humidity), and
— EMI (immunity).

When testing is needed to determine conformity with the environmental requirements, the procedures
outlined in the relevant standards shall be followed as far as required for the application.

After the completion of validation by testing, the safety functions shall continue to be in accordance
with the specifications for the safety requirements, or the SRP/CS shall provide output(s) for a safe
state.
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10.8 Validation record

Validation by analysis and testing shall be recorded. The record shall demonstrate the validation
process for each of the safety requirements. Cross-reference may be made to previous validation
records, provided they are properly identified.

For any safety-related part which has failed an element of the validation process, the validation record
shall describe which elements in the validation analysis/testing have failed. It shall be ensured that all
SRP/CS are successfully re-validated after modification.

Th
im

b)

validation process shall demonstrate that the provisions for maintenance requirements
lemented.

dation of maintenance requirements shall include the following, as applicablé:
areview of the information for use confirming that

1) maintenance instructions are complete [including procedures, required tools,
of inspections, time interval for changing components subjected to wear (T;,p
understandable,

2) if appropriate, there are provisions for the mainténance to be performed only
maintenance personnel;

a check that measures for ease of maintainability (e.g. provision of diagnostic tools t
finding and repair) have been applied.

In addition, the following measures shall be inclided when applied:

11

Pre
SRHE

NOT
situ

The

measures against mistakes during maintenance (e.g. detection of wrong input data via
checks);

unauthorized persons).

Maintainability of SRP/CS

ventive or corrective maintenance can be necessary to maintain the specified perform
/CS.

E Exceeding specified lifetime or test interval can lead to deterioration in safety or to :
htion.

following factors shall be taken into account to enable maintenance of the SRP/CS:

have been

frequency
etc.] and

by skilled

b aid fault-

blausibility

measures against modification (e.g. password protection to prevent access to the pfrogram by

hnce of the

hazardous

©IS

the dimensions of the working clothes and tools used;
ease of handling, taking into account ergonomic capabilities;
limitation of the number of special tools and equipment where possible;

indication(s) that maintenance is necessary (e.g. increased vibration) ideally with

H s ol HwY £ 4+l 3 rs Jd+la L Lad 4 i l d'
a\,bcooluulty, Lal\llls ITICU ACLLUUIIU UIICT TIHIVIT UITITITTIU d1IU UIIT TTUIliaIrl UUuy IIICTdASUI CITITIILS, lnc u lng

automated

generation of warning signals (e.g. lifetime recording, self-test, monitoring of process parameters);

required illumination levels.
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12 Technical documentation

When desi
the safety-

gning an SRP/CS according to this document at least the following information relevant to
related part shall be documented for internal purposes:

a) SRS (see5.2.1);

b) exact points at which the safety-related part(s) starts and ends;

c¢) decomposition into subsystems (see 5.2.2), if applicable;

h) measul

i) the tedhnology or technologies used;
j)  the saflety-relevant faults considered;
k) justifigation for fault exclusions (see 6.1.10.3 and all annexes ofIS® 13849-2:2012);

1) softwdre documentation if applicable;

m) measul

n) safety{related block diagram;

0) releva

res against systematic failure;

Ires against reasonably foreseeable misuse;

t design documentation, test, verificatioh and validation records, where applicable.

NOTE The design documentation is generalljzforeseen to be used for internal purposes of the manufactprer
or to excharjge technical information between Sub-contractors (e.g. external system designer, certification bpdy)

and the ma
The design
prepare adg

13 Infor

13.1 Gen

The infornj
including t

where an SlRP/CS is involved shall be covered by this information.

13.2 Info

hufacturer. The design documentation is also necessary to fulfil legal documentation requiremgnts.
documentation does not needito be distributed to the machine user but parts of it are relevaijt to
quate information for use{see Clause 13).

mation for use

bral

ation feruse of the SRP/CS shall be according to 1SO 20607:2019 or IEC/IEEE 82079-1:2019
he relévant instructions for the intended target groups. The lifecycle phases of the macline

rmation for SRP/CS integration

The information which is important for the correct integration of SRP/CS shall be given to the integrator.

This shall i

nclude, but is not limited to the following:

a) the limits of the safety-related parts of an SRP/CS selected (e.g. environmental conditions, such
as EMI immunity, temperature, vibration) and appropriate information to ensure the continued
justification of the fault exclusions, e.g. regarding modification, maintenance and repair;

b) clear descriptions of the interfaces to the SRP/CS and protective devices;

c) response time where relevant (according to ISO 13855:2010);

68
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e)
f)
g)
h)
i)
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operating limits (e.g. demand frequency);
indications and alarms;

muting and suspension of safety functions;
control modes and reset;

maintenance (see Clause 11);

maintenance check lists;

j)
k)
1)
m)
NOT

Spe
5.3]

13.

The
(e.g

Thi
pro

Infd

how to access and replace the parts of SRP/CS;

means for easy and safe trouble shooting;

test intervals where relevant;

mission time.

E The integrator can be a manufacturer, assembler, engineering company or the user.

cific information for each safety function on categories and performance level shall be pr
, as follows:

bvided (see

the categories of the subsystems forming the SRP/CS (maynot be applicable for previouslly validated

subsystems);
the performance level, a, b, ¢, d or e;

the PFH value for SRP/CS related to the safetyfunction, if relevant per subsystem(s).

3 Information for user

information which is important forrthe correct use of SRP/CS shall be provided to the m{
operator).

5 can include, but is not limited to, the relevant aspects of 13.1 and 13.2. Relevant i

ichine user

hformation

h respect to testing of the safety functions shall also be provided. The designer of the SRP/CS shall

vide information for use.that describes the necessary maintenance tasks for the SRP/CS.
rmation for maintenance can include tasks and applications, for example:

setting;

teaching/programming;

process /tool changeover;

h)
)

cleaning;

preventive maintenance;
corrective maintenance;
troubleshooting/fault finding;

nature and frequency of inspections of safety functions;

instructions relating to maintenance operations which require either technical knowledge or
particular skills, or both, and hence should be carried out exclusively by qualified personnel (e.g.

maintenance staff, specialists);
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j) instructions relating to maintenance actions (e.g. replacement of parts) which do not require
specific skills and hence may be carried out by machine users (e.g. operators). It should be brought
to the attention of maintenance staff which parts are critical to safety and shall only be replaced
with original parts or parts fulfilling the same safety requirements;

k) controlling hazardous energy (manual measures/other means) guidance, signs, and devices;

1) drawings/diagrams enabling maintenance personnel to perform their tasks (especially fault-
finding tasks to isolate conditions that caused the fault);

m) information about replacement of components at or before the T, period ends (for pneumatic,
mechaffical and electromechanical COMpONENts see also C.A.2).

NOTE1 FKor additional information see ISO 20607:2019 and IEC 60204-1:2016+AMD1:2021, 17.2 f.

If any maiptenance activity requires the repair or modification of an SRP/CS revalidation including
functional fest shall be performed.

NOTE 2  The relevant revalidation activities would be dependent upon the extent of differences betweer the
original and the replacing component.
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Guidance for the determination of required performance level

(PL,)
A.]I General
PL L
P1
a
F1
P2
S1
P1 b
F2
1 P2
e P1 c
F1
p2
S2 P1 d
F2
P2
e
H
Key)

PL,
Risl
S

S1
S2
F
F1
F2
P

starting point for evaluation of safety.funiction’s contribution to risk reduction
low contribution to risk reduction

high contribution to risk reduction

required performance level

k parameters:

severity of injury

slight (normally reversible injury)

serious (nornially irreversible injury or death)
frequency-and/or exposure times to hazard
seldom-te*less-often and/or exposure time is short
frequént-to-continuous and/or exposure time is long

passibility of avoiding or limiting harm

P1
p2

possible under specific conditions
scarcely possible

Figure A.1 — Diagram for determining PL,. for safety function

Figure A.1 provides guidance for the determination of the safety-related PL, for the safety function. The
diagram should be considered for each safety function.
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A.2 Selection of required performance level (PL,)

Annex A is concerned with the contribution to the risk reduction made by the SRP/CS being considered.
The method given in this clause is based on the estimation of risk parameters (which is by nature
partly subjective as for any other risk estimation method). Therefore, this method is only a guidance
to machine designers and standard makers for estimating the PL for each safety function to be carried
out by an SRP/CS.

This methodology to estimate the PL. is not mandatory. It is a generic approach which assumes a
worst-case probablhty of occurrence of a hazardous event (the probablhty of occurrence IS 100 %). In
cases where : ed and
documents
is 100 %. C
experience

in successfully dealing with similar machines/hazards should be taken into acdount

estimating

PL.. Therefore, the PL required by a type-C standard can deviate from that indicated by

generic approach given in Figure A.1.

The diagrs
function (s
control sys

m in Figure A.1 is based on the situation prior to the provision ofithe intended sa
ee also ISO/TR 22100-2:2013). Risk reduction by technical measures independent of
tem (e.g. mechanical guards), or additional safety functions, are t6-b€ taken into accour

fety
the
tin

determiniy 1 is

selected aff

g the PL, of the intended safety function, in which case, the starting point of Figure A
ter the implementation of these measures (see also Figure 3)

The parameters used in determining the PL_are:

severit

y of injury (S);

— frequency and/or exposure times to hazard (F);

— possibjlity of avoiding or limiting harm (P).

meters can be combined, as in Figure A(l) to give a gradation of the contribution to required

ion from low to high.

These pars
risk reduct

A.3 Guidlance for selecting parameters S, F and P for the risk estimation

A.3.1 Seyerity of injury, S1 and,S2

In estimating the risk, only slightinjuries or serious injuries are considered.

To make a fecision, the uSual consequences of accidents and normal healing processes should be taken
into account in determining S1 and S2. For example, bruising and/or lacerations without complicatjons
would be c]assifiedas'S1, whereas amputation or death would be S2.

or guidance about the evaluation of severe or slight injury see also ISO/TR 14121-2.

A generally valid time period to be selected for parameter F1 or F2 cannot be specified. However, the
following explanation can facilitate the decision-making process.

F2 should be selected if a person is frequently or continuously exposed to the hazard. It is irrelevant
whether the same or different persons are exposed to the hazard on successive exposures, e.g. for the
use of lifts. The frequency parameter should be chosen according to the frequency and duration of
access to the hazard.

Where the demand on the safety function is known by the designer, the frequency and duration of this
demand can be chosen instead of the frequency and duration of access to the hazard. In this document,
the frequency of demand on the safety function is assumed to be more than once per year.
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The period of exposure to the hazard should be evaluated on the basis of an average value which can
be seen in relation to the total period of time over which the equipment is used. For example, if it is
necessary to reach regularly between the tools of the machine during cyclic operation in order to feed
and move workpieces, then F2 should be selected.

In case of no other justification, F2 should be chosen if the frequency is higher than once per 15 min.

F1 may be chosen if the accumulated exposure time does not exceed 1/20 of the overall operating time
and the frequency is not higher than once per 15 min.

EXAMPLE At a machine with an overall operating time of 8 h per day a person is exposed 2 min once an

houptochamngeworkpretes{estinmatedaverage vatue)so-theaccumutatedexposure timre ts—t6mir i relation to
8 m|n x 60 min resulting in 1/30. Since also the frequency is 1/h, F1 can be chosen.

A.3l3 Possibility of avoiding or limiting harm, P1 and P2

It i important to know whether a hazardous event can be recognized before iticah cause harm and be
avolded. For example, can the exposure to a hazard be directly identified by itSphysical charfcteristics,
or 1ecognized only by technical means, e.g. indicators. Other important aspects which influence the
selgction of parameter P include, for example:

a) |speed with which the hazardous situation arises (e.g. quickly or<slowly);

b) [possibilities to withdraw from the hazardous situation (eqavoidance by escaping);
c) |practical safety experiences relating to the process;

d) |whether operated by trained and suitable operataps;

e) |operated with or without supervision.

When a hazardous event occurs, P1 should only be selected if there is a realistic possibility pf avoiding
or sfignificantly reducing harm. Otherwise;P2 should be selected.

Onq possibility to determine P is the following approach:

— |determine the letter of each.factor of the Table A.1 that reflects the specific application (only one
choice for each factor is pessible);

— |count the number of.chosen letters “A”, “B” and “C”;

— |determine the corresponding value of the parameter P in Table A.2.

Table A.1 — Determination of parameter P based on five factors

Factor C B A
1. use of the machine by unskilled person? skilled person?
2. spee€d of the part of the |high speed event medium speed event low or very low([speed
machine that can create a e.g.> 1000 mm/s, time to |e.g. 251 mm/s to event

hazardous event (de-

pending on the specific hazard <1s 1 000 mm/s, time to haz- |e.g. <250 mm/s, time to

> >
machine and time to and/or UL HEUE LEPAIE SIS
escape from or to avoid a . .
P . . no or too little time to gl ELEy s
hazardous situation) o . .
escape limited time to escape enough time to escape

NOTE Any numbers in this table are purely indicative and can be different in type-C standards or based on the specific
machine application.

a  3.1.55 defines a ‘skilled person’ which incorporates instruction and training as well as years of practice according to
this document.
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Table A.1 (continued)
Factor C B A
3. spatial possibility to not possible Occasionally/rarely pos- |easily possible
escape from the hazard sible

possible in = 50 % of the
possible in < 50 % of the |cases

cases
4. possibility of recog- not possible occasional/rare recogni- |easy recognition of the
nition/awareness of the tion of the hazard hazard

e.g. instrumentation

hazard necessary, human senses |possible in < 50 % of the  |possible in > 50 % of the
(e.g. hot/cold surface, are not able to perceive cases cases (b
non-ionisirlg radiation the hazard, environmen- (l/
etc.) tal conditions hide the (19
perception N+
5. complexity of the oper- medium to high complex- [low com Q)fy
ations (hurhan interaction ity . .
. e.g.a the workpiede
in terms offnumbers of .
. L e.g. troubleshooting, use |cla yor
operation gnd/or timing
. . hold-to-run control to :
available fdr this opera- { low complexity / or
. setup a part of the ma- ; .
tions) “no interaction

chine X
<< O e.g. put a workpiece intf
O the machine

NOTE  Any numbers in this table are purely indicative and can be different in'type-C standards or based on the spegific
machine apglication.

a  3.1.55 defines a ‘skilled person’ which incorporates instruction and training as well as years of practice accordinjg to
this documept.

Table A.2 — Selection of parameter P1 or P2

Overall score Parameter “P”
orje or more “C" X P2
no “C”|three or more "B" Q) P2
no “C”, two “B”, the rest “A” N P1 or P2 depending on the specific situatiop
no “C”, ong¢ or no “B”, the rest “A” P1

The approdch based on Table-A.1 and Table A.2 should always be used with the following basic intentjion:

P1 should ¢nly be selected if there is a realistic possibility of avoiding harm or of significantly reduging
its effect; dtherwise P2$hould be selected.

A.4 Overlapping hazards

When using decumen hazard a-consi : ific hazard : +s-situation—Hach

hazard can therefore be evaluated separately.

When it is obvious that there is a combination of directly linked hazards which always occur
simultaneously then they should be combined during risk estimation.

The determination of whether hazards should be considered separately or in combination should be
considered during the risk assessment of the machine.

EXAMPLE1 A continuous welding robot can create various simultaneous hazardous situations, e.g. crushing
caused by movement and burning due to the welding process. This can be considered as a combination of directly
linked hazards.

EXAMPLE 2 For arobot cell in which separate robots are working, for the cell areas where only one robot can
create at the same time a hazard, the robots can be considered separately.
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EXAMPLE 3  As a result of a risk assessment it can be sufficient for a rotary table with clamping devices to
consider each clamping device separately.
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Annex B
(informative)

Block method and safety-related block diagram

B.1 Blo¢kmethod

The simpljfied approach requires a block-oriented logical representation of the subsystem. [The
subsystem|should be separated into a small number of blocks according to the following:

a) blocks| should represent logical units of the subsystem related to the executigh/yof the safety
functign;

b) differgnt channels performing the sub-function should be separated into different blocks;

c) if one block is no longer able to perform its function, the execution of the sub-function through|the
blocks|of the other channel should not be affected;

d) each channel may consist of one or several blocks - three blocks per channel in the designated
architgctures, input, logic and output, is not an obligatory number, but simply an example fpr a
logicallseparation inside each channel;

e) each Hardware unit of the subsystem should belongCenly to one block, thus allowing for|the
calculgtion of the MTTF}, of the block based on the MTTF}, of the hardware units belonging to|the
block (e.g. by FMEA or the parts count method, seeD.1).

B.2 Safgty-related block diagram

The blockd defined by the block method may be used to graphically represent the logical structure of
the subsydgtem in a safety-related block diagram. For such a graphical representation, the following
guidance cpn be used:

— the failure of one block in a series alignment of blocks leads to the failure of the whole channel [e.g.
if one hardware unit in oné-channel of the subsystem fails dangerously, the whole channel might{not
be ablg to execute the stib-function any longer);

— only tHe dangerous\failure of all channels in a parallel alignment leads to the loss of the sub-function
(e.g. a sub-function performed by several channels is performed as long as at least one channel|has
no failpre); CGEsvare capable of creating this type of condition (see 6.1.6 and Annex F and Anney G);

— blocks|used only for testing purposes of cat 3 or cat 4 SRP/CSs that do not affect the execution offthe

Sub-fu ctionwhen ‘I'hny fail r‘angnrnnc]y m:\y be cnp:\r:ﬁ'nd from blocks in the different channel .

See Figure B.1 for an example.
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11 01
12 L 02
T

Key

11, IP input devices, e.g. sensor

L logic

01, P2 output devices, e.g. main contactor

T testing device

[1apd 01 build up the first channel (series alignment)

12,Jand build up the second channel (series alignment); With both channels executing the sub-funcfion
02 redundantly (parallel alignment)

T used for testing only

Figure B.1 — Exaniple of safety-related block diagram
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Annex C
(informative)

Calculating or evaluating MTTF, values for single components

C.1 General

This anney gives several methods for calculating or evaluating MTTF}, values for single components:
the methofl given in C.2 is based on the application of good engineering practices for the| diffefent
kinds of cgmponents; that given in C.3 is applicable to hydraulic components; C.4 provides a mdans
of calculatjng the MTTF}, of pneumatic, mechanical and electromechanical components-from By, [see
C.4.1); C.5 lists MTTF, values for electrical components.

C.2 Good engineering practices method

If the folloying criteria are met, the MTTF}, or B;,p value for a componerit’can be estimated accordiing
to Table C.1.

a) The components are manufactured according to basic and welktried safety principles in accordgnce
with 1§0 13849-2:2012 and the relevant standard (see Table.C.1) for the design of the component.

NOTE This information can be found in the data sheet ef.the component manufacturer.

b) The manufacturer of the component specifies the @ppropriate application and operating conditjons
for thel SRP/CS designer.

c) The design of the SRP/CS fulfils the Wasic and well-tried safety principles according to
[SO 13B849-2:2012, for the implementationand operation of the component.
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Table C.1 — International Standards dealing with MTTF, or B;,, for components

Basic and well-tried safety | p 1oy ny Typical values: MTTF,
principles according to standards (years) B,,p (cycles)
ISO 13849-2:2012 y 100 (€Y
mechanical components Table A.1 and Table A.2 — MTTFp =150
hydraulic components with Table C.1 and Table C.2 ISO 4413 MTTFp =150
n,, 21000 000 cycles per year?

hydraulic components with Table C.1 and Table C.2 ISO 4413 MTTFp =300
1000 000 cycles per year
>n p = JGG GUU Lyuca }JUl yccu =
hydraulic components Table C.1 and Table C.2 ISO 4413 MTTFp =600
with 500 000 cycles per
yedr > n,, = 250 000 cycles per year?
hydraulic components with n,, Table C.1 and Table C.2 ISO 4413 METFp =1 200
<2b0 000 cycles per year @
pnqumatic components Table B.1 and Table B.2 ISO 4414 Biop =20000{000°¢
relays and contactor relays with small| Table D.1 and Table D.2 IEC 618103  |B;op =20000[{000
loafl IEG 60947

series
relgys and contactor relays with nom- | Table D.1 and Table D.2 IEC 61810-3  |B;,p =400 00p
inafload IEC 60947

series
proximity switches with small load Table D.1 and Table:D.2 IEC 60947 Biop =20000{000

series

ISO 14119
proximity switches with nominal load | Table D.1-and Table D.2 IEC 60947 B1op =400 00p

series

ISO 14119
conftactors with small load4 Table D.1 and Table D.2 IEC 60947 B1op =20 000]000

series
conftactors with nominal loadd Table D.1 and Table D.2 IEC 60947 Biop=1300(00

series
NOTE 1 For the definition and use of By, see C.4.
NOTE 2 Byqp is estimated,as two times By, (50 % dangerous failure) if no other information (e.g. product standard) is
avallable.
NOTE 3 Emergeniey=stop devices according to IEC 60947-5-5 and ISO 13850 and enabling switches gccording to
[EC|60947-5-8.can be estimated as a category 1 or category 3/4 subsystem depending on the number of elecfrical output
confacts and‘on the fault detection in the subsequent subsystem. Each contact element (including the mechanicpl actuation)
can|be considered as one channel with a respective B;, value. For enabling switches according to IEC 60[947-5-8 this
impliesthé opening function by pushing through or by releasing. In some cases, it is possible that the madhine builder
can apply fault excluswn according to ISO 13849-2:2012, Table D.8, considering the specific application and enfvironmental
contttionsofthedeviee:

NOTE 4 Reduction of switching cycles can lead to an increasing probability of sticking of the switching elements in spool
valves (see ISO 4413).

NOTE 5 The MTTF for mechanical components refers exclusively to mechanically moving components/parts (not to
housing).

a  Bygp calculation for hydraulic components is not permitted as a reverse calculation from standard MTTF, values.
b If fault exclusion for direct opening action is possible.

¢ In general, this value can be assumed for most pneumatic components. However, depending on the application and
type, e.g. shut-off valve, this value can be significantly lower.

d  “Nominal load” or “small load” should take into account safety principles described in ISO 13849-2:2012, such as over-
dimensioning of the rated current value. “Small load” means, for example, 20 %.
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Table C.1 (continued)

valves (see |
NOTE 5 Thd
housing).

a  Bygpcal

b Iffaulte

¢ In genej

type, e.g. sh

d  “Nomin
dimensionin

Ba51_c ar_ld We"'trle(.i safety Relevant Typical values: MTTF,
principles according to standards (years) B,,p (cycles)
1SO 13849-2:2012 10D
position switchesP Table D.1 and Table D.2 IEC 60947 B1op=20000000
series
ISO 14119
position switches (with separate Table D.1 and Table D.2 IEC 60947 Biop=2000000
actuator, guard-locking)b series
[SO 14119
emergencylstop devicesP Table D.1 and Table D.2 IEC 60947 B1op =100 000
series
[SO 13850
push buttons (e.g. enabling switches)? |Table D.1 and Table D.2 IEC 60947 Biop $100 000
series
NOTE 1 For the definition and use of By, see C.4.
NOTE 2 By, is estimated as two times By, (50 % dangerous failure) if no other information (e.g. product standard) is
available.
NOTE 3 Enjergency stop devices according to IEC 60947-5-5 and ISO 13850 @nd enabling switches according to
IEC 60947-5}8 can be estimated as a category 1 or category 3/4 subsystem depending on the number of electrical oufput
contacts and on the fault detection in the subsequent subsystem. Each contact elément (including the mechanical actuatjon)
can be consjdered as one channel with a respective By, value. For enabling\switches according to IEC 60947-5-8 fhis
implies the ppening function by pushing through or by releasing. In some cases, it is possible that the machine builder
can apply faplt exclusion according to ISO 13849-2:2012, Table D.8, considering the specific application and environmehtal
conditions of the device.
NOTE 4 Redpction of switching cycles can lead to an increasing probability of sticking of the switching elements in spool

50 4413).

MTTF for mechanical components refers exclusively to mechanically moving components/parts (no

tulation for hydraulic components is not'permitted as a reverse calculation from standard MTTF, values.
xclusion for direct opening action is possible.

al, this value can be assumed for-most pneumatic components. However, depending on the application
t-off valve, this value can be significantly lower.

il load” or “small load” should take into account safety principles described in ISO 13849-2:2012, such as o
g of the rated current yalue. “Small load” means, for example, 20 %.

t to

and

Ver-

C.3 Hydraulic comiponents

If the follo
estimated
year, then {

at 150-years. If the mean number of annual operations (n,,) is below 1 000 000 cycles
he’MTTF}, value can be estimated higher as shown in Table C.1:

ving criteria are met, the MTTF}, value for a single hydraulic component, e.g. valve, cap be

per

a)

The hydraulic components are manufactured according to basic and well-tried safety principles in

accordance with [SO 13849-2:2012, Table C.1 and Table C.2 and the relevant standard (see Table C.1),

for the

b)

design of the hydraulic component (confirmation in the data sheet of the component).

The manufacturer of the hydraulic component specifies the appropriate application and

operating conditions for the SRP/CS designer. The SRP/CS designer should provide information
pertaining to their responsibility to apply the basic and well-tried safety principles according to
ISO 13849-2:2012, Table C.1 and Table C.2, for the implementation and operation of the hydraulic

compo

nent.

But if either a) or b) is not achieved, the MTTF|, value for the single hydraulic component should be given
by the manufacturer. Instead of using a fixed value for the MTTF}, as described above, it is permissible
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to use the B,y concept for MTTF}, of pneumatic, mechanical and electromechanical components also
for hydraulic components if the manufacturer can provide data, e.g. By, B1gp, T10 T10p-

C.4 MTTFj of pneumatic, mechanical and electromechanical components

CA4.

1 General

For pneumatic, mechanical and electromechanical components (pneumatic valves, relays, contactors,
p051t10n sw1tches cams ofposmon sw1tches) it can be difficult to calculate the MTTF}, for components,

b)

C4

The
by
metf

e kinds of components only give the mean number ofcycles until 10 % of the componen
hil dangerously (3101)) This clause gives a method for calculating a MTTF, for compone
or T (lifetime) given by the manufacturer related closely to the application dependeit cy

| the following criteria are met, the MTTF}, value for a single pneumaticf{-electrome
hanical component can be estimated according to C.4.2.

The components are designed and manufactured according to basic,safety principles in
with ISO 13849-2:2012, Table A.1, Table B.1 or Table D.1.

NOTE1 This information can be found in the data sheet of the component manufacturer.

The components to be used in category 1, 2, 3 or 4 are designed and manufactured a
well-tried safety principles in accordance with ISO 13849-2:2012, Table A.2, Table B.2 oj

NOTE 2  This information can be found in the data sheetof the component manufacturer.

The manufacturer of the component specifies the appropriate application and operating]
for the SRP/CS designer. The SRP/CS designer should provide information pertainil
responsibility to fulfil the basic safety principles according to ISO 13849-2:2012, Table A.
or Table D.1, for the implementation and operation of the component. For category 1, 2
user should be informed of their regponsibility to fulfil the well-tried safety principles
to ISO 13849-2:2012, Table A.1, Table B.2 or Table D.2, for the implementation and oper
component.

2 Calculation of MTTFy, for components from B,

mean number of cycles until 10 % of the components fail dangerously (B;,p)" should be g
he manufacturer. of)the component in accordance with relevant product standards f
hods (e.g. the 1S©)19973-series, IEC 60947-4-1, IEC 60947-5-1, IEC 60947-5-5, IEC 6181

s fail (310)
s by using
Cles.

thanical or

hccordance

cording to
D.2.

conditions
1g to their
1, Table B.1
3 or 4, the
according
htion of the

etermined
pr the test
0-2-1). The

danjgerous failupe 'modes of the component should be defined, e.g. sticking at an end position or change

of s

hifting times.With B,y and n,,, the mean number of annual operations, MTTF}, for comp

op’

onents can

be dalculated as:
Biop
MTTF, =————— Cc.1
P 01xn €D
op
where
d, xh, x3600s/h
Nop =—2—2 (C.2)
tcycle
where
hqp is the mean operation, in hours per day;

1

If the ratio of dangerous failure (RDF) of B, is not given (e.g. by components manufacturer), 50 % of B;, can be
used, so Byyp = 2 By is recommended.
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dop

t

cycle

is the mean operation, in days per year;

is the mean operation time between the beginning of two successive cycles of the compo-

nent (e.g. switching of a valve) in seconds per cycle.

The operating life time of the component is limited to T,,p, the mean time until 10 % of the components
fail dangerously:

B
Tyop =— > (C.3)
Mop
In case no By is given by the manufacturer of the component, it is permitted to determine the B{f, by
the Formula (C.4)
By .
Biop F - 4
Rpp

If the ratio
50 % then

When the

of dangerous failures (Rpg) given by the component manufacturer is estimated at less f
I op value is limited to Ty x 2.

han

[, op Value for a component is less than the mission time (20 yeafs or less), the manufactyirer

responsible for the integration of the SRP/CS providing the safety function will inform the usef to
replace thq component at or before the T, period ends. Limiting the use of components to T, allpws
maintaining the expected performance level of the safety function.
C.4.3 Explanation of the formulae
The reliabjility methods in this document assume that ‘the failure of components is distribyted
exponentiglly over time: Fy (t)=1—e_/1Dt. For non-gléctronic components, a Weibull distributiop is
more likely, but if the operation time of the compenents is limited to the mean time until 10 % of|the
components fail dangerously (T;,p) then a constant dangerous failure rate (Ap) over this operation tfime
can be estimated as
41 01xn
Ap = = op (€£.5)
Tiop  Biop
Formula ((.6) takes into accoutt that with a constant failure rate, 10 % of the components in|the
assumed application fail after’T} , [years], corresponding to B, [cycle]. To be exact:
_ In(0,9) 0,10536 0,1
Fy (£)F1—e 0710020 9 leads to Ap =— 0.9 _ ~ (£.6)
T1op Tiop  Tiop
with MTTH, = 1/Ay for exponential distributions, this yields:
T B
MTTFj=—% _ 10D .7)
01 0,1xny,

NOTE All variables used in the formulae are physical quantities expressed as the product of a numerical

value and a unit of measurement. The correct application of Formula (C.5), Formula (C.6) and MTTFp = 1/A}, can
require the transformation of “years” to “hours” using 1 year = 8 760 h.

C.4.4 Example

For a pneumatic valve, a manufacturer determines a mean value of 60 million cycles as By,p. The valve
is used for two shifts each day on 220 operation days a year. The mean time between the beginnings of
two successive switching of the valves is estimated as 5 s. This yields the following values:

— d,, 0f 220 d per year;
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h,, of 16 h per day;
teycle OF 5 s per cycle;

Biop of 60 000 000 cycles.

With these input data the following quantities can be calculated:

Thi

only valid for a restricted operation time of 23,7 years for the valve.

C.5

C.5

Tab

Nop = 220)(1:)(3 600 =2,53x10° cycles/year (C.8)
s
TlOD :60x—106:23,7 years (Cg)
2,53x10
MTTF, = 203'17 =237 years (C.10)

5 calculation gives a MTTFy, for the component “high” according to Table.G/5. These assun

MTTF} data of electronic components

1 General

le C.2 to Table C.7 indicate some typical average valires of MTTF}, for electronic compd

dat
are

eled

use

The

for

ope

In t

for
typ
ap
So
Onl

danlgerous failuré, which means that the MTTF|, for components is twice the given MTTF va

C.5

See

h are extracted from the SN 29500 series database/All data are of general type. Varioug
available (see the non-exhaustive list in the Bibliography) which present MTTF, values
tronic components. If the designer of an SRP/ES has other, reliable, specific data on the c
, then the use of that specific data instead\is recommended.

values given in Table C.2 to Table C.7 are valid for an ambient temperature of 40 °C, ng
current and voltage. A correction fagtor for MTTF}, should be used where the electronic c
rate outside the stated values for_ temperature or load (see also the SN 29500 series).

he MTTF column of the tables, the values from the SN 29500 series are for generic c
hll possible failure modesswhich are not necessarily dangerous failures. In the MTTF, c
cally assumed that net all failures modes lead to a dangerous failure. This depends m
ication. A precise way’of determining the “typical” MTTF}, for components is to carry o
e components, e;gitransistors used as switches, can have short circuits or interruption;
 one of these{two modes can be dangerous; therefore the “remarks” column assumes

2 Semiconductors

\ptions are

nents. The

databases
for various
bmponents

minal load
bmponents

bmponents
blumn, it is
inly on the
an FMEA.
as failure.
only 50 %
ue.

Table C.2 and Table C.3.

Table C.2 — Transistors (used as switches)

MTTF for | MTTF for components

Transistor Example components years

years Typical

Remark

bipolar

TO18, T092,SOT23

38052

76 104

50 % dangerous failure

bipolar, low power

TO5, TO39

5708

11 416

50 % dangerous failure

bipolar, power

TO3, TO220, D-Pack

1903

3806

50 % dangerous failure

FET

Junction MOS

22831

45 662

50 % dangerous failure

MOS, power

TO3, TO220, D-Pack

1903

3806

50 % dangerous failure
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Table C.3 — Diodes, power semiconductors and integrated circuits

MTTF for MTTFy for components
Diode Example | components years Remark
years Typical

general purpose — 114 155 228 311 50 % dangerous failure
suppressor — 16 308 32616 50 % dangerous failure
zener diode P, <1 W — 114 155 228311 50 % dangerous failure
rectifier diodes — 57 078 114 155 50 % dangerous failure
rectifier brjdges — 11 415 22831 50 % dangerous failtirg
thyristors — 2283 4566 50 % dangerous failtrg
triacs, diacy — 1522 3044 50 % dangereusfailurg
integrated fircuits

(programmnjable and use manufacturer’s data 50 % dangerous failurg
non-progrgmmable)

C.5.3 Papsive components

See Table (.4 to Table C.7.

Table C.4 — Capacitors

MTTF for |MTTFyfor-components
Cap4citor Example components years Remark
years Typical
KS, KP, KC, KT,
standard, rjo power MKT, MKC, MKP, 57 078 114 155 50 % dangerous failuré
MKU, MP, MKV
ceramic — 22:831 45 662 50 % dangerous failurg
aluminium|electrolytic |non-solid elec- 52831 45 662 50 % dangerous failur¢
trolyte
aluminium|electrolytic |solid electrolyte 38052 76 104 50 % dangerous failurg
tantalum electrolytic |non-solid.elec- 11 415 22831 50 % dangerous failur¢
trolyte
tantalum electrolytic |solid-electrolyte 114 155 228311 50 % dangerous failurg
Table C.5 — Resistors
MTTF for |MTTFpfor components
Resjstor Example components years Remark
years Fypicat
carbon film — 114 155 228 311 50 % dangerous failure
metal film — 570776 1141552 50 % dangerous failure
metal oxide and wire- — 22831 45 662 50 % dangerous failure
wound
variable — 3805 7610 50 % dangerous failure
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Table C.6 — Inductors

ISO 13849-1:2023(E)

MTTF for |MTTFy for components
Inductor Example components years Remark
years Typical
for MC application — 38052 76 104 50 % dangerous failure
low frequency induc- o 22831 45 662 50 % dangerous failure
tors and transformers
main transformers —
and-ransfermersfor 5 .
switched modes and 11 415 22831 50 % dangerous failure
power supplies
Table C.7 — Optocouplers
MTTF for |MTTFy for components
Optocouplers Example components years Remajrk
years Typical
bipplar output SFH 610 7 610 15 220 50 % dangerous failure
FET output LH 1056 2854 5/708 50 % dangerous failure
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Annex D
(informative)

Simplified method for estimating MTTFy, for each channel

D.1 Parts-countmethod

Use of the {parts count method” serves to estimate the MTTF}, for each channel separately. The MT['F},
values of all single components which are part of that channel are used in this calculation.

NOTE The parts count method is an approximation which always errs on the safe side.

The generdl Formula (D.1) is

1| - 1 & b1
MTTE; = MTTE a MTTFD]-
where
MTTF}, is the mean time to dangerous failure for'thie complete channel;

MTTFp;, MTTFp; is the MTTF, of each component which has a contribution to the sub-functipn;
The first sum is over each component separately; the second sum is an equiya-
lent, simplified form where all @y 1dentical components with the same MTTHp;
are grouped together.

The examp|le given in Table D.1 gives a MTTF, afithe channel of 22,4 years, which is “medium” according
to 6.1.4, Taple 6.

Table D.1 — Exainple of the parts list of a circuit board

Units MTTFDi 1/MTTFDi ni/MTTI'Di
j Component
n; years 1/year 1/year
O’
1 |transistors, bipolar, low power (see Table C.2) 2 11 416 0,000 087 6 i
0,000 17p 2
resistof, carbon filid (see Table C.5) 5 228 311 0,000004 4 | 0,000021L 9
capacitor, standard, no power (see Table C.4) 4 114 155 0,0000088 | 0,000 03p
relay, vlalué\given by the manufacturer
4 (B1op 5202000 000 cycles, n,, = 633 600 cycles per year) 4 3157 0,0031676 | 0,01267p3
contactor, value given by the manufacturer
> (B1pp =2 000 000 cycles, n,,, = 633 600 cycles per year) 1 316 0,0316456 | 0,031 6456
2(n; /MTTFp ) 0,044 5480
MTTFp =1 /¥ (n; /MTTFy,) [years] 22,4

NOTE1 This method is based on the presumption that a dangerous failure of any component (worst case
estimation) within a channel leads to dangerous failure of the channel. The MTTF, calculation illustrated by
Table D.1 is based upon this.

NOTE 2 In this example, the main influence comes from the contactor. The chosen values for MTTF and
Bjp for this example are based on Annex C. For the example application d,,, = 220 days/year, h,, = 8 h/day and
teyce = 10 s/cycles is assumed, giving n,, = 633 600 cycles/year. In general, taking manufacturer’s values for
MyTTFD and By p leads to a much better result, that is, a higher MTTF}, for the channel.
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NOTE3  When MTTR (mean time to restoration) can be considered negligible, MTTF can be consi
to MTBF.

NOTE4  Where only MTBF values are available, a conversion to MTTF, values can be done by MTTF

dered equal

b~ 2*MTBE.

D.2 MTTF, for different channels, symmetrisation of MTTF, for each channel

The designated architectures of 6.1.3.2 assume that for different channels in a redundant SRP/CS the
values for MTTFy, for each channel are the same. This value per channel should be input for Figure 12.

.............
as a worst-case assumption, the lower value should be taken into account;

Formula (D.2) can be used as an estimation of a value that can be substitutedfor MTT
channel:

', for each

2 1
MTTF, = 3 MTTFp ¢ +MTTE ¢ - 1 1 (D.2)
+
MTTFyc; MTTFy
wheére
MTTFp ¢ and MTTFp ¢, are the values for two differentredundant channels each limited to a
maximum value of 100 ye@ars (categories B, 1, 2 and 3) or 2 50( years
(category 4).
EXAMPLE One channel has an MTTF}, ; = 3 years, the other channel has an MTTF}, ¢, = 100|years, then
the fesulting MTTF}, = 66 years for each channel. This means a redundant system with 100 years M| TF}, in one
chapnel and 3 years MTTF, in the other channelis equal to a system where each channel has a MTTF{ of 66 years.
A r¢dundant system with two channels@nd different MTTF, values for each channel can be gubstituted
by d redundant system with identical MTTF, in each channel by using the above formula. Thigprocedure
is npcessary for the correct use of Figure 12.
NOTE This method assumes independent parallel channels.
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Annex E
(informative)

Estimates for diagnostic coverage (DC) for functions and

subsystems

E.1 Examples of diagnostic coverage (DC)

See Table H.1.

Table E.1 — Estimates for diagnostic coverage (DC)

mechanically linked contacts

Measure DCab

Input device
cyclic test §timulus by dynamic change of the input signals 90 %
plausibility| check, e.g. use of normally open and normally closed 99 %

cross moniforing of inputs without dynamic test

percentage to be defined depending pn
the specific application, e.g. dependipg
on how often a signal change is done|by

the application (see NOTE 4)

logic (L), ajd temporal and logical software monitor.of the program
flow and dgtection of static faults and short circuits (for multiple

1/0)

cross moniforing of input signals with dynamic test if short citcuits 90 %
are not detgctable (for multiple I/0)
cross moniforing of input signals and intermediate restlts within the 99 %

indirect m@nitoring (e.g. monitoring by préssure switch, electrical
position m¢nitoring of machine actuators)

<)

90 % to 99 %, depending on the applica-

tion (see NOTE 2)

direct monftoring (e.g. electrical positidn monitoring of control
valves, monitoring of electromechanical devices by mechanically
linked contjact elements)

99 %

fault detecfion by the process

percentage to be defined depending pn
the specific application; this measure
alone is not sufficient for the requir¢d
performance level (PL,) e (see NOTE$ 2,
3and>5)

monitoring seme characteristics of the sensor (response time, range
of analogud signals, e.g. electrical resistance, capacitance)

60 %

Logic

indirect monitoring (e.g. monitoring by pressure switch, electrical
position monitoring of machine actuators, plausibility check of final
result)

90 % to 99 %, depending on the applica-
tion (see NOTE 2)

the test equipment does plausibility checks of the behaviour of the
logic

direct monitoring (e.g. electrical position monitoring of control 99 %
valves, monitoring of electromechanical devices by mechanically

linked contact elements, plausibility check of intermediate results)

simple temporal time monitoring of the logic (e.g. timer as watchdog, 60 %
where trigger points are within the program of the logic)

temporal and logical monitoring of the logic by the watchdog, where 90 %

88
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Measure

DCab

start-up self-tests to detect latent faults in parts of the logic (e.g. pro-
gram and data memories, input/output ports, interfaces)

60 % to 90 % (see NOTE 2)

doyble RAM with hardware or software comparison and read/write
test.

checking the monitoring device reaction capability (e.g. watchdog) 90 %
by the main channel at start-up or whenever the safety function is

demanded or whenever an external signal demand it, through an

input facility

dynamic principle (all components of the logic are required to 99 %
changethe-state-ON-OEE-ON-when-thesafetyfunctionis-demandeds);

e.glinterlocking circuit implemented by relays

invhriable memory: signature of one word (single bus width) 90 %.
invhriable memory: signature of double word (double bus width) 99%
varfiable memory: RAM-test by use of redundant data e.g. flags, 60 %
markers, constants, timers and cross comparison of these data

varfiable memory: check for readability and write ability of used data 60 %
memory cells

varfiable memory: RAM self-test (e.g. “galpat” or “Abraham”) or 99 %

processing unit: self-test by software (see [EC 61508-7:2010, A.3)

60 % to 90 % (see NOT|E 2)

processing unit: coded processing (see IEC 61508-7:2010, A.3)

90 % to 99 % (see NO'IE 2)

fault detection by the process

percentage to be defined degending on
the specific application; thi{ measure
alone is not sufficient for th¢ required
performance level (PL,) e (sep NOTES 2,
3and5)

Output device

mohitoring of outputs by one channel without dynamic test

percentage to be defined degending on

the specific application, e.g. flepending

on how often a signal changelis done by
the application (see NO['E 4)

crofs monitoring of outputs without dynamic test

percentage to be defined depLending on
the specific application, e.g. flepending

test equipment, see example ISO 13849-2:2012, Annex E

on how often a signal changelis done by
the application (see NOT'E 4)
crops monitoring of output signals with dynamic test without detec- 90 %
tion of short circtits’(for multiple 1/0)
crofs monitoring of output signals and intermediate results within 99 %
the|logic (k)-arid temporal and logical software monitor of the
programfloew and detection of static faults and short circuits (for
multiple\/0)
redundant Shut-off patit with monitoring of The outputs by togicand 9%

indirect monitoring (e.g. monitoring by pressure switch, electrical
position monitoring of machine actuators)

90 % to 99 %, depending on the applica-
tion (see NOTE 2)

fault detection by the process

percentage to be defined depending on
the specific application; this measure
alone is not sufficient for the required
performance level (PL,) e (see NOTES 2,
3and 5)

direct monitoring (e.g. electrical position monitoring of control
valves, monitoring of electromechanical devices by mechanically
linked contact elements)

99 %
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Table E.1 (continued)

Measure | DCab
NOTE 1 For additional estimations for DC, see, e.g. IEC 61508-2:2010, Table A.2 to Table A.14.
NOTE 2 For measures where a DC range is given (e.g. fault detection by the process) the correct DC value can

be determined by considering all dangerous failures and then deciding which of them are detected by the DC
measure. In case of any doubt a FMEA should be the basis for the estimation of the DC.

NOTE 3 For the DC measure “Fault detection by the process” the demand rate of the safety function (rd) and
the process diagnostic (test) rate (rt) can be considered together with a limitation of the effective DC of the
tested component:

a) ryrq>1 DC is limited to 60 %
b) r,/ry>10 DCislimited to 90 %
c) r/rg>100 DCislimited to 99 %

NOTE 4 Fof the DC measure “Cross monitoring of inputs or outputs without dynamic test”, the.effect of the tlest
rate can belincorporated using the following limitations for the effective DC of the tested cofiponent:

For Categoty 3 and 4:

— r.4 1/year DCis 0 %

— r 3 1/year DCis limited to 90 %
— rc21/month  DCislimited to 99 %

NOTE 5 When the DC measure “fault detection by the process” is combined with other DC measures as listedl in
Annex E th]s measure can still be included in the DC estimation of the block, even for PLr e.

a2 DC measures can be combined to achieve a higher DC.

b If mediun) or high DC is claimed for the logic, at least one measure for each of variable memory, invariable
memory anld processing unit with each DC at least 60 % shall-be applied. Other measures can be used than
those listed in this table.

For the application of Table E.1 see the indicative examples below.

EXAMPLE 1| ISO 13849-2:2012, Annex E presents a complete worked example (which is very detailed) forf the
validation of fault behaviour and diagnostic means on an automatic assembly machine.

NOTE ISO/TR 24119 describes a pragmatic step-by-step table-based methodology for evaluation of D{ for
series conng¢cted interlocking deviceswith potential free contacts.

EXAMPLE 2l The DC measure “fault detection by the process” can only be applied if the safety-related
component |s involved in the production process, e.g. a standard PLC or standard sensors are used for workpliece
processing ind as part of one of two channels executing the safety function. The appropriate DC level depgnds
on the overlap of the commonly used resources (logic, inputs/outputs). For example, when all faults of a rofary
encoder on p printing. machine lead to highly visible interruption of the printing process, the DC for this sepsor
used to morjitor a safely limited speed can be estimated as 90 % up to 99 %.

E.2 Estimation of the average diagnostic coverage

In many systems, several measures for fault detection can be used. These measures can check different
parts of the SRP/CS and have different DC. For an estimation of the PL according to 6.1.8 and Figure 12
only one average DC for the whole SRP/CS performing the safety function is applicable.
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DC may be determined as the ratio between the failure rate of detected dangerous failures and the
failure rate of total dangerous failures. According to this definition an average diagnostic coverage

DC,, is estimated by Formula (E.1):
DC DC DC
L 2 4 +—N
_ MTTF,; MTTEy, MTTFpy
RCEE 1 1
+ +ot
MTTE,; MTTFy, MTTFpy

DC (E.1)

All Fomponents of the SRP/CS without fault exclusion should be considered and summedup. For each
blog¢k, the MTTF}, and the DC are taken into account. DC in this formula means the ratiolof|the failure
ratg of detected dangerous failures of the part (regardless of the measures used to detect the failures)
to the failure rate of all dangerous failures of the part. Thus, DC refers to the tested part|and not to
the|testing device. Components without failure detection (e.g. which are not tested) have PC = 0 and

confribute only to the denominator of DC,,.
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Annex F
(informative)

Method for quantification of measures against common cause

F1 Genleral

The compr
for each su

The simpl

IEC 61508

The measu

65 points i

F.2 Esti

Every part

Table F.1 i
measure 1]

In E.3 the mpeasures are described in detail. For each.Jisted measure, the full score can only be claime
the measus

Each meas

(e.g. for ele

If compon

environme
external pi

92

failures (CCF)

chensive procedure for measures against CCF as described in F.2 and F.3 should be“follo
psystem of category 2, 3 or 4 which contributes to the SRP/CS.

ified procedure in 6.1.8 of this document assumes a [-factor of (2% according
6:2010, Annex D. This can be reached by following the procedure in F.2.

res described in F.2 and F.3 should be documented in order to support a minimum scor
5 achieved.

mation of effect of measures against CCF
of the subsystem should be considered for CCF.

sts the measures, based on engineering judgement, which represent the contribution e
akes in the reduction of CCFs.

e is fully implemented. If a measure js only partly fulfilled a score of zero should be assun

ure should be evaluated based onthe specific application and the relevant causes for
ctronic systems only “preventionof EMI” is relevant and not “impurity of fluidic medium

ents are used in the SRP/CS that are not sufficiently protected against over-volt
ntal influences by interhal measures this protection should be reached on system level u
otection components, filters, shielding.

ved

to

e of
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d, if
ned.

CCF
I).

hge,
bing
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Table F.1 — Scoring process and quantification of measures against CCF

No. Measure against CCF Score
1 separation/segregation 15
2 diversity 20
3 design/application/experience
3.1 |protection against over-voltage, over-pressure, over-current, over-temper- 15
ature
3.2| |components used are well-tried
4 assessment/analysis
5 training 5
6 environmental
6.1 prevention of EMI or impurity of fluidic medium 25
6.2| |other influences 10
total [max. achievable 100]
Total score Measures for avoiding CCF
65 pr better Meets the requirements
Legs than 65 Process failed = apply additional measures
Thg measures listed in Table F.1 should be evaluated according to their effectiveness to avoid or control
CCHs of redundant channels. Engineering judgement©hould support that typical causes fpr CCF are

red

NOTI

NOT

redyindant functional channels in categories 3 and 4.

NOT1
sho
the
forg
partf

E3

F.3

iced as much as reasonably possible.

E2 Redundant channels in this anngX means functional channel and testing channel in c3

E3 Typical CCF causes are, over-voltage, over-pressure, over-current, over-temperature
k, vibration, EMI, impurityof the pressure medium. The appropriate level of these causes is dd
expected application of thie SRP/CS including foreseeable faults (e.g. failure of a cooling fan) and
seeable misuse. The measures can vary for different categories (category 2 vs. 3 and 4) or input/
s of the SRP/CS.

1 Separation/segregation

Phy

sical'separation between signal paths of redundant channels, for example:

a)
b)

‘)
d)
e)
)

©IS

E1 The calculation of the CCF is usually performed on a subsystem level, as the measyres for the
indifidual subsystems differ (e.g. inputs, logic and outputs).

tegory 2 or

, humidity,
duced from
reasonably
ogic/output

Description of the measures against common cause failure (CCF) in Table F.1

separation in wiring (e.g. multi conductor cable with suitable insulation between conductors);

separation in piping (e.g. avoiding damaging of a hydraulic pipe due to high pressure released from

another adjacent pipe);
detection of short circuits and open circuits in cables by dynamic test;

separate shielding for the signal path of each channel;

redundant channels on separate printed-circuit boards or in separate housings or cabinets;

sufficient clearances and creepage distances between redundant channels on printed-circuit

boards, also taking into account e.g. tin whiskers (see ISO 13849-2:2012, D.2.2).
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E3.2 Diversity

Diversity considerations include, for example:

a) Different technologies/design or physical principles are used, for example:

— first channel electronic or programmable electronic and second channel electromechanical

ha

rdwired;

— different initiation of safety function for each channel (e.g. position, pressure, temperature);

— fin

— t
[0}
op
WI

b) Sensi
princij

c) Differd

d) Differg
chann

E3.3 De

Protection
example:

a) Inputs
levels

NOTE
over-vd
power

o position switches are used to detect the opening of a movable guard (safety guard);thef
e is operated when the safety guard is opened and uses a break-contact element With di
ening action in accordance with IEC 60947-5-1:2020 Annex K, the second one‘is operz:
len the safety guard is closed and uses a make-contact element;

o elements employ different measurement principles (e.g. digital and analogue) or phys
les (e.g. distance, pressure or temperature);

nt components, e.g. of different manufacturers (not re-badged);

ntloads, e.g. contact/valve of one channel switches without lead, contact/valve in the sec
] switches under load.

sign/application/experience

against or control of over-voltage, over-pressure, over-current, over-temperature,

and outputs of the SRP/CS and the power'supply of the logic are protected from poter
bf over-voltage and/or over-current (seesalso IEC 60204-1);

Itage or over-current, or both. Possible maximum over-voltage level of SW mode PSU (switch n
supply) depends on the applied standard (e.g. maximum voltages limit under single fault conditio

Itisi

mode PSU as well as other operating conditions (e.g. over-voltage category, operating temperatu

b) The
case o
requir

Only well-t

F3.4 As

ortant to take into accountthe possible maximum over-voltage level by applied standard

asure against pver-pressure can be a single channel system if the primary pressur
[ failure can never rise over the operating pressure multiplied by 1,5. ISO 4414 defin
ement for proetection from unintended pressure (e.g. a pressure relief valve).

ried components are used. See 6.1.11 and I1SO 13849-2.

sessment/analysis

irst
rect
ted

ical

ond

for

tial

Parts of the SRP/CS are capablg-of\withstanding or are protected from potential levels of either

ode

n).

SW
re).
P in
PS a

For each part of SRP/CS a failure mode and effect analysis or FTA has been carried out to identify
potential causes for CCF and its results are taken into account to avoid CCFs in the design.

F.3.5 Training

Designers have been trained (with training documentation, e.g. certificate of training) to understand

the causes

94

and consequences of CCFs.
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6 Environmental

F.3.6.1 Prevention of EMI or impurity of the pressure medium

For electrical/electronic systems, contamination and electromagnetic disturbances are prevented to
protect against CCFs in accordance with appropriate standards (e.g. IEC 61326-3-1, IEC 61000-6-7:2014,

[EC

NOTE 1

61000-1-2:2016, IEC 61800-5-2).

These EMI standards usually have more stringent requirements than standard comp

general-purpose PLC) are designed to meet. See IEC 61800-3 for further information.

onents (e.g.

NOT
For
air,
of t

For

E3.

The
strd
acc

F.4

For

E2  AnnexL provides further guidance in relation to EMI immunity.

fluidic systems, filtration of the pressure medium, prevention of dirt intake, drainage)of ¢
is implemented in conformity with the component manufacturers’ requirements concer
e pressure medium (see ISO 8573-1 for guidance).

combined fluidic and electric systems, both aspects should be considered:

.2 Other influences

SRP/CS is immune to all relevant environmental influences suchyas temperature, shock, |
sses, vibration, humidity, as specified in relevant standards{ e.g. the IEC 60068 series,
punt the increased requirements for safety-related applieations.

Measures against common cause failure (CCF) and other relevant sta

some SRP/CS (subsystems) not all the measures against CCF listed in Table F.1 can

appropriate reduction of the CCF impact sincéZthe potential risk reduction that can be p

tho

NO'I
to d
assq

Thd
the

be SRP/CS is limited also by their systematic capabilities (e.g. detection principle of sensa

E Some relevant standards (e.g. the IEC 62024 series for the application of protecting
etect the presence of persons or [SON4119:2013 for the selection and application of interloc}
ciated with guards) can include application limits related to systematic capabilities.

designer of the complete SRP/CS applies the measures stated in these standards and con|
instructions for use provided by the manufacturer.

pbmpressed
ning purity

mechanical
Faking into

ndards

provide an
rovided by
rs).

equipment
ing devices

forms with
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Annex G
(informative)

Systematic failure

G.1 General

This anney provides guidance on measures to control and avoid systematic failures during the ide
and integr

ition of SRP/CS.

G.2 Measures for the control of systematic failures

The follow

a)

b)

d)

e)

Use of
a safe
and IS

Measu

ng measures should be applied:

He-energization: The SRP/CS should be designed so that the machine‘will achieve or main
state upon a power supply loss (see ISO 13849-2:2012, I[EC 60204-1:2016+AMD1:2021
D 62061:2021).

res for controlling the effects of voltage breakdowry; voltage variations, overvolt

underyoltage: SRP/CS behaviour in response to voltage breakdown, voltage variations, overvolt
and urdervoltage conditions should be predetermined sg-that the SRP/CS can achieve or main

a safe
A.8).

Measu
humid

tate of the machine (see also IEC 60204-1:20164AMD1:2021, Clause 7 and IEC 61508-7:2

es for controlling or avoiding the effects of the physical environment (e.g. temperat

respor]se to the effects of the physical enyitonment should be predetermined so that the SRF

can ac

hieve or maintain a safe state of the'machine (see also, for example, IEC 60529, IEC 60204

Progrdm sequence monitoring should be used with SRP/CS containing software in order to de

defect

ve program sequences: A defective program sequence exists if the individual elements

progrdm (e.g. software modules) subprograms or commands) are processed in the wrong sequé

or per

Measufes for controllinngthe effects of errors and other effects arising from any data communicag

od of time or if the clodk of the processor is faulty (see IEC 61508-7:2010, A.9).

procegs (see IEC 61508-2:2010, 7.4.11)

In addition} one or more of the following measures should be applied, taking into account the comple
of the SRP/CS andits PL:

96

failure detection by automatic tests;

bign

fain
7.5

hge,
hge,
[ain
)10,

Lire,

ty, water, vibration, dust, corrosive suibstances, EMI and its effects): SRP/CS behavioulr in

/CS
-1).

fect
of a
nce

—

on

ity

tests by redundant hardware;

diverse hardware;

operation in the positive mode;

mecha

direct

nically linked contacts;

opening action;

oriented mode of failure;

over-dimensioning by a suitable factor, where the manufacturer can demonstrate that over-
dimensioning improves reliability.
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NOTE For examples for over-dimensioning see ISO 13849-2:2012, Table D.2.

G.3 Measures for avoidance of systematic failures during SRP/CS design

The following measures should be applied:

a)

b)

d)

f)

In addition, one or more ofithe following measures should be applied, taking into account the

of t

Use of suitable materials and adequate manufacturing;

Selection of material, manufacturing methods and treatment in relation to, e.g. stress,
elasticity, friction, wear, corrosion, temperature, conductivity, dielectric rigidity.

durability,

Correct dimensioning and shaping;

Consideration of, e.g. stress, strain, fatigue, temperature, surface roughness,
manufacturing.

Proper selection, combination, arrangements, assembly and installation@f/€omponent;
cabling, wiring and any interconnections;

Apply appropriate standards and manufacturer’s application-‘\notes, e.g. catalog
installation instructions, specifications, and use of good engineering practice.

Compatibility;
Use components with compatible operating characteristics.

NOTE Components such as hydraulic or pneumatic%alves can require cyclic switching to g
by non-switching or unacceptable increase in shifting times. In this case a periodic test is necessg

Withstanding specified environmental conditions;

tolerances,

, including

ue sheets,

void failure
ary.

Designthe SRP/CS so thatitis capable of workingin all expected environments and in any foreseeable

adverse conditions, e.g. temperature, humidity, vibration and EMI (see ISO 13849-2:201
Use of components designed to amrappropriate standard and having well-defined failure

To reduce the risk of undetected faults by the use of components with specific chai
see [EC 61508-7:2010, B.3-3:

he SRP/CS and its Pl
Hardware desigii review (e.g. by inspection or walk-through);

To revealby reviews and analysis discrepancies between the specification and impleme

Compuiter-aided design tools capable of simulation or analysis;

p, D.2).
modes.

acteristics

complexity

htation.

Pérform the design procedure systematically and include appropriate automatic cd

nstruction

elements that are already available and tested.
Simulation.

Perform a systematic and complete inspection of an SRP/CS design in terms of both the
performance and the correct dimensioning of their components.

functional

G.4 Measures for avoidance of systematic failures during SRP/CS integration

The following measures should be applied during integration of the SRP/CS:

functional testing;
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project management;

documentation.

In addition, black-box testing should be applied, taking into account the complexity of the SRP/CS and

its PL.

G.5 Management of functional safety

A functional safety plan should be drawn up and documented for each SRP/CS design prOJect and should

be updatec
incorrect s

The functi
to the proj

NOTE 1
NOTE 2
size of
degree
degree
degree

possibl

In particul

a) identif
analys
b) identif
c) identif
softwa
d) establj
e) identif
NOTE 3
— SRS ch§
— conditi

T

T

T

do 1IITLTS3dl _y
pecification, implementation, or modification issues.

lllU lullLLlUlldl DalCL_y lJlClll lb lllLCllUCU LU P11 uvu,u: IIITAdsSUIrcs lUl pPIrcvell

bnal safety plan should identify the relevant activities (see Figure 4) and should be-aday
Ct.

he functional safety plan can be part of other design documents.

he content of the functional safety plan depends upon the specific circumstances, which can incl
broject;

of complexity;

of novelty of design and technology;

of standardization of design features;

e consequence(s) in the event of failure.

hr, the functional safety plan should:

y the relevant activities in the SRP/CS design process (specification, design, integraf
is, testing, verification, validation) and details of when they should take place;

y the roles and resources necessapy for carrying out and reviewing each of these activiti

y procedures for release, configuration, documentation and modification of hardware
re design;

sh a validation plan.(see 10.1.2);

y relevant actiyities before carrying out any modification.
he request fofra modification can arise from, for example:

nge;

bns of actual use;

Fing

ted

Lide:

ion,

change

incident/accident experience;

of material processed;

obsolescence;

modifications of the machine or of its operating modes.

The effect of the requested modification should be analysed to establish the effect on the safety function.

All accepted modifications that have an effect on the SRP/CS should initiate a return to an appropriate
design phase for its hardware and/or for its software (e.g. specification, design, integration, installation,
commissioning, and validation). All subsequent phases and management procedures should then be

98
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carried out in accordance with the procedures specified for the specific phases in this document. All
relevant documents should be revised, amended and reissued accordingly.
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Annex H
(informative)

Example of a combination of several subsystems

Figure H.1 is a schematlc dlagram of the combmatlon of subsystems of an SRP/CS prov1d1ng one of

the safety fu

is included
function.

The contrg
risk is redy
actuator wj

The subsy
hydraulic ¢

These compined subsystems provide a stop function as a safety function_’As the AOPD is interrup

the output
directiona
stops the h

This comb
categories
this docun

Categg
reduce

Catego
perfor
implen

Catego
well-tr
order t
well-tr

NOTE 1

This comb
the lowest

T

HHREHORS—E0RHF u;‘.;;b

only to demonstrate the pr1nc1ple of comblmng categorles and technologies in this

| is provided through electronic control logic and a hydraulic directional control valve.

hen the light beam is interrupted.

tems of the SRP/CS which provide the safety function are: AOPD, electronic control Ig
irectional control valve and their interconnecting means.

p-and

one

The

ced by an AOPD, which detects access to the hazard zone and prevents startup of the fluidic

gic,

5 transfer a signal to the electronic control logic, which provides a signal to the hydr
control valve to stop the hydraulic flow as the outputf‘the SRP/CS. At the machine,
azardous movement of the fluidic actuator.

nation of subsystems creates a safety function demonstrating the combination of diffe
and technologies based on the requirements given in Clause 6. Using the principles give
ent, the subsystems shown in Figure H.2 can-be described as follows.

the probability of faults this device uses'well-tried safety principles;

ry 3, PL d, PFH = 2,0 x 10-7/h forthe electronic control logic. To increase the level of sa
mance of this electronic control“logic, the structure of this subsystem is redundant
hents several fault detection.fheasures such that it is able to detect most of single faults;

ry 1, PL ¢, PFH = 1,1 x 1075/h for the hydraulic directional control valve. The status of b

o reduce the probability of faults, this device comprises well-tried components applied u
ied safety principles and all application conditions are considered (see 6.1.3.2.3).

he positionssize and layout of the interconnecting means have also to be taken into account.

nationdeads to a summed-up value of PFH = 2,8 x 1076/h in the range of PL c. Together {

ry 2, PL ¢, PFH = 1,5 x 10-%/h for the electro-sensitive protective device (light barrier).

PL of @ll three subsystems PL,,,, c a leads to an overall performance level of PL c (see 6.2].

ed,
ulic
this

fent
h in

To

fety
and

Ping

ied is mainly applicafion-specific. In this example, the valve is considered to be well-tried. In

bing

vith

NOTE 2

100

la-case—o
the safety functlon

e-atots of
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fluidic machine actuator

Key
AOH
SB1
SB2
SB3
PES

hazardous |

movement | |

| | |

- - e J

m

— — 1 1 1

; ; A B |

| | | . |

e | | |

B1 Lo SB2 . SB3

L 7{ ___________ il |_..7L ___________ 4L 7L ___________ il

AOPD electronic control logic fluidic,control system

active optoelectronic protective device (e.g. light\curtain)
category 2 [Type 2], PL c

category 3, PL d (electronic control logic)

category 1, PL c (fluidic control systemy]

programmable electronic system

Figure H.1 — Example — Block diagram explaining combination of subsystens
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r— o o ]
[~ v~ o|] ||n{ul[_Jo|]| | |
T T 1 |
B 1 AT |
| TE —=|OTE | | |12 L2 o2 | | |
| || || |
| SB1 | | SB2 | | SB3 ‘
L 7[ ___________ J I_._7L ........... J L 7L ........... _
AOPD electronic control logic fluidic control system

Key

AOPD active optoelectronic protective device (e.g. light curtain)

I11,12 input devices, e.g. sensor

L, L1, L2 logic

0,01, 02,0TE output devices, e.g. main contactor

SB1 category 2 [Type 2], PL ¢

SB2 category 3, PL d (electronic control logic)

SB3 category 1, PL c (fluidic control system)

TE test equipment

Figure H.2 — Substitution of Figure H.1 by designated architectures
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Annex I
(informative)

Examples for the simplified procedure to estimate the P
subsystems

L of

1.1

Thi
pre
con

Thd
req
sho

Twq
Fi
do
one|
exa
con

1.2

For
can

Thd
the

NO7
asa

Thd
det

For

General

Ceding annexes for identifying safety functions and determining the PL. The quantifica
[rol circuits is given. For the stepwise procedure, see Figure 4.

following examples do not take into account the measures to ensure systematic integrit

w quantification of MTTFp, DC,,, CCF, category and corresponding-PL.

avg’

but they have different PL. due to differences in the applications. The first example
channel of electromechanical components with medium and high MTTF}, values, while
mple is made up of two channels, one electromechanical and the other programmable el
ponents with medium and high MTTF}, values, aiid with appropriate diagnostic testing.

1]

Safety function and required performance level (PL,)

be specified as follows.

dangerous movement will be stopped (by decelerating or de-energising the electric m
interlocking guard is opened:

E For the example-B, the risk assessment determined that a loss of controlled deceleration
result of a malfunction~(SW2, CC or PLC) was acceptable.

brmined accarding to ISO 13855:2010, based on the machine stopping performance.
exampleyA, the risk parameters according to the risk graph method (see Figure A.1) are

severity of injury, S = S2, serious;

5 annex illustrates the use of the simplified procedure for estimating PL giveh.in 6.1

examples (A and B) of control circuits for different machines are examined (see Fig]
g(iﬁre [.3). Both illustrate the performance of the same safety fiinction of the interlocking o

minimum distance between the interlocking guard and moving parts of the mg

.8 and the
Fion of two

, software

lirements, and the correct application of basic and well-tried principles. They are only intended to

ire 1.1 and
f the guard
consists of
the second
pctronic, of

both examples, the requirements of the safety function associated with the guard door interlocking

ptor) when

f the motor

chine was

hs follows:

fTequUency and,;/or eXpoSUre tUNE t0 Tazard, F = I 1, SEIdom to 1635 Of telt and/or the €Xpo
short;

possibility of avoiding or limiting harm, P = P1, possible under specific conditions.

These risk parameter selections lead to a PL,. of c.

Determination of the preferred category: a performance level of

“«_n

ure time is

¢” can be achieved typically by very

reliable single-channel systems (category 1), tested single-channel systems (category 2) or redundant
architectures (category 3) (see Figure 12).

For example, B, the risk parameters S2 and P1 are the same, but for frequency and/or exposure time to
hazard, F = F2, frequent to continuous and/or the exposure time is long.
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These decisions lead to a PL,. of d.
Determination of the preferred category: a performance level of “d” can be achieved typically by

redundant architectures (category 2 or 3) (see Figure 12).

1.3 Example A — Single-channel system

I.3.1 Identification of safety-related parts

All components contributing to the guard interlocking safety function are represented in Figure I.1.
Other compponents that do not contribute to the safety function (e.g. start and stop switches)|are
omitted for simplicity.

0 I_\ + L
A 4
C . )
_______________ SW1A
K1A ————3

Key

0 guafd interlocking is open

C guafd interlocking is not open
M mofor

K1A  confactor relay
SW1A posjtion switch (NC)
L power supply

@ dirgct opening

Figure 1.1 — Control circuit A for performing safety function

In this exa
actuation |
to a contactor relay K1A, which is able to switch off the power to the motor. The key features of these
SRP/CS are therefore:

mple,‘a position sw1tch SW1A with direct openmg action is used 1n the posmve mod

— one channel of electromechanical components;
— position switch SW1A (NC) has direct opening action of the contact and high B;yp;
— contactor relay K1A has high B;p

The position switch and contactor relay in this example are both well-tried components when
implemented according to [SO 13849-2:2012.

The SRP/CS can be illustrated in a safety-related block diagram as shown in Figure 1.2.
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SW1A K1A

SW1A position switch

K1A

contactor relay

Figure 1.2 — Safety-related block diagram identifying safety-related parts (SRPs) of example A

I.3.
levi

The
to /

2 Quantification of MTTF, DC
el

avg Measures against CCF, category and perfqg

values for MTTFp, DC,,, and measures against CCF are assumed to be estimated
innex C, Annex D, Annex E and Annex F, or to be given by the manufacturer. The cat

estimated according to 6.1.3.

MTTF,,

The position switch SW1A and the contactor relay K1A contribute to the MTTF

channel. The values of Bygp syw1a = 20 000 000 cycles (position switch independent o
Biop,k1a = 400 000 cycles (contactor relay with maximumJoad) are assumed to be prov
manufacturer. Applying the method of C.4.2 with 220 working days per year, 8 working
day and a cycle time of 60 min gives MTTFp, gyyq5 = 113°636 years and MTTFp gy, = 2
Then using the parts count method of D.1, the MTTE;-0f the one channel is calculated as

1 1 N 1 _ 1 N 1 0,000 45
MTTE, MTTEygwia MTTFykia 113 636years 2 273years year

which gives MTTF, = 2 222 years (limited to 100 years) for the channel, which is “high
to 6.1.4, Table 6.

NOTE If no By, information for;SW1A or K1A is available, a worst-case assumption accord
C.4 can be made.

TlOD

The method given in'€:4.2 gives Tyop gy1a Of 11 364 years and Ty k1, of 227 years,
exceed the missiefrtime of 20 years and therefore eliminate the need for any preventive

DC

No diagnostic testing is performed in control circuit A, the DC = 0 or “none”, as only one
used, DETs not relevant.

GEF

rmance

according
bgories are

of the one
F load) and
ded by the
b hours per
273 years.

(L1)

according

ng to C.2 or

vhich both
exchange.

channel is

As only one channel is used, measures against CCF are not relevant.

Category

The characteristics of category 1 (basic and well-tried safety principles, well tried components) are

fulfilled, including the requirement for the MTTF, of the channel to be “high”.

Input data for Figure 12: MTTF}, of the channel is “high” (100 years), DC,yg is “none” and category is 1.

Using Figure 12, this is interpreted as performance level c.

Application of Annex K gives an PFH of 1,14 x 1076/h and PL c.
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This result matches the PL,. c according to Figure I.2. The control system of example A therefore satisfies
the requirements for risk reduction of the example A application of .2, with S2, F1, P1 and PL, c.

1.4 Example B — Redundant system

1.4.1 Identification of safety-related parts

All components contributing to the guard interlocking safety function are represented in Figure [.3.
Other components that do not contribute to the safety function (for example, start and stop switches or
delayed switching of K1B) are omitted for simplicity.

o™\
C

N

! &%
PLC
1 | Cs
K1B Es .| cc
RS(n)}p————
Key
PLC prograimable logic controller Cs stop signal (standard)
CC currenfconverter Eg enable (standard)
M  motor K1B contactor relay
RS rotatiof sensor SW1B position switch (NC)
O guard ipterlocking is open Sw2 position switch (NO)
C  guard ipterlocking is not open @ direct opening
L power $upply ﬂ actuated position

Figure 1.3 — Control circuit B to perform the safety function

In this second example, a two-channel architecture is used to provide redundancy. As in example A,
the first channel includes a position switch SW1B with direct opening action used in the positive mode
of actuation. This position switch is connected to a contactor relay K1B, which is able to switch off the
power to the motor. In the second channel, which includes (programmable) electronic components, a
second position switch SW2 is connected to a programmable logic controller PLC that can command
the current converter CC to switch off the power to the motor. The key features of these SRP/CS are
therefore:

— redundant channels, one electromechanical and the other programmable electronic;

— only position switch SW1B (NC) has direct opening action of the contact, but both position switches
SW1B and SW2 have high B, p;
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contactor relay K1B has high MTTF;
electronic components PLC and CC have medium MTTFy;

the SRASW of the PLC, e.g. the part of the software related to the monitoring of the input signals
SW2,K1B, RS and the outputs commands to the current converter, is specified, designed and verified
according to 7.3 for a PL, of d.

The SRP/CS and their division into channels can be illustrated in a safety-related block diagram as

sho
con

Key]
SW1
K1B
SW?

1.4.
agd

Thd
acc
catg

The
no

wn in Figure 1.4. The first channel therefore consists of SW1B and K1B and the second channel
sists of SW2, PLC and CC, while RS is only used to test the current converter.
SW1B K1B
SW2 PLC CcC
RS

B position switch PLC programmable logic controller

contactor relay CC current converter

position switch RS rotation sensor

o]

Figure 1.4 — Block diagrams.identifying safety-related parts (SRPs) of exampl

2 Quantification of MTTF|, for each channel, average diagnostic coverage, measures
inst CCF, category and’performance level

values for MTTFyfor each channel, DC,,, and measures against CCF are assumed to bg¢ evaluated
rding to Annex<0, Annex D, Annex E and Annex F, or to be provided by the manufa¢turer. The
gories are determined according to 6.1.3.

position switch SW1B has a direct opening action and is used in the positive mode of acfuation but
fault exclusion is justified for the mechanical parts.

METF,

The position switch SW1B and contactor relay K1B contribute to the MTTFp ¢, of the first
channel. The values of Bygp sywyg = 20 000 000 cycles (position switch independent of load) and
Biopk1p = 400 000 cycles (contactor relay with maximum load) are assumed to be provided by the
manufacturer. Applying the method of C.4.2 with 300 working days per year, 16 working hours
per day and a cycle time of 4 min gives MTTF, 15 = 2 778 years and MTTF, 5 = 56 years. Then
using the parts count method of D.1, the MTTFy, ¢, of the first channel is calculated as

1 _ 1 N 1 B 1 N 10,0182
MTTFpc; MTTFygwip MTTEygip 2 778years 56years  year

(1.2)

which gives an MTTF, = 55 years for the channel, which is “high” according to 6.1.4 and Table 6.
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In the second channel SW2, PLC and CC contribute to MTTFp, ¢,. The Bygp gy, 0f 1 000 000 cycles
is assumed to be given by the manufacturer. Applying the method of C.4.2 as for the first channel
gives an MTTFy) gy, of 139 years. For PLC and CC an MTTF}, of 20 years is assumed to be given by
the manufacturer. Applying the parts count method of D.1, to calculate the MTTFy, ., of the second
channel gives

1 _ 1 N 1 N 1 _ 1 N 1 N 1 0,107 2
MTTF, ¢, MTTE, gwp, MTTEypc MTTE, ¢ 139years 20years 20years year
(1.3)

which gives an MTTF = 9,3 years for the channel, which is “low” according to 6.1.4, Table 6.

NOTE If no MTTF}, information for SW1B, SW2 or K1B is available, a worst-case assumption) accorfling
to C.2 dr C.4 can be made.

As both channels have different values of MTTFp, Formula (D.2) can be used to caldulate equivajent
identidal values of MTTF, for a symmetrical two-channel system. Applying this)formula yield$ an
MTTFy, = 37 years for each channel, which is “high” according to 6.1.4, Table-6.

Tiop

The mpthod of C.4.2 gives Tyyp sw1p Of 278 years, Tygp k1 0f 5.5 y€ars and Tyqp sy 0f 13,9 years,
with tIe latter two being lower than the mission time of 20 years. The estimation of PL and PFH is
therefgpre only valid if K1B is exchanged before 5,5 years and_if SW2 is exchanged before 13,9 y¢ars
of operation respectively.

DC

In confrol circuit B, five of the SRP/CS are tested by the PLC. This testing consists of SW1B, SW2 and
K1B b¢ing read back by the PLC, the CC being read back by the PLC via RS and the PLC perfornping
self-tegts. The DC values associated with each 0f these tested parts are

a) D(swig = DCswr = 99 %, “high”, due.to plausibility check, see Table E.1 (second line of irjput
deyvice part),

b) D(kig =99 %, “high”, due tosdormally open and normally closed mechanically linked contdcts,
sep Table E.1 (second line pf\input device part),

c) D(pc =30 %, “none”,due to low effectiveness of self-tests (this value comes out of the spegific
application), and

d) D(.c=90 %, “medium”, due to indirect monitoring of the machine actuator by control logic)see
Taple E.1 (sixth-line of output device part) - if the PLC monitors a failure of CC, it is able to §top
the motion*with the enable (standard) and to de-energize the contactor relay K1B (additignal
shjt-offipath).

For anfesfimation of the PL, an average DC value is needed as input for Figure 12:

DCswip . DCxip . DCswp  DCpc DG
MTTFD,SWlB MTTFD,KlB MTTFD,SWZ MTTFD,PLC MTTFD,CC
DCag = 1 S U
MTTFD,SWlB MTTFD,KlB MTTFD,SWZ MTTFD,PLC MTTFD,CC
0,99 +0,99+0,99 0,3 0,9

20720 0,09
_2778 56 139 20 20 _0.09_., 4, (1.4)
1 1.1 .1, 1 013

f—t—t—t+—
2778 56 139 20 20

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=fcfaf0f9d7fc82f36eb505d9aca5ce7e

Thus, the resulting DC,, is “low”.

CCF

ISO 13849-1:2023(E)

For an estimation of the measures against CCF according to F.2, the scores for control circuit B are
given in Table [.1.

Table 1.1 — Estimation of the measures against CCF for example B

Implemented measures Maximum
Score for control .
No. Item L possible
clrculit
score
1 Separation/segregation
physical separation — separate wiring to PLC between SW1B
between signal paths |and SW2 (signal cables routed separately)
— separation of both functional channels in
the cabinet, e.g. between K1B and CC (sepa- 15 15
rate components)
— cross-connection of both channels limits
ed to diagnostic testing
2 |Diversity
different technologies/|— position switch SW1B is operated
design or physical when the safety guard is openedand has a
principles are used break-contact element with diteet opening
action while position switch'SW2 is operated
when the safety guard isclosed and uses a 20 20
make-contact element.
— one functional €hannel uses electrome-
chanical components, the other programma-
ble electronicicomponents
3 |Design/application/experience
3|1 |protection against — additional protection against over-volt-
over-voltage, age dnd over-current on system level using
over-pressure, external protection components where need-
over-current, ed, i.e. diodes, fuses on inputs and outputs 15 15
over-temperature. and a free-wheeling diode on relay K1B
— over-voltage and under-voltage detection
in the PLC
3|2 |componentsised are |Only switch SW1B and relay K1B are well- none (only partly 5
well-tried tried components fulfilled, see F.2)
4 |Assessment/analysis
For-each part of SRP/ |not completely implemented
C;Sfa failure rr_10de and (FMEA with focus on CCF has been carried
effect analysis hasg
. out but not In a ftormalized and completely
been carried out and
; ; documented way) None 5
its results taken into
account to avoid com-
mon-cause-failures in
the design.
5 |Training
Training of designers |not completely implemented
to understand the
None 5
causes and conse-
quences of CCFs.
6 |Environmental
©1S0 2023 - All rights reserved 109
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Table 1.1 (continued)

Implemented measures Maximum
Score for control .
No. Item S possible
circuit
score

6.1 |For electrical/elec- — additional protection against electro-

tronic systems, pre- magnetic disturbances on system level using

vention of contam- external protection components, as diodes,

ination and EMIs to fuses, filters and shielding on all inputs and

protect against CCFs  |outputs (appropriate measures of Table L.1 25 25

in accordance with implemented with focus on CCF)

apyropriate stamdards | . i

(e.4. IEC 61326-3-1). signal and power cables are routed sep

arately
6.2 |Other Influences — choice of both position switches to with-
. . stand all expected environmental influences
Conpsideration of the : s . o .
. with sufficient overdimensioning and consid-

requirements for . .

. \ eration of possible CCF causes.

immunity to all rele-

vaijt environmental |— K1B, PLC and CC installed in the cabinet 10 10

influences such as, with temperature control

temperature, shock,
vibfation, humidity
(e.g. as specified in

rel¢vant standards).

Total 85 Max. 140

Sufficient measures against CCF require a minimum score of 65, so for example B the score of 8|5 is
sufficient tp fulfil the requirements against CCF.

The charadteristics of category 3 are fulfilled because a'single fault in any of the parts does not lead to
the loss of the safety function. Whenever reasonably-practicable the single fault is detected at or before
the next dgmand upon the safety function, the average diagnostic coverage (DC,,,) is in the range 60 %

”

to 90 %, thle measures against CCF are sufficient-and the equivalent MTTF, for each channel is “high”.
Input data [for Figure 12: MTTF}, for the channel is “high” (37 years), DC,yq is “low” and category is 3.
Using Figure 12 this can be interpretett-as performance level d.

Applicatiof of Annex K (use 36 years) gives an PFH of 5,16 x 10~7/h and PL d.

This resulymatches the PL_ddccording to 1.2. Control circuit B therefore satisfies the requirementg for
risk reductlion of the example B application of .2 with S2, F2, P1 and PL,. d.
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(informative)

ISO 13849-1:2023(E)

Example of SRESW realisation

In this annex the process steps for realizing the SRESW of an SRP/CS for PL, d are presented. The SRP/

CS is interfaced with the machine equipment. It ensures
— |the acquisition of information sent by the various sensors,

— |the processing required to operate the power control elements takihg into account
requirements, and

— |the piloting of the power control elements.

The function diagram of this application’s SRESW is as shown inFigure ].1.

Sensors
interface

_ | Acquisition

sensor 1

Acquisition

\

sensor 2

Acquisition

sensor 3

_ | Processing
" | function 1

Piloting
power control
element 1

Acquisition

sensor 4

AcquiSition

sensor 5

Processing
function 2

Piloting
power control
element 2

Piloting
power control
element 3

\

\

Figure J.1 — Function block level design of software example

J.2| Application of V-model of software safety lifecycle

Interfad
power

element

the safety

e to
ontrol

Table T.T presents the development activities, their corresponding verification steps, and

the related

documentation. These activities follow the V-model of software safety lifecycle according to Figure 14 a).
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Table J.1 — Activities and documents within software safety lifecycle

Development activity

Lifecycle activity

Associated documentation

machine aspect (hardware and
software): identification of the func-
tions involving the SRP/CS

— identification of safety func-
tions

Output:

— safety requirements specifica-
tion (SRS)

architecture aspect (hardware and
software): definition of the control
architecture with sensors and
power control elements

— comments upon safety charac-
teristics of chosen components

— planning of the test of the SRS

Output:

— definition of the control archi-
tecture

— test plan for SRS

software s;l)ecification aspect:

— specifiqation of the require-
ments of thle safety-related soft-
ware (SRSY), including

— transcifiption of machine func-
tions into spftware functions

— review of the descriptions SRSS
against SRS (see ].3)

— planning of the test of the SRSS
against the SRS

Input:

— safety requirements specifica
tion (SRS)

Output:

— software design specificatio]
(SDS) including software descrip
tions

functional plocks

— test plan for the SDS
~documentation of review act}v-
ity

software afchitecture aspect: — review of the system design Input:

— softwafre system design, in- against the SDS 1nclgd1ng defln}tlon — SDS

. g 4 . of critical blocks which are sGbject
cluding to detail the functions into : SO
of greater review and validation Output:

effort

— planning of the-test of the soft-
ware system design

— software system design spec
fication (SSDS) including functio
block modelling

—

— test plan for the SSDS
— documentation of review act}v-
ity
design of thje software modules ——review of the software module |Input:
design against the SSDS. — SSDS
— planning of the test of the soft- Output:

ware modules

— module design specification
(MDS)

ming rules (see ].4)

— test plan for the MDS
— documentation of review act}v-
ity

coding aspgct: — review of the code against the |Input:

coding of non-existing software MDS — MDS

modules according to the program- |— verification of functions and Output:

compliance with rules

— reviewed code including Encod-
ing comments in the code

— documentation of review activ-
ity

NOTE Each test plan contains:

— acorrespondence matrix which cross-references specification paragraphs and tests;

— testsheets comprising test scenario and comments upon results achieved.

112
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Development activity

Lifecycle activity

Associated documentation

validation aspect:

— module test

test of the software modules against
the MDS according to the test plan
for the MDS including

— verification of the test coverage

— verification of the test results

Input:

— reviewed code

— MDS

— test plan for the MDS
Output:

— tested software maodules

— documentation ofjtesf activity

valldation aspect:

— |software integration testing

test of the integrated software
against the SSDS according to the
test plan for the SSDS including

— verification of the test coverage
— verification of the test results

The test may include the final hard-
ware (if possible).

Input:
— tested software modules
— SSDS

— test plan for the MDS
Qutput:

-~ tested integration

— documentation of tesf activity

valldation aspect:

— |validation of the SRP/CS
making of test scenarios:

— |operation aspect of functions

— |behaviour-on-failure aspect

test of the integrated softwate and
hardware (the SRP/CS) against the
SDS according to the test'plan for
the SDS including

— verification of'the test coverage
— verification,of the test results

The test may include the final hard-
ware (if possible).

Input:

— SDS

— test plan for the SDS
Output:

— validated software (qf the SRP/
CS)

— documentation of tesf activity

NOTE Each test plan contains:

— Ja correspondence matrix which cross-references specification paragraphs and tests;

— [test sheets comprising test scenariovand comments upon results achieved.

J.3
As

Verification of Software specification at different levels (i.e. SDS, SSD$, MDS)

bart of the software safety lifecycle according to Figure 14 a), the verification activitfes at each

levgl of the software specifications consists in reading the specifications in order to verjfy that all
the|sensitive points are properly described. The following should be considered when ver|fying each

sofffware fufiction:

a) |limiting the cases of erroneous interpretation of the software specifications;

RDD/OC

A : 1 L : AP : 1 | : £l Q
b) dVUIUIITg 5dpPS 111 tllC bl)CLlllLdtlUllb I Cbultllls I 411 UITRKITUOWII DCIIavIiUul Ul tllC IV WAST 1

c) precisely defining conditions for activation and de-activation of functions;

d) precisely guaranteeing that all the possible cases are handled;

e) consistency tests;

f) the different parameterizing cases;

g) the reaction following a failure.
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J.44 Example of programming rules

In general, it should be possible to identify the software version. Modifications should be documented
with author, date and type of modification. Concerning the programming rules the following rules can
be differentiated.

a) Programming rules at the program structure level

The programming should be structured in order to display a consistent and understandable general
skeleton allowing the different processing to be easily localized. This implies

1) thfuseoftempiates fortypicat prograrmt or function biocks,

2) palrtitioning of the program into segments in order to identify main parts corresponding to

“iputs”, “processing” and “outputs”,

3) comments should appear on each program section in the source of the program to facilitate|the
updating of the comment in case of modification,

4) the description of the role a function block has when calling this block,

5) that memory location should be used only by one single kind of data type and be marked by
unjique labels, and

6) that the working sequence should not depend on variables such as a jump address calculateld at
ruptime of the program, conditional jumps being authorized.

b) Programming rules regarding the use of variables

1) THhe activation or de-activation of any output should take place only once (centralized
copditions).

2) THe program should be structured such) that the equations for updating a variable |are
ceptralized.

3) Edch global variable, input or output should have a mnemonic name explicit enough and be
described by a comment within.the source.

) Progljmming rules at the funetion block level

1) Function blocks that have been validated by the supplier of the SRP/CS should be used. It shguld
belchecked that the-assumed operating conditions for these validated blocks correspond tofthe
copditions of the/pregram.

2) The size of thereoded block should be limited to the following guideline values:
—| parameéters: maximum eight digital and two integer inputs, four outputs;

—| Gn function code: maximum 10 local variables, maximum 20 Boolean equations.

3) The function blocks should not modify the global variables.

4) Each value should be compared to expected pre-set benchmarks to ensure its validity.

5) The input parameters of a function block should be checked for inconsistencies.

6) Each fault code should be accessible and allow a clear identification of the original fault.

7) The fault codes and the state of the block after fault detection should be described by comments.

8) Theresetting of the block or the restoration of a normal state should be described by comments.
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Annex K
(informative)

Numerical representation of Figure 12
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Annex L

(informative)

Electromagnetic interference (EMI) immunity

The following routes (see Figure L.1) provide guidance to fulfil EMI immunity measures for an SRP/CS

fo]lo
A pyc

w - - R
requirements of the relevant product standard

B follow
IEC §1000-6-2
N
C implpment EMC measures on system level b *
(see[lable L.1) subsystem
of cat. 4
|4
D follo IEC 61000-6-7
or otlher generic EMC standards for functional safety

Atleast on

— Route

first choice (if applicable)

IEC 61000-6-2: for industrial environment}

(generic standard)

see IEC 610004657:2014, 4.1 Note 1:

There can be othér approaches [than immunity
tests] to demronstrate sufficient immunity, e.g. by
means of design and/or analysis.

IE€ 61000-6-7: for functional safety
(generic standard, higher immunity levels

Figure L.1 — Route to fulfil EMI measures

e or more routes should be selectedand fully applied:

A: follow the EMI requirements of the relevant product standard (see IEC 61000-6-7:2014,

15t senftence). An example of a product standard is [EC 61800-5-2;

— Route

— Route

B: for PL,. a and b, follow-the EMI requirements of IEC 61000-6-2;

C: for any PL,, implement EMI measures to achieve a score of at least 280 (of possible 390)]

dual channel subsystem (Cat 2, Cat 3 and Cat 4) and 230 for single channel subsystem (Cat B

Cat1)

hccording toTable L.1 (see IEC 61000-6-7:2014, 4.1, Note 1); for PL, e, this route can onl)

appliedl if the requirements of category 4 are additionally fulfilled;

— Route

For electr

D: follow generic EMI standards for functional safety as IEC 61000-6-7 or IEC 61326-3-1.

41,

for
and
’ be

bmechanical components with in’rpgr;\fpd active electronics the effect of EMI on

the

execution of the safety functions should be analysed and the relevant measures to achieve EMI should
be implemented. If route C is selected, the measures listed in Table L.1 should be evaluated according
to their effectiveness to avoid or control EMI effects. Engineering judgement should prove (e.g. using
FMEA techniques) that those typical causes for EMI are reduced as much as reasonably possible. The
selected routes/measures should be clearly documented with adequate proof of compliance to the

selected ro

ute.

Where tests are applied for validation, they should ensure that the safety function is exercised and
exposed to the EMI immunity for an adequate duration to demonstrate no susceptibilities are present.
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Table L.1 — Measures to achieve EMI immunity for an SRP/CS or subsystem(s)

Measures to achieve EMI | Score?
Safety-related sensors and their wire harness
application of the measures described in IEC 60204-1:2016+AMD1:2021, Annex H and/or IEC 10
61800-3 (hr)
analog voltage signals, angle encoder 20
shielded and either grounded or twisted cables, or both, for sensors and safety-related
input/output-signals (cable shields are contacted all-around and flat contacted in low im-
pedance close to the components) (hr)
harnesses and wiring of low voltage DC between components is in twisted pair cabling 10
Safety-related IO system (central or decentral or integrated in the PL(AQV
installed in a shielded and bonded cabinet or components in a shielded and bonded housing 20
(hr|
Coijtrol system and/or specific components are divided into zonesb, e.g. 20
a) |mains supply and power distribution;
b) |strong interferers, e.g. mains filter, mains chokes, heating components, high-power sup-
plids and motor cables;
c) kensitive components e.g. low voltage power supplies, PLCs, data busses, sensors and low
voltage actuators.
(hr
PLC as part of S@?CS
installed in a shielded and bonded cabinet or components-iffa shielded and bonded housing 10
category 3/4 for PL. d/e with diverse PLC in the same.énclosure separated with sufficient 10¢d
distance in accordance with the manufacture installation instruction
catpgory 3/4 for PL. d/e with redundant PLC indifferent enclosures 20c d
catpgory 3/4 for PL. d/e with diverse channels'(e.g. PLC and discrete logic) or using safety 20¢c.d
PL
A
Safety—f:dated actuator and their wire harness

apglication of the measures described in IEC 60204-1:2016+AMD1:2021, Annex H and/or 10
usdge of IEC 61800-3(hr)

Oth,e{ﬁsdmponents and wiring with relevant disturbance level
shi¢lded and bonded cables-for motors or sinewave filter between motor and inverter or 20
eqyivalent measuresgdn accordance with the manufacture installation instruction where
apglicable (hr)
RF{filter, overveltage and transient protection (e.g. filter, transient-voltage suppression 20
diofe, optocaupler, ferrites) for safety-related input signals in accordance with the manufac-
turp instalation instruction where applicable (hr)
EM] filters (as per manufacturers installation instructions or specifically intended for the 20
apglieation) for power mains (e.g. overvoltage and transient protection)
application of the measures described in I[EC 60204-1:2016+AMD1:2021, Annex H and/or 10
usage of IEC 61800-3

Engineering, programming, training, field observation

all components fulfil at minimum the requirements against EMI generic standards 30
IEC 61000-6-2 (mentioned in manufacturers documentation) (hr)
risk analysis for EMI (see example in Table L.2) and risk assessment with a final report 20
diverse redundant channels (see NOTE) 20¢
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