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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-gaovernmental, in liaison with ISO_ also take part in the waork |SO collaborates closely with the
Interpational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

Interpational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. DraftyInternationpl Standards
adopfed by the technical committees are circulated to the member bodies fer woting. Publigation as an
Interpational Standard requires approval by at least 75 % of the member bodiescasting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rightg. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 13824 was prepared by Technical Committee ISO/TC 98, Bases for design of structures, Subcommittee
SC 2| Reliability of structures.
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Introduction

Recently, special attention has been has been focused on risk. Although risk assessment of structures is done
with a common basis, it has been implemented under various contexts in diversified ways. Therefore, this

International
maintenance

International Standard of risk management being prepared as 1ISO 31000 by ISQ/TMRB

Standard provides a common basis for assessing risk relevant to design, assessment,
and decommissioning of structures. This International Standard accords with the umbrella

In a risk ass¢ssment, hazard identification and the estimation of consequence are primary major procedures.

For these, it
since structd

is necessary to assess the risk of systems involving structures rather than just thie strucfures,
ral failure has significant consequence for systems, and a failure of systemsxsuch ap fire

protection systems can cause serious consequences. However, actions for risk treatment afe,taken with|n the

scope of structural design. Such considerations are reflected in the title of this International Standard.

This Internatjonal Standard is intented to serve as a basic document, along with other‘relevant standargls on

risk management, for those assessing risk for systems involving structures.

Annexes A {d

H of this International Standard are for information only.

Vi
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INTERNATIONAL STANDARD

ISO 13824:2009(E)

Bases for design of structures — General principles on risk

assessment of systems involving structures

1 cope
This [nternational Standard specifies general principles of risk assessment for systems ‘involvin
The focus is on strategic and operational decision-making related to design, assessment, mair]
decopnmissioning of structures. This also includes formulation and calibration of related’ codes ar
Systems involving structures can expose stakeholders at various levels in society, to significant ri
of this International Standard is to facilitate and enhance decision-making with-regard to monitor
and anaging risks in an efficient, cost-effective and transparent manner. M/jthin the broader c
manggement, risk assessment provides decision-makers with procedures to determine whether
what|manner it is appropriate to treat risks.

This |nternational Standard provides a general framework as well)as’a procedure for identifying
estimating, evaluating and treating risks of structures and systems involving structures. This
Standlard also provides a basis for code writers as well as désigners to set reasonable target-rel
such|as stated in ISO 2394, based on the result of risk considerations. For existing structures, a
the risks associated with the events that were not considered in the original design or with ch
shall[be implemented according to the principles stated in this International Standard. This
Stanglard can also be used for risk assessment of’ exceptional structures, the design of whi
beyond the scope of existing codes.

2 Normative references

The following referenced documents are indispensable for the application of this documen
refergnces, only the edition cited applies. For undated references, the latest edition of th
document (including any amendments) applies.

ISO 2394, General principles on reliability for structures

ISO/TS 16732, Fire safety engineering — Guidance on fire risk assessment

ISO/IEC Guide '51:1999, Safety aspects — Guidelines for their inclusion in standards

ISO Guide 73, Risk management — Vocabulary

g structures.
tenance and
d standards.
s5ks. The aim
ng, reducing
bntext of risk
or not and in

hazards and
International
ability levels,
ssessment of
hnges in use
International
ch is usually

t. For dated
b referenced
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3 Terms

For the purposes of this document, the terms and definitions given in

2009(E)

and definitions

ISO 2394,

ISO/IEC Guide 51 and ISO/IEC Guide 73, together with the following, apply.

3.1

acceptable risk
level of risk that an individual or society accepts to secure certain benefits

3.2
cost/benefit

analysis

ISO/TS 16732,

analysis con
its costs and

3.3

extraordinar
event that ¢
probability is

3.4
hazard
potential sou

3.4.1
hazard iden
process to fif

3.4.2
hazard curv
exceedence

3.43

hazard scre
process of id
the structure

3.5

option
possible meg
NOTE Do

3.6

ributing to decision-making on whether to adopt a projector a ptamnm by quantifyingand com
benefits

y event
annot be anticipated or expected technologically by experts, or an eventywhose occur
estimated as extremely low

Fce of undesirable consequences

ification
d, list and characterize hazards

2

-

probability of a specified hazard magnitude fok a specified period of time

bning

h

b

sures for managingthgrisk

ng nothing can.be a feasible option when other options cannot mitigate the risk against their invested

reliability
ability of a s

T

ucture or structural element to fulfil the specified requirements, including working life for wh

aring

ence

entifying significant hazards that shall be considered during risk assessment of systems invlving

costs.

ich it

has been desgighed

3.7

residual risk
risk remaining after risk treatment

3.8
risk

combination of the probability or frequency of occurrence of an event and the magnitude of its consequence

NOTE

the sum of all the products of the consequences of an event and their probabilities.

From the view point of a strict decision theory, it is the expected value of all undesirable consequences, i.e.

© 1SO 2009 — All rights reserved
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3.9
risk acceptance
decision to accept a risk

3.10

risk assessment

overall process of establishment of structural engineering context, definition of system, identification of
hazards and consequences, risk estimation, risk evaluation and evaluation of treatment options

3.1
risk calculation
act ofrepresenting—a—combination—o

order to compare with risk options

-h

<s—ag a scalar, in

NOTH See 8.6.

3.12
risk communication
exchange or sharing of information about risk among the decision-makers, otherstakeholders and engineers

NOTH 1 The information can relate to the existence, nature, form, probability, severity, acceptability, tredtment or other
aspeqdts of risk.

NOTH 2 Engineers are the main source for risk information and encourage stakeholders to communigate with each
other|

3.13
risk ¢ontrol
actions implementing risk-management decisions

NOTEH Risk control can involve monitoring, re-evaluation and compliance with decisions.

3.14
risk ¢riteria
criter|a against which the results of the risk analysis are assessed

NOTH 1 The criteria are generally based on regulations, standards, experience, and/or theoretical knowledge used as
a bas|s of the decision on acceptablé risk.

NOTH 2 Risk criteria can-depend on associated costs and benefits, legal and statutory requirements, spcio-economic
and ehvironmental aspects;the concerns of stakeholders, priorities and other inputs to the assessment.

3.15
risk ¢stimation
procgss of assigning values to the probability of occurrence of events and their consequences

NOT Risk estimation can consider cost, benefits, the concerns of stakeholders and other variables, ps appropriate

for riskevatuation:

3.16
risk evaluation
process of comparing the estimated risk with given risk criteria to determine the significance of the risk

NOTE Risk evaluation can be used to assist in the decision to accept or to treat a risk.
3.17

risk treatment
process of selection and implementation of measures to optimise risk

© 1SO 2009 - All rights reserved 3
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3.18
scenario

2009(E)

qualitative description of a series of events in time and space and their inter-relationship given the occurrence

of a hazard

3.19

structural engineering context
background or reasons why the risk assessment shall be implemented from structural perspectives

3.20
stakeholder
any individug

hat oan ~Affant Iha ~AffAAE rnaranig tonlf to bha ~FfF
13 (=4 toCTTtO—oC T

al
\>Zn

ected

by, a risk

NOTE TH

3.21
structure
arrangement

3.22
system
delimited gro

NOTE 1 TH
that all elemer
NOTE 2 A

NOTE3 In
subsystem, th

3.23
undesirable

direct and inglirect harm, stated in terms of personal injury, death, environmental damage, and monetary |

NOTE1 TH
NOTE2 C
NOTE3  Bg
NOTE4 “H

included, such

3.24
undesirable
event that ca

ot a ad by o
Oty trac cart TCTG T O Tt U o0y O Pty

e decision-maker is a stakeholder.

of materials that is expected to withstand certain actions and to perform seme intended fung

up of interrelated, interdependent or interacting objects that is assessed for a potential risk

is definition implies that the system is identifiable and is made.up‘of interacting elements or subsys
ts are identifiable, and that the boundary of the system can be identified.

5ystem involving structures includes the structural system defined in ISO 2394 as a subsystem.

terms of technological hazards, a system is normally formed from a physical subsystem, a H
bir management and environment.

consequence

ere can be more than one negative, consequence from an event.
nsequences can be expressed-gualitatively or quantitatively.
th immediate and long-term consequences should be included.

hvironmental damage!"is based on a versatile point of view and sometimes various kinds of damage d
as social and political damage.

event
n have undesirable consequences

tion

tems,

uman

0SS

an be

4 General framework of risk assessment of systems involving structures

41

411

Overview of risk management of systems involving structures

General

The objective of risk management is generally to allocate limited resources “optimally” for the stakeholders
such as society, local community, individuals, and various organizations. Risk management typically consists
of the establishment of risk-management goals, risk assessment, risk treatment, communication and
consultation, and monitoring and review, as illustrated in Figure 1 and described in 4.1.2. Risk management is

not a one-wa

y process but shall be an iterative process.
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1) Establishment of risk management goals

) Risk assessment r——4—«"+-——"—"——""——"—"—"——
Y
Establishment of structural engineering context

2
I
I
I
I
I

Y
|

1
I
I
I
I
|
Definition of system :11 rl;
I

Identification of hazards and consequences

Y| Estimation of probability

Risk estimation

[ Estimation of consequences

5) Monitoring*and-revjew

Risk evaluation No
Should risk be treated?

4) Communication and conjsultation

Yes

Evaluation of treatment alternatives

3) Implementationofrisk treatment | Decision making

Key

-_—
-

cope of risk assessment

Figure 1 — Risk-management process and
the scope of risk assessment of systems involving structures

4.1.2| Steps in the risk-management process

4.1.2(1 Establishment of risk-management goals

Procg¢dures' for establishing risk-management goals are outside the scope of this document.|For the risk
mandgement of either a new structure or an existing structure, the risk associated with the proposed design
specification(s) or current condition(s) is estimated objectively by an engineering approach within the process
of risk assessment. It is expected that risk-management goals related to a risk assessment be expressed in
terms of the protection of assets, maintaining health and safety level, environmental protection, regulatory
requirements, functional changes/requirements, etc. These goals are typically determined by comparison of 1)
cost/benefit of optional solutions or 2) various risks, for example, those known as acceptable to society.

41.2.2 Risk assessment

Risk assessment consists of the establishment of the structural engineering context, the definition of structural
system, identification of hazards and consequences, risk estimation, risk evaluation and evaluation of options
for risk treatment where it is decided that the risk shall be treated. Although the establishment of a structural-
engineering context and the evaluation of options for risk treatment are generally considered as outside the

© 1SO 2009 - All rights reserved 5
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scope of risk assessment, they are included within the scope of this International Standard in order to make
the outcome of the risk assessment meaningful.

4.1.2.3 Implementation of risk treatment

In the process of risk treatment, decisions are made about the implementation of risk-reducing measures
based on cost-effectiveness considerations or other social value judgements. Based on their sense of values,
their social and cultural perspective, etc., the stakeholders can decide to accept a risk that the evaluation has

found to be too high.

41.2.4

Communication and consultation

There shall K
of the risk-m|
results shall
appropriate
4125 M

The level of
risk is treate

order to enslire continuous improvement of the process. For each element ¢f the risk-management pro

records shal
continuous ir

4.2 Applig

Risk assessn

e thorough communication and appropriate consultation with the stakeholders for each-el
anagement process and for the process as a whole. After the risk assessment is compl
be conveyed in a suitable manner so that the stakeholders can understand them~and
ecisions.

bnitoring and review

. Also, the effectiveness of all elements of the risk-management process shall be review

be kept for future reference to guarantee that decisions are Junderstood and to assist i
nprovement of the process.

cability of risk assessment

nent is useful in circumstances when an event is«wery rare yet its consequences are very se

4

ment
e, its
make

risk shall be monitored in order to keep it under a target level, regardless of whether or not the

ed in
cess,
h the

vere,

or where frequent events result in medium to large consequences. A huge earthquake occurring in an firban

area is a typi

Risk assess
people or a

circumstancg.

Risk assess
structural be

Risk assessinent is also essentiahhwhen damage and total loss of the function of a structure has signi

influence on
networks ang

5 Establ

cal example of the former circumstance, whereas a road accident is an example of the latter,

ount of goods inside a structure jis‘very large. High-rise buildings are a typical example d

ment is essential when thé\uncertainty of input parameters has a significant impact o
haviour and the consequeénces resulting from such behaviour.

a community. Hespitals, fire rescue and police stations, power-generating and distril
structures containing highly toxic materials are typical examples of such structures.

shmeént of structural engineering context

5.1 Struc

ent is also useful in circumstances where the size of a structure is very large or the number of

f this

n the

ficant
ution

lural-engineering context

The structural-engineering context defines the role of risk assessment in the framework of risk management
for structures. The typical structural engineering contexts are the following:

a) establishment of design basis;

b) assessment of existing structures;

c) assessment of exceptional structures and/or extraordinary events; see Annex B;
d) preparation of risk information for decision.

Stakeholders shall be identified based on the established structural-engineering context.
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5.21
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Establishment of design basis

A design code prescribes a series of criteria for the design of structural members. The criteria are
often based on target reliability levels that can be predetermined based on risks associated with exceedance
of relevant limit states. Results of risk assessment can provide a rational basis for determining the target
reliability levels.

5.2.2 Risk assessment can be carried out to check the target reliability level of existing structural design
codes.

5.3 Assessment of existing structures

5.3.1] The risk associated with existing structures, including heritage structures, should bé as$essed when
the sfructure is damaged, its use is changed or it is in other relevant situations. If the riskys-too Jarge, results
from fhe risk assessment shall be reported to the stakeholders.

NOTE 1ISO 13822 can be used for risk estimation.

5.3.2] Itis necessary to assess the risk due to extraordinary events beyond‘the design-based gvents and to
verify that the results should be within the acceptable level. It is recommended, where practicable, that the

acce
struc

In M3

ptable level should be equivalent to that for newly designed structures; however, the leve
ures can be determined with cost/benefit consideration.

ny cases for old buildings, it is challenging or practically imp@ssible to assess the reliability

it to that of a new-built structure because it is not possible to.apply modern design rules to old

| for existing

And compare
buildings and
exist. Also,
creased and
hasis should

sessment of
ssment shall
critical event

mined based

strucfures. Materials and construction techniques are used“for which design rules no longe
detailing can be in conflict with present detailing rules*without representing necessarily an in
unacgeptable risk. In situations where an existing strugture is difficult to assess accurately, emp
be pyt on the option of mitigating the risk.

5.4 | Assessment of exceptional structures or extraordinary events

Exceptional structures are those whosé design is beyond the scope of existing codes. Risk as
such|structures shall be carried out if their failures can have serious consequences. Risk asse
also pe implemented for some extraordinary events (see Annex B), such as fires and some
scendrios.

5.5 | Preparation of risk-information for decision

When several optional) strategies or concepts are available, the optimum strategy shall be deter
on the result of riské@ssessment. Risk-based optimization can have two principal objectives:

a) minimize risk given limited economic resources;

b) determine the optimal level of investment in risk reduction.

In both situations, the optional use of economic resources should be considered to examine whether they
contribute to optimal risk reduction.

Options should be compared according to net utility, cost/benefit or cost-effectiveness; see Annex H. If the
aim of decision-making is to minimize risk within economic restraints, any of these criteria may be used
provided that all technical solutions are consistent with best practice.

©I1SO
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6 Definition of system

6.1

Representation of the system

Fundamentally, the system representation shall facilitate decision-making and, thus, shall be adapted to the
structural engineering context described in Clause 5. The definition of the system involving structures shall
include a clear identification of the functions provided by the structures and how these functions are supported
by the structural components. The extent of the system that is considered in risk assessment shall be clearly
identified based on the structural engineering context.

6.2 Identi
The characts
of the structy
shall also be

7 ldentif

7.1 Identi
During their
hazards that
in time and
analysis for f

7.2

Having ident
or processegq
structures. T
trees. A scer

7.3

Consequenc
in terms of

consequencegs can be identified by scenario analyses considering the extent of influences due to failure

structural sys
7.4 Hazarn

7.41

Identification of extent of scenarios

Identification of consequerices

General

ficati £ 41 | I
ristics of each subsystem, such as type of structure(s), codes and standards used incthe d

re(s), use, importance, location and working life, shall be identified. The limit states of|the sy
specified.

cation of hazards and consequences

fication of possible hazards
bervice lives, structures can be exposed to various natural hazards and man-made hazards
can cause undesirable events shall be identified. For hazards that can cause a series of €

Epace (e.g., fire), scenario analysis shall be performed::Eor the detailed procedure on sce
re, see ISO/TS 16732 and ISO/TS 16733.

fied a possible hazard, scenarios shall be(identified as the sequences or combinations of e

he essential techniques used for schematic representation of scenarios are fault trees and

bs resulting from thé-hazards and following events shall be identified. They should be desq
several measures; e.g., monetary loss, human fatalities and environmental damage.

tems in time,and space.

d screening

Eesign
stem

. The
vents
nario

vents

necessary for system failure and resulting undesirable consequences for the system involving

bvent

ario should include collapse or damage of the structure(s), loss of functionality, human death or
injury and other economic and/or social losses caused by or to the stakeholders.

ribed
Bome
bf the

Although all possible hazards should be taken into consideration, hazards important to a system shall be
selected on the basis of their significance and incorporated in the risk assessment. As each hazard has its
inherent characteristics and possible consequences, it is recommended to categorize hazards by the original
cause, the degree of quantification, and the significance of consequences. The screening of hazards in
accordance with their importance for risk assessment can then be performed based on experience and

expertise of t

he engineer. The results of the hazard screening shall be documented.
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Hazard screening criteria

Preliminary risk estimation (see 8.1) shall be carried out to identify the significant risks. The criteria for the
hazard screening are, in principle, based on the magnitude of the risk from the preliminary risk estimation.
Frequency of the hazard and/or significance of the relevant consequences can also be useful criteria. Hazards
with obviously negligible risk compared with the acceptable risk level may be screened out.

The hazard screening criteria shall be clearly described in terms of frequency of the event and magnitude of
its consequence. They may be based on the past experience, human perception and relevant values specified
elsewhere.

8 1|

8.1

8.1.1

Risk
inforn
qualif
estim
to re
quan

8.1.2

In qu
estim

a)

In se
estim
and t

8.1.4

as an initial screening activity to identify risks that require more detailed estimation;

Risk estimation
Types of risk estimation

General

estimation shall be undertaken according to the purpose of the estimation, required degre
nation, data and resources available. The types of estimation fall into three broad ca
ative, semi-quantitative and quantitative, depending on the cireumstances. In practic
ation is often used, as a preliminary risk estimation, to obtain@“general indication of the lev|

veal the risks that shall be considered. Later, it can be/nécessary to undertake mor
itative estimation on the revealed risk.

Qualitative estimation

alitative estimation, risk is subjectively estimated and ranked in a descriptive manne
ation should be used

vhere the qualitative estimation provides sufficient information for decision-making;

vhere the numerical data onresources are insufficient for a quantitative estimation.

Semi-quantitative. estimation
mi-quantitative estimation, a ranking scale more expanded than the one usually achieved

ation shall be)adopted. It should be noted that the numbers chosen cannot properly reflg
his can lead\te'inconsistent, anomalous or inappropriate outcomes.

Quantitative estimation

s of details,
gories, i.e.,
, qualitative
el of risk and
b specific or

-

. Qualitative

in qualitative
ct relativities

In q

antitative estimation numerical values rather than dncr\ripfi\/n scales shall he used in ol
K

alitative and

semi-quantitative estimation for both consequences and probability using data from a variety of sources. The
quality of the estimation depends on the accuracy and completeness of the numerical values and the validity
of the models used.
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8.2 Data for estimation

Data for estimation shall be taken from appropriate sources of information. The most pertinent information
sources and techniques should be used when estimating probability. Information sources can include the

following:

a) pastrecords;

b) practice and relevant data (field data collection);
c) relevant published data (incident data);

d) experiments and prototypes;

e) engineefing or other models;

f)  specialigt and expert judgment (expert opinions).

8.3 Risk fepresentation

The results g

btained in risk estimation shall be presented to stakeholders with maximum clarity, for exs

by converting the results to a common scale, such as potential fatalities; sé€ Annex H. These can, the

related to th
activities or g

In qualitative
importance.

e probability of occurrence of various hazards and can bg\.compared with other haza
nother risk level.

risk representation, risk shall be rated as beinggfor example, of high, moderate o
In quantitative representation, risk shall be presented by a combination of probability

consequencg. The expectation of consequence can be used for risk representation; see Annex F.

8.4 Estimation of probability

8.4.1
Probability e
a) direct es
b)

inferenc

Cc) enginee

Gengdral

stimates can be obtained from any or all of the following three approaches:
timation from data;
b from a model that felates the probabilities of interest to other probabilities;

ing judgment.

Where no r
individual's

liable or{relevant past data are available, subjective estimates can be made that refle
group's-degree of belief that a particular event or outcome will occur.

mple
n, be
dous

F low
and

ct an

ence

In particular] 40) combine limited amounts of data from different types of sources, Bayesian Infe

techniques are recommended.

For the purposes of risk communication, it is preferable to differentiate between uncertainties due to inherent
natural variability, model uncertainties and statistical uncertainties. Whereas the first type of uncertainty is
often denoted aleatory uncertainty, the latter two are referred to as epistemic uncertainties.

8.4.2 Probability of occurrence of hazard

The probability of occurrence of each hazard shall be estimated based on the past data, if available. If the
data are not available, expert judgement should be incorporated; see Annex C. Note that it is important to
reflect the characteristics of the hazard, although a hazard is often represented simply in terms of a hazard
curve.
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Limit state probability

The limit state probability shall be estimated using the following procedures:

a)
b)

c)

modelling of action;
modelling of resistance;

structural analysis (response analysis).

Based on the statistical data of the above, the limit-state probability can be estimated by means of either

theor

Tore
is the

8.5

Cong
from
even
tree 4

A qu
fatali

8.6

The
which
proba
by a
funct

For t
the n

Thes
8.7
Since

analy
highe

4 ! ! T ! ! L An P S | : [
tutal apprudaulits Ul statistitdl dpPprudulits SULITT a5 IVIUTIIE LdllU SITIUIdaUuUlTS.

present a conditional limit state probability, a fragility curve can be defined as a functionywhg
magnitude of the hazard; see Annex D.

Estimation of consequence

equences shall be determined by modelling the outcomes of an event-or-a set of events,
experimental studies or past data. A scenario analysis is performed.from the occurrence
with regard to the extent of consequences, as specified in 7.2. Tools like fault tree analys
nalysis are recommended.

bntitative estimation of consequence should be expressed ‘numerically to define the exte
y and injuries and/or environmental damage and economic loss.

Risk calculation

brobability distribution of consequences is a\quantitative representation of the whole pro

is a combination of probability and consequence as defined in this International Sf
bility distribution can be expressed by.a cumulative distribution function, CDF. It can also |
probability mass function, PMF, whenf the consequence is a discrete value, or by a probg
on, PDF, when it is continuous.

ne convenience of risk comparison, a risk is sometimes represented with a scalar. Traditig
ost frequently used representations is E[C], the expectation of consequences.

e are described in D2'and E.1.
Sensitivity analysis

some of _risk estimation results are not sufficiently accurate to lead to a rational decision
sis should be carried out to investigate the effect of uncertainty in assumptions, models

se argument

br by judging
of an initial
is and event

nt of human

ile of a risk,
andard. The
e expressed
bility density

nally, one of

a sensitivity
and data. A

r sénsitivity suggests that more care and/or effort is required in obtaining data or esti

varia

ates for the
bles) concerned. Sensitivity analysis is also a way of examining the appropriateness and ef;Tactiveness of

possi

le risk controls and risk treatment options.

9 Risk evaluation

9.1

Risk acceptance

After the risk is estimated, it shall be determined whether the risk level is acceptable or not by comparing it
with predetermined criteria. If the risk is unacceptable, it shall be treated appropriately.

©I1SO
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9.2 Risk criteria

Risk criteria shall be developed prior to the risk estimation as a part of establishing the risk-management goals.
They can be determined based on regulations, standards, cost/benefit considerations or net utility.

Risk criteria may be modified after risk estimation based on the cost/benefit analysis and optimization; see
Annex A. Although risk criteria are initially developed as a part of the risk management, they can be further
developed and refined subsequently as particular risks are identified and as procedures for risk estimation are
chosen.

Risk criteria shall be consistent with the risk-management goals, and shall reflect the values of society and/or
the decision . T i ' T ivities] shall
be considergd rather than the organization that does benefit. Risk criteria shall be determined basgd on
characteristi¢s of risks, such as whether they are natural or man-made, voluntary or involuntary; r€la
specified or unspecified people, well known or new. More conservative criteria are usually set for the [latter
characteristi¢ of each of the pairs listed above.

10 Evalugtion of options for risk treatment

10.1 General
If the risk leyel is higher than the acceptable level, the risk shall be_treated and brought to be beloy the

acceptable lgvel. Risk treatment involves identifying the range of options for treating a risk, assessing fhese
options and Ireparing and implementing a treatment plan.

10.2 Determination of options

10.2.1 Gengdral

In order to r¢duce a risk effectively, more than ong;risk treatment option should be considered. Optiong can
generally be [sorted into the following four categories described in 10.2.2 to 10.2.5.

10.2.2 Risk avoidance

The risk can|be avoided by deciding\not to proceed with the activity likely to generate the risk. Since arfother
risk can arisg by avoiding the activity’or substituting an optional activity, such risk shall be estimated wheh this
option is congidered.

10.2.3 Reduyction of prebability and/or consequences

The probability of hazardous events can be reduced, for example, by relocating the structure to g less
hazardous site. hé consequences can be reduced, for example, by a revision of the structural design| The
associated cpsts)and other effects of such optional measures shall be estimated.

10.2.4 Risk transfer
Insurance is a typical instance of transfer of risk. An organization can reduce a risk by involving another party

to share some part of the risk with a trade-off of fixed cost, i.e. risk premium. By transferring the risk, the
original organization can reduce the risk, but the total amount of the risk does not change for the whole society.

10.2.5 Risk retention
When a risk level is below the acceptable level, the residual risk can be retained by an organization. The

organization should submit to the consequence expected in the residual risk and, thus, should cope with the
loss through some means of financing (such as allowable financial reserve).
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10.3 Assessment of options for risk treatment

The most appropriate treatment options should be selected based on the assessment of the options in terms
of cost and benefit.

The cost/benefit ratio and values of not only the decision-makers but also of the other stakeholders and
possibly the society should be considered. All direct and indirect costs, gains and losses, whether tangible or
intangible, financial or otherwise, should be considered within the established context. Legal and social
responsibility requirements should also be considered in the assessment.

If the budget for risk treatment is constrained, the assessment should be carried out while considering the

king action against the budgetary saving. It also shall be taken into consideration that-i

sevele consequences require treatment actions not justifiable on strictly economic grounds.

The

gffectiveness of each option should be tested by sensitivity analysis.

10.4| Implementation of risk treatment

After[the assessment of options for risk treatment, the most appropriate treatment option shall be
implgmented. Since new risks can be introduced by the risk treatment; they shall be identifig)
treated and monitored.

Several options can be applied in combination.

After|treatment, a decision shall be made on whether to retain the residual risk or repeat the r

procgss.

11 Report

The pssessment of systems involving structures shall produce a report, which shall include
itemq:

a) definition of the system;

b) identified hazard(s);

c) ¢onclusions of therasséssment and acceptable or unacceptable risk for the system;

d) recommendations for risk treatment (cost/benefit consideration);

e) rhonitoring'plan on and around the system;

f)  documented information.

e the cost of
frequent but

selected and
d, assessed,

sk treatment

the following

All of these items shall include sufficient information for decision-makers. The final results shall be translated
into an appropriate form that allows the stakeholders to make decisions within the framework of risk
management.
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Annex A
(informative)

Principles of risk assessment

A.1 Statement of the problem

Risk analyseps are performed in many fields in order to provide input to different decisions ranging from’sjmple
technical proplems to managerial strategy making. The decision-makers and stakeholders vary in numbgr and
degree of knpwledge. The variety of decision situations constitutes a challenge to the risk analyst concgrning
how to repregsent risk in a way that serves the decision-makers and makes risk analysis a useful tool in the
decision-maling process.

It adds to thg complexity that decisions normally are multi-purpose tasks being solved within strict economical
and organizdtional boundaries. In a political setting (where upper-level decisions beleng), the decision-mgking
process is more or less based on negotiation and consensus-seeking processés with agendas that ane not
always supp¢rted by mathematical rationality.

The theoretigal representation of risk, such as the expected value of all dndésirable consequence, can simply
not be a suffjcient answer to decision-makers in complex decision contexts. More information is necessary to
answer questions like the following:

— What grpups of people gain or suffer from the solution?

— Does a probability of 102 fatalities per year imply a high risk?
— Can risk|be reduced: how and to what expense?

— What ar¢ the optional solutions?

The influencg of risk analysis on decisions depends on the credibility of the risk analysis results and] their
relevance tol the decision problem. While characteristics like consistency and transparency contribdte to
credibility, it [s necessary to have knewledge about the analysed system for a relevant risk representatign. To
achieve credibility and relevance-ifnthe risk analysis, it is necessary to establish a common understapding
between the| decision-maker and the analyst at an early stage of the analysis. This understanding should

include the fgllowing:

a) concept|of risk: What aspects of risk are being included? What kind of know|edge
should the analysis be based on?

b) scope of the risk analysis: systems understanding, definition and limitations

c) purpose of the analysis: What are the decision problem and the decision options?

d) risk representation: What is a useful representation of risk to decision-makers and
stakeholders?

e) risk evaluation and decision-making: interpretation of the risk results, evaluation criteria and the role of
the risk analysis in the decision-making

The issues above are epistemologically connected and it is necessary that they be consistent. There is no

sense in discussing risk representation without considering the other issues. This annex elaborates the above
points in order to advise decision-makers and risk analysts on risk communication.
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Concept of risk

Different professional traditions have different conceptions of risk and risk assessment that can lead to
confusion and communication problems. Some concepts of risk are

t

t

he economic risk concept concerning uncertainty of outcome;

he psychological understanding of risk as individual or group perceptions;

the decision-theoretic risk concept based on probabilities and consequences of undesirable events;

The

risk @nalysis: What kind of knowledge provides a credible and relevant base for_ the risk a

nece

Seve
risk,

epist
focus
obse
the d

The 1
can k
and j

for engineering science.

The
is im
cultu
sayr

One

know
1991
scien
resul

s

e societal interpretation of risk as a multi-dimensional problem involving political as well
pects.

oncepts are grounded in different epistemological assumptions that it is necessaty. to clarif
5sary that the analyst and decision-maker agree on this in order to “speak thesame languag

Fal epistemological problems are connected to risk analyses. In addition-te-different professic
here are different opinions on the use of quantitative versus qualitative.data in risk analysis,
emic challenge due to the nature of risk analysis is the time gap between available historical

of the analysis: the future. No one can observe the futufe. How do we use presq
vations to predict the future? The final problem concerning-knowledge being mentioned h
fferent views on the nature of knowledge or epistemological stances.

Wwo main epistemological directions are objectivism apd subjectivism. The objectivists assu
e objectively observed and analysed without being influenced by the analysts' subjective ir
Lidgments. Science is based on the “the principle‘of neutrality”. Objectivism is the epistemc

bubjectivists claim that facts cannot be “objectively” observed as far as someone is observi
possible. The observations are judged'and assigned meaning by the analyst; thus, they a
al constructions. While the relativists*say risk is solely a perception without reality, the co

can “blame” both the relativists and the objectivists for reductionism: the relativists for ov,
ledge that we do have and the objectivists for their naive faith in neutral science. Schrad
suggests a third appfoach, scientific proceduralism, saying that credible knowledge can bq
tific methods and not’by “objective” data. She presents a set of procedural rules to obtain s
s in risk analyses-by, for example, logical argumentation, full disclosure and critical testing.

In th

decagle. One.such framework is the use of Bayesian network models and similar influence diag

engineering-field, more flexible modelling frameworks have received increased attention

as technical

y prior to the
nalysis? It is

e .

nal views on
A significant
data and the
nt and past
ere is that of

me that facts
terpretations
logical basis

ng. Neutrality
e social and
hstructionists

sk is a subjective interpretation of reality. Most social sciences belong to the subjectivist canpp.

brlooking the
er-Frechette,
obtained by
Cientific, valid

over the last
am methods

designed forreasoning with uncertain knowledge. Expert judgment, as well as statistical data, is used to

esti

facto[s-into consideration and treats them in a precise quantitative way (Langseth and Portinale

ate“the parameters in these models. The framework takes performance of human and g

rganizational

2007; Reed

et al.,

2006).

Obviously, the epistemic assumptions influence our approach to risk assessment. Our view on risk determines
the choice of process and method for risk analysis (e.g. an analytical expert analysis versus discursive
processes), sources of knowledge and use of data, treatment of uncertainty and risk representation. To avoid
confusion and disagreement on the format of risk representation, the concept of risk should be discussed and

clarifi

©I1SO
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A.3 Scope of the risk analysis

“Systems thinking” in the risk field is growing. The systems approach can be explained as looking at
connected wholes rather than separate parts. Design in engineering systems is assumed to have a socio-
technical and multi-disciplinary nature and one should attempt a holistic rather than a reductionist thinking by
seeing the big picture of the connectivity among elements (Marashi and Davis, 2006). The classical work of
Charles Perrow on normal accidents theory (Perrow, 1999) in the 1980s and 90s reminds us that systems
thinking about safety is not a new phenomenon.

In a systems approach, safety is regarded as a resulting effect of the complexity in a system with many
interactive and adaptive features. The risk connected to structural elements like roads and buildings is
assessed in relation to their environment and users quigning safe hard- and software in complex systems is

actually aboyt designing safe use rather than designing safe products (Hale et al., 2007).

While the system description should include all relevant risk factors to provide a proper model fof risk
assessment,|it is also necessary to limit the system and confine the analysis.

What is modglled and what is not have to be explicitly identified and described in order t6’assess the validity
of the risk results.

A.4 Purpgse of the risk analysis

Different projects and different phases of a project require different scopes of risk analysis. At the design
stage, the plurpose is typically to select the best solution among options, judge whether the solutipn is
sufficiently safe and optimize it technically. At the operational stage;the scope of risk analysis normally is to
assess safely problems and consider the requirement for risk-mitigation measures. At all levels, different
decision optipns should be established and assessed in order to.eptimize the final solution.

The decision|problem and the purpose of the risk analysis-should be consciously considered and described as
a starting pdint for the analysis. Experience tells that theipurpose of the risk analysis too often is taken for
granted and pot sufficiently oriented toward the specific'decision problem.

Hale et al., 2007, suggest specific risk-management activities within each phase of the design process: Jat an
early stage, fo develop options and select the\best solution with respect to project objectives by perfofming
conceptual risk analysis. The options should be evaluated according to explicit and implied risk criteria.|On a
more detailefl level, the selected solution\should be optimized and judged as to whether the inherent gafety
barriers are adequately implemented by performing risk analysis.

Formulating |different options highlights the differences in risk between possible solutions rather thamp just
judging whether the risk is acceptable or not. Also, in detailed design and in the operation phase, the sojution
can be optinfized by formulating options. A risk analysis without optional decision possibilities is a verifigation
of risk and ngt a tool for improvement.

A.5 Risk ¢valuation and decision-making

“acceptable risk” or number of fatalities. Other kinds of absolute evaluation criteria are technical standards and
legislative and regulatory requirements. Only recently, economy-inspired criteria like cost/benefit and
maximum expected utility considerations have come into focus as a means for more comprehensive risk
evaluation. Risk evaluations are also performed by using qualitative methods such as comparing with “best
practice” and professional judgments.

Absolute criteria benefit from simplicity; they are clear-cut and seemingly easy to use. But while simplifying the
evaluation and decision-making, they do not necessarily lead to a commonly accepted solution. One can
argue that no-one can decide the level of risk that it is necessary for another to accept. Risk perception is not
mathematically rational: for instance most people accept the risk connected to driving a car, but they don't
accept rock falls or fires in tunnels. The degree of controllability and benefits connected to the risk influence
the level of acceptance.
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Neither do F-N criterion lines necessarily lead to optimal solutions. Kroon and Maes, 2007, illustrate the
problem by calculating the risk inherent to seven F-N curves. The inherent risk was seen as strongly
dependent on the shape of the F-N curve. The calculations demonstrate that a certain F-N curve, which is not
acceptable by application of the criterion line, can be much safer than a competing system, which is
acceptable using the criterion line. The use of F-N criteria can, therefore, result in unreasonable decisions,
and they might not be as suitable as they appear for evaluating and comparing risk.

Absolute risk-acceptance criteria can be convenient for decision-makers who want to avoid the responsibility
of taking unpopular or expensive decisions. Blaming the risk analysis for difficult decisions is not unusual and
can be avoided by not making mechanical decisions based on absolute criteria.

—Decisions on

risk should consider all the pros and cons of the decision options, including not doing anything.

gstablishing a common understanding of the risk concept, the scope and purpose of the fisk analysis,
epresentation of risk, risk evaluation and decision-making;

b) generating optional solutions;
c) assessing the options by performing risk analysis;

d) ¢omparing and ranging the options based on explicit_¢riteria such as optimizing utflity or cost-
gffectiveness;

e) discussing whether the selected option is safe enough“the need for technical optimization afd the effects
on other objectives.

Whilg the risk analyst is responsible for steps 3 and 4, the decision-maker is responsible for step 5. The first
two dteps should involve the analyst as well a§)the decision-maker — and preferably also the [stakeholders
and ysers of the analysed system.

© 1SO 2009 — All rights reserved 17


https://standardsiso.com/api/?name=11a10abfc9514fce1eaf8138b4465521

ISO 13824:2009(E)

Annex B
(informative)

Examples of extraordinary events and
exceptional structures for risk assessment

B.1 Extraordinary event

B.1.1 Ane

B.1.2 Exitrd

made events|.

B.1.3 Som
violent winds
debris flow, f

B.1.4 Man
different but
following: se
impact from

ktraordinary event is a very rare event that causes very severe consequences.

ordinary events can be put into two major categories with regard to causes: natural and

e examples of natural extraordinary events are as follows: huge earthquake, tsunami, hurri
torm, extraordinary ocean wave, methane hydrate eruption, volcanic eruption, landslide, sh
pck fall, avalanche, flood, heavy snowstorm, ice accretion, atmospheric.icing, etc.

made extraordinary events can be intentional or unintentional. ‘Causes of these event
consequences can be similar. The examples of man-made~€xtraordinary events includ
vere fire; gas explosion; bomb blast; impact from projectile; vehicle, ship, helicopter or ai
collision of trains or trucks; mining ground deformation;.catastrophic erosion; cardinal h

error; and others.

NOTE1  Sq

human activity.

NOTE2  Sq

B.2 Exce

B.21 An
monuments

B.2.2 An g
important infl

B.3 Situaf

B.3.1 Risk
exceptional s

|

me events that can occur due to natural causes, such as landslides and rock falls, can also be the re

me events, such as erosion, can occur due to natural causes.

tional structure

xceptional structure is one.designed beyond the scope of existing codes, e.g. hisf
hnd super-long-span bridges and roofs.

xceptional structure is one for which the loss of the function has extremely negative and
uences on a community, e.g. nuclear power plants, structures containing highly toxic materiz
ions recommended for risk assessment

assessment is useful in circumstances where extraordinary events can happen d
tructures are considered.

man-

Cane,
allow

are
b the
craft;
iman

Sult of

prical

very
Is.

r/and

B.3.2 Risk assessment is essential where the socially acceptable level of risk to human life and health as
well as to assets, environment and historical heritage can be exceeded.

B.3.3 Some examples of situations recommended for risk assessment are the following:

super-long-span bridges, in particular suspension and cable-stayed bridges, taking into consideration

some possible extraordinary events, such as ship impact from river or canal traffic or from seagoing
vessels; impact from road vehicles, trains, helicopters or aircraft; hurricanes or wind storm; catastrophic
corrosion;

long-span roofs, especially lightweight structures of exhibition, sport and concert halls, stadiums and

courtyards, with regard to one or some of the potential hazardous events, such as extreme snow load,
hurricane or violent windstorm, internal fire, catastrophic corrosion, and cardinal human error;

18
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— nuclear power plants, which are particularly exposed to huge internal explosions and fire, earthquakes,
impact from projectiles, helicopter or aircraft, and terrorist attacks;

— structures containing highly toxic materials and hazardous waste, storage tanks for liquid natural gas,
petroleum and natural-gas transmission pipelines, taking into consideration some possible extraordinary
events, such as earthquake, landslides, mining ground deformations, internal explosion and fire, impact
from projectiles and terrorist attacks;

— major natural and industrial disasters in urban areas, among the most important of which are huge
earthquakes, tsunami, volcanic eruption, flooding from rivers and the sea, hurricanes, and large industrial
accidents from nuclear power plants, large chemical plants and storage structures for highly toxic or

explosive Tmateriats:
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Annex C
(informative)

Techniques for treatment of expert opinions

A risk assessment requires probabilistic information for the quantification of epistemic or aleatory

uncertainties. Such uncertainties are best quantified from analysis of large statistical databases derived from
operating experience and field or experimental studies. However, for many situations, the data can be of

insufficient extent or quality to provide useful and credible quantitative measures for use in a risk assess

In such cas
obtained frorf
heavily, of ¢
however, an

knowledge in some special field. It is necessary to take great care in the selection of €xperts, and at
some of theif

expert is thaf

Winkler et al

literature searches and/or registries of professional organizations, consulting firms, research laborat

government
controversy
step is to in
independent

The criteria fi

awards,

reputatid
nominegq

availabil
understs
impartia

inclusiorn

C.2 An expert opinion has been defined as a “subjective assessment, evaluation, impression or estin

of the quality

evidence of expertise, such as publications, research findings, degrees and certificates, positions
etc.;
n in the scientific community, such"as knowledge of the quality, importance and relevance

s, it is often necessary to rely on the use of expert opinions where quantitative jnformn
h people associated with the parameter being measured can be solicited. Such information
purse, on the expert's experience, knowledge, judgment and communication skill-'In ge
expert can be defined as a very skilful person who has a good deal of training, experienc

opinions should be calibrated against known information. A simple criterion for selection
the person is recognized by others as such.

, 1992, provides the following guidance for selection of experts: Experts can be identified th
agencies and universities. A formal nomination process is~sometimes used, particularly
s possible. The nomination process should be designed.to ‘preclude bias in selection. Th

vite stakeholders and interested parties to nominate ¢experts. The second step is to ug
external selection panel to evaluate the nominees.

pr selection should be specific and documented,_including the following:

's work and ability to judge the issue(s) at stake;

ty and willingness to participate;

nding of the general-problem area;

ity, including thé lack of an economic or personal stake in the potential findings;

of a multiplicity of viewpoints.

or.quantity of something of interest that seems true, valid or probable to the expert's own

ment.
ation
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neral,
b and
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mind”

(Ayyub, 200

\ Tha r\punnr\n 'Fr\r the-matter nF interest /nr |ccucx\ is nﬂ-nn based-on—uhcertain—orincon

information.

plete

It follows that an expert can unlntentlonally provide information that is false. A number of
elicitation and assessment techniques exist that essentially aggregate expert opinions so that a relatively high
degree of “consensus” or consistency among experts is attained.

Expert opinions can be obtained from the following approaches (Ayyub, 2001; Paté-Cornell, 2002):

a)

b)

aggregated individual method: weighted average of expert-provided data;

iterative methods: varying levels of interaction among elicited experts before rendering opinions, followed

by review of results with opportunity for revision of expert opinions. This process is repeated until
complete consensus is achieved. The expert responses are anonymous so that independence of
responses is preserved. Typical methods include

20
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Delphi method,

nominal group technique;

interactive methods: meeting of experts to identify and structure the probabilistic data required;

analytical methods: Bayesian integration of expert opinions based on the confidence of each expert.

C.3 The elicitation of expert opinions can be from personal interview or written questionnaires. The
questions can be qualitative or quantitative in nature, for example, qualitative questions can be used to check
the validity of available pertinent experimental or field data or modelling assumptions. Quantitative questions

can
and

C4
Arith

be tr

the
prob
they

et al.

i
probability distribution type. Such elicitation can be in the form of
absolute probability judgement;

pair comparisons;

fankings;

indirect numerical estimates.

The aggregation of expert opinions is dependent on a_variety of factors (Chhibber ¢
etic and geometric averaging assume that all experts are _equally weighted, which is unlik
e and so can be an unrealistic assumption as this ignores expert biases. Weighting facto
anking of experts or on biases exhibited by the expert by calibrating their responses
bilistic data, can be used. Bayesian methods are often better suited for considering exp
hlso allow for the explicit modelling of dependence among experts. The following is taken
1992:

1

4
[«

p(X|E)=P(X|E)P(X)/K

wherge
P(X) is an analyst's beljef;about the variable quantity, X, before any expert judgment i
him or her;
P(X|E) is the analyst's-belief about the variable quantity, X, after the revelation of expert jud
K is a nofrmalizing constant that ensures that the area enclosed by the posterior distrik
is unity.
This theorem-states that if the analyst's belief about the variable quantity, X, before any exper

revea
her b
diffus

leddochim or her is P(X), then upon the revelation of expert judgment(s), E, the analyst can
elief to obtain P(X|E). If the analyst is unsure about X prior to hearing from the experts,

IaWAY 1aWA IR VAN ]

idence limits

t al., 1992).
ely to always
rs, based on
with known
prt biases as
om Chhibber

(C.1)

5 revealed to

gment, E;
ution P(X|E)
judgment is

revise his or
then P(X) is

Al H> 3 FH Al [ nAH laotal Aot H a1 [l
< aru rurrrnnurirmauve, driu ouU 1 \A |l.4) 1S5 lJ\JIIIpICI.CIy UCLCTTITmmeu Uy 1 \14|A), AloU ANTTUWIT do

he likelihood

function. The likelihood function allows the analyst to calibrate or make corrections for the various biases
present in the experts' subjective probability assessments and also to account for the inter-expert dependence.

The
The
a)

b)

analyst does so by defining the likelihood function.
Bayesian methods, thus, follow two steps.

First, the experts make their judgments, independent of the analyst.

Second, the analyst assesses the likelihood that the experts' judgments, given the known biases of the

experts, are influencing the other experts in the process.
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This gives the analyst the desirable ability to nuance the experts' opinions and give more importance to
experts of his or her choice. See Chhibber et al., 1992; and Winkler and Clemen, 1992, for more details.

The following are example applications of expert opinions:
— seismic-hazard curves (Cummings, 1986);
— seismic-fragility curves (Grossi, 2000);

— seismic-loss models (Kircher et al., 2006);

— unavailapility of fire-suppressant systems (Siu and Apostolakis, 1988);
— human-¢rror probabilities (Kirwin, 1994).
Expert opinigns are subject to a number of issues and problems and so should be used with-caution, however,

Paté-Cornell] 1986, concludes that “experts’ opinions are indispensable given the scarcity-of unquestiohable
data sets”.

22 © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=11a10abfc9514fce1eaf8138b4465521

ISO 13824:2009(E)

Annex D
(informative)

Examples of quantitative risk representation

D.1 Probability distribution of consequences

The probability distribution of consequences is a quantitative representation of the whole profile of a risk,
which is a combination of probability and consequence, as defined in this International~Sfandard. The
probability distribution can be expressed by a cumulative distribution function, CDF. It canlalso e expressed
by a [probability mass function, PMF, when the consequence is a discrete value, orcby*a probgbility density
functjon, PDF, when it is continuous.

A frequent complementary function of the CDF, which is sometimes designatedas a risk curve, i$ to show the
probability of consequences exceeding a defined limit during a referenee period. Figure DJ1 shows an
exan|ple of risk curves representing earthquake and fire risks for a btilding. In Figure D.1, the reference
periof is taken as fifty years and the consequence is represented by a‘damage factor that is defined as the
ratio pf repair cost to replacement cost.

0,1

0,01

0,001

<Y

X damage factor
Y annual frequency of exceeding a defined limit during a period of fifty years

1 curve for earthquake risk
2 curve for fire risk

Figure D.1 — Example of risk curves
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When the number of casualties is taken as representing the consequences, the function is called as an F-N
(frequency and number) curve. Figure D.2 illustrates examples of F-N curves for two fictitious disasters.

Key
X
Y

number o
annual fre

1
2

curve for ¢
probability

Risk matrixe
analyses. Ri
frequencies

probabilities

but are usef
similar tableg
manner.

As an illustrg

Y A
1072
4
1
1073 '/
2
107 \\
10 ' ' >
1 10 100 1000 X

causalities
quency of exceeding the pre-defined limit during a period of fifty years

parthquake risk
of a once-yearly occurrence

Figure D.2—Example of an F-N curve

bk matrixes are based.on the same principle as F-N curves, expressing risk as a combinat
or probabilities @and” consequences. But unlike F-N curves, risk matrixes use intervg
and categories<ofyconsequences. Risk matrixes do not pretend to express the exact level o
Il to highlight«the different contributions to risk from the underlying hazards. Risk matrixe
can be feasible tools during risk meetings aimed at identifying and evaluating hazards in a

tive example, the matrix shown in Flgure D.3 presents the assessors Judgement of probat

and consequ

s and similar tables are.widely used in the less-detailed, semi-quantitative or qualitativg risk

on of
Is of
F risk,
5 and
Hirect

ilities

lours

indicate the levels of rlsk according to the assessors and can be interpreted as levels of the need for risk
reduction measures.

Risk matrixes can be used in preliminary hazard analysis and as a first step in more detailed quantitative
analyses to decide what hazards to elaborate. Risk matrixes can also serve as a secondary, compound
presentation of risk results from detailed analyses to the client or decision-maker. The matrix presents the big
picture and is intuitively easy to understand. The connected assumptions, causal factors and possible risk
mitigation measures should be represented in tables and diagrams, or verbally.
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D.2

For the convenience of risk comparison, a risk‘is'sometimes represented with a scalar.

Tradi
which
cons

ISO 13824:2009(E)

Consequence
Probability
Minor injuries Severe injuries Fatalities
Very high (at least once per year) UE3
High (once in 2 to 9 years) UE2 UE3
Low (once in 10 to 50 years) UE1 UE2
Very low (less than every 50 years) UE1 UE3, UE2

risk mitigation measures not necessary

risk mitigation measures should be considered (as low as reasonably practicable)
risk mitigation measures necessary

Figure D.3 — Example of risk matrix

Cts in addition to the physical, due to the “the dual nature of risk”. The authors introduce n
sent and evaluate risk based on characteristics of the hazards. Additional to “extent of ¢
ability of occurrence”, they suggest measures such as incertitude, \Ubiquity, persistency,
ed effects, violation of equity and potential of mobilization. This Comprehensive risk de
oped by in order to analyse global environmental risks.

lished through power play and negotiation. Risk is about arguments and positions ar
Cted values.

Scalar representation

tionally, one of the most frequently used representations is E(C), the expectation of cg
can be calculated using Equation (D.1) if the consequences are discrete or Equ
bquences are assumed to be«eantinuous:

n
E(C):Zci "D
i=1

b and Renn, 2002, suggest a broad societal representation of risk, including.'social and psychological

ew criteria to
amage” and
reversibility,
scription was

me subjectivists do not make any attempt at all to represent risk. They say that perceptions of risk are

d not about

nsequences,
ption (D.2) if

(D.1)

wherg
7 is thexaumber of assumed consequences;
¢; -is the ith consequence;
p; s the probability of occurrence of the ith consequence.

When only a single consequence is assumed, i.e., i is equal to 1, Equation (D.1) reduces to c¢ times p.

E(C)z J.c-fo(c)dc

©I1SO
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where
c is

Fc(C) is

the consequence;

the probability density function of consequence.

It is recommended to confirm the condition of p; or F-(c) when the expectation is calculated with the equations

above.

Some expectations are used as risk indicators, e.g., the fatal accident rate (FAR) the expected number of
fatalities in the activity per hundred million person-hours, and potential loss of life (PLL) the expected number

of fatalities i

Another typsg
probability o
Representati

consequenceg(s) is obviously determined. This concept is similar to a failure probability fora-limit state us

structural de
to any kind o

On the contr
This concep
design/analy
usually defin
in 50 years is
such as state

4l P TP | :
ic actlvily Udritty UITT ycdarl.

of scalar representation uses one of the two arguments in the CDF of the consequence
[ consequence) as a variable, with the other fixed with respect to the risk-management
pn with a probability can be effective to evaluate a risk when an unacceptable lev

Eign. Namely, it is an expanded concept of failure from a physical phenomenaen; such as coll
f undesirable consequences caused by a structural problem.

ary, the consequence of an occurrence at a specified probability is also used to represent &
t is designated as “value at risk” in the fields of economics*~and finance. For stru
5is, the probable maximum loss, PML, which is one of the commonly used measuremer
bd as the ratio of the maximum loss to the replacement costiat a certain level of probability:
b most widely used. Figure D.4 shows the relationship between a risk curve and the PML de
d above. In this case, PML is estimated as 13 %.

(i.e.,
goal.
el of
edin
apse,

risk.
Ctural
ts, is
10 %
fined

Key

Y A
1
0,1 »
0,01 \
0,001 1° | | | | \ _
0 0,2 0,4 0,6 0,8 1 X

X damage factor
Y probability of exceeding the defined limit during a period of fifty years

a

PLM is eq

26

ual to 0,13.

Figure D.4 — Relationship between risk curve and PML
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Annex E
(informative)

Equations for risk estimation

E.1 General formulation

As aquite general expression for the risk estimation for a time interval, T (e.g. one year or the'lif¢ time), a risk
curvg, P(C > ¢), which is the complementary cumulative distribution function of consequence)€ (3ee Annex D),
is given by Equation (E.1):

N,

H
P(C>c)= Zc Ji1—exp| =3 [ viP(S; 1 Hy)dT |} >c (E.1)
k=11
wherg

) is the designated number of an individual hazard to which the structure is subjected;
k= 1 tO NH’

My is the total number of hazards;

I is the designated number of an individual scenario; i = 1 to Ng;

Ns is the total number of differént scenarios leading to limit states with cprresponding
consequences, C(S;);

(i is the occurrence rate of the kth hazard;

P(S;|H,) is the conditional probability of the ith scenario for the kth hazard.

The expectation of consequence, R, which is one of the most frequently used scalar representptions of risk
(see Annex D), can be expressed as given in Equation (E.2):

R = ER (C)

Ny
= Eg Zc )41-exp —2_[ P(S; | Hy)dT
k=1

T

(E.2)

where Ep, is the expectation over all non-time-invariant variables, like resistance, self-weight and so on.

NOTE 1 Hazards H,, for different values of &, can be of different types, e.g. earthquake and fire, but also of the same
type but different origin, e.g. different earthquake zones.

NOTE 2  P(S;]H;) and C(S;) can be dependent on time.

NOTE 3  For the evaluation of the limit-state probability P(S;]H}), action models, resistance models, and structural as
well as non-structural response analysis are usually required.
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If the exponent is always small compared to unity and frequencies are time-independent, Equation (E.2) can

be simplified

E.2.1 Form

to Equation (E.3):

(viT)P(S; | Hy) C(S;)

When only a
probabilistic

NOTE1  Th

NOTE 2 TH
various hazarg

E.2.2 Exan

E.2.21 Se

In conventio

independentl
is expressed

Vi

single hazard is considered but the occurrence of a certain intensity of hazard is expfesse
manner, Equation (E.3) can be rewritten as Equation (E.4):

et

dy

]P(Si | I =7) dy}

is the conditional probability that the actual damage state, S;, is reached given tha
intensity, 7, is equal to y(fragility curve);

is the probability that the load intensity, y is,exceeded at least once during the
interval, T (hazard curve).

e variable ycan also be a vector.

e formulation on the basis of hazard curves and’fragility curves is less suitable if it is necessary to co
types.

ple of seismic risk estimation

smic hazard curve

hal seismic hazard canalysis, it is assumed that earthquakes occur randomly and statis
y. Then, the probability that the random intensity, 7; at a specific site exceeds a certain val
as given in Equation (E.5):

1_exp[ ]

EivaQk(V)

k=1

—i J.quk(y)dT

k=171

(E.3)

i in a

(E.4)

load

time

mbine

ically
e, ¥

(E.5)

is the number of potential earthquake zones around the site;

respectively, at source £;

is the rate of occurrence of earthquakes with upper and lower bound magnitudes m,, and my,

q; (7) is the probability of 7" > 7, given that an earthquake occurs at source %, and can be expressed as
given by Equation (E.6):

28

myk

%(7’):]‘

mk

J::kP(F > }/im,r)ka (m) fri (r)dmdr
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where
IMk (m) is the probability density function of magnitude, M, of an earthquake occurring at
source k;
JRK (r) is the probability density function of distance, R, having upper and lower values of

Ty and ., respectively, from the site to the rupturing fault at source £;

P(I">y|m,r) isthe probability of ">y given M=mand R=r.

An extension of Equation (E.4) can be necessary when a model uncertainty is included.

The peismic hazard curve is obtained from Equation (E.3) for various values of y Figure E|1 shows an
exaniple of a seismic hazard curve.

Y A

10°

1072 |

1073

XY

0

X maximum velocity,.eXpressed in metres per second
Y apnual probability‘ef exceedance, Py

—J— City’A
----- -- £ cityB

Figure E.1 — Example of a seismic hazard curve
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E.2.2.2 Fragility curve

A fragility curve describes the probability that the actual damage to a structure, D, exceeds a damage criterion,
d;, when the structure is subjected to a specified load intensity,

S
P(S; |F:y):P(Dzdi|F:;/):P(S—d>1,OJ (E.7)
c
where
Se  is thesstructuratcapacity, e-gintersstory driftratioat arcottapse threstotd;

Sq is the structural demand.

Fragility curyes can be derived empirically or by theoretical analysis. Figure E.2 showscan” example] of a
fragility curve for an earthquake, where yrepresents the ground peak velocity.

Y i

0,8 =

02—

Key
X maximum|velocity, expressed in metres per second
Y conditiongl probability

dainage state: collapse

_______ damage state: severe

Figure E.2 — Example of a fragility curve
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Annex F
(informative)

Procedure for the estimation of consequences

General

F.1.1
a de
valug
can

gene

Estimation of consequences represents a systematic procedure to identify and estimate
Cision related to desirable or undesirable events. Consequences can range from positive
s. There can be more than one consequence from a single event. Moreover, some of the ¢
bccur immediately after the event, some of them later after a certain time has*elapse
rally three types of consequences that are identified:

— fatalities and injuries;

gcological effects;

@conomic outcomes.

outcomes of
to negative
bnsequences
. There are

Som¢ consequences, such as political and social damage and.the loss of unique, heritage-relatg¢d items, can

be di

For
cons
and

ficult, even impossible, to quantify appropriately.

he whole procedure of the risk assessment_of“complex engineering systems, the
bquences is often a key, or even the most important, step. To determine the extent of hu
hjuries or ecological effects and economic -eutcomes, the verbal (qualitative, descriptive)

(quantitative) expressions can be used.

Cons
simp
even
“". 8
injuri

F.1.2
unde

A

f

equences are generally multi-dimensional quantities. However, in a particular case,

ified and described by a single indicator, say in terms of a monetary unit. Then the conseqy
s, Eij, can be described by costs components, Cijje where the subscript “jj” denotes event *
Libscript “k” denotes the individual components associated with the number of lost lives, ext

s, ecological effects and(@ecohomic outcomes that are expressed in a certain “currency”.

The following recommendations should be considered when estimating consequences o
sirable events.

A\l consequen¢ées should be related to well defined hazard scenarios and relevant events.

Possible-series of consequences resulting from an event should be taken into account.

stimation of
an fatalities
or numerical

hey can be
ences of the
" of scenario
ent of human

desirable or

I

Mitigation measures applied to reduce or eliminate adverse consequences should be taken iII'ItO account.

F.1.3

Both immediate and later consequences should be considered.

Three optional methods may be applied for the estimation of consequences:

estimation from loss experience;
estimation using models;

estimation based on engineering judgment.

In relevant cases, the options mentioned above may be used simultaneously.

©1S0
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F.2 Consequence estimation from loss experience

Estimation of consequences from loss experience is based on previous knowledge provided by observed
events of relevant buildings or engineering systems. Loss experience used to estimate consequences can be

applicable to

a)
modifica

b)

tion or renovation of an existing system;

estimation for similar administrative buildings;

the specific existing structure and relevant engineering system being studied, e.g. in the case of the

all systems of a common type sharing a common location or owner, e.g. in the case of a fire-risk

c) all syste

for bridg

In each casq
be critically v

F.3 Cons

Estimation o
the system
incentives fq

consequencegs. For example, a model for the evacuation of a building)or a tunnel in case of fire can pr

evidence suf

However, us
case of mod
to a more sp
model (in ter
by the mode

F.4 Estim

Estimation o
range estim

procedure. In the case whererelevant data are nearly or completely non-existent, a risk matrix can be

Estimates of
consecutive
with a specig

Engineering
other proced

ms of a common type up to a national or an international level, e.g. in the case of risk estin
s or power plants.

considered, the relevance and level of available data, their accessibility and magnitude s
erified.

pquence estimation using models

consequences using appropriate models has one important advantage. It provides insigh
being investigated, better understanding of mutual links between system units, and rel
r effective mitigation measures that can be applied {0 “reduce or eliminate unfavol
porting appropriate arrangements and the relevant number of escape routes.
b of models does not entirely remove the requirement for experiential and subjective data.
ecific variable. Thus, the model comprises. a trade-off between advantages of the sophisti

ms of better understanding of the system):and the uncertainty associated with the data reg
(as compared with the uncertainty of data used directly).

ation of consequences:based on engineering judgment

consequences based-on;engineering judgment can result in a point estimate or, preferably
bte. The latter is usually sufficient for use in a risk matrix or other qualitative assess

consequence arethen concentrated into a small number of values. It can be useful to sep
values by one“er two orders of magnitude and to specify the lowest, middle and highest
| meaning;such as fatalities, or environmental or economic loss.

judgment can be made more systematic and consistent through the use of Delphi metho
ures for reducing bias and improving the quality of estimates. These methods consist of a s

ation

hould

t into
bvant
rable
pvide

n the

bls, the estimation of consequences can be less difficult when such a requirement is transferred

cated
uired

,ina
ment
sed.
arate
value

ds or
eries

ns or

of repeated

infnrrngafinne, LSl mlly hy means_of qnnefinnns\irne, of a group of nypnrfe whose npinin

judgments are of interest. After the initial interrogation of each individual, each subsequent interrogation is
accompanied by information regarding the preceding round of replies, usually presented anonymously. The
individual is thus encouraged to reconsider and, if appropriate, to change his previous reply in light of the
replies of other members of the group. After two or three rounds, the group position is determined by

averaging.
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Annex G
(informative)

Examples of measures for risk treatment

Introduction

Ther¢ are four approaches to risk treatment.

f

voidance: aimed at avoiding the risk by not undertaking or discontinuing an activity that c4
i.e., preventing occurrence of hazard). In order to use this approach, it is necessary tq
articular hazards.

eduction: aimed at reducing the likelihood/probability of the hazard and/or)its consequence
educing the likelihood of the hazard does not eliminate the risk if it\issinherent to a partic
ssociated with the structure use.

Transfer: aimed at passing some of the risk to other parties..J{ ¢an be achieved via insurar

[a) partner(s) to share the burden of the risk.

Retention: aimed at accepting the risk and being ready-to*deal with its consequences if the h

The approaches are not mutually exclusive and in most cases their combination can provide the

solut
the n
the p
meas
verifi

G.2

Meas
build
devid
using
struc
bene

G.3

G.3.1

haza

on. Examples illustrating the approaches are given in Clauses G.2 to G.5. It is important
easures for the structural risk treatment should be addressed as part of the initial risk asses|
anning, design and commissioning stages.-Many of the practical engineering or structural 1
ures can be impossible or costly to implement once the structure has been commissioned
pd that measures undertaken against.certain risks do not inadvertently increase others.

Risk avoidance

ures associated with ‘this approach can include changes in the structure site or access t
ng near a seismic\ault or imposing a minimum stand-off distance by placing barriers or
es), or by preventing the use or storage of hazardous substances within or near the struct
natural gas)<Although such measures are often the most simple ones and usually do not r¢
ural engineers' services, it is important to stress that avoiding the risk also prevents
fits associated with it.

A

[«

n generate it
identify the

s if it occurs.
ular process

ce or finding

azard occurs.

most efficient
o stress that
sment during
sk-treatment
It should be

b it (e.g., not
other similar
ure (e.g., not
quire special
chieving the

rd and others that can reduce the consequences in the case that the hazard occurs.

Measures from the first group may include the following:

©1S0

personnel training;
review of structural design specifications and requirements;

quality control at the stages of design and construction;
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— regular inspection of the structure during its service life;

— control for processes associated with the structure use;

— preventative maintenance (e.g., repair, replacement of damaged components);

— strengthening and retrofit of existing structures;

— structural protective measures (e.g., protection of columns);

— non-structural protective measures (e.g., installing a fire sprinkler system);

— improvir]g techniques for structural design, construction and maintenance through research

develop

G.3.2 Mea

ent.

sures from the second group can include the following:

— provisio of evacuation routes;

— training
— respons
— confinen
— limiting t
G.3.3 For
sufficient tim
(Flin, 1996):

— rapid on

— little wari

building occupants on how to behave in emergency situations;
B planning;
nent of the hazard (e.g. the prevention of fire spread by compartmentalization);

he extent of failure (e.g. by robustness-related measures).

and

rfesponse planning, the time frame available for'it is a critical issue. In some cases, thgre is

b to carefully plan the response. However, there are situations that require emergency respq

et of the risk;

hing or preparation time;

— high lev¢l of hazard;

— those re

sponding to the risk ‘are affected by the risk;

— high level of harm, suefiras numbers of casualties or financial loss;

— wide vaijiety of people involved with the response to the risk;

— stage of

development of the risk;

— major risk, one involving high loss of life;

— high demand on the decision-makers;

— limited resources compared to the size of the threat;

— lack of k

nowledge of the situation;

— time of onset, e.g. can be worse at night or during a holiday period;

— aremote or inaccessible location.
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