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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

0.1

General

This document is part of a five-part standard series, published jointly by CEN and ISO through the
Vienna Agreement. In this document, dependency upon any of the other parts of this series is explicitly
stated where it applies.

0.2 Preface

This-deeurmentdefinestheinterfaces by which-ap FHREXTRACTE e ARCHETYPE-oranFHR_AUDIT_
LOG_EXTRACT may be requested and provided.

The scope of this document has been considered carefully in order to achieve several‘objectives:

to specify those interfaces that are unique to the 13606 context, and not todinclude m
health information communication interfaces that might be the scope of other star
specifications;

to specify the interfaces in ways that are compatible with the HISA standard series
all parts);

to specify the interfaces as computational viewpoints, ifivorder to support the wid
engineering viewpoints that might be adopted by individual vendors or eHealth pr
(it should be noted that ISO 13606-1, ISO 13606-2.and ISO 13606-4 define the cor}

bre generic
dards and

ISO 12967

e range of
hgrammes;
‘esponding

information viewpoints, and that ISO 18308 defines:the corresponding enterprise viewpoint);

to construct these interfaces such that they might easily be implemented as specia
standard interfaces within the commonly used engineering languages such as Java, V
dotnet, SOAP, ebXML etc.;

to work through the Joint SDO Initiative and Council on the production of Engineering
Implementation Guides, that will define more specifically how to implement these int
example in HL7 version 3; these guides will be published separately from ISO 13606-3

isations of
sual Basic,

Viewpoint
brfaces, for
, to enable

them to be maintained and updated more frequently (to reflect implementation experiefce) than is

possible for a standards dociiment;

to recognise that EHR(communication will be implemented within a healthcare comn
infrastructure, usually nationally, that will define a generalised approach to mn
complementary aundnecessary services such as patient demographics registries, providet
authentication-and authorisation policies and services etc.; these are therefore not part of
scope of ISO"13606-5 but are referred to as being assumed and necessary complementaf

to requite)an ISO/TS 22600 series (PMAC) compatible architecture or its equivalent will
managing security services, and not to duplicate or conflict with these services in this d

tofurther support the protection of patient privacy by avoiding the need to reveal if an

unications
any other
registries,
the formal
y services;

be used for
bcument;

y EHR data

nas been withheld by the provider when responding to a request;

to enable each interface and term set to be extended locally to cater for specialised circumstances

of EHR communication, in which additional requirements constraints might apply.

This document defines a set of interfaces by which the artefacts defined in ISO 13606-1, ISO 13606-2
and ISO 13606-4 may be requested and provided:

a)

b)

ISO 13606-1 defines a reference model for an EHR_EXTRACT: part or all of the EHR of a subject

of care;

ISO 13606-2 defines an information model for an ARCHETYPE, and optionally a serialised form

represented using Archetype Definition Language;

© IS0 2019 - All rights reserved
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c) ISO 13606-4 defines an EHR_AUDIT_LOG_EXTRACT to communicate the audit log activity history
pertaining to part or all of an EHR.

(ISO 13606-3 defines term lists and reference archetypes, to which a direct interface is not required.
ISO 13606-4 defines an access policy model to which a direct interface is also not required.)

This document defines three interfaces, one for each of a-c above, as a communication between an EHR_
requester (wishing to and authorising the communication of the artefact), an EHR_provider (a repository
service that contains and can return the requested artefact) and an EHR_recipient who is intended and
authorised to receive the artefact (usually but not always the same as the EHR_requester).

document ftherefore specifies only the “payload” information to be communicated at each.interface.
Attributes[such as message identifiers, message time-stamping and message version management|are
normally defined and handled by each kind of transport protocol in particular ways, and this docunjent
therefore does not define its own duplication of this kind of information. It shouldybe noted that|the
EHR_EXTRACT defined in ISO 13606-1, the ARCHETYPE defined in ISO 13606:2, and the EHR_AUDIT_
LOG_EXTRIACT defined in ISO 13606-4 all include time-stamping, authorship-and version managenpent
informatiop of the payload data as part of their information models.

Request acknowledgements and system/communication error messagés are routinely handled by most
engineerinlg transport protocols. It is also not appropriate that this/document duplicates these| An
optional exception is defined to communicate back to the EHR_requester a reason why a requestfhas
been receiyed but refused, if it is legitimate to reveal this withoubbreaching confidentiality.

The EHR_fequester will need to authenticate to the EHR provider in ways that are to be lodally
determinegl, and will present authorisation credentials that are also beyond the scope of this docunjent
but are spé¢cified in the ISO 22600 series (PMAC). It isrecognised that there might be times Whe;;[ an
EHR_requgster wishes the EHR_provider to “send”’-the EHR_EXTRACT to a third party. This docunpent
may be useld within a delegation architecture, in which an EHR_requester acts on behalf of another pqrty,
but the regresentation and communication ofthe hierarchy of authorisations involved in delegatidn is
a matter fdr the privilege management anda¢cess control architecture and does not directly impacft on
this docunient. Alternatively, local arrangements may be made to securely communicate to a third party
a unique reference for any particulartSRECORD_COMPONENT (e.g. for a particular letter or dischgrge
summary, yia the ehr-id and rc_id-of-the COMPOSITION) that the third party is recommended to pnd
has permigsion to access directly, without therefore requiring the use of delegation.
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epidemiology, which require aggregations of individual peeple’s records, are not the fo
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Scope

5 document specifies the information architecture required for interoperable comn

internal architecture or database design of such systems.

he communication is predominantly with respect to that person’s.¢dve.

5 of healthcare records for other purposes such as administration, management, re

ument but such secondary uses could also find the documerit useful.

5 document defines a set of interfaces to request andprovide:

an EHR_EXTRACT for a given subject of care as<defined in ISO 13606-1;

one or more ARCHETYPE(s) as defined in SO 13606-2;

an EHR_AUDIT_LOG_EXTRACT for a given subject of care as defined in ISO 13606-4.

5 document defines the set of interdctions to request each of these artefacts, and to

EH

cerfain selection criteria to bespecified when requesting an EHR_EXTRACT which might als
poplulation queries.

Thif document definesthe Computational Viewpoint for each interface, without specifying or
parficular engineering'approaches to implementing these as messages or as service interfac

Thif document effectively defines the payload to be communicated at each interface. It does
the [particularynformation that different transport protocols will additionally require, nor t
or quthentication procedures that might be agreed between the communicating parties or 1
differentyjurisdictions.

h to the requesting party or to decline the request. An interface to query an EHR or pop
s, for example for clinical atidit or research, are beyond its scope, although provision {

unications

veen systems and services that need or provide EHR data. This document is net intendedl to specify

subject of the record or record extract to be communicated is an individual person, andl the scope

earch and
rus of this

rovide the
ulations of
s made for
o serve for

restricting
S,

hot specify
he security
equired by

2

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 13606-1, Health informatics — Electronic health record communication — Part 1: Reference model

ISO 13606-2, Health informatics — Electronic health record communication — Part 2: Archetype
interchange specification

ISO 13606-4, Health informatics — Electronic health record communication — Part 4: Security

[SO TS 14265, Health Informatics — Classification of purposes for processing personal health information

©IS
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 13606-1, ISO 13606-2,
ISO 13606-4 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

2i:ctronic health record requester

entity initlating a request for electronic health record communication to take place between an
electronic health record provider and an electronic health record recipient

3.2

electronidhealth record recipient

entity to whom electronic health record data is communicated by an electronic health record provifler
4 Abbreviations

For the puiposes of this document, the following abbreviations applyx

CORBA Common Object Request Broker Architecture

ebXML Electronic Business XML

EDIFACT Electronic Data Interchange For AdminiStration, Commerce and Transport
EHR Electronic Health Record

EU European Union

GP General Practitioner

HISA Health Information(Systems Architecture

HL7 Health Level Seven

ISO Internatidgnmal Organization for Standardization

PMAC Privilege Management and Access Control

RMI Remote Method Invocation

SDO Standards Development Organisation

SOAP Simple Object Access Protocol

UML Unified Modelling Language

XML Extensible Mark-up Language

5 Conformance

51 A message or service interface that serves to request part or all of the Electronic Health Record
(EHR) of a subject of care shall include all of the information specified as mandatory in 7.1, and shall
include any of the information specified as optional in 7.1. An EHR_provider shall be able to receive

2 © IS0 2019 - All rights reserved
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and process all of the mandatory and optional parameters in the request. The provision of an EHR_
EXTRACT in response to this request, or the refusal to do so, shall conform to 7.1.

5.2 A message or service interface that serves to request one or more Archetypes shall include all
of the information specified as mandatory in 7.2, and shall include any of the information specified as
optional in 7Z.2. An EHR_provider shall be able to receive and process all of the mandatory and optional
parameters in the request. The provision of ARCHETYPES in response to this request, or the refusal to
do so, shall conform to 7.2.

5.3 A message or service interface that serves to request part or all of the Audit Log pertaining to
an Electronic Health Record (EHR) of a subject of care shall include all of the information specified as
mandatory in 7.3, and shall include any of the information specified as optional in 7.3. An EHR_provider
shal|l be able to receive and process all of the mandatory and optional parameters in the ri{;uest. The
proyision of an EHR_AUDIT_LOG_EXTRACT in response to this request, or the refusal'to ¢lo so, shall
conform to 7.3.

5.4 The information specified in 7.1 to 7.3 shall be included as parameters;arguments ¢r message

seg
The
suc

ments within the communications artefact, as appropriate to the engiheering paradig
se interfaces can be locally extended to include additional information that is locally re
n extensions cannot be mandated outside of the jurisdiction in which-they have been agr

m adopted.
levant, but
ped.

6 |Interactions

6.1| Introduction

The five parts of ISO 13606 define the way in which.the/following may be communicated:
part or all of the EHR (an EHR_EXTRACT, as defined in ISO 13606-1);
an Archetype (an ARCHETYPE, as definedin ISO 13606-2);

an Audit Log (an EHR_AUDIT_LOG_EXTRACT, as defined in ISO 13606-4).

ISO| 13606-1, ISO 13606-2, ISO 18606-3 and ISO 13606-4 specify the information npodels and
terminology that together define the Information Viewpoint for EHR communication. Thi§ document
defines the set of communications interfaces (the Computational Viewpoint).

This Computational Viewpoint is deliberately expressed in a way that is generic to the ma
Endineering Viewpoint-approaches that might be used to implement these interfaces, for e
megsages or servicés;using standards such as HL7 v3, EDIFACT, ebXML, Java, CORBA, SOA
document is also-generic in terms of the user interaction scenarios it formally supports. Ther
use|cases in health care that require the communication (or sharing) of EHR data, which
many differént' kinds of actor (e.g. healthcare professionals, patients, families and carers,
res¢archefsand legal representatives) and system (e.g. clinical application, hand-held applig
systems. decision support, reporting, security or audit systems). The communication can
withior between organisations, or across a health care network.

hy possible
kample via
P etc. This
e are many
an involve
managers,
ation, EHR
take place

Several examples of these use cases are listed below.

A clinician looking after a subject of care in a district hospital wishing to read any recent COMPOSITIONS
in the EHR system of the subject’s GP; in this case the parameters in the request will include a date range.

A GP looking after a subject of care wishing to read any COMPOSITIONS documenting recent progress
made in the management of the subject’s cancer care in the EHR system of the local hospital; in this case
the parameters in the request will include a date range and could specify the inclusion of certain kinds
of clinical entry through the inclusion of certain archetypes (using the archetype_ids parameter).

An emergency triage nurse wishing to identify all medications prescribed to the subject of care over
the past year right across the health system by requesting EHR_EXTRACT(S) that contain medication
entries from a national EHR repository or national virtual EHR.

© IS0 2019 - All rights reserved
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A GP retrieving the full EHR for a subject of care held in the EHR system of another GP (including all
versions of each COMPOSITION) in order to effect a complete transfer of care between the GPs.

A physiotherapist wishing to retrieve a COMPOSITION (not held locally) that is the target of a LINK
within a COMPOSITION already held locally in the EHR system, for example to the consultation that
was the presentation of an injury that triggered the physiotherapy referral; the request will include a
specific rc_id as the value of the rc_ids parameter.

A clinical system administrator who has been asked to develop a new screen and reports for the
management of diabetic ketoacidosis, wishing to request and download the most recent archetypes
for representing this information from the certified archetype repository maintained by a national
diabetes professional organisation.

A subject df care who is also a member of staff at a hospital, wishing to examine the audit Jeg of their
recent in-patient stay to see who has accessed their EHR.

All of thes¢ scenarios have in common that EHR data (an EHR Extract, an Archetype©r-an Audit l}og)
are being requested by one process and provided by another process, or the requestmay be declined. In
this docunient, the party or service making the requestis termed the EHR_requester,the party or seryice
with capaljility to provide EHR data of a kind defined by this document is termed the EHR_provider,
the party ¢r service who will receive the data is termed the EHR_recipient. Although many diffefent
concrete s¢enarios will exist for EHR Communication, at a logical level theycan all be subsumed by|the
following ipteraction diagram (see Figure 1).

4 © IS0 2019 - All rights reserved
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EHR _provider

OR
Request ARCHETYPES

In d
tak

Thd
dire
sery

OR

Request EHR_AUDIT_LOG_EXTRACT

v

EHR recipient

Reject_exception

A

OR

Return_value_EHR_EXTRACT

OR
Return_value AREHETYPES

) S

A

OR
Return_value:EHR_AUDIT_LOG_EXTRACT

A

document

en that are beyond the scope of this document.

nee

rder to implement and operationalise these interactions, several additional steps will

Figure 1 — Interaction Diagram to depict the set of interfaces that are in scope for this

need to be

EHR_provider will need to be located, and the services it supports established, via 4 published
ctorypservice locator or through prior knowledge of the EHR_requester. Once located the relevant
Fice ‘interfaces needs to be accessible to the communicating parties (e.g. relevant aut

Torizations

ta be in place)
Ir J

The authentication and authorisations (privileges) of the EHR_requester will need to be known in
advance by the EHR_provider or the latter will require access to a means of verifying these at the time
of the request.

Any more detailed security policies and security measures that are necessary to comply with
organisational, professional or jurisdictional regulations will need to be in place to support the
communication.

Certain identifiers used in the request, such as that for the subject of care, will need to be agreed in
advance or be capable of de-referencing to demographic traits or cross-referencing to alternative
identifiers at the time of the request.

© IS0 2019 - All rights reserved
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This document supports the communication of only a small set of high-level reasons why an EHR_
provider is refusing a request, in order to minimise the risk that confidentiality is breached. It might be
agreed locally to provide additional information in certain circumstances.

Notifications, triggers or conditional situations in which EHR data is “pushed” to a party by an EHR_
provider, such as via delegation or an updating service, are not the direct scope of this document but
this document can be used within such architectures.

It is not the scope of this document to direct the choices of engineering approaches and communications
protocols to be used for EHR Communication, or which should be supported by particular components,
or which should adopted within an EHR-sharing community.

7 Inter

7.1 Inte

Purpose

This interf
from a ser
EHR_reque
service exf

Descriptid

This interf]
define as

EXTRACT. [Constraints on the desired record data may be\provided, such as a date interval, a speci
list of ArcHetypes to be included etc. If multiple constfaints are specified, the provided artefacts s
conform tqg all of the constraints. (i.e. to their intersection).

The subjecf of care to whom the EHR_EXTRACT:is to relate shall be specified. This document does
specify how the EHR_requester and EHR_provider are to agree on a common demographic identifie
the subjecf of care, or how or if they shouldcarry out any demographic trait matching prior to invol
this interfdce. These issues do, however,need to be addressed when this interface is used.

The securi
requester
been agree
security pc
ISO 22600
exchange g

Function I

faces

rface: REQUEST_EHR_EXTRACT

ace is to be used in order to request a specific EHR_EXTRACT (as.defined in ISO 1360
vice that is expected to be in a position to provide it. The requesting service is called
ster, the service expected to provide the EHR_EXTRACT is called the EHR_provider, and
ected to receive the EHR_EXTRACT is called the EHR_recipiént.

n

hce specifies the information that shall or may be provided by an EHR_requester in ordd
ecisely as possible the EHR data that the EHR :provider is asked to include within an E

y policies that apply to this request, including the authorisations pertaining to the E
hind any specific con§ents that have been granted for this particular request, need to N
d in advance, or communicated in parallel to this request. The explicit communicatio
licies is beyond.the scope of this document, but is the scope of, ISO 22600-1, ISO 22600-2
3. It is assumed’and required by this document that such mechanisms are provided for]
f (or commion'access to) any necessary policies.

ist

H-1)
the
the

r to
HR _
fied
hall

not
for
(ing

HR_
ave
h of
and
the

REQUEST_

FHBR _EXTRACT: to be transmitted by the EHR_requester to the EHR_provider to make

the

request.

REJECT_EXCEPTION: to be transmitted by the EHR_provider to the EHR_requester to indicate the
reason why the requested EHR_EXTRACT will not be provided, if it is appropriate for this information
to be communicated. This may be implemented as a specialisation of the Exception-handling approach

of any part

icular engineering transport protocol.

RETURN_VALUE_EHR_EXTRACT: to be transmitted by the EHR_provider to the EHR_recipient to
provide the requested EHR_EXTRACT. This may be implemented as a specialisation of the Return-
Value-handling approach of any particular engineering transport protocol.

© ISO 2019 - All rights rese

rved


https://standardsiso.com/api/?name=d9231aa70ac3518adf19de575e7751fd

Function: REQUEST_EHR_EXTRACT

ISO 13606-5:2019(E)

Parameter name

Description

Mandatory
or Optional

Parameter
type

Default
value (if
applicable)

request_id

An optional identifier provided by the EHR_
requester, and to be included in the response,
in order to permit the EHR_requester and/
or EHR _recipient to match request and
response. This is optional as many transmis-
sion protocols do not require it.

Optional

String

subjject_of_care_id

The unique identifier by which the subject
of care, for whom an EHR_EXTRACT is being
requested, can be recognised by the EHR _re-
quester and can be also be recognised by the
EHR_provider

Mandatory

puilpose

An indicator of the purpose of this, to be
expressed using any standard terminology
(Term list defined in 7.4)

Optional

CS

rc_|ds

A set of RECORD_COMPONENT rc_ids that
are explicitly requested to be included in an
EHR_EXTRACT.

(The resulting EHR_EXTRACT might contain
such additional RECORD_COMPONENTS

as are required to conform to ISO 13606~
such as the COMPOSITIONS that congain the
requested RECORD_COMPONENTS)

Optiondl

set of I1

timle_period

The date interval or time interval for which
EHR data are requested

Optional

interval of TS

mak_sensitivity

The maximum value for the RECORD_COM-
PONENT attribute sensitivity, for all RE-
CORD_COMPONENTS)in the EHR_EXTRACT
thatis requested (any parts of the EHR data
marked as being of greater sensitivity are to
be excluded)

Optional

Integer

—_—

all_versions

If Truesitis'requested that all versions of
each-COMPOSITION held by the EHR_pro-
viderare included in the EHR_EXTRACT. If
False, only the most recent version of each is
t0 be included

Optional

Boolean

False

muftimedia_included

If True, all multimedia (encapsulated) data
values are to be included in the EHR_EX-
TRACT. If False, these data values are to
be removed before communicating the
EHR_EXTRACT

Optional

Boolean

Trpe

archetype_ids

Asetof Archetypedentifrersthatare
requested explicitly to be included in the
EHR_EXTRACT, to which the archetype_id
attribute of relevant RECORD_COMPONENTSs
correspond.

(The resulting EHR_EXTRACT might contain
such additional RECORD_COMPONENTS

as are required to conform to ISO 13606-1
such as the COMPOSITIONS that contain the
requested RECORD_COMPONENTS)

o . }
Optromar

fry
SCLUI'IT
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REJECT_EXCEPTION

. Mandatory or Parameter
Parameter name Description .
Optional type
request_id To be included if this parameter was given a value|Optional String
in the request
reason A reason for rejection other than a technical or com- | Optional CS
munications error
(Term list defined in 7.4)
RETURN_TALUE_EHR_EXTRACT
Parame]er name Description Manda!tory o' | parameter type
Optional
request_id To be included if this parameter was given a Optional String
value in the request
ehr_extract An EHR_EXTRACT as defined in ISO 13606-1 that | Mandatory one EHR extrac
corresponds to the specification provided in the
request, but which might have been filtered to
exclude data that the EHR_recipient is not per-
mitted to access
NOTE: it will not normally be permitted to de-
clare if such a filter has been applied, and if data
has been withheld as a result
7.2 Interface: REQUEST_ARCHETYPES

Purpose

This interf
from a ser
the EHR_r¢
might be a
expected t

Descriptid

This interf
set of Arch
permits th|
be selected
to all of thg

No specifi

hce is to be used in order to request one’or more ARCHETYPES (as defined in ISO 1360

bquester, the service expected toprovide the ARCHETYPES is called the EHR_provider.
h Archetype Repository service of an EHR system that incorporates Archetypes. The ser
b receive the ARCHETYPES s\called the EHR _recipient.

n

hce specifies the information that shall be provided by an EHR_requester in order to defi
btypes that the EHR _provider is asked to provide to the EHR_recipient. The request inter
e EHR _requester to provide a series of descriptors by which appropriate archetypes m
from a repgsitory. If multiple constraints are specified, the provided artefacts shall conf
constraints. (i.e. to their intersection).

provisions for security are defined in this interface. Although most Archetypes wil

public domy

dinmy some might be restricted for access and use within a health system or jurisdictio

5-2)

vice that is expected to be in a posifion to provide them. The requesting service is callled

[his
Vice

he a
face
ght
brm

be
h or

private health system. Furthermore, some security measures might be used within this communica

tion

in order to guarantee the authenticity and integrity of the requested Archetypes. These issues are left
for local policy and implementation.

Function List

REQUEST_ARCHETYPES: to be transmitted by the EHR_requester to the EHR_provider to make the

request.

REJECT_EXCEPTION: to be transmitted by the EHR_provider to the EHR_requester to indicate the reason
why the requested ARCHETYPES will not be provided, perhaps because such content does not exist or
the EHR_requester is not authorised to access them. This may be implemented as a specialisation of the
Exception-handling approach of any particular engineering transport protocol.
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RETURN_VALUE_ARCHETYPES: to be transmitted by the EHR_provider to the EHR_recipient to provide
the requested ARCHETYPES. This may be implemented as a specialisation of the Return-Value-handling
approach of any particular engineering transport protocol.

Function: REQUEST_ARCHETYPES

- Mandatory or
Parameter name Description Optional Parameter type
request_id An optional identifier provided by the EHR_re- |Optional String
quester, and to be included in the response,
in order to permit the EHR _requester and/or
EHR _recipient to match request and response.
This is optional as many transmission protocols
do not require it
archetype_ids A set of Archetypes that is requested explicitly |Optional set of 11
to be provided
confcept A coded representation to which the root Optional Ccv
concept of the requested Archetypes should
correspond
specialisations Any Archetypes that are a specialisation of the |Optional 11
Archetype identified by this attribute value
parent_of The Archetype that is the parent Archetypetoe! |Optional 11
the Archetype identified by this attribute-value
terpinology_available | Archetypes for which a term binding e%ists to Optional String
the terminology identified by this atttibute value
language_available Archetypes for which a languagetranslation Optional String
exists to the terminology identified by this
attribute value
REJECT_EXCEPTION
- Mandatory or
Parameter name Description Optional Datgq type
request_id To be included if this parameter was given a value |Optional String
in the request
reagon A reason for rejection other than a technical or|Optional CS
communications error, such as there being no
Atchetypes that correspond to the requested
constraints, etc.
(Term list defined in 7.4)
RETURN_VALUE_ARCHETYPES
L Mandatory or |
Parameter name Description Optional Parameter type
request_id To be included if this parameter was given a Optional String
value in the request
archetypes A set of ARCHETYPE instances that correspond |Mandatory one or more arche-
to the request constraints type instances

7.3 Interface: REQUEST_EHR_AUDIT_LOG_EXTRACT

Purpose

This interface is to be used in order to request a specific EHR_AUDIT_LOG_EXTRACT (as defined in
ISO 13606-4) from a service that is expected to be in a position to provide it. The requesting service is
called the EHR_requester, the service expected to provide the EHR_AUDIT_LOG_EXTRACT is called the

© IS0 2019 - All rights reserved 9
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EHR_provider and the service expected to receive the EHR_AUDIT_LOG_EXTRACT is called the EHR_

recipient.

Description

This interface specifies the information that shall be provided by an EHR_requester in order to define
as precisely as possible the Audit Log data that the EHR_provider is asked to include within an EHR_
AUDIT_LOG_EXTRACT. If multiple constraints are specified, the provided artefacts shall conform to all
of the constraints. (i.e. to their intersection).

The subject of care to whom the EHR_EXTRACT is to relate shall be specified. This document does not

SpECify hoywTthe EH R_requester and EH R_prov1der are to dagree on a common aemograplilc Tdentifie]

the subject
this interfz

The securilty policies that apply to this request, including the authorisations pertaining to the E

requester

been agree
security pg
ISO 22600

of care, or how or if they should carry out any demographic trait matching prior to invol
ce. These issues do, however, need to be addressed when this interface is used.

hind any specific consents that have been granted for this particular requést;, need to h
d in advance, or communicated in parallel to this request. The explicit-témmunicatio
licies is beyond the scope of this document, but is the scope of ISO 22600-1, ISO 22600-2
3. It is assumed and required by this document that such mechanisms are provided forj

exchange df (or common access to) any necessary policies.

Function List

REQUEST_EHR_AUDIT_LOG_EXTRACT: to be transmitted by the EHR_requester to the EHR_provide
make the request.

REJECT_EXCEPTION: to be transmitted by the EHR_providéer to the EHR_requester to indicate
reason wgrr the requested EHR_AUDIT_LOG_EXTRACT will not be provided, if it is appropriate
this infornjation to be communicated. This may be implemented as a specialisation of the Except

for
(ing

HR_
ave
h of
and
the

rto

the
for
on-

handling approach of any particular engineering transport protocol.
RETURN_VALUE_EHR_AUDIT_LOG_EXTRACT: «to be transmitted by the EHR_provider to the EHR_
recipient fo provide the requested EHR_AUDIT _LOG_EXTRACT. This may be implemented gs a
specialisatjon of the Return-Value-handling approach of any particular engineering transport protdcol.
Function: REQUEST_EHR_AUDIT_LOG:EXTRACT
Default
Parametef name Description Ma(;l da!tory or| Parameter value (if
ptional type .
applicable)
request_id An optional identifier provided by the EHR_ |Optional String
requéster, and to be included in the response,
imorder to permit the EHR_requester and/
o EHR _recipient to match request and
response. This is optional as many transmis-
sion protocols do not require it.
subject_of_care_taTThe umnique tdemntifter by witicir the subject Mamdatory it
of care, for whom an EHR_AUDIT_LOG_EX-
TRACT is being requested, can be recognised
by the EHR_requester and can be also be
recognised by the EHR_provider
time_period The date or time interval that Audit Logac- |Optional interval of TS
tivity is requested to cover (periods of access
to the EHR data)
rc_ids An explicit set of RECORD_COMPONENTS for |Optional set of I1
which Audit Log activity is requested
10 © IS0 2019 - All rights reserved
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