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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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dition of ISO 13606-4 cancels and replaces the first edition of ISO/TS 13606-4:2009, which

chnically revised. The main changes.compared to the previous edition are as follows:
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e rules for using this vecabulary now state that jurisdictions can nominate alternative
pcialisations of theseitérms if needed.
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cess policy,.model now also permits jurisdictional alternative terms to be used wlj
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communication of EHR information and audit log information. It therefore includes information
about the EHR extract or the audit log extract being communicated, which is beyond the scope of
ISO 27789.

Alist of all parts in the ISO 13606 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

0.1 General

This document, is part of a five-part standard series, published jointly by CEN and ISO through the
Vienna Agreement. In this document, dependency upon any of the other parts of this series is explicitly
stated where it applies.

0.2 Challenge addressed by this document

Th rHHEateR—o orie—hes oF€ i—whole—er—i—part—within—and across
orgf nal boundaries, and sometimes across national borders, is challenging from|a security
perppective. Health records should be created, processed and managed in ways hat pssure the
confidentiality of their contents and legitimate control by patients in how they are used. Around the

dyrfamic nature of the set of persons with legitimate duty of care towards the patient thrgugh his or
her|lifetime. The access control list will ideally alsé‘include those persons who have pertissions to
access the data for reasons other than a duty of cate (such as health service management, epjdemiology
and| public health, consented research) but exélude any information that they do not neefl to see or
which the patient feels is too personal for them to access. On the opposite side, the labelling py patients
or their representatives of information aspersonal or private should ideally not hamper[those who
legitimately need to see the information in an emergency, nor accidentally result in gengine health
car¢ providers having such a filtefed perspective that they are misled into managing the patient
inappropriately. Patients' views pn the inherent sensitivityl) of entries in their health record|can evolve
ovel time, as their personal health anxieties alter or as societal attitudes to health problems change.
Pat]ents might wish to offer-seme heterogeneous levels of access to family, friends, carers anfd members
of their community. Families’might wish to provide a means by which they are able to accgss parts of
each other’s records (butniot necessarily to equal extents) in order to monitor the progress gf inherited
congditions within a family tree.

Such a set of reqUiréments is arguably more extensive than that required of the data controllers in most
other industry\sectors. It is in practice made extremely complex by:

— |the large number of health record entries made on a patient during the course of modern health care;

— |the large number of health care personnel, often rotating through posts, who might jpotentially
come into contact with a patient at any one time;

— the large number of organisations with which a patient might come into contact during his or her
lifetime;

— the difficulty (for a patient or for anyone else) of classifying in a standardized way how sensitive a
record entry might be;

— the difficulty of determining how important a single health record entry might be to the future care
of a patient, and to which classes of user;

1) The term sensitivity is widely used in the security domain for a broad range of safeguards and controls, but in
this document the term refers only to access controls.
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— the logically indelible nature of the EHR and the need for revisions to access permissions to be
rigorously managed in the same way as revisions to the EHR entries themselves;

— the need to determine appropriate access very rapidly, in real time, and potentially in a distributed
computing environment;

— the high level of concern expressed by a growing minority of patients to have their consent for
disclosure recorded and respected;

— thelowlevel of concern the majority of patients have about these requirements, which has historically
limited the priority and investment committed to tackling this aspect of EHR communications.

interoperable EHRs, and seamless communication of EHR data between health/)¢are
providers, the negotiation required to determine if a given requester for EHR data should be pérmitted

managing human decisions for all or most record communications would obviate any value'in striying

The main principles of the approach to standards development in the area of EHR communicatjons
access confrol are to match the characteristics and parameters of a request to the EHR provider’s
policies, and to any access control or consent declarations within the specified EHR, to mainfain
appropriate evidence of the disclosure, and to make this capable of automated processing. In practice,
in progress to develop international standards for definifig access control and privilege
t systems that would be capable of computer-to-computer)negotiation. However, this ltind
of work is predicated upon health services agreeing a mutually consistent framework for defining|the
privileges they wish to assign to staff, and the spectrum of sensitivity they offer for patients to define
within thefr EHRs. This requires consistency in the way the relevant information is expressed, to make
this sensiblly scalable at definition-time (when new EHR entries are being added), at run-time (when
a whole EHR is being retrieved or queried), and durable‘over a patient’s lifetime. It is also important
to recognife that, for the foreseeable future, diversity'will continue to exist between countries on|the
specific approaches to securing EHR communicatipns, including differing legislation, and that a highly
prescriptiye approach to standardization is not presently possible.

This docurhent therefore does not prescribe-the access rules themselves. It does not specify who shquld
have accesp to what and by means of which'security mechanisms; these need to be determined by @iser
communities, national guidelines and«legislation. However, it does define a basic framework that|can
be used as|a minimum specification _of EHR access policy, and a richer generic representation for|the
communication of more fine-grained detailed policy information. This framework complements|the
overall architecture defined in 1SO 13606-1, and defines specific information structures that are tp be
communicated as part of anNEHR_EXTRACT defined in ISO 13606-1. Some of the kinds of agreenjent
necessary [or the securityzef EHR communication are inevitably outside the scope of this document,
and are coyered more extensively in [SO 22600 (Privilege Management and Access Control).

It should b¢ noted that there are a number of explicit and implicit dependencies on use of other standdrds
alongside this document, for overall cohesion of an interoperable information security deployment. In
addition to agreement about the complete range of appropriate standards, a relevant assurance regime
would be required (which is beyond the scope of this document)

0.3 Communication scenarios
0.3.1 Data flows

The interfaces and message models required to support EHR communication are the subject of
ISO 13606-5. The description here is an overview of the communications process in order to show the
interactions for which security features are needed. Figure 1 illustrates the key data flows and scenarios
that need to be considered by this document. For each key data flow there will be an acknowledgement
response, and optionally a rejection may be returned instead of the requested data.
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EHR EHR EHR Audit
Requester Provider server Log

request EHR_EXTRACT

| < — i create audit log entry
acknowledge request H :

- : make access decision,
EHR : filter EHR if necessary
Recipient :

provide EHR_EXTRACT

deny EHR_EXTRACT

acknowledge data/denial

create audit{logentry

Audit log
Reviewer

request qudit log view

create audit log entry

extractaudit log, filter if necessary

provide audit log view

deny audit log view

acknowlege data/denial .
H create audit log entry :

Figure 1 — Principal data flows and seg¢urity-related business processes covered by this
document

Theg EHR Requester, EHR Recipient and Audit Log Reviewer might be healthcare profesdionals, the
patlent, a legal representative or another party with sufficient authorization to access [healthcare
infqgrmation. Both the EHR_EXTRACT and the audit log, if provided, might need to be filteffed to limit
the|disclosure to match theprivileges of the recipient. This aspect of access control is discusfed later in
thig introduction (all parties’shown here will need to maintain an audit log, not just the EHR Provider.
However, for readability the other audit log processes are not shown or described here).

The following subclauses describe each data flow in Figure 1.
0.3{2 RequestEHR data

Thip interaction is not always required (for example, EHR data might be pushed from Rrovider to
Reciipient'as in the case of a discharge summary). The request interface needs to include § sufficient
profileof the Requester to enable the EHR Provider to be in a position to make an access dlecision, to
populate an audit log, and provide the appropriate data to the intended Recipient. In some cases the
EHR Requester might not be the same party as the EHR Recipient - for example a software agent might
trigger a notification containing EHR data to be sent to a healthcare professional. In such cases it is the
EHR Recipient’s credentials that will principally determine the access decision to be made.

An EHR request might need to include or reference consents for access and mandates for care, for
example by providing some form of explicit consent from the patient, or a care mandate.

The negotiation between Requester and Provider of EHR data will increasingly be automated, and
the information included in this interaction should be sufficient to enable a fully computerised policy
negotiation.

The requirements for this interaction will be reflected in the REQUEST_EHR_EXTRACT interface model
defined in ISO 13606-5.
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0.3.3 Generate EHR access log entry

This is assumed practice in any EHR system, but it is not specified as a normative interface because of
the diverse approaches and capabilities in present-day systems. The internal audit systems within any
EHR system are not required to be interoperable except in support of the model defined in Clause 8 of
this document and the corresponding interface defined in ISO 13606-5.

0.3.4 Ack

nowledge receipt of the EHR request

No healthcare-specific security considerations.

0.3.5 Malke-aceessdeecision;filterFHRdatg4—————@8M8M89 MMM

When prog
EHR itself
EHR. This

potentially

A decision
and Recipi
denying ac

This docuinent however does define an overall framework for representing in an interoperable

the access
These mig]
integrated

This acces§
0.3.6 Den

If the acces

suitable sef

given does
existence d

No healthc
0.3.7 Pro

It should b,
provision (
the provid

The EHR_H

interface njodel defined in ISO 13606-5.

The EHR_E

essing the EHR request, policies pertaining to the EHR Provider and access policies‘in
all need to be taken into account in determining what data are extracted from' the ta

deriving from national, regional, organisation-specific, professional and otherlegislatio

to filter the EHR data on the basis of its sensitivity and the privileges of the EHR Reque
bnt will need to conform to relevant policies and might need to balance the clinical risK
cess to information with the medico-legal risks of releasing inforniation.

within a policy server linked to the EHR server.
decision is discussed in more detail in Clause 7.
y provision of the EHR_EXTRACT

s decision is to decline, a coarse-grained setof reasons needs to be defined in order to frar
of responses from the EHR Provider. However, it is important that the denial and any red

ould itself be damaging to a patient:

hre-specific security considerations- the interface model is defined in ISO 13606-5.

yide the EHR_EXTRACT

e noted that the EHR-Recipient need not be the same as an EHR Requester, and indeed
b1 as part of shiaved care pathway or to add new data to an existing EHR.

XTRACTAs(required to conform to the Reference Model defined in ISO 13606-1, and to

XTRACT sh include or reference any relevant access p011c1es represented 1n conforma

the
rget

document cannot dictate the overall set of policies that might influence the EHR Provider,

1.

ster
s of

vay

policies that might relate to any particular EHR, authored /by the patient or representatiyes.
it not be stored in the physical EHR system in this way;{hey might instead, for examplg,

be

e a
son

not imply to the recipient that the requested EHR data does exist - even the disclosure of its

the

f an EHR need nothave been triggered by a request. It might instead have been initiatedl by

the

with this d

may only be referenced if the EHR rec1p1ent is known to have dlrect access to the same 1nf0rmat10n by
another means.

0.3.8 Ack

nowledge receipt of EHR_EXTRACT

No healthcare-specific security considerations.

0.3.9 Gen

erate EHR access log entry

As described in 0.3.3.

0.3.10 Re

viii

quest EHR access log view
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This is now considered to be desirable practice, to enable a patient to discover who has accessed part
or all of his/her EHR in an information-sharing environment. The scope of this interface, as defined in
this document, is to request a view of the audit log that informs the recipient about who has accessed
what parts of his or her EHR within a given EHR system, and when. This interface is not intended to
support situations where a full inspection of an audit log is required for legal purposes or for other
investigations. This interface is discussed in Clause 6.

The interface model is defined in ISO 13606-5.

0.3.11 Generate EHR access log entry

As {lescribed 1n U.3-3-
0.3]12 Provide EHR access log view

Thif is desirable practice, and requires an interoperable representation of such\dn entry (or set of
entries). This interface is discussed in Clause 6.

form, the presentation of an audit log view to a patient or to a healthcare professional might require
that some entries are filtered out (such as those referring to EHR ddta to which the patiefpt does not
havg access).

Altlhough a legal investigation will require that an audit log is provided inra-¢omplete and %nmodified

The interface model is defined in ISO 13606-5.
0.3{13 Deny EHR access log view

If the request is not to be met, a coarse-grained set>of reasons needs to be defined. However, it is
important that the denial and any reason given does.not imply to the recipient that the reqyested EHR
data does exist - even the disclosure of its existenee could itself be damaging to a patient.

No healthcare-specific security considerations- the interface model is defined in ISO 1360645.
0.3]14 Acknowledge receipt of EHR aceess log view
No healthcare-specific security considerations.

0.3{15 Generate EHR accesslog entry

As dlescribed in 0.3.3.

0.4| Requirements and technical approach

0.4]1 Generic healthcare security requirements

Theg most widely accepted requirements for an overall security approach in domains handlirg sensitive
and| personal data are published in ISO/IEC 27002. This specifies the kinds of measures thaf should be
taken t6 protect assets such as EHR data, and ways in which such data might safely be commpyinicated as
parf ofa distributed computing environment. A health specific guide to this general standaid has been
published iIn TSO 27799 [Health informatics - Security management in health using ISO/TEC27002). This
will facilitate the formulation of common security polices across healthcare, and should help promote
the adoption of interoperable security components and services. ISO 22600 (Health informatics —
Privilege management and access control) defines a comprehensive architectural approach to formally
and consistently defining and managing such policies. For EHR communication across national borders
[SO 22857 provides guidance that can be used to define appropriate security policy specifications.

The exact security requirements that need to be met to permit any particular EHR communication
instance will be governed by a number of national and local policies at both the sending and receiving
sites, and at any intermediate links in the communications chain. Many of these policies will apply to
healthcare communications in general, and will vary between countries and clinical settings in ways
that cannot and should not be directed by this document. The approach taken in drafting this document
has therefore been to assume that generic security policies, components and services will contribute to

© 1S0 2019 - All rights reserved ix
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a negotiation phase (the access decision) prior to sanctioning the communication of an EHR Extract, and
will protect the actual EHR data flows.

This document therefore requires that an overall security policy or set of policies conforming to
ISO 27799 is in place at all of the sites participating in an EHR communication, and also that these
policies conform to national or trans-border data protection legislation. Additional polices might be
required to conform to specific national, local, professional or organisation regulations applicable to
the communication or use of EHR data. Defining such policies is beyond the scope of this document.

0.4.2 Relationship to other related security standards

Legitimat

as docume
componen
access con

[SO 22600
(entities),

process th
Access Co

Pi

F

e

é

Defining cd
into Figure

access to

ts, some will be encoded within applications, and some within formal authorizationisys
s. It is recognized that vendors and organisations differ in how they have implemer
rol policies and services, and the extent to which these are presently computerized.

all parts) defines a generic logical model for the representation of the priviléges of princi
f access control policies that pertain to potential target objects, and»0f the negotia
t is required to arrive at an access decision. Figure 2 depicts the coneepts of Role B3
trol defined in ISO 22600 (all parts).

Role_Hierarchy

Structural_Role

incipal User_Assignment Functional_Role .y¥ermission.Assignment Target_Component
0.* 0.* N 0.%
0.* 1 -
User_Session Session_Role
1.5 1
Session
sure 2 — Main concepts and policy types defined in Role Based Access Control

[1SO 22600 (all parts)]

nstraints ei{oles, processes, target objects and related privileges by policies, Figure 2 ty

Xist
fem
ted

bals
fion
sed

rns

| 3, accordirig to ISO 22600 (all parts).
AT\ . Role_Hierarchy
~ SR_Policy
T
‘ Structural_Role Target_Policy
L FR_Policy
1
. 11 L
User_Assignment Permission_Assignment
Principal Functional_Role Target_Component
0.* 0.* 0.* 0.4
0.5 1
User_\Se\ssion Sessjon_/Role
\\!..* 1x
Session Process_Policy

— | E—

Figure 3 — Policy-driven RBAC Schema
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As illustrated in Figure 3, principals (persons, agents etc.) are mapped to one or more Functional Roles,
which will be influenced by the Structural Roles that they are permitted to hold. For example, a person
who is medically qualified and a specialist in child health might hold one or more Structural Roles (such
as Consultant Paediatrician at a hospital, Head of Child Screening for the region). Those Structural Roles
might permit him or her at times to act with the Functional Role of Personal Clinician to a patient. The
Functional Role might be persistent, or limited to a single user session. Functional Roles are mapped to
permissions to perform particular operations (such as writing new entries in an EHR) and to particular
objects (such as the EHR data which that role-holder is permitted to view).

For the purposes of this document the Target Component class shown in Flgure is the EHR data held
leny access
d adoption
nowledged
e possible.
tual access
ht are to be

Roles that
during the
[ standard,

rivacy and

ipn relating
iflcludes the

ically for the
It who has

A large number of EHR-specific medico-legal and ethical requirements are expressed within{ISO 18308,
altHough compliance with these is, primarily met through specific classes and attributes pf the EHR
Reference Model (published in¥SO 13606-1). The ISO 13606 standard as a whole enables conformance
to IO 18308, and this document specifically enables conformance to its ethical and legal re(];luirements
and| fair information prineiptes.

05 |EHR access policy-model
0.5]1 Overall approach

In the 1S0.43606-1 Reference Model every COMPOSITION within the EHR_EXTRACT ipcludes an
optlonal aecess_policy_ids attribute to permit references to such policies to be made at gny level of
grahularity within the EHR containment hierarchy. Every COMPOSITION may therefore reference any
numbeér of access policies or consent declarations that define the intended necessary prifrileges and
profiles of principals (users, agents, software, devices, delegated actors etc.) for future access to it.
The information model in Clause 7 for representing and communicating access policy information has
been deliberately kept very generic, to allow for the diversity of policy criteria that will be stipulated
in different countries and regional healthcare networks. Standardized vocabularies for some of the
main properties of the model are defined as default term lists. Although it is recommended that these
be adopted whenever they are suitable, it is recognised that jurisdictions might have requirements or
legislation or existing investments that mean that they cannot adopt these internationally-standardised
term lists. This document therefore permits jurisdictions to declare conformance using alternative
term lists.

Health and care environments increasingly comprise complex networks of agencies and actors from
traditional healthcare settings, social care, informal carers and voluntary agencies (such as welfare
charities) patients themselves, families and sometimes their social networks. All of these might at
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times establish agreements to permit data sharing of personal health data. Given the dynamic nature
of this "virtual care team" it might not be practical for these data sharing agreements to be negotiated
in traditional human to human document based ways. It is therefore likely that such agencies will
establish framework agreements that specify in advance the standards they each comply with, any
mappings between their respective domains of privilege and how data are to be handled within each
such privilege domain. As stated above, this policy model permits jurisdictions to instead declare
alternative term lists that they will use. This allows for some flexibility in adoption of this document,
recognising that complex data sharing environments might need to establish new, potentially richer,
vocabularies to describe the wider range of actors and roles in that environment.

A number licy
specificatipns, and many healthcare regions might not be in a position to define such policies for’spme
years. Thefefore, as a complement to the overall policy model in Clause 7, this document defines fwo
vocabularigs that can provide a minimum basis for making an access policy decision, and ensure a bpsic
level acces$ policy interoperability, albeit at a coarse-grained level.

These two [vocabularies are:
a) asensltivity classification of EHR data (at the level of COMPOSITION);
b) ahigh{level classification of EHR Requesters and Recipients, through a set-of Functional Roles.

0.5.2 Defining 'Need to Know' when handling EHR data

Within maphy healthcare environments (within and between collaborating healthcare teams involved
in the direct provision of care to patients) the norm is to sharethealth record information openly. It
is indeed the wish of the vast majority of patients that teams do this, and many patients are actufally
surprised at how little of their health record is shared todaywhen it should be, for safety and for good
continuityjof care.

Few contemporary healthcare systems (on paper or*electronically) define complex internal ac¢ess
control partitions to the health records that the§phold. Even if it were considered useful to define
numerous [fine-grained access policies, in practice it might take health care systems, national heplth
services amd millions of patients quite a long-time to specify suitable access control policies for all
of their EHR data, and to implement software components that can perform many complex policy-
bridging cgmputations in real time. Mafntenance of these policies as the clinical care requirements of
each patient evolve would also be a ¢complex process.

Whilst a siite of access policiesmmight in theory be defined (by patients or by others) to provide a mylti-
level accesf level frameworkwithin any given EHR, in practice most clinical settings operate on|the
basis of ddfault privileges @panted throughout the health record to any healthcare or health-relgted
professionpl who has a légitimate interest in that patient. (The definition of who has such a legitimate

distinct from any sub-divisions of the EHR that might be defined to assist navigation and workflow
within clinical specialties, for example by defining cancer or diabetes portions within the EHR. Figure 4
provides an illustration of the way in which an EHR might logically be subdivided from a need-to-know
point of view, in which the confidentiality classification (sensitivity) is represented through classes of
user, and for particular care settings.
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Key
private entries shared with GP

entries restricted to sexual health teand

entries accessible to administrative'staff

entries accessible to clinical support staff

entries accessible to direct-care teams

private entries shared with 'several named parties

QMm99 O wWw >

entries restricted tqprison health services
Figure 4 — Illustration of access domains within an example EHR

In this illustration, it is assumed that the patient has complete access to his or her EHR. The majority
of this“patient’s EHR is accessible to any party providing direct clinical care. However, th¢ EHR does
conkdain several private entries; some are restricted to the patient’s general (family) practjtioner and
some to a separate list of named parties. The EHR also contains some entries created by and restricted
to a sexual health clinic, and others restricted to the prison health service - both can only be accessed
by parties with relevant additional privilege to that sub-domain (however, the patient might nominate
other parties to access these subsets of the EHR if he or she wishes). One aspect of privilege is the
assignment by an organisation of roles to a clinician that might be exercised in an emergency that confer
privileges that exceed those of his or her normal role. Such an emergency override might, for example,
confer access to a wider set of patient records than is normally under the care of that clinician (such use
of an emergency status would need to be specifically logged and regularly reviewed).

Some parts of the EHR are deliberately also accessible to clinical support staff, who might need to review
certain clinical findings in order to perform tasks such as planning or performing investigations. A very
small part of this example EHR has also been made accessible to administrative staff. Appointments
clerks, secretaries and porters all have need to know certain key facts about a patient in order to play
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their role in the overall delivery of efficient care, such as knowing that a patient has special health
advocacy needs or that he will need to have 24 % oxygen and a wheelchair in order to be transported to
the radiology department.

This example does not illustrate how patients can be excluded from access to portions of the EHR,
but such stipulations can be made using the generic policy framework of Clause 7, if permitted under
data protection legislation. An example of this will be if the EHR data was provided in confidence by a
relative of the patient.

Whilst a set of rich policies might be defined for specific kinds of patients, specific settings, or just
because one patient is more concerned about his or her EHR than another, the adoption of distributed

EHR soluti
will satisfy
capable of
the inform

In addition
also defing
an EHR_E]
classificati
illustrated

In practice
data or son
to the sens
EXTRACT.

bns needs to be managed on the basis that a sensible set of defaults and a simple frame

direct interpretation and incorporation within the EHR system of an EHR Recipiéent; eve
htion in those policies can be communicated in a standardized way.

to the generic representation of EHR access policy information, this decument there
s a specification for a minimum basis for communicating the sensitivity of EHR data wi
KTRACT, by specifying the sensitivity of the COMPOSITIONs within it according to
bn defined in 6.1. This classification corresponds to the various sub<domains of EHR ¢

in Figure 4.

he equivalent concept. This document does not require EHR/systems to store data accorg
tivity levels defined in 6.1, but to be able to map to this.classification on generating an E

0.5.3 Functional Roles for accessing EHR data

In order tg
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specific RH

The profile
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country va

However, i
does requi
the Functid

the policies applying to the EHR held by-the EHR provider, including the sensitivity of]
CORD_COMPONENTS that have been reguested.

of the requester and/or recipient:therefore needs to be specified in an interoperable ¥
ed earlier, the requirements, legislation, attributes and vocabularies used for this in ¢
Iry, and cannot yet be standardized.

h order to provide a basiclevel of interoperability minimum conformance to this docu
e either that any request for an EHR_EXTRACT include, as part of the request specific

any given EHR system might have other mechanisms for indicating the sensitivity of I

ent
arion,
nal Role of the inténded EHR Recipient, as defined in 6.2 and corresponding to those defined

ork
the majority of cases in the near future. This is because a rich set of policies might n(V)\t be

n if

fore
hin
the
lata

HR
ling
HR _

make an access decision, the profile and -parpose of a proposed EHR Recipient need t¢ be

the

vay.
ach

in ISO 21298, or that an altérnative jurisdictionally-specified term list be used.

The correlgtion betweéer Functional Role and EHR sensitivity, for the purpose of granting or denyin
access requiest, or ferfiltering the EHR_EXTRACT, is defined in s 6.3.

This mappjng provides a basic (coarse-grained) way of limiting the scope of EHR access accordin
the kind of party
situations Fef=whi eperablesp Attero G Srae rshreene d-at-atocal
or national level. An illustration of the way in which this basic mapping might be combined with a small
number of additional specifications to specify a relatively rich set of access constraints is provided in
Annex A.

E to
d in

0.6 Auditlog interoperability

It is widely recognized that the details of interactions with an EHR system need to be retained for
auditability purposes. However, the way in which these kinds of audit logs are implemented is quite
specific for each EHR system, partly determined by the persistence (such as database storage) approach
adopted, and might also partly be directed by local or national legislation.

Requirements for EHR audit trails are specified in ISO 27789:2013 Health informatics - Audit trails
for electronic health records. That standard specifies a common framework for audit trails for EHRs,
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in terms of audit trigger events and audit data, to keep the complete set of personal health information

auditable across information systems and domains.

However, there is increasing evidence that the ability for patients to be able to review information
about access to their EHR data is not only a legitimate right but actually helps encourage moral
behaviour amongst healthcare professionals in accessing only the records they genuinely need to see.
Whilst individual EHR systems might be able to provide some degree of access to the audit log, this is at
present usually provided to database administrators using tools and interfaces that are unsuitable for
permitting patients to browse their own EHR’s access history. In a distributed (shared) EHR scenario

the EHR, and logs of accesses to it, are inevitably distributed too.

An [interoperable specification is therefore required for a basic set of data that can beyq
response to a request (by a patient or his/her representative) to provide a list of accesses
(held within an EHR system). This is therefore defined both as an audit log review informati
thi§ document and as a request and response interface model in ISO 13606-5. Since future E
and audit logging systems will increasingly conform to ISO 27789, and might therefore ha
datf models and/or interfaces that reflect its structure, the audit log model in@Glatse 8 of thij
includes mapping information to ISO 27789. Not all properties of the auditlog model in this
have correspondence with ISO 27789, as some details describing the kind of EHR data ac
neefd to be taken from the EHR system itself.

Thip audit log view is not intended as the means by which an auditlog is examined as part
inve¢stigation of accesses to an EHR system, nor for interoperable communications between
systems.

rovided in
to the EHR
n model in
R systems
e internal
document
document
ressed will

of a formal
audit trail
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For

ISO

3.1
aut

Scope

5 document describes a methodology for specifying the privileges necessary to access
5 methodology forms part of the overall EHR communications architecture defined in IS(

5 document seeks to address those requirements uniquely pertaining to’lEHR communicat]
resent and communicate EHR-specific information that will inform anjaccess decision. It
eneral security requirements that apply to EHR communications‘aid points at technic3
standards that specify details on services meeting these security needs.

E Security requirements for EHR systems not related to4he communication of EHRs are

Normative references

following documents are referred to in theitext in such a way that some or all of th
Ktitutes requirements of this document. Fo¥’ dated references, only the edition cited 3
ated references, the latest edition of thexeferenced document (including any amendmen

13606-1,Health informatics — Electronic health record communication — Part 1: Referenc

Terms and definitions
the purposes of this document, the terms and definitions given in ISO 13606-1 and the follo
and IEC maintain terminological databases for use in standardization at the following ad

[SO Online bréwsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

hority

ent

EHR data.
13606-1.

ions and to
also refers
] solutions

outside the

Pir content
pplies. For
[s) applies.

e model

wing apply.

dresses:

ty-which is responsible for the issuance of certificates

Note 1 to entry: Two types are distinguished in this Specification: certification authority which issues public-key

cert

3.2
ava

ificates and attribute authority which issues attribute certificates.

ilability

property of being accessible and useable upon demand by an authorized entity

[SOURCE: ISO 7498-2:1989]

3.3

identifier
piece of information used to claim an identity, before a potential corroboration by a corresponding
authenticator

© IS0 2019 - All rights reserved


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://standardsiso.com/api/?name=34d9970889ff9c6e928db8151a11fe17

ISO 13606-4:2019(E)

3.4
functional role
role which is bound to an act

Note 1 to entry: Functional roles can be assigned to be performed during an act.
[SOURCE: ISO 21298:2017, 3.9]

3.5

policy
set of legal, political, organizational, functional and technical obligations for communication and
cooperatiofi

[SOURCE: ISO 22600-1:2014, 3.13]
3.6
privilege
capacity agsigned to an entity by an authority (3.1)
[SOURCE: ISO 22600-1:2014, 3.17]

3.7
sensitivity
characterigtic of a resource that implies its value or importance

[SOURCE: ISO 22600-2:2014, 3.37]

4 Abbreviations

For the puiposes of this document, the following abbre¥iations apply.

EHR Electronic Health Record

EU European Union

GP General Practitioner

HL7 Health Level Seven

ISO International Opganization for Standardization
PMAC Privilege Management and Access Control
UML Unified Modelling Language

XML Extensible Mark-up Language

5 Conformance
This document requires conformance to one of two principal provisions:

— using a coarse grained minimum approach to specify sensitive EHR data and the functional role of
the recipient, used as a basis for making an access decision;

— using a generic policy model to communicate detailed access policy information reflecting the
disclosure wishes of the subject of care and/or local or national guidelines that needs to be shared
as part of the process of EHR distribution.

It optionally includes conformance to an interoperable audit log view specification.

For:
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Minimum Conformance, the sensitivity of the RECORD_COMPONENTs within an EHR_EXTRACT shall
be provided according to the classification defined in 6.1. Any request for an EHR_EXTRACT shall include,
as part of the request specification, the Functional Role of the intended EHR Recipient, as defined in 6.2.
The correlation between Functional Role and EHR sensitivity, for the purpose of granting or denying an
access request, or for filtering the EHR_EXTRACT, shall comply with the mapping defined in 6.3.

Normal Conformance to this document, the EHR_EXTRACT shall contain or reference a generic
representation of any policy information relating to the EHR data being communicated, either logically
according to 7.2 in conjunction with any other published standard for access policy representation, or
explicitly according to 7.3. A policy may alternatively be referenced and not included within the EHR_

EX o the same
policy information. Normal Conformance may optionally specify an obligation to comply with Minimum
Confformance.

Extended Conformance, if an interoperable audit log view is required, in additional [to Normal
Conformance, the information model in Clause 8 shall be used to represent that-view.

6 |Record Component Sensitivity and Functional Roles

6.1 RECORD_COMPONENT sensitivity

Within an EHR_EXTRACT as defined by ISO 13606-1, the sensitivity?) of each COMPOSITION, If specified,

will be one of the values for CS_SENSITIVITY defined in Table 1"

Thble 1 — Values of CS_SENSITIVITY to be used for the sensitivity attribute of COMPPSITION

p o
C§-SENSITIVITY | Sensitivity Description ofiintended access to COMPOSITIONS of this sensitivity
value level

Perfsonal 5 Confidential'to the subject of care, and to be shared perhaps with a few
key persens whom they trust most, or only accessible to the subpject of
care (and to others by one-off authorizations)

Priyileged care 4 Access restricted to a small group of people caring intimately f¢r the
patient, perhaps an immediate care team or senior clinical partyy (the priv-
ileged clinical setting needs to be specified such as mental healfh)

Clipical care 3 Default for normal clinical care access (most clinical staff directly caring
for the patient should be able to access nearly all of the EHR)

Clijical management 2 Less sensitive COMPOSITIONS, that might need to be accessed lly a wider
range of personnel not all of whom are actively caring for the pjtient (such
as radiology staff)

Carfe management 1 COMPOSITIONS that might need to be accessed by a wide range|of admin-
istrative staff to manage the subject of care’s access to health s¢rvices

6.2

Functional roles

The functional role of any intended EHR Recipient shall be one of the values for Functional Role defined
in Table 2, unless an alternative and/or enriched set of roles has been agreed between communicating
parties and is used for normal conformance to this document. The roles defined here are aligned with
the functional roles defined in ISO 21298.

2) The term sensitivity is widely used in the security domain for a broad range of safeguards and controls, but in
this document the term refers only to access controls.
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Table 2 — List of Functional Roles

Functional Role

Brief description

Subject of care

principal data subject of the electronic health record.

Subject of care proxy

NOTE

for example, parent, guardian, carer, or other legal representative

Some jurisdictions can use different terms to describe this role.

Personal healthcare professional

healthcare professional or professionals with the closest relationship
to the patient, often the patient’s GP.

Privileged healthcare professional

nominated by the subject of care;

OR

nominated by the healthcare facility of care (if there is a nominatig
by regulation, practice, etc. such as an emergency over-rid€))

n

Directly iny
sional

rolved healthcare profes-
ject of care.

'healthcare professional involved in providing direct care’to the syb-

sional

Indirectly ipvolved healthcare profes-

healthcare professional indirectly involved in patient care (teachir
research, etc.).

g

Supporting

healthcare party

any other parties supporting service provision to the subject of ca

6.3 Mapping of Functional Role to COMPOSITION sensitivity,

When mak
COMPOSIT
defined in

the EHR Request.

Table 3 — Mapping of Functional Roles to COMPOSITION sensitivity

ing an access decision, at minimum Table 3 shall be usedto determine the sensitivitig
[ON to which an EHR Recipient may be granted access according to the Functional Role

s of

COMPOSITION sensitivity
. Care Clinical Clinical Privileged | Personpl
Functional Role
management-| management care care care
Subject of dare Yl Y Y Y Y
Subject of dare proxy Y Y Y Y Y
Personal hg¢althcare professional Y Y Y Y Y
Privileged healthcare professional Y Y Y Y+ ++
Directly inyolved healthcare pro- Y Y Y
fessional
Indirectly involved health¢are pro- Y Y
fessional
Supporting healthcake party Y
NOTE 1 Y indicates.that access will be granted to COMPOSITIONSs of this sensitivity unless otherwise dictated by ofher
policy constraints, as specified according to Clause 7.
NOTE 2 + Ihdicatesthataccesswillbe aranfnd ifthe EHR Dnt‘nmnnf isamemberofthe same chnr‘lahhr orclinicalserlice

NOTE 3

as that in which the COMPOSITION was created such as sexual health clinic, prison health service. ThlS access can also be
granted in health care emergency situations if so authorized.

++ Indicates that access to personal care information can sometimes be granted by mandate to Privileged
Healthcare Professionals in some care settings, such as in the armed forces of some countries.

7 Representing access policy information within an EHR_EXTRACT

7.1 Overview

Within an EHR_EXTRACT, the access policy information to be communicated to the EHR Recipient
is represented as one or more COMPOSITIONS within a dedicated Access policies FOLDER. This
specification is not intended to represent the way in which software components might represent this

4
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kind of information within an EHR system or within security components supporting the EHR system.
Itis intended to be a generic way of including this information within an EHR_EXTRACT so that the EHR
Recipient is able to continue to respect the same consent wishes in any onward propagation or access
to the EHR data (it should be noted that COMPOSITIONS can be attested, and proof of that attestation
included within the EHR_EXTRACT). The entire FOLDER is optional, as it might not always be necessary
to exchange policy information between parties, for example if they already have common access to
such policy information, or if no unique policies have been defined for that particular EHR.

Each policy is represented as a single COMPOSITION, whose archetype shall conform to or specialize the
reference archetype named Access_policy_rule publlshed in ISO 13606- 3 Each instance of thlS is akind
of p ' n or denial
to access part or all of an EHR, and which is considered appropriate to include within an EHR] EXTRACT
for future use by the EHR Recipient. In order to simplify the process of conforming to 1SQ) 13606 as
a whole, information about the authorship, creation, version history and attestation|,of acgess policy
infqrmation is represented in the same way as for other COMPOSITIONs within an EHR_EXTRACT.

Bec
the
for
ind
An
oth

may
full

Thd
rep
are

Ause access policies are intended to be communicated as COMPOSITIONs conforming to IS
instances of a policy can be version-managed and attested as any other COMPOSITION. It
bxample, to include or reference the signature of the subject of care gelating to an access
cate that an access policy is a replacement for one previously communicated.

EHR_EXTRACT may be used exclusively to communicate acceéss policy information, W
er EHR data, if appropriate. The policy information model #€presented logically as spec
r instead be represented and communicated more generallyvas an ISO 22600-3 (PMAC) p¢
y complies with the Interoperability Reference Architecture Model of ISO 13606-1, Anne;

Access_policy_rule COMPOSITION archetype cemprises four ENTRYs including pr
Fesent the effective start and end times of the policy, if these are specified. (If start and
not specified the policy is deemed to apply indefinitely, from the date and time when it w{

REQUEST_CRITERIA ENTRY is used to, define the kind of request scenario to which

ies. The kind of request might be specified in terms of a particular profile of Funct

013606-1,
is possible,
bolicy or to

ithout any
fied in 7.3,
licy, which
¢ C.

dperties to
end times
s created.)

this policy
ional Role,

Struyctural role, Clinical setting or Specialty or Purpose of use. Individual actors (such 3s persons,
orghnisations, devices, agents) might be identified, through an instance identifier that can pe mapped
to alfuller description of the partyin the DEMOGRAPHIC_EXTRACT (as defined in ISO 13606f-1). Each of
thege ways of defining the requiest scenario is represented as a list of one or more ELEMENTS within a
confaining ENTRY. For one instance of REQUEST_CRITERIA, the properties are intended to|be applied
as AND criteria. For example, using structural_role, care_setting and purpose it is possible to define
a policy that only applies’to any “psychiatrist” and working in an “adolescent care unit” and for the
purpose of “research’These criteria would NOT apply separately (a) to any psychiatrist off (b) to any
staff in an adoleseent’care unit or (c) for anyone conducting research. If an access policy conftains more
thap one instancéof REQUEST_CRITERIA then these are to be applied as OR: an actual request that fits
any|of the criterion set instances should trigger the application of this policy rule.

h : mrrtieated within the
same EHR EXTRACT) Alternatlvely, the parts of the EHR can be spec1fled by a set of archetypes, and/
or by time period. This permits, for example, a policy to be specified as applicable to all microbiology
reports created between 2003 and 2005. Other selection criteria may also be included, as constraints
expressed as strings. As for REQUEST_CRITERIA, the list of ELEMENTS within an ENTRY form a union
set (AND) and the set of ENTRYS within the TARGET SECTION form an intersection set (OR).

The SENSITIVITY_CONSTRAINTS ENTRY is used to define the permissions that apply to requests
matching the REQUEST_CRITERIA for data that matches the TARGET specification. For minimum
conformance to this document, the properties of this class are used to represent the applicable values
from Table 1. Up to four values from Table 1 may be included for minimum conformance to this
document, to represent the maximum sensitivity value that permits each of the four types of processing
specified (access, write, modify, communicate). At its simplest level, the rule might be to permit or
deny full access to the target data. However, to offer some flexibility, the SENSITIVITY_CONSTRAINTS
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ENTRY archetype represents the permission as an integer indicating the maximum sensitivity to which
access is granted. The sensitivity level corresponds to the values given in Table 1 of this document. If an
integer value of 1 is specified, this implies that full access is granted to the specified parts of the EHR,
whilst a value of 6 would indicate complete denial of access. The SENSITIVITY_CONSTRAINTS ENTRY
archetype distinguishes an integer value for access to existing EHR data, a value for the maximum
sensitivity at which new data may be created, a maximum value of data that may be modified, and a
maximum value for which the recipient may elect to further share the data. This set of four rules would
permit, for example, an EHR Recipient to have read-only access to the EHR data, with no permissions to
share it with anyone else, or permit a Recipient to read but not change the existing data and to add new
data to that part of an EHR.

Another p4rt of the SENSITIVITY_CONSTRAINTS ENTRY is used to specify if access is granted_tg all
historic vefsions of the EHR data or only to the current (most recent) version. This might need t¢ be
specified i some access policies in order to comply with data protection legislation.

Other rules can be specified as strings. If other string specifications are used, when adopting norjmal
conformanice to this document, it will be for an EHR-sharing community to ensure-that these|are
mutually interpretable by humans and/or by computers.

The overall aim of this COMPOSITION archetype is to permit the representation’ of basic access pdlicy
informatiopn in a simple and interoperable way, whilst also permitting mare-Sophisticated rules t¢ be
included apd communicated. However, in order for more complex rules_to be usefully included,|the
EHR Provigler have to be satisfied that the EHR Recipient is able to undeétstand and accommodate those
additional fules.

It should he remembered that this representation is for the ¢purpose of communicating EHR pdlicy
informatiop as part of the EHR_EXTRACT, and is not intended as the policy model within secufrity
componentis nor for the exchange of policy information between security systems.

7.2 UMI representation of the archetype of the access policy COMPOSITION

The UML diagram in Figure 5 is a logically equivalent representation to the Reference Archetlype
specified i ISO 13606-3. The UML representation is the logical representation for conformance in this
document fo support the communication ofaécess policy information according to ISO 22600 (all parts).

ACCESS_POLICY ATTESTATION_INFO
polity_id : I [1] time : TS [1]
author : 11 [1] proof: ED [0..1]
date_committed : TS [1] 0.1 attested-view : ED [0..1]
previous_version : II [0..1] f«fe——————|reason_for_attestation : CV [1]
effective_start : TS [0..1] 1.* |attester:1I [1]
effective_end : TS [0..1] attestation_means : CV [0..1]
K K]
1 0.F o
SENSITIVITY CONSTRAINTS REQUEST_CRITERIA TARGET
access : Integer [0..1] functional_role : CV [0..1] re_id : II [0..*]
write : Integer [0..1] structural_role : CV [0..1] archetype_id : I [0..%]
modify : Integer [0..1] purpose : CV [0..1] time_period_start: TS [0..1]
version_history : Boolean [1] clinical_setting : CV [0..1] time_period_end : TS [0..1]
other_constraint : String [0..*] speciality : CV [0..1] other_criterium : String [0..*]
communicate : Integer [0..1] party : 11 [0..1]
other_characteristic : String [0..1]

Figure 5 — UML representation of the access policy model
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Access policy model properties

7.2.1 Access policy

Term: access policy

Definition: Representation of the rules specified within a single access policy
Class name: ACCESS_POLICY

Description: This is the root class of the access policy model, used to represent a discrete specification
of pfermissions or denials to process part or all of an EHR (the rules within a policy), for cominunication
within an EHR_EXTRACT or through some other agreed format and channel.

Attributes
# Attribute name Datatype Description

1 | |policy_id I[1] The unique identifier of this_policy, which mgy be
referenced from COMPOSITION instances within an
EHR_EXTRACT

2 | |author I[1] The unique identifier of the person responsiljle for cre-
ating this policy, which might be the patient, p related
party, a healthicare professional or another afithorised
person. The identifier may correspond with 4 person (in
arole) specified within the DEMOGRAPHIC_EXTRACT.

3 | |date_committed TS[1] The date and time when the information spefified in
this’policy model was first committed to a syjstem or
Service or repository from which it could furjction.

4 | |previous_version 11[0..1] The policy_id of an instance of a policy that this policy
replaces.

5 | |effective_start TS[0..1] The data and time at which this policy was of is first
intended to apply.

7 | |effective_end TS[0:.1] The data and time at which this policy was ot is intend-
ed to cease being valid.

Relptionships

# Classname Aggregation of

1 ACCESS_POLICY 1 |SENSITIVITY_CONSTRAINTS

2 ACCESS,ROLICY 0.* |TARGET

3 ACCESS: POLICY 0.* |REQUEST_CRITERIA

4 1]0..1 |[ACEESS_POLICY 1.* |ATTESTATION_INFO

7.2{2C- Target

Term: target

Definition: Specification of the parts of the EHR data to which this policy applies

Class name: TARGET

Description: This class specifies the parts of the EHR to which this policy applies. These parts might
be specified as a profile (or filter) on the EHR, which might be expressed in terms of the rc_id of one
particular FOLDER or a list of particular RECORD_COMPONENTS, and/or a set of archetypes, and/or
a time period. Other selection criteria may also be included, as constraints expressed as strings. More
than one profile might apply, and so the ACCESS_POLICY class may contain zero to many instances of
TARGET. If no instances are specified this access policy applies to the whole EHR.
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Attributes
# Attribute name Datatype Description

1 |rc_ids I11]0..%] If this property is specified, this policy shall apply to all
RECORD_COMPONENT instances corresponding with a
member of the specified set.

2 archetype_id I1[0..*¥] If this property is specified, this policy shall apply to all
RECORD_COMPONENT instances conforming to any of
the archetypes identified within this set.

3 |time_period_start TS[0..1] If this property is specified, this policy shall apply to
all RECORD_COMPONENT instances whose auditkvept-
TimeStamp is at or after the date and time specified.

4  |time_period_end TS[0..1] If this property is specified, this policy shall apply to
all RECORD_COMPONENT instances whoséauditEvent-
TimeStamp is at or before the date and tinfe specifiefl.

8 |other]criterion String [0..*] This property may be used to define@ny other comppit-
able or human readable inclusionor.éxcision criterign
that define the content of an EHR_EXTRACT to whicl
this policy applies.

Relationships
# Class name Aggregation of
1 1 [ACCESS_POLICY 0.* |TARGET

7.2.3 Reguest criterion

Term: request criterion

Definition
Class namje: REQUEST_CRITERIA

Descriptid
profile (or

role,

profile mig
CRITERIA.

: Profile of the kind of EHR data processing request to which this policy applies.

n: This class specifies the kind. of request profile to which this policy applies. The reqfiest
scenario) can be specifiedSin'terms of a particular pattern of Functional Role, Structyiral

Cliniqal setting, Specialty, Purpese of use and/or may specify individual actors. More than [one

ht apply, and so the ACCESS_POLICY class may contain zero to many instances of REQUHST_
If no instances aresspecified this access policy applies to all possible request profiles.
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# Attribute name Datatype

Description

1 |functional_role CVJ[0..1]

If this property is specified, the processing functions per-
mitted via the properties in the class SENSITIVITY_CON-
STRAINTS only apply to a requesting party acting with this
functional role. The default terminology for this property shall
be as defined for functional role in ISO 21298, mirrored in 6.2
of this document, but jurisdictions may nominate or define
other term lists as needed to comply with applicable legisla-

tion and requirements, as part of Normal Conforma

nce to this

document.

2 structural_role CVv[0..1]

If this property is specified, the processing function
mitted via the properties in the class SENSITIVITY |
STRAINTS only apply to a requesting party<acting
structural role. The default terminology for this prg
be as defined for structural role in ISO-21298, but jy

s per-
CON-

Fith this
perty shall
risdictions

may nominate or define other termlists as needed fo comply

with applicable legislation and-requirements.

3 | |purpose CV[0..1]

If this property is specified{the processing function
mitted via the propertiesin‘the class SENSITIVITY |
STRAINTS only apply td.a requesting party acting v
purpose. The defaultterminology for this property
as defined in ISO"T'S414265, but jurisdictions may nd
define other term'lists as needed to comply with ap
legislation andrequirements.

s per-
CON-

Fith this
hall be
minate or
blicable

4 | |clinical_setting CV[0..1]

If this property is specified, the processing function
mitted wia the properties in the class SENSITIVITY_
STRAINTS only apply to a requesting party acting
care’setting. No default term list is provided for this

s per-
CON-

Fithin this
property.

5 | [speciality CVJ[0..1]

If this property is specified, the processing functior
mitted via the properties in the class SENSITIVITY |
STRAINTS only apply to a requesting party acting v
health or care speciality. The default terminology fq
property shall be as defined in ISO TS 21298, but ju

s per-
CON-
Fithin this
r this
Fisdictions

may nominate or define other term lists as needed fo comply

with applicable legislation and requirements.

6 | |party 11[0..1]

If this property is specified, the processing functior
mitted via the properties in the class SENSITIVITY |
STRAINTS only apply to a requesting party specifie
an instance of DEMOGRAPHIC_ENTITY with this id

s per-
CON-

d through
entifier.

7 | |other_chara¢teristic String [0..1]

This property may be used to define any other computable or

human readable characteristic of a requesting party
this policy applies.

F to which

Relptionships

# Class name

Aggregation of

1 1 |ACCESS_POLICY

0.* |REQUEST_CRITERIA

7.2.4 Sensitivity constraint

Term: sensitivity constraint

Definition: Specification of the permissions that apply to requests matching the REQUEST_CRITERIA
for EHR data that matches the TARGET specification

Class name: SENSITIVITY_CONSTRAINTS
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Description: For minimum conformance to this document, the properties of this class are used
to represent the applicable values from Table 1. Up to four values from Table 1 may be included for
minimum conformance to this document, to represent the maximum sensitivity value that permits each
of the four types of processing specified (access, write, modify, communicate). An additional property
may be used to specify if the permitted processing applies to all versions of the EHR data or only to the
most recent version. For normal conformance to this document, the policy rules shall be specified using
the other_constraint property.

Attributes

H# Attribute name Datatvpp Dpcrripfinn

1 |access Integer[0..1] According to this policy requests for access to RECORD-
COMPONENTS specified through properties of the TARGHT
class should be granted to parties specified according to
properties of the REQUEST_CRITERIA class if the‘sensitivjty
of the RECORD_COMPONENTS is less than or¢qual to the
value of this property.

2 |write Integer[0..1] According to this policy the privilege tocreate new RECORD_
COMPONENTS with a content profile §pecified through
properties of the TARGET class should be granted to parties

specified according to properties of the REQUEST_CRITERIA
class if the sensitivity of the new RECORD_COMPONENTSis
less than or equal to the yalue of this property.

3  |modify Integer[0..1] According to this policyparties specified according to prdp-
erties of the REQUEST: CRITERIA class may revise RECORD
COMPONENTS speeified through properties of the TARGHT
class if the sensitivity of those RECORD_COMPONENTS is
less than or equal to the value of this property.

4 |communicate Integer[0..1] Accordingto this policy parties specified according to prdp-

erties ofthe REQUEST_CRITERIA class may onward-comrhu-
nicate RECORD_COMPONENTS specified through propertjes
ofithe TARGET class if the sensitivity of those RECORD_C(QM-
PONENTS is less than or equal to the value of this propert]y.

5 |versign_history Boolean[1] If this property value is true the policy authorises the permit-
ted processing to include all versions of each RECORD_CONI-
PONENT. If false processing is only authorised for only the
most recent version of each included RECORD_COMPONENT.

6 |other|constraints Strting[0..*] This property may be used to define any other computabl
or human readable processing privileges of the parties pr
filed through the requester, for the content of an EHR_EX-
TRACT to which this policy applies.

19

o
]

Relationships

# Class name Aggregation of
1 |1 |ACCESS POLICY 1 !SENSITIVITY CONSTRAINTS

7.2.5 Attestation information
Term: attestation information

Definition: base component documenting the details of an attestation of a set of electronic health record
components

Class name: ATTESTATION_INFO
Description: See ISO 13606-1 for the documentation of this class.

The demographic extract to be included in an EHR audit log extract, shall include the information
needed to identify all healthcare actors that are referenced from the EHR audit log extract.
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Relationships

# Class name Aggregation of
1 0.1 |ACCESS_POLICY 1.* |ATTESTATION_INFO

7.3 Archetype of the access policy COMPOSITION

In order to enable access policy information to be included as part of an EHR_EXTRACT using the
RECORD_COMPONENT hierarchy, a COMPOSITION Reference Archetype is defined in ISO 13606-3.
The communication of access policy information using a COMPOSITION conforming to that Reference
Archetype is a method for meeting normal conformance to this document.

8 [Representing audit log information

8.1 General

Thip clause defines an information model for communicating an extract derived from the auﬂiit log of an
EHR system that describes information that has been extracted and Ceimmunicated from that system.
It i§ not intended to be a computer security (forensic quality) audit*log extract, but rathgr a way of
conimunicating to a subject of care, or other appropriate parties, information about who hgs accessed
thaf person’s electronic health record.

EHR _AUDIT_LOG_EXTRACT "> AUDIT_LOG_CONSTRAINTS
ehr_system : II [1] 1 archetype_id : 11 [0..*]
ehr_id : I1 [1] PN re_id : I [0..1]
subject_of_care : II [1] 0.1 |time_period_start: TS [0..1]
time_created : TS [1] time_period_end : TS [0..1]
hca_authorising : II [0..1] max_sensitivity : Integer [0..1]
other_constraints : String [0..1]
1 0:X
0.1
1.*

EHR_AUDIT’LOG_ENTRY EHR_EXTRACT_DESCRIPTIO]
re_id : I [ archetype_id : I [0..%]
auditEv :CV [1] 1 time_period_start : TS [0..1]
pur TCV [0.1] @ time_period_end : TS [0..1]
auditEventTimeStamp : TS [1] 0.1 |all_versions: Boolean [0..1]

ient: Il [1] description_of_data : string [0..1]

'policy_id : II [0..*]

Figure 6 — UML model of the EHR Audit Log Extract

Figure 6 shows the information model to be used to communicate an extract of an EHR access log
specifically intended to inform a patient about who has accessed his or her health record. An explanation
of the classes and attributes is given below, together with the corresponding property in ISO 27789
where applicable.

8.1.1 EHR auditlog extract

Term: EHR audit log extract
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Definition: EHR audit log extracted from an EHR for the purpose of communication
Class name: EHR_AUDIT_LOG_EXTRACT

Description: This is the root class containing the information that has been extracted from an audit
log, and is being communicated to a requester of this extract, in response to the REQUEST_EHR_AUDIT_
LOG_EXTRACT interface defined according to ISO 13606-5. This class defines the EHR system from
which the extract has been taken, the subject of care whose record it is an audit log from, and properties
about the creation of this audit log extract.

Attributes
# Attribute name Datatype Description
1 |ehr_system II[1] Unique identifier of the EHR system from which €he"EHF

has been accessed.

~

Correspondence with ISO 27789: Audit enterprise site I}
(Logical source location within the healthcare enterpris
network; for example, a hospital or other provider locatjon
within a multi-entity provider group.)

2 |ehr_id I1[1] Unique identifier of the electronic’health record that haj
been accessed.

¢

Correspondence with [SQ27789: none.

3 |subjeqt_of_care I[1] Unique identifier ford¢lie’subject of care to whom the EHR
relates.

Correspondengce with ISO 27789: none.

4 |time_¢reated TS[1] Date and time that this audit log information was extradted
from the audit log system.
Correspondence with ISO 27789:

EventDateTime.

5 |hca_apithorising 11]0..1] Identifier of the healthcare actor who has authorized th¢
creation and communication of this audit log extract.
Correspondence with ISO 27789: none.

Relationships
# Class name Aggregation of
HHR_AUDIT_LOG_EXTRACT 1.* |[EHR_AUDIT_LOG_ENTRY
HHR_AUDIT_LOG_EXTRACT 0..1 |AUDIT_LOG_CONSTRAINTS
0.1 |HHR_AUDIT.LO@G_EXTRACT 0..1 |DEMOGRAPHIC_EXTRACT

8.1.2 Al.ldit log' constraint

Term: Auditlog constraint

Definition: filter to be applied on the complete historic audit log when generating an EHR audit log
extract for a specific purpose

Class name: AUDIT _LOG_CONSTRAINTS

Description: This class profiles the filter on the complete historic audit log that has been used to derive
this extract. For example, it might be the part of an audit log within a specified date time period, and/
or it might only contain information about access to certain kinds of health information (specified
through one or more archetypes), and/or it might only report the audit log information for one or more
precisely specified parts of the EHR (for example, a specific COMPOSITION, identified via its rc_id),
and/or it might only contain disclosures made of RECORD_COMPONENTS of a particular sensitivity.
These properties may be combined to define a very precise filter on the audit log extract that has been
requested and provided.
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Attributes
# Attribute name Datatype Description

1 |archetype_id I1]0..%] Set of archetypes to which this audit log extract is limited.
Correspondence with ISO 27789: none.

2 |rc_id I1]0..%] Set of RECORD_COMPONENTS to which this audit log extract
is limited.

Correspondence with ISO 27789: none.

3 |time_period_start TS [0..1] The starting date and time which this audit log extract covers.
Correspondence with ISO 27789: none.

4 | |time_period_end TS [0..1] The end date and time which this audit log €xtrac{ covers.
Correspondence with ISO 27789: none.

5 | |max_sensitivity Integer [0..1] Maximum sensitivity of RECORD_COMPONENT whose access
is described in this audit log extrdect;

Correspondence with ISO 27789: none.

6 | |other_constraints String [0..1] Any other constraints limiting the scope of this audit log
extract. As this is a TEXT\data type the specificatipons of
additional constraintsntight not be suitable for aytomated
processing.

Correspondenée with ISO 27789: none.
Relptionships
# Class name Aggregation of
1 (|1 |EHR_AUDIT_LOG_EXTRACT 0..1 |[AUDIT_LOG_CONSTRAINTS
8.1)]3 EHR audit log entry
Term: EHR audit log entry

Defiinition: part of an EHR auditlog containing information about one single audit event

Class name: EHR_AUDIT ILOG'ENTRY

Deqcription: This clasS-tepresents one or more audit log entries that correspond to the filtg
and| provides a set of\descriptors of the EHR information that was provided, or refused. It
asstimed that a party requesting an EHR audit log extract would automatically have rights ta
actfial EHR content relating to this entry.

class<therefore only provides the set rc_id identifiers that would permit retrieval of]
contént in question. However, such a retrieval would be actioned through a request f

r requests,
cannot be
access the

the actual
br an EHR_
jate access

EXTRACT, in accordance with ISO 13606-1 and ISO 13606-5, and be subject to appropr
con . : ) . :

about the handling of the response may also be included.

L data were

requested, when the data were provided and to whom, or if the request was declined. Other information

An EHR audit log extract contains a set of EHR audit log entries, each of which relates to one interaction

with this EHR within this EHR system. An EHR audit log entry contains information about th
that was accessed, to whom, and when.

e EHR data

Correspondence with ISO 27789: Note that the events provided through this EHR audit log extract
should correspond to EHR audit log entries conforming to ISO 27789 for which the Audit Event Action

Code has the value “R” (Read/View/Print/Query - Display or print data, such as a diagnosis).

© IS0 2019 - All rights reserved
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Attributes
# Attribute name Datatype Description

1 rc_id I1[1.%] The set of RECORD_COMPONENTS included in the EHR_
EXTRACT.

Correspondence with ISO 27789: none.

2 |auditEventld CV[1] This property mirrors a property of the AUDIT_INFO class in
[SO 13606-1.

Correspondence with ISO 27789: Event ID. (Unique identifier
fUl thC DIJC\,;.f;\, audltcd CVCllt)-

3 |purpdse Cv[0.1] Description of the rationale for the EHR request. The valups
for this property shall be one of the category codes\defined
for purposes of use in ISO TS 14265.

Correspondence with ISO 27789: Purpose of use(which also
refers to ISO TS 14265 for its term list).

4 |auditfventTimestamp TS[1] Date and time when the EHR system provided its response
Correspondence with ISO 27789: Event date and time (A d4te/
time specification that is unambiguous as to local time zongs).

5 |recipipnt I1[1] Healthcare actor to whom the EHR data was communicatéd.
This might or might not be thé person specified as recipiept
in the request.

Correspondence with [S0.27789: UserID (Unique identifidr
for the user actively participating in the event.)

6 |policylid I1]0..%] Reference to one 6r"more policies that were applied to the
access decision teflected in this audit log entry.
Correspondence with ISO 27789: Participant Object Policy
PermissipirSet. (Pointer to the policies that cover and accgss
to the Participant Object ID).

Relationships

# Class name Aggregation of

HHR_AUDIT_LOG_ENTRY 0..1 |EHR_EXTRACT_DESCRIPTION
HHR_AUDIT_LOG_EXTRACT 1.* |EHR_AUDIT_LOG_ENTRY

8.1.4 EHR extract description

Term: EHR extract description

Definitionl:Lset of descriptors that summarise the kind of information that was provided in an EHR extfact

Class namje: EHR:EXTRACT_DESCRIPTION

Descriptign:) This class represents the set of descriptors that summarise the kind of information

that was provided in the EHR extract that an EHR audit log entry relates to. The disclosed EHR
are described through listing the archetype_ids, the time period covered by the extract if it was itself
derived through a time filter, and if only the latest version or if all versions of the data were disclosed.
These descriptors are intended to provide sufficient information to explain the nature of disclosures
that have occurred without providing the actual EHR data content.

14
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Attributes
# Attribute name Datatype Description
1 |archetype_id I1]0..%] Archetypes included in the EHR_EXTRACT.
Correspondence with ISO 27789: none.
2 |time_period_start TS [0..1] Starting date and time covered by the EHR_EXTRACT, if it
was derived as a time period filter of the EHR.
Correspondence with ISO 27789: none.
3 |time_period_end TS [0..1] Final date and time covered by the EHR_EXTRACT, if it was
derived as a time perlod filter of the EHR.
Correspondence with ISO 27789: none.
4 | |all_versions Boolean [0..1] If all versions were included in the EHR :EXTRA(T.
Correspondence with ISO 27789: néné.
5 | |description_of_data String [0..1] Any other details that describe the' EHR_EXTRALT or con-
straints applied to its creation.
Correspondence with ISO27789: Participant obJect detail.
Relptionships
# Class name Aggregation of
1 (|1 |EHR_AUDIT_LOG_ENTRY 0.1 [EHR\EXTRACT_DESCRIPTION
8.1]5 Demographic extract

Ten

m: Demographic extract

Deflinition: demographic information extraeted for the purpose of being included in an EHR extract or
an KHR audit log extract

Cla
Deg

Bec

5s name: DEMOGRAPHIC_EXTRACT

cription: See ISO 13606-1 forthe documentation of this class.

ause the recipient of tHe EHR_EXTRACT is only defined in the class EHR_AUDIT_LOG |

an identifier, the class DEMOGRAPHIC_EXTRACT provides the descriptive information (sug

ENTRY via
h as name,

orghnisation, specialty) of the recipients included within this audit log extract.
Corfespondencewith ISO 27789: none.

# Class name Aggregation of
1 0..1¢tEHR_AUDIT_LOG_EXTRACT 0..1 |DEMOGRAPHIC_EXTRACT

© IS0 2019 - All rights reserved
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Annex A
(informative)

Illustrative access control example

The diagrams below provide an illustration of the way in which comparatively simple policies can offer

quite a f]el 1ble W ofrmanaging nccacctatha o4 !A'1it]f\1'n one-EHR

DT IO S TS T e e ooy

To-tIre-trortor vy eI

In this example, Joanna Jones has four Compositions in her EHR: an Asthma contact with her*GH an
outpatient| (ambulatory care) consultation for depression with a psychiatrist, a laboratory fest
performed|in a sexual health clinic confirming the presence of a Chlamydia infection, and’an HIV fest
result. Each of these has a defined sensitivity (in accordance with 6.1 of this document)> The HIV fest

also referepces a policy by which a named party is denied access to this Compositiont

Fred: GP
“Personal healthcare

professional”

EHR for Joanna Jones

oud

Asthma contact
Archetype = GP Contact
ID=1230

CS_Sensjtiyity =
Cligicaledre

Yo X4

Depression

ID=1231

P | Archetype = OutpatientCanbact

CS_Sensitivity =
Privileged care
(team = mental health)

O

Chlamydia infegtion
| Archetype#fab test

CS_Sensitivity =
Privileged care

ID=1232 (team = sexual health)
+O
HILV test CS_Sensitivity =
b < Privileged care
\\ Archetype = Lab test (team = sexual health)
| ID=1233 Exclude BRIAN9876

Fred is Joanna’s General-Practitioner; he is able to access her EHR in the Functional Role of Pers¢nal
Clinician. He is ableto\access all four of these Compositions.

16
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