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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
liaison with ISO, also take part in the work. ISO collaborates closely with the International Electrotechnical
Commissipn (IEC) on all matters of electrotechnical standardization.

Draft Interpational Standards adopted by the technical committees are circulated to the member-bodigs for voting.
Publication as an International Standard requires approval by at least 75 % of the member badies casting a vote.

Internationjal Standard ISO 13492 was prepared by Technical Committee ISO/TC 68, Banking, securitfes and other
financial services, Subcommittee SC 6, Retail financial services.

Annexes A and B of this International Standard are for information only.
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Introduction

This International Standard describes the structure and contents of a key management related data element that
may be conveyed in electronically transmitted messages within the retail banking environment to support the secure
management of cryptographic keys, where the retail banking environment involves the communications between a
card-accepting device and an acquirer, and between an acquirer and a card issuer. Key management of keys used
in an Integrated Circuit Card (ICC) and the related data elements are not covered in this International Standard.

This Internatjonal Standard provides compatibility with the existing ISO standard on bank card originated |messages
(see I1SO 8543).
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ational Standard describes a key management related data element that may be transm

q

hic service messages to convey information about cryptographic keys to be fsed to

ational Standard addresses the requirements for the use of the key management related
8583, using the following two 1ISO 8583 data elements: Security Related-Control Informati
gement Data (bit 96). However, the transportation of key management related data is

ational Standard is applicable to either symmetric or asymmetrie’cipher systems.

gement procedures for the secure management of thercryptographic keys within the r
nt are described in 1ISO 11568. Security related dat&), such as PIN data and MACs, are
And 1SO 9807, respectively.

htive references

ing standards contain provisions_which, through reference in this text, constitute provi
al Standard. At the time of publication, the editions indicated were valid. All standards 4
nd parties to agreements based upon this International Standard are encouraged to in
of applying the most recentedition of the standards indicated below. Members of IEC and
f currently valid International"Standards.

B12-1:1993, Identification cards — Identification of issuers — Part 1: Numbering system.

B12-2:1993, Identification cards — Identification of issuers — Part2: Application ang
S.

1993, Rinancial transaction card originated messages — Interchange message specificationg.

tted either in

messages to convey information about cryptographic keys used to secure the current’ trapsaction or in
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bn (bit 53) or
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described in
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ISO 8908:

1993, Banking and related financial services — Vocabulary and data elements.

ISO 9564-1:1991, Personal Identification Number management and security — Part 1: PIN protection principles and
techniques.

ISO 9807:1991, Banking and related financial services — Requirements for message authentication (retail).

ISO 11568-1:1994, Banking — Key management (retail) — Part 1: Introduction to key management.

ISO 11568-2:1994, Banking — Key management (retail) — Part 2: Key management techniques for symmetric

ciphers.

ISO 11568-3:1994, Banking — Key management (retail) — Part 3: Key life cycle for symmetric ciphers.
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ANSI X3.92:1987, Data Encryption Algorithm.

3 Definitio

ns

©1SO

For the purposes of this International Standard, the definitions given in ISO 8908 and the following definitions apply.

3.1
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a cipher in
deduce the d
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cipher
a pair of ope
called a key

NOTE Th
operation rest

3.3
cryptographi
a set of rules

NOTE Th

exhaustive search.

3.4
cryptographi

the control parameter of a cryptographic algorithm that'eannot be deduced from the input and output data

exhaustive s

35
cryptographi

a message for transporting keys or related/information used to control a keying relationship
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that key for
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3.7
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hich the encipherment and decipnerment Keys are different and It 1S _computatonaity _n
ecipherment key from the encipherment key

rations that effect transformations between plaintext and ciphertext under the.control of a

b encipherment operation transforms data (plaintext) into an unintelligible, ferm’ (ciphertext). The dg
pres the original text.

C algorithm
specifying the procedures required to perform encipherment and decipherment of data

b

algorithm is designed so that it is not possible to determine the control parameters (e.g. keys

C key; key

parch

L service message

A transaction from-which other keys for the transaction are produced (e.g. by means of
ns)

bher
nic-method using the same secret cryptographic key both for encipherment and deciphermen

3.8

transaction message

a message u

sed to convey information related to a financial transaction

4 Requirements for key management related data element
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cipherment

except by
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A key management related data element that conveys information about the associated transaction's key(s) is
normally divided into sub-fields. This data element may be transmitted in a transaction where the nature of the sub-
fields are implicitly known to the communicating parties. In environments where such transactions are exchanged,
the parties may use the key management related data element as a private-use field and define its sub-fields in any
mutually agreeable way. In other environments, transactions are exchanged where the nature of the sub-fields
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are not implicitly known and therefore must be structured using a standardized representation to support
interoperability. However, other environments, both types of transactions may be exchanged.

To distinguish between those transactions where the key management related data element must have a
standardized representation and those transactions where it is used for private use, the first byte of the key
management related data element shall be structured as a "control byte", where the control byte is defined as

follows:

00-9F: The first sub-field of the key management related data element is a variable-length "key set identifier,"
as defined in 4.1 and 4.2.

AO-FF: Fhekeymanagement retateddataetementisaprivate-use—fietd,-where-the natureof the—sub-fields are
implicitly known to both communicating parties.

The use f key set identifiers provides a standardized way to convey any type of key.management related

information associated with a key management system. This approach eliminates the needto recognize specific

key management techniques and to specify specific sub-fields to meet the needs of eachystich technique.

When the
contains W

transactiof. Thus, there is no specified structure to the sub-fields contained inxthe remainder of the ¢

Any inforr
informatio

Key mana|
with every
associatio
O
0
O Encip
0 Numi

In some k

transactiof messages. The need to transmit such a data element is discussed in annex A.

4.1 Cong

A key set
all differen

Key npanagement technique used for the transaction's keys (e.g. static key, unique key per transag

Format of enciphered or authenticated data (e.g.-PIN block format).

key management related data element begins with a key set identifier, the remainder of the
hatever type of information is required to determine the key(s) needed_to cryptographically

hation that may vary on a per transaction basis is conveyed following the key set id
h normally includes the identity of a particular key(s) within a key set.

pgement related information that does not change from one transaction to the next need not

transaction. Rather, it may be implicitly known, or jt may be installed concurrent with,
n with, the corresponding key. Examples of informatign that may be implicitly known include t

herment algorithm used.
er of different keys used with.the transaction and the purpose of each such key.

by management schemes, it may not be necessary to transmit a key management related dg

ept of key set identifiers

dentifier is @nAumber that uniquely identifies a key set, where a key set is a group of related
t but have certain characteristics in common, most notably:

a Al arT managed using the same key management method.

data element

process the
ata element.
entifier. This

be conveyed
ind stored in
he following:

tion).

ta element in

keys that are

0 The same high level key is used to encipher (for database storage) or derive all keys of the set.

O The remainder of the key management related data element (beyond the key set identifier) is identically
structured for all keys of the set and is interpreted using the same logic.

Associated with any given key set is logic (e.g. computer software) at the acquiring host that may interpret the key
management related data element to determine what key(s) is to be used with that transaction and how each such
key is to be used.

Multiple key sets, with different key set identifiers, may use the exact same logic, differing only, for example, in the
key encipherment key or the derivation key used to decipher or derive the key for the associated transaction.
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The first byte of the key set identifier is the control byte (00-9F). Key set identifiers are assigned as described in 4.2.
Key set identifiers are of variable length and do not have a specified maximum length. The length of the key set
identifier is implicit. Therefore, the key management related data element shall not contain a "length" sub-field
preceding the key set identifier that indicates the length of the key set identifier. Similarly, it is unnecessary for the
key set identifier to be followed by a specified delimiter. (Note that if the key management related data element is
transmitted in a variable length field, the key management related data element itself may be preceded by a length
sub-field indicating the length of the entire data element, as is required in 1SO 8583 for data elements Security
Related Control Information and Key Management Data.)

Since key set identifiers are of variable length and the length is implicit, the acquiring host should store in the table
of the key set identifiers that it recognizes the length of each key set identifier. When a host receives a transaction

from, e.g. a
many leftmo
match indica|
related data

4.2 Assign
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Codes (lICs)
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assigned angl these two sets of numbers do not overlap, this ensures thaty.if two cryptographic environ
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POS terminal, the host should atempt to match the Key Set identifier in each such table en
5t key management related data element digits as are specified for the particular table-ent
fes that this table entry holds the key set identifier that applies to the just-received key ma
blement.

ment of key set identifiers

stitutions from assigning duplicate key set identifiers, key set identifiers- shall be assigned u
Issuer Identification Numbers (IINs) as defined in ISO 7812 or the“six-digit Institution Id
as defined in ISO 8583. The ISO Registration Authority assigns IINsto institutions that issue
itions that do not issue cards. Since IINs and IICs are unigue’ to the institution to whic

by set identifiers that were unique in each separate environment will be unique in the

ry with as
y. Such a
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Sing either
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cards and
N they are
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An organizatjon that wishes to obtain a key set identifier but has.not been assigned an IIN or IIC may &lso obtain

such an ider
never assign

An institution|
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identifiers fro
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to obtain its

institution ch
after having

identifiers. S
assigned. Fo
"13620475" i
set identifier.

tifier from an institution that has been assignedsan IIN or IIC. Such an institution shall ens
5 duplicate key set identifiers.

may use an IIN or IIC directly as a key setidentifier provided it will never need more key se
ntity of 1INs or IICs it has been assigned. If the institution requires additional key set identifi¢
one or more hexadecimal digits t0 the right of an IIN or IIC and in this way obtain multig
M a single 1IN or IIC.

h allocating key set identifiers’should choose how many digits (if any) to concatenate with its
ey set identifiers, prior.to-allocating any key set identifiers based on the IIN or IIC. For exa
hoses to use seven-digit’key set identifiers by concatenating a single digit with an 1IN or IIC,
used all 16 such sevén-digit numbers, subsequently add an eighth digit to obtain addition
Lich an eight-digit,key set identifier would match, in the first seven digits, a key set identif
r example, if the 'key set identifier seven-digit "1362047" already exists, the key set identifier
5 not allowed, and vice versa, because the one key set identifier is totally included within the
For an.example of the usage of key set identifiers, see annex B.

bure that it
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5 1IN or 1IC
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t may not,
al key set
er already
eight-digit
other key

5 Impleme

When the key management related data element described in clause 4 is used with 1ISO 8583 to convey key
management information for the current transaction message, the contents of the key management related data
element shall be transmitted using 1ISO 8583 Security Related Control Information, which is a variable-length binary
data element up to 48 bytes.

NOTE 1 Examples of ISO 8583 messages in which Security Related Control Information may be transmitted are an
authorization or financial request that contains the Personal Identification Number (PIN) Data (bit 52) or a file action or network
management message that contains the Message Authentication Code Field (bit 64 or 128).
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When the key management related data element is used with ISO 8583 in cryptographic service messages to
convey keying information for future use, the contents of the key management related data element shall be
transmitted using 1ISO 8583 Key Management Data, which is a variable length binary data element up to 999 bytes.

NOTE 2 Examples of ISO 8583 messages in which Key Management Data may be transmitted are a network management
request or request response either for confirming the synchronization of current keys or for exchanging future keys.



https://standardsiso.com/api/?name=c47ad16a64e7766f1c3d179973256fed

ISO 13492:

1998(E)

Annex A
(informative)

Uses for transmitted key management related data

A.1 Purpaose for conveying data
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D main reasons for conveying key management related information in transaction messages:

fy the key(s) used to protect the current transaction message (this normally requires ‘identify

by information about keys to be used to protect future transaction messages.

burpose is related primarily to the master-key session-key technique, the conveyed informa
session key ("working" or "transaction" key) enciphered under a‘master key, or a new 1
nder the previous master key.

noted that, in retail banking systems conforming to IS© standards, the master-key s
Df significant value if and only if:

ter key is substantially less susceptible to exhaustive'determination than is the session key;

ter key itself is replaced (e.g. by transmitting\a hew master key enciphered under the old m
new session key has been successfully received and deciphered.

key replacements are normally relatively infrequent (e.g. not more often than every fq
Conveying information about future.keys is not especially important. For example, if (as in 1S
ap is used to convey transaction data, a data element to convey the key replacement inform
e placed in a secondary bit map.

ription of data

arties exchange/ cryptographically protected transaction data, both parties should unarn
ne answerstto.the following questions for each message associated with such a transaction.

a) Questio

b) Questio

|

/ing only a

ition being

haster key

pssion-key

DI

aster key)

w hours),
0 8583) a
htion could

nbiguously

1: Whatkey is used for each cryptographic process associated with this transaction message?

2-What cryptographic algorithm (e.g. DEA) is used for each cryptographic process?

c)
d)
e)
f)
9)
h)

Question 6: How is each cryptographic result formatted for inclusion in the transaction message?

Question 7: Where in the transaction message is each cryptographic result placed?

interpreted?

Question 3: How does each cryptographic process use the indicated algorithm (e.g. "cipher-block-chaining")?
Question 4: What transaction data elements are cryptographically protected by each cryptographic process?

Question 5: How are the data elements formatted, in plaintext, for input into the cryptographic process?

Question 8: How is the key management related information included in the transaction message to be
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Question 1 normally requires the identification of only one key — the primary key of the transaction. In most
systems, the various keys used in a transaction are obtained by taking variants (or transformations) of a single
primary key. To meet the requirements of this International Standard, the primary key used between one pair of
communicating parties is normally different from that used between any other pair. It is also common for such a key
to be frequently replaced, even to the point of using a unique key for each transaction.

Unlike question 1, the answers to questions 2-8 are normally unchanged for the life of the equipment or at least for
an extended time. Since each cryptographic device is given an initial key, normally by a manual process, the
answers to questions 2-8 above may generally be specified at the time of equipment installation or initial key
distribution. It would be unusual for any such item to change and not be followed by a repeat of the initial key
distribution process.

Quite commonly, two communicating parties hold a shared key that each party stores in enciphiered form (the
"stored kely" method). Thus, the answers to questions 2-8, if not specified when the equipment,is’ifistalled, may be

exchanged during the initial key distribution process and may be stored with the enciphered key. T
normally unnecessary to convey the specification of such items in transaction messages.

Not only gre the answers to questions 2-8 normally fixed for long periods of time, but they are also ¢
same for many parties with which an electronic data processing (EDP) facility communicates. However
above, thg primary cryptographic key (question 1) is normally different for each\pair of communicatin
commonlylchanges with time.

A.3 Explicit key identification

The first gurpose for conveying key management related information in a transaction message — t
key(s) usgd to protect this message — requires the presencé. of a key management related data elern
such trandaction message. Thus, efficiency is important, and*such a data element should be carried in
map. Furthermore, as discussed subsequently, it is desirable to have some standardization in the str
data elemegnt when it serves as a key identifier.

The inclug
identificati
the transal

ion of key identifying information in. @very transaction message of a given type is calleg
bn. The alternative is called "implicit'ykey identification. With implicit key identification, the ke
ction message in question are determined from other transaction related information. For

key to be psed might be determined by~the communications line on which the message is received,

determinefl from a "terminal identifier"~included in the message for other purposes as well. Virtually al
transactiof messages use implicit-key identification, and many terminal-to-host transaction messages &
A.3.1 Explicit key identification characteristics
The chara
number of
the termin
independs

cteristics of explicit key identification make it especially useful in the POS environment, wher¢
POS terminals interface with a single host. In such an environment the key may not be as
al per<se,”but perhaps with a PIN pad that is a physically separate unit that is installeg
ntlyc<ofithe terminal.

erefore, it is

ommonly the
as indicated
) parties and

b identify the
nent in every
a primary bit
Licture of this

explicit key
y(s) used for
pxample, the
br it might be
host-to-host
Iso use it.

b a very large
sociated with
or replaced
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re otherwise

required. A POS terminal may be installed, and a PIN pad connected to it, without any regard for key management
considerations. Every transaction message from such a terminal includes a key identifier that identifies the key(s)
used with that message. Therefore, there is no need to establish a keying relationship prior to the first transaction
from such a terminal. Should the terminal's PIN pad fail and be replaced, there is no need to inform the acquiring
host of the replacement prior to the first transaction using the new PIN pad.

An additional benefit of explicit key identification is that it may prevent the loss of cryptographic synchronization.
When such a loss occurs, it is because the originating party uses a different key than the receiving party expects.
The explicit identification of the key in the transaction message may eliminate any such misunderstanding.

Another benefit of explicit key identification is that it permits the use of "derived key" techniques as an alternative to
more conventional stored key techniques. With stored key techniques, the acquiring host stores an (enciphered)
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key for every terminal with which it communicates (using the POS environment as an example). With derived key
techniques, such storage is unnecessary. The host holds a relatively small number of derivation keys, each
common to many POS terminals. When the host receives a transaction from such a terminal, it is able to derive the
key(s) used at that terminal by cryptographically processing the key identifier included in the transaction using the
appropriate derivation key. As a simple example, the key identifier might be enciphered using the derivation key, the
resulting cipher being the terminal's key. Note that all such terminal related keys are unique (assuming all have
unique key identifiers), and that knowledge of one terminal's key provides no feasibly usable information about any
other terminal's key.

With this technique there is no need for the host to maintain the database of enciphered terminal related keys that is
needed for stored key techniques because any such key may be derived, using the key identifier included in the
transaction gnd the common derivation Key, when needed. The elimination of such a database may_s|mplify key
management logistics and operations.

It should be |noted that key identifiers are non-secret and provide no information that an adversary coyld feasibly
use to determine any associated key.

A.3.2 Key[sets

When using [explicit key identification with POS terminals, it is convenient to use‘\the concept of a key|set. Many
(e.g. thousands of) terminals may use keys that are in a single key set. Altheugh all the keys in a kpy set are
different (exdept by chance), all such keys have the following in common:

O If the primary keys of the set are stored in enciphered form in the host's database, the same key engipherment
key is uged to decipher all of them. If the primary keys of the set.are derived, the same derivation kiey is used
by the hpst to cryptographically compute all of them.

O The prinpary keys of the set are managed identically.

O Any addjtional keys are obtained from the associated primary key in the exact same manner (e.g. by using the
same vgriants).

O The key management related data elements' that identify the set's keys are identical in structue and are
interpreted using identical logic.

O The ansers to questions 2-8 listed\in A.2 are implemented identically for all devices holding keys in|the set, or
else thg key management related data elements specify the implementation of any item for |which the
implemgntation may vary from‘one of these devices to another.

For each key| set it is necessaty-for the host to store the high level key used to decipher or derive each pijimary key,
as well as in i
information 1
stored key t¢g
is used, no (
per-terminal |i
information d
used to minimize and systematize the key management |nformat|on that a host needs to store, and therefore
simplify the host's implementation of key management procedures.

A.3.3 Key identifiers

When key sets are used with explicit key identification, it is useful to include in the identification of a key the
identification of the set to which that key belongs. This is called a key set identifier, as described in 4.2 and 4.3, and,
when used, forms the most significant (leftmost) portion of the key identifier.

When a key set identifier is used, a key identifier may consist of two or three fields, as follows:
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O key set identifier;
O device identifier;

O key replacement counter (optional).

92:1998(E)

The device identifier indicates a specific device whose key(s) is within the indicated key set. For stored key

systems, the device identifier may be used to locate, in the host's key table for the indicated key set,

the location

that holds the key(s) related to that particular device. For derived key systems, the device identifier is used to
cryptographically compute the key initially loaded into that device, using the derivation key of that particular key set.

his counter indicates how ma

In systems
identifier.

ny key replacements
technique$ and useful (to detect and recover from loss of cryptographic synchronization) when they oq
key technipues.

It is not ngcessary to have a standardized manner for representing device identifiers)or key replacem
The reprelsentation of these fields is fixed for any key set (as indicated in“the preceding key s
Therefore| associated with each key set may be computer software and/or-parameters that define
related sub-fields.

It should pe noted that key set identifiers assigned in accordance“with this International Standa
standardiZed methodology in which explicit key identification may. berused with non-standardized sec|
management techniques.

d in the key

pbaded. When

se of a key
derived key
cur in stored

ent counters.
bt definition).

the security

rd provide a
urity and key

When exglicit key identification is used in a POS environment, it is generally used only in termipal-originated

transactiof messages. Once the acquiring host has recéived a terminal-originated message, the hos
(from the message's key identifier) the primary key currently associated with this terminal and use
another rejated key for the cryptographic protection 6f-data to be transmitted back to the terminal. Sincd
already knjows this key, there is no need to send@akey identifier back to the terminal.

t determines
5 this key or
the terminal
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