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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fofj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This document specifies both the physical and logical characteristics and the management of the
secure cryptographic devices (SCDs) used to protect messages, cryptographic keys and other sensitive
information used in a retail financial services environment.

The security of retail financial services is largely dependent upon the security of these cryptographic
devices.

Security requirements are based upon the premise that computer files can be accessed and manipulated,
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Financial services — Secure cryptographic devices
(retail) —

Part 2:
Security compliance checklists for devices used in financial
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Scope
5 document specifies checklists to be used to evaluate secure cryptographic devi
11568 in the financial services environment. Integrated circuit ({G) payment cards

he requirements identified in this document up until the time ofssue, after which the
hirded as a “personal” device and outside of the scope of this doctument.

Normative references

following documents are referred to in the text iitsuch a way that some or all of th

ated references, the latest edition of the referenced document (including any amendmen

c principles and requirements for PINs in.eard-based systems

11568, Financial services — Key mandgement (retail)

evaluation methods
16609, Financial services +— Requirements for message authentication using symmetric tec

IEC 18031, Informdtion technology — Security techniques — Random bit generation

Terms and-definitions

the purpeses of this document, the terms and definitions given in ISO 13491-1 and th

ISO

and IEC maintain terminology databases for use in standardization at the following add

rporating cryptographic processes as specified in ISO 9564-1, 1SQ 9564-2, 1SO 1

Ktitutes requirements of this document. For dated references, only the edition cited 3

9564-1, Financial services — Personal Identification Number (PIN) management and securil

13491-1, Financial services — Seeure cryptographic devices (retail) — Part 1: Concepts, r¢

ces (SCDs)
6609, and
hire subject
fy are to be

bir content
pplies. For
[s) applies.

y — Part 1:

quirements

hniques

e following

esses:

31

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

auditor
person or organization approved as an auditor by an approval authority

[SOURCE: ISO 9000:2015, 3.13.15]

3.2

data integrity
assurance that data has not been altered or destroyed in an unauthorized manner

© IS0 2023 - All rights reserved
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3.3

dual control

process of utilizing two or more entities (usually persons) operating in concert to protect sensitive
functions or information whereby no single entity is able to access or use the materials

Note 1 to entry: A cryptographic key is an example of the type of material to be accessed or utilized.

3.4

evaluation agency

organization trusted by the design, manufacturing, and sponsoring entities which evaluates the secure
cryptographic device (using specialist skills and tools)

Note 1 to er]try: Evaluation is in accordance with ISO 13491-1.

3.5
exclusive-pr
bit-by-bit modulo two addition of binary vectors of equal length

3.6
security compliance checklist
list of auditable claims, organized by device type

Note 1 to enftry: Checklist is as specified in this document.

3.7
sensitive gtate
device conflition that provides access to the secure operator interface such that it can only be entdred
when the device is under dual or multiple control

3.8
sponsor
person or grganization that requests a test

[SOURCE: ISO 20088-3:2018, 3.5]

4 Use of security compliance.checklists

These che¢klists shall be used to._assess the acceptability of cryptographic equipment upon which
the security of the system depends. It is the responsibility of any sponsor, approval authority or
accreditation authority, depending on the evaluation method chosen, that adopts some or all of these
checklists fo:

— approve evaluatingagencies for use by suppliers to or participants in the system;

— setup pn auditreview body to review the completed audit checklists.

Annex A tp@Annex H, which provide checklists defining the minimum evaluation to be perforined
to assess thé—aceeptabitity—of-eryptographic—equipment—she e—apphed—Additional—tests—ms=
performed to reflect the state of th

e art at the time of the evaluation.
A cryptographic device achieves security both through its inherent characteristics and the
characteristics of the environment in which the device is located. When completing these audit
checklists, the environment in which the device is located shall be considered, for example a device
intended for use in a public location can require greater inherent security than the equivalent device
operating in a controlled environment. So that an evaluating agency need not investigate the specific
environment where an evaluated device may reside, this document provides a suggested categorization
of environments in Annex H. Thus, an evaluating agency may be asked to evaluate a given device for
operation in a specific environment. Such a device can be deployed in a given facility only if this facility
itself has been audited to ensure that it provides the ensured environment. However, these audit
checklists may be used with categorizations of the environment other than those suggested in Annex H.

2 © IS0 2023 - All rights reserved
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Annex A
(normative)

Physical, logical and device-management characteristics common

to all secure cryptographic devices

A.]I General
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All
tam
sha

A.2

An
attd

5 annex is intended for use with all evaluations and shall be completed prior to-@ny dev
hrity compliance checklists.

following statements in this security compliance checklist shall be spectified by the

cceptable practice but shall be explained in writing. Those statemeénts that are indicate
1 also be explained in writing.

Device characteristics
.1 Physical security characteristics

1.1 General

devices shall meet the criteria given in A®2.2 for general security characteristics, in
per-responsive characteristics and in A.2.1.3 for tamper-evident characteristics. OtH
| additionally meet the criteria givenin‘A.2.1.4 for tamper-resistant characteristics.

1.2 General security characteristics

evaluation agency has evaltiated the device bearing in mind susceptibility to physical
ck techniques known at'the time of the evaluation, such as (but not limited to):

chemical attacks (solvents);

scanning attacks<(scanning electron microscope);
mechanicabattacks (e.g. drilling, cutting, probing);
thermal attacks (high and low temperature extremes);

radiation attacks (X-rays);

ce-specific

auditor as

e (T)”, “false (F)” or “not applicable (N/A)”. A “false” indication does not necessarily indicate

bd as “N/A”

A.2.1.5 for
er devices

hnd logical

The

information leakage through covert (side) channels (e.g. power supply, timing);
failure attacks.

conclusions are given in Table A.1.

Table A.1 — General security characteristics

No. Security compliance statement True | False | N/A

It is not feasible to determine a PIN, a key or other secret in-
formation by monitoring (e.g., the electromagnetic emissions
from the device with or without the cooperation of the device
operator).

Al
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Table A.1 (continued)

No. Security compliance statement True | False | N/A

Any ventilation and other openings in the module are posi-
tioned and protected so that it is not feasible to use such an
opening to probe any component of the module such that

A2 plaintext PINs, access codes or cryptographic keys might be
disclosed or to disable any of the protection mechanisms of the
device.

A3 All sensitive data and cryptographic keys, including residues,

are stored in the security module.

All transfer mechanisms within the device are implemented in
A4 such a way that it is not feasible to monitor the device to obtain
unauthorized disclosure of any such information.

Any access entry point into the device's internal circuitry is
locked in the closed position when the device is operative, by
means of one or more pick-resistant locks or similar security
mechanisms.

A5

The design of the device is such that a duplicate device cannot
A6 be constructed from components which are available through
retail commercial channels.

If the device generates random numbers or pseudo-randgm
A7 numbers, then the generation of those numbers confermis to
ISO/IEC 18031.

If the device generates random numbers or pseddo-random
numbers, it is not feasible to influence the output of those
A8 numbers, for example by varying environmental conditions
of the device, such as resetting or reinitializing the device or
manipulating the power supply or eleétromagnetic injection.

A.2.1.3 Tamper-evident characteristics

The conclufions of the evaluating agency are given in Table A.2.

Table A.2-= Tamper-evident characteristics

No| Security compliance statement True | False | NfA

The devicelis)designed and constructed so that it is not feasible
to penetrate the device in order to:

— «make any additions, substitutions or modifications (e.g.,
tHesinstallation of a bug) to the hardware or software of the
dévice; or

— determine or modify any sensitive information (e.g., PINs,

Ad access codes, and cryptographic keys);

and then subsequently return the device without requiring
specialized skills and equipment not generally available and:

a) without damaging the device so severely that the damage
would have a high probability of detection; or

b) requiring that the device be absent from its intended loca-
tion for a sufficiently long time that its absence or reappear-
ance would have a high probability of being detected.

A.2.1.4 Tamper-resistant characteristics

The conclusions of the evaluating agency are given in Table A.3.

4 © IS0 2023 - All rights reserved
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Table A.3 — Tamper-resistant characteristics

No. Security compliance statement True | False | N/A

The device is protected against penetration by employing physi-

A10 cal protection to such a degree that penetration is not feasible.

Even after having gained unlimited, undisturbed access to the
Al11 device, discovery of secret information in the target device is
not feasible.

A.2.1.5 Tamper-responsive characteristics

The conclusions of the evaluating agency are given in Table A.4.

Table A.4 — Tamper-responsive characteristics

No. Security compliance statement True | False | N/A

The device is protected against penetration by including
features that detect any feasible attempts to tamper with,the

A12 . . . .
device and cause immediate erasure of all cryptographic keys
and sensitive data when such an attempt is detected,

Removal of the case or the opening, whether authorized or

A13 unauthorized, of any access entry to the device’sinternal com-

ponents causes the automatic and immediateerasure of the
cryptographic keys stored within the device.

There is a defined method for ensuring that secret data or any
cryptographic key that has been usedto encrypt secret data is
erased from the unit when permanently removing the unit from
service (decommissioning). There'is also a defined method for
Al14 ensuring, when permanently,décommissioned, that any cryp-
tographic key contained in-the unit that might be usable in the
future is either erased from the unit or is invalidated at all facil-
ities with which the unitis capable of performing cryptographi-
cally protected commiunications.

Any tamper detéction or key erasure mechanisms function even

A15 in the absence'of applied power.

If the deyice’has no mechanism for detection of removal from its
operational environment, then defeating the tamper detection
mechanisms or discovery of secret information in the target
device is not feasible, even when removed from its operational
environment. Compromise of the device requires equipment and
Al6 Skill sets that are not readily available.

As a possible example, discovery of such information requires
a significant time, such as one month of preparation, including
analysis of other devices and at least one week of effort to com-
promise the device after having gained unlimited, undisturbed

accacctaotha taragat davica
SEELeS5to-the-tafFgeaevice

If the device has a mechanism for detection of removal from its
operational environment, then defeating the tamper- detection
mechanisms or discovery of secret information in the target de-
vice is not feasible. Compromise of the device shall require skill
sets that are not readily available and equipment that is neither
Al7 readily available at the device site nor can be feasibly transport-
ed to the device site.

As a possible example, discovery of such information requires
a significant time, such as one month of preparation, including
analysis of other devices and at least 12 hours of unlimited,
undisturbed access to the target device.

© IS0 2023 - All rights reserved 5
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A.2.2 Logical security characteristics

The conclusions of the evaluating agency are given in Table A.5.

Table A.5 — Logical security characteristics

No. Security compliance statement True | False | N/A

The device includes self-test capabilities capable of manual or
A18 automatic initiation to ensure that its basic functions are oper-
ating properly.

A1l Tedevice only performs its designed furnctions.

Itis not feasible to determine a key or other secret information

A0 by the use of diagnostic or special test modes.

The cryptographic algorithms, modes of operation and
A21 lengths of cryptographic keys used by the device conform to
[SO 11568.

The device key management conforms to ISO 11568 using each
A22 key for only one cryptographic purpose (although a variant of
a key may be used for a different purpose).

The functionality implemented within the device is such that
there is no feasible way in which plaintext secret informnation
(e.g., PINs or cryptographic keys) or secret information ‘enci-
phered under other than the legitimate key can be‘gbtained
from the device, except in an authorized mannei\fe.g., PIN
mailers).

A23

If the device is composed of several compenents, it is not
possible to move a secret cryptographic key within the device
from a component of higher securityto‘a component providing
lower security.

A24

The loading of keys is performed-when:

— the device is in a sensitive'state; or

AR — the action of loading-a’key puts the device into a mode that

activates all the tamiper-protection mechanisms within the
device.

The following operator functions that may influence the
security of @ device are only permitted when the device is in a
sensitive'state, i.e., under dual or multiple control:

AZ6 — disabling or enabling of device functions;

—<change of passwords or data that enable the device to
enter the sensitive state.

The secure operator interface is so designed that entry of
more than one password (or some equivalent mechanism for
dual or multiple control) is required in order to enter this
Sensitive state.

A27

The secure operator interface is so designed that it is highly
A28 unlikely that the device can inadvertently be left in the sensi-
tive state.

If sensitive state is established with multiple limits (e.g., on the
A29 number of function calls and a time limit), the device returns
to normal state when the first of these limits is reached.

Where passwords or other plaintext data are used to control
A30 transition to a sensitive state, then these are protected in the
same manner as other secret or sensitive information.

If cryptographic keys are lost for any reason (e.g., long-term
A31 absence of applied power), the device will enter a non- opera-
tional state.

6 © IS0 2023 - All rights reserved
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Table A.5 (continued)

No. Security compliance statement True | False | N/A

The only function calls and sensitive operator functions that
A32 exist in the device are functions approved by the sponsor or
the system in which the device is to operate.

Keys are never translated from encipherment under one vari-

A33 ant to encipherment under another variant of the same key.

A.3_Device management

A.3.1 General consideration

For|each life cycle stage, the entity responsible for completing the audit checklist for that stage has
proyided assurance for the statements given in Table A.6.

Table A.6 — General consideration

No. Security compliance statement True | False | N/A

For audit and control purposes, the identity of the-device
(e.g., its serial number) can be determined eithéer by external
A34 tamper-evident marking or labelling or by a‘omimand that
causes the device to return its identity via‘the interface or via
the display.

When the device is in a life cycle stage such that it contains
cryptographic keys, the identity of these keys can be easily

A35 determined from the identity of\the device [so that the key(s)
can be invalidated if the deviCeis reported lost or stolen].

A36 Any physical keys used to unlock or operate the device are
carefully controlled and.available only to authorized persons.
If a device contains@secret cryptographic key and there is an

A37 attack on a deviCe;or a device is stolen, then procedures are

in place to ngtify the party responsible for the security of the
device immediately after detection.

If a deyice-does not yet contain a secret cryptographic key
and.there is an attack on a device, or a device is stolen, then
A38 procedures are in place to prevent the substitution of the
attacked or stolen device for a legitimate device that does not
yet contain a secret cryptographic key.

If no sensitive state exists in the device, the loading of plain-

A39 text keys is performed under dual control.

A.32 <Device protection by manufacturer

Thedevice mmamufactureroran iudcpcudcut auditorhas 328 ovided—assurance; ou,t,cpta‘ulc to the audit
review body, for the statements given in Table A.7

Table A.7 — Device protection by manufacturer

No. Security compliance statement True | False | N/A

The hardware and software design of the device has been
evaluated to ensure that the functional capabilities provided
A40 with the device are all legitimate, documented functions and
that no unauthorized function (e.g., a “Trojan horse”) resides
in the device.

©1S0 2023 - All rights reserved 7
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nel to prevent unauthorized modifications to the physical or
functional characteristics of the device.

Table A.7 (continued)
No. Security compliance statement True | False | N/A
The device, including software, is produced and stored in a
A4l controlled environment under the control of qualified person-

A.3.3 Device protection between manufacturer and post-manufacturing phases

The device manufacturer and those responsible for the transport and storage of the device prior to

initial financial key loading, or else an independent auditor, have provided assurance for the stateménts

given in Tatle A.8.

Tablg A.8 — Device protection between manufacturer and post-manufacturing phases

N¢.

Security compliance statement

True

False

N/fA

A42

Subsequent to manufacturing and prior to shipment, the de-
vice is stored in a protected area or sealed within tamper- evi-
dent packaging to detect unauthorized access to it.

A43

— The device is shipped in tamper-evident packaging and
inspected to detect unauthorized access to it; or

— before a device is loaded with cryptographic keysyit is
closely inspected by qualified staff to ensure thatithas not
been subject to any physical or functional modification; or

— the device is delivered with secret information that is
erased if tampering is detected to enable the user to ascertain
that the device is genuine and not comipromised.

NOTE One example of such information is the private key of an
asymmetric key pair with the public key of the device signed
by a private key known only te-the manufacturer.

A.3.4 Deyvice protection during initialfinancial key loading and prior to pre-use

Those resgonsible for device storagé and transport during initial key loading, or else an independent
auditor, haye provided assurance, acceptable to the audit review body, for the following as in Table /9.

Tablg A.9 — Device protection during initial financial key loading and prior to pre-use

N¢.

Security compliance statement

True

False

N/A

A44

The transfer mechanisms by which plaintext keys, key compo-
nents or passwords are entered into the device are protected
and/or inspected so as to prevent any type of monitoring that
could result in the unauthorized disclosure of any key, compo-
nent or password.

A45

The device is loaded with initial key(s) in a controlled manner
only when there is reasonable assurance that the device has
not been subject to unauthorized physical or functional modi-
fication.

A.3.5 Device protection during pre-use and prior to installation

Those responsible for device storage and transport subsequent to initial key loading, or else an
independent auditor, have provided assurance, acceptable to the audit-review body, for the information

given in Table A.10.

© IS0 2023 - All rights reserved
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Table A.10 — Device protection during pre-use and prior to installation

as to detect and report theft or loss.

No. Security compliance statement True | False | N/A
Any uninstalled device is controlled so as to prevent or detect
A46 unauthorized access to it and records are kept and audited so

A.3.6 Device protection subsequent to installation

The acquirer or an independent auditor has provided assurance, acceptable to the audit review body,
concerning which controls and procedures are in place to ensure the information given in Table A.11.

Table A.11 — Device protection subsequent to installation

No.

Security compliance statement

True

False

N/A

A47

If, for any reason, a device ceases to hold valid keys:
— the device is removed from service as soon as possible,
— transactions from the device are rejected,

— the device is not loaded with new keys until it has.been
carefully inspected and tested by at least two knowledgeable
and qualified individuals who have determinedthat the device
has not been subject to any physical or functional modifica-
tion.

A48

If a device is lost or stolen and then recoevered, or if unauthor-
ized modification of the device is suspected for any reason,
all cryptographic keys containeddh the unit are erased and
new keys are not loaded until the unit has been inspected and
tested as indicated in A.3.3:

A49

Manual and/or automated auditing and control procedures
have been implemented\to detect the unauthorized reinstal-
lation of a previously,used device or of a device containing the
key(s) of a previously used device. Such instances are investi-
gated and, if potentially fraudulent activity is suspected, the
device is remeved from service as soon as possible. When each
transaction identifies the key(s) used in the transaction, host
softwdre can be used to automatically detect:

a)~ the removal of a device from service,

b) the subsequent installation of a device containing the
key(s) of a device previously removed from service.

A50

When the device is being serviced or installed, procedures are
in place to ensure that the device cannot be compromised by
the staff performing these functions.

When the secure operator interface is to be used, the data
entry device and cables connected to the device are carefully

b
41
uiy

inspected to ensure that no unauthorized hardware has been
inserted.

A52

If the device relies on tamper evidence, procedures are in
place to ensure regular inspection for such evidence.

A.3.7 Device protection after removal from service

Those responsible for device removal, or else an independent auditor, have provided assurance,
acceptable to the audit review body, for the information given in Table A.12.
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Table A.12 — Device protection after removal from service

No. Security compliance statement True | False | N/A

If the device is to be reinstalled, then it is controlled so as to
A53 prevent unauthorized access to it and is audited so as to detect
and report its theft or loss.

If the device is being permanently removed from service, then
A54 any key contained within the device which has been used for
any cryptographic purpose is erased from the device.

If the device case is intended to provide tamper-evident char-
a\,tcx ibti\,b Cllld t}xc dCV iLC ib llJCillB PCL 1uaucut1_y I ClllUVCd lcl UIIT
service, then the case is destroyed. The storage of the case is
controlled and audited until its destruction.

AS55
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Annex B
(normative)

Devices with PIN entry functionality

The
“tru
una
sha

B.2

B.2

B.2
The

procedure for evaluating PIN entry devices is as follows:
complete the checklists given in Annex A,

complete the checklists given in this annex.

Device characteristics

.1 Physical security characteristics

1.1 General physical security characteristics

conclusions of the evaluating agency ane)given in Table B.1.

Table B.1 — Geéneral physical security characteristics

following statements in this security compliance checklist shall be specified by the
e (T)”, “false (F)” or “not applicable (N/A)”. A “false” indication‘\does not necessarily indicate
cceptable practice but shall be explained in writing. Those statements that are indicat¢d as “N/A”
l also be explained in writing.

auditor as

No.

Security compliance statement

True

Fal

se | N/A

B1

The path’from the keypad to the cryptographic processing
unit is(physically protected such that there is no feasible meth-
od gf'ascertaining the data passed between the two without:

S—triggering the erasure of the device’s cryptographic keys
(see A.2.1.5);

— causing sufficient damage to preclude its continued use
(see A.2.1.3); or

— meeting the requirements of B27.

B2

If the PIN entry device can be used to enter data that will not
be enciphered, then the path to the display is physically pro-

tected or the requirements of B22 are met.

B3

The path from the magnetic stripe card reader to the cryp-
tographic processing unit is physically protected such that
there is no feasible method of accessing and/or altering the
data passed between the two without triggering the erasure of
the secret or private cryptographic keys or the requirements
of B28 are met.

B4

If PIN entry is accompanied by an audible tone, the tone for
each entered PIN digit is indistinguishable from the tone for
any other entered PIN digit.

© IS0 2023 - All rights reserved
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Table B.1 (continued)

No. Security compliance statement True | False | N/A

If the PIN entry device has a display, this display does not dis-
close any entered PIN digit but may display a string of non-sig-
nificant symbols, such as asterisks, to denote the number of
PIN digits entered.

B5

The PIN entry device is equipped with a privacy shield or is
B6 designed so that the cardholder can shield it with his/her body
to protect against observation of the PIN during PIN entry.

Anszraciduac of DINC or ot agraanhi o agyce nead diving o
YTy T CoTat eSO T Iy o Oty prosTapIt sty SaStator g

transaction are either stored in a tamper-resistant or tamper-
responsive module or are overwritten immediately after the
BY completion of the transaction.

NOTE Plaintext PINs are always overwritten immediately
after being enciphered.

The slot of the IC reader into which the IC card is inserted does
not have sufficient space to hold a PIN-disclosing “bug” when

a card is inserted, nor can it feasibly be enlarged to provide
space for a PIN-disclosing “bug”. It is not possible for both an
IC card and any other foreign object to reside within the card
B8 insertion slot. The opening for the insertion of the IC card is in
full view of the cardholder so that any untoward obstrictions
or suspicious objects at the opening are detectablé:

NOTE A PIN entry device need not comply with.this require-
ment if the PINs are only transferred to the [€ card with logical
(cryptographic) protection.

The IC reader is constructed so that wirgs running out of the slot
of the IC reader to arecorder or a transmitter (an external bug)
can be observed by the cardholder.

NOTE A PIN entry device nged not comply with this requirement
if the PINs are only transferred to the IC card with logical
(cryptographic) protection.

The PIN pad and the\C reader are either integrated in a single
tamper-evident (as‘defined in ISO 13491-1) device or exist as

1o two separate tamper-evident devices.
NOTE A non-integrated IC reader need not comply with this

requirentent if the PINs are only transferred to the IC card
with légical (cryptographic) protection.

B.2.1.2 Tamper-responsive characteristics

The conclusions.ofthe evaluating agency are given in Table B.2.

Table B.2 — Tnmppr-rpcpnncivp characteristics

No. Security compliance statement True | False | N/A

The device is protected against penetration by including
features that detect any feasible attempts to tamper with the

B11 device and cause immediate erasure of all cryptographic keys
and sensitive data when such an attempt is detected.
Removal of the case or the opening, whether authorized or
B12 unauthorized, of any access entry to the device’s internal com-

ponents causes the automatic and immediate erasure of the
cryptographic keys stored within the device.
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Table B.2 (continued)

No. Security compliance statement True | False | N/A

There is a defined method for ensuring that secret data, or any
cryptographic key that has been used to encrypt secret data,
is erased from the unit when permanently removing the unit
from service (decommissioning). There is also a defined meth-
B13 od for ensuring, when permanently decommissioned, that any
cryptographic key contained in the unit that might be usable
in the future is either erased from the unit or is invalidated

at all facilities with which the unit is capable of performing
CTyprograpiically protected COMMUITITations.

Any tamper detection or key erasure mechanisms function

B14 even in the absence of applied power.

If the device has no mechanism for detection of removal
from its operational environment, then defeating the tamper
detection mechanisms or discovery of secret information in
the target device is not feasible even when removed from its
operational environment. Compromise of the device requires
B15 equipment and skill sets that are not readily available:

NOTE As a possible example, discovery of such inférmation
requires a significant time, such as one month of preparation,
including analysis of other devices and at least,one week of
effort to compromise the device after having gained unlimited,
undisturbed access to the target device.

If the device has a mechanism for deteetion of removal from
its operational environment, then defeating the tamper-de-
tection mechanisms or discovery of secret information in the
target device is not feasible. Comipromise of the device shall
require skill sets that are notreadily available and equipment
B16 that is neither readily available at the device site nor can be
feasibly transported to the device site.

NOTE As a possible.example, discovery of such information
requires a significant time, such as one month of preparation,
including analysis of other devices and at least 12 hours of
unlimited;undisturbed access to the target device.

If the device has a mechanism for detection of removal from
its gperational environment, then defeating the detection of
rémoval mechanisms is not feasible. Compromise of the device
shall require skill sets that are not readily available and equip-
ment that is neither readily available at the device site nor can
be feasibly transported to the device site.

B16A

B.2l2 Logical security characteristics

The BIN' entry device manufacturer or an independent evaluating agency has provided [assurance,
acceptabtetotheaudit review body, for the imformmatiomr giverr i Tabte B-3-
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Table B.3 — Logical security characteristics

No.

Security compliance statement

True

False

N/A

PIN protection during transmission within the terminal (at
least one should apply).

— Ifthe PED and the IC reader are not integrated and the
cardholder verification method required by the IC card is an
enciphered PIN, and the IC reader is a secure cryptographic
device meeting the requirements of ISO 13491-1, then the PIN

is enciphered (using a symmetric key) by the PIN entry device
inaccaordance with ISQ 9564.-1

B17

The IC reader receives the enciphered PIN, deciphers the PIN
and then re-enciphers it using the authenticated encipherment
key of the ICC. The enciphered PIN is then submitted to the
ICC.

— Ifthe PED and the IC reader are not integrated and the
cardholder verification method required by the IC card is an
enciphered PIN, and the IC reader is not a secure cryptograph-
ic device meeting the requirements of ISO 13491-1, then the
PIN is enciphered (using the authenticated encipherment key
of the ICC) by the PIN entry device in accordance with ISO
9564 1.

The IC reader receives the enciphered PIN and therrsubmits it
to the ICC.

— Ifthe PED and the IC reader are not integrated and the
cardholder verification method is determingd to be a plain-
text PIN, then the PIN block is encipheredfrom the PED to
the IC reader (the IC reader will then decipher the PIN for
transmission in plaintext to the IC gard) in accordance with
ISO 9564-1.

— Ifthe PED and the IC reader are integrated and the card-
holder verification method\s'determined to be an enciphered
PIN, then the PIN block is.énciphered using an authenticated
encipherment key ofithe IC card.

— Ifthe PED and the IC reader are integrated and the card-
holder verification method is determined to be a plaintext PIN,
then encipiierment is not required if the PIN block is trans-
mitted wholly through within a secure cryptographic device
meetingthe requirements of ISO 13491-1. If the plain text PIN
is transmitted to the IC reader through an unprotected envi-
roniment, then the PIN block is enciphered in accordance with
1SO 9564-1.

B18

PIN encipherment only occurs using a PIN block format and an
encipherment algorithm specified in ISO 9564-1.

If the PIN entry device offers functionality for downloading

B19

of software, then any such software downloaded is rejected
by the device (the device’s cryptographic keys may also be
automatically erased) unless the device has successfully cryp-
tographically authenticated the downloaded code.

B20

If the PIN entry device is designed to cater for more than one
acquirer, then any downloaded changes to the table con-
trolling the choice of the acquirer key set are accepted by the
device only if it has successfully cryptographically authenti-
cated the downloaded data.

14
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Table B.3 (continued)

No. Security compliance statement True | False | N/A

The PED has characteristics that prevent or significantly deter
exhaustive PIN determination (e.g., use a unique-key-per-

B21 transaction technique to prevent the attack, limit the number
of permitted PIN entries per minute to deter the attack or by
use of a PIN block format containing random data).

Where the keypad is used for PIN entry as well as other data,
the display is under the control of the device such that an
B22 “enter PIN” or an equivalent message cannot be displayed
when data will be output in the clear or the requirements of
B2 are met.

The PIN entry device only accepts PINs that are between four

B23 and 12 digits in length.

The mapping of numeric values of the entered PIN to the inter-

B24 nal coding is in accordance with ISO 9564-1.

The PIN entry device uses different key slots for different
B25 acquirers and there is no feasible way in which any acquiver's
personnel can ascertain or modify another acquirer's key.

The PIN entry device uses different keys for different acquir-
ers, and the means to select the key to be used‘or a given
B26 transaction are controlled (e.g., by an internal table look-up)
so that there is no feasible way to deliberately or accidentally
select the key of another acquirer.

The path from the keypad to the cryptographic processing
B27 unit is logically protected (e.g., enciphered) or the require-
ments of B1 are met.

The path from the magnetic'stripe card reader to the cryp-
B28 tographic processing unit,is logically protected or the require-
ments of B3 are met,

B.3 Device management

B.3{1 PIN entry device protection during initial key loading

Thgse responsible for-‘initial key loading, or an independent auditor, have provided [assurance,
accg¢ptable to the speiisor, for the information given in Table B.4.

Table B.4 — PIN entry device protection during initial key loading

No. Security compliance statement True | False | N/A

A repaired PIN entry device is not reloaded with any prior key

£29 (except by chance).

Automated techniques are used or manual procedures are in
place and are followed to ensure each PIN entry device is given
B30 at least one statistically unique key unknown to any person
and never previously given (except by chance) to any other PIN
entry device.

B.3.2 PIN entry device protection after installation

The acquirer or an independent auditor has provided assurance, acceptable to the audit review body,
that controls and procedures are in place to ensure the information given in Table B.5.
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Table B.5 — PIN entry device protection after installation

No. Security compliance statement True | False | N/A
The PIN entry device is placed where PIN entry cannot be

B31 viewed by surveillance cameras nor readily observed by by-
standers.
Location and/or the device management practices of the PIN

B32 entry device are such that its absence or an unauthorized

access (attack) would be detected within 24 hours.

16
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Annex C
(normative)

Devices with PIN management functionality

General
=enera:

PIN

NOTI

NOTI
tran

The

The
“tru
una
sha

C.2

C.2

The
ass

management functions include:
PIN issuance;

PIN verification;

PIN translation.

E1 PINentryis addressed in Annex B.

E2 Therequirements of this annex do not apply to POS and ATM devices that perform PIN trg
smission of PINs to an IC card.

complete the checklists given in Annex A;
complete the checklists given in this annex;
submit both sets of results to the audit review body.

following statements in this security compliance checklist shall be specified by the

cceptable practice but shall be explained in writing. Those statements that are indicatg
| also be explained in writing.

Device characteristics

1 Physical sécurity characteristics

PIN management device manufacturer or an independent evaluating agency ha
irance, acceptable to the audit review body, for the information given in Table C.1.

procedure for evaluating devices containing PIN management functionality is as followg:

nslation for

auditor as

e (T)”, “false (F)” or “not applicable (N/A)”. A “false” indication does not necessarily indicate

hd as “N/A”

provided

©IS
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Table C.1 — Physical security characteristics

No. Security compliance statement True | False | N/A

Unauthorized removal of the device from its operational loca-
tion is deterred by one or more of the following mechanisms:

— the device weighs more than 40 kg or else locks into a
structure weighing more than 40 kg using a pick-resistant
lock or similar measure such that the device cannot feasibly be
removed from this surface without unlocking the lock;

c1 — the device includes mechanisms such that the removal of
the device from its operational [ocation will cause the auto-
matic erasure of the cryptographic keys contained within the
device;

— removal of the device would be of no benefit because its
tamper-resistance or tamper-responsive characteristics en-
sure that the extraction of cryptographic keys or other secret
data are not feasible.

C.2.2 Logical security characteristics

The PIN management device manufacturer or an independent evaluating agency has provided
assurance,|acceptable to the audit review body, for the information givefi in Table C.2.

Table C.2 — Logical security characteristics

No. Security compliance statement True | False | NfA

Any residues of PINs or cryptographic keys used during a
transaction are either stored in a tamper-resistant or tamper-
] responsive module or are overwritten as soon as they are no
3 longer needed.

NOTE Plaintext PINs are always overwritten immediately
after being enciphered.

When a PIN is derivedfrom an account number or other data,

C3 the keys used in this\process are not used for any other pur-
pose.
c4 When a PIN.verification reference is calculated, the keys used

in this precess are not used for any other purpose.

Wherethe intended operating environment does not provide
protection against exhaustive PIN searches, internal monitor-
ing/of statistics is made so that only some given proportion of
CH iticorrect PIN verifications are permitted. Multiple function
calls containing the same correct PIN/PAN pair are not count-
ed when computing the proportion of incorrect PIN verifica-
tion calls.

It iD llUt fCOlD;IIJlC tU dCtCl lllillc Cllly PIP‘I vl if;uatiuu }\Cyb siVCll
Cé knowledge of PIN reference values, the corresponding PINs
and other non-secret relevant data.

PIN translation functionality conforms to ISO 9564-1. The pro-

c7 cess of PIN translation protects the PINs from disclosure.

All keys under which input PIN blocks are enciphered cannot
be used for any other purpose. In particular, there is no way of
c8 using this key to encipher a chosen plaintext quantity and all
keys under which PIN blocks are deciphered cannot be used
for any other purpose. In particular, there is no way of using
this key to decipher a chosen quantity.

There is no translation of input PIN block formats to another

9 PIN block format that is not described in ISO 9564-1.
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Table C.2 (continued)

No. Security compliance statement True | False | N/A

To deter misuse of the PIN translation capability for exhaus-
tive PIN determination, either

— the operational environment prevents this misuse; or

C10 — all PIN translations are between formats that encrypt

the PIN as a function of a significant portion of the account
number, and the PIN translation capability requires that the
account number digits in the input PIN block match the corre-
Sponding account numbper digits i the output PIN bIocK:

c11 The PIN generation device can only be enabled for the purpose
of plaintext PIN issuance under dual control.

C.3] Device management

Theg requirements for device management are the same as those presented in Annex E.
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Annex D
(normative)

Devices with message authentication functionality

D.1 General

Message apithentication devices calculate a message authentication code (MAC) for the purpesg of
providing dlata integrity and verification of an alleged origin.

The follow|ng are the three types of input:

— cryptagraphic keys;

— messages to be authenticated (followed by a MAC for MAC verification dewvices); and
— operator input (e.g., choice of message authentication key).

For MAC generation devices, there are two types of output: key verification code of the cryptographic
key that has been input or used and the computed message authentication code (MAC). For MAC
verificatiof devices, there are two types of output: key verification code of the cryptographic key that
has been input or used and a yes/no response indicating whether the MAC of the message, using|the
indicated Key, was correct.

Some devifres use different MAC keys for verificatiop;;and generation, i.e., unidirectional keys. [The
procedure [for evaluating message authentication devices is as follows:

— complé¢te the checklists given in Annex A;
— compléte the checklist given in this anfiex;
— submif both sets of results to the audit review body.

The followling statements in this'sécurity compliance checklist shall be specified by the auditof as
“true (T)”) “false (F)” or “not(applicable (N/A)”. A “false” indication does not necessarily indigate
unacceptable practice but shallbe explained in writing. Those statements that are indicated as “N/A”
shall also He explained inwtiting.

D.2 Logical security device characteristics

The messalge duthentication device manufacturer or an independent evaluating agency has provided
assurance?ﬁcceptable to the audit review body, for the information given in Table D.1.

Table D.1 — Logical security device characteristics

No. Security compliance statement True | False | N/A

If the message authentication device can be manually activat-
D1 ed and can contain different MAC keys, then the identity of the
key used is displayed by the device.

The length of the MAC being generated or verified is in accord-
ance with 1SO 16609.

The MAC is generated using an approved algorithm in accord-
ance with ISO 16609 as agreed to by the sender and receiver.

D2

D3
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Table D.1 (continued)
No. Security compliance statement True | False | N/A
D4 The device only outputs a confirmation or denial of a MAC pro-

vided for verification, never the plaintext-computed MAC.

D5 If the device uses two keys for MAC generation or verification,
the technique utilized is in accordance with ISO 16609.

If the message authentication device is designed to use unidi-
D6 rectional MAC keys, then a MAC key is only used for one type
of MAC function, i.e., verify the MAC of received text or gener-

ataand ot o MAC for o ot batlongtrancaittad
ate-ahtrottpHta e e ateXt e S TahSHtTee e
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E.1 Gen

Annex E
(normative)

Devices with key generation functionality

ral

Key generg

arand
symm

arand
and pu

tion functions include the following:

bm or pseudo-random number generator for the purpose of generating a symmetric key
etric key component;

bm or pseudo-random prime number generator for the purpose of generating the private
blic key of an asymmetric key pair;

functi

n(s) to calculate a secret value for public key distribution systems.

There are fwo types of device that can be used to generate and inject kéys. One type of device requ
“compromise prevention” because a compromise of the device could-disclose keys previously gener3
or injected|by the device prior to the compromise. The other type.of.device requires only “compron
detection” pecause the device retains no information that, if dis¢losed, could disclose any key that

been injec

The proced

compld

comple

submit

The follow]
“true (T)”,

ed into a cryptographic device prior to the compromise.
ure for evaluating key generation devices is as\follows:
tte the checklists given in Annex A;
rte the checklists given in this annex;

both sets of results to the audit(review body.

ing statements in this security compliance checklist shall be specified by the audito
“false (F)” or “not applicable (N/A)”. A “false” indication does not necessarily indi

unacceptalle practice but shall be-explained in writing. Those statements that are indicated as “N

shall also 4

E.2 Deyv|

e explained in writing:

ice characteristics

E21 P

sical seeurity characteristics

The key geperation device manufacturer or an independent evaluating agency has provided assura
acceptableltothe audit review hody, for the information given in Tabhle F 1

oI’ a

key

ires
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I/A"

[1ce,
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Table E.1 — Physical security characteristics

No. Security compliance statement True | False | N/A

Unauthorized removal of the device from its operational loca-
tion is deterred by one or more of the following mechanisms:

— the device weighs more than 40 kg or else locks into a
structure weighing more than 40 kg using a pick-resistant lock
or similar measure, such that the device cannot feasibly be
removed from this surface without unlocking the lock;

E1l — the device includes mechanisms such that the removal of
the device from its operational location will cause the auto-
matic erasure of the cryptographic keys contained within the
device;

— removal of the device would be of no benefit because its
tamper-resistance or tamper-responsive characteristics en-
sure that the extraction of cryptographic keys or other secret
data is not feasible.

E.2|2 Logical security characteristics

The key generation device manufacturer or an independent evaluating agency has provided|assurance,
accgptable to the audit review body, for the information given inndable E.2.

Table E.2 — Logical security-characteristics

No. Security compliancé’statement True | False | N/A

The device’s key management functions are designed so that
no disclosure of any key is possible without collusion between
trusted individuals. Specifigally,

— the device's highestlevel keys are manually loaded as at

E2 least two components:under dual control; and/or

— any function used to input or output key components does
not operate until at least two different passwords have been
entered.

The device’decomposes an actual key into key components in
such-a way that no “active” bit of the key could be determined
E3 witheut the knowledge of all required components (e.g., the
cemponents are exclusive-or'ed together to form the key, or a
secret sharing technique is used).

E4 Key generation methods comply with ISO 11568.

Each call to obtain a generated key yields a different, statisti-

KR cally unique key (except by chance).

If the device is capable of generating asymmetric key pairs,
E6 then the private key will not be visible in comprehensible form
at any time during the generation process.

If the device is capable of generating asymmetric key pairs
that are not used by the device, then the key pair and all re-
lated secret seed elements are deleted immediately after the
transfer process.

E7
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Table E.2 (continued)

No.

Security compliance statement

True

False

N/A

E8

The device will not output any plaintext key except under dual
control. Such dual control is enforced by means such as the
following:

— the device requires that at least two passwords be correct-
ly entered within a period of no more than five minutes before
the device will output a key;

— the device requires that at least two different, physical

Reys (Mmarked “TOTTo be cCOmmerciaily Teproduced J be con-
currently inserted in the unit before it will output a key.

E9

The following operator functions (if available) require the use
of special “sensitive” states:

— manual input of control data (e.g., key verification code) to
enable export, import or use of a key;

— permitting movement of the device without activating a
key erasure mechanism.

Any proprietary functions are either:

— totally equivalent to a series of standard and approved
functions; or

— limited to use only keys that, by virtue of key séparation,
cannot be used with keys or modified keys of non-proprietary
functions.

E1|1

Random numbers and pseudo-random numbers conform to
ISO/IEC 18031.

E.3 Devjice management

The key géneration device manufacturer, the-organization in which the device is to be used of an
independent evaluating agency has provided assurance, acceptable to the audit review body, for|the

informatio

given in Table E.3.

Table E.3 — Device management

Security compliance statement

True

False

E1)2

Unauthotized use of the device is prevented or detected by
meéans such as the following:

5~ the device has functional or physical characteristics (e.g.,
passwords or physical high-security keys) that prevent use of
the device except under dual control and, when in a state in
which it is useable, the device is under the continuous supervi-

afatlasct o cch oaonlacaho anciien thot ooy i ooy £+l

ol ol z a 1
STOTHOT e rCa St ovy oSt pCopre—vwv o Crrsar ctrac oty araacitor

ized use of the device would be detected; and

— the device is at all times either locked or sealed in a tam-
per-evident cabinet or else is under the continuous supervi-
sion of at least two authorized people who ensure that any
unauthorized use of the device would be detected.
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Table E.3 (continued)

No. Security compliance statement True | False | N/A

When the device is in or ready for active use, unauthorized
access to its internal circuitry is prevented by means such as
the following:

— the facility where the device operates has sufficient super-
vision and controls to prevent any such unauthorized access to
E13 the device that could successfully disclose any cryptographic
key or any other secret data;

— The device 1S under the Continuous SUpervision of at teast
two trusted people who are qualified to detect and able to
observe any attempted unauthorized access and able also to
prevent such access before it is successful.

Controls are in place to prevent the removal of the security
device from the facility where it has been in service without
E14 first ensuring that no information remains within the device
which could disclose any cryptographic key that ever existed
within the device.

When the device is not in active use, any unauthorized-access
to its internal circuitry is prevented by means suchyas the
following:

— the facility where the device operates las'sufficient super-
E15 vision and controls to prevent any unauthorized access to the
device;

— the device is stored, under duah¢ontrol, in a safe that
cannot feasibly be penetrated andeach incident of opening or
closing the safe is recorded under dual control.

When the device is not in active use, undetected access to its
internal circuitry is prevented by means such as the following:

— the facility where the device operates has sufficient su-
pervision and cgntrols to detect any such unauthorized access
El6 to the device before the device is subsequently put into active
use;

— thedevice is stored under dual control in a tamper- evi-
dent-cabinet for which each incident of opening and closing is
recorded under dual control.

When the device is in or ready for active use, undetected ac-
cess to its internal circuitry is prevented by means such as the
following:

— the facility where the device operates has sufficient su-
E1Y pervision and controls to detect any such unauthorized access
to the device before the device is subsequently used for any
cryptographic function;

— the device is under the continuous supervision of at least
two trusted people who are qualified to detect and able to
observe any such access.

Controls are in place to detect the unauthorized reinstallation

E18 of a device previously removed from a facility.
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F.1 Gen

Annex F
(normative)

Devices with key transfer and loading functionality

ral

Key transfi

export
export
imporf

tempo
transfé

There are
only a sing
entire key

The procec

compld

compl¢

submit

The follow
(T)”, “false
practice bt

F.2 Dev|

F.2.1 Physical security characteristics

The key tr
assurance,

b1 and loading functions include the following:

of a key from one SCD to another SCD in plaintext, component or enciphered fotim;
of a key component from an SCD into a tamper-evident package (e.g., blind mailer);
of key components into an SCD from a tamper-evident package;

Fary storage of the key in plaintext, component or enciphered ferm within an SCD du
BT,

fwo types of device that can be used to transport keys i this manner. One type trans
e component (from a set of at least two components) of the key. The other type transfers
n plaintext form. This audit considers both types of device.

ures for evaluating key transfer and loading devic€s are as follows:
bte the checklists given in Annex A;
bte the checklists given in this annex;

both sets of results to the audit review body.

ng statements in this security compliance checklist shall be specified by the auditor as “{
(F)” or “not applicable (N/A)*A™false” indication does not necessarily indicate unaccept

ice characteristics

hnsfer and loading device manufacturer or an independent evaluating agency has provi
acceptable to the audit review body, for the information given in Table F.1.

ing

fers
the

rue
hble

It shall be explained in writing. Those statements that are indicated as “N/A” shall als¢ be
explained in writing.

ded
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Table F.1 — Physical security characteristics

ISO 13491-2:2023(E)

No.

Security compliance statement

True

False

N/A

F1

Unauthorized removal of the device from its operational loca-
tion will be deterred by one or more of the following mecha-
nisms:

— the device includes tamper-responsive mechanisms such
that the removal of the device from its operational location
will cause the automatic erasure of the cryptographic keys
contained within the device;

— the device's tamper-resistance or tamper-responsive char-
acteristics ensure that the extraction of cryptographic keys or
other secret data is not feasible.

F.2

Thd
ass

2 Logical security characteristics

Table F.2 — Logical security characteristics

key transfer and loading device manufacturer or an independent evaluating agency ha
irance, acceptable to the audit review body, for the information given in Table F.2.

s provided

No.

Security compliance statement

True

Fal

N/A

F2

Keys are protected against substitution andmodification.

F3

The device's key management functions-are designed so that
no disclosure of any key is possible without collusion between
trusted individuals. Specifically:

— the device's highest-level keys, if symmetric, are manually
loaded as at least two compofients;

— any function used todnput or output key components does
not operate until authorized under dual control.

F4

The device will notoutput any key except when under dual
control. Such dualcontrol is enforced by means such as the
following:

— the device requires that at least two passwords be correct-
ly entered within a period of no more than five minutes before
the(device will output a key;

~~~the device requires that at least two different, non- repro-
ducible physical keys be concurrently inserted into the unit
before it will output a key.

a2l
{11

The following operator functions require use of the sensitive
state:

— production of control data (e.g., key verification code) to
enable export, import or use of a key;

— permitting movement of the device without activating a
key erasure mechanism;

— change of passwords or data that enable the device to
enter the sensitive state.

© IS0 2023 - All rights reserved

27


https://standardsiso.com/api/?name=b97569ce7aaa925f80a2e3b30f2cfd1d

ISO 13491-2:2023(E)

Table F.2 (continued)

No.

Security compliance statement

True

False

N/A

Fé6

The only function calls and sensitive operator functions that
exist in the device are functions approved by the sponsor or
the system in which the device is to operate. Any additional
(proprietary) functions are either:

— totally equivalent to the series of standard and approved
functions; or

— limited to use-only keys that, by virtue of key separation,

Cannot be used with Keys, modified Keys or sensitive data of
non-proprietary functions.

Once the device has been loaded with cryptographic keys,
there is no feasible way in which the functional capabilities of
the device can be modified without causing the automatic and
immediate erasure of the cryptographic keys stored within
the device or causing the modification to be otherwise detect-
ed before the device is next used to load a key.

The device retains no information that could disclose any key
that the device has already transferred into another cryp-
tographic device.

NOTE This is not intended to preclude the followinguses:

— the use of the KLD for loading multiple HSMs with the
same master file key (e.g., when the HSMs are,used for load-
sharing with a single key database);

— the use of the KLD to generate unique.keys per device, load
them into a PED and later transfer the file of keys to an HSM.

FE3 Devjice management

The key trgnsfer and loading device manufacturer, the organization in which the device is to be usefl or
an indeperldent evaluating agency has provided assurance, acceptable to the audit review body, for{the
information given in Table F.3.

Table F.3 — Device management

Security compliance statement

True

False

F9

Thedransfer mechanisms by which keys, components or pass-
words are transferred into or out of the device are protected
and/or inspected so as to prevent any type of monitoring that
could result in the unauthorized disclosure of any keys, com-
ponents, or passwords.

If the device requires “compromise prevention”, then when the

davicaic naot in activua e any ananthoriond acoacc o b Tntar
€r ot

F10

T ot erve—oot et o T T A et e e e S5t ot oIt

nal circuitry is prevented by means such as the following:

— the facility where the device operates has sufficient super-
vision and controls to prevent any such unauthorized access to
the device;

— the device is stored, under dual control, in a safe that
cannot feasibly be penetrated, and each incident of opening or
closing the safe is recorded under dual control.
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Table F.3 (continued)

ISO 13491-2:2023(E)

No.

Security compliance statement

True

False

N/A

F11

If the device requires “compromise prevention”, then when the
device is in or ready for active use unauthorized access to its
internal circuitry is prevented by means such as the following:

— the facility where the device operates has sufficient super-
vision and controls to prevent any such unauthorized access to
the device;

— the device is under the continuous supervision of at least

TWO tTUSTEd peopie Who are qualified To detect and abie to ob-
serve any such attempted access, and able also to prevent such
access before it is successful.

F12

If the device only requires “compromise detection”, then when
the device is not in active use undetected access to its internal
circuitry is prevented by means such as the following:

— the facility where the device operates has sufficient sus
pervision and controls to detect any such unauthorizedsaccess
to the device before the device is subsequently put into-active
use;

— the device is stored under dual control in atamper- evi-
dent cabinet for which each incident of openifnig'and closing is
controlled and recorded under dual contrel;

— the tamper-evident cabinet, if used, is‘-regularly monitored
by at least two trusted people who axe qualified to detect and
able to observe any unauthorized-dccess.

F13

If the device only requires “compromise detection”, then when
the device is in or ready for;active use undetected access to its
internal circuitry is prevented by means such as the following:

— the facility where the device operates has sufficient su-
pervision and controls to detect any such unauthorized access
to the device befoye the device is subsequently used for any
cryptographicfunction;

— the dewvice is under the continuous supervision of at least
two trasted people who are qualified to detect and able to
obserye any such access.

F14

Centrols are in place to detect the unauthorized removal of the
device from, and its unauthorized replacement back into, its
authorized location.

E15

The device is loaded with a key component under the direct
supervision of a person who is allowed access to this compo-
nent and only when there is reasonable assurance that there
is no “bug” or other disclosing mechanism on the path that the
key component traverses from the key generation device to

the transport device 1tselr.

F16

If the device contains a plaintext key component, the device
is either under the continuous supervision of a person who is
allowed access to this component (and who is aware of his or
her responsibilities to ensure the secrecy of this component)
or else is locked or sealed in a security container that cannot
feasibly be opened without detection by anyone other than
those who are allowed access to the component.

© IS0 2023 - All rights reserved
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Table F.3 (continued)

No. Security compliance statement True | False | N/A

The device is used to inject a component into a secure cryp-
tographic device only under the direct supervision of a person
who is allowed access to this component and only when there
is reasonable assurance that there is no “bug” or other disclos-
ing mechanism on the path that the key component traverses
from the key transport device to the cryptographic device.

F17

The transfer of a key to another secure cryptographic device:

= uUdTS d5CCUIT LUllllllulliLdtiUllb l)dt}l,
F18 — uses a key transfer device;
— uses a secure cryptographic path; or

— 1iscarried out in a secure environment.

No person with knowledge of or access to one of the pass-
words or physical keys required to output a key from the
device has knowledge of or access to any other such password
or physical key of this device.

The device is loaded with a plaintext key only under the dikect
supervision of at least two authorized people, both of whom
F20 ensure that there is no “bug” or other disclosing mechanism
on the path that the key traverses from the key geneération
device to the key transport device itself.

The device is used to inject a plaintext key int6.a’cryptograph-
ic device only under the direct supervision-6f/at least two au-
F21 thorized people, both of whom ensure thatthere is no “bug” or
other disclosing mechanism on the path'that the key traverses
from the key transport device to the.eryptographic device.

Functionality needed to import,€xport or transfer cryp-
tographic keys from externalsources ensures that the keys
are in one or more of the following forms:

— enciphered under the-proper variant of a symmetric key
encipherment key;

— encipheredunder the asymmetric public key of the recipi-
ent;

F22 — enciphered with an import key being specifically enabled
for a limited time and limited number of function calls;

—Jinput under dual or multiple control through the secure
gperator interface in components, such that full knowledge of
all but one component gives no usable information on any bit
of the cryptographic key;

— public keys are entered under dual control or enciphered
under the appropriate key or signed as required to ensure
authenticity.
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