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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria hee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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an explanation on the meaning of ISO specific terms and expressions related to
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committee responsible for this document is\ISO/TC 68, Financial services, Subcomm
irity.

5 third edition cancels and replaces.the second edition (ISO 13491-1:2007), which

technically revised.
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13491 consists of the following parts, under the general title Financial services
btographic devices (retail):

Part 1: Concepts, requirements and evaluation methods

Part 2: Security compliance checklists for devices used in financial transactions
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Introduction

ISO 13491 describes both the physical and logical characteristics and the management of the secure
cryptographic devices (SCDs) used to protect messages, cryptographic keys, and other sensitive

information used in a retail financial services environment.

This part of ISO 13491 contains the security requirements for SCDs. ISO 13491-2 is a tool for measuring

compliance against these requirements. It provides a checklist of

— characteristics that a device has to possess,

— how dg¢vices have to be managed, and
— charagteristics of the operational environments.

The security of retail electronic payment systems is largely dependent upon the security of tk
cryptographic devices. This security is based upon the premise that computer files cdn be accessed
manipulat¢d, communications lines can be “tapped”, and authorized data or contneolinputs into sys

ese
and
tem

equipment| can be replaced with unauthorized inputs. When personal identification numbers (PINs),

message apithentication codes (MACs), cryptographic keys, and other sensitive data are proces
there is a 1fisk of tampering or other compromise to disclose or modify su¢h data. The risk of finan
loss is redyiced through the appropriate use of cryptographic devices thathave proper characterig
and are properly managed.

Appropriate device characteristics are necessary to ensure that:the device has the proper operatiInal

capabilities and provides adequate protection for the data it contains. Appropriate device manage
is necessary to ensure that the device is legitimate, that it lias not been modified in an unauthor
manner (elg. by “bugging”), and that any sensitive data placed within the device (e.g. cryptograj
keys) has rlot been subject to disclosure or change.

Absolute security is not achievable in practical terms. Cryptographic security depends upon each
cycle phasg of the SCD and the complementary combination of appropriate management procedures

secure cryptographic characteristics. These.miahagement procedures implement preventive meaSLLres

to reduce tlhe opportunity for a breach of SCD security. This aims for a high probability of detectio|
any unauthorized access to sensitive or confidential data should device characteristics fail to prey
or detect the security compromise.
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Scope

5 part of ISO 13491 specifies the security characteristics for secure cryptographic dev
bd on the cryptographic processes defined in ISO 9564, ISO 16609, and ISO T1568.

5 part of ISO 13491 has two primary purposes:

to state the security characteristics concerning both the operationalcharacteristics of S¢
management of such devices throughout all stages of their life cycle;

to provide guidance for methodologies to verify compliance with those requiren
information is contained in Annex A.

13491-2 specifies checklists to be used to evalirate secure cryptographic devi
rporating cryptographic processes as specified indSO 9564-1, ISO 9564-2, ISO 16609, 1§
11568-2, ISO 11568-3, ISO 11568-4, ISO 11568-5, and ISO 11568-6 in the financi
ironment.

ex A provides an informative illustration of the concepts of security levels described in
13491 as being applicable to SCDs.

5 part of ISO 13491 does not address’issues arising from the denial of service of an SCD.
cific requirements for the Security characteristics and management of specific tyy
Ctionality used in the retail'financial services environment are contained in ISO 13491-2
Normative references

following do€uments, in whole or in part, are normatively referenced in this docume
rences, the'latest edition of the referenced document (including any amendments) applig

11568=1, Banking — Key management (retail) — Part 1: Principles

ces (SCDs)

Ds and the

ents. This

Ces (SCDs)
0 11568-1,
hl services

Lhis part of

es of SCD

nt and are

spensable fotits application. For dated references, only the edition cited applies. F¢r undated

S.

ISO

13568-2 Financial services — Key management [rpfnil) — DPart 2: Symmetric r'iphpr'

, their key

management and life cycle

ISO 11568-4, Banking — Key management (retail) — Part 4: Asymmetric cryptosystems — Key
management and life cycle

3
For

3.1

Terms and definitions

the purposes of this document, the following terms and definitions apply.

accreditation authority
authority responsible for the accreditation of evaluation agencies and supervision of their work in order
to guarantee the reproducibility of the evaluation results

©IS
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3.2

accredited evaluation agency
body accredited in accordance with a set of rules and accepted by the approval authority for the purpose
of evaluation

Note 1 to entry: An example of a set of rules is ISO/IEC 17025.

3.3

approval authority
authority responsible for the approval of devices and for issuance of the approval letter (3.4)

approval lIetter

output of t
3.5

he approval authority (3.3) based on the results from an evaluation review body (3.20)

assessmeIIt checklist

list of clai

3.6

s, organized by device type, and contained in ISO 13491-2

assessment report

output of t
3.7

he assessment review body (3.7), based on the results from an assessor (3.8)

assessment review body

group with

3.8
assessor
person wh
of the spon

39

attack
attempt by
are not aufj

3.10

responsibility for reviewing and making judgements on the results from the assessor (3{8

b checks, assesses, reviews, and evaluates coinpliance with an informal evaluation on be
Kor (3.33) or assessment review body (3.7)

an adversary on the device to obtain or modify sensitive information (3.30) or a service t
horized to obtain or modify

evaluation certificate

output of t

3.11
controller
entity resp

3.12

he accreditation autherity based on the results from an accredited evaluation agency (3.2

onsible for the secure management of an SCD (3.28)

deliverab g

evaluatlon

3.13

half

hey

ofthe SCD (3 28)

device compromise
successful defeat of the physical or logical protections provided by the SCD (3.28), resulting in the

potential d

3.14
device sec

isclosure of sensitive information (3.30) or unauthorized use of the SCD

urity

security of the SCD (3.28) related to its characteristics only, without reference to a specific operational
environment (3.26)

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=50dbdeb13dd877c122a0ea94e2a7f8b8

ISO 13491-1:2016(E)

3.15

device management

processes, including procedures, controlling the access to and use of the device which may vary
depending on the deployed environment

3.16

dual control

process of utilizing two or more separate entities (usually persons) operating in concert to protect
sensitive functions (3.31) or information whereby no single entity is able to access or utilize the materials

EXAMPLE A cryptographic key is an example of the type of material protected by dual control.

3.1
enyironment-dependent security
seclirity of an SCD (3.28) as part of an operational environment (3.26)

3.1

evalluation agency
organization trusted by the design, manufacturing, and sponsoring entities which evaluatles the SCD
(3.48) (using specialist skills and tools) in accordance with ISO 13491

3.1
evaluation report
output of the evaluation review body (3.20), based on the resultsfrom an evaluation agency (3.18]) or auditor

3.20
evalluation review body
gropip with responsibility for reviewing, and making judgements on, the results of the|evaluation
agepcy (3.18)

[processing
the initial

ryptogram

kei laadina device
Y164 g-aeviee

KLD
SCD (3.28) that loads keys into other SCDs

3.25
logical security
ability of a device to withstand attacks (3.9) through its functional interface

3.26

operational environment

environment in which the SCD (3.28) is operated, i.e. the system of which it is part, the location where it
is placed, the persons operating and using it, and the entities communicating with it

© IS0 2016 - All rights reserved 3
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3.27

physical security
ability of a device to withstand attacks (3.9) against its physical construction, including physical
characteristics such as electromagnetic emissions and power fluctuations, the analysis of which can
lead to side channel attacks

3.28

secure cryptographic device

SCD

device that provides physically and logically protected cryptographic services and storage (e.g. PIN

entry devi

automated

3.29
security s
configurat

3.30
sensitive
sensitive i
data, statu
disclosure,

3.31

teller machine (ATM) or point of sale (POS) terminal

Cheme
on that supports the secure status of the device

ata

formation
b information, cryptographic keys, PINs, etc., which need to be pratected against unauthor
alteration, or destruction

sensitive flunction

those func

3.32

sensitive §
device con
when the d

3.33
sponsor
entity that

ions which are accessible when the device is in a sensitive state (3.32)

tate
Hition that provides access to the secure opérator interface, such that it can only be entg
evice is under dual control (3.16)

submits the SCD (3.28) for evaluation

Note 1 to enftry: Sponsor in this context(doges not refer to the “sponsor” of a transaction.

3.34

tamper evlident characteristic

characteris

3.35
tamper re
characterij

3.36

tic that provideS-evidence that an attack (3.9) has been attempted

sistant characteristic
tic that-provides passive physical protection against an attack (3.9)

nocive-charackayxicls o

tamper resp

SPUIISTVCCIIaracttriotaT

characteristic that provides an active response to the detection of an attack (3.9)

e (PED) or HSM (3.23)), and which may be integrated into a larger system, such as an

zed

red
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4 Abbreviated terms

ATM automated teller machine

MAC message authentication code

PIN personal identification number

POS point of sale

SCD secure cryptographic device

5 (Secure cryplographicdevice concepts

5.1 General

Cryptography is used in retail financial services to help ensure the following objectives:

a) |the integrity and authenticity of sensitive data, e.g. by MAC-ing transactipn‘details;

b) |the confidentiality of secret information, e.g. by encrypting customérPINs;

c) |the confidentiality, integrity, and authenticity of cryptographickeys;

d) [the security of other sensitive operations, e.g. PIN verificatioh.

To ¢nsure that the above objectives are met, the following.threats to the security of the cryjptographic
profgessing shall be countered:

— |unauthorized use, disclosure, or modification oferyptographic keys and other sensitive irfformation;
— |unauthorized use or modification of cryptographic services.

A s¢cure cryptographic device (SCD) is a physically and logically secure hardware device providing a
defined set of cryptographic functions,dccess controls, and secure key storage. SCDs are employed to
protect against these threats. The requirements of this part of ISO 13491 pertain to the SCD and not the
system in which the SCD may be integrated. However, it is important to analyse the interfac¢s between
the[SCD and the remainder of thé.system to ensure that the SCD may not be compromised.

Singe absolute security is ngt achievable in practical terms, it is not realistic to describe an S¢D as being
“tamper proof” or “physically secure”. With enough cost, effort, and skill, virtually any secuijity scheme
can|be defeated. Furthermore, as technology continues to evolve, new techniques may be d¢veloped to
attdck a security scheme that was previously believed to be immune to feasible attack. Thefrefore, it is
more realistic toscategorize an SCD as possessing a degree of tamper protection where an|acceptable
degrree is one that is deemed adequate to deter any attack envisaged as feasible during the 1perational
life jof the de¥ice taking into account the equipment, skills, and other costs to the adversary ifi mounting
a syccessfulattack and the financial benefits that the adversary could realize from such an dttack.
Secpfity of retail payment systems includes the physical and logical aspects of device sdcurity, the
secUTTty of the operational enviTonent, and Management of the device. 1 nese factors establish jointly

the security of the devices and the applications in which they are used. The security needs are derived
from an assessment of the risks arising from the intended applications.

The required security characteristics will depend on the intended application and operational
environment and on the attack types that need to be considered. A risk assessment should be made as
an aid to selecting the most appropriate method of evaluating the security of the device. The results
are then assessed in order to accept the devices for a certain application and environment. Evaluation
methods are given in Annex A.
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5.2 Attack scenarios

5.2.1 General

SCDs are subject to the following five primary classes of attack, which may be used in combination:

penetr

ation;

monitoring;

manipulation;

substit

These atta
and are de

NOTE
of exploits

'

(particularly point of sale devices). These later attackers expend considerablectinie, effort, and expertis

develop an §

5.2.2 Pe

Penetratio
to ascertai

5.2.3 Mg

Monitoring
consumpti
discoverin
aural, or el

5.2.4 M4

Manipulati
the extern
environme
an unauth
order that

5.2.5 Mg

modifiLation;

ution.

'k scenarios do not form an exhaustive list, but are an indication of the main-areas of con
bcribed below.

q

J

to be both wide reaching and rapid and to market attacks developéd-against particular

ittack which is packaged and then sold to other attackers.

netration

h is an attack which involves the physical perforation'er unauthorized opening of the de
h sensitive data contained within it, e.g. cryptographic keys.

nitoring

is an attack which may involve the monitoring of electromagnetic (EM) radiation, po
bn differentials, timing differentialspand other side channel attacks, etc. for the purposd
b sensitive information contained\within the device. Alternatively, it may involve the vis
ectronic monitoring of sensitive 'data being entered into the device.

nipulation

on involves the unauthorized sending to the device of a sequence of inputs, vary
bl inputs to the device (such as power or clock signals), or subjecting the device to of
ntal stresses so.ds to cause the disclosure of sensitive information or to obtain a servig
brized mannér> n example of this would be causing the device to enter its “test mode
censitive information could be disclosed or the device integrity manipulated.

dification

ern

'he Internet has enabled new classes of attackers who share information emabling the dissemindtion

CDs
e to

Vice

wer
s of
ual,

ring
her
e in
)y

m

Modificati

e.g.

inserting or overlaying a PIN-disclosing “bug” in, or on, a PIN pad between the point of PIN entry and the
point of PIN encryption. The purpose of modification is to alter the device rather than to immediately
disclose information contained within the device. Following modification, the device shall be made (or
shall remain) operational in order for the attack to be successful. The unauthorized replacement of a
cryptographic key contained within a device is a form of modification.

5.2.6 Substitution

Substitution is the unauthorized replacement of one device with another. The replacement device might
be a look-alike “counterfeit” or emulating device having all or some of the correct logical characteristics
plus some unauthorized functions such as a PIN-disclosing bug.

© ISO 2016 - All rights reserved
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The replacement device might also be a once-legitimate device that has been subject to unauthorized
modifications and then substituted for another legitimate device.

Substitution may include removal of the device in order to perform a penetration or modification
attack in an environment better suited to such attacks. Substitution can be seen as a special case of
modification in which the adversary does not actually modify the target device, but instead replaces it
with a modified substitute.

5.3 Defence measures

5.3[T General

To ¢lefend against the attack scenarios discussed above, the following three factors-work fogether to
proyide the security required:

— |device characteristics;
— |device management;
— |environment.

Whijle in some cases, a single factor, e.g. device characteristics, maybe dominant, the normal situation
is that all factors are necessary to achieve the desired result.

5.3]12 Device characteristics

SCOs are designed and implemented with logical and‘physical security so as to deter attack scenarios
such as those described in 5.2.

Phyfsical security characteristics can be subdivided into the following three classes:
— |tamper evidence characteristics;

— [tamper resistance characteristics;

— [tamper response characteristics.

SCIOs shall require a combination of all three of these classes of characteristics. Other physidal security
chafacteristics may be yequired to defend against other passive attacks, such as monitoring. Physical
seclirity characteristi¢smay also help defend against modification or substitution.

The intent of tamper evidence is to provide evidence that an attack has been attempted 4gnd may or
may not have restilted in the unauthorized disclosure, use, or modification of the sensitive irfformation.
The disclosure‘of an attempted attack could be in the form of physical evidence, such as darpage to the
ext¢rnal casing. The evidence could also be that the device is no longer in its expected locatipn. Tamper
evidence'provides an indication that the device may have been penetrated or modified.

Th o £ £ & ik etk L1 1 i 1 L 1 3 3 L 3 1 1 d 3
CTICCITIC UT CaTp T T CSTSTATIC IS5~ O~ DTUCRAattat NS~ Oy CTHPTO Yy T paSSTVC Uarr1cr S~ 0T 105 Ca eSIgn

features. Barriers are usually single purpose and are designed to block a particular threat, such as a
penetration attack. The logical protection measures are designed typically to prevent the leakage of
sensitive information or to prevent the illicit modification of system or application software. Tamper
resistance provides a barrier of protection, the circumvention of which may lead to tamper evidence
and result in tamper responsiveness. In this context, “tampering” is understood to also cover purely
passive attacks, e.g. EM radiation monitoring

The intent of tamper response is to employ active mechanisms against attacks. When the active
protection mechanisms are triggered, the protected information is either erased or rendered unusable.

The implementation of the various security characteristics is dependent on the designer’s knowledge
and experience of known attacks against the particular implementation. For that reason, attacks are
usually directed to discovering which, if any, of the known threats the implementer failed to address.

© IS0 2016 - All rights reserved 7
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The attacker will also attempt to discover new attacks that are likely to be unknown to the implementer.
Evaluation of the security of an SCD is difficult, and not conclusive, in that the evaluation normally only
proves that the design successfully blocks attacks known to the evaluator at the time of the evaluation,
but does not, or cannot, evaluate resistance to unknown attacks.

5.3.3 Device management

Device management refers to the external controls placed on the device during its life cycle and by its

environme

— key management methods

nts (see Clause 7). These controls include

securi

operat

The prima
unauthoriz

5.3.4 Enyironment

The object
or at least
environme
controlled
surveilland

y practices, and
ional procedures.

'y objective of device management is to ensure that device characteristics,are not subjeq
ed alteration during the life of the device.

ve of environment security is to control access to the SCD anddts services, thus prevent]
detecting, attacks on the SCD. Throughout its life cycle, ann¢SCD will reside in a variet
nts (see Clause 7). These environments may be characterized as ranging from hig
to minimally controlled. A highly controlled envirohment is one that includes cons
e by trusted individuals, while a minimally contrélléd environment may not include

special eny
of a contr
provides t

ironmental security supplements. If the security @f an SCD is dependent on some func
lled environment, it shall be satisfactorily proven that the controlled environment actu
is function.

tto

ing,
y of
hly
ant
any
[ion
ally

6 Requjrements for device security characteristics

6.1 General

Device chafacteristics of an SCD may-be categorized as either physical or logical, as described belo.

— Physicpl characteristics arethéeéphysical components that comprise the SCD and the way the deyice
is congtructed using those.cemponents.

— Logical characteristicsare the way that inputs are processed to produce device outputs or to change
logical|state.

The SCD shall have\characteristics that ensure the device or its interface does not compromise [any

sensitive d

hta which is input to or output from the device, or stored or processed in the device.

Where the

SCD is operated in a controlled environment, the requirements for device characterig

tics

may rely on the protection provided by the controlled environment and the management of the device.

A physically secure device is a hardware device which cannot be feasibly penetrated or manipulated to
disclose all or part of any cryptographic key, PIN, or other secret value resident within the device.

Penetration of the device shall cause the automatic and immediate erasure of all PINs, cryptographic
keys, and other secret values and all useful residues of those contained within the device, i.e. the device
has tamper response characteristics.

A device shall only be operated as a physically secure device when it can be ensured that the device’s
internal operation has not been modified, (e.g. the insertion within the device of an active or passive
“tapping” mechanism).

© ISO 2016 - All rights reserved
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6.2 Physical security requirements for SCDs

6.2.1 General

— An SCD shall be so designed that any failure of a partin the device, or use of a part outside the device
specification, does not result in the disclosure or undetected modification of sensitive data.

— An SCD shall be so designed and constructed such that without physical penetration of the device,
any unauthorized access to, or modification of, sensitive data (including device software) that are
input, stored, or processed in it is impractical.

It i§ advisable that an SCD should be so designed and constructed that any additions of exte‘ﬁtal devices
whilch intercept or substitute data input to or output from the SCD for the purpose of masqulerade have
a high probability of being detected and/or recognized as not being part of a correct déevice.

— |An SCD shall be so designed and constructed such that regular maintenance deés not require access
to internal areas that could compromise security.

— |An SCD shall be so designed and constructed such that repair, if it requires access to intgrnal areas
that could compromise security, shall cause immediate erasure of-all-cryptographic keyf and other
sensitive data.

— |An SCD, including its data entry functions, shall be so desighed, constructed, and/or defjloyed such
that secret and sensitive data are shielded from monitoring/by any practical attack.

— |Each tamper protection mechanism shall be protectedagainst modification or circumvgntion.

NOTE This may be accomplished through the use of-additional tamper protection mechanisms, {.e. a layered
defdnce.

6.3] Tamper evident requirements

6.3{]1 General

Tamper evidence provides an indication that an attack has been attempted. If a device claim to rely on
taniper evident characteristics'te 'defend against substitution, penetration, or modification gttacks, the
manner in which the device-defends against the attacks shall be as described in 6.3.1.1 to 6.3.1.3.

6.3{1.1 Substitution
— |To protect against substitution with a forged or compromised device, the device ghall be so

designed that'it is not practical for an attacker to construct a duplicate from commercially available
compongénts which can reasonably be mistaken for a genuine device.

6.3]1.2% ‘Penetration

— Toensure that penetration of an SCD 1s detected, the device shall be so designed and constructed that
any successful penetration shall require that the device be subject to physical damage or prolonged
absence from its authorized location such that the device cannot be placed back into service without
a high probability of detection when returned to operational use.

6.3.1.3 Modification

— To ensure that modification of an SCD is detected, the device shall be so designed and constructed
that any successful modification shall require that the device be subject to physical damage or
prolonged absence from its authorized location such that the device cannot be placed back into
service without a high probability of detection when returned to operational use.
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6.3.1.4 Monitoring

— The device should be designed and constructed in such a way that any unauthorized additions to the
exterior of the device, intended to monitor it for secret or sensitive information, shall have a high
probability of being visually detected before such monitoring can occur.

6.4 Tam
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Where an SCD employs a tamper response mechanism, the integrity of the mechanism shall be ensured
by employing tamper resistant characteristics and optionally, tamper response characteristics and/or
tamper evident characteristics.

Where an SCD employs a tamper response characteristic to defend against penetration or modification
attacks, the manner in which the device defends against the attacks shall be as described in 6.5.1.1 and

6.5.1.1 Penetration

Wherean SCD pmplmm tamper response characteristics it shall he dpqignpd and constructed to ensure
that penetration of the device results in the immediate and automatic erasure of all ké€yqd and other
senfpitive data and all useful residues of sensitive data.

6.5/1.2 Modification

Where an SCD employs tamper response characteristics, it shall be designed&o-detect any unputhorized
modlification and shall cause the immediate and automatic erasure of all keys and other ser]sitive data
and|all useful residues of such sensitive data.

6.6| Logical security requirements for SCDs

6.6{1 Dual control

Where a requirement for dual control is stated below,-the requirement for logical secufity device
characteristics is that the device shall provide facilities which support the secure implemgntation of
duall control.

6.62 Unique key per device

Excppt in support of load balancing and disaster recovery processes, to limit the impact of a private key
conjpromise, the private key of an SCB:shall be unique, except by chance, to that device.

Except in support of load balancing and disaster recovery processes (e.g. HSMs and KLDs) to limit the
impact of a secret key comprentise, the secret keys used by a pair of communicating SCPs shall be
unifue, except by chance, t¢ that pair of SCDs (e.g. HSM to PED or HSM to HSM).

As 3 consequence of the-above requirements, each PIN entry device within a population of sjich devices
shall have unique keysyexcept by chance.

6.6)3 Assuraiice of genuine device

The provision of a genuine, uncompromised device shall be ensured by the device managgment. This
may bedaccomplished by delivering the device with secret information installed (e.g. a key or|password)
which-enables the recipient to ascertain that the device is genuine and not compromised.

6.6.4 Design of functions

The function set of an SCD shall be so designed that no single function, nor any combination of functions,
can result in disclosure of sensitive data, except as explicitly allowed by the security scheme used.
Legitimate functions shall not be capable of disclosing sensitive information, except as explicitly allowed
by the security scheme used. Therefore, protection against exhaustive searches is needed. When the
environment does not provide this protection, it shall be provided by the device characteristics.

The following are examples of how this can be achieved:

— internal monitoring of statistics against predefined threshold parameters which then triggers
an appropriate response, e.g. so that only some given percentage of failed PIN verifications are
permitted amongst all PIN verifications in a given time;

© IS0 2016 - All rights reserved 11


https://standardsiso.com/api/?name=50dbdeb13dd877c122a0ea94e2a7f8b8

ISO 13491-1:2016(E)

— imposing between function calls, a minimum time interval that could protect against an
exhaustive search.

Logical design features shall include the following:

— measures to prevent the successful discovery of keying material through monitoring external
connections to the device (e.g. protection against differential power analysis and timing attacks);

measures to prevent the successful discovery of sensitive information unless provided by the

environment;
— measupes—thatensture—the—device—onlyperforms—tts—desigredftunctions—{e-g—performing Hput
validation to prevent buffer overflow attacks).
6.6.5 Usp of cryptographic keys
An SCD shall enforce a key separation scheme such that no key can be used for anypurpose, but its
single intended purpose (see ISO 11568-2 and ISO 11568-4).
The key geheration methods of an SCD shall comply with ISO 11568-2 or ISO 11568-4.
An SCD shdll implement only the key management schemes that comply with the principles outlined in
ISO 115681.
6.6.6 Sensitive device states
If an SCD cpn be put into a sensitive state, then such a transition shall require dual control via a sequre
operator irjterface.
If passworfls or other plaintext data are used to controbtransition to a sensitive state, then the inpyt of
such passwords shall be protected from monitoring.
To minimize the risks of unauthorized use of sensitive functions, the sensitive state shall be establighed
with one of more limits on its use (e.g. the number of function calls and a time limit). After the fir§t of
these limit is reached, the device shall immediately and automatically return to its normal state.
Activation of a tamper response mechanism shall not put the SCD into a sensitive state.
6.6.7 Multiple cryptographicyelationships
Where muftiple cryptographic relationships are to be maintained in a device (e.g. a multi-acqufirer
PIN pad), the selection of\cryptographic key sets for encipherment of sensitive data (e.g. PINs) shall be
controlled |so that theredis no feasible way to select the incorrect key set deliberately or by accident. In
this situation, the source and path of data used to select a cryptographic key set shall be physically or
logically protected:
6.6.8 SCD software authentication

The SCD shall ensure that only approved and authenticated software can be loaded and installed in the
SCD. An example of an acceptable method is cryptographic verification of the software. Any keys used
for this purpose shall be securely managed according to ISO 11568.

7 Requirements for device management

7.1 General

The security of an SCD depends not only upon the characteristics of the device, but also upon the
characteristics of the environment in which the device is located. Device management may therefore
be viewed as requirements imposed on the device’s environment. The device and its environment shall
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be subject to appropriate auditing and controls that are applied at each phase of the device’s life cycle.
If this were not done, the device might be subject, in one or more phases of its life cycle, to the attack
scenarios identified earlier.

Depending on where the device is in its life cycle, it may be sufficient to rely on detection of compromise
or it may be necessary to prevent compromise. The method for compromise detection or prevention
can also vary depending on the life cycle phase of the device.

Throughout the life cycle of the device, key management shall comply with the principles of ISO 11568-1.

7.2 __ Life ryrlp phncpc

A life cycle phase is a result of a change in either the environment and/or the state of the device.
Different SCDs can have substantially different life cycles. Figure 1 presents a generalized|device life
cycle indicating the possible phases in the life of an SCD and the events that cause a transition from
one| phase to the next. It is important to distinguish between these phasesheéecause the|protection
reqpirements for the device, as well as the means of providing protection, may change as|the device
moves from one life cycle phase to another.

Manufacturing

Construction

Firmware
Secure
Repair
Repair
Firmware

Post Manufacturing T Destruction7

Transport ' | A
Storage

Commissioning
Configure Decommissioning
— Remove Financial
Financial Keys Keys
Inactive Operational
Active Operational
Storage
fr—— Deployed
Transport
Upgrade
Upgrade

1

Figure 1 — Device life-cycle state diagram
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For the purpose of this part of ISO 13491, the phases of the life cycle are defined for the security
sensitive portions of the device as follows.

— Manufacturing phase: The design, construction, and testing of a device so that the device
incorporates the intended administrative functionality and physical security characteristics. The
device will leave this stage with firmware, and where applicable, the manufacturer’s embedded
keys (known as the manufacturer’s keys). These may be the PKI keys (known as the SCD’s PKI keys)
necessary for remote symmetric key distribution performed using asymmetric techniques. The
device tamper responsive mechanisms shall be active in order to protect these keys.

— Post manufacturing phase: Phase consisting of the transport and storage of the device prior to
initial financial key loading;

— Commlissioning phase (initial financial key loading phase): Phase consisting of loadingor self-
generdtion of the initial financial keys (and payment application for PEDs). The device'l€aves fhis
phase feady for operational use.

— Inactiye operational phase: Phase in which the device contains financialckeys, but is noft in
operatfional use. Devices in this phase will be stored and transported to the site of operational pise.
They include devices stored as spares or held as seasonal inventory.

— Active operational phase: A device can be regarded as being in a stdte of active operationalfuse
whenI has been installed for its intended purpose at its intended location.

— Decommissioning phase: Phase in which the SCD isremoved fromoperational service permanently,
or for fepair, and the financial keys are removed.

NOTE1 [tis permissible to leave the manufacturer’s keys and.thé€’SCD’s PKI keys intact.
NOTE 2  Hor PEDs, it is permissible to utilize an authorized-agent to remove the keys.

— Repair phase: Phase where a decommissioned’ device is returned to the manufacturer oif an
authorjized facility for repair and testing so that once again, the device incorporates the intended
admin|strative functionality and physical@ecurity characteristics. The device will leave this stage
with firmware and the manufacturer’s’embedded keys and may also receive or generate the S(CD’s
PKI keys if remote symmetric key distribution is performed using asymmetric techniques.

— Destryuction phase: Phase in which the device is destroyed or otherwise, rendered permaneptly
inoperpble.

7.3 Life[cycle protectionrequirements

7.3.1 Gejneral

This subcljuse déscribes the protection requirements during each life cycle phase. The methods that
shall be used o protect the device during its life cycle phases are described in 7.4. Both detection pnd
prevention 6f device compromise shall be required throughout the life cycle of all devices.

NOTE As all SCDs are required to be tamper responsive once this protection is active, it is considered that
prevention of device compromise is in place.

The security of the device shall not depend only upon the secrecy of the design details. However, where
such secrecy contributes to the security of the device, compromise prevention is required throughout
all life cycle phases. When secrecy of the design features is not required, the general requirements for
each phase are described as given in 7.3.2 to 7.3.5.

7.3.2 Manufacturing phase

During the manufacturing phase, security relies on the manufacturer’s procedures and environment.
The security of the device shall not depend only upon the secrecy of the design details. However, such
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secrecy contributes to the security of the device and therefore, the manufacturer’s procedures shall be
designed to prevent the disclosure of detailed design documentation.

As part of the manufacturing process, a series of cryptographic keys may be installed or generated.
Prior to the loading or generation of the first cryptographic keys of the device, protection is provided
by the characteristics of the device itself through the physical difficulty of opening the device or of
obtaining a counterfeit version to substitute for the device.

The first cryptographic keys may include, but are not limited to, firmware protection keys and
public/private key pairs used to protect initial financial key distribution such as the terminal master
key for ATMs or the initial key for a POS PED. Subsequent to the loading of these keys, the device
trapsitions to the inactive operational phase and the tamper responsive mechanisms af|the device
proyide protection for the keys.

Thg manufactured device provides protection through the device characteristics, ile. tamper
eviience, resistance, and responsiveness. Thus, if the device is compromised, the'keys loafled during
manufacturing shall be erased, rendering the device inoperable, i.e. incapable of having|the initial
fingncial key loaded.

Sonpe SCDs (e.g. HSMs) may be manufactured such that there are np. ‘cryptographic keys [within the
devijice. Until an initial key has been loaded or generated, it is necessary to detect, but not tp prevent a
conjpromise. If a compromise is detected, it is only necessary to ensure that keys are not injected into
the|device and it is not placed in service until all effects of the égmpromise have been elimipated from
thel|device.

7.3]3 Post-manufacturing phase

Prigr to initial financial key loading, the SCD shall*be protected against modification. Such|protection
sha|l be a combination of the characteristics .of the device (i.e. tamper evidence, residtance, and
responsiveness) and device management progcedures. If the device has any manufacturer kpys loaded,
conjpromise shall be both prevented and detected.

Duijing the post-manufacturing phase; security relies on the device characteristics as described in 7.3.2
and|the procedures surrounding th€ storage and transport of the device prior to the initializption of the
devjice with financial keys. The entity responsible for the devices in the post manufacturipg phase is
thelcurrent owner which may still be the manufacturer, but could be the acquirer or even thg merchant.

7.3[4 Commissioning(initial financial key loading) phase

Duijing the commissioning phase, the device contains at least one initial financial key. Detection of
devjice compromise is required.

Duijing initiak financial key loading, security relies on the loading organization’s procedures. At the
start of thissprocess, the device shall be confirmed as legitimate and untampered. In orddr to detect
subptitution, the SCD shall be queried and the response verified against the device’s serjal number
rec¢ived'via an out of band method (e.g. from the manufacturer, through e-mail).

7.3.5 Inactive operational phase

The protections are provided by the characteristics of the device, i.e. tamper evidence, resistance, and
responsiveness, and device management procedures including the storage and transport of the device
prior to the active deployment of the device. The entity responsible for the devices in this phase is the
current owner which may be the acquirer or even the merchant.

During the inactive operational phase, the device contains at least one financial key. The device shall be
managed in such a way as to detect compromise and protect against misuse

Upgrades to an SCD performed during this phase that could impact its security functionality shall be
cryptographically verified or performed under dual control.
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7.3.6 Active operational phase (use)
Detection of device compromise is required during this phase.

Device management shall prevent or detect the unauthorized functional alteration of the device, e.g. the
unauthorized modification of the device’s firmware and software.

Where a download feature is available, a specific technique for authentication of the software and/or
data (payment related, e.g. BIN Tables) shall be included. Any firmware download shall be classified as
an upgrade. Such a technique shall ensure that only items intended for download and which have been
authenticated and are not out of sequence can be loaded and installed in the device

Upgrades tIo an SCD performed during this phase that could impact its security functionality shalll be
cryptographically verified or performed under dual control.

For some types of SCDs, device management may be required to prevent misuse (e.g. manipulation) of
the device|For example, if a device performs PIN verification, device management may, be requirefl to
prevent unputhorized calls to the device to determine PINs by exhaustive trial and grror.

7.3.7 Decommissioning (post-use) phase

Devices ar¢ decommissioned with the following intent to either

— transf¢r ownership of the device to another organization,

— repairjthe device, or

— destrojy the device.

During theldecommissioning phase, any financial keys stored in the SCD shall be erased.

When a delice is removed from service with the intent not to restore the device to service within|the
organizati¢n, the device shall have the same typé.of protection required during operational use yntil
its keys ar¢ erased or destroyed. At this point,thé device can be transferred to another organizatiop to
enter the post manufacturing phase of the life-cycle.

If a devicelis to be destroyed, all the.device’s keys shall be erased or destroyed prior to the phydical
destruction of the device such that{ there is no possibility of the keys or other sensitive data bg¢ing
compromiged.

7.3.8 Repair phase
Device mapagement is £équired during this phase.

During repair, secuxity relies on the repairer’s procedures. Both prevention and detection of deyice
compromige is required.

At the starf ofthe repair process, the device shall be inspected for modification or substitution.

Upon receipt of the SCDs, the repair facility shall check the SCD and, if present, erase all keys. If it is
not possible to confirm that all keys have been erased, those parts of the device in which keys or other
sensitive data may remain shall be physically destroyed.

If any parts of the device are salvaged for spare parts, all such parts shall be accounted for and all other
parts shall be destroyed.

As part of the repair process, a series of new cryptographic keys may be installed. These keys may
include, but are not limited to the manufacturer’s keys or the SCDs PKI keys.

The repaired device provides protection through the device characteristics, i.e. tamper evidence,
resistance, and responsiveness. Thus, if the device is compromised, the keys loaded during repair shall
be erased rendering the device inoperable.
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A repaired device shall be loaded with new keys only when it can be ensured that the device has not
been subject to unauthorized physical or functional modification.

NOTE ISO 11568 requires that plaintext key replacement takes place in a secure facility.

7.3.9 Destruction phase

Device management is required during this phase.

Each device shall be individually accounted for by serial number in the destruction process.
No [physical component of the device shall remain physically Intact rendering resale ’c’ﬁrtugh retail
commercial channels infeasible. This is to ensure that the device will not, accidentally or‘dgliberately,
be rleloaded with keys and restored to service or used as a counterfeit substitute.

No keys or sensitive information should have remained in the device prior to entering the destruction
phajse. All financial keys should have been erased during the decommissioning phase.

7.4 Life cycle protection methods

7.4{1 Manufacturing

Duijing the design and construction processes, the manufacturer shall implement auditing 4nd control
progedures so that the manufactured devices have the intended physical and functional charfacteristics,
and only these characteristics. Any unauthorized alteration of the device’s physical [protection
me¢hanisms, or any unauthorized additions to, or deletions from, the device’s functionality| shall have
a high probability of being prevented and failing prevention detected. Methods shall exist that have a
higlgprobability of preventing and failing preventing detecting the replacement of the deyice with a
subktitute.

7.4)2 Post manufacturing phase

Duijing this phase, auditing and control‘procedures shall be implemented which have a high probability
of dreventing or detecting the unauthorized alteration of the device or the replacement of{the device
with a counterfeit substitute.

Imrhediately, prior to initial key loading, there shall be assurance that the device has not beef subject to
unauthorized modification or substitution. This may be accomplished by the following:

— |testing and/or ifaspection of the device;

— |auditing andccontrol of the device post-manufacture or subsequent to the mostrecent testing and/or
inspection‘of the device;

— |confirmation of the existence within the device of secret data by the manufacturer fpr the sole
purpose of confirming the legitimacy of the device.

Device management shall provide detection of theft or unauthorized removal of the device.

NOTE ISO 11568 requires that initial plaintext key loading takes place in a secure facility under dual control
and split knowledge.

7.4.3 Commissioning (initial financial key loading) phase

Immediately, prior to initial key loading, there shall be assurance that the device has not been subject to
unauthorized modification or substitution. This may be accomplished by one or more of the following:

— testing and/or inspection of the device;
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Malfunction of the device can occur at any time. Such an event may require the removal of the
device from service to enter the repair phase of the device life cycle. Keys shall be erased from the
malfunctioning device and replacement keys shall not be installed in the repaired device until it can be
ensured that the physical and functional characteristics of the device have not been altered.

7.4.6 Decommissioning phase

When a device enters the decommissioning phase, all financial keys shall be erased.

If a device
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enters the decommissioning phase for repair, all keys shall be erased.
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When a device is removed from service with the intent not to restore the device to service within
the organization, the device shall have the same type of protection required during operational use
until its financial keys are erased or destroyed. At this point, the device can be transferred to another
organization to enter the post manufacturing phase of the life cycle.

If the device is to be neither transferred to another owner nor repaired, the device shall be physically
damaged such that the device cannot be restored to service. This technique shall be selected if it cannot
otherwise be ensured that the device will not, accidentally or deliberately, be reloaded with keys and
restored to service or used as a counterfeit substitute.

If the device’s keys cannot be erased or destroyed, the device shall enter the destruction phase. The

de\Ice shall be physically destroyed such that there is no possibility of the keys or other sersitive data
beig compromised.

7.4]7 Repair

Sperial care shall be taken to ensure that repair processes do not result in ttndauthorized physical or
funftional modifications to the device

New keys shall be loaded into the device only when it can be ensured-that the device has not been
subject to unauthorized physical or functional modification.

NOTI
ISO

E ISO 11568 requires that plaintext key replacement take$ place in a secure facility
13491-2:2005, Annex H.
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13491 for the appropriatelife cycle phases.

E Accountability fer the management of the physical device and the management of the log

of the device can reside with’different parties in different organizations.

Thd
Wwri
suc

Ind
the)

responsibilities, of each party that participates in device management shall be clearly s
Fing by the otgahization that is responsible for overall security. An audit checklist shall b
h that compliance with these requirements can be evaluated.

bpendent auditors may be either internal or external to the organization. Using the audit
/ shall periodically confirm that all device management requirements are being n

ccountable
this part of

cal security

pecified in
e prepared

checklists,
het by the

org

hnization in question and that the accountable parties are performing their functions pr

perly.

For each life cycle phase, records showing chain of custody shall be maintained that indicate the location
and status of each device. The accountable party shall be identified by these records. When devices are
transferred to another organization, another party becomes accountable for the devices. Therefore, the
records at both the originating and receiving organization shall identify the devices and indicate the
date of the transfer, the organization to/from which the transfer was made, the method of transit, and
the means used to protect the devices while in transit (e.g. secure courier, counterfeit resistant, tamper
evident packaging). There shall be written confirmation that transfer of custody has been accepted by
the receiving organization and the name of the party that is presently accountable for the transferred
devices shall be included in the records of the transferring organization.
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7.6 Device management principles of audit and control

Audit and control are essential parts of device management. Table 1 summarizes some general
principles relating to audit and control procedures and indicates their applicability to each phase of the
device life cycle.
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Annex A
(informative)

Evaluation methods

A.1—General

Thg methodologies in this part of ISO 13491 should be used for the evaluation of devices.whé¢n claiming

conmpliance to ISO 13491.

A.1.1 Choice of evaluation method

In drder to ascertain whether a secure cryptographic device complies with:this part of ISO

3491, four

altgrnative evaluation methodologies for verifying compliance with the specified requir¢ments are

defined, as follows:

a)

b)

c)
d)

Ar
(seq
tob
cony

cou
ISO
the

o

be found in ISO 13491-2;
NOTE Where devices offer multi-functionality, it is necessary to combine several checkli
assessment process, e.g. a device could offer both PIN<entry and digital signatures, in whic
checklists would be used during the evaluation.

a semi-formal evaluation undertaken by an evaluation agency;

a semi-formal evaluation with approval undertaken by an accredited evaluation agency

a formal evaluation conducted by anlaccredited evaluation agency.

an informal evaluation undertaken by an independent assessor’'using the assessment checklists to

sts into the
h case both

sk assessment should be undeértaken as an aid in choosing which methodology is

13491, international acceptance means the level of assurance required for a device, as
[participantsin the international organization.

Table A.1 — Risk factors versus evaluation methods

ppropriate

A.2). The result of a risk assessment is a risk estimate which may determine the evaluatjon method
e used. If the risk is low, an~informal methodology using audit checklists may be sufficiert to ensure
pliance. However, if theTisk is high, then the time, cost, and assurance of a formal, apprjoved semi-
al, or semi-formal evaluation may be justified. The comparison of estimated risk, coqt and time
und in Table A.1. Thére may additionally be constraints and requirements imposed by individual
htries or by international organizations upon their members. In the context of this part of

agreed by

Informal Semi-formal Semi-formal Formal
with approval
Estimated risk Low Medium/High Medium/High High
Cost Low Medium Medium High
Time factor Short Medium Medium Long
Assurance Assessment report |Evaluation report Approval listing Certificate
NOTE The level of assurance is directly related to the level of experience, competence, and equipment involved in the

evaluation process.
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A.1.2 Informal method

In the informal method (see Figure A.1), a sponsor, who may be the manufacturer, submits a device
to an assessor for evaluation against the appropriate checklist(s). The results are forwarded to the
assessment review body which produces an assessment report.

A.1.3 Semi-formal method

In the semi-formal method (see Figure A.1), a sponsor, who may be the manufacturer, submits a device
to an evaluation agency for testing against the appropriate checklist(s). The evaluation agency may also

use its exp

orience knnwlpdgp and special equipment to pprfnrm additional tests

The result

NOTE y
by the dottq

A.1.4 Se

Figure A.1
submits a

The accred
perform ag

The agenc)
approval a

Where the

NOTE
dotted line

’

A.1.5 Fo
The fourth

The spons
testing agdg
are submit
which proy
formal eva

are forwarded to the evaluation review body which produces an evaluation report.

'he evaluation review body can also receive independent results from an auditor/assesser as depi
d line in Figure A.1.

mi-formal method with approval

Ehows the semi-formal with approval method where a sponsor, who-may be the manufactuy
device to an accredited evaluation agency for testing against the-dappropriate checklis

ditional tests.

/ produces a report which is forwarded to the evaluation review body which notifies
ithority of the result of the review.

review result is positive, the approval authorityproduces an approval letter.

'he evaluation review body may also receive independent results from an auditor as depicted by
n Figure A.1.

'mal method

method shown in Figure A.1 is thé formal evaluation process.

br, who may be the manufacturer, submits a device to an accredited evaluation agency
inst the formal claims where the appropriate checklist(s) were used as input. The res
ted to an accreditatipn atuthority which issues an evaluation certificate (see ISO/IEC 154
Fides a model anddSO/IEC 19790, which provides security requirements for example
uation methodologies).

Cted

rer,

k(s).

ited evaluation agency may also use its experience, knowledge; and special equipmert to

the

the

for
ults
.08,
5 of
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Figure A.1 — Evaluation methods

e

la

For all terms, reference the definitions in

NOTE

A.2 Risk assessment

Since absolute security is not achievable in practical terms, the assessment process considers the

possible attack scenarios, the device protections available, and the intended operational environments

25
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throughout the device life cycle. Other factors including business requirements, technical requirements,
and the total system security are also incorporated into the assessment process.

Risk assessment is an iterative process considering the following:

— threat

s imposed by the attacks;

damage or loss from successful attacks;

— the probability of occurrence of these possible attacks.

Given all tj

attack. It i
or whethe
equipment

Risk assess

can be use

A.3 Infa

A3.1 Ge

At the requ
this purpo
evaluated.
body whic
completion]

Before con

to the audfit on what is regarded as “feasible” and “unfeasible” for the environment and devic

question.

This part gf ISO 13491 describes the mandatery actions of the participating parties.

A3.2 Sp

The manuf
sponsor sh|

— initiat
comple
choosq

submif

A.3.3 As
The assess

The assess

answe

26

pes of attacks the risk is a function of the prnh;\hilifv of and losses associated with_each

5 a policy and business decision whether the risk of a particular attack can be accey
" protective actions have to be taken. The complexity of an attack depends on the*tq
skills, and resources (time and materials) required.

ment is not solely based on value judgements, but it always includes them. Marious meth
] to perform a risk assessment, but this topic is outside the scope of this past-of ISO 1349

rmal evaluation method

neral

est of a sponsor, an informal evaluation may be undertakei’'by an independent assessor.
be, the assessor should complete the appropriate assessment checklist(s) for the device b
Upon completion of the evaluation, the results should.be submitted to the assessment rey
1 should review the results and accept, reject, or-ask for clarification of those results. U
of the review, the audit report should be submitted to the sponsor.

mencement of any evaluation, there should\be a common understanding between all par

pDNnsor

acturer may be the sponsor or the sponsor can be an independent body. In both cases,
puld assume the following role and responsibilities:

e the process;
te the riskiassessment (incorporating other factors such as time, cost, etc.);

the appropriate checklist(s);

ted
ols,

ods
1.

For
Ping
iew

pon

ties
b in

the

the “deliverables” to the evaluation process;

receive the assessment report.

sessor
or should be independent of the sponsor.
or should assume the following role and responsibilities:

r the questions in the appropriate checklist as true (T), false (F), or not applicable (N/A);

if the answer is false or not applicable, produce the explanation;

submit results to the assessment review body.
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