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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

On-board equipment (OBE) that uses satellite-based positioning technology to collect data required for
charging for the use of roads operates in an autonomous way (i.e. without relying on dedicated roadside
infrastructure). The OBE records the amount of road usage in all toll charging systems it passes through.

This document defines the process and tests for evaluation of OBE and roadside equipment (RSE) for
conformity to ISO 12813.

ISO 12813 defines requirements for dedicated short-range communication (DSRC) between OBE and an

int
eled

Thi

TTOZAtoT foT The pUrpose of CHECKINE CONforMance of road Use witl a focal toll Tegime. 1T3
tronic fee collection (EFC) services architecture according to ISO 17573-1.

5 document is intended to:

assess OBE and RSE capabilities,

assess OBE and RSE behaviour,

serve as a guide for OBE and RSE conformance evaluation and typeapproval,

achieve comparability between the results of the corresponding'tests applied in differe
different times, and

facilitate communication between parties.

if document is based on:

ISO 12813,
the set of DSRC standards defining the conimunication stack, and

ISO/IEC 9646.

ssumes an

ht places at
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Scope

5 document specifies the test suite structure (TSS) and test purposes (TBs) for eva
formity of on-board equipment (OBE) and roadside equipment (RSE) to ISO {12813.

rovides a basis for conformance tests for dedicated short-range communication (DSR(
to support interoperability between different equipment supplied by different manufac

12813 defines requirements on the compliance check communication (CCC) interfac
for the RSE or OBE internal functional behaviour. Consequently, tests regarding OBE ¢
Ctional behaviour remain outside the scope of this document.

Normative references

following documents are referred to in the téxt'in such a way that some or all of th
stitutes requirements of this document. Fordated references, only the edition cited 4
ated references, the latest edition of the referenced document (including any amendmen

3166-1, Codes for the representation of naines of countries and their subdivisions — Part 1: Co
12813:2019, Electronic fee collectioph — Compliance check communication for autonomous

14816, Road transport and traffic telematics — Automatic vehicle and equipment ident
nbering and data structuré

14906:2018, Electragnic fee collection — Application interface definition for dedicated |
munication

TS 14907-2:2016, Electronic fee collection — Test procedures for user and fixed equipmen
formance test for the on-board unit application interface

| 2834:2003, Road transport and traffic telematics — Dedicated Short Range Communicatio
C application layer

uating the

) OBE and
furers.

2 level, but
nd/or RSE

Pir content
pplies. For
[s) applies.

Lintry codes
Kystems

fication —

fhort-range

t — Part 2:

W (DSRC) —

EN

3372:-2004 Road Transport and Trnﬁfir' Telematics (RTTT) — Dedicated chnrf-rnngp commi

nication —

Profiles for RTTT applications

EN 15509:2014, Electronic fee collection — Interoperability application profile for DSRC

EN 15876-1, Electronic fee collection — Evaluation of on-board and roadside equipment for conformity to
EN 15509 — Part 1: Test suite structure and test purposes

ETSI/TS 102 486-2-2 V1.2.1(2008-10), Intelligent Transport Systems (ITS); Road Transport and Traffic
Telematics (RTTT); Test specifications for Dedicated Short Range Communication (DSRC) transmission
equipment; Part 2: DSRC application layer; Sub-Part 2: Test Suite Structure and Test Purposes (TSS & TP)
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

access credentials

AC-CR

trusted attlestation or secure module that establishes the claimed identity of an object or applicatio

—

[SOURCE: ISO/TS 17573-2:2020, 3.4]

3.2

attribute
addressable package of data consisting of a single data element or structured sequences of data
elements

[SOURCE: ISO/TS 17573-2:2020, 3.13]

3.3
authentication
security mechanism allowing verification of the provided identity

[SOURCE: ISO/TS 17573-2:2020, 3.15]

3.4
authenticator
data, possiply encrypted, that is used for authentiegtion (3.3)

[SOURCE: ISO/TS 17573-2:2020, 3.16]

3.5
data grou
class of clopely related attributes (8:2)

[SOURCE: ISO/TS 17573-2:2020,-3.55]

3.6

Element
dedicated ghort-range\communication (DSRC) directory containing application information in the fprm
of attributgs (3.2)

3.7

implemenkation conformance statement
ICS

statement of capabilities and options that have been implemented that defines to what extent the
implementation is compliant with a given specification

[SOURCE: ISO/TS 17573-2:2020, 3.90]

3.8

protocol implementation conformance statement

PICS

ICS (3.7) for an implementation or system claimed to conform to a given protocol specification

[SOURCE: ISO/IEC 9646-1:1994, 3.3.80]
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3.9

on-board equipment

OBE

all required equipment on-board a vehicle for performing required electronic fee collection (EFC)
functions and communication services

[SOURCE: ISO/TS 17573-2:2020, 3.126]

3.10
on-board unit
OBU
eledtronic unit on-board a vehicle for performing specific electronic fee collection (EFC) furjctions and
for fommunication with external systems

[SOPRCE: ISO/TS 17573-2:2020, 3.127]

3.11
ran|dside equipment

RS

fixed of moveable electronic fee collection (EFC) equipment located alpng.or on the road

[SOPRCE: ISO/TS 17573-2:2020, 3.161, modified — Note 1 to entry,deleted.]

3.12
tester
conjbination of equipment, humans and processes able toperform specified conformance tepts

[SOPRCE: ISO/TS 17573-2:2020, 3.188]

3.18
traphsaction
whole of the exchange of information between two physically separated communication facillities

[SOPRCE: ISO/TS 17573-2:2020, 3.211]

4 |(Abbreviated terms

APIDU application protocol data unit

AP applicationprocess

ATS absfract test suite

BI behaviour invalid (i.e. invalid behaviour tests)
BST beacon service table

BV behaviour valid (i.e. valid behaviour tests)
CcC compliance check communication

DLC data link control

DSRC dedicated short-range communication
DUT device under test

EFC electronic fee collection

EID Element identifier

© IS0 2020 - All rights reserved 3
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LLC
MAC
PCTR
PDU
PIXIT

SCTR

logical link control

medium access control

protocol conformance test report

protocol data unit

protocol implementation extra information for testing

system conformance test report

T-APDU
TP
TSS

VST

5 Tests§

transfer-application protocol data unit
test purpose
test suite structure

vehicle service table

uite structure (TSS)

5.1 Structure

Table 1 sh

specificatipns.

Table 1 — Test suite'structure

bws the test suite structure (TSS) including its subgroups that are inherited from of

Group Type-of DUT Behaviour
Phygkical layer OBE BV
BI
RSE BV
BI
Datj link Control (DLC) OBE BV
Medium Access Control (MAC) sublayer BI
RSE BV
BI
DL( Logical Link;Control (LLC) sublayer |[OBE BV
BI
RSE BV
BI
Application layer OBE BV
BI
RSE BV
BI

her

Physical layer tests are to be performed in a radio wave laboratory. They will not form part of the

abstract te

st suite (ATS).

5.2 Reference to conformance test specifications

Conformance to a profile standard implies conformance to the related base standards. Hence, a number
of test cases for the CCC application are identical to the conformance test cases for the related base

4

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=77324f55425ab1f245abf68ee49eb964

1ISO 13143-1:2020(E)

standards. Other test cases are derived from the base standards conformance test cases, by applying
some restrictions or choices in, for example, the parameters values, according to what is stated in the
profile standard. Finally, specific conformance test cases for the CCC application are identified for
statements contained in the CCC application, which have no equivalence in the base standards. These
latter cases cover for example, the application layer data test purposes. This document takes into account
already defined test purposes for conformance to the base standards by referencing them, so that:

a) For test purposes that are identical to those defined in the base standards conformance test cases
(see e.g. ETSI/TS 102 486-2-2 or EN 15876-1), a direct reference is reported. For the reader’s
convenience, the title or a verbal description of the referenced test purpose is given, together with

the reference

b) |For test purposes that are derived from those defined in the base standards cohfor

cases, a direct reference is reported, plus an indication on how the referred testpurpos
modified for the profile conformance testing.

c) |For test purposes that are specific to the standard profile, a complete desgription is give

An Indication on whether a test purpose is identical, derived, or specific is given in each test

5.3| Test purposes (TPs)

5.3]1 TP definition conventions

mance test
e has been

n.

purpose.

Annex B.

The TPs are defined following the rules shown in Table 2.:Al TPs are defined in Annex A and

Table 2 — TP definition rules

TP ID according to Title
the TP naming conventions Reference
TP origin

Initial condition

Stimulus and expected behaviour

TP[ID The TRID is a unique identifier. It is specified according to the TP naming conven-
tions defined in 5.3.2.

Title Short description of TP objective.

Reference Contains the reference (document, clause, paragraph) to the subject to bq validated
by the actual TP.

TPlorigin Indicates if the TP is identical to a TP defined in another test standard, d¢rived from

a TP defined in another test standard, or specific for this standard profilg.

Initial condition

The condition defines the required initial state of the DUT at the time of |
of the actual TP.

aunching

Stil{nulus and expected

ted from

Definition of the events the tester performs and the events that are expe

behasdous
VOt

tha DIIT +0 conforn o tho bhaca cnacificatiog
tHeo1—+t6-coter—+to-tRe-pBaSe-Specticatioh-

5.3.2 TP naming conventions

Each TP is given a unique identification. This unique identification is built up to contain the following

string of information:

TP/ <group>/<dut>/<x>-<nn>

© IS0 2020 - All rights reserved
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TP : to indicate that it is a test purpose;
<group> : to which group among those defined in Table 1 the TP applies;
<dut> : type of DUT (i.e. OBE or RSE);
<x> : type of testing (i.e. Valid behaviour tests, BV, or Invalid behaviour tests, BI);
<nn> : sequential TP number (01 to 99).
The naming conventions are as described in Table 3.

Table 3 — TP naming conventions
<group> <dut> <x>
applicable fpr OBU/RSE PHY Physical layer
applicable fpr OBU/RSE MAC/LLC MAC/LLC sublayer
applicable fpr OBU/RSE AP-BAS Application layer - I Kernel support
applicable fpr OBU AP-FUN Application layer - T Kernel support
applicable fpr OBU AP-DAT Application layer - Data attributes support
applicable fpr OBU AP-SEC Application layer - Security Levél1 support
applicable fpr RSE AP-GET Application layer - GET-rq protocol data unit (PDU) test purposes,
applicable fpr RSE AP-STA Application layer - GET-STAMPED-rq PDU test purposes
applicable fpr RSE AP-MMI Application layer - SETsMMI-rq PDU test purposes
applicable fpr RSE AP-ECH Application layer - EEHO-rq PDU test purposes
applicable fpr RSE AP-REL Application layer-'EVENT-REPORT-rq PDU test purposes
5.4 Conformance test report
The manufacturer of the OBE and the RSE;tesSpectively, is responsible for providing a conformgnce

testreport.

The manuf
defined in |

The manuf

Annex C.

acturer of the RSE shall complete the PCTR for roadside equipment as defined in Annex ID.

acturer of the OBE shall complete the protocol conformance test report (PCTR) for OBE as

© IS0 2020 - All rights reserved
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Annex A
(normative)

Test purposes for on-board equipment

e

CTTIOUTE

A.1l1 General
Thip annex contains the test purposes (TPs) for the conformity evaluation of OBE. te 1SO 128]13.
A.1{2 Symbols in TP descriptions

For|the application layer test purposes, a special notation and symbol convention is used, ad defined in
thig subclause.

Synpbols are used in the description of the TPs, with meanings according to Table A.1.

Table A.1 — Description of TP symbols

Symbol Description
XXX.rq= |The Tester sends the XXX.rq protocol data uhit (PDU) to the device under test (DUT).
<YYY.rs |The DUT sends the YYY.rs PDU to the Tester.

Test purpose A “is congruent to” Testpurpose B. The notation "Test purpose A = Test pyrpose B"
means that the Test purpose A isithe same as Test purpose B. If differences in parametefs or pa-
rameter values have to be applied, these differences are indicated in the text immediate]ly below.

A—B Object A “is transformed” jinto Object B. So, a notation like “Table X — Table Y” means that, for the
scope of the TP, any referenee of Table X should be changed into a reference to Table Y.

>
Il
o]

= Means “assignment”<That is, a notation like “accessCredentials = a value” means that the field
accessCredentials is given a value.

] Means “empty”.or“not set”. So, a notation like “accessCredentials = @ — accessCredentigls = calcu-
lated value’;-for/a given TP, means “change all occurrences in which the field accessCredgntials has
not been assigned to a calculation of the value accessCredentials to a given value".

A.Z Physical-llayer

As |per 1SO712813:2019, 5.5.2, all test purposes TP/PHY/OBU/Bx/yy defined in EN 15876-1 are
appllicable for the conformity evaluation of OBE to CEN-DSRC based CCC as defined in ISO 1R813:2019,
Table B.8, Item 1.

A.3 MACand LLC

As per ISO 12813:2019, 5.5.2, all test purposes TP/MAC/OBU/Bx/yy (except TP/MAC/OBU/BV/09, see
NOTE) and TP/LLC/OBU/Bx/yy defined in EN 15876-1 are applicable for the conformity evaluation of
OBE to CEN-DSRC based CCC as defined in ISO 12813:2019, Table B.8, Item 1.

NOTE Test purpose TP/MAC/0OBU/BV/09 has been excluded from this document as this TP does not apply
for profiles 0/1 of EN 13372.

© IS0 2020 - All rights reserved 7
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A.4 Application Layer

A.4.1 Structure of BST and VST

A4.1.1 BST

The BST general structure, as is transmitted to the OBE, is described in Table A.2.

Table A.2 — BST general structure

Length Allowed values —~
T-APDUs 4 bits 1000’ indicating initialisation-reque$t(BS[r)
Option indicafor 1 bit (nonmandApplications opt.) 0/1 .q>) i
RSE manufacturerid 16 bits As per ISO 14816 = ,'\ o
individualid 27 bits As specified by manufagtls‘ér)
Time 32 bits UNIXrealtime ()
Profile 1 bit (Profile ext.) 0 (= no extension) '
7 bits As per Profil@:%\E‘llI 13372:2004, 6.3.2
MandAp- 1 bit (mandApplications ext.) 0 (=no exﬁ{rﬁ’gn)
licati iy
plications 7 bits (number of applications) M Ve Y
ya
CCC 1 bit (eid opt.) @h not present)
application -
1 bit (parameter opt.) Q (= parameter not present)
Aid 1 bit (aid ext.) s\Qo\ 0 (= no extension)
5 bits % 20 (= CCC application)
Upplica- b\
tion 2 1 bit (eid opt.) ) ®$ 0/1
not CCC) N\
1 bit (parameter opt.) \O 0/1
Aid 1 bit (aid ext.) c 0 (= no extension)
0\"‘
5 bits (‘} # 20 (= no CCC application)
Eid 1 bit (eid e)&.)‘ .v 0 (= no extension)
7 bits f'&\ Any
parameter C)\J Refer to ApplicationContextMark
A\ . as per EN 12834:2003, Annex A
\J
o
Upplication %\
M Q 1 bit (eid opt.) 0/1
not CCC) ?g
< 1 bit (parameter opt.) 0/1
?\s Aid 1 bit (aid ext.) 0 (= no extension)
é 5 bits # 20 (= no CCC application)
Eiet +hit-fetdexts O-{=rroextension
7 bits Any
parameter Refer to ApplicationContextMark as per
EN 12834:2003, Annex A
Nonmand 1 bit (mandApplications ext.) 0 (= no extension)
Applica- 7 bi ber of applicati N
tions its (number of applications)
Application 1 See “Application 2 (not CCC)” of mandApplications
(not CCC)
Application N See “Application 2 (not CCC)” of mandApplications
(not CCC)
profileList 1 bit (profileList ext.) 0 (= no extension)
8 © IS0 2020 - All rights reserved
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Length Allowed values
7 bits (number of profiles) K
Profile 1 1 bit (Profile ext.) 0 (= no extension)
7 bits Refer to Profile as per EN 12834:2003, Annex A
and EN 13372:2004, 6.3.2
Profile K 1 bit (Profile ext.) 0 (= no extension)
7 bits Refer to Profile as per EN 12834:2003, Annex A
and EN1 '2'27')-')(\(1A.' 632
A.4)1.2 VST (]/Qq/
The general structure for a VST indicating one CCC-application as is transmitted b described

b%ﬁi‘e OBE i

in Table A.3. '\b‘
Table A.3 — VST1 (security level 1): valid VST indicating &&CC applicatior
Length . \(b Allowed value
Fill abits () Any
1 bit (Pr/aﬁﬁ{ext.) 0 (= no extension)
Prorile 7 b'tsQV Refer to Profile as p¢r
\\ EN 12834:2003, Anilex A
ﬁ\ﬁ‘(applications ext.) 0 (= no extension)
AN V7 bits (number of applic) |M
$\'\ 1 bit (eid opt.) 1 (= eid present)
:\Q) 1 bit (parameter opt.) 1 (= parameter pres¢nt)
aid \O\\ 1 bit (aid ext.) 0 (= no extension)
NE 5 bits 20 (= CCC applicatiop)
T CN L ~ -
eid C)\\C) ; zlt (eid ext.) 0 (=no exten51.0n) . .
3 its Any (# other eid usefl in this VST)
<& : 1 bit (Container ext.) 0 (= no extension)
C>\ 7 bits (Container CHOICE) |2 (= OCTET STRING
C) 1 bit (octet string ext.) 0 (= no extension)
C'\O ’ 7 bits (octet string length) |16
%\/ Contract 10 bits (CountryCode) As per IS0 3166-1
/LQ Provider 14 bits (Issuerldentifier)  |As per ISO 14816
4 = ggg;eXtMark E};Iili?afct 16 bits Any
Applicati ?\“ plication context 1 bit (contextVersion ext.) |0 (= no extension)
«$~ para Version 7 bits Any
% meter 1 bit (Container ext,) 0 (=no extension)
7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |2
AC_CR- ﬁ(el}_/l\R/I:fster 8 bits Any
Reference
g?v_:rlzifier 8bits Any
1 bit (Container ext.) 0 (= no extension)

© IS0 2020 - All rights reserved



https://standardsiso.com/api/?name=77324f55425ab1f245abf68ee49eb964

ISO 13143-1:2020(E)

Table A.3 (continued)

Length

Allowed value

7 bits (Container CHOICE)

2 (= OCTET STRING)

1 bit (octet string ext.)

0 (= no extension)

7 bits (octet string length) |4
RndOBE 32 bits Any
1 bit (eid opt.) 0/1
1 bit (parameter opt.) 0/1
1 bit (aid ext.) 0 (= no extension)
aid Refer to DSRCApplicationEnti}-
Application 2 > bits yID,
as per EN 12834:2003,’Annex A
d 1 bit (eid ext.) 0 (= no extension)
ei
7 bits Any (# other eidused in this VFT)
arameter Refer to ApplicationContextMprk,
p as per EN'12834:2003, Annex jA
1 bit (eid opt.) 071
1 bit (parameter opt.) 0/1
1 bit (aid ext.) 0 (= no extension)
aid Refer to DSRCApplicationEntif-
Application M 5 bits yID,
as per EN 12834:2003, Annex A
d 1 bit (eid,ext.) 0 (= no extension)
ei
7 bits Any (# other eid used in this VST)
Refer to
parameter ApplicationContextMark,
as per EN 12834:2003, Annex A
OBE 1 bit (obeStatus opt.) 0/1
Configuratiof | ¢ qyipmentClass 15 bits Any
manufacturerld 16 bits Any
obeStatus 16 bits Any

The generdl structure for a VST indicating two CCC applications as is optionally transmitted by the DBE

is described in Table A.4.

VST2 shall indicate the présence of two CCC applications with the following definitions (refer to

[SO 128132019, 8.2.3):

— one C(C application-shall conform to ISO 12813:2019; and

— the othher CCCapplication shall conform to ISO 12813:2015.

NOTE Evaluation of conformance with ISO 12813:2015 is outside the scope of this document.

Table A.4 — VST2 (security level 1) — Valid VST indicating two CCC applications

Length Allowed value
Fill 4 bits Any
1 bit (Profile ext.) 0 (= no extension)
Profile 7 bits Refer to Profile as per
EN 12834:2003, Annex A
1 bit (applications ext.) 0 (= no extension)
7 bits (number of applic.) |M (22)
1 bit (eid opt.) 1 (= eid present)
1 bit (parameter opt.) 1 (= parameter present)
10 © IS0 2020 - All rights reserved
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Table A.4 (continued)
Length Allowed value
aid 1 bit (aid ext.) 0 (= no extension)
5 bits 20 (= CCCapplication)
eid 1 bit (eid ext.) 0 (= no extension)
7 bits Any
1 bit (Container ext.) 0 (= no extension)
7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |16 (\(\
Contract 10 bits (CountryCode) As per ISO ’3\@@
Provider 14 bits (Issuerldentifier)  |As per I%)"ljﬁ'm
N
Applications g;():}():licationl Egr(i;extMarkl g};gtelgfct 16 bits A‘n&(b,
1 bit (contextVersion eXt.)‘ (I%b no extension)
context N~
para Version 7 bits An
meter ~ O y
1 bit (Container@W 0 (= no extension)
7 bits (cOnt)air@\CHOICE) 2 (= OCTET STRING
1 bit (oczet‘%ring ext.) 0 (= no extension)
7 bits{@ctet string length) |2
AC_Master \\
AC_CR- KeyRef & s Any
Reference _ o
g‘i:v_ecr];fig?‘\\..Q 8 bits Any
. @Q‘ 1 bit (Container ext.) 0 (= no extension)
A\ 7 bits (Container CHOICE) |2 (= OCTET STRING
\O 1 bit (octet string ext.) 0 (= no extension)
\.\c\)b 7 bits (octet string length) |4
RndOBE )* 32 bits Any
‘. 1 bit (eid opt.) 1 (= eid present)
('\@ 1 bit (parameter opt.) 1 (= parameter pres¢nt)
) C)V 1 bit (aid ext.) 0 (= no extension)
@ : 5 bits 20 (= CCC applicatiop)
%\‘J. 1 bit (eid ext.) 0 (= no extension)
0 eid 7 bits # eid of CCC applicatjonl
Q‘ 1 bit (Container ext.) 0 (= no extension)
\< v 7 bits (Container CHOICE) |2 (= OCTET STRING
??s 1 bit (octet string ext.) 0 (= no extension)
é 7 bits (octet string length) |16
COTTTacT 10 hitc (anv\t_ry!“nrln) Arpnr'cn 21661
Provider 14 bits (Issuerldentifier) |As per ISO 14816
cce- gf}fgfct 16 bits Any
ContextMark2
1 bit (contextVersion ext.) |0 (= no extension)
cce context .
application2 Version 7 bits Any
1 bit (Container ext.) 0 (= no extension)
glaerti:r 7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |2

© IS0 2020 - All rights reserved
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Table A.4 (continued)
Length Allowed value
AC_CR- Qg;,lf\{/lj:ter 8 bits Any
Reference :
gfv_ecr}:ifier 8bits Any

1 bit (Container ext.) 0 (= no extension)

7 bits (Container CHOICE) |2 (= OCTET STRING)

1 bit (octet string ext.) 0 (= no extension)

Zbits (octet stringlength) 14

RndOBE 32 bits Any
1 bit (eid opt.) 1 (= eid present)
1 bit (parameter opt.) 0 (= parametet f1pt present)
Optional application M | _, 1 bit (aid ext.) 0 (= no extension)
(non CCC-application) aid 5 bits £20
eid 1 bit (eid ext.) 0.(= no extension)

7 bits Any (# other eid used in this VET)
obe 1 bit (obeStatus opt.) 1 (= obeStatus present)
Configuratiof | ¢quipmentClass 15 bits Any

manufacturerld 16 bits Any
obeStatus 16 bits Any

A.4.2 PDUs parameters

A.4.2.1 Parameters of request PDUs

The follow|ng tables describe the valid format of the request APDUs:

— Table A.5;

|

—
>
3

-7,

|
—3
o
=3
D
=
=
co

~=

— Table 4

=
\O

No other r¢quest commands are used by CCC application.

Fill bits shall always be set to zero.

Table A5 — GET-Rq parameters |sec"rit¥ level 1 )

EN 12834:2003, Annex A ISO 14906:2018, Annex A EN 15509:2014, Table C.16
GET-Rq Fill =
Eid =
accessCredentials  optional = mandatory
lid optional prohibited
attributeldList optional mandatory
12 © IS0 2020 - All rights reserved
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Table A.6 — Action-Rq parameters for GET_STAMPED action (security level 1)

EN 12834:2003, Annex A

ISO 14906:2018, Annex A

EN 15509:2014, Table C.16 and

[SO 12813
ACTION-Rq Mode TRUE
Eid =
actionType B 0 (GET_STAMPED)
accessCredentials  optional - mandatory
actionParameters  optional GetStampedRq
trd optiomnat profibiteqy
Table A.7 — Action-Rq parameters for SET_MMI action
EN 12834:2003, Annex A [SO 14906:2018, Annex A | EN 155092014, Table C.16 and
[SO 128113
ACTION-Rq Mode =
Eid 0
actionType ~ 10 (SET_MMI)
accessCredentials optional - prohibitec
actionParameters optional SetMMIR(
lid optional prohibited
Table A.8 — Action-Rq parameters for ECHO action
EN 12834:2003, Annex A [SQ 14906:2018, Annex A | EN 15509:2014, Table C.16 and
ISO 12813
ACTION-Rq Mode =
Eid 0
actionType ~ 15 (ECHO
accessCredentials optional - prohibited
actionParametérs optional mandatory
lid optional prohibitec
Table A.9 — EVENT-REPORT-Rq parameters
EN 12834:2003, Annex A ISO 14906:2018, Annex A | EN 15509:2014, Table C.16 and
[SO 12813
EVENT-RE- Mode =
PORT-Rq Eid 0
eventType ~ 0 (release]
accessCredentials optional prohibited
eventParameters optional prohibited
lid optional prohibited

A.4.2.2 Parameters of response PDUs

The following tables describe the valid format of the response APDUs:

— Table A.10;
— Table A11;
— Table A12;
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— Table A.13.

No other request commands are used by CCC application.

Fill bits shall always be set to zero.

Table A.10 — GET-Rs parameters

EN 12834:2003, Annex A ISO 14906:2018, EN 15509:2014, Table C.16
Annex A
GET-Rs Fill =
Eid =
lid optional = prohibited
attributeList optional mandatory
Ret optional mandatory
Table A.11 — Action-Rs parameters for GET_STAMPED action
EN 12834:2003, Annex A [SO 14906:2018, EN 15509:2014, Table C.16 and
Annex A [SO 12813
ACTION-R$ Fill =
Eid =
Iid optional = prohibited
responseParameter optional mandatory
Ret optional mandatory
Table A.12 — Action-Rs parameters for SET_MMI action
EN 12834:2003, Annex A 1SO 14906:2018, EN 15509:2014, Table C.16 and
Annex A ISO 12813
ACTION-R$ Fill =
Eid 0
lid optional = prohibited
responseParameter;-optional prohibited
Ret optional mandatory
Table A.13 — Action-Rs parameters for ECHO action
EN12834:2003, Annex A ISO 14906:2018, EN 15509:2014, Table C.16 and
Annex A [SO 12813
ACTION-R$ Fill =
Eid 0
lid optional = prohibited
responseParameter optional conditional (present when ret = 0)
Ret optional mandatory

A.4.3 Application I-kernel TPs for OBE, security level 1

A.4.3.1 General

These TPs apply to security level 1 as defined in ISO 12813:2019, Table B.6, Item 1 and to initialisation
and termination processes defined in ISO 12813:2019, Table B.7, Items 1 and 5.

14 © IS0 2020 - All rights reserved
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For the purpose of this conformance test, the following BSTs described in

Table A.14, and

Table A.15

are transmitted to the DUT. Invalid values are indicated in boldface.

Table A.14 — BST1 (actual BST used, BV) valid BST

Length Value
Optfon indicator 1 bit (nonmandApplications opt.) 0 (= nonmandApplicatiens not
present)
RSH manufacturerid 16 bits Registered value
individualid 27 bits Any
Timle 32 bits Any
profile 1 bit (Profile ext.) 0 (= novextension)
7 bits 0
MandApplications 1 bit (mandApplications ext.) 0, (= no extension)
7 bits (number of applications) 1
ccc 1 bit (eid opt.) 0 (= eid not present)
application 1 bit (parameter opt.) 0 (= parameter not present)
aid 1 bit (aid ext.) 0 (= no extension)
5 bits 20 (= CCCapplication)
profileList 1 bit (profileList ext.) 0 (= no extension)
7 bits (number of profiles) 0 (= list empty)
Table A.15 — BST2 (actual BST used, BI} invalid BST — Extraneous parameter (CCC application
inserted.as non-mandatory application)
Length Value
Optjon indicator 1 bit (nonmandApplications opt.) 1 (= nonmandApplications|present)
RSH manufacturerid 16 bits Registered value
individualid 27 bits Any
Time 32 bits Any
profile 1 bit (Profile ext.) 0 (= no extension)
7 bits 0
MardApplications 1 bit (mandApplications ext.) 0 (= no extension)
7 bits (number of applications) 1
Application #1 1 bit (eid opt.) 1 (= eid present)
(not CCC) 1 bit (parameter opt.) 0 (= parameter not present)
aid 1 bit (aid ext.) 0 (= no extension)
5 bits # 20 (AID that is not supported by the
OBE)
eid 1 bit (eid ext.) 0 (= no extension)
7 bits Any
nonmandApplications 1 bit (nonmandApplications ext.) 0 (= no extension)
7 bits (number of applications) 1
CCC 1 bit (eid opt.) 0 (= eid not present)
application 1 bit (parameter opt.) 0 (= parameter not present)
aid 1 bit (aid ext.) 0 (= no extension)
5 bits 20 (= CCC application)
© IS0 2020 - All rights reserved 15
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Table A.15 (continued)

Length

Value

profileList

1 bit (profileList ext.)

0 (= no extension)

7 bits (number of profiles)

0 (= list empty)

A.4.3.3 BV test purposes

Test subgroup objective:

a) to testthe behaviour of the DUT in relation to:

— valid BST, and
— valid HVENT-REPORT-Rq (Release).
b) to testfthe DUT support of:
— Beaconld,
— Time,
— Profilg,
— Applicptions, and
— LID.
Table A.16 — TP/AP BAS/OBU/BV/01
TP/AP-BA$/0BU/BV/01 Receive and manage INITIALISATION.request (BST)
TP origin Identical to TP/AL-1/0BY/BV/01 in ETSI/TS 102 486-2-2, 5.4.1
Reference ISO 12813:2019, 6.1:2
Initial conflition See TP/AL-1/OBU/BV/01 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus arn

Sed

d expected behaviour
TP/AL-1/OBU/BV/01 in ETSI/FS\$02 486-2-2, 5.4.1.

Table A.17 — TP/AP BAS/OBU/BV/02

TP/AP-BA$/0BU/BV/02 Receive and manage EVENTREPORT request (RELEASE) with mode = 0
TP origin Identical to TP/AL-I/OBU/BV/02 in ETSI/TS 102 486-2-2,5.4.1
Reference SO 12813:2019, 6.1.6

Initial con

Hition

See TP/AL-1/OBU/BV/02 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus an

Se

d expéected behaviour
TR/AL-1/0BU/BV/02 in ETSI/TS 102 486-2-2, 5.4.1

Table A.18 — TP/AP BAS/0BU/BV/03

TP/AP-BAS/OBU/BV/03

Read and manage the BeaconlID in the BST

TP origin

Identical to TP/AL-I/OBU/BV/03 in ETSI/TS 102 486-2-2, 5.4.1

Reference

ISO 12813:2019, 6.1.2

Initial condition

Identical to TP/AL-I/OBU/BV/03 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus and expected behaviour
See TP/AL-1/0OBU/BV/03 in ETSI/TS 102 486-2-2, 5.4.1.

16

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=77324f55425ab1f245abf68ee49eb964

Table A.19 — TP/AP BAS/OBU/BV/04
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TP/AP-BAS/OBU/BV/04

Read and manage time of reception of BST in parameter Time in BST

TP origin

Identical to TP/AL-I/OBU/BV/04 in ETSI/TS 102 486-2-2, 5.4.1

Reference

[SO 12813:2019, 6.1.2

Initial condition

Identical to TP/AL-1/OBU/BV/04 in ETSI/TS 102 486-2-2, 5.4.1

Test execution option

This TP may be optionally modified in comparison to the original specification
in ETSI/TS 102 486-2-2 depending on the time source of the DUT. Tests with
OBE which derive their internal time from sources other than the BST received
(e.g. from GNSS or CN) may require an additional delay in step 5 for more than

255 seconds before submitting the next BST.

Stithulus and expected behaviour
See TP/AL-1/OBU/BV/04 in ETSI/TS 102 486-2-2:2008, 5.4.1.

NOTE TPs with ID TP/AP-BAS/0OBU/BV/05 to TP/AP-BAS/OBU/BV/08 have not been-used to be

the humbering in ETSI/TS 102 486-2-2.

Table A.20 — TP/AP BAS/OBU/BV/09

in line with

TP{AP-BAS/OBU/BV/09

Manage profile selection

TPlorigin

Identical to TP/AL-I/OBU/BV/09 in ETS}/TS 102 486-2-2:2008, 5.4.1

Reference

IS0 12813:2019, 6.1.2

Initial condition

See TP/AL-1/0BU/BV/09 in ETSI/TS 102 486-2-2:2008, 5.4.1

Stithulus and expected behaviour
See TP/AL-1/OBU/BV/09 in ETSI/TS 102 486-2-2:2008,'5.4.1.

Table A.21 —TP/AP BAS/OBU/BV/10

TP{AP-BAS/OBU/BV/10

Verify that the DUT replies to a BST with a VST

TPlorigin

Specific

Reference

IS0 12813:2019, 6.1.2

Initial condition

DUFnot in sleep mode and not yet initialised

Stimulus and expected behavieur

Tester

DUT

1 BST1

& |VST1 or VST2

(see Table A.3)
TableNAs4)

3 Verify lewdgth and allowed values of VST1

respectively VST2 (see

4 IF \verification performed in step 3 was
not successful THEN TP failed

A.4.3.4 Bl test purposes

Test subgroup objective:

— to check the behaviour of the DUT in response to invalid messages.

Table A.22 — TP/AP BAS/OBU/BI/01

TP/AP-BAS/OBU/BI/01

Manage profile selection

TP origin

Identical to TP/AL-1/OBU/BI/01 in ETSI/TS 102 486-2-2:2008, 5.4.2

Stimulus and expected behaviour
See TP/AL-1/OBU/BI/01 in ETSI/TS 102 486-2-2, 5.4.2.

© IS0 2020 - All rights reserved
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Table A.22 (continued)

TP/AP-BAS/OBU/BI/01 Manage profile selection

Reference

1SO 12813:2019, 6.1.2

Initial condition

See TP/AL-1/OBU/BI/01 in ETSI/TS 102 486-2-2:2008, 5.4.2

Stimulus and expected behaviour
See TP/AL-1/0BU/BI/01 in ETSI/TS 102 486-2-2, 5.4.2.

Table A.23 — TP/AP BAS/OBU/BI/02

TP/AP-BA$/0BU/BI/02 Manage applications

TP origin

Identical to TP/AL-I/OBU/BI/02 in ETSI/TS 102 486-2-2, 5.4.2

Reference

ISO 12813:2019, 6.1.2

Initial con

lition See TP/AL-1/OBU/BI/02 in ETSI/TS 102 486-2-2, 5.4.2

Stimulus and expected behaviour
Seq TP/AL-1/OBU/BI/02 in ETSI/TS 102 486-2-2:2008, 5.4.2.

Table A.24 — TP/AP BAS/OBU/BI/03

TP/AP-BA$/0BU/BI/03 Verify that the DUT handles BST with CCC application marked as non-mapn-

datory application

TP origin Specific
Reference 1SO 12813:2019, 6.1.2
Initial conflition DUT not in sleep mode and not yetifiitialised

Stimulus ajnd expected behaviour

Tester

DUT

BST2

Verify that DUT does not initialise wath
INITIALISATION-response (VST1 or VST2)".

3 |IF verification performed in step 27was
not syccessful THEN TP failed

A.4.4 Application T-kernel TPs for OBE

A.4.4.1 (eneral

These TPs
Items 2 to

b.

A.4.4.2 BV testpurposes

apply to the layer 7 functions related to T-kernel as defined in ISO 12813:2019, Table|B.7,

Test subgréw

— to test the behaviour of the DUT in relation to syntactically and contextual correct behaviour of the
test system.

18
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Table A.25 — TP/AP FUN/OBU/BV/01

TP/AP-FUN/OBU/BV/01

Receive GET.request and manage GET.response with
LID = private

TP origin

Identical to TP/AL-T/OBU/BV/01 in ETSI/TS 102 486-2-2:2008, 5.2.1

Reference

1SO 12813:2019, 6.1.3

Initial condition

See TP/AL-T/OBU/BV/01 in ETSI/TS 102 486-2-2:2008, 5.2.1

Stimulus and expected behaviour
See TP/AL-T/OBU/BV/01 in ETSI/TS 102 486-2-2:2008, 5.2.1.

NOTE Request with accesstredentials.

NOTE1 TP with ID TP/AP-FUN/OBU/BV/02 to TP/AP-FUN/OBU/BV/07 have not been used(te'be
the humbering in ETSI/TS 102 486-2-2.

Table A.26 — TP/AP FUN/OBU/BV/08

in line with

TP{AP-FUN/OBU/BV/08

Receive ACTION.request with mode = 1, manage
ACTION.response with LID = private

TPlorigin

Identical to TP/AL-T/OBU/BV/08 in ETSI/TS\[02 486-2-2:2008, 5.2.1

Reference

[SO 12813:2019, 6.1.4/6.1.5/6.1.7

Initial condition

See TP/AL-T/OBU/BV/08 in ETSI/TS102 486-2-2:2008, 5.2.1

Stithulus and expected behaviour
See TP/AL-T/OBU/BV/08 in ETSI/TS 102 486-2-2:2008, 5.2.1.
NOTE Request with accessCredentials for GET_STAMPED and.without accessCredentials for SET_MMI, ECHO.

Table A.27 — TP/AP FUN/OBU/BV/09

TP{AP-FUN/OBU/BV/09

Receive ACTION)request with mode = 0 and LID = private

TPlorigin

Identical to-TP/AL-T/OBU/BV/09 in ETSI/TS 102 486-2-2:2008, 5.2.1

Reference

[SO 12813:2019, 6.1.5/6.1.7

Initial condition

See{[P/AL-T/OBU/BV/09 in ETSI/TS 102 486-2-2:2008, 5.2.1

Stithulus and expected behaviour
See TP/AL-T/OBU/BV/094in ETSI/TS 102 486-2-2:2008, 5.2.1.

NOTE Request without aceess€redentials.

Table A.28 — TP/AP FUN/OBU/BV/10

TPJAP-FUN/OBU/BV/10

Receive ACTION.request with mode = 0 and LID = private

TPlorigin

Identical to TP/AL-T/OBU/BV/10 in ETSI/TS 102 486-2-2:2008, 5.2.1

Reﬁerence

1S0 12813:2019, 6.1.5/6.1.7

11 YT /4 bmlaalal@¥iealal

N s
Initiatcondition

fal MO /AL T /D O 409 40 o o900 - 3 4
OCC IT/AL-T/UDU/DV/IUVINTLTOI/ 1O IULZF00UT474.4UVU0, J.4.1

Stimulus and expected behaviour
See TP/AL-T/OBU/BV/10 in ETSI/TS 102 486-2-2:2008, 5.2.1.

NOTE Request without accessCredentials.

© IS0 2020 - All rights reserved
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Table A.29 — TP/AP FUN/OBU/BV/11

TP/AP-FUN/OBU/BV/11 Verify that the OBU can receive ACTION.request with mode = 0 with
LID = broadcast after initialisation

TP origin Identical to TP/AL-T/OBU/BV/11 in ETSI/TS 102 486-2-2:2008, 5.2.1
Reference [SO 12813:2019, 6.1.5/6.1.7
Initial condition See TP/AL-T/OBU/BV/11 in ETSI/TS 102 486-2-2:2008, 5.2.1

Stimulus and expected behaviour
See TP/AL-T/OBU/BV/11 in ETSI/TS 102 486-2-2:2008, 5.2.1.

NOTE RequdStTwithout accesstredentials.

Table A.30 — TP/AP FUN/OBU/BV/12

TP/AP-FUN/OBU/BV/12 Verify that the OBU can receive and manage ACTION.requestwith mode
and with LID = broadcast without initialisation

1]
(=)

TP origin Identical to TP/AL-T/OBU/BV/12 in ETSI/TS 102 486-2-2:2008, 5.2.1
Reference [SO 12813:2019, 6.1.5/6.1.7
Initial conflition See TP/AL-T/OBU/BV/12 in ETSI/TS 102 486-2-2:2008, 5.2.1

Stimulus and expected behaviour
Sed TP/AL-T/OBU/BV/12 in ETSI/TS 102 486-2-2:2008, 5.2.1.
NOTE Requdst without accessCredentials.

Table A.31 — TP/AP FUN/OBU/BV/13

TP/AP-FUN/OBU/BV/13 Verify that the OBU can receive and manage non-fragmented APDUs with
random PDU number

TP Origin Identical to TP/AL-T/OBU/BV/13 in ETSI/TS 102 486-2-2:2008, 5.2.1
Reference ISO 12813:2019, 6.1.3/6:1.4/6.1.5/6.1.7
Initial Condition See TP/AL-T/OBU/BV/13 in ETSI/TS 102 486-2-2:2008, 5.2.1

Stimulus and expected behaviour
Seq TP/AL-T/OBU/BV/13 in ETSI/TS102 486-2-2:2008, 5.2.1.

NOTE Requgst with accessCredentials fdar GET, GET_STAMPED and without accessCredentials for SET_MMI, ECHO. TP|not
applicable fdr SET message.

Table A.32 — TP/AP FUN/OBU/BV/14

TP/AP-FUN/OBU/BV/14< |Verify that the OBU can receive and manage multiplexed APDUs from two
different applications

TP origin Identical to TP/AL-T/OBU/BV/14 in ETSI/TS 102 486-2-2:2008, 5.2.1
Reference 1SO 12813:2019, 6.1.3/6.1.4/6.1.5/6.1.7
Initial contition See TF/’AL-T/GBU/BV/l:r T ETSI/’TS 102-486=2-2-2008; 521

Stimulus and expected behaviour
See TP/AL-T/OBU/BV/14 in ETSI/TS 102 486-2-2:2008, 5.2.1.

NOTE Request with accessCredentials for GET, GET_STAMPED and without accessCredentials for SET_MMI, ECHO. TP not
applicable for SET message.

NOTE2 TP with ID TP/AP-FUN/OBU/BV/15 has not been used to be in line with the numbering in ETSI/
TS 102 486-2-2.
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Table A.33 — TP/AP FUN/OBU/BV/16

TP/AP-FUN/OBU/BV/16

APDUs from a single application

Verify that the OBU can receive and manage concatenated and chained

TP origin Identical to TP/AL-T/OBU/BV/16 in ETSI/TS 102 486-2-2:2008, 5.2.1
Reference 1SO 12813:2019, 6.1.3/6.1.4/6.1.5/6.1.6/6.1.7
Initial condition See TP/AL-T/OBU/BV/16 in ETSI/TS 102 486-2-2:2008, 5.2.1

Stimulus and expected behaviour

See TP/AL-T/OBU/BV/16 in ETSI/TS 102 486-2-2:2008, 5.2.1.

NOTE Request with accesstredentials tor GET, GET_STAMPED and without accesscredentials for sEI_MMI, HCHO. TP not
applicable for SET message.
Table A.34 — TP/AP FUN/OBU/BV/17
TP{AP-FUN/OBU/BV/17 |Attribute encoding tests - GET
TPlorigin Identical to TC03-A in ISO/TS 14907-2:2016, C.1.3
Reference I1SO 12813:2019, 6.1.3
Initial condition See TC03-Ain ISO/TS 14907-2:2016, C.1.3

NO’

Stimulus and expected behaviour

TC03-AinISO/TS 14907-2:2016, C.1.3.

'E Request with accessCredentials.

NOT
TS 1

02 486-2-2.

Table A.35 — TP/AP FUN/OBU/BV/19

E3 TP with ID TP/AP-FUN/OBU/BV/18 has not been\used to be in line with the numbering in ETSI/

TPJAP-FUN/OBU/BV/19 |Support of DSRCEFC GET STAMPED

TPlorigin Identical to T€%0-A in ISO/TS 14907-2:2016, C.2.1
Reference IS0 12813:2019, 6.1.4

Initial condition See T€10-A in ISO/TS 14907-2:2016, C.2.1

NO7

Stimulus and expected behaviour

See TC10-A in ISO/TS 14907-2:2016, C.2.1.

'E Request with accessCredentials.

Table A.36 — TP/AP FUN/OBU/BV/20

TPJAP-FUN/OBU/BV/20 |Support of DSRC EFC SET MMI

TP|Origin Identical to TC20-A in ISO/TS 14907-2:2016, C.2.4
Reqerence IS0 12813:2019, 6.1.5

InitiaFConditien SeeFE20-A1SOAFSH4907 22046624

Stimulus and expected behaviour

See TC20-Ain ISO/TS 14907-2:2016, C.2.4.

NOTE Request without accessCredentials.

© IS0 2020 - All rights reserved
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Table A.37 — TP/AP FUN/OBU/BV/21

TP/AP-FUN/OBU/BV/21

Support of DSRC EFC ECHO

TP origin

Identical to TC25-A in ISO/TS 14907-2:2016, C.2.5

Reference

ISO 12813:2019, 6.1.7

Initial condition

See TC25-Ain ISO/TS 14907-2:2016, C.2.5

Stimulus and expected behaviour
See TC25-Ain ISO/TS 14907-2:2016, C.2.5.
NOTE Request without accessCredentials.

A.4.4.3 Bl test purposes
Test subgrpup objective:
— to chegk the behaviour of the of the DUT in response to invalid stimuli and behaviour from|the
test topl.
NOTE1 TP with ID TP/AP-FUN/OBU/BI/01 has not been used to be in line with the humbering in ETSI/TS[102
486-2-2.
Table A.38 — TP/AP FUN/OBU/BI/02
TP/AP-FUN/OBU/BI/02 Receive and manage PDUs to Broadcast kérnel with awake but not yet ini-
tialised OBU
TP origin Identical to TP/AL-T/OBU/BI/02 in ETSI/TS 102 486-2-2:2008, 5.2.2
Reference [SO 12813:2019, 6.1.2
Initial confition See TP/AL-T/OBU/BI/02 in ETSI/TS 102 486-2-2:2008, 5.2.2
Stimulus and expected behaviour
Sed TP/AL-T/OBU/BI/02 in ETSI/TS 102 486-2-2:2008, 5.2.2.
Table A.39.=- TP/AP FUN/OBU/BI/03
TP/AP-FUN/OBU/BI/03 |Receive andmanage non-fragmented PDUs with wrong
fragment eounter value with initialised OBU
TP origin Identical to TP/AL-T/OBU/BI/03 in ETSI/TS 102 486-2-2:2008, 5.2.2
Reference [S012813:2019, 6.1.3/6.1.4/6.1.5/6.1.7
Initial conflition See TP/AL-T/OBU/BI/03 in ETSI/TS 102 486-2-2:2008, 5.2.2
Stimulus and expected behaviour
Seq TP/AL-T/OBU/BI/03 in ETSI/TS 102 486-2-2:2008, 5.2.2.
NOTE Requgst withyaccessCredentials for GET, GET_STAMPED and without accessCredentials for SET_MMI, ECHO. TP|not
applicable fqr SET.message.

Table A.40 — TP/AP FUN/OBU/BI/04

TP/AP-FUN/OBU/BI/04

Receive and manage non-fragmented PDUs with wrong
fragment counter value with awake but not yet initialised OBU

TP origin

Identical to TP/AL-T/OBU/BI/04 in ETSI/TS 102 486-2-2:2008, 5.2.2

Reference

IS0 12813:2019, 6.1.2

Initial condition

See TP/AL-T/OBU/BI/04 in ETSI/TS 102 486-2-2:2008, 5.2.2

Stimulus and expected behaviour
See TP/AL-T/OBU/BI/04 in ETSI/TS 102 486-2-2:2008, 5.2.2.

NOTE 2
486-2-2.
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Table A.41 — TP/AP FUN/OBU/BI/06

TP/AP-FUN/OBU/BI/06

Receive and manage concatenated and chained APDUs from a single applica-
tion with chaining error

TP origin

Identical to TP/AL-T/OBU/BI/06 in ETSI/TS 102 486-2-2:2008, 5.2.2

Reference

[SO 12813:2019, 6.1.3/6.1.4/6.1.5/6.1.7

Initial condition

See TP/AL-T/OBU/BI/06 in ETSI/TS 102 486-2-2:2008, 5.2.2

Stimulus and expected behaviour
See TP/AL-T/OBU/BI/06 in ETSI/TS 102 486-2-2:2008, 5.2.2.

NOTE Request with accesstredentials tor GET, GET_STAMPED and without accesscredentials for sEI_MMI, HCHO. TP not
applicable for SET message.
A.4.5 Application data attributes TPs, security level 1
A.4|5.1 General
Thegse TPs apply to security level 1 as defined in ISO 12813:2019, Table B.6, Item 1, GET / GET_
STAMPED operations as defined in ISO 12813:2019, Table B.7, [tems 2 and-3, and attributes a$ defined in
1SO|12813:2019, Tables B.9, B.10 and B.11.
A.4]5.2 Data attributes definition
Table A.42 contains the references to the standard definition of attributes, length and allow¢d values.
Table A.42 — Datagroup definition
Definition of
Dalta groups Attributes Attrld
Length Allowed values
CCC-ContextMark 0 [SO 14906:2018, Table 41 and Anjnex A
Identification |EquipmentOBUId 24 1SO 14906:2018, Table 44 and Annex A
PaymentMeans 32 [SO 14906:2018, Table 46 and Annex A
VehicleLicencePlateNumber 16 EN 15509:2014, Table A.2
VehicleClass 17 EN 15509:2014, EN 15509:2014, Table A.2
Table 2
VehicleDimensjons 18 1SO 14906:2018, Table 43 and Anjnex A
VehicleAxles 19 ISO 14906:2018, Table 43 and Anjnex A
VehitleWeightLimits 20 [SO 14906:2018, Table 43 and Anjnex A
Vehjicle VehicleSpecificCharacteristics |22 ISO 14906:2018/Amd 1:2020 and its Annex A
TrailerCharacteristics 46 IS0 14906:2018, Table 43 and Anjnex A
VehicleAxlesHistory 48 I1SO 12813:2019, Table 6
VehicleCurrentMaxTrainWeight |55 [SO 14906:2018, Table 43 and Anjnex A
VehicleWelghtHistory 60 150 12615:2019, Table 6
ExtendedVehicleAxlesHistory 62 [SO 12813:2019, Table 6
LocalVehicleClassld 63 [SO 12813:2019, Table 6
CommunicationStatus 49 150 12813:2019, | 150 12813:2019, Table 5
Table 3
GnssStatus 50 1SO 12813:2019, Table 5
Status DistanceRecordingStatus 51 [SO 12813:2019, Table 5
ActiveContexts 52 [SO 12813:2019, Table 5
ObeStatusHistory 53 1SO 12813:2019, Table 5
ExtendedOBEStatusHistory 61 [SO 12813:2019, Table 5
AttributeUpdatelnterval 64 I1SO 12813:2019, Table 5
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Table A.42 (continued)

Definition of
Data groups Attributes Attrld
Length Allowed values
ExtendedOBUStatusHistoryPart1|99 [SO 12813:2019, Table 5
ExtendedOBUStatusHistoryPart2|100 [SO 12813:2019, Table 5
UserConfirmation 101 1SO 12813:2019, Table 5

A.4.5.3 BV test purposes

Test subgrpup objective:
a) to testl the behaviour of the DUT in relation to the support of mandatory attributes in.alloyed
length|and allowed values:
— identiffication,
— vehiclg, and
— status
by means gf the syntactically and contextual correct PDUs:
— GET, apd
— GET_STAMPED.
Table A.43 — TP/AP DAT/OBU/BV/01
TP/AP-DAT/OBU/BV/01 |Verify that the OBU supportsthe read (by means of GET) of the Identifica
tion attributes
TP origin Specific
Reference ISO 12813:2019, 7.2
Initial conflition OBU initialised and’can accept a GET-request

Stimulus ajnd expected behaviour

not recélwved) THEN TP failed

Tester DUT

1 GET.rjg = { f£fill = 0, eid* VST. DSRC- =

eid, phccessCredentialé.<"acl, iid = g,
attrIdList = { '24'p.~"- EquipmentOBUId,
'32'D| - - PaymentMeans} }

2 & |GET.rs = { fill, eid, iid = &,
attrIdList = {('24'D, vl1), ('32'D,
v2)}, returnStatus }

3 IF (rpturnStatus NOT OK) OR (response

4 Verifhe 1ahrj1—h and allowed vualyuyes of 71

+ v2
Table A.16

successful
THEN TP passed
ELSE TP failed
ENDIF

5 IF verification performed in step 4 was

24
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Table A.44 — TP/AP DAT/OBU/BV/02

TP/AP-DAT/OBU/BV/02

tion attributes, one at the time

Verify that the OBU supports the read (by means of GET) of the Identifica-

TP origin

Specific

Reference

IS0 12813:2019, 7.2

Initial condition

OBU initialised and can accept a GET-request

Stimulus and expected behaviour

Tester

DUT

oLl . L - { J_J_ll = U CJ.L‘{ - [ DOINT
A 7
eid, accessCredentials = acl, iid = @,

attrIdList = { '24'D - - EquipmentOBUId }}

GET.rs = { fill, eid, iid|= @,
attrIdList = {( '24'D, "wl) 1},
returnStatus }

3 IF (returnStatus NOT OK) OR (response
not received) THEN TP failed

4 GET.rq = { fill = 0, eid = VST. DSRC-
eid, accessCredentials = acl, iid = g,
attrIdList = { '32'D - - PaymentMeans }}

5 GET.rs,=\J4 fill, eid, iid = @,
attrIdiist = {( '32'D, v2) },
returspStatus }

See step 3

7 Verify length and allowed values of vl =+

v2
Table A.16

8 ||IF all is OK
THEN TP passed
ELSE TP failed
ENDIF

Table A.45 — TP/AP DAT/OBU/BV/03

TP{AP-DAT/OBU/BV/03
group attributes

Verify that the OBU supports the read (by means of GET) of the Vehicle data

TPlorigin Specific

Reference ISO 12813:2019, 7.4

Initial condition

OBU initialised and can accept a GET-request

Stimulus and expected behaviour

Tester

DUT

© IS0 2020 - All rights reserved
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Table A.45 (continued)

TP/AP-DAT/OBU/BV/03

group attributes

Verify that the OBU supports the read (by means of GET) of the Vehicle data

TP origin Specific

Reference 1SO 12813:2019, 7.4

Initial condition OBU initialised and can accept a GET-request

1 GET.rq = { fill = 0, eid = VST. DSRC- =

eid, accessCredentials = acl, iid = g,
attrIdList = {

'l16' D= TicersScPtateNumbeT;

'17'Dl - - VehicleClass,

'18'D| - - VehicleDimensions,

'19'D| - - VehicleAxles,

T 2 O A\l D _ _

VehiclleWeightLimits,

'22'Dl - -
VehicfleSpecificCharacteristics,

'46'Dl - -

TrailprCharacteristics,

'48'D| - - VehicleAxlesHistory,

'55'D] - - VehicleCurrentMaxTrainWeight,
'60'Dl - - VehicleWeightHistory,

'62'D - -

ExtendedVehicleAxlesHistory,

'63'D| -— - LocalVehicleClassId}}

2 & |GER%s = { fill, eid, iid = &,
aterIdiist = {( 'le'D, v1), ( '17'D,
v2),

( '18'D, v3), ( '19'D, v4), ( '20'D,
v5),

( '22'D, v6), ( '46'D, v7), ( '48'D,
v8),

( '55'D, v9), ( 'e0'D, v10), ( 'e2'D,
v1l),

( '63'D, v12)}, returnStatus }

3 IF (rpturnStatus NOT OK) OR((response
not received) THEN TP failed

4 Verifly length and allowgdyvalues of vl + |=

v12
Table| A.16

5 IF vefrification ‘gerformed in step 4 was =

succepsful
THEN [P passed
ELSE [[Brfailed
ENDIF

Table A.46 — TP/AP DAT/OBU/BV/04

TP/AP-DAT/OBU/BV/04

tributes, one at a time

Verify that the OBU supports the read (by means of GET) of the Vehicle at-

TP origin

Specific

Reference

[SO 12813:2019, 7.4

Initial condition

OBU initialised and can accept a GET-request

Stimulus and expected behaviour

Tester | |

DUT

26
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Table A.46 (continued)

TP/AP-DAT/OBU/BV/04

Verify that the OBU supports the read (by means of GET) of the Vehicle at-
tributes, one at a time

1 |GET.rq = { fill = 0, eid = VST. DSRC- =
eid, accessCredentials = acl, iid = g,
attrIdList = {

'16'D - - LicensePlateNumber }}

2 & |GET.rs = { fill, eid, iid = &g,
attrIdList = {( '16'D, vl1) 1},
returnStatus }

3 1F (returilotatus NUL UR) UK (LEsSPOIlse

not received) THEN TP failed (\Q
4 ||cET.rq = { fi1l = 0, eid = VST. DSRC- = Qv
eid, accessCredentials = acl, iid = g, .(l/
attrIdList = { ,'\
'17'D - - VehicleClass }} ‘\'0_')
5

& |GET.rs = { fill,(%'l?&' iid = g,
attrIdList = { (N 'D, v2) },
returnStatus (]'\

6 See step 3

\%

7 GET.rgq = { fill = 0

attrIdList = {

eid, accessCredentials = acl, iid = g,

'18'D - - VehicleDimensions }} Q

, eid = VST. DSRC- =

< &T.rs = { fill, eid, iid = @,
Wattridrist = {( '18'D, v3) },

r\® returnStatus }

9 See step 3

I
AN

10 ||GET.rq = { £ill = 0

, eid = VST. DSRC.—Q,\\‘ =

attrIdList =

eid, accessCredentials = acl, iid =.9;
attrIdList = { \O
'19'D - - VehicleAxles }} N
11 ’\\Q‘ & |GET.rs = { £fill, eid, iid = @,
C) attrIdList = {( '19'D, v4) },
“ . returnStatus }
12 ||See step 3 o) N
13 ||GET.xq = { fi11 = \fd = VST DSRC- =
eid, accessCrede ials = iid = g,

{ %N
'20'D - - VehicleWeightLimits }}
-~

14 Q & |GET.rs = { fill, eid, iid = &,
Q~ attrIdList = {( '20'D, v5) },
A?‘ returnStatus }
15| |See 3
16 Eg = { fill = 0, eid = VST. DSRC- =
i accessCredentials = acl, iid = g,
uthIdL; = f
‘22'D - -

VehicleSpecificCharacteristics }}

17

& |GET.rs = { fill, eid, iid = &,
attrIdList = {( '22'D, v6) 1},
returnStatus }

18 |See step 3

19 |GET.rq = { fill = 0

attrIdList = {

eid, accessCredentials = acl, iid = g,

'46'D - - TrailerCharacteristics }}

, eid = VST. DSRC- =

20

& |GET.rs = { fill, eid, iid = &,
attrIdList = {( '46'D, v7)
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Table A.46 (continued)

TP/AP-DAT/OBU/BV/04

Verify that the OBU supports the read (by means of GET) of the Vehicle at-

tributes, one at a time
21 |[See step 3
22 |GET.rq = { fill = 0, eid = VST. DSRC- =
eid, accessCredentials = acl, iid = g,
attrIdList = {
'48'D - - VehicleAxlesHistory }}

23 & |GET.rs = { fill, eid, iid = &,
attrIdList = {( '48'D, v8) 1},
returnsStatus } ~

\D
24 |See sfep 3 {_\q/
25 |GET.rly = { £ill = 0, eid = VST. DSRC- = o>
eid, jhccessCredentials = acl, iid = &, '\'
attrIdList = { (b/
'55'D - - y\b‘
VehicfleCurrentMaxTrainWeight }} N

26 e |GET.rs = { fill, eiaa'i\id - g,
attrIdList = {( ' y v9) 1,
returnStatus } ‘\

N

27 |See sftep 3 | O

28 |GET.rh = { fill = 0, eid = VST. DSRC- N X

eid, phccessCredentials = acl, iid = g, QQ
attrIdList = { \\
'60'Dl - - VehicleWeightHistory }} &0,

29 e |GETers = { fill, eid, iid = @,
a@ dList = {( '60'D, v10) },
ge urnStatus }

[
30 |[See s|tep 3 \\Q)
31 |GET.rly = { fill = 0, eid = VST. DSRC- o=
eid, pccessCredentials = acl, iid = g, \
attrIdList = { . \{~
'62'Dl - - C)\\
ExtenfdedVehicleAxlesHistory }} .
32 @ ’ & |GET.rs = { £fill, eid, iid = @,
O attrIdList = {( '62'D, vll) 1},
C) returnStatus }
33 |See sftep 3 ,_O
34 |GET.ch = { fill = 0,.%¢#d = VST. DSRC- =
eid, accessCreden& = acl, iid = g,
attrIdList = {
'63'Dl - - Loca icleClassId }}
35 N & |GET.rs = { fill, eid, iid = @,
% attrIdList = {( '63'D, v12) },
&?‘ returnStatus }
36 |see skép 3
37 |IF all is OK
THEN TP passed
ELSE TP failed
ENDIF
28 © IS0 2020 - All rights reserved
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TP/AP-DAT/OBU/BV/05

Verify that the OBU supports the read (by means of GET) of the Status at-

tributes
TP origin Specific
Reference 1SO 12813:2019, 7.3

Initial condition

OBU initialised and can accept a GET-request

Stimulus and expected behaviour

Tester DUT

1 UDJ..J.\A_[ - 1 J_J.ll = Uy CJ.\:I. - o L. DOINT

eid, accessCredentials = acl, iid = g,
attrIdList = {

'49'D - - CommunicationStatus,

'50'D - - GnssStatus,

'51'D - -

DistanceRecordingStatus,

'52'D - - ActiveContexts,

'53'D - - ObeStatusHistory,

l6llD [

ExtendedOBEStatusHistory,

'64'D - - AttributeUpdatelInterval} }

2 GET.ré¢= { fill, eid, iid = &,
attxidList = {( '49'D, vl1), ('30'D,
v2N, ('51'D, v3), ('52'D, v4) ('53'D,
v8), ('61'D, vo6), ('64'D, v7)}
returnStatus }

3 IF (returnStatus NOT OK) OR (response

not received) THEN TP failed

4 GET.rq = { fill = 0, eid = VST. DSRC-

eid, accessCredentials = acl, iid =.9)
attrIdList = {

'99'D - -
ExtendedOBUStatusHistoryPartl,

'100'D - -
ExtendedOBUStatisHistoryPartz,

'101'D - - UserConfirmatien, } }

5 GET.rs = { fill, eid, iid = g,
attrIdList = {( '99'D, v8), ('100'D,
v9), ('101'D, v10) }, returnStdtus }

6 IF (returnStathis-NOT OK) OR (response

not received)PHEN TP failed

7 Verify leggtkl and allowed values of vl +

v10
Table AY16

8 I werification performed in step 7 was

successful

THEN TP passed

ELSE TP failed

ENDIF
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Table A.48 — TP/AP DAT/OBU/BV/06

TP/AP-DAT/OBU/BV/06

Verify that the OBU supports the read (by means of GET) of the Status attrib-
utes, one at the time

TP origin

Specific

Reference

ISO 12813:2019, 7.3

Initial condition

OBU initialised and can accept a GET-request

Stimulus and expected behaviour

Tester DUT
1 GET.L4 = { g (o =T Ol . Dok =
eid, pccessCredentials = acl, iid = g, Q
attrIdList = { Q(l/
'49'D| - - CommunicationStatus }} |

2 e |[GET.rs = { fill, eid, iid = @\’
attrIdList = {( '49'D, v1)‘}H
returnStatus } b‘

3 IF (rpturnStatus NOT OK) OR (response y\(b

not rpceived) THEN TP failed N\

4 |GET.rfy = { £fill = 0, eid = VST. DSRC- = @V

eid, pccessCredentials = acl, iid = g, g\\
attrIfgList = { (@)
'50'Dl - - GnssStatus }} /\Q

5 & |GET.rs :?\dll, eid, iid = g,
attrId % = {( '50'D, v2) 1},
retur@ tus }

N
6 See sftep 3 ‘,\‘@
7 |GET.rg = { £fill = 0, eid = VST. DSRC- = |0
eid, phccessCredentials = acl, iid = g, \§
attrIdList = { A\Q)
'51'D| - - a
DistahceRecordingStatus }} ‘\
8 .Y |e [eET.rs = ( £ill, eid, iid - g,
C)\\ attrIdList = {( '51'D, v3) },
. returnStatus }
9 See sftep 3 @ i
10 |GET.rhg = { fill = 0, eid =-WsT. DSRC- =
eid, pccessCredentials = Q, iid = @,
attrIfList = { O
'52'p| - - ActiveCon;&@ }}
11 O & |GET.rs = { fill, eid, iid = @,
Q9 attrIdList = {( '52'D, v4) 1},
O returnStatus }
12 |See sftep 3 \Q\
13 |GET.rh = Y}ill - 0, eid = VST. DSRC- =
eid, aé Credentials = acl, iid = @,
attrId t = {
'53'D - - ObeStatusHistory }}

14 & |GET.rs = { fill, eid, iid = &,
attrIdList = {( '53'D, v5) 1},
returnStatus }

15 |[See step 3

16 |GET.rq = { fill = 0, eid = VST. DSRC- =

eid, accessCredentials = acl, iid = g,
attrIdList = {

'6l'D - -

ExtendedOBEStatusHistory }}

17 & |GET.rs = { fill, eid, iid = g,
attrIdList = {( '61'D, vo) 1},
returnStatus }
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TP/AP-DAT/OBU/BV/06

Verify that the OBU supports the read (by means of GET) of the Status attrib-

utes, one at the time

TP origin

Specific

Reference

IS0 12813:2019, 7.3

Initial condition

OBU initialised and can accept a GET-request

18 |[See step 3
19 |GET.rq = { fill = 0, eid = VST. DSRC- =
eid, accessCredentials = acl, iid = &,
attrIdList = {
'64'D - - q/Q
AttributeUpdateInterval }} (\Q
20 e |[GET.rs = { flll eid, m\?}’ 2,
attrIdList = '64'?5
returnStatus }
21||See step 3 ’{b
22 ||GET.rq = { fill = 0, eid = VST. DSRC- =
eid, accessCredentials = acl, iid = g, %C)
attrIdList = { \
'99'D - - 5\
ExtendedOBUStatusHistoryPartl }}
23 = @ = { fill, eid, iid = &,
IdList = {( '99'D, v8) 1},
e urnStatus }
.\
24 ||See step 3 ] 0,
25|[GET.rq = { £i11 = 0, eid = VST. DSRC- XIS
eid, accessCredentials = acl, iid = ®,$
attrIdList = { \Q)
'100'D - - A
ExtendedOBUStatusHistoryPart2 }} \O
26 c\)l: & |GET.rs = { fill, eid, iid = @,
\\ attrIdList = {( '100'D, v9) 1},
C) returnStatus }
27 ||see step 3 Q ‘
28||cET.rq = ( fi11 = 0, @3: VST. DSRC- =
eid, accessCredentiQ}; = acl, iid = g,
attrIdList = { ¢
'101'D - - Use{%ﬁfirmation}}
29 N & |GET.rs = { fill, eid, iid = @,
0 attrIdList = {( '101'D, v10) }
Bg - returnStatus }
30 ||See s @‘3
31 Ver@‘length and allowed values of vl + [=
v
%h'l A1&
32 |IF all is OK <
THEN TP passed
ELSE TP failed
ENDIF
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Table A.49 — TP/AP DAT/OBU/BV/07

TP/AP-DAT/OBU/BV/07

Verify that the OBU supports the read (by means of
GET-STAMPED.rq) of the Identification attributes

TP origin

Specific

Reference

IS0 12813:2019, 7.2

Initial condition

OBU initialised and can accept a GET-STAMPED-request

Stimulus and expected behaviour

Tester

DUT

1 ACTI
eid,
acl,
l24'
|32'

N LY = { lllUkle = L1y CJ_kJ‘l - O L. DOINT
actionType = 0, accessCredentials =
GET-STAMPED.rqg = { attrIdList = {

- - EquipmentOBUId,

- - PaymentMeans}, nonce = CI,

keyRe¢f = C2}, iid = @ }

ACTION.rs = { fill, eid,Ni4id = @, GET
STAMPED.rs = { attrIdList = { ('24'D,
v2), ('32'D, v3)}, authenticator},

returnStatus }

3 IF (
not

FeturnStatus NOT OK) OR (response
received) THEN TP failed

4 Veri
v3

Veri

fvy length and allowed values of vl =+

Tabl¢ A.16

v authenticator

THEN

ELSE

ENDIF

5 IF vé¢rification performed in step 4 was
succéessful

TP passed

TP failed

NOTE '

Table A.50 — TP/AP DAT/OBU/BV/09

'P with ID TP/AP-DAT/OBU/BV/08 ha’s not been used to be in line with the numbering in EN 15876-1.

TP/AP-DAT/OBU/BV/09 _|Verify thatthe OBU supports the read (by means of
GET-STAMPED.rq) of the Status attributes

TP origin

Specific

Reference

[SO 12813:2019, 7.3

Initial con

lition OBU initialised and can accept a GET-STAMPED-request

Stimulus and_ éxpected behaviour

Tester

DUT

32
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Table A.50 (continued)

TP/AP-DAT/OBU/BV/09 |Verify that the OBU supports the read (by means of

GET-STAMPED.rq) of the Status attributes
Specific
1SO 12813:2019, 7.3

OBU initialised and can accept a GET-STAMPED-request

eid = VST. DSRC-
actionType = 0, accessCredentials =
GET-STAMPED.rqg = { attrIdList = {

D——CommuricationsStatus;

'50'D - - GnssStatus,

'51'D - -

DistanceRecordingStatus,

'52'D - - ActiveContexts,

'53'D - - ObeStatusHistory,

'61'D - -

ExtendedOBEStatusHistory,

'64'D - -

TP origin

Reference

Initial condition

1 |ACTION.rg =
eid,
acl,

3%

{ mode =T, =

AttributeUpdateInterval }, nonce =

keyRef = C2}, iid = g }

C1,

ACTION, r&)=

STAMPER.rs ={ attrIdList =

v1)aN!50'D,

«54'D,
GNS53'D,
('64'D,

authenticator},

v3),
v5),
v7)

{ fill,

v2),
('52'D,
('61'D,
}l

returnStatus }

iid =

{ ("4

eid,

vi),
vo),

g, GET-
9'D,

IF (returnStatus NOT OK) OR
not received) THEN TP failed

(response

ACTION.rq =
eid, actionType = O,
acl, GET-STAMPED.rg =
V99'D [
ExtendedOBUStatusHistoryPantl
'100'D - -
ExtendedOBUStatusHistoryRart2
'101'D - - UserConfixmation },
Cl, keyRef = C2}, idd'= g }

eid = VST. DSRC-
accessCredentlals =
{ attrIdhist = {

{ mode = T,

nonce =

ACTION.rs =
STAMPED.rs =
v8), ('100'D,

authenticator},

{ fil1l,
{ attrI
v9), ('1

returnStatus }

iid =
{(
v10)

eid,
dList =
01'D,

¥, GET-
99'D,
I

IF (retuxrmStatus NOT OK) OR
not re®eived) THEN TP failed

(response

Ver#fy length and allowed values of vl =+
v1eQ

Tables 2 18

Verify authenticator

IF verification performed in step 7 was
successful

THEN TP passed
ELSE TP failed

ENDIF

© IS0 2020 - All rights reserved
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Table A.51 — TP/AP DAT/OBU/BV/10

TP/AP-DAT/OBU/BV/10

Verify that the OBU supports the read (by means of
GET-STAMPED.rq) of the Vehicle data group attributes

TP origin

Specific

Reference

ISO 12813:2019, 7.4

Initial condition

OBU initialised and can accept a GET-STAMPED-request

Stimulus and expected behaviour

Tester DUT
1 ACTI \J.J.k:l - 1 lllUleC = L1y CJ_L;I. - O L. DOINT
eid, pctionType = 0, accessCredentials =
acl, BET-STAMPED.rqg = attrIdList = {
'16'D| - - LicensePlateNumber,
'17'D| - - VehicleClass,
'18'D| - - VehicleDimensions,
'19'D| - - VehicleAxles,
'20'Dl - - VehicleWeightLimits,
'22'D _ _
VehiclleSpecificCharacteristics,
'46'D| - -
TrailprCharacteristics,
'48'Dl - - VehicleAxlesHistory,
'55'D —_ —_
VehiclleCurrentMaxTrainWeight,
'60'D] - - VehicleWeightHistory,
'62'D - -
ExtendedVehicleAxlesHistory,
'63'D| - - LocalVehicleClassId }
nonce| = Cl, keyRef = C2 },
iid = 2 }
2 ACTION.rs = { fill, eid, iid = @,
GET-STAMPED.rs = { attrIdList = {
('16'D, v1), ('17'D, v2),
('18'D, v3), ('19'D, vi4),
('20'D, v5), ('22'D, v6),
('46'D, v7), ('48'D, v8),
('55'D, v9), ('60"' v10),
('62'D, v11l), ('63 D, v12),1},
authenticator},
returnStatus }
3 IF (rpturnStatus NOT<OK) OR (response
not received) THENVIP failed
4 Verifly length-.and allowed values of vl =+
v12
Table| A.26
Verifly“authenticator
5 IF verification performed in step 4 was
successful
THEN TP passed
ELSE TP failed
ENDIF
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Test subgroup objective:

1ISO 13143-1:2020(E)

a) tocheckthe behaviour of the DUT in response to invalid stimuli and behaviour from the test tool, in
case of:
— update of the read-only attributes:
— identification,
— vehicle and
— status.
b) |to check the behaviour of the DUT in response to request with invalid accessCredentials;
— |no access credentials (like in security level 0); and
— |wrong access credentials.
Table A.52 — TP/AP DAT/OBU/BIL/01
TPJAP-DAT/OBU/BI/01 Verify that the OBU prevents the update of the read-only Vehicle agtributes,
one at a time
TPlorigin Specific
Reference I1SO 12813:2019, 7.4
Initial condition OBU initialised and can accepta SET-request
Stimulus and expected behaviour
Tester DUT
1 SET.rqg = { fill = 0, mode = T, eid)=
VST. DSRC-eid, accessCredentials = @,
attrIdList
= { ( 'le'D, x1) }, iid = g }
2 SET.rs = { fill, eid, iid a,
returnStatus }
3 IF (SET.rs receivedAND returnStatus=0)
THEN TP failed
4 SET.rq = { fillg=~0, mode = T, eid =
VST. DSRC-eids ‘a€cessCredentials = ¢,
attrIdList
= { ( '"17/D,Vx2) }, iid =@ }
5 SET.rs = { fill, eid, iid a,
returnStatus }
6 IF, (SBET.rs received AND returnStatus=0)
TAEN' TP failed
7 SFT.rg = { fil]l = 0, mode =T, eid =
VST. DSRC-eid, accessCredentials = ¢,
attrIdList
= { ('18'D, x3) }, iid =@ }
8 SET.rs = { fill, eid, iid a,
returnStatus }
9 IF (SET.rs received AND returnStatus=0)
THEN TP failed
10 |[SET.rg = { fill = 0, mode = T, eid =
VST. DSRC-eid, accessCredentials = ¢,
attrIdList
= { ( '19'D, x4) }, iid =@ }
11 SET.rs = { fill, eid, iid a,
returnStatus }
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Table A.52 (continued)

TP/AP-DAT/OBU/BI/01 Verify that the OBU prevents the update of the read-only Vehicle attributes,
one at a time

TP origin Specific
Reference 1SO 12813:2019, 7.4
Initial condition OBU initialised and can accept a SET-request

12 |IF (SET.rs received AND returnStatus=0)
THEN TP failed
13 |[SET.rg = { fill = 0, mode = T, eid = =
VST. PSRC-eid, IUaccessCredentials 7,
attrIfList (19
= { ('20'D, x5) }, iid = @ } Q
14 < |SET.rs = { fill, eid, iid = @,\“V
returnStatus } a’

15 |IF (SET.rs received AND returnStatus=0) b‘J
THEN [P failed 0:\
16 |SET.rhp = { fill = 0, mode = T, eid = N N~
VST. PSRC-eid, accessCredentials = @, O

attrIdList \%
={ (| '22'D, x6) }, iid = @ } X
17 e |sET.rs = { ™ eid, iid = g,
returnStat@
18 |IF (SET.rs received AND returnStatus=0) \ v
THEN [P failed ,\}\
19 |[SET.rjg = { fill = 0, mode = T, eid = =
VST. PSRC-eid, accessCredentials = @, \QQ
attrIfList b\
= { (| "46'D, x7) }, iid = @ } ,)\$
20 &N|SET.rs = { fill, eid, iid = g,
. returnStatus }
21 |IF (SET.rs received AND returnStatusAQ).\
THEN [P failed _(\\C)
22 |SET.rjg = { fill = 0, mode = T, ei&_)= =
VST. pPSRC-eid, accessCredentiads = @,
attrIdList
= ( (| r48'p, x8) 3, i1a = 8O
23 NJ & |SET.rs = { fill, eid, iid = @,
(;Q returnStatus }
24 |IF (SET.rs received returnStatus=0)

THEN [P failed O

25 |SET.rg = { fill% mode = T, eid = =
VST. DSRC—ei%?tcessCredentials = g,
attrIdList P
= { (| 'S5\ x9) }, iid = @ }
26 3 & |SET.rs = { £fill, eid, iid = @,
% returnStatus }
27 |IF (SET.rs received AND returnStatus=0)
THEN TP failed
28 |SET.rq = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = @,
attrIdList
= { ( 'e0'D, x10) }, iid = @ }
29 & |SET.rs = { fill, eid, iid = @,

returnStatus }

30 |IF (SET.rs received AND returnStatus=0)
THEN TP failed
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Table A.52 (continued)

TP/AP-DAT/OBU/BI/01 Verify that the OBU prevents the update of the read-only Vehicle attributes,
one at a time
TP origin Specific
Reference I1SO 12813:2019, 7.4
Initial condition OBU initialised and can accept a SET-request
31 |SET.rg = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = ¢,
attrIdList
—— Pt — 7
32 & |[SET.rs = { fill, eid, iid =@,
returnStatus }
33||IF (SET.rs received AND returnStatus=0)
THEN TP failed
34 ||SET.rqg = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = ¢,
attrIdList
= { ( '63'D, x12) }, iid = @ }
35 & |SET.rs = {«£fil1, eid, iid = &,
returnStatus }
36 ||IF (SET.rs received AND returnStatus=0)
THEN TP failed

Table A.53 — TP/AP-DAT/OBU/BI/02

TPJAP-DAT/OBU/BI/02 Verify that the OBU prevents the update of the read-only Vehidle attrib-
ute list
TPlorigin Specific
Reference ISO 12813:2019, 7.4
Initial condition OBU initialised and can accept a SET-request
Stimnulus and expected behaviour:
Tester DUT
1 SET.rgq = { fill =_Oy/mode = T, eid = =
VST. DSRC-eid, atcgssCredentials = acl,
attrIdList = ) '1l6'D, x1),
('17'D, x2),.~-018'D, x3),
('19'D, x4y%/('20'D, x5),
('22'D, xby, ('46'D, x7),
('48'H,yx8), ('55'D, x9),
('60+py x10), ('62'D, x11),
(y63*D, x12)}, iid = @ }
2 1= SET.rs = { fill, eid, iid = &,
LctuLuStatuo }
3 IF (SET.rs received AND returnStatus=0)
THEN TP failed

Table A.54 — TP/AP DAT/OBU/BI/03

TP/AP-DAT/OBU/BI/03 Verify that the OBU prevents the update of the read-only Identification at-
tribute list

TP origin Specific

Reference [SO 12813:2019, 7.2

Initial condition OBU initialised and can accept a SET-request

Stimulus and expected behaviour
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Table A.54 (continued)

TP/AP-DAT/OBU/BI/03

Verify that the OBU prevents the update of the read-only Identification at-

tribute list
TP origin Specific
Reference 1SO 12813:2019, 7.2

Initial condition

OBU initialised and can accept a SET-request

THEN [P failed

Tester DUT

1 SET.rg = { fill = 0, mode = T, eid =

VST. DSRC-eid, accessCredentials = acl,

attrIdList = { ( '0'D, x1),

('24'pD, x2), ('32'D, x3)}, iid = @ }
2 SET.rs = { fill, eid, iid = &,

returnStatus }

3 IF (SET.rs received AND returnStatus=0)

Table A.55 — TP/AP DAT/OBU/BI/04

TP/AP-DAT/OBU/BI/04

Verify that the OBU prevents the update©f the read-only
Identification attributes, one by one

TP origin

Specific

Reference

ISO 12813:2019, 7.2

Initial congition

OBU initialised and can accept @' SET-request

Stimulus ajnd expected behaviour

Tester DUT
1 SET.¥qg = { fill = 0, mode = T, eid =
VST.|DSRC-eid, accessCredentials = aci,
attrldList = { ( '0'D, x1) }, iid =5(9"}
2 SET.rs = { fill, eid, iid = g,
returnStatus }
3 IF ($ET.rs received AND returuStatus=0)
THEN|TP failed
4 SET.¥qg = { fill = 0, mode.= T, eid =
VST.|DSRC-eid, access€redentials = acl,
attrldList = { ( '24%D7 x2) }, iid = @ }
5 SET.rs = { fill, eid, 1iid = @,
returnStatus }
6 IF (JET.rs ree&ived AND returnStatus=0)
THEN|TP failed
7 SET.¥qg = Y~fill = 0, mode = T, eid =
VST.|DSRG-eid, accessCredentials = acl,
attrldlist = { ( '32'D, x3) }, iid = g }
8 SET.rs = { fill, eid, iid = @,
returnStatus }
9 IF (SET.rs received AND returnStatus=0)
THEN TP failed
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Table A.56 — TP/AP DAT/OBU/BI/05

1ISO 13143-1:2020(E)

TP/AP-DAT/OBU/BI/05

Verify that the OBU prevents the update of the read-only Status attribute list

TP origin

Specific

Reference

ISO 12813:2019, 7.3

Initial condition

OBU initialised and can accept a SET-request

Stimulus and expected behaviour

Tester DUT
1 SET.rqg = { fill = 0, mode = T, eid = =
attrIdList = {
( '49'D, x1), ('50'D, x2),
('51'D, x3), ('52'D, x4) ,
('53'D, x5), ('61'D, x6),
('ed4'D, x7)}, iid = @ }
2 & |SET.rs = { fill, "'eid, iid = ¢
returnStatus }
3 IF (SET.rs received AND returnStatus=0)
THEN TP failed
4 SET.rqg = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = acl,
attrIdList = {
( '99'D, x8), ('100'D, x9),
('101'D, x10) }, iid = @ }
5 = SET.rs = { fill, eid, iid = @
returnStatus }
6 IF (SET.rs received AND returnStatus=0)
THEN TP failed
Table A.57 — TP/AP DAT/OBU/BI/06
TP{AP-DAT/OBU/BI/06 |Verify thatthe OBU prevents the update of the read-only Status at{ributes,
oneata time
TP jorigin Specific
Reference 1SO 12813:2019, 7.3
Initial condition OBU initialised and can accept a SET-request
Stimulus and expected behaviour
Tester DUT
1 SET.rgl{=\4{ fill = 0, mode = T, eid = =
VST.«BSRC-eid, accessCredentials = acl,
attxddList = { ( '49'D, x1) }, iid = @ }
2 & |SET.rs = { fill, eid, iid = &,
ratiirn O+ o419 }
3 IF (SET.rs received AND returnStatus=0)
THEN TP failed
4 SET.rq = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = acl,
attrIdList = { ( '50'D, x2) }, iid = @ }
5 & |SET.rs = { fill, eid, iid = @,
returnStatus }
6 IF (SET.rs received AND returnStatus=0)
THEN TP failed
7 SET.rg = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = acl,
attrIdList = { ( '51'D, x3) }, iid = @ }

© IS0 2020 - All rights reserved
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Table A.57 (continued)

TP/AP-DAT/OBU/BI/06 Verify that the OBU prevents the update of the read-only Status attributes,
one at a time

TP origin Specific

Reference 1SO 12813:2019, 7.3

Initial condition OBU initialised and can accept a SET-request

8 & |SET.rs = { fill, eid, iid = @,

returnStatus }

9 IF (SET.rs received AND returnStatus=0)
THEN [I'P failed

ON
10 |SET.rlg = { fill = 0, mode = T, eid = = (l>)
VST. PSRC-eid, accessCredentials = acl, Q
attrIdList = { ( '52'D, x4) }, iid = @ } N
11 e |sET.rs = { fill, eid, iid 7,:?,‘
returnStatus } b‘
—
12 |IF (SET.rs received AND returnStatus=0) (b\
THEN [P failed N
13 [SET.rlg = { fill = 0, mode = T, eid = = U
VST. PSRC-eid, accessCredentials = acl, \%
attrIfList = { ( '53'D, x5) }, iid = @ } é\
14 & |SET.rs = { fddl, eid, iid = &,
returnSta}:\ S
15 |IF (SET.rs received AND returnStatus=0) \Y -
THEN [fP failed L\\}
16 |sET.rh = { fill = 0, mode = T, eid = = Q)\
VST. PSRC-eid, accessCredentials = acl, \Q
attrIdList = { ( '61'D, x6) }, iid = @ } \XV
17 &Q[SET.rs = { fill, eid, iid = g,

A\ returnStatus }

18 |IF (SET.rs received AND returnStatus:O)s\O
THEN [P failed AN~

19 |[SET.rjg = { fill = 0, mode = T, ei&j?s\) =

VST. PSRC-eid, accessCredentials cl,
attrIdList = { ( '64'D, x7) },\ii.d =g }
20 ()V & |[SET.rs = { fill, eid, iid = @,
) returnStatus }
21 |1F (SET.rs received AND/meturnStatus=0)
THEN [P failed Ca
22 [SET.rh = { fill = 0Code = T, eid = =

VST. PSRC-eid, ac SCredentials = acl,
attrIipgList = { _€299'D, x8) }, iid = @ )

23 0‘(‘ & |SET.rs = { £fill, eid, iid = @,
returnStatus }

24 |1F (SETzSTeceived AND returnStatus=0)
ra?&

THEN iled
4 ) ;
25 |[SET.rg—=—<FfF—0—mode—F——<1t— =5
VST. DSRC-eid, accessCredentials = acl,
attrIdList = { ( '100'D, x9) }, iid = @ }
26 & |SET.rs = { fill, eid, iid = &,

returnStatus }

27 |IF (SET.rs received AND returnStatus=0)
THEN TP failed

28 |SET.rqg = { fill = 0, mode = T, eid = =
VST. DSRC-eid, accessCredentials = acl,
attrIdList = { ( '101'D, x10) }, iid = @ }
29 & |SET.rs = { fill, eid, iid = &,

returnStatus }

30 |IF (SET.rs received AND returnStatus=0)
THEN TP failed
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Table A.58 — TP/AP DAT/OBU/BI/07

TP/AP-DAT/OBU/BI/07 Verify that the OBU prevents the read (by means of GET) of the Identification
attributes with invalid accessCredentials

TP origin Specific
Reference 1SO 12813:2019, 7.2
Initial condition OBU initialised and can accept a GET-request
Stimulus and expected behaviour
Tester DUT

1 UF_:J..J.\A_[ - 1 J_J.ll = Uy CJ.\:I. - o L. DOINT —

eid, accessCredentials = invalid ac, iid

= ¢, attrIdList =

{ '24'D - - EquipmentOBUId,

'32'D - - PaymentMeans} }
2 & |GET.rs = { fill, eid, iid = g, |..,

returnStatus }

3 IF (GET.rs NOT received OR (GET.rs

received AND returnStatus=0)) THEN TP

failed

NOTE Invalid_ac is either empty or has incorrect value.

Table A.59 — TP/AP DAT/OBU/BI/08

TP{AP-DAT/0OBU/BI/08 Verify that the OBU prevents the read (by means of GET) of the¢ Vehicle
attributes with invalid accessCredentials
TPlorigin Specific
Reference SO 12813:2019;7.4
Initial condition OBU initialised and can accept a GET-request
Stimulus and expected behaviour
Tester DUT
1 GET.rg = { fill = 0, eddhN= VST. DSRC- =
eid, accessCredentials)= invalid ac, iid
= @, attrIdList =
{ '16'D - - LicefcePlateNumber,
'17'D - - VehiédeClass,
'18'D - - Vehag¢leDimensions,
'19'D - - _VehicleAxles,
'20'D - —VéhicleWeightLimits,
'22'D AY
VehicheSpecificCharacteristics
'460B - -
TraillerCharacteristics,
WARB'D — — VehicleAxlesHistor
) 55 A\l D —_ —_
VehicleCurrentMaxTrainWeight,
'60'D - - VehicleWeightHistory,
'62'D - -
ExtendedVehicleAxlesHistory,
'63'D - - LocalVehicleClassId } }
2 & |GET.rs = { fill, eid, iid = @, ..,
returnStatus }
3 IF (GET.rs NOT received OR (GET.rs
received AND returnStatus=0)) THEN TP
failed
NOTE Invalid_ac is either empty or has incorrect value.
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Table A.60 — TP/AP DAT/OBU/BI/09

TP/AP-DAT/OBU/BI/09 Verify that the OBU prevents the read (by means of GET) of the Status attrib-
utes with invalid accessCredentials
TP origin Specific
Reference 1SO 12813:2019, 7.4
Initial condition OBU initialised and can accept a GET-request
Stimulus and expected behaviour
Tester DUT
1 GET.Ld - 1 J_J.ll = Uy CJ.kl - O L. DOoINT
eid, pccessCredentials = invalid ac, iid
= ¢, pttrIdList =
{ "49I'D - - CommunicationStatus,
'50'D| - - GnssStatus,
'51'pf - -
DistahceRecordingStatus,
'52'D| - - ActiveContexts,
'53'D|l - - ObeStatusHistory,
'61l'Dl - -
ExtendedOBEStatusHistory,
'64'D| - -
AttriputeUpdateInterval } }
2 GET.rs = ANfAll, eid,iid = &,
returnStatus }
3 IF (GET.rs NOT received OR (GET.rs
receifyed AND returnStatus=0)) THEN TP
failefd
4 GET.rlg = { £ill = 0, eid = VST. DSRC-
eid, pccessCredentials = invalid ac, iid
= ¢, pttrIdList =
{ L} 99 Al D _ _
ExtendedOBUStatusHistoryPartl
'100'p - -
ExtendedOBUStatusHistoryPart2
'101'D - - UserConfirmation } }
5 GET.rs = { fill, eid,iid = &,
returnStatus }
6 IF (GET.rs NOT received R, (GET.rs
receifved AND returnStatts=0)) THEN TP
failegd
NOTE Invalifl_ac is either empty)or has incorrect value.
Table A.61 — TP/AP DAT/OBU/BI/10
TP/AP-DAT/OBU/BI/10 Verify that the OBU prevents the read (by means of
GET-STAMPED) of the Identification attributes with invalid
1alc
TP origin Specific
Reference [SO 12813:2019, 7.2
Initial condition OBU initialised and can accept a GET-STAMPED-request

Stimulus and expected behaviour

Tester | |

DUT

NOTE Invalid_ac is either empty or has incorrect value.

42
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Table A.61 (continued)

TP/AP-DAT/OBU/BI/10 Verify that the OBU prevents the read (by means of
GET-STAMPED) of the Identification attributes with invalid
accessCredentials

TP origin Specific

Reference IS0 12813:2019, 7.2

Initial condition OBU initialised and can accept a GET-STAMPED-request

1 ACTION.rqg = { mode = T, eid = VST. DSRC- =

eid, actionType = 0, accessCredentials =
Trrert—areT—GEF— S P AMP R et
= {

'24'D - - EquipmentOBUId,

'32'D - - PaymentMeans}, nonce = C1,
keyRef = C2}, iid = @ }

2 & [ACTION.rs = { fill, end, iid % @, ..,

returnStatus }

3 IF (ACTION.rs NOT received OR (ACTION.

rs received AND returnStatus = 0)) THEN
TP failed
NOTE Invalid_ac is either empty or has incorrect value.

Table A.62 — TP/AP DAT/OBU/BI/11

TPJAP-DAT/OBU/BI/11 Verify that the OBU prevengsithe read (by means of
GET-STAMPED) of the Vehicle attributes with invalid
accessCredentials

TPlorigin Specific

Reference ISO 12813:2019,57:4

Initial condition OBU initialised'and can accept a GET-STAMPED-request

Stimulus and expected behaviour

Tester DUT

1 ACTION.rg = { mode = ({',)%eid = VST. DSRC- |=

eid, actionType = 0§ accessCredentials
= invalid ac, GETSSTAMPED.rq = ({
attrIdList = {

'16'D - - LicénsePlateNumber,

'17'D - - VehjicleClass,

'18'D - -“¥ehicleDimensions,

'19'D =% VehicleAxles,

'20'D sV~ VehicleWeightLimits,

'22p>- -

SpecificCharacteristics,

'46'D - -

TrailerCharacteristics,

'48'D - - VehicleAxlesHistory,

] 55 A\l D [
VehicleCurrentMaxTrainWeight,

'60'D - - VehicleWeightHistory,

'62'D - -

ExtendedVehicleAxlesHistory,

'63'D - - LocalVehicleClassId }, nonce =
Cl, keyRef = C2}, iid = @ }

2 & |ACTION.rs = { fill, eid, iid = g, ..,

returnStatus }

NOTE Invalid_ac is either empty or has incorrect value.
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Table A.62 (continued)

TP/AP-DAT/OBU/BI/11 Verify that the OBU prevents the read (by means of
GET-STAMPED) of the Vehicle attributes with invalid

accessCredentials
TP origin Specific
Reference IS0 12813:2019, 7.4

Initial condition

OBU initialised and can accept a GET-STAMPED-request

3 IF (ACTION.rs NOT received OR (ACTION.
rs received AND returnStatus = 0)) THEN

TP fapted

NOTE Invalifl_ac is either empty or has incorrect value.

Table A.63 — TP/AP DAT/OBU/BI/12

TP/AP-DAT/OBU/BI/12 Verify that the OBU prevents the read (by means of
GET-STAMPED) of the Status attributes with invalid

accessCredentials
TP origin Specific
Reference 1SO 12813:2019, 7.3

Initial congdition

OBU initialised and can accept a GET-STAMPED-request

Stimulus ajnd expected behaviour

Tester

DUT

= invplid ac, GET-STAMPED.rq = ({
attrIdList = {

'49'Dl - - CommunicationStatus,
'50'D| - - GnssStatus,

'51'D| - -
DistahceRecordingStatus,

'52'Dl - - ActiveContexts,
'53'D|l - - ObeStatusHistory,
'61'Dl - -
ExtendedOBEStatusHistory,
'64'D| - -

keyReff = C2}, iideae )

1 ACTION.rg = { mode = T, eid = VST. DSRC-
eid, pctionType = 0, accessCredentials

AttriputeUpdateInterval }, nonce = C1,

ACTION.rs = { fill, eid, iid = g, ..,
returnStatus }

TP fajiLléd

3 IF (A CTION&x8YNOT received OR (ACTION.
rs rejceiy&@-"AND returnStatus = 0)) THEN

4 ACTION-xq = { mode = T oid = VST DSRC-

= invalid ac, GET-STAMPED.rq = {
attrIdList =

{ '99'D - -
ExtendedOBUStatusHistoryPartl

'100'D - -
ExtendedOBUStatusHistoryPart2

'101'D - - UserConfirmation}, nonce =
Cl, keyRef = C2}, iid = @ }

eid, actionType = 0, accessCredentials

ACTION.rs = { fill, eid, iid = @, ..,
returnStatus }

NOTE Invalid_ac is either empty or has incorrect value.
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Table A.63 (continued)

TP/AP-DAT/OBU/BI/12 Verify that the OBU prevents the read (by means of
GET-STAMPED) of the Status attributes with invalid
accessCredentials

TP origin Specific

Reference IS0 12813:2019, 7.3

Initial condition OBU initialised and can accept a GET-STAMPED-request

6 |IF (ACTION.rs NOT received OR (ACTION.

rs received AND returnStatus = 0)) THEN

Jeehay

N | k]
Ir rorrec

NO7]

'E Invalid_ac is either empty or has incorrect value.

A4

All
as (
mes

.6 Application security TPs, security level 1

test purposes TP/AP-OSEC/OBU/Bx/yy defined in EN 15876-1 are applicable for CCC
efined in ISO 12813:2019, Table B.6, Item 2. Note that every TP relatedto GET or GET]
sage shall be transformed to security level 1 (i.e. with access credentials).

hpplication
| STAMPED
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Annex B
(normative)

Test purposes for roadside equipment

B.1 General

B.1.1 Infroduction

This annex contains the test purposes (TP) for the conformity evaluation of RSE to ISO 12813.

B.1.2 Symbols in TP descriptions

For the ap;Llication layer test purposes, a special notation and symbol convention is used, as defined in
this subclause.

Symbols atfe used in the description of the TPs, with meanings according te'Table B.1.

Table B.1 — Description of TP symbols

Symbol Description

XXX.rq= The device under test@DUT) sends the XXX.rq protocol data unit (PDU) to
the Tester.

<YYYrs The Tester sendsithe YYY.rs PDU to the DUT.

A=B Test purposé.A™“is congruent to” Test purpose B. The notation "Test puf-

pose A =(Test purpose B" means that Test purpose A is the same as Tesjt
purpose B. If differences in parameters or parameter values have to be
applied, these differences are indicated in the text immediately below.

A-B Objéct A “is transformed” into Object B. So, a notation like “Table X —
Table Y” means that, for the scope of the TP, any reference of Table X
should be changed into a reference to Table Y.

= Means “assignment”. That is, a notation like “accessCredentials = a valye
means that the field accessCredentials is given a value.

@ Means “empty” or “not set”. So, a notation like “accessCredentials = @ -
accessCredentials = calculated value”, for a given TP, means “change al
occurrences in which the field accessCredentials has not been assigned to
a calculation of the value accessCredentials to a given value.

In addition; thesequence of PDUsTssUed by am RSE s ot constraimed by 15612813~ Thismeamsthat
PDUs cannotin general be forced to be generated by the DUT. In order for the test purposes to adequately
cover all possibilities, and at the same time avoid the combinatorial explosion, an abbreviated notation
has been used. According to the notation, if in a TP, a step is indicated as:

[ N | See Table B.2

this means that, according to the received PDU, a corresponding test purpose is to be executed, as
indicated in Table B.2:
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Table B.2 — PDU Selector

GET.rq TP/AP-GET/RSE/...

ACTION.rq (GET-STAMPED.rq) TP/AP-STA/RSE/...

N On ACTION.rg (SET-MMI.rq) Execute |TP/AP-MMI/RSE/...
arriving| ACTION.rqg (ECHO.rq) TP/AP-ECH/RSE/...
EVENT-REPORT. rq TP/AP-REL/RSE/...

..Bl/x
or

..BV/y

TP failed

Any other PDU

In order for the TPs to clearly identify and specify the subject of the test, and because of the fact that

mos
pre
Err
the
ind

Add
whe
ord
con

B.2
As

ap
Tab

B.3

As per ISO 12813:2019, 5.5.2, all test purposes TP/MAC/RSE/Bx/yy and TP/LLC/RSE/Bx/yy

EN
ISO

B.4

B.4

B.4
Thd

For

t application protocol data unit exchanges can only be tested after other exchanges
viously successfully performed, the tester has been modelled as controlling a yarial
br, which indicates if a previously executed test purpose has failed. This allowsprépet
sequence of events in a TP. The variable Error is set by the tester to either T (True) or H
cate whether an error occurred or not.

have been
ble, named
control of
(False), to

tther a response is expected or not, this mode parameter can be used in some TPs by t
br to decide whether to issue a response or not in the case the TP passes, so as to enable
finue issuing requests in subsequent TPs.

Physical layer

per 1ISO 12813:2019, 5.5.2, all test purposes TP/RPHY/RSE/Bx/yy defined in EN 1!
icable for the conformity evaluation of RSE to CEN-DSRC based CCC as defined in ISO 1
e B.19, [tem 1.

MAC and LLC

15876-1 are applicable for the conformity evaluation of RSE to CEN-DSRC based CCC ag
12813:2019, Table B.19, Item 1,

Application layer TPs
.1 Application-initialisation phase TPs

1.1 General

se TPs apply to the INITIALISATION as defined in ISO 12813:2019, Table B.18, Item 1.

itionally, as most application protocol data units carry the mode papameter, whicﬂ:

indicates
e tester in
the DUT to

b876-1 are
2813:2019,

defined in
defined in

ple B.4 are

trampsmitted to the DUT according to the specification of the individual TPs in 0 below.

theé\purpose of this conformance test, the two VSTs described in Table B.3 and Tal

Table B.3 — VST1 (security level 1) — Valid VST indicating one CCC application

Length Allowed value
Fill 4 bits Any

1 bit (Profile ext.) 0 (= no extension)
Profile 7 bits Refer to Profile as per

EN 12834:2003, Annex A

Applications 1 bit (applications ext.) 0 (= no extension)

7 bits (number of applic.) |2

1 bit (eid opt.) 1 (= eid present)

1 bit (parameter opt.) 1 (= parameter present)
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Table B.3 (continued)

Length Allowed value
aid 1 bit (aid ext.) 0 (= no extension)
5 bits 20 (= CCCapplication)
eid 1 bit (eid ext.) 0 (= no extension)
7 bits Any
1 bit (Container ext.) 0 (= no extension)
7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |16
Contract 10 bits (CountryCode) As per IS0 3166-1
Provider 14 bits (Issuerldentifier)  |As per ISO 14816
acsl()jlication g(():rcltextMark '(Il‘il)gfcer(?afct 16 bits Any
context 1 bit (contextVersion ext.) |0 (= no eXtension)
Version 7 bits Any
1 bit (Container ext.) 0 (=10 extension)
D o 7 bits (Container CHOICEJ:\| 2 (= OCTET STRING)
1 bit (octet string ext?) 0 (= no extension)
7 bits (octet string length) |2
AC_CR- ﬁg}_]l\R/I:fster 8 bits Any
Reference :
S(i:\;griifier 8big Any
1'bit (Container ext.) 0 (= no extension)
7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |4
RndOBE 32 bits Any
1 bit (eid opt.) 1 (= eid present)
1 bit (parameter opt.) 0 (= parameter not present)
Application 2 aid 1 bit (aid ext.) 0 (= no extension)
5 bits %20
eid 1 bit (eid ext.) 0 (= no extension)
7 bits Any (# other eid used in this VFT)
OBE 1 bit (obeStatus opt.) 1 (= obeStatus present)
Configuratioh | ¢ quipmentGlass 15 bits Any
manufacturerld 16 bits Any
ebeStatus 16 bits Any

VST2 shall indicate the presence of two CCC applications with the following definitions (refer to
[SO 12813:2019, 8.2.3):

— one CCC application shall comply with ISO 12813:2019; and
— the other CCC application shall comply with [SO 12813:2015.

Table B.4 — VST2 (security level 1) — Valid VST indicating two CCC applications

Length Allowed value

Fill 4 bits Any
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1 bit (Container ext.)

Table B.4 (continued)
Length Allowed value
1 bit (Profile ext.) 0 (= no extension)
Profile 7 bit Refer to Profile as per
s EN 12834:2003, Annex A
1 bit (applications ext.) 0 (= no extension)
7 bits (number of applic.) |3
1 bit (eid opt.) 1 (= eid present)
1 bit (parameter opt.) 1 (= parameter present)
1 bit (aid ext.) 0 (=no extension)\
aid
5 bits 20 (= CCC applicatioh)
1 bit (eid ext.) 0 (=no extéﬂ?gn)
eid - ,\‘ Y
7 bits Any‘ﬂ )
1 bit (Container ext.) q(ﬂlg)extension)
7 bits (Container CHOICE) ()%'b OCTET STRING
1 bit (octet string ext.)_\'\-(; (= no extension)
7 bits (octet strin 16
glength)
Contract 10 bits (Countlﬁ(ﬁe} As per IS0 3166-1
Provider 14 bits (Iswr}d%ntifier) As per ISO 14816
\\
cce- E’;g:gfc . 16 biqo Any
ContextMark1 a\
Appllications & b\s&tontextVersion ext.) |0 (=no extension)
context '\\v
ccc Version Q)7 bits Any
applicationl O
$ - 1 bit (Container ext.) 0 (= no extension)
D eer 4 7 bits (Container CHOICE) |2 (= OCTET STRING
\O 1 bit (octet string ext.) 0 (= no extension)
<Q\C)E 7 bits (octet string length) |2
AC_Master .
R KeyRef 8 bits Any
é&krence AC_CR- .
C)C) Diversifier 8bits Any

0 (= no extension)

7 bits (Container CHOICE)

2 (= OCTET STRING

1 bit (octet string ext.)

0 (= no extension)

7 bits (octet string length)

4

RndOBE

32 bits

Any

1 bit (eid opt.)

1 (= eid present)

1 bit (parameter opt.)

1 (= parameter pres

aid

1 bit (aid ext.)

0 (= no extension)

5 bits

20 (= CCCapplication)
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Table B.4 (continued)
Length Allowed value
eid 1 bit (eid ext.) 0 (= no extension)
7 bits # eid of CCC applicationl
1 bit (Container ext.) 0 (= no extension)
7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |16
Contract 10 bits (CountryCode) As per SO 3166-1
Provider 14 bits (Issuerldentifier) | As per ISO 14816 (\(\
cec- Typeof | 16 bits Any (],Q
ContextMark?2 =
Context 1 bit (contextVersion ext.) |0 (=no extensi,o\:n)),'\
;:SglicationZ version 7 bits Any n_'\b‘
pmael‘;r 1 bit (Container ext.) 0 (Horé;tz:nsion)
7 bits (Container CHOICE) |2 OCTET STRING)
1 bit (octet string ext.) {_S\\ 6 (= no extension)
7 bits (octet string]l\@tﬁ 2
o e Jows QY fan
Reference - N
gicv_ecrlzifier 8bits OT\Q Any
1 bit\@‘ﬁtainer ext.) 0 (= no extension)
‘@ts (Container CHOICE) |2 (= OCTET STRING)
A’\Qf bit (octet string ext.) 0 (= no extension)
\O 7 bits (octet string length) |4
RndOBE Ne T [32bits Any
C)\\V 1 bit (eid opt.) 1 (= eid present)
L. 1 bit (parameter opt.) 0 (= parameter not present)
Application 3 aid O \» 1 th (aid ext.) 0 (= no extension) _
C, 5 bits # 20 (= no CCC application)
\ 4
.@ . 1 bit (eid ext.) 0 (= no extension)
A\CD 7 bits Any (# other eid used in this VST)
OBE (-\('O‘ 1 bit (obeStatus opt.) 1 (= obeStatus present)
Configuratioh equipmentgz@‘v 15 bits Any
manufacgmgglﬁ 16 bits Any
obestatus” 16 bits Any
Y\
B.4.1.2 Bvq't;t purposes

Test subgroup objective:

— to test the behaviour of the DUT in relation to valid VST containing one CCC application; and

— to test the behaviour of the DUT in relation to valid VST containing two CCC applications.
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Table B.5 — TP/AP BAS/RSE/BV/01

TP/AP-BAS/RSE/BV/01 Verify that DUT supports the VST

TP origin Specific

Reference IS0 12813:2019, 6.1.2

Initial condition DUT and Tester are not in initialisation or transaction phase

Stimulus and expected behaviour
DUT Tester
BST =

Verify length and allowed valyes
of BST (see Table A.2)

3 IF verification performégin gtep 2
was not successful THEN IP fajled
& |VST1
5 See Table B.2

Table B.6 — TP/AP BAS/RSE/BV/02

TPJAP-BAS/RSE/BV/02 Verify that DUT supports the VST

TPlorigin Specific

Reference 1SO 12813:2019, 6.1.2 and 8.2.3

Initial condition DUT and Tester are not in initialisation or transaction phase

Stimulus and expected behaviour

DUT Tester

1 BST >

Verify length and allowed valyes
of BST (see Table A.2)

3 IF verification performed in gtep 2
was not successful THEN TP fajled
& |VST2
5 See Table B.2

B.4{1.3 BI test purposes

Not|applicable.

B.4.2 Applieation GET-rq PDU test purposes

B.4|2.1 «General

ThedseZTPs apply to GET as defined in ISO 12813:2019, Table B.18, Item 2.

B.4.2.2 BV test purposes
Test subgroup objective:
a) totestthe DUT support of GET-rq; and

b) to test the behaviour of DUT in relation to valid GET-rs.
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Table B.7 — TP/AP GET/RSE/BV/01

TP/AP-GET/RSE/BV/01

Verify that DUT supports the read (by means of GET.rq) of the data at-

tributes
TP origin Specific
Reference IS0 12813:2019, 6.1.3

Initial condition

DUT and Tester initialised

Stimulus and expected behaviour

DUT

Tester

iid, |attrIdList =

1 GET. g = IJ.JI_].]_, CJ‘_'\){, CI.L,\,CDD\/J_C'\;{CLILJI.CI.].D, —

{al, a2, ..., ant}}

1. Verify length and allowed yalyes
of request parameters (see Table 5) .

2. Verify that attrIdListsgcontains
data attributes of Table |A#16. Note
that at least one attribute from thq
abovementioned table ppust be present
in the request.

IF verification«p€rformed in step 2
was not successful TP failed

GET.rs = { £il1=0, eid = VST.DSRC-eild,
iid = @, &bfrIdList = {( 'al'D, vl),

( 'a2'DgN?2), ..., ( 'an'D, wvn) 1},
returnStatus=0}

See Table B.2

B.4.2.3 Bl test purposes

Test subgrpup objective:

a) to test|the behaviour of the DUT in relation.to invalid GET-rs; and

b) to test|the behaviour of the DUT in reldtion to invalid response to GET-rq PDU (protocol violatign).

Tabte'B.8 — TP/AP GET/RSE/BI/01

TP/AP-GET/RSE/BI/01

Verify-that the DUT detects an incorrect attributeList parameter of the GET.rs

TP origin

Specific

Reference

IS0 12813:2019, 6.1.3

Initial confition

DUT and Tester initialised

Stimulus ajnd expected behaviour

DUT

Tester

iid, pttrIdList =

1 GET.r[g,~ Nfill, eid, accessCredentials, =

{al, a2, ..., an}}

1. Verify length and allowed values
of request parameters (see Table A.5).

2. Verify that attrIdList contains

data attributes of Table A.16. Note

that at least one attribute from the
abovementioned table must be present
in the request.

IF verification performed in step 2
was not successful THEN TP failed

Depending on attrldList of the request PDU, this TP shall be repeated with different incorrect attributeList in the response.
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Table B.8 (continued)

TP/AP-GET/RSE/BI/01 Verify that the DUT detects an incorrect attributeList parameter of the GET.rs

TP origin Specific

Reference I1SO 12813:2019, 6.1.3

Initial condition DUT and Tester initialised

4 GET.rs = { fill=0, eid = VST.DSRC-eid,
iid = @, attrIdList # {( 'al'D, vl),
( 'a2'D, v2), ..., ( 'an'D, wvn) 1},
returnStatus=0}

5 S€€ Table B.Z

Depgending on attrldList of the request PDU, this TP shall be repeated with different incorrect attributeList/inthe response.

B.4.3 Application GET-STAMPED-rq PDU test purposes

B.4|3.1 General

These TPs apply to GET-STAMPED as defined in ISO 12813:2019, Table B:18, Item 3.

B.4

3.2 BV test purposes

Test subgroup objective:

a) [to test the DUT support of GET-STAMPED-rq; and
b) [to test the behaviour of the DUT in relation to valid’GET-STAMPED-rs.
Table B.9.< TP/AP STA/RSE/BV/01
TP{AP-STA/RSE/BV/01 Verify.that DUT supports the read (by means of GET-STAMPED.rq) of the
datalattributes
TPlorigin Specific
Reference SO 12813:2019, 6.1.4
Initial condition DUT and Tester initialised
Stimulus and expected’behaviour
DUT Tester
1 ACTION.rg =¥ mode, eid, actionType = O,
accessCfedentials, GET-STAMPED.rqg = ({
attrIdList = {al, a2, ., an}, nonce,
keyRef, iid}
2 1. Verify length and allowed |[values of
request parameters (see Table|A.6).
2. Verify length and allowed values of
GET-STAMPED request parameters.
3. Verify that attrIdList contains
data attributes of Table A.16. Note
that at least one attribute from the
abovementioned table must be present in
the request.
3 IF verification performed in step 2
was not successful THEN TP failed
4 ACTION.rs = { fill = 0, eid = VST.
DSRC-eid, iid = @, GET-STAMPED.rs = {
attrIdList = {( 'al'D, v1), ( 'a2'bD,
v2), ..., ( 'an'D, vn) }, authenticator
= auth}, returnStatus = 0}
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Table B.9 (continued)
TP/AP-STA/RSE/BV/01 Verify that DUT supports the read (by means of GET-STAMPED.rq) of the
data attributes
TP origin Specific
Reference SO 12813:2019, 6.1.4
Initial condition DUT and Tester initialised

5 See Table B.2

B.4.3.3 Ltest purposes

Test subgroup objective:
a) to test|the behaviour of the DUT in relation to invalid GET-STAMPED-rs; and

b) to test|the behaviour of the DUT in relation to invalid response to GET-STAMPED;rg:PDU.

Table B.10 — TP/AP STA/RSE/BI/01

TP/AP-STA/RSE/BI/01 Verify that the DUT detects an incorrect attributeList parameter of the GHT-
STAMPED.rs

TP origin Specific

Reference 1SO 12813:2019, 6.1.4

Initial conflition DUT and Tester initialised

Stimulus ajnd expected behaviour

DUT Tester
1 ACTION.rqg = { mode, eid, actionType = 0, |=
accespCredentials, GET-STAMPED.rqg = {
attrIdList = {al, a2, ..., an}, nonce,
keyReff}, iid}

2 1. Verify length and allowed values pf
request parameters (see Table A.6).

2. Verify length and allowed values pf
GET-STAMPED request parameters.

3. Verify that attrIdList contains dfta
attributes of (Table A.16). Note that]
at least one attribute from the aboveg-
mentioned table must be present in the
request.

3 IF verification performed in step 2 was

not successful THEN TP failed

4 &= ACTION.rs = { fill = 0, eid = VST.

DSRC-eid, iid = @, GET-STAMPED.rs = {

attrIdList # {( 'al'D, vl1), ( 'a2'D,
2) (. 'an'D n) 1} authenticatlor

= auth}, returnStatus = 0}

5 See Table B.2
Depending on attrldList of the request PDU, this TP shall be repeated with different incorrect attributeList in the response.
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Table B.11 — TP/AP STA/RSE/BI/02

TP/AP-STA/RSE/BI/02

Verify that the DUT detects an incorrect authenticator parameter of the

GETSTAMPED.rs
TP origin Specific
Reference [SO 12813:2019, 6.1.4

Initial condition

DUT and Tester initialised

Stimulus and expected behaviour

DUT Tester
1 l‘k\/J.J.UL\I.J_Li - { llLU\.‘lC, CJ.\.‘{, Ct\,L,JI.UlJ.J. LJC = Uy —
accessCredentials, GET-STAMPED.rqg = ({
attrIdList = {al, a2, ..., an}, nonce,
keyRef}, iid}
2 1. Verify length and aMowed Yalues of
request parameters,(See Table|A.0).
2. Verify length,'dnd allowed Yalues of
GET-STAMPED regquest parameterg.
Verify thag ‘attrIdList contaips
data attributes of Table A.16).
Note thaf, at least one attribyte
from jthe’/abovementioned table |must
be pxésent in the request.
3 IF/verification performed in gtep 2
was not successful THEN TP fajled
4 1= ACTION.rs = { fill = 0, eid =|VST.
DSRC-eid, iid = @, GET-STAMPEI.
rs = { attrIdList = {( 'al'D, |vl),
( 'a2'D, v2), ..., ( 'an’D, vn)
}, authenticator = invalid auth},
returnStatus = 0}
5 See Table B.2
B.4i4 Application SET-MMI-rq(PDU test purposes
B.4|4.1 General
These TPs apply to the SET-MMI as defined in ISO 12813:2019, Table B.18, Item 4.
B.4|4.2 BV test purposes
Test subgroupsebjective:
a) [to testthé DUT support of SET-MMI-rq; and
b) |totestthe behaviour of the DUT in relation to valid SET-MMI-rs.
Table B.12 — TP/AP MMI/RSE/BV/01
TP/AP-MMI/RSE/BV/01 |Verify that DUT supports the SET-MMI-rq
TP origin Specific
Reference IS0 12813:2019, 6.1.5
Initial condition DUT and Tester initialised
Stimulus and expected behaviour
DUT Tester
1 ACTION.rqg = { mode, eid, actionType =10, =
accessCredentials, SETMMIRqg, iid}
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Table B.12 (continued)

TP/AP-MMI/RSE/BV/01 |Verify that DUT supports the SET-MMI-rq

TP origin Specific

Reference 1SO 12813:2019, 6.1.5

Initial condition DUT and Tester initialised

2 Verify length and allowed values of
request parameters (see Table A.7).

3 IF verification performed in step 2
was not successful THEN TP failed
IF mode = F THEN GOTO step 6

5 & |ACTION.rs = { fill = 0, eid = VSIk
DSRC-eid, iid = @, returnStatts,= 0

6 |See Taple B.2

B.4.4.3 Bl test purposes

Not applicgble.

B.4.5 Application EVENT-REPORT-rq PDU test purposes

B.4.5.1 (eneral

These test purposes apply to the EVENT-REPORT as defined inISO 12813:2019, Table B.18, Item 5.

B.4.5.2 BV test purposes

Test subgrpup objective:

a) to testfthe DUT support of EVENT-REPORT:rqg;-and

b) to test|the behaviour of the DUT in relation to valid EVENT-REPORT-rq.

TableB:13 — TP/AP REL/RSE/BV/01

TP/AP-REL/RSE/BV/01 Verify that DUT supports the EVENT-REPORT-rq
TP origin Spécific

Reference S0 12813:2019, 6.1.6

Initial conflition DUT and Tester initialised

Stimulus ajnd expected behaviour

DUT Tester

1 EVENTFRERORT.rqg = { mode, eid, eventType, |=
accesfs€fegdentials, eventParameter, iid}

2 Verify length and allowed values of
request parameters (see Table A.9).

3 IF verification performed in step 2
was not successful THEN TP failed

B.4.5.3 BI test purposes

Not applicable.
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