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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria needed{or
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

ISO 17575 is part of a set of standards that supports interoperability of autonomous EFC-systems. It
defines the EFC context data, their charge reports and their use of communication infrastructure.

The set of standards also supports short-range communication links in the context of autonomous
electronic fee collection (EFC) on-board equipment (OBE) to enable spot checks for the enforcement
process. The application interface is defined in ISO 12813:2015.

Within the set of EFC standards, this document defines the process and tests for conformity
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assess OBU and RSE behaviour,

serve as a guide for OBU and RSE conformance evaluation and type approval,

achieve comparability between the results of the corresponding‘tests applied in differe
different times, and

facilitate communication between parties.
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the set of dedicated short-range communication (DSRC) standards defining the com
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INTERNATIONAL STANDARD

ISO 13143-1:2016(E)

Electronic fee collection — Evaluation of on-board and
roadside equipment for conformity to ISO 12813 —

Part 1:
Test suite structure and test purposes

1
Thi

of on-board units (OBU) and roadside equipment (RSE) to ISO 12813:2015.

Itp
(on

different manufacturers.

The following documents are referred to in the text in such a way that some or all of th
congtitutes requirements of this document. For dated*teferences, only the edition cited 4
undated references, the latest edition of the reference@’document (including any amendmen

ISO

ISO
ran

ISO
Con

EN
EN

conformity to EN 15509~ Part 1: Test suite structure and test purposes

ETYI/TS 102 4865252"V1.2.1 (2008-10), Intelligent Transport Systems (ITS); Road Transport
Teldmatics (RTTT); Test specifications for Dedicated Short Range Communication (DSRC) tr

equ

3

For

Scope

5 document specifies the test suite structure (TSS) and test purposes (TP) to evaluate the

Fovides a basis for conformance tests for dedicated short-range communication (DSRC)
board units and roadside units) to enable interoperability between different equipment §

Normative references

12813:2015, Electronic fee collection — Compliance check communication for autonomous

14906:1/Amd 1:2015, Electronic fee collection — Application interface definition for dedid
je communication / Amendment 1

TS 14907-2:2016, Electronic feescollection — Test procedures for user and fixed equipmen
formance test for the on-board unit application interface

15509:2014, Electronic fe€ collection — Interoperability application profile for DSRC

15876-1:2016, Electronic fee collection — Evaluation of on-board and roadside equ

fpment; Raxt 2: DSRC application layer; Sub-Part 2: Test Suite Structure and Test Purposes (']

Terms and definitions

Conformity

equipment
upplied by

Pir content
pplies. For
[s) applies.

systems

ated short-

t — Part 2:

ipment for

and Traffic
ansmission
SS&TP)

the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

©IS

IEC Electropedia: available at http://www.electropedia.org/

ISO Online browsing platform: available at http://www.iso.or
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31
access credentials
trusted attestation or secure module that establishes the claimed identity of an object or application

Note 1 to entry: Access credentials carry information needed to fulfil access conditions in order to perform the
operation on the addressed element in the OBE. Access credentials can carry passwords, as well as cryptography-
based information such as authenticators.

[SOURCE: EN 15509:2014, 3.1]

3.2

attribute
addressab]le package of data consisting of a single data element or structured sequences of_data
elements

[SOURCE: ISO 17575-1:2016, 3.2]

3.3
authentication
security mpchanism allowing verification of the provided identity

[SOURCE: EN 301 175]

34
authenticator
data, possiply encrypted, that is used for authentication

[SOURCE: EN 15509:2014, 3.3]

3.5

cryptography
principles,|means and methods for the transformation of data in order to hide its information content,
prevent itslundetected modification or prevent its\wrhauthorised use

[SOURCE: EN 15509:2014, 3.6]

3.6
data group
class of clopely related attributes

[SOURCE: ISO 17575-1:2016, 37101

3.7
Element
<DSRC> directory centaining application information in the form of attributes

[SOURCE: ISO 14906:2011, 3.11 modified]

3.8
implementation conformance statement

statement of capabilities and options that have been implemented defining to what extent the
implementation is compliant with a given specification

[SOURCE: ISO/TS 14907-2:2016, 3.16]

3.9

implementation extra information for testing

statement containing all of the information related to the implementation under test (IUT) and its
corresponding system under test (SUT) which will enable the testing laboratory to run an appropriate
test suite against that IUT

[SOURCE: ISO/TS 19015:2000, 3.20]

2 © IS0 2016 - All rights reserved


https://standardsiso.com/api/?name=a10a333658a1ea365ea0a67637c514c7

1SO 13143-1:2016(E)

3.10

on-board equipment

OBE

all required equipment on-board a vehicle for performing required EFC functions and communication
services

3.11

on-board unit

OBU

single electronic unit on-board a vehicle for performing specific EFC functions and for communication
with external systems

3.1

roadside equipment

RS

equiipment located along the road, either fixed or mobile

[SOPURCE: ISO/TS 19299:2015, 3.34]

3.18
tester
conpbination of equipment, humans and processes able to perform specified conformance tegts

[SOPRCE: EN 15876-1:2016, 3.12]
3.15
transaction

whole of the exchange of information between two physically separated communication facilities

[SOPRCE: ISO 17575-1:2016, 3.21]

4 |(Abbreviated terms

ACCR Access Credentials

ADU Application Datadnit

APIHU Application Protocol Data Unit (ISO 14906)

AP Application Process

ASN.1 Abstract Syntax Notation One (ISO/IEC 8824-1)
ATS Abstract Test Suite

BI Behaviour Invalid (i.e. Invalid Behaviour tests)

B-Kernel  Broadcast Kernel

BST Beacon Service Table (ISO 14906)

BV Behaviour Valid (i.e. Valid Behaviour tests)

cf Confirm

DLC Data link Control

DSRC Dedicated Short-Range Communication (ISO 14906)
DUT Device Under Test (ISO/TS 14907-2)

© IS0 2016 - All rights reserved 3
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EID Element Identifier

EFC Electronic Fee Collection (ISO 17573)
ICS Implementation Conformance Statement
LLC Logical Link Control (EN 12795)

MAC Medium Access Control (EN 12795)
PCTR Protocol Conformance Test Report

PDU Protocol Data Unit

PIXIT Protocol Implementation eXtra Information for Testing
TSS Test Suite Structure

VST Vehicle Service Table (ISO 14906)

5 Test guite structure (TSS)

5.1 Structure

Table 1 sh

specificatipns.

bws the Test suite structure (TSS) including its subgroups that are inherited from of

Table 1 — Test suite'structure

Group

Type of DUT

Behaviour

Phyfical layer

On-board unit

Valid behaviour

Invalid behaviour

Roadside equipment

Valid behaviour

Invalid behaviour

DLJMAC sublayer

On-board unit

Valid behaviour

Invalid behaviour

Roadside equipment

Valid behaviour

Invalid behaviour

DL LLC sublayer

On-board unit

Valid behaviour

Invalid behaviour

Roadside equipment

Valid behaviour

Invalid behaviour

Application layer

On-board unit

Valid behaviour

Invalid behaviour

Roadside equipment

Valid behaviour

Invalid behaviour

her

Physical layer tests are to be performed in a radio wave laboratory. They will not form part of the ATS.

5.2 Reference to conformance test specifications

Conformance to a profile standard implies conformance to the related base standards; hence, a
number of test cases for the CCC application are exactly the same as the conformance test cases for
the related base standards. Other test cases are derived from the base standards conformance test

© ISO 2016 - All rights reserved
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cases, by applying some restrictions or choices in, for example, the parameters values, according to
what is stated in the profile standard. Finally, specific conformance test cases for the CCC application
are identified for statements contained in the CCC application, which have no equivalence in the base
standards. These latter cases cover for example the application layer data test purposes. This document
takes into account already defined test purposes for conformance to the base standards by referencing
them, so that:

a) For test purposes that are identical to those defined in the base standards conformance test
cases (see e.g. ETSI/TS 102 486-2-2 or EN 15876-1), a direct reference is reported. For reader’s
convenience, the title or a verbal description of the referenced test purpose is given, together with

the reference

b) |For test purposes that are derived from those defined in the base standards confornance test
cases, a direct reference is reported, plus an indication on how the referred test purpode has to be
modified for the profile conformance testing.

c) |For test purposes that are specific to the standard profile, a complete deseription is gjven.

An Indication on whether a test purpose is identical, derived, or specific is\given in each tept purpose.

5.3| Test purposes (TP)

5.3]11 TP definition conventions

The TPs are defined following the rules shown in Table 2.All test purposes are defined in Apnex A and

Annex B.

Table 2 — TP.Definition Rules
TP ID according to Title
the TP naming conventions Reference
TP origin
Initial condition
Stimulus and expected behaviour

TP ID The TP ID is a unique identifier. It shall be specified according to the
TP naming conventions defined in the sub-clause below.

Title Short description of test purpose objective.

Reference The reference should contain the references of the subject to be vpl-
idated by the actual TP (specification reference, clause, paragraph),
or the reference to the standard document defining the TP.

TP origin Indicates if the TP is identical to a TP defined in another test stand-
ard, derived from a TP defined in another test standard, or specific
for this standard profile.

Initial condition The condition defines in which initial state the DUT has to be to
apply the actual TP.

Stimulus and expected |Definition of the events the tester performs, and the events that are

behaviour expected from the DUT to conform to the base specification.

5.3.2 TP naming conventions

Each TP is given a unique identification. This unique identification is built up to contain the following
string of information:

TP/ <group>/<dut>/<x>-<nn>

© ISO 2016 - All rights reserved
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TP
<group>
<dut>
<X>
<nn>

The namin

: to indicate that it is a test purpose;

: which group among those defined in Table 1 does the TP apply to;

: type of DUT (i.e. OBU or RSE);

: type of testing (i.e. Valid behaviour tests, BV, or Invalid behaviour tests, BI);
: sequential TP number (01 to 99).

g conventions are as described in Table 3.

Identifier:
/ <x>-<nn

<gro
appli
appli
appli
appli
appli
appli
appli
appli
appli
appli

appli
<dut

<nn3;

5.4 Conf

The manu

test report.

The manuf
units as de

Table 3 — TP naming convention

[P/ <group> / <dut>

>
Lp>
cable for OBU/RSE PHY Physical layer
cable for OBU/RSE MAC/LLC MAC/LLC sublayer
cable for OBU/RSE AP-BAS Application layer - I Kernel support
cable for OBU AP-FUN Application layer - T Kernel support
cable for OBU AP-DAT Application layer - Data attributes support
cable for OBU AP-SEC Application layer - Security Level 1 support
cable for RSE AP-GET Application layer - GET-rq PDU test purposes,
cable for RSE AP-STA Application layet~GET-STAMPED-rq PDU test purposes
cable for RSE AP-MMI Application layer - SET-MMI-rq PDU test purposes
cable for RSE AP-ECH Applicationlayer - ECHO-rq PDU test purposes
cable for RSE AP-REL Application layer - EVENT-REPORT-rq PDU test purposes
> = type of DUT OBU On=board unit
RSE Roadside equipment
ype of testing BV Valid behaviour tests
BI Invalid behaviour tests
= sequential number (01-99) Test purpose number

formance test report

Facturer of tlte OBU and RSE, respectively, is responsible for providing a conformgnce

acturerof the OBU shall complete the protocol conformance test report (PCTR) for on-bdard
fined in Annex C.

The manufacturer of the RSE shall complete the PCTR for roadside equipment as defined in Annex D.

© ISO 2016 - All rights reserved
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Annex A
(normative)

Test purposes for on-board units

A.1—General

Thif annex contains the test purposes (TP) for the conformity evaluation of OBUs to ISO.12413.

A.1l1 Symbols in TP descriptions

For|the application layer test purposes, a special notation and symbol convention is used, ad defined in
what follows.

Synpbols are used in the description of the TPs, with meanings accordingto Table A.1.

Table A.1 — Description of TP Symbols

SYMBOL DESCRIPTION
XXX.rq = The Tester sends the XXX.rq PDU to the DUT
<YYYrs The DUT sends the X YY.rs PDU to the Tester
A=B Test purpose A “is congruent to” test purpose B. The notatioh

Test purpose-A'= Test purpose B means that the Test purpog
A is the same as Test purpose B. If differences in parameters
or parameter values have to be applied, these differences ar¢
indicated in the text immediately below.

¢

A-B Qbject A “is transformed” into Object B. So a notation like

“Table X — Table Y” means that, for the scope of the Test pur
pose, any reference of Table X should be changed into referefces
to Table Y.

= Means “assignment”. That is, a notation like “accessCredentigls =
a value” means that the field accessCredentials is given a valjie.

[ Means “empty” or “not set”. So, a notation like “accessCreder
tials = @ — accessCredentials = calculated value”, for a given
Test purpose, means “change all occurrences in which the figld
accessCredentials has not been assigned to calculation of th¢
value accessCredentials to a given value.

A.2 Physical layer

Per I1SO 12813:2015, 5.5.2, all test purposes TP/PHY/OBU/Bx/yy defined in EN 15876-1 are applicable
for the conformity evaluation of OBUs to CEN-DSRC based CCC as claimed in ISO/TS 12813:2015,
Table B.8, Item 1.

A.3 MACand LLC
Per I1SO 12813:2015, 5.5.2, all test purposes TP/MAC/OBU/Bx/yy and TP/LLC/OBU/Bx/yy defined in

EN 15876-1 are applicable for the conformity evaluation of OBUs to CEN-DSRC based CCC as claimed in
ISO 12813:2015, Table B.8, Item 1.

© IS0 2016 - All rights reserved 7
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A.4 Application Layer

A.4.1 Structure of BST and VST

A4.1.1 BST

The BST general structure, as is transmitted to the OBU, is described in Table A.2.

Table A.2 — BST general structure

Length Allowed Values ~
T-APDUs 4 bit 1000’ indicating initialisation-requ{e\si\iﬁg )
Option indicafor 1 bit (nonmandApplications opt.) 0/1 .q>)
rsu mmanufacturerid 16 bits See ISO 14816 . ,'\ o
ndividualid 27 bits as specified by manufac}l&g
Time 32 bits UNIXrealtime ()
profile 1 bit (Profile ext.) 0 (= no extension) NT
7 bits See Profile ir®-1)z834:2003, Annex A and
EN 13372, 6:3:
MandAp- 1 bit (mandApplications ext.) 0(= no e@sion)
plications 7 bits (number of applications) M(«
CCC Applica- 1 bit (eid opt.) . Q(}/eid not present)
fion 1 bit (parameter opt.) (‘\\%“0 (= parameter not present)
aid 1 bit (aid ext.) 0:\" 0 (= no extension)
5 bits \\\‘Qv 20 (= CCC application)
Upplica- 1 bit (eid opt.) N 0/1
fion2 1 bit (parameter opt.) N 0/1
not CCC) aid 1 bit (aid ext.) \O 0 (= no extension)
5 bits X {.\‘17 20 (= CCC application)
eid 1 bit (eid ext.) (‘}\V 0 (= no extension)
7 bits o QV any
parameter $\ See ApplicationContextMark in
,.O EN 12834:2003, Annex A
o~
Upplication C%‘b{t (eid opt.) 0/1
i A%\ '1 bit (parameter opt.) 0/1
not C(C) ai(Qy 1 bit (aid ext.) 0 (= no extension)
8 5 bits 20 (= CCC application)
é&é 1 bit (eid ext.) 0 (= no extension)
&?* 7 bits any
) parameter oA 10033008 A
non- 1 bit (mandApplications ext.) 0 (= no extension)
mandAp 7 bits (number of applications) N
plications Application 1 See “Application 2 (not EFC)” of mandApplications
(not EFC)
Application N See “Application 2 (not EFC)” of mandApplications
(not EFC)
profileList 1 bit (profileList ext.) 0 (= no extension)
7 bits (number of profiles) K
Profile 1 1 bit (Profile ext.) 0 (= no extension)
8 © IS0 2016 - All rights reserved
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Length Allowed Values
7 bits See Profile in EN 12834:2003, Annex A and
EN 13372,6.3.2
Profile K 1 bit (Profile ext.) 0 (= no extension)
7 bits See Profile in EN 12834:2003, Annex A and
EN 13372,6.3.2
A441.2 VST
Theg VST general structure, as is transmitted by the OBU, is described in Table A.3. Q'\
Table A.3 — VST general structure (security level 1) ,'\ ’
N
Length ,)R}{yv‘ved value
fill 4bits N]ahy
1 bit (Profile ext.) COO 0 (= no extension)
rofile lei .
p 7 bits 5\\ iee Profile in EN 128434:2003,
A nnex A
I
1 bit (apBI\iQtions ext.) 0 (= no extension)
7 bits{No‘er ofapplic) [M
1 b&(e}d opt.) 1 (= eid present)
m (parameter opt.) 1 (= parameter pres¢nt)
‘01 bit (aid ext 0 (= no extension
i Qb aidext) ( )
& 5 bits 20 (= CCCapplication)
;‘
’\Q) 1 bit (eid ext.) 0 (= no extension)
eid A
e 7 bits any (# other eid used in this VST)
\b\v 1 bit (Container ext.) 0 (= no extension)
’\\0 7 bits (Container CHOICE) |2 (= OCTET STRING
. C) 1 bit (octet string ext.) 0 (= no extension)
& : 7 bits (octet string length) |16
N contract 10 bits (CountryCode) See IS0 3166-1
OC) Provider 14 bits (Issuerldentifier)  |See ISO 14816
d ccc- typeOf .
Ccc \‘D ContextMark |Contract 16 bits any
Applic @ . . ;
% context 1 bit (contextVersion ext.) |0 (= no extension)
?\Q‘ para Version 7 bits any
\<O meter 1 bit (Container ext.) 0 (= no extension)
??s 7 bits (Container CHOICE) |2 (= OCTET STRING)
& 1 bit (octet string ext.) 0 (= no extension)
% Zbits (nr‘fnf Cfr*ir\g lnngfh) 2
applications AC_Master )
AC_CR- KeyRef 8 bits any
Reference AC CR- )
Diversifier 8 bits any
1 bit (Container ext.) 0 (= no extension)
7 bits (Container CHOICE) |2 (= OCTET STRING)
1 bit (octet string ext.) 0 (= no extension)
7 bits (octet string length) |4
RndOBE 32 bits any

© ISO 2016 - All rights reserved
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Table A.3 (continued)

Length Allowed value
1 bit (eid opt.) 0/1
1 bit (parameter opt.) 0/1
1 bit (aid ext.) 0 (= no extension)
aid S bit See DSRCApplicationEntityID,
Application 2 1s EN 12834:2003, Annex A
. 1 bit (eid ext.) 0 (= no extension)
“ 7 bits any (# other eid used in this VST)
¢ See ApplicationContextMark,
parameter EN 12834:2003, Annex A
1 bit (eid opt.) 0/1
1 bit (parameter opt.) 0/1
1 bit (aid ext.) 0 (= no extension)
aid & bit See DSRCApplicationEntitylD
1t EN 12834:2003, Annex A
Application M
" 1 bit (eid ext.) 0 (= no extension)
“ 7 bits any (# other eid used in this V$T)
" See ApplicationContextMark,
parameter EN 12834:2003, Annex A
obe 1 bit (obeStatus oft.) 0/1
Configuratiof | ¢ qyipmentClass 15 bits any
manufacturerld 16 bits any
obeStatus 16 bits any
A.4.2 PDUs parameters
A.4.2.1 Parameters of request PDUs
The follow|ng tables describe the valid format.of the request APDUs:
— Table A.4;
— Table A.5;
— Table A.6;
— Table A.7;
— Table A.8.
No other r¢questeommands are used by CCC application.
Fill bits shall-always be set to zero.
Table A.4 — GET-Rq parameters (security level 1)
EN 12834:2003, Annex A ISO 14906/Amd 1:2015, EN 15509:2014, Table C.16
Annex A
GET-Rq |fill =
eid =
accessCredentials OPTIONAL = mandatory
iid OPTIONAL prohibited
attributeldList OPTIONAL mandatory
10 © IS0 2016 - All rights reserved
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Table A.5 — Action-Rq parameters for GET_STAMPED action (security level 1)

EN 12834:2003, Annex A

ISO 14906/Amd 1:2015,

EN 15509:2014, Table C.16 and

Annex A 1SO 12813
AC- mode TRUE
TION-Rq eid _
actionType 0 (GET_STAMPED)
accessCredentials OPTIONAL ) mandatory
actionParameters OPTIONAL GetStampedRq
Tt OPTIONAT profibited
Table A.6 — Action-Rq parameters for SET_MMI action
EN 12834:2003, Annex A 1SO 14906/Amd 1:2015, EN 15509:2014, Talple C.16 and
Annex A ISO 1281
AC mode =
TION-Rq eid 0
actionType 10 (SET_MMI)
accessCredentials OPTIONAL ) prohibited
actionParameters OPTIONAL SetMMIR(q
iid OPTIONAL prohibited
Table A.7 — Action-Rq parameters for ECHO action
EN 12834:2003, Annex A 1SO 14906/Amd 1:2015, EN 15509:2014, Talple C.16 and
Annex A ISO 1281
AC- mode =
TION-Rq eid 0
actionType 15 (ECHQ)
accessCredentials OPTIONAL ) prohibited
actionParameters OPTIONAL mandatoty
iid OPTIONAL prohibitegd
Table A.8 — EVENT-REPORT-Rq parameters
EN\12834:2003, Annex A ISO 14906/Amd 1:2015, EN 15509:2014, Table C.16
Annex A and ISO 12B13
EVENT- |mode =
pokrA/% 0
Rq eventType _ 0 (releasg)
accessCredentials OPTIONAL prohibited
eventParameters OPTIONAL prohibited
iid OPTIONAL prohibited

A.4.2.2 Parameters of response PDUs

The following tables describe the valid format of the request APDUs:

Table A.9;

Table A.10;

Table A.11;

© ISO 2016 - All rights reserved
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— Table A12.
No other request commands are used by CCC application.

Fill bits always shall be set to zero.

Table A.9 — GET-Rs parameters

EN 12834:2003, Annex A ISO 14906/Amd 1:2015, EN 15509:2014, Table C.16
Annex A
GET-Rs |fill =
eifl =
iid OPTIONAL = prohibited
atfributeList OPTIONAL mandatery
reft OPTIONAL mandatory
Table A.10 — Action-Rs parameters for GET_STAMPED action
EN 12834:2003, Annex A ISO 14906/Amd 1:2015, |EN-15509:2014, Table C.16 and
Annex A [SO 12813
AC- filll =
TION-Rs |k _
iid OPTIONAL = prohibited
responseParameter OPTIONAL mandatory
reft OPTIONAL mandatory
Table A.11 — Action-Rs paranieters for SET_MMI action
EN 12834:2003, Annex A ISO 14906/Amd 1:2015, EN 15509:2014, Table C.16
Annex A and [SO 12813
AC- filll =
TION-Rs eili 0
iid OPTIONAL = prohibited
responseParameter OPTIONAL prohibited
reft OPTIONAL mandatory
Table A.12 — Action-Rs parameters for ECHO action
EN€2834:2003, Annex A ISO 14906/Amd 1:2015, EN 15509:2014, Table C.16
Annex A and [SO 12813
AC- fil|l =
TION-Rs eild o
iid OPTIONAL _ prohibited
responseParameter OPTIONAL conditional (present when
ret=0)
ret OPTIONAL mandatory

A.4.3 Application I-kernel test purposes for on-board unit, security level 1

These Test purposes apply to the security level 1 as claimed in ISO 12813:2015, Table B.6, [tem 1 and to
initialization and termination processes claimed in ISO/TS 12813:2015, Table B.7, Items 1 and 5.

12
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For the purpose of this conformance test, the following BSTs described in

— Table A.13 and
— Table A.14

are transmitted to the DUT. Invalid values are indicated in boldface.

Table A.13 — BST1 (actual BST used, BV) valid BST

Length Value
Option indicator 1 bit (nonmandApplications opt.) 0 (= nonmandApplicationf not
present)
RSU manufacturerid 16 bits registered value
individualid 27 bits any
Time 32 bits any
prqfile 1 bit (Profile ext.) 0 (=-no extension)
7 bits 0
MapdAp- 1 bit (mandApplications ext.) 0 (= no extension)
gl:::: 7 bits (number of applications) 1
CCC Appli- 1 bit (eid opt.) 0 (= eid not present)
cation 1 bit (parameter opt.) 0 (= parameter not present)
aid 1 bit (aid ext.) 0 (= no extension)
5 bits 20 (= CCC application)
prqfileList 1 bit (profileListext.) 0 (= no extension)
7 bits (number of profiles) 0 (=listempty)

Table A.14 — BST2 (actual BST ased, BI) invalid BST: extraneous parameter (CCC application
inserted as non-mandatory application)

Length Value
Option indicator 1 bit (nonmandApplications opt.) 1 (= nonmandApplicationd present)
RSU manufacturerid 16 bits registered value
individualid 27 bits any
Time 32 bits any
prdfile 1 bit (Profile ext.) 0 (= no extension)
7 bits 0
M?ﬁAp- 1 bit (mandApplications ext.) 0 (= no extension)
plidations 7 bits(rumber-ofappheations) 1
Applica- 1 bit (eid opt.) 1 (= eid present)
Eri(?tr(llCC;# 1 1 bit (parameter opt.) 0 (= parameter not present)
aid 1 bit (aid ext.) 0 (= no extension)
5 bits # 20 (AID that is not supported by
the OBU)
eid 1 bit (eid ext.) 0 (= no extension)
7 bits any

© ISO 2016 - All rights reserved
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Table A.14 (continued)

Length Value
Option indicator 1 bit (nonmandApplications opt.) 1 (= nonmandApplications present)
non- 1 bit (nonmandApplications ext.) |0 (= no extension)
g;?c':pr' 7 bits (number of applications) 1
tions CCC Appli- 1 bit (eid opt.) 0 (= eid not present)

cation 1 bit (parameter opt.) 0 (= parameter not present)
aid 1 bit (aid ext.) 0 (= no extension)

5 bits 20 (= CCC application)
profileList 1 bit (profileList ext.) 0 (= no extension)

7 bits (number of profiles) 0 (= list empty)

A.4.3.2 BV test purposes

Test subgr

bup objective:

— to test|the behaviour of the DUT in relation to

— valid BST, and

— valid EVENT-REPORT-Rq (Release);

— to test|the DUT support of

— Bdaconld,

— Ti

ne,

— Prpfile,

— Applications, and

— LID.
TP/AP-BAS/OBU/BV/01 Receive and manage INITIALISATION.request (BST)
TP Lrigin Identical to TP/AL-I/OBU/BV/01 in ETSI/TS 102 486-2-2, 5.4.1
Reference 1SO 12813:2015, 6.1.2
Initfial condition See TP/AL-1/OBU/BV/01 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus and Expected behaviour
See TP/AL-1/0BU/BV/01 in ETSI/TS 102 486-2-2, 5.4.1.

TP/AP-BAS/OBU/BV/02 Receive and manage EVENTREPORT request (RELEASE) with

mode =0
TP origin Identical to TP/AL-I/OBU/BV/02 in ETSI/TS 102 486-2-2, 5.4.1
Reference IS0 12813:2015, 6.1.6
Initial condition See TP/AL-1/OBU/BV/02 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus and Expected behaviour
See TP/AL-1/OBU/BV/02 in ETSI/TS 102 486-2-2, 5.4.1.

14

© ISO 2016 - All rights reserved



https://standardsiso.com/api/?name=a10a333658a1ea365ea0a67637c514c7

1SO 13143-1:2016(E)

TP/AP-BAS/OBU/BV/03

Read and manage the BeaconlID in the BST

TP origin

Identical to TP/AL-I/OBU/BV/03 in ETSI/TS 102 486-2-2, 5.4.1

Reference

[SO 12813:2015, 6.1.2

Initial condition

Identical to TP/AL-1/OBU/BV/03 in ETSI/TS 102 486-2-2,5.4.1

Stimulus and Expected behaviour
See TP/AL-1/OBU/BV/03 in ETSI/TS 102 486-2-2, 5.4.1.

NO1
line

E

TP/AP-BAS/OBU/BV/04

Read and manage time of reception of BST in parameter
Time in BST

TP origin

Identical to TP/AL-I/OBU/BV/04 in ETSI/TS 102 486<2-2, 5.4.1

Reference

1SO 12813:2015, 6.1.2

Initial condition

Identical to TP/AL-I/OBU/BV/04 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus and Expected behaviour

See TP/AL-1/OBU/BV/04 in ETSI/TS 102 486-2-2, 5.4.1.

Test purposes with ID TP/AP-BAS/OBU/BV/05 to TP/AP-BAS/OBU/BV/08 have not been u
with the numbering in ETSI/TS 102 486-2-2.

sed to be in

TP/AP-BAS/OBU/BV/09

Manage profile selection

TP origin

Identical to TP/AL-1/0BU/BV/09 in ETSI/TS 102 486-2-2, 5.4.1

Reference

ISO 12813:2015, 6.1.2

Initial condition

See TP/AL-1/QBU/BV/09 in ETSI/TS 102 486-2-2, 5.4.1

Stimulus and Expected behaviour
See TP/AL-1/OBU/BW/09 in ETSI/TS 102 486-2-2, 5.4.1.

TP/AP-BAS/OBU/BV/10

Verify that the DUT replies to a BST with a VST

TP origin

Specific

Reference

[SO 12813:2015, 6.1.2

Initial condition

DUT not in sleep mode and not yet initialized

Stimulus’and Expected behaviour

Tester DUT
1. 5BST1 =
2 < |VST
3 Yer if_y }cugth andaHowed-vattresof VST
(see Table A.3)
4 |IF verification performed in step 3 was
not successful THEN TP failed

A.4.3.3 Bl test purposes

Test subgroup objective:

— to check the behaviour of the DUT in response to invalid messages

© ISO 2016 - All rights reserved

15


https://standardsiso.com/api/?name=a10a333658a1ea365ea0a67637c514c7

ISO 13143-1:2016(E)

TP/AP-BAS/OBU/BI/01 Manage profile selection

TP origin Identical to TP/AL-I/OBU/BI/01 in ETSI/TS 102 486-2-2, 5.4.2
Reference ISO 12813:2015, 6.1.2

Initial condition See TP/AL-1/0BU/BI/01 in ETSI/TS 102 486-2-2, 5.4.2

Stimulus and Expected behaviour
See TP/AL-1/OBU/BI/01 in ETSI/TS 102 486-2-2, 5.4.2.

TP/AP-BAS/OBU/BI/02 Manage applications

TP Prigin Identical to TP/AL-1/OBU/BI/02 in ETSI/TS 102 486-2-2, 5.4.2
Reference 1SO 12813:2015, 6.1.2

Initjial Condition See TP/AL-1/OBU/BI/02 in ETSI/TS 102 486-2-2, 5.4.2

Stimulus and Expected behaviour
See TP/AL-1/0OBU/BI/02 in ETSI/TS 102 486-2-2, 5.4.2.

TPJAP-BAS/OBU/BI/03 |Verify that the DUT handles BST with-€CCC application
marked as non-mandatory application

TP prigin Specific
Refeerence 1SO 12813:2015, 6.1.2
Initial condition DUT not in sleep mode andfot yet initialized
Stinulus and Expected behaviour

Tester DUT
1 |(BST2 =

Verify that DUT does not initialize with
[INITIALISATION-response (VST):

3 |[IF verification performed in step 2 was
not successful THEN TP failed

A.4.4 Application T-kerneltest purposes for on-board unit

These Test| purposes applyctorthe layer 7 functions related to T-kernel as claimed in ISO 12813:2015,
Table B.7, Ifems 2 to 6.

A.4.4.1 BV test purposes

Test subgrpupobjective:

PR es i)

— to test'the betaviourof the DY T imrretatiom tosyntacticatty anmdcontextuatcorrect betaviourof the
test SyStem.

TP/AP-FUN/OBU/BV/01 |Receive GET.request and manage GET.response with
LID = private

TP origin Identical to TP/AL-T/OBU/BV/01 in ETSI/TS 102 486-2-2, 5.2.1
Reference IS0 12813:2015, 6.1.3
Initial condition See TP/AL-T/OBU/BV/01 in ETSI/TS 102 486-2-2,5.2.1

Stimulus and Expected behaviour

See TP/AL-T/OBU/BV/01 in ETSI/TS 102 486-2-2, 5.2.1.

NOTE: Request with accessCredentials.
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TP/AP-FUN/OBU/BV/08

Receive ACTION.request with mode = 1, manage ACTION.re-
sponse with LID = private

TP origin

Identical to TP/AL-T/OBU/BV/08 in ETSI/TS 102 486-2-2, 5.2.1

Reference

[SO 12813:2015, 6.1.4/6.1.5/6.1.7

Initial condition

See TP/AL-T/OBU/BV/08 in ETSI/TS 102 486-2-2, 5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/08 in ETSI/TS 102 486-2-2,5.2.1

NOTE: Request with accessCredentials for GET_STAMPED and without accessCredentials for SET_MML E

CHO.

TP/AP-FUN/OBU/BV/09

Receive ACTION.request with mode = 0 and LID=private

TP origin

Identical to TP/AL-T/OBU/BV/09 in ETSI/TS 102:486-2-2, 5.2.1

Reference

[SO 12813:2015, 6.1.5/6.1.7

Initial condition

See TP/AL-T/OBU/BV/09 in ETSI/TS 102 486-2-2, 5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/09 in ETSI/TS 102 486-2-2, 5.2.1.

NOTE: Request without accessCredentials.

TP/AP-FUN/OBU/BV/10

Receive ACTION.request with mode = 0 and LID = private

TP origin

Identical to TP/AL*T/OBU/BV/10 in ETSI/TS 102 486-2-2
Clause 5.2.1

Reference

ISO 12813:2015, 6.1.5/6.1.7

Initial condition

See TP/AL-T/OBU/BV/10 in ETSI/TS 102 486-2-2, 5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/10 in ETSI/TS 102 486-2-2,5.2.1.

NOTE: Request without accessCredentials.

TP/AP-FUN/OBU/BV/11

Verify that the OBU can receive ACTION.request with mode
with LID = broadcast after initialization

TP origin

Identical to TP/AL-T/OBU/BV/11 in ETSI/TS 102 486-2-2, 5.2.1

Reference

ISO 12813:2015, 6.1.5/6.1.7

Initial condition

See TP/AL-T/OBU/BV/11 in ETSI/TS 102 486-2-2, 5.2.1

Stimulus and Expected behaviour

See TP/AL-T/OBU/BV/11 in ETSI/TS 102 486-2-2, 5.2.1.

NOTE: Request without accessCredentials.
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TP/AP-FUN/OBU/BV/12 |Verify that the OBU can receive and manage ACTION.request
with mode = 0 and with LID = broadcast without initialization

TP origin Identical to TP/AL-T/OBU/BV/12 in ETSI/TS 102 486-2-2, 5.2.1
Reference ISO 12813:2015, 6.1.5/6.1.7
Initial condition See TP/AL-T/OBU/BV/12 in ETSI/TS 102 486-2-2, 5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/12 in ETSI/TS 102 486-2-2,5.2.1.

NOT|E: Request without accessCredentials.

TP/AP-FUN/OBU/BV/13 |Verify that the OBU can receive and manage non-fragmerted
APDUs with random PDU number

TP Qrigin Identical to TP/AL-T/OBU/BV/13 in ETSI/TS 102 48622, 5.2.1
Refgrence 1SO 12813:2015, 6.1.3/6.1.4/6.1.5/6.1.7
Initjal Condition See TP/AL-T/OBU/BV/13 in ETSI/TS 102 486-2-2) 5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/13 in ETSI/TS 102 486-2-2, 5.2.1.

NOTI|E: Request with accessCredentials for GET, GET_STAMPED and.without accessCredentials for SET_
MM], ECHO. Test purpose not applicable for SET message.

TP/AP-FUN/OBU/BV/14 |Verify that the OBU can receive and manage multiplexed
APDUs from two différent applications

TP grigin Identical to TP/ALF/OBU/BV/14 in ETSI/TS 102 486-2-2, 5.2.1
Reference 1SO 12813:2005; 6.1.3/6.1.4/6.1.5/6.1.7
Initjal condition See TP/AL-T/OBU/BV/14 in ETSI/TS 102 486-2-2,5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/14 in ETSI/TS 102 486-2-2,5.2.1.

NOTJE: Request with accessCredentials for GET, GET_STAMPED and without accessCredentials for SET_
MM], ECHO. Test purpose notapplicable for SET message.

TP/AP-FUN/OBU/BV/16 |Verify that the OBU can receive and manage concatenated and
chained APDUs from a single application

TP ¢rigin Identical to TP/AL-T/OBU/BV/16 in ETSI/TS 102 486-2-2,5.2.1
Reference [SO 12813:2015, 6.1.3/6.1.4/6.1.5/6.1.6/6.1.7
Initial condition See TP/AL-T/OBU/BV/16 in ETSI/TS 102 486-2-2,5.2.1

Stimulus and Expected behaviour
See TP/AL-T/OBU/BV/16 in ETSI/TS 102 486-2-2, 5.2.1.

NOTE: Request with accessCredentials for GET, GET_STAMPED and without accessCredentials for SET_
MMI, ECHO. Test purpose not applicable for SET message.
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TP/AP-FUN/OBU/BV/17

Attribute encoding tests - GET

TP origin

Identical to TC03-A in ISO/TS 14907-2:2015, C.1.3

Reference

[SO 12813:2015, 6.1.3

Initial condition

See TC03-Ain ISO/TS 14907-2:2015, C.1.3

Stimulus and Expected behaviour
TC03-Ain ISO/TS 14907-2:2015, C.1.3.
NOTE: Request with accessCredentials.

TP/AP-FUN/OBU/BV/19

Support of DSRC EFC GET STAMPED

TP origin

Identical to TC10-A in ISO/TS 14907-2:2015, C.2.1

Reference

[SO 12813:2015, 6.1.4

Initial condition

See TC10-A in ISO/TS 14907-2:2015, C.2.1

Stimulus and Expected behaviour
See TC10-Ain ISO/TS 14907-2:2015, C.2.1.
NOTE: Request with accessCredentials.

TP/AP-FUN/OBU/BV/20

Support of DSRC EFCSET MMI

TP Origin

Identical to TC20-A\n I1SO/TS 14907-2:2015, C.2.4

Reference

[SO 12813:2015;,6.1.5

Initial Condition

See TC20-A in'ISO/TS 14907-2:2015, C.2.4

Stimulus and Expected behaviour
See TC20-A in ISO/TS 1490%-2:2015, C.2.4.

NOTE: Request without accessCredentials.

TP/AP-FUN/OBU/BV/21

Support of DSRC EFC ECHO

TP origin

Identical to TC25-A in ISO/TS 14907-2:2015, C.2.5

Reference

[SO 12813:2015, 6.1.7

Initial condition

See TC25-Ain ISO/TS 14907-2:2015, C.2.5

Stimitlus and Expected behaviour
See TC25-Ain ISO/TS 14907-2:2015, C.2.5.
NOTE: Request without accessCredentials.

A.4.4.2 Bl test purposes
Test subgroup objective:

— to check the behaviour of the of the DUT in response to invalid stimuli and behaviour from the
test tool.
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TP/AP-FUN/OBU/BI/02 Receive and manage PDUs to Broadcast kernel with awake but
not yet initialized OBU

TP origin Identical to TP/AL-T/OBU/BI/02 in ETSI/TS 102 486-2-2, 5.2.2
Reference IS0 12813:2015, 6.1.2
Initial condition See TP/AL-T/OBU/BI/02 in ETSI/TS 102 486-2-2,5.2.2

Stimulus and Expected behaviour

See TP/AL-T/OBU/BI/02 in ETSI/TS 102 486-2-2, 5.2.2.

|
TP/'AP-FUN/OBU/BI/OS Receive and manage non-fragmented PDUs with wrong frag-
ment counter value with initialized OBU

TP grigin Identical to TP/AL-T/OBU/BI/03 in ETSI/TS 102 486-2-2, 5.2.2
Reference 1SO 12813:2015, 6.1.3/6.1.4/6.1.5/6.1.7
Initjal condition See TP/AL-T/OBU/BI/03 in ETSI/TS 102 486-2-2, 5.2.2

Stimulus and Expected behaviour
See TP/AL-T/OBU/BI/03 in ETSI/TS 102 486-2-2,5.2.2.

NOTJE: Request with accessCredentials for GET, GET_STAMPED and without acgessCredentials for SET_
MM]I, ECHO. Test purpose not applicable for SET message.

TP/AP-FUN/OBU/BI/04 Receive and manage non-fragmented PDUs with wrong frag-
ment counter value with awake but not yet initialized OBU

TP ¢rigin Identical to TP/AL-T/OBU)/BI/04 in ETSI/TS 102 486-2-2, 5.2.2
Reference 1SO 12813:2015, 6.1.2
Initfial condition See TP/AL-T/OBU/BI/04 in ETSI/TS 102 486-2-2, 5.2.2

Stimulus and Expected behaviour
See TP/AL-T/OBU/BI/04 in ETSI/T'S102 486-2-2,5.2.2.

NOTE Test purposes with ID TP/AP-BAS/OBU/BI/05 has not been used to be in line with the numberirg in
ETSI/TS 102 486-2-2.

TP/AP-FUN/OBU/BI/06 Receive and manage concatenated and chained APDUs from a
single application with chaining error

TP grigin Identical to TP/AL-T/OBU/BI/06 in ETSI/TS 102 486-2-2, 5.2.2
Refgrence 1SO 12813:2015, 6.1.3/6.1.4/6.1.5/6.1.7
Initfal condition See TP/AL-T/OBU/BI/06 in ETSI/TS 102 486-2-2, 5.2.2

Stimulus and Expected behaviour
See TP/AL-T/OBU/BI/06 in ETSI/TS 102 486-2-2, 5.2.2.

NOTERequest WitiT acCessCIredentals for GE T, GE1_S TAMPED amd without accesseredenttals for SET-
MMI, ECHO. Test purpose not applicable for SET message.

A.4.5 Application data attributes test purposes, security level 1
These Test purposes apply to security level 1 as claimed in [SO/TS 12813:2015, Table B.6, Item 1, GET /

GET_STAMPED operations as claimed in [SO/TS 12813:2015, Table B.7, Items 2 and 3, and attributes as
claimed in ISO/TS 12813:2015, Tables B.9, B.10 and B.11.

A.4.5.1 Data attributes definition

Table A.15 contains the references to the standard definition of attributes length and allowed values
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Table A.15 — Data group definition

Definition of...
Data groups Attributes Attrid
Length Allowed values

CCC-ContextMark 0 ISO 14906:2011, Table 37 and Annex A

Identification |EquipmentOBUId 24 [SO 14906:2011, Table 40 and Annex A
PaymentMeans 32 [SO 14906:2011, Table 42 and Annex A
VehicleLicencePlateNumber |16 EN 15509:2014, Table A.2
VehicleClass 17 EN 15509:2014, Table A.2

EN-15509:2014.

VehicleDimensions 18 Table 2 ISO 14906:2011, Table 39 and 4Annex A
VehicleAxles 19 [SO 14906:2011, Table 39-and Annex A
VehicleWeightLimits 20 ISO 14906:2011, Table:39’and Annex A
x‘fi‘cigleSpeCifiCCharaCter' 22 1SO 14906:2011,TABle 39 and Annex A

Velficle TrailerCharacteristics 46 SO 14906:20T1, Table 39 and 4nnex A
VehicleAxlesHistory 48 ISO 12813;2015, Table 6
VehicleCurrentMaxTrain- | 5 1SQ.12906:2011, Table 39 and Annex A
Weight
VehicleWeightHistory 60 1SO 12813:2015, Table 6
ExtendedVehicleAxlesHis- 62 1SO 12813:2015, Table 6
tory
LocalVehicleClassld 63 1S0 12813:2015, [SO 12813:2015, Table 6
CommunicationStatus 49 Table 3 [SO 12813:2015, Table 5
GnssStatus 50 ISO 12813:2015, Table 5
DistanceRecordingStatus 51 [SO 12813:2015, Table 5

Status ActiveContexts 52 [SO 12813:2015, Table 5
ObeStatusHistory 53 [SO 12813:2015, Table 5
ExtendedOBEStatusHistory |61 [SO 12813:2015, Table 5
AttributeUpdatelnterval 64 ISO 12813:2015, Table 5

A.4|5.2 BV test purposes

Tesf subgroup objective:

identification,

vehicle, and

to test the behaviour of the DUT in relation to the support of mandatory attributes
length andallowed values, see below):

status;

— by means of the syntactically and contextual correct PDUs:

GET, and
GET_STAMPED.

in allowed

TP/AP-DAT/OBU/BV/01

Verify that the OBU supports the read (by means of GET) of the Iden-
tification attributes

TP origin

Specific

Reference

[SO 12813:2015, 7.2
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22

Initial condition

OBU initialized and can accept a GET-request

Stimulus and Expected behaviour

Tester DUT
1 GET.rq ={fill = 0, eid = VST. DSRC-eid, access-
Credentials = acl, iid = @, attrldList = { ‘24'D - -
EquipmentOBUId, ‘32’D - - PaymentMeans} }
2 GET.rs = { fill, eid, iid = @, attrIdList = {(‘24'D,
v1), (‘32’D, v2)}, returnStatus }
3 [F (returnStatus NOT OK) OR (response not
received) THEN TP failed
4 Verify length and allowed values of v1 + v
Table A.15
5 [F verification performed in step 4 was success-
ful
THEN TP passed
ELSE TP failed
ENDIF
TP/AP-DAT/OBU/BV/02 Verify that the OBU supports the read (byymeans of GET) of the Iden-
tification attributes, one at the time
TP grigin Specific
Refgrence 1SO 12813:2015, 7.2
Init{al condition OBU initialized and can accepta GET-request

Stimulus and Expected behaviour

Tester DUT
1 GET.rq ={fill = 0, eid = VST. DSRC-eid, access*
Credentials = acy, iid = @, attrldList = { ‘24'Di~-
EquipmentOBUId }}
2 GET.rs = { fill, eid, iid = @, attrIdList = {( ‘24'D,
v1) }, returnStatus }
3 IF (returnStatus NOT OK) OR((résponse not
received) THEN TP failed
4 GET.rq ={fill = 0, eid = VST. DSRC-eid, access-
Credentials = acy, iid=1, attrldList = { ‘32'D - -
PaymentMeans }}
5 GET.rs = { fill, eid, iid = @, attrIdList = {( ‘32’D,
v7) }, returnStatus }
6 See step\3
Verifylength and allowed values of v1 + vy
Table A.15
8 IF all is OK
THEN TP passed
ELSE TP failed
ENDIF
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TP/AP-DAT/OBU/BV/03 Verify that the OBU supports the read (by means of GET) of the Vehi-
cle data group attributes

TP Origin Specific

Reference 1SO 12813:2015, 7.4

Initial Condition OBU initialized and can accept a GET-request

Stimulus and Expected behaviour

Tester DUT
+ CEF-rg="{fH="0ecid=VSTDSRE-—eidaeccess =
Credentials = acl, iid = @, attrldList = { ‘16'D - -
LicensePlateNumber,

"17’D - - VehicleClass,

‘18’D - - VehicleDimensions,

"19’D - - VehicleAxles,

'20’D - - VehicleWeightLimits,

'22’D - - VehicleSpecificCharacteristics,

'46'D - - TrailerCharacteristics,

'48’D - - VehicleAxlesHistory,

'55’D - - VehicleCurrentMaxTrainWeight, ‘60’D
- - VehicleWeightHistory,

'62’D - - ExtendedVehicleAxlesHistory,

'63’D - - LocalVehicleClassld}}

2 = GETxs’= { fill, eid, iid = @,

attrldList = {( ‘16'D, v1), (‘17’D, v3),
(0"18’D, v3), (‘19'D, v4), (20’D, v5),
(‘22’D, vg), (‘46'D, v7), (48'D, vg),
('55'D, vo), (‘60'D, v10), (‘62'D, v11),
(‘63’D, v12)}, returnStatus }

3 IF (returnStatus NOT OK) OR (response not
received) THEN TP failed

4 |Verify length and allowed values of vi*'v13 >
Table A.15
5 IF verification performed in step 4 was =
successful
THEN TP passed
ELSE TP failed
ENDIF
TP/AR-DAT/O0BU/BV/04 Verify that the OBU supports the read (by means of GET) of the Vghi-
cle attributes, one at the time
TP Origin Specific
Reference IS0 12813:2015, 7.4
Initial Condition OBU initialized and can accept a GET-request

Stimulus and Expected behaviour
Tester DUT

1 GET.rq ={fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = { ‘16'D - -
LicensePlateNumber }}

2 & |GET.rs = {fill, eid, iid = @, attrldList = {( ‘16’D,
v1) }, returnStatus }

3 IF (returnStatus NOT OK) OR (response not
received) THEN TP failed
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4 GET.rq ={fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = {‘17'D - -
VehicleClass }}

5 & |GET.rs = { fill, eid, iid = @, attrldList = {( ‘17'D,
v2) }, returnStatus }

See step 3
GET.rq ={fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = { ‘18’D - -
VehicleDimensions }}

8 = GET.rs = { fill, eid, iid = @, attrIdList = {( ‘18’D,

o)l returnStatusl
77 J

9 See step 3 ,\@
10 ||GET.rq={fill =0, eid = VST. DSRC-eid, access- |= (]/Q ;
Credentials = acy, iid = @, attrldList = {‘19’'D - - ,\’ X
VehicleAxles }} A
11 = GET.rs = {fill, eid, iid = @, attrldlf'{b‘"(( ‘19’D,

v4) }, returnStatus } 0N
12 ||See step 3 A,\.,
13 ||GET.rq = {fill = 0, eid = VST. DSRC-eid, access- |= %\)
Credentials = acy, iid = @, attrldList = { ‘20'D - - S\\
VehicleWeightLimits }} o)
14 & |GET.rs = {fill efd iid = @, attrIdList = {( ‘20'D,
vs) }, retur s}
15 |[Seestep 3 \\\\
16 ||GET.rq = {fill = 0, eid = VST. DSRC-eid, access- | = VY
Credentials = acy, iid = @, attrldList = { ‘22’'D - - %)
VehicleSpecificCharacteristics }} \,\Q

17 QmeT.I‘S = {fill, eid, iid = @, attrldList = {( ‘22’D,
\

V) }, returnStatus }

18 ||See step 3

xO
19 ||GET.rq ={fill=0, eid = VST. DSRC-eid, ac =
Credentials = acl, iid = @, attrldList = Q\ --
TrailerCharacteristics }}

20 @ : < |GET.rs = {fil], eid, iid = @, attrIdList = {(
‘46'D, v7)
21 |[|Seestep 3 C)V
22 ||GET.rq = { fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = acy, ii % attrldList={‘48'D - -
VehicleAxlesHisR
23 Q}) & |GET.rs = {fill, eid, iid = @, attrldList = {( ‘48'D,
RS vg) }, returnStatus }

24 ||See ste'&\)‘

25 ||GE F. AN {fill = 0, eid = VST. DSRC-eid, access- |=

edentials = acy, iid = @, attrldList = { ‘55'D - -
icleCurrentMaxTrainWeight }}

26 & |GET.rs = {fill], eid, iid = @, attrldList = {( ‘55'D,
vo9) }, returnStatus }

27 |Seestep 3

28 |GET.rq={fill=0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = { ‘60'D - -
VehicleWeightHistory }}

29 < |GET.rs = {fill, eid, iid = @, attrldList = {( ‘60’D,
v10) }, returnStatus }

30 |Seestep3

31 |GET.rq={fill =0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = { ‘62'D - -
ExtendedVehicleAxlesHistory }}

24 © IS0 2016 - All rights reserved


https://standardsiso.com/api/?name=a10a333658a1ea365ea0a67637c514c7

1SO 13143-1:2016(E)

32 GET.rs = {fill, eid, iid = @, attrIdList = {( ‘62’D,
v11) }, returnStatus }
33 |Seestep3
34 |GET.rq={fill =0, eid = VST. DSRC-eid, access-
Credentials = acy, iid = @, attrldList = { ‘63'D - -
LocalVehicleClassld }}
35 GET.rs = { fill, eid, iid = @, attrIdList = {( ‘63'D,
v12) }, returnStatus }
36 |Seestep3
37 |IF allis OK
THEN TP passed
ELSE TP failed
ENDIF

TP/AP-DAT/OBU/BV/05

Verify that the OBU supports the read (by mears of GET) of the Status

attributes
TP origin Specific
Reference ISO 12813:2015, 7.3

Initial condition

OBU initialized and can accept a GET-request

Stimulus and Expected behaviour

Tester

DUT

GET.rq ={fill = 0, eid = VST. DSRC-eid, access-
Credentials = acl, iid = @, attrIdList = {

’49’D - - CommunicationStatus,

’50’D - - GnssStatus,

’51'D - - DistanceRecordingStatus,

’52’D - - ActiveContexts,

’53’D - - ObeStatusHistory,

'61'D - - ExtendedOBEStatusHistary,

'64’D - - AttributeUpdatelnterval’} }

GET.rs = { fill, eid, iid = @, attrIdList = {( ‘49’D,
v1), (‘50°D, v3), (‘51'D, v3), (‘52’D, v4) , (‘53|D,
vs), (‘61'D, vg), (‘64’'D, v7) }, returnStatus }

IF (returnStatus.NOT OK) OR (response not
received) THEN TP failed

Verify lengthand allowed values of v + vy
Table.A\15

IF vierification performed in step 4 was success-
ful

THEN TP passed
ELSE TP failed

ENDIF

TP/AP-DAT/OBU/BV/06

Verify that the OBU supports the read (by means of GET) of the Status
attributes, one at the time

TP Origin

Specific

Reference

[SO 12813:2015, 7.3

Initial Condition

OBU initialized and can accept a GET-request

Stimulus and Expected behaviour

Tester

DUT
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1 GET.rq ={fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = { ‘49'D - -
CommunicationStatus }}
2 & |GET.rs = {fill, eid, iid = @, attrIdList = {( 49'D,
v1) }, returnStatus }
3 IF (returnStatus NOT OK) OR (response not
received) THEN TP failed
4 GET.rq ={fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = acy, iid = @, attrldList = { ‘50'D - -
GnssStatus }}
5 = f‘FTrc—{Fi"'nir]'iir]—m,aﬂ-rlr"icf—{(":ﬂ'n'
vz) }, returnStatus
)} } 1o
6 See step 3 Q ~
GET.rq = { fill = 0, eid = VST. DSRC-eid, access- |= ,\‘ v
Credentials = acy, iid = @, attrldList = { ‘51'D - - ,
DistanceRecordingStatus }} B?.)
8 & |GET.rs = { fill, eid, iid = @, attrldé@?: {('51'D,
v3) }, returnStatus } N
9 See step 3 ~ O
10 [|GET.rq = {fill = 0, eid = VST. DSRC-eid, access- |= s\\':)
Credentials = acy, iid = @, attrldList = { ‘52'D - - Q)
ActiveContexts }} &
11 < |GETrs={ f@e}i‘ iid = @, attrldList = {( ‘52'D,
va) }, retL\l(r\l atus }
12 |[|See step 3 5\00\
13 ||GET.rq = {fill = 0, eid = VST. DSRC-eid, access- |= %)
Credentials = acy, iid = @, attrldList = { ‘53’D - - \,\Q
ObeStatusHistory }} \\§
14 3{0 GET.rs = { fill, eid, iid = @, attrldList = {( ‘53'D,
X ve) }, returnStatus }
15 ||See step 3 N
16 ||GET.rq = {fill = 0, eid = VST. DSRC-eid, ac s |
Credentials = acy, iid = @, attrIdList = {‘61'D - -
ExtendedOBEStatusHistory }} ¢ .
17 C§\\ & |GET.rs = {fill, eid, iid = @, attrIdList = {( ‘61D,
Ch v7) }, returnStatus }
18 |[|See step 3 e
19 ||GET.rq = { fill = 0, eid = VST. DSRC-eid, access- | =
Credentials = ac ﬁb: @, attrldList = { ‘64'D - -
AttributeUpd%@erval 1
20 ?S & |GET.rs = {fill, eid, iid = @, attrldList = {( ‘64'D,
RO) vg) }, returnStatus }
21 [[see stp3
22 ﬁﬁ}}length and allowed values of v1 + vg =
FapteAt5
23 |IFallis OK =
THEN TP passed
ELSE TP failed
ENDIF

TP/AP-DAT/OBU/BV/07

Verify that the OBU supports the read (by means of GET-STAMPED.
rq) of the Identification attributes

TP Origin

Specific

Reference

1SO 12813:2015, 7.2
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Initial Condition OBU initialized and can accept a GET-STAMPED-request

Stimulus and Expected behaviour

Tester DUT

1 ACTION.rq = { mode =T, eid = VST. DSRC-eid, =
actionType = 0, accessCredentials = acy,
GET-STAMPED.rq = { attrldList = { ‘24D - -
EquipmentOBUId, ‘32’D - - PaymentMeans},
nonce = C1, keyRef = C2},iid=@ }

2 & | ACTION.rs = { fill, eid, iid = @,
GET-STAMPED.rs = { attrldList = { ('24'D, v3),

(32°D v authenticator! returnStatus
AY 4 JII7 J7

3 IF (returnStatus NOT OK) OR (response not
received) THEN TP failed

4 Verify length and allowed values of v1 + v3
Table A.15

Verify authenticator

5 IF verification performed in step 4 was success-
ful

THEN TP passed
ELSE TP failed
ENDIF

NOTE Test purposes with ID TP/AP-DAT/OBU/BV/08 has ot been used to be in line with the npimbering in
EN 15876-1.

TP/AP-DAT/OBU/BV/09 |Verify that the OBU supports the read (by means of GET-
STAMPED.rq) of'the Status attributes

TP Origin Specific
Reference I1SO 12813:2015, 7.3
Initial Condition OBU initialized and can accept a GET-STAMPED-request
Stimulus and Expected behaviour
Tester DUT

1 |ACTION.rq = { mede~= T, eid = VST. DS- >

RC-eid, actionType’= 0, accessCredentials

=acy,

GET-STAMPED.rq = { attrldList = {
'49’D - ~-CommunicationStatus,
’50’Ds ~GnssStatus,

’51¢D.> - DistanceRecordingStatus,
'52'D - - ActiveContexts,

*53’D - - ObeStatusHistory,

'61'D - - ExtendedOBEStatusHistory,
'64’D - - AttributeUpdatelnterval },
monce = €1 keyRef=€23;

iid=0@}

2 < |ACTION.rs = {fill, eid, iid = @,
GET-STAMPED.rs =
{attrldList = {

(‘49°D, v1),('50°D, v3),

(‘51'D, v3), (‘52’D, v4),

(‘53’'D, vs), (‘61'D, v¢),

(‘64'D, v7) }, authenticator},
returnStatus }
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[F (returnStatus NOT OK) OR (response not
received) THEN TP failed

Verify length and allowed values of v1 + vy
Table A.15

Verify authenticator

[F verification performed in step 4 was
successful

THEN TP passed

LILCLTD co:1.
LLOL 11 1dIICTU

ENDIF

TP/AP-DAT/OBU/BV/10

Verify that the OBU supports the read (by means of GET-STAMPED.
rq) of the Vehicle data group attributes

TP Qrigin Specific
Refd¢rence 1SO 12813:2015, 7.4
Initjal Condition OBU initialized and can accept a GET-STAMPED-réquest

Stimulus and Expected behaviour

successful
THEN TP passed
ELSE TP failed
ENDIF

Tester DUT
1 ACTION.rq = { mode =T, eid = VST. DSRC-eid,
actionType = 0, accessCredentials = acy,
GET-STAMPED.rq = attrldList = {
"16’'D - - LicensePlateNumber,
’17’D - - VehicleClass,
’18’D - - VehicleDimensions,
"19’D - - VehicleAxles,
'20’D - - VehicleWeightLimits,
’22’D - - VehicleSpecificCharacteristics,
"46'D - - TrailerCharacteristics,
'48’D - - VehicleAxlesHistory,
’55’D - - VehicleCurrentMaxTrainWeight, ‘60°'D
- - VehicleWeightHistory,
'62’D - - ExtendedVehicleAxlesHistory,
'63’D - - LocalVehicleClassld-}
nonce = C1, keyRef=C2},
iid=@}
2 ACTION.rs = { fill, eid, iid = @,
GET-STAMPED.rs = { attrldList = {
(“16’D, v1), (‘17’D, v3),
(“18'D, v3), (‘19'D, v4),
(‘20'D, vs), (‘22'D, ve),
(46'D, vy), (‘48'D, vg),
(‘55’D, vo), (‘60°D, v10),
(62'D, vi1), (63D, v12) },
authenticator},
returnStatus }
3 [F (returnStatus NOT OK) OR (response not
received) THEN TP failed
4 Verify length and allowed values of v1 + vy
Table A.15
Verify authenticator
5 IF verification performed in step 4 was
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Test subgroup objective:
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— to check the behaviour of the DUT in response to invalid stimuli and behaviour from the test tool, in

case of:

— update of the read-only attributes:

identification;

vehicl e;

— |to check the behaviour of the DUT in response to request with invalid accessCredentials}

status;

— wrong access credentials.

— no access credentials (like in security level 0);

TP/AP-DAT/OBU/BI/01 Verify that the OBU prevents the update.ofthe read-only Vehicle
attributes, one by one
TP Origin Specific
Reference [SO 12813:2015, 7.4
Initial Condition OBU initialized and can accepta SET-request
Stimulus and Expected behaviour
Tester DUT
1 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-¢id, | =
accessCredentials = @, attrldList = { (‘16'D,'x1)
}id=@}
2 IF (SET.rs received AND returnStatus=0) THEN
TP failed
3 SET.rq = { fill = 0, mode =T, €id;= VST. DSRC-eid, |=
accessCredentials = @, attrldList = { (‘17°D, x2)
}id=@}
4 IF (SET.rs received AND returnStatus=0) THEN
TP failed
5 SET.rq = { fill=\0/mode = T, eid = VST. DSRC-eid, |=
accessCredentials = @, attrldList = { ( ‘18'D, x3)
}, iid = @3
6 IF (SET.xrsreceived AND returnStatus=0) THEN
TP failed
7 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = @, attrldList = { (‘19'D, x4)
}iid=@}
8 IF (SET.rs received AND returnStatus=0) THEN
TP failed
9 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, |=
10accessCredentials = @, attrldList = { (‘20’D,
Xs) },iid =0}
10 |IF (SET.rs received AND returnStatus=0) THEN
TP failed
11 |SET.rq={fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = @, attrldList = { (‘22’D, x¢)
}id=@}
12 |IF (SET.rs received AND returnStatus=0) THEN
TP failed
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13 |[SET.rq ={fill= 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = @, attrldList = { (‘46’D, x7)
}iid=@}

14 |IF (SET.rs received AND returnStatus=0) THEN
TP failed

15 |SET.rq = {fill =0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = @, attrldList = { ( ‘48’D, xg)
}iid=@}

16 |IF (SET.rs received AND returnStatus=0) THEN
TP failed

17 SET. rr:—{Fi” —ﬂ’ mnr‘n—T, eid = VST nQT\’F-nir‘, =
accessCredentials = @, attrldList = { ( '55'D, X9)
}iid=@}

18 |[|IF (SET.rs received AND returnStatus=0) THEN
TP failed

19 ||SET.rq ={fill = 0, mode =T, eid = VST. DSRC-eid, |=
accessCredentials = @, attrldList = { (‘60’D, x10)
}iid=@}

20 ||IF (SET.rs received AND returnStatus=0) THEN
TP failed

21 |[SET.rq ={fill=0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = @, attrIdList = { (‘62’D, x11)
}iid=@}

22 ||IF (SET.rs received AND returnStatus=0) THEN
TP failed

23 ||SET.rq = {fill = 0, mode =T, eid = VST. DSRC-eid, |=
accessCredentials = @, attrldList = { (‘63'D, x12)
}iid=@}

24 ||IF (SET.rs received AND returnStatus=0) THEN
TP failed

TP/AP-DAT/OBU/BI/02 Verify that the OBU prevents the update of the read-only Vehicle

attribute list

TP Qrigin Specifie

Refgrence 1S012813:2015, 7.4

Initjal Condition OBU initialized and can accept a SET-request

Stimulus and Expected-behaviour

Tester

DUT

SET.rq = { fill ¥ 0, mode =T, eid = VST. DSRC-eid,
accessCredentials = acl, attrldList = { (‘16'D,
x1), (‘17Dx2),

(‘18’Dyx3), (‘19'D, x4), (‘20°D, x5),

(‘22'D; x¢), (46'D, x7), (48’D, x3g),

(55D, x9), (‘60’D, x10), (62'D, X11),

(63D, x12)5, =07

IF (SET.rs received AND returnStatus=0) THEN
TP failed

TP/AP-DAT/OBU/BI/03

tion attribute list

Verify that the OBU prevents the update of the read-only Identifica-

TP Origin Specific

Reference 1SO 12813:2015, 7.2

Initial Condition

OBU initialized and can accept a SET-request

Stimulus and Expected behaviour
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Tester

DUT

SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid,
accessCredentials = acl, attrIldList = { (‘0’D, x1),
(‘24'D, x2), (‘32'D, x3)}, iid =@ }

IF (SET.rs received AND returnStatus=0) THEN

TP failed

TP/AP-DAT/OBU/BI/04

Verify that the OBU prevents the update of the read-only Identifica-

tion attributes, one by one

TP Origin

Specific

Reference

[SO 12813:2015, 7.2

Initial Condition

OBU initialized and can accept a SET-request

Stimulus and Expected behaviour

Tester

DUT

SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid,
accessCredentials = acy, attrldList = { (‘0’'D, x1)
}id=@}

IF (SET.rs received AND returnStatus=0) THEN
TP failed

SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid,
accessCredentials = acy, attrldList = { ( ‘24’'D,
x2) },iid=0@}

IF (SET.rs received AND returnStatus=0) THEN
TP failed

SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid,
accessCredentials = acy, attrldList = { ( ‘32'B;
x3) },iid=0@}

IF (SET.rs received AND returnStatus=0) THEN
TP failed

TP/AP-DAT/OBU/BI/05

Verify that the OBU prevents the update of the read-only Status

attribute list
TP Origin Specific
Reference 1SO 12813:2014, 7.3

Initial Condition

OBU initialized and can accept a SET-request

Stimulus and Expected behaviour

Tester

DUT

SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid,
accessCredentials = acl, attrldList = { (49'D,
x1), (‘'50'D, x2),

L51D x2) (‘C2'D v, ((C2D) vo)
\Y 7 DJ7C 7 1) T U 4 JJ7

(‘61'D, xg), (64D, x7)}, iid =@}

IF (SET.rs received AND returnStatus=0) THEN

TP failed

TP/AP-DAT/OBU/BI/06

Verify that the OBU prevents the update of the read-only Status at-

tributes, one by one

TP Origin

Specific

Reference

[SO 12813:2015,7.3

Initial Condition

OBU initialized and can accept a SET-request

Stimulus and Expected behaviour
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Tester DUT
1 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = acy, attrldList = { ( ‘49’D, x1)
}iid=¢@}
2 IF (SET.rs received AND returnStatus=0) THEN
TP failed
3 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = acy, attrldList = { (‘50’D,
x2) },iidd=0}
4 IF (SET.rs received AND returnStatus=0) THEN
TP failed
5 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = acy, attrldList = { (‘51'D, x3)
}iid=@}
6 IF (SET.rs received AND returnStatus=0) THEN
TP failed
7 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = acy, attrldList = { ( ‘52’D,
x3) },iid=0}
8 IF (SET.rs received AND returnStatus=0) THEN
TP failed
9 SET.rq = { fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = acy, attrldList = { (‘53'D,
x3) }iid=0}
10 ||IF (SET.rs received AND returnStatus=0) THEN
TP failed
11 ||SET.rq = {fill = 0, mode =T, eid = VST. DSRC-eid, | =
accessCredentials = acy, attrldList = { ( ‘61'D, x3)
}id=¢@}
12 ||IF (SET.rs received AND returnStatus=0) THEN
TP failed
13 ||SET.rq ={fill = 0, mode = T, eid = VST. DSRCteid, | =
accessCredentials = acy, attrldList = { ‘64D,
x3) },iid=0}
14 ||IF (SET.rs received AND returnStatus=0) THEN
TP failed
TP/AP-DAT/OBU/BI/07 Verify that the OBU prevents the read (by means of GET) of the Iden-
tification attributes with invalid accessCredentials
TP Qrigin Specific
Ref¢rence IS0 12813:2015, 7.2
Initjal Condition OBU initialized and can accept a GET-request
Stimulus‘and Expected behaviour
L rester DUI1
1 GET.rq ={fill = 0, eid = VST. DSRC-eid, access- |=
Credentials = invalid_ac, iid = @, attrIdList = {
‘24’D - - EquipmentOBUId, ‘32’D - - Payment-
Means} }
2 IF (GET.rs received AND returnStatus=0) THEN
TP failed
NOTE: invalid_ac is either empty or has incorrect value.
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TP/AP-DAT/OBU/BI/08 Verify that the OBU prevents the read (by means of GET) of the Vehi-
cle attributes with invalid accessCredentials
TP Origin Specific
Reference 1SO 12813:2015, 7.4
Initial Condition OBU initialized and can accept a GET-request
Stimulus and Expected behaviour
Tester DUT
+ CEF-rg="{fH="0ecid=VSTDSRE-—eidaeccess
Credentials = invalid_ac, iid = @, attrIdList = {
‘16’'D - - LicencePlateNumber, ‘17’D - - Vehicle-
Class,
"18’D - - VehicleDimensions,
’19’D - - VehicleAxles,
'20’D - - VehicleWeightLimits,
'22’D - - VehicleSpecificCharacteristics
'46’D - - TrailerCharacteristics,
'48’D - - VehicleAxlesHistory,
'55’D - - VehicleCurrentMaxTrainWeight, ‘60°'D
- - VehicleWeightHistory,
'62’D - - ExtendedVehicleAxlesHistory,
'63’'D - - LocalVehicleClassld } }
2 IF (GET.rs received AND returnStatus=0) THEN
TP failed
NOTE: invalid_ac is either empty or has incorrect value.
TP/AP-DAT/OBU/BI/09 Verify that the OBU prevents the read (by means of GET) of the Status
attributes with'invalid accessCredentials
TP Origin Specific
Reference 1SO 12813:2015, 7.4
Initial Condition OBUjinitialized and can accept a GET-request
Stimulus and Expected behaviour
Tester DUT
1 GET.rq ={fill = 0, eid = VST. DSRC-eid, access-
Credentials =invalid_ac, iid = @, attrldList = {
‘49’D - - CommiunicationStatus,
’50’D - - GssStatus,
’51'D - &DjstanceRecordingStatus,
52’ Dv=ActiveContexts,
'’53'D= - ObeStatusHistory,
61D - - ExtendedOBEStatusHistory,
'64’D - - AttributeUpdatelnterval } }
2 IF (GET.rs received AND returnStatus=0) THEN
TP failed
NOTE: invalid_ac is either empty or has incorrect value.
TP/AP-DAT/0BU/BI/10 Verify that the OBU prevents the read (by means of GET-STAMPED) of
the Identification attributes with invalid accessCredentials
TP Origin Specific
Reference IS0 12813:2015, 7.2
Initial Condition OBU initialized and can accept a GET-STAMPED-request

Stimulus and Expected behaviour

NOTE: invalid_ac is either empty or has incorrect value.
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Tester DUT
1 ACTION.rq = { mode =T, eid = VST. DSRC-eid,
actionType = 0, accessCredentials = invalid_ac,
GET-STAMPED.rq = { attrldList = { ‘24'D - -
EquipmentOBUId, ‘32’D - - PaymentMeans},
nonce = C1, keyRef = C2},iid =@}
2 IF (GET-STAMPED.rs received AND returnSta-
tus=0) THEN TP failed
NOTE: invalid_ac is either empty or has incorrect value.
TP/AP-DAT/OBU/BI/11 Verify that the OBU prevents the read (by means of GET-STAMPED) of
the Vehicle attributes with invalid accessCredentials
TP Qrigin Specific
Refgrence 1SO 12813:2015, 7.4
Init{al Condition OBU initialized and can accept a GET-STAMPED-request
Stimulus and Expected behaviour
Tester DUT
1 ACTION.rq = { mode =T, eid = VST. DSRC-eid,
actionType = 0, accessCredentials = invalid_ac,
GET-STAMPED.rq = { attrldList = {
‘16’'D - - LicencePlateNumber,
"17’D - - VehicleClass,
"18’D - - VehicleDimensions,
’19’D - - VehicleAxles,
'20’D - - VehicleWeightLimits,
'22’D - - SpecificCharacteristics,
"46'D - - TrailerCharacteristics,
'48’D - - VehicleAxlesHistory,
’55’D - - VehicleCurrentMaxTrainWeight, ‘60’D
- - VehicleWeightHistory,
’62’D - - ExtendedVehicleAxlesHistory, ‘63"D-= -
LocalVehicleClassld }, nonce = C1, keyRef=.C2},
iid=@1}
2 IF (GET-STAMPED.rs received AND returnSta-
tus=0) THEN TP failed
NOTE: invalid_ac is either empty or Has,ificorrect value.
TP/AP-DAT/OBU/BI/12 Verify that the OBU prevents the read (by means of GET-STAMPED) of
the Status attributes with invalid accessCredentials
TP Qrigin Specific
Ref¢rence 1SO 12813:2015, 7.3
Initjal.Condition OBU initialized and can accept a GET-STAMPED-request
stimlllllc and l:vpnr'l'nrl behaviocur
NOTE: invalid_ac is either empty or has incorrect value.
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Tester DUT

1 ACTION.rq = { mode =T, eid = VST. DSRC-eid, =
actionType = 0, accessCredentials = invalid_ac,
GET-STAMPED.rq = { attrldList = {

'49’D - - CommunicationStatus,

’50’D - - GnssStatus,

’51'D - - DistanceRecordingStatus,

’52’D - - ActiveContexts,

’53’D - - ObeStatusHistory,

'61'D - - ExtendedOBEStatusHistory,

'64’D - - AttributeUpdatelnterval }, nonce = C1,
keyRef = C2},iid=@}

2 IF (GET-STAMPED.rs received AND returnSta-
tus=0) THEN TP failed

NOTE: invalid_ac is either empty or has incorrect value.

A.4.6 Application security test purposes, security level 1

All ftest purposes TP/AP-0SEC/OBU/Bx/yy defined in EN 15876-1 are applicable for CCC ppplication
as dlaimed in ISO 12813:2015, Table B.6, Iltem 2. Note that every TP related to GET or GET STAMPED
megsage shall be transformed to security level 1 (i.e. with access credentials).
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B.1 General

Annex B
(normative)

Test purposes for roadside equipment

This anne)];ontains the test purposes (TP) for the conformity evaluation of RSE to ISO 12813

B.1.1 TP

For the application layer test purposes, a special notation and symbol convention is used, as define

what follows.

Symbols af

symbols conventions

e used in the description of the TPs, with meanings according to thestable below.

Table B.1 — Description of TP symbols

SYMBOL

DESCRIPTION

XXX

rq=

The DUT sends the XXX.rq PDU,to the Tester.

YY.rs

The tester sends the YYY.rsPDU to the DUT.

>
Il

Test purpose A “is congruent to” Test purpose B. The notation
Test purpose A = Testipurpose B means that the Test purpose
Ais the same as Testpurpose B. If differences in parameters
or parameter values have to be applied, these differences are
indicated in thetext immediately below.

Object Afistransformed” into Object B. So a notation like
“TablelX > Table Y” means that, for the scope of the Test pur-
pose, any reference of Table X should be changed into references
to:Table Y.

Means “assignment”. That is, a notation like “accessCredentials =
a value” means that the field accessCredentials is given a value.

Means “empty” or “not set”. So, a notation like “accessCreden-
tials = @ — accessCredentials = calculated value”, for a given
Test Purpose, means “change all occurrences in which the field
accessCredentials has not been assigned to calculation of the
value accessCredentials to a given value.

In additioy
ISO 12813

, itchas to be noted that the sequence of PDUs issued by an RSE is not constrained
This means that PDUs cannot in general be forced to be generated by the DUT. In ordef

d in

by
for

the test p

de o | g | 1l Ll R | ol b -n N | h b 3 1
IPUSTS LU dUutyyudicly LUVECL dll DUSSIUIILITS, dlIU dU LT 54lllT LT dAVUIU LT CONTDTITatoria

explosion, an abbreviated notation has been used. According to the notation, if in a test purpose, a step
is indicated as:

|

See Table B.2

This means that, according to the received PDU, a corresponding test purpose is to be executed, as

indicated in Table B.2:

36
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Table B.2 — PDU Selector

GET.rq TP/AP-GET/RSE/...
ACTION.rq (GET-STAMPED.rq) TP/AP-STA/RSE]/... «.BI/x
. |onar- [ACTIONxq (SET-MMLrq) El’l‘fe TP/AP-MMI/RSE/... or
riving |ACTION.rq (ECHO.rq) TP/AP-ECH/RSE]/... ..BV/y
EVENT-REPORT.rq TP/AP-REL/RSE/...
Any other PDU TP failed
In g i i i j use of the
factl that most Application protocol data unit exchanges can only be tested after other excianges had
been previously successfully performed, the Tester has been modelled as controlling acvariable, named

Err
the
(Fa

Add
ard
ord
DU

B.2

Per
for

Tabjle B.19, Item 1.

B.3

Per
EN
ISO

B.4

B.4
Thd

To t

pr, which indicates if a previously executed Test purpose had failed. This allows to|propg
sequence of events in a Test purpose. The variable Error is set by the Tester to,either T
se), to indicate whether an error occurred or not.

itionally, as most Application protocol data unit carry the mode parameter; which indicat
sponse is expected or not, this mode parameter can be used in someJest purpose by tH
br to decide whether to issue a response or not in the case the Test-purpose passes, so to
" to continue issuing requests in subsequent Test purposes.

Physical layer

[SO 12813:2015, 5.5.2, all test purposes TP/PHY/RSE/Bx/yy defined in EN 15876-1 ar¢
the conformity evaluation of RSE to CEN-DSREC based CCC as claimed in ISO 1

MAC and LLC

[SO 12813:2015, 5.5.2, all test punposes TP/MAC/RSE/Bx/yy and TP/LLC/RSE/Bx/yy
15876-1 are applicable for the conformity evaluation of RSE to CEN-DSRC based CCC as
12813:2015, Table B.19, Item 1

Application layer.test purposes

L1 Application’initialization phase test purposes
se test purposes apply to the INITIALISATION as claimed in ISO 12813:2014, Table B.9, I

he purpose of this conformance test, the VST described in Table B.3 is transmitted to the

Table B.3 — VST1 (security level 1); valid VST

rly control
(True) or F

es whether
e Tester in
enable the

applicable
813:2015,

defined in
claimed in

em 18.
DUT.

Length Allowed value
fill 4 bits any
1 bit (Profile ext.) 0 (= no extension)
profile . See Profile in EN 12834:2003,
7 bits
Annex A
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Table B.3 (continued)

Length Allowed value
1 bit (applications ext.) 0 (= no extension)
7 bits (number of applic.) |2
1 bit (eid opt.) 1 (= eid present)
1 bit (parameter opt.) 1 (= parameter present)
aid 1 bit (aid ext.) 0 (= no extension)
5 bits 20 (= CCC application)
- 1 bit (eid ext.) 0 (= no extension)
7 bits any
1 bit (Container ext.) 0 (= no extension) A(\"\Q\
7 bits (Container CHOICE) |2 (= OCTET STRING) |/
1 bit (octet string ext.) 0 (=no extensw N
7 bits (octet string length) |16 y\b‘d
Contract 10 bits (CountryCode) See ISKgbG‘—l
Provider 14 bits (Issuerldentifier) |Se¢TSO 14816
G R |
g(;glication Context 1 bit (contextVersiox@(tS) 0 (= no extension)
Version 7 bits /\0\ any
applications 1 bit (Contai@\&t.) 0 (= no extension)
D ar 7 bits (Cofitainer CHOICE) |2 (= OCTET STRING)
1 bit\@\@t string ext.) 0 (= no extension)
7R&octet string length) |2
[
AC_CR- ﬁs}_lll\{l:fster A’\<@ bits any
Reference gfv‘:{;‘ﬂ O 8 bits any
C;\\b‘ 1 bit (Container ext.) 0 (= no extension)
. 7 bits (Container CHOICE) |2 (= OCTET STRING)
@ : 1 bit (octet string ext.) 0 (= no extension)
o~ O 7 bits (octet string length) |4
RudOBE 32 bits any
C.D\} 1 bit (eid opt.) 1 (= eid present)
%\ 1 bit (parameter opt.) 0 (= parameter not present)
0 1 bit (aid ext.) 0 (= no extension)
Applicationég‘ aid = bits - 20
%0 1 bit (eid ext.) 0 (= no extension)
eid
A\V‘ 7 bits any (# other eid used in this V§T)
obe "./) 1 bit (obeStatus opt.) 1 (= obeStatus present)
ConfiguratioM ¢ qyipmentClass 15 bits any
manufacturerld 16 bits any
obeStatus 16 bits any

B.4.1.1 BV test purposes
Test subgroup objective:

— to test the behaviour of the DUT in relation to valid VST.
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TP/AP-BAS/RSE/BV/01 Verify that DUT supports the BST

TP Origin Specific

Reference IS0 12813:2015, 6.1.2

Initial Condition DUT and Tester are not in initialization or transaction phase

Stimulus and Expected behaviour

DUT Tester
BST =

2 Verify length and allowed values of BST (see
Table A.2)

3 IF verification performed in step 2 wasngdt
successful THEN TP failed

< |VST1
5 See Table A.2

B.4{1.2 BI test purposes

Not|applicable.

B.4.2 Application GET-rq PDU test purposes

These test purposes apply to GET as claimed in ISO/TS 12813:2015, Table B.18, Item 2.

B.4{2.1 BV test purposes
Test subgroup objective:
— |to test the DUT support of GET-rq;

— |to test the behaviour of DUT in relation to valid GET-rs.

TP/AP-GET/RSE/BV/01 Verify that DUT supports the read (by means of GET.rq) of the data
attributes

TP Origin Specific

Reference [SO 12813:2015,6.1.3

Initial Condition DUT and Tester initialized

Stimulus and ExXpected behaviour
DUT Tester
1 GET.rq = { =

fill, eid, accessCredentials, iid, attrldList = {aj,
az, .., an}}

2 1 ‘fnrl'Fy]nngH'\ andallawed valuos of req 1est

parameters (see Table A.4).

2. Verify that attrldList contains data at-
tributes of Table A.15. Note that at least one
attribute from the above mentioned table
must be present in the request.

3 IF verification performed in step 2 was not
successful TP failed

4 = GET.rs = { fill=0, eid = VST.DSRC-eid, iid = @,
attrldList = {(‘a1’D, v1), (‘a2’D, v2), ..., (‘an’D,
vp) }, returnStatus=0}

5 See Table B.2

© IS0 2016 - All rights reserved 39


https://standardsiso.com/api/?name=a10a333658a1ea365ea0a67637c514c7

ISO 13143-1:2016(E)

B.4.2.2 BI test purposes

Test subgroup objective:

to test the behaviour of the DUT in relation to invalid GET-rs;

— to test the behaviour of the DUT in relation to invalid response to GET-rq PDU (protocol violation).

B.4.3 Application GET-STAMPED:-q PDU test purposes

These test

TP/AP-GET/RSE/BI/01

Verify that the DUT detects an incorrect attributeList parameter of
the GET.rs

TP Origin

Specific

Refgrence

1SO 12813:2015,6.1.3

Initjal Condition

DUT and Tester initialized

Stimulus and Expected behaviour

DUT

Tester

1 GET.rq={

ap, .., an}}

fill, eid, accessCredentials, iid, attrldList = {a1,

1. Verify length and allowed values of request
parameters (see Table Ax4).

2. Verify that attrldList contains data at-
tributes of Tabl&,A.15. Note that at least one
attribute from the above mentioned table
must be present in the request.

IF verification performed in step 2 was not
successful TP failed

&< | GET.rs = {{ill=0, eid = VST.DSRC-eid, iid = @,
attrldList # {( ‘a1’D, v1), ( ‘a2’D, v2), ..., (‘an’D,
vp) }, returnStatus=0}

5

Seé Table B.2

in the response.

Depe¢nding on attrldList of the request PDU, this*TP shall be repeated with different incorrect attributeList

B.4.3.1 BV test purposes

Test subgrpup objective;

40

to testfthe DUT<support of GET-STAMPED-rq;
to test|thedehaviour of the DUT in relation to valid GET-STAMPED-rs.

purposes apply to GET-STAMPED as claimed in ISO 12813:2015, Table B.18, Item 3.

TP/AP-STA/RSE/BV/01

Verify that DUT supports the read (by means of GET-STAMPED.rq) of
the data attributes

TP Origin

Specific

Reference

[SO 12813:2015, 6.1.4

Initial Condition

DUT and Tester initialized

Stimulus and Expected behaviour

DUT

Tester

1 ACTION.rq = { mode, eid, actionType = 0, =
accessCredentials, GET-STAMPED.rq = { attrl-
dList={aj, ap, ..., an}, nonce, keyRef}, iid}
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https://standardsiso.com/api/?name=a10a333658a1ea365ea0a67637c514c7

B.4
Tes

1SO 13143-1:2016(E)

1. Verify length and allowed values of request

parameters (see Table A.5).

2. Verify length and allowed values of GET-
STAMPED request parameters.

3. Verify that attrldList contains data at-
tributes of Table A.15. Note that at least one
attribute from the above mentioned table
must be present in the request.

[F verification performed in step 2 was not
successful THEN TP failed

ACTIOAL L4611 a. adl A 87alsal aVal o VoW

N S

AGITIIUIN.I S — 1 =9V, CTiIu = VO I.UJI\U Cld iid

=@, GET-STAMPED.rs = { attrldList = {(*41'D,
v1), (‘a2’D, v2), ..., (‘an’D, vp) }, authenticator =
auth}, returnStatus = 0}

See Table B.2

3.2 Bl test purposes
[ subgroup objective:

to test the behaviour of the DUT in relation to invalid GET-STAMPED-rs;
to test the behaviour of the DUT in relation to invalid respetise to GET-STAMPED-rq PDU.

TP/AP-STA/RSE/BI/01 Verify that the DUT detécts an incorrect attributeList parameter pf
the GET-STAMPED.rs

TP Origin Specific

Reference [SO 12813:2045,6.1.4

Initial Condition DUT and Tester initialized

Stimulus and Expected behaviour

DUT Tester
1 ACTION.rq = { mode, eidpactionType = 0,
accessCredentials, GET-STAMPED.rq = { attrl-
dList = {aj, ap, ..., ag},'nonce, keyRef}, iid}

2 1. Verify length and allowed values of reqpiest
parameters (see Table A.5).
2. Verify length and allowed values of GET-
STAMPED request parameters.
3. Verify that attrldList contains data at-
tributes of Table A.15. Note that at least ope
attribute from the above mentioned table|
must be present in the request.

3 IF verification performed in step 2 was ndt

4 ACTION.rs = {fill = 0, eid = VST.DSRC-eid, iid
=, GET-STAMPED.rs = { attrldList # {( ‘a1'D,
v1), (‘az2’D, v2), ..., (‘an’D, vp) }, authenticator =
auth}, returnStatus = 0}

5 See Table B.2

Depending on attrldList of the request PDU, this TP shall be repeated with different incorrect attributeList

in the response.

© ISO 2016 - All rights reserved
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TP/AP-STA/RSE/B1/02 Verify that the DUT detects an incorrect authenticator parameter of
the GETSTAMPED.rs

TP Origin Specific

Reference IS0 12813:2015, 6.1.4

Initial Condition DUT and Tester initialized

Stimulus and Expected behaviour
DUT Tester

1 ACTIOMN L pa | | 43 Lt Fal
TXC T TOINGT Lot eraattonTy pe \v =

accessCredentials, GET-STAMPED.rq = { attrl-
dList={ay, ap, ..., ap}, nonce, keyRef}, iid}

2 1. Verify length and allowed values of request
parameters (see Table A.5).

2. Verify length and allowed values/ef GET-
STAMPED request parameters,

Verify that attrldList contains data attributes
of Table A.15. Note that atlleast one attribute
from the above mentioned table must be pres-
ent in the request.

3 IF verification p€rformed in step 2 was not
successful THEN TP failed
4 < |ACTION.xs < { fill = 0, eid = VST.DSRC-eid, iid

=, GET-SFTAMPED.rs = { attrldList = {( ‘a1’'D,
v1), (‘@2’D, v2), ..., (‘an’D, vp) }, authenticator =
invalid_auth}, returnStatus = 0}

5 See Table B.2

B.4.4 Application SET-MMI-rq PDU test purpeses
These test purposes apply to the SET-MMI as claimed in ISO 12813:2015, Table B.18, Item 4.

B.4.4.1 BV test purposes
Test subgrpup objective:
— to test|the DUT support of SET-MMI-rq;

— to test|the behaviour ofthe DUT in relation to valid SET-MMI-rs.

TP/AP-MMI/RSE/BV/01 Verify that DUT supports the SET-MMI-rq
TP Qrigin Specific

Ref¢rence 1SO 12813:2015, 6.1.5

Initial Condition DUT and Tester initialized

Stimulus and Expected behaviour
DUT Tester

1 ACTION.rq = { mode, eid, actionType =10, ac- =
cessCredentials, SETMMIRgq, iid}

2 Verify length and allowed values of request
parameters (see Table A.6).

3 IF verification performed in step 2 was not
successful THEN TP failed
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4 IF mode = F THEN GOTO step 6

< |ACTION.rs = { fill = 0, eid = VST.DSRC-eid, iid
=, returnStatus = 0}

6 See Table B.2

B.4.4.2 BI test purposes

Not applicable.

B.4.5 Application EVENT-REPORT-rq PDU test purposes

These test purposes apply to the EVENT-REPORT as claimed in ISO 12813:2015, Table B.18;Jtem 5.

B.4{5.1 BV test purposes
Test subgroup objective:
— |to test the DUT support of EVENT-REPORT-rq;

— |to test the behaviour of the DUT in relation to valid EVENT-REPORT*rq.

TP/AP-REL/RSE/BV/01 Verify that DUT supports the EVENT-REPORT-rq
TP Origin Specific

Reference 1SO 12813:2015, 6.1.6

Initial Condition DUT and Tester initialized

Stimulus and Expected behaviour
DUT Tester

1 EVENT-REPORT.rq = { mode, eid, eventType, =
accessCredentials, eventParameter;iid}

2 Verify length and allowed values of requefpt
parameters (see Table A.8).

t

3 IF verification performed in step 2 was nd
successful THEN TP failed

B.4{5.2 BI test purposges

Not|applicable.

B.4.6 Application ECHO-rq PDU test purposes
These test purposes apply to the ECHO as claimed in ISO 12813:2015, Table B.18, Item 6.

B.4.6.1 BV test purposes
Test subgroup objective:
— to test the DUT support of ECHO-rg;

— to test the behaviour of the DUT in relation to valid ECHO-rs.

TP/AP-ECH/RSE/BV/01 Verify that DUT supports the ECHO-rq
TP Origin Specific
Reference [SO 12813:2015, 6.1.7
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Initial Condition DUT and Tester initialized

Stimulus and Expected behaviour
DUT Tester

1 ACTION.rq = { mode, eid, actionType =15, ac- =
cessCredentials, actionParameter, iid}

2 Verify length and allowed values of request
parameters (see Table A.7).

3 IF verification performed in step 2 was not
successful THEN TP failed

4 IEmode =F THEN GOTOQ chlpﬁ

= ACTION.rs = { fill = 0, eid = VST.DSRC-eid, iid
= (@, returnStatus = 0}

6 See Table B.2

B.4.6.2 Bl test purposes

Not applicgble.
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Annex C
(normative)

PCTR proforma for on-board units

1SO 13143-1:2016(E)

The protocol conformance test report (PCTR) proforma is based on ISO/IEC 9646-6, wHich can be
conpulted for any necessary additional information.

C.2 Identification summary

C.2{1 Protocol conformance test report

Table C.1 — Protocol conformance testreport

PCTR Number:

PCTR Date:

Coiresponding SCTR Number:

Coqresponding SCTR Date:

Tegqt Laboratory Identification:

Tegt Laboratory Manager:

Sighature

C.2|2 DUT identification

Table C.2 — DUT identification

Name:

Velnsion:

Prqtocol specification:

PI(S:

Pre¢vious PCTR/if any:

C.2{3  Testing environment

I'able C.5 — Testing environment

PIXIT Number:

ATS Specification:

Abstract Test Method:

Means of Testing identification:

Date of testing:

Conformance Log reference(s):

Retention Date for Log reference(s):
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