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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further—-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This|document was prepared by Technical Committee ISO/TC 46, Information and doqumentation,
Subcpmmittee SC 11, Archives/records management.

This|second edition cancels and replacesthe first edition (ISO 13008:2012), which has been technically
reviged.

The main changes are as follows;

— the terms and definitions have been updated;

ddditional drivers foryconversion/migration have been added;
— ¢onversion and migration requirements have been clarified;
— the Bibliogrdphy has been updated.

Any feedback or questions on this document should be directed to the user’s national standprds body. A
com;l;lete listing of these bodies can be found at www.iso.org/members.html.
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This document provides guidance for the conversion of records from one format to another and the
migration of records from one hardware or software configuration to another. It contains applicable
records management requirements, the organizational and business framework for conducting the
conversion and migration process, technology planning issues, and monitoring/controls for the process.
It also identifies the steps, components and particular methodologies for each of these processes,
covering such topics as workflow, testing, version control and validation.
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structure are maintained and that a given record’s standing as evidence of business activity is not
compromised. The principles apply regardless of how long the record is retained.

This document is applicable for both ad hoc conversion or migration projects as well as programs for

regular and
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ongoing conversion or migration.
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Information and documentation — Digital records
conversion and migration process

1 Scope

This document specifies the planning issues, requirements and procedures for the conversion and/or
migratiom of digitat Tecords T order to preserve the authenticity, Tetabitity; fmtegrity amnd usability of
such|records as evidence of business functions, processes, activities and transactions.

Thesle procedures do not comprehensively cover:
— Ihackup systems;

Ireservation of digital records;
— flunctionality of trusted digital repositories;

— the process of converting analogue formats to digital format§and vice versa.

2 Normative references

The following documents are referred to in the textin such a way that some or all of their content
consfitutes requirements of this document. For dated references, only the edition cited |applies. For
unddted references, the latest edition of the referenced document (including any amendmehpts) applies.

[SO 30300, Information and documentation << Records management — Core concepts and voqabulary

3 Terms and definition
For the purposes of this documeft; the terms and definitions given in ISO 30300 and the follpwing apply.

[SO dnd IEC maintain terminelogy databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia available at https://www.electropedia.org’

31
acceps
right, opportunity, means of finding, using, or retrieving information

SOUnf‘r‘ ICA 197, 9N4~7 D 114 1 N11
NCL 10U o127, 2017, 0. 1T 1. 1.UI]

3.2
attribute
characteristic of an object or entity

Note 1 to entry: Adapted from ISO/IEC 11179-3:2003.
[SOURCE: ISO 23081-1:2017, 3.3]

©1S0 2022 - All rights reserved 1


https://www.iso.org/obp
https://www.electropedia.org
https://standardsiso.com/api/?name=5694876bd50cae81aa8a1058c55e776d

ISO 13008

3.3

:2022(E)

content information
set of information that is the original target of preservation or that includes part or all of that

information
[SOURCE: IS

3.4
data cleans

0 19165-1:2018, 3.6]

ing

process used to improve data quality by detecting and correcting (or removing) defects and errors in

data

[SOURCE: IS

3.5

data object
discrete dat
assumed to

[SOURCE: IS

3.6
emulation

recreation ¢f the functionality and behaviour of an obsolete digital\system, using software (¢

emulator) o
Note 1 to ent
[SOURCE: IS

3.7
encryption
(reversible)
information|

[SOURCE: IS

3.8
file format
encoding of]

way through the intervention.ofa particular piece of software or hardware which has been design

handle that

Note 1 to en
formats may
with minor ¥
generously r

05127:2017, 3.1.11.21]

a, considered as a unit, representing an instance of a data structure_that is know
be known

O/1EC 2382:2015, 2121425]

N current computer systems

y: Emulation is a key digital preservation strategy.

05127:2017,3.12.1.20]

content of the data

0/IEC 18033-6:2019, 3.8]

a file type that canbe rendered or interpreted in a consistent, expected and meani

format

ry: A file-may (or may not) be a container containing zero or more files of various formats
be defined/by a specification, or by a reference software system. Many file formats exist in {
ariations and many also in more than one version. Typing of file formats should be interp
hithérthan strictly, but sufficiently precisely to distinguish versions where such distinctions

n or

alled

transformation of data by a cryptogtiaphic algorithm to produce ciphertext, i.e. to hide the

ngful
ed to

. File
orms
reted
have

significant in|

tefpretive consequences.

[SOURCE: PRONOM Vocabulary Specification, The National Archives UK, 2011]

3.9
migration

process of moving records from one hardware or software configuration to another without changing

the format

3.10

originating
initial manifestation of something
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3.11
preservation
measures taken to maintain the useability, authenticity, reliability and integrity of records over time

Note 1 to entry: Measures include principles, policies, rules, strategies, processes and operations.
[SOURCE: I1SO 30300:2020, 3.4.11]

3.12

refreshment
digital migration where the effect is to replace a media instance with a copy that is sufficiently exact
that allarchival storage hardware and software continuesto run as hefore

[SOURCE: ISO 19165-1:2018, 3.31]

3.13
replication
digithl migration where there is no change to the packaging information, the content infojmation, and
the greservation description information

Note [l to entry: The bits used to represent these information objects are preserved in the transfer tp the same or
new Inedia instance.

Note 2 to entry: Adapted from ISO 14721:2012.

3.14
repriesentation information
information that maps a data object into more meaningful concepts

[SOURCE: ISO 19165-1:2018, 3.34, modified — Examples have been omitted.]

3.15
sourjce record
docujment or record that has been copied,,converted or migrated or will be the input for su¢h a process

Note [l to entry: Adapted from ISO/TR 13028:2010, 3.8

3.16
validation
process of evaluating a s{stém or component to ensure compliance with the functional, performance
and interface requirements

[SOURCE: ISO/IEGy14776-121:2010, 3.1.108]

4 Qrganizational and business framework

4.1 [ General

This clause addresses the drivers that often prompt the need for the conversion or migration of digital
records, the issues that organizations should consider when evaluating the need for conversion or
migration of their records, and the steps taken in developing a conversion and migration program. It
discusses the decision making and resource allocation associated with the conversion or migration
within the organizational framework, as well as the technical infrastructure that supports the
conversion and migration processes and which should be used to ensure the records’ authenticity and
integrity for as long as they are needed.

©1S0 2022 - All rights reserved 3
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4.2 Conversion and migration drivers

4.2.1 General

A variety of drivers can compel an organization to convert or migrate its digital records. Some records
have longer retention requirements than a software application or storage medium can sustain,
prompting organizations to convert or migrate their records while supporting systems are still viable.
Some records might need to be converted or migrated because the corresponding media becomes
contaminated. Organizations might also choose to convert or migrate records proactively on the basis of

4.2.2 Conyversion drivers

Conversion [is defined as the process of changing records from one format to another. Examples of
drivers that|can require digital conversion include the following.

a) Formatichange: records stored in a proprietary format are converted to anopen file format, sulch as
a conversion of a Word.doc file to PDF/A.

b) Formatjobsolescence: for example, records stored in an obsolete bufstill readable word procepsing
format gre converted to a current word processing format.

c) Interoperability: records are converted to a format that ensures seamless interoperability |with
certain [T infrastructure

d) Legalispues: records are converted according to existing explicit legal or regulatory requirements
concerrling formats or service providers

4.2.3 Migration drivers

Migration i defined as the process of moving-records from one hardware or software configuration
to another Without changing the format, Some examples of drivers that can require digital migrption
include the following.

a) There dan be a need to migraté records from one structure to another. For example, re¢ords
existing in several legacy ddtabases might be restructured into a new consolidated databasqg (e.g.
from Orjacle to SQL Server),

b) The platform in which‘\the records were created is changing and the records need to be migrated
to the new platforim: For example, records might need to be moved from a Microsoft Winflows
platform to a UNIX platform.

c) A migration.is prudent from a business perspective (e.g. to introduce a new system with imprjoved
functionality). For example, a migration of records might be needed to support a change frpm a
physical business presence to a web-based storefront or to move records from a shared drive to an
electronic document and records management system (EDRMS). Migration also takes place when
an organization moves its records to external service provider/cloud environment, or from one
service provider to another.

Organizations should assess, document and manage their records. Ongoing accessibility of digital
records in the context of changing technical environment and compliance with dynamic legal and
regulatory requirements demand rigorous, coordinated efforts and sustained funding. Decisions
related to conversion and migration should be based on analysis of the value of the organization’s digital
records and the impact of technology infrastructure and investments during the records' existence, as
well as on knowledge about standards and best practices relating to conversion and migration of digital
records.

4 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=5694876bd50cae81aa8a1058c55e776d

IS0 13008:2022(E)

4.3 Planning for the conversion and migration process

4.3.1 General

Records conversion and migration planning falls into the domain of the organization’s information
governance protocols and systems (i.e. is a joint responsibility of the stakeholders including information-
related professionals and relevant business functions). As with more traditional asset (capital, facilities,
human resources) management, policies and procedures regarding the acquisition, management and
disposition of information assets shall be established, followed, documented and periodically audited
for compliance and efficacy. Business managers (and their respective IS/IT support officers) shall know

whe
to pl

In a

e and how their record assets are being created, managed and stored, and shall ther

fore be able

hn and justify the case for conversion or migration.

piven organization, conversion or migration might take place as a one-time pnoject

as an ongoing activity in response to any of the above-mentioned situations. However,
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ervation of digital records and their metadata, conversion or migration shall-be perfor
ivell-planned and structured program. In all cases, it is preferable to,plan, execute
ecords conversion or migration process proactively, with adequate time and resourd
east disruption to stakeholders and their respective business cyeles and functiong
hnned event (natural or human-made), there can be a need to undertake conversion
r extreme and therefore less than ideal conditions, which maké.it more costly and disy

Risk management

ficant costs can be associated with the conversion and migration of digital records;
osts of new hardware and software, licenses,-additional human resources, etc. As
hization shall determine the scope of conversion or migration on the basis of the an
, benefits and risk. Records shall be analysed;to determine their value to the organiz
hssociated with their potential loss or corsuption. Part of the organization’s records

5k analysis can be found in ISO/TR18128.

rganization's records management practices are based on operational and other

ding access or documeniting financial transactions) determine the strategies and level
hization undertakes to'ensure the trustworthiness of a record. Risk assessment and ris
y with other techniques, are used to establish both management controls for and do
rements of activities. These risk assessments can also be used to establish records 1

to undertaking new initiatives.
| a records management perspective, two main risks are assessed when considering dig

hallenges to the trustworthiness and integrity of the records (e.g. legal challenges)

or regularly
for effective
med as part
ind validate
es and with
. During an
r migration
uptive.

for example,
a result, an
hlysis of the
ion and the
anagement

Fam should include appraisal of the records and assessment of the risks associated with them.
hally, the organization’s records reténtion policies document these decisions. Additional guidance

needs and

bptions of risks. Operatiomalneeds (e.g. fulfilling regulatory requirements, product development,

5 of effort an
K mitigation,
umentation
nanagement

‘ols. Risk assessments shall be conducted to establish appropriate levels of managemlent controls

ital records:

that can be

xpectedover the tife of theTecords;

2) loss, including loss of access to (or unauthorized destruction of) records.

Consequences are measured by the degree of loss (including reputational loss) that the organization or
other stakeholders would suffer if the trustworthiness of the records cannot be verified or in the event
of loss or unauthorized destruction of records.

4.3.3 When to convert or migrate

Itis recommended to perform conversion or migration of records before the technology and media upon
which they depend become obsolete. Depending on factors such as volume and access requirements, it
can be desirable to convert or migrate the records as soon as the target or end environment is known. If
the perceived value of and/or risk to the records are sufficiently low, organizations might choose to wait

© IS0 2022 - All rights reserved
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until some other driver (e.g. software upgrade, system replacement, acquisition or merger) triggers the
decision to convert or migrate.

4.3.4 Conversion and migration considerations

In the digital environment, conversion and migration of an organization's records are often a routine
activity on both large and small scales. Therefore, an organization shall have policies, procedures, and
plans to ensure these activities are conducted in accordance with standards and business practices.
Obligations and interdependencies related to records preservation shall be acknowledged and
documented as early as possible in the analysis and requirements definition phase of both business
process planning and technology investment planning.

When deciding whether internal or external resources, or a combination, will be involved iIIl the
(project-baged) conversion and migration activities, the following factors should be taken inte)accpunt.

— SKkill sefs: whether the organization has staff with the experience and knowledge to perfform
conversjion and migration activities.

— Availabllity of human and technical resources (including security and records)personnel): whether
staff mgmbers with the appropriate skill sets are available during the project timeframe.

— Equipmnt: whether the organization has the right environment and tools to perform convefsion
and migration activities.

— Cost an[d timeline: whether the organization has the resoutees (budget and time) to perfform
conversfion and migration activities.

— Capabiljty to perform quality assurance/quality control: whether the organization has pers¢nnel
with th¢ experience and knowledge to perform quality*assurance and quality control activities.

— Data sharing/data stewardship/ownership: whichperson(s) or business unit(s) in the organization
will leatthe conversion and migration activities:

— Validatipn: whether the organization has"staff with the experience and knowledge neede¢d to
validatg conversion and migration activities.

— Businegs cycles: which person(s) orbusiness unit(s) in the organization will decide when convefsion
and migration activities should\o¢cur.

— Security and privacy: whether internal and/or external service providers can comply with all the
relevant legal, regulatoryand business requirements.

4.4 Establishing a conversion and migration program

4.4.1 General

Organizatiohks fhot ynatntaty gl vwoocnrde £or oo ninde +hat nacnccitatn ragulay o d A Foin
g IS—at R e e g tar Feeoras—Tor—SHen—perisas—taatreeessitarefFegurar—ahna—-oh g

conversion or migration shall establish a conversion and migration program before carrying out major
digital records conversions or migrations.

This implies that the requirement to convert or migrate the digital components making up the
organization’s records is recognized, and a governance structure with direct or delegated executive
authority is in place. The corporate policies of the organization shall authorize the establishment of a
conversion and migration program.

The conversion and migration program governance structure authorizes when and how conversions
and migrations occur and who is to carry them out. Normally, records professionals are responsible for
authorizing the conversion and migration process with assistance from IT, the owner(s) of the business
and the legal staff. The conversion and migration program governance structure also authorizes
whatever audit process is to be implemented and identifies who is responsible for performing it.

6 © IS0 2022 - All rights reserved
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Setting out the authorization and business area(s) responsible is essential to establishing conversion

and

migration as a normal and routine business activity for an organization.

To minimize risk in larger organizations, the conversion and migration program should include
authorization for:

The

4.4.2 Development of procedures documentation

The

a limited number of events that trigger conversion or migration;
the types of conversions and migrations to be done;

the method of recording (and certifying if necessary) that the above activities are carried out as
required.

rganization’s policy or procedures document should list these authorizations.

process of converting and migrating digital records introduces significantrisks to the authenticity,

integrity, reliability and usability of those records. To mitigate these risks;it is important t¢ control the
process by applying approved and documented procedures.

The
disc

hpproach to the development of a conversion and migration procedures documentatjon is at the
iletion of the individual organization. There can be separate.documentation that addrefs each type

of cdnversion and migration, or a single document with appropriate subsections for each type. At a
minimum, the conversion and migration procedures documentation shall address all phases of the
convprsion and migration process. Conversion and migration can be executed at the same time.

The

reco

esta

speclfic documentation shall be developed for, them.

ds/media shall be removed from the active environment, and shall be maintained accarding to the

$ocumentation shall also describe the procedures‘for disposition of source records or mledia. Source
lished disposition authorities. If additionaléypes of conversions or migrations are gncountered,

All r¢visions to procedures shall be documented in the documentation with appropriate authorizations.
Ad hpc documentation entries shall bevavoided as they can destroy the credibility of the|program in

the

underpins the establishment of the-integrity of digital records as evidence.

dgvent of an investigation or regulatory inquiry in which the method of conversion qr migration

Conversion and migration progedures documentation shall address all phases of the procegs as follows.

Planning: the procedural steps, methods, people and other resources needed to executela successful
¢onversion/migration of the target digital records.

[onsider the epportunity to perform data cleansing during the migration process; this will improve
data quality'and eliminate redundant or obsolete information.

[Lonfiguration of the migration/conversion software (if needed).

] pcfing- thetestsneededto Vprify thatthe p]qnnpd prnr‘pdnrnc and methodswould yip]d asuccessful

conversion/migration of the records.

Back-up: ensure back-ups are performed before performing a conversion/migration of the
production environment.

Conversion and/or migration: the procedural steps tobe performed in carrying outactual conversion
and/or migration of the target digital records.

Validation: the procedural steps and methods to be used to verify that the target digital records
have been successfully converted or migrated. This enables third parties to be certain that the
authenticity of the records has been maintained through the use of a documented procedure to
record the conversion or migration process. Quality assurance procedures shall enumerate the steps
needed to ensure a controlled and secure conversion and migration process. Lastly, the content and
format of error reports shall be generated once the conversion or migration is complete.
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— Sign-off: the authorizations needed to verify that the conversion and migration process has
successfully performed in compliance with approved policy and procedures.

— Documentation: detailed records of the conversion and migration process during and after
conversion and migration project.

been

each

Clause 7 outlines additional details of the procedures that constitute each phase of the conversion and

migration process.

5 Conversion and migration requirements

5.1 Genefal

This clause fincludes those issues associated with the management of the records to be converted
migrated so|that complete, accurate, reliable and authentic records can be produced oncé€ the conve
and migratipn process has been completed.

The conversjion or migration of digital records from one technology environment to)another can altg
content, context or structure of the records. If this occurs, the organization might risk non-compl
with records management requirements through loss of the records’ reliability and authenticit
effective digital conversion and migration plan can be used to identify dll of the characteristics d
records that should be preserved after the records have been convertéd)or migrated.

5.2 Conversion and migration preparatory activities

The following activities shall be completed for a successfulidigital conversion or migration proce
ensure that conversion and migration requirements outlined in this clause can be met.

— Documgnt all conversion and migration activities to ensure that the organization continu
possess| complete, accessible and authentic records throughout their full retention period.
documentation should demonstrate that all+ecords, including those created while the conver
migratipn activities were in progress, have'been converted/migrated.

— Define the target format of the records. Digital records (e.g. text documents, e-mail mess|

| and
rsion

rthe
ance
y. An
f the

5s, to

Ps to
This
sion/

ages,

databages, spreadsheets, web pages) and their metadata are created using the technglogy

(hardwhre and software) that is available at the time of their creation. The targeted format
records|should be defined, and conversion or migration should occur as quickly as possible b
the curgent format of the digital information becomes obsolete so that new technology can be
for the ¢onversion or migration procedures.

— Consult| a recordstsetention and disposition schedule prior to initiating a digital conversig
migratipn proje€t)in order to ensure that resources are not wasted on converting or migr
digital fecords'that are to be destroyed.

f the
cfore
used

n or
ating

L are

— Evaluatpthe extent of the process metadata. Conversion and migration process metadatj

essential to prove authenticity and reliability (se€e b.3). A formal evaluation of the extent of the
process metadata are required prior to deciding whether some or all of this metadata should be
converted or migrated.

Define what metadata and data are needed to reproduce a complete and reliable record so that this
data can be protected during the conversion or migration.

Define what metadata are needed in order to identify and use the record so that the record can be
searched for and accessed after the conversion or migration.

Establish a methodology for comparing the identified significant characteristics of records so that
problems can be identified, corrected and validated.
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Identify records that are relational or linked and establish whether existing relationships or links
can be compromised by the conversion or migration. Establish safeguards to protect these links

during the conversion or migration.

Document any attributes of the record that should not be converted to the new format,
to the new system, and state the reason.

Determine whether the appearance of the record contributes to its meaning as a di
(considering such things as formatting, colours, fonts, etc.). If appearance is integral to t
the plan should address how to maintain it. Once conversion or migration is complet
any changes to the appearance of the record.

or migrated

gital record
he meaning,
e, document

nsure that processes applied to the new format will yield results that are expected ¢
he same or similar processes applied in the originating format.

ocument any loss or corruption resulting from a conversion or migration pro
information can be lost or corrupted prior to the conversion or migration. If this happen
tthe damage. A conversion and migration plan should aim to reduce the risk of further
of the content, context and structure of the records to an absolute mimmum.

[onsider physical and logical security when conversion or migration is undertak
gecurity means access control to IT suites; logical security méans access control to
in which the conversion or migration is being undertaken~The conversion and migra
hould not affect existing access rights to the data.

q

I

roblems arise, do not undertake any irreversible activities. When performing cq
%igration activities, make sure the source file is not deleted until the result is verif
jurisdictional legislative and policy requiremehts are met.

Conversion/migration process metadata

1

{

g

General

data documenting the conversion and/or migration process provide the information
o demonstrate that a recérd, having gone through the conversion or migration proces
authentic and reliable. Therefore, the creation, maintenance and preservation of this
fremely important.

he purposes of deCumenting the processes of conversion and migration, the event histo
rucial. During‘conversion/migration, the existing event history metadata shall be mi
ecord in order to ensure the ability to make assertions on the authenticity of the r¢
brsion @r_migration process shall create event history metadata for every indivi
erted-or migrated.

[¢
Ij

ioniships documented in metadata shall be maintained during conversion/migration. R

ompared to

ess. Digital
s, document
degradation

en. Physical
he platform
tion process

Perform all conversion and migration process testing on a sample copy of the recgrds. In case

nversion or
ed, and any

that allows
s, continues
information

'y metadata
grated with
cord. Every
dual record

elationships

of particular concern can be:

internal relationships, i.e. within the document, such as a document containing a linked
or images;

functional relationships, for example between records documenting related aspects of t

aggregational relationships, for example documents aggregated to files/folders;

spreadsheet

he business;

structural relationships, for example between records and creating agents, or business;

systematic relationships between records and control tools, such as business classification schemes,
disposition authorities, access and security controls, and mandates (these control tools contain

contextual information that informs the meaning of the record).
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Conversion and migration processes shall ensure that the metadata about the records continues to be
persistently linked to the converted or migrated record.

5.3.2 Conversion and migration process metadata implementation issues

Asnoted in 5.3.1, process metadata about the conversion and migration actions provide the information
that allows one to demonstrate that a record, having gone through the conversion or migration process,
continues to be authentic and reliable. Therefore, the creation, maintenance and preservation of this
information are extremely important.

As records can go through multiple conversions, each conversion or migration shall create its own

accompanying volume of event history. In this scenario, the metadata linked to the records| will
exponentially increase to document each conversion and/or migration the records underge] The
authenticity, reliability, integrity and usability of the records depend on the validity of eachysuccessive
set of event history metadata.
Sometimes fthe value of the metadata elements within a record changes as a resultiof’the convefsion
or migratiof process. If this occurs, every change in the metadata value shall be recorded in the ¢vent
history metpdata accompanying the record, in order to ensure that the records-¢an be understood
Compound documents and relationships between records also present issu€s at the time of convefsion
and/or migration. Assuming the related record is needed for the authenticity and reliability of a reford,
relations befween the two records shall be permanent.
6 Conversion and migration technology planning
6.1 Geneyal
This clause|addresses the technology planning for. the conversion and migration process. It i§ not
intended to| provide a comprehensive guide to, technology planning and acquisition, but rather it
identifies thjpse key infrastructure issues and technology elements that ensure a successful conversion/
migration project.
For the purpose of using generic terms,the description of the project refers to two systems:
a) the existing records system, on(which the records are currently kept;
b) the new system, which can‘bg:

— inthe case of convérsion of format, the existing system in which specific capabilities for hanfdling

a different records format are either activated or added;
— in the case of‘migration to another storage solution, the existing system in which new stqrage
devijices are'either activated or added;
— ords

system.

Technology planning involves assessment of current technological capabilities as well as specification
development for new hardware and software that can be needed to successfully manage the
conversion/migration process and operate the new system. New hardware and software can be needed
for handling a different records format in the existing system, managing different storage devices,
or migrating the records from one records system to another. In addition, technology planning shall
address the organization’s infrastructure and the sustainability of that infrastructure to support file
formats, access and integrity.

If organizations do not already have technology development tools in place, records professionals
and others assigned the responsibility of technology planning can find it helpful to develop such
tools. For examples, planning templates, a methodology for identifying requirements and linking
resources, and a traceability matrix (a document that cross references related items throughout a
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technology development process). Individuals conducting the planning process shall also consider any
organizational business operation rules that can apply.

6.2 Business requirements

An understanding of the requirements given in this subclause will be crucial for the specification
development process and for ensuring that the technology planning process meets existing
organizational policies and procedures for such activities.

Identify and define the business needs and benefits of the anticipated conversion/migra

tion project.

[demtify the tegalanmd Tegulatory TequiTernents:

Ensure that all stakeholders, including users of the records system, have beén 'co
gufficiently involved in the project.

Ensure that all personnel with assigned duties in the conversion/migratign\project ar
lasks and their participation is secured and documented.

Lomply with non-technical requirements for hardware/soft¥are acquisition
rganization, i.e. project management objectives and timelines,> price and contrad
urchasing procedures (e.g. request for proposal, bid development). These requireme
ith the type of organization.

nsure that, if the conversion or migration process is carried out by an outside service
usiness needs of the organization, technology compatibility issues, security issues, cu
eeds, testing, validation, training and provision dfother services are thoroughly spe
ontractual agreement.

ntacted and

e given their

within the
tual issues,
hts can vary

provider, all
stomization
cified in the

apture requirements and analysis of business needs in terms that can be measured and tested.

ranslate business requirements into a“set of functional requirements.

valuate and review the conversion/migration project at various stages to ensure
upport the business needs and requirements of the organization.

ddress and incorporate training and education requirements.

lan for testing and parallel operation of existing and new systems. This can includ
ccess to both systenrs through user access applications or providing parallel interf:
ystems for any IT-application requiring it.

nsure a proven rollback plan/back-up strategy has been developed.

aintain.the replaced system for as long as required in order to provide for a rollbacl
vent'of-failure of the conversion/migration process.

that it will

e providing
hces to both

¢ plan in the

ddress and define quality control needs and objectives.

Provide for a post-implementation review audit of the conversion/migration procedures and
documentation in order to ensure compliance with business governance needs. This can include the

need to provide industry-specific certification requirements.

6.3 General administrative planning

Administrative planning requires the development of tools and resources to ensure a smooth transition
to the new system. Potential service providers shall be prepared to provide the same documentation
and to indicate how they will do it. Even if the conversion/migration project will be managed completely
in- house, attention to these administrative planning documents ensures that the transition from one
system to another will be completed on schedule with all obligations met.
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The administrative planning of the conversion/migration project includes personnel resources, time
and competencies. The documents given in the following list should be created, except in cases of in-
house projects, when some might not be necessary (e.g. qualifications of service provider s, contracts
and agreements).

— Project

management plan.

— Roles and responsibilities. Identify all internal and external personnel involved in the project and
identify their expected roles.

— Terminology list.

— Delivertand installation schedule.

— Test plajn of the conversion/migration in the new system.

— Mainter
— Trainin
— Procedy

— Convery
table st
equipm
monitof
and ma

— Qualifig
a list of

— Contrad

ance plan during the conversion/migration.
b plan for the use of the converted/migrated records.
ires documentation.

ion/migration documentation. Documentation includes any manuals, software guid
ructure, mapping tools, operations procedures, hardwarg. configuration and typ
ent required. It includes software and hardware to pérfoerm the conversion/migrg
the progress of the conversion/migration, report new system performance, log transac
hage user access.

references or recent projects.

ts and licence agreements.

6.4 Technology planning requirements

6.4.1 Gen

eral

The capabilities and operation of(the current system shall be assessed and described. It ca

very helpfu
the technol
conversion
them to the

to gather information‘about the current system to aid the project team in addre

migration solution needs to do. Document the results of the assessment and distr
project teamyahd management.

The assessr:Lent progess should address the following areas.

— Detaile

description of the current system.

ance,
ps of
tion,
tions

ations and experience of the service provider (s).{fusing an outside service provider, request

n be
5sing

hgy requirements.'d@S part of a requirements document which defines exactly whaf the

bute

— Complid

— Functional needs and capabilities of the current system.

— Data structures and elements.

— Identification (including location) of the actual records to be converted/migrated:

— check whether the records are within their retention period (they do not require conversion/
migration if they are due for destruction in the near future).

— Methodology for the conversion/migration. The methodology should ensure:

— maintenance of the integrity of the records;

— that each record is completely converted/migrated;

12
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— that the authenticity of the converted/migrated records can be demonstrated;

— that all necessary metadata/audit trails are retained (and converted/migrated where

necessary).

Ensuring thatall approving stakeholders, including the person responsible for the records within the

business, have approved the methodology and will validate at the appropriate time the conversion/
migration of the records into the new system.

Review and documenting of any risks associated with the conversion/migration.

Quality control.

6.4.

ecurity and privacy.

Challenges posed by records created by new and emerging technologies

The following lists some of the challenges posed by records created by new and emerging t

q

evelopers of new and emerging technologies can be focused on shert-term business e
nd efficiency and might pay much attention to traditional paper-based paradigm
anagement or to long-term preservation and usability issuesy*As a result, new co
f digital objects continue to appear, mostly represented - proprietary formats ar

pecialized proprietary software or hardware for accessand processing. These objects

usiness activities and function asrecords. They can haye uncommon attributes, such ag

bchnologies:

ffectiveness
b of records
nplex types
d requiring
are used in
immutable-

y-design (blockchain), highly structured (databases,; XML and CAD-files etc.), distributed and

ecentralized; be non-static, interactive and demonstrate certain behaviour.

E

‘ast pace of changes results if the fluidity of emerging formats and structures, and freq
hanges of the corresponding software. Somye technologies happen to be short-lived, 3
hort timeframe service provider and user 'support for them can vanish. In general, t
innovations result in more frequent andsmore risky conversions and migrations.

I lent version
q nd within a
9 echnological
I
1

nnovative features of the records produced by the new and emerging technologies can complicate
heir conversion and migration from legal point of view. Proving authenticity and int¢grity of the

igrated records can be challéenging, especially in the cases when there is no designatgd custodian
r storage location.

An grganization that impléments or considers implementing new and emerging techno
business processes, should plan in advance and allocate necessary resources for con
migrption of records produced by these technologies, and for decommissioning of the co
inforymation systems. The organization should also establish processes for proper docur
the new and emerging technologies and for timely identification of the information assets ¢
basefl on thesetechnologies, as well as for monitoring of their obsolescence.

logies in its
version and
rresponding
hentation of
reated by or

6.4.3 < New and emerging technologies as enablers of conversion and migration

Some innovative technologies can become enablers of transformational changes in conversion
and migration strategies, policies and processes. For example, Al can help in evaluating risks of
obsolescence, finding conversion and migration paths and reliably verifying integrity of the migrated
records. Blockchain and distributed ledger technologies can be instrumental in establishing trust into
converted or migrated records.

6.5 External conversion and migration services

Conversion and migration projects often require specialized competencies, hardware, software
(including licenses) and other resources. Timely execution of large-scale conversion projects can also
present a challenge. Additional complexity results from the requirements to preserve admissibility,
legal and probative value of converted records in compliance with the laws and regulations of applicable
jurisdictions.
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As a result, quality in-house conversion can be either unfeasible or too costly, especially for medium-
sized and small organizations, even in the case of common office formats. Possible alternative is
outsourcing of conversion and migration to third parties.

In several areas (e.g. CAD files, electronic medical records) there already exists well-established market
of outsourced conversion and migration services.

Organizations should also identify possible external conversion and migration service providers and
services as a part of their business continuity/disaster recovery/organisational resilience strategy.

Relevant guidance and recommendation documents include but are not limited to:

— ISO/TR[22428-1;

— 1S0 17068;

— IS0 37500;

— ISO/1IEQ27017;

— ISO/IE(Q27036-4;

— ISO/IEQTR 22678;

— ISO/IE(Q 19086.

7 Conversion and migration procedures

7.1 Genepal

The purpose of this clause is to apply the conversion and migration requirements establish¢d in
Clause 5. THe conversion and migration procedures are composed of four key steps: planning, teqting,
conversion/migration and validation

Each organjzation or institution is unique .and has differing needs and objectives for establishjng a
conversion and migration program. Farther, not all records within an organization will necesdarily
require the japplication of all conversion and migration procedures and requirements outlined i this
document i order to fulfil records-management requirements. These requirements and procedures
are meant tp serve as a guide @nd’a template. It is up to the organization’s records professional$ and
legal staff tq understand its records management requirements, and to determine to what level to apply
the requirements describedin this document.

7.2 Procedures

7.2.1 Ger1eral

This clause specifies the requirements for conversion and migration by linking them to the procedures
involved. These procedures become the controls, which ensure the maintenance of authenticity,
reliability, integrity and usability of the records to be converted or migrated.

Not all digital records in an organization will merit the full application of these controls. The
organization shall determine the controls that the particular records may or may not merit during the
conversion or migration project.

A conversion/migration project shall ensure the following in relation to the converted/migrated
records:

completeness of content;

integrity;
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authenticity;

completeness and accuracy of metadata (all required metadata should be included and accurately
populated, for example, the date of creation of the record is not to be replaced by the date of
conversion/migration or the originating creator is not to be replaced by the operator conducting
the conversion/migration);

transparency of implementation (this control can be critical if the records are required for litigation
purposes);

fulfilment of additional requirements, such as retention requirements or requirements covering the
admissihility of digital records

7.2.1 Guidance on selecting appropriate procedures

Each|procedure outlined in this clause is designed to establish an element of contrelaimed af preserving

the

integrity, authenticity, reliability and usability of records as evidenceof>business fransactions

folloywing a conversion or migration procedure. As noted previously, an organization need not follow
all of the procedures outlined in this document. Most organizations have)to strike a difficult balance
between following all the procedures (i.e. “perfect maintenance”) and\stach limiting factorg as cost and
time| The procedures an organization should follow, and the level of centrol they establish, d¢pend on the
orgahization’s own estimation of the risk/return ratio, that is, thie cost of losing the records’ integrity,
or loping them altogether, versus the cost of converting them following the procedures outllined in this

doc

ent. A number of factors, such as the retention requirement of the records, whether they are

likely to be required as evidence in litigation, and the type of'conversion or migration being pundertaken,
shoulld have a bearing on how the risk/return ratio is calculated. Table 1 summarizes the main decision
points to consider when choosing the extent to which'the procedures described in this clause should be

followed. The intention is to assist an organizationsin striking the right risk/return balancg.

7.2.

Maintaining the records’' characteristics

Convlersion projects typically involve a chrange of file format, thus enabling the records tp be used in
neweér systems. With migration projécts, the file format of the digital record is not changed in any way.

The

related to maintaining the records"characteristics, see Table 1.

igital record should be copied’or moved without change to the file format. For procedural aspects

In order to demonstrate thata’conversion or migration project has been successful, the following steps

should be taken:

¢onfirm that the.file format has not changed (migration projects);
ensure thatiall the necessary information is included in the converted or migrated recqrds;

yhere there are differences in the presentation of the information (such as differing fonts and/or
page layouts), ensure that the integrity of the new presentation can be demonstrated;

il 3£ H L H 3 pa A | + 21 H 4+
IUCIUITy iy CUTTVET STUTI/TIITST ATTUIT T TUT S dITU U T UTITTITIUTITUSTTITS TATILTS,

confirm that all records have been converted or migrated (or identify those that have not been
converted/migrated);

update the records metadata to include details of the conversion or migration process;

create a record of the conversion or migration process, including an audit report.

It may be appropriate to keep samples of records before and after conversion or migration, along with
samples of extracts (such as prints or image files) that can be used to demonstrate the continuing
authenticity, integrity, usability and reliability of the records.
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Table 1 — Conversion/migration procedures decision points

Procedure

Key issues

Comments

Planning: all steps

What is the level of planning
needed given the context of the
project?

The amount of planning that needs to be done
depends on the nature of the records, the amount
of information that is already available about
them, and the complexity and type of conversion
or migration.

Testing: all steps

Is maintenance of integrity, au-
thenticity, reliability and usability
ofthe records of high importance?

The continuing relevance of the records, or wheth-
er they are likely to be required for legal or
compliance purposes, can establish the degree

to WiTITIT theiT itegrity, autiernticity, Tetiapility
and usability are important to an organizdtion.
If less important than other factors, stich’ag cost
or business flexibility, the testing phase c3n be
skipped in favour of moving direetlyzto convefsion
or migration.

Testing step 1: planning

What are the size/scope and type
of the conversion or migration?

Smaller conversion or migration projecty and
those that are less complex, e.g. refreshment
versus other types of edGnversions or migratfions,
should require less¢planning.

Testing step 2: configura-
tion of the test environ-
ment

Is the technology infrastructure
already in place?

The level of wdrk involved should vary with the
type of conyérsion or migration being undertfaken
and the degree to which the technology ipfra-
structure.is already in place.

Testing step 3: testing

Whatis the type and complexity
of conversion or migration?

Thedevel of work involved should vary with the
type of conversion or migration being undertaken.

Testing step 4: assessment
of test resulits

Whatis the type and complexity
of conversion or migration?

The level of work involved should vary with the
type of conversion or migration being undertaken.

Testing steﬂ 5: reporting of
testresults

What is the retention, Status
(value) of the records? Are they
of high legal/compliance value?

Careful documentation is essential for establishing
the integrity of records, particularly those that
might need to be produced as evidence in cpurt.
If the records are unlikely to be required as ev-
idence in courts of law, documentation is of less
importance in the conversion or migration pracess.

Conversion
1: preparin
sion or migy

migration step
s for the conver-
ation

What aye the size, scope, and type
of the-conversion or migration?
Torwhat extent has preparation
already been done as part of other
phases?

The level of work involved should vary with the
size and scope of the conversion project anf the
type of conversion being undertaken. Permigsion
for IT resources could already have been obtgined
at the testing phase.

Conversion/migration stép
2: defining records for\¢on-
version or migratien

Is sufficient information for un-
dertaking conversion or migra-
tion already available (e.g. gath-
ered during planning or testing)?

The level of work involved should vary with the
size and scope of the project and the type of con-
version or migration being undertaken. Yluch
of the necessary data could already have peen
gathered during testing.

Conversion/mmigrationm step
3: configuring the conver-
sion or migration environ-
ment

fsthetechmologyinfrastructure
already in place?

Thisstepshoutd motbeecessary if thetechnol-
ogy infrastructure pre-exists or has been set up
during the testing phase.

Conversion/migration step
4: conducting conversion or
migration

Recommended for all conver-
sions/migrations.

The level of work involved should vary with the
size and scope of the project and the type of con-
version or migration being undertaken.
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Table 1 (continued)

Procedure Key issues Comments
Conversion/migration Is maintenance of integrity, au- | The retention status of the records, or whether they
step 5: error checking and |thenticity, reliability and usability | are likely to be required for legal or compliance
correction ofthe records of high importance? | purposes, can establish the degree to which their

What are the size, scope and type | integrity, authenticity, reliability and usability are
of the conversion or migration? |important to an organization. The level of work
involved should vary with the size and scope of the
project and the type of conversion or migration
being undertaken.
Validafi‘ﬂ‘g‘:‘a}} atcpa Atre-threrecords hlxcl_y tobere—Reviewand-verificattonrof-the—conversion and

migration process is essential for'esf
integrity of records that are likely
as evidence in court. If the records
be required in legal preceedings,
validation of the conversion/migr
considered.

quired in legal proceedings?

ablishing the
to be needed
are likely to
independent
ation can be

Auth

This step is recommended for all corj
migrations; however, the level and for
vary with thelong term retention 1
of the records. Records that can bg
evidence in court should require foy

Are the records of continuing
importance to the organization?

orization: all steps

versions and
mality should
equirements
required as
mal sign-off.

7.3

7.3.1

A cle
betw
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conv
profd

Conversion/migration project planning

General

arly defined conversion and migration plan'is extremely important, as it can mean th
een a successful project (i.e. one that maintains the availability and integrity of the tar
hin unsuccessful project which can result in the compromising of records’ authentici
pility and usability or in the ultimate loss of the record. To increase the chances of
brsion or migration plan shall nat be carried out in isolation, and shall consider input f
ssionals and IT and business representatives.

e difference
get records)
Ly, integrity,
success, the
rom records

Regardless of whether a cony€rsion or migration project is a one-time exercise or is carried out as part

of an|

7.3.2

It is

to fo
thein

ongoing program, the fellowing steps should be taken:

Step 1: Understand the source records and their organizational environment

‘mulate an effective plan. One aspect of understanding the source records involves un
importance to the organization. To do so, answer the following questions.

What.is the authorized retention period for the source records? If there is no authoriz

mportant togain a thorough understanding of the records to be converted or migrated in order

derstanding

bd retention

pprind one shall be established

Will staff need immediate access to the records, or can they be stored offline?

Are the records required for business continuity purposes?

Another key aspect of understanding the source records entails determining their technical structure;
for example, which parts of the records represent “content information” versus “representation
information.” This can be done through a series of steps, as follows.

a)
b)

For content information, identify bits constituting the data.

Identify the representation information that, in some way, addresses all the bits of the content data

and converts them into more meaningful information.
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d)

For the representation information identified, examine its content to identify whether it requires
other representation information. If it does, obtain the required representation information. Repeat
this step until no additional representation information is identified.

The content information consists of the content data and each of the representation information
identified in b) to c).

7.3.3 Step 2: Choose the desired state of the target records

To provide a clear picture of the work to be done, create a model of the structure of the target state
desired for the records undergoing conversion or migration. This can involve conducting some research

to make apgropriate choices regarding format (conversion) or media (migration).

7.3.4 Step 3: Choose/develop the conversion or migration method and activities

Once the cyrrent and target states of the source records have been identified, choose or develop a
method of cponverting or migrating the records from their current state to their target state, toggther
with identifying or developing the appropriate tools and/or software needed to achieve the convefsion
or migration objectives. Questions to consider when choosing or developing theconversion or migration

method inclpde the following.

18

Will degcriptive information about the records (e.g. a finding aid owindex) have to be updated as
part of the process?

Will the records have to be decompressed or unencrypted prior to conversion or migration?
Will conversion or migration into the target state requiré compression of the records?

What wjill be the conversion or migration pathway?

Will dafa need to be extracted for the conversion or migration? If so, how? Many commonly
available programs have tools for exporting data in standard formats such as CSV, PDF, JP( and
TIFF. A:Eernatively, the target application:e€ah have translators or wholesale importers of flatffiles.
There afre also conversion and migrationextraction tools that claim to be able to move data [from
any soufce to another.

Will data cleansing need to becarried out as part of the process? In some cases (e.g. HTML), the
originafing format of the source data can present a conversion or migration challenge begause
it refledts how the old system operated. These formats can require that formatting informption
be remg¢ved, tags stripped; lines rewritten, and poorly written code cleaned up, usually thrpugh
a servige provider -approved or custom script. During the actual conversion or migratior, the
organizption shouldconsider whether to carry out data clean-up or to load data into the target
system |without(cléansing. This can be particularly necessary with conversions or migrafions
involving records stored in older content management systems, which often store longer piedes of
content|as.separate pages, while newer systems store the whole document as one object, splitting
it up at theydisplay stage. A conversion or migration project may choose to clean up these regords
by converting or migrating them Into a single digital object, or 1t may leave the data as 1s and build
transformation rules into the target system. If the data cleansing process is undertaken, it should
be carefully documented to avoid jeopardizing the data integrity.

NOTE In many instances, conversion and migration cannot be separated. In other words, merely moving
from one hardware platform to another cannot be sufficient to retain the integrity of the records, and some
conversion actions can be required.

Will the records have to undergo multiple conversions or migrations? Records can undergo a multiple
conversion or migration process at the same time, for example, a record content (transformation)
coinciding with a replication, or moving records from online storage to removable media. In such
cases, it is advisable to handle the conversions or migrations separately.
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7.3.5 Step 4: Choose/develop a method of testing the conversion/migration method and
activities

Testing the chosen conversion or migration method is critical to ensure that no data are lost, corrupted
or unexpectedly altered during the process. During the planning phase, choose an appropriate testing
methodology and document the procedures required to execute it as part of the conversion/migration
process.

See 7.4 for additional requirements with respect to testing conversions/migrations.

7.3.6 Step 5: Choose/develop a method of validating the conversion/migration and activities

Valid
to pl
to de
addr

To e7]
the d
diffe
conv
proc

See

7.3.7

7.6 for additional requirements with respect to validating<onversions/migrations.

ation of the conversion or migration in order to ensure that the process has workd
hn is essential for establishing the continued trustworthiness of digital records. The
velop a plan for effectively validating the process. The validation plan should.ihclud
ess any remediation work (i.e. to recover lost or corrupted data), should such'work be

sure the integrity of the validation results, the person or team responsible for actually
onversion or migration and the person or team responsible for validating the proce
Fent. Conduct an audit of a sample of the converted data, representative of the entire
brsion, and of any errors or corrections made to the new platform. If necessary, eq
bdures.

Step 6: Decide on disposal of the source records

Org

migrpted. The approach should be based on the.6vganization’s business and legal context,
and the importance of the records to the organization.

If a decision is made to dispose of source-records, disposal should take place as part of

usua
deta
proc

7.3.4

Havi
resp

complete the exergise.

Once
ident

izations should decide if source records shall be disposed of once they have been ¢

d according
next step is
e actions to
required.

performing
5s should be
scope of the
tablish new

onverted or
ts mandate,

business as

” practices and should follow a“set of well-defined procedures. ISO 15489-1, which provides

led guidance on good practice ‘with respect to records disposal, should be used tq
edures to be followed.

Step 7: Identify the required resources

hg worked out a detailed plan for testing, converting/migrating, and validating, the pef
bnsible for theproject should identify the resources (people, equipment, and budget)

the spegific individuals who will participate in and support the phases of the proceq

design the

son or team
required to

s have been

ifiedjobtain any special permissions or access rights they will require to carry out their assigned
taskg.

As appropriate, conduct an evaluation of the cost of doing a conversion or migration in-house or on
an outsourced basis. One factor to consider when exploring outsourced arrangements is whether the
data can leave a facility or should remain on-site. Discuss and document worst-case scenarios of data
being lost during conversion or migration using either method. Evaluate the expertise of existing staff.
It can turn out that the conversion or migration has to be outsourced if in-house staff with the requisite
knowledge and/or skills are not available.

Having thoroughly explored all available options for completing the conversion or migration, the
responsible person should consider whether the cost of conversion outweighs the cost of not being
able to access the information in the future. In addition, a risk assessment and legislative requirements
should be considered in deciding whether to complete a conversion or migration project.
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7.3.9 Step 8: Document the conversion/migration process

Track and document the entire process. For small or limited scope projects, the process may be
documented in a spreadsheet. Conversions and migrations undertaken as part of a routine program
may be better tracked and documented using a database application.

All conversion/migration processes should be documented in process metadata persistently linked to
the record itself.

7.3.10 Step 9: Document and obtain approval for the conversion/migration plan

The respongibteofficer orteanr shoutd document attetemments of the conversiomor migratiomr ptam,. The

plan should [specify:

— the target of the conversion/migration (i.e. the digital records to be converted/migrated);
— the trigger or rationale for the conversion/migration;

— the curfent state of the target records;

— the plarjned state of the target records;

— the method and technologies to be used to convert or migrate the records;

— the pergons and/or groups responsible for performing the convexsion or migration;

— the method to be used to test the conversion or migration method;

— the method to be used to validate the conversion ormigration and the party responsible for
validatipn;

— the disgosition of the source target records;
— the authorization required to sign off on completion of the conversion or migration;

— the docfiments to be retained in relation'to the conversion or migration process and their methjod of
retentign and period of retention;

— the timg-lines for deliverables (ofykey conversion or migration process milestones (e.g. start/end
date of the process).

Obtain apprpval of the conversion or migration plan from the authorized person or body.

7.4 Testing

741 Ge

The purposec ing is to develop a process that transfers the existing file (migration) o anstbrms
the existing file format into the target file format (conversion) without the loss of data or access to it;

and without loss of authenticity, reliability, integrity and usability. Testing requires:

— knowledge of the existing file format (conversion), or knowledge of the initial hardware or software
configuration (migration);

— adetermination of the target file format (conversion) or a determination of the target hardware of
software configuration (migration);

— astrategy for making that change or move;
— ameans of confirming the degree of success. For example:

Testing of processing (is the conversion/migration done correctly)
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Testing of integration (the way in which software components cooperate in a migration or
conversion tool)

Testing of completeness (is all data migrated / converted)
Testing of operations (does the software do what it should do)

Specific knowledge of whatever is to be converted/migrated is necessary in order to find tools and
define procedures to govern the actual conversion or migration, as well as to establish criteria for
acceptable outcomes. Such knowledge will also help assess the resources required (e.g. file servers or

staff
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offline system being based on a need for security) has resulted in a conversion failure of ce
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7.4.3

Ensu
prep

time) for implementing the conversion or migration.

ose and objective, it requires some equipment, it has procedures in a clear sequence)} a1
ocumented. Above all, it should be repeatable.

Step 1: Plan the test

h to establish the baseline for the test by recording the existingstate of the reco
mation about what will be converted or migrated, such as detdils on what will st
what will change. Indicate the purpose for the conversion or ntigration (e.g. to recov
'd accessibility by converting an obsolete format or migrating'records to new media]
ersion or migration is regularly scheduled, document the réagson it is being undertaken

ribe the target state for the test by recording the desired outcome for the conversion g

rements the records will be expected to fulfil in.their target state. This description
ipated result of the conversion or migration.

ird the strategy that will be implemented\to achieve the conversion or migration. H

administering the test. In effect, this;step should list the materials used and procedu
n the “experiment”. If hardware-and software need to be selected, include the reas
tion here. If the test will be performed on a representative sample of the total body of ¢
converted or migrated, record the method by which the sample is derived.

ly, set out how the outcome-of the test conversion or migration will be examined. This
Id relate directly to the results anticipated when the test was set up. The examinatig
rtaken to allow unanticipated results to be discovered and reported. For example, an
eveal that the chioie€ of converting or migrated emails using an offline system (the se

have embeddéd HTML code to “call in” graphics.

Step.2: Configure the test environment

ré-that the required operators are trained and that the infrastructure, equipment a

hny ways, testing a conversion or migration is like conducting a laboratory experimfent. It has a

d its results

rds. Include

iy the same
er/maintain
. Unless the
at this time.

r migration.

will focus only on what is designated to change from’ the existing state. Also, indicate whatever

sets out the

ocus on the

able resources and include a descriptionof hardware and software as well as requirements for the

res followed
ns for their
lata that are

bXamination
n should be
bXamination
ection of an
rtain emails

nd tools are

ared to conduct the testing. Lreate a testIlle on which the tests will be run.

7.4.4 Step 3: Conduct the test

Execute the test conversion as planned. Run tests only on a copy of the source target record in a test
file, not on the actual data.

If the execution deviates from the plan, record these deviations. Record the results of the test and the
analysis of the results in a report.

7.4.5 Step 4: Assess test results

Focus the assessment of results on whether the test achieved the results anticipated. Determine
whether any unanticipated results have affected the desired outcome of the conversion or migration.
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That is, the test can have achieved the results anticipated, but additional, unanticipated results can
render the process undesirable.

7.4.6 Step 5: Report results

If the test is deemed a success, the results report becomes part of the context for the records that are
to be converted or migrated as it documents a key event in the existence of those records. Retain it for
at least as long as the converted or migrated records are retained, or for the time period specified for
records retention of results reports in your jurisdiction. If the test shows that the anticipated result is
not satisfactorily achieved, retain the report to document either a revision of the anticipated result or a
change in strategy.

The report ghould form part of the background for the next plan, whether the test produced satisfagtory
results or not. If the test was not satisfactory, the report provides background informatien for the
testing of arevised conversion or migration methodology. If the test was satisfactory, the report sets
out the basjs for validating the actual conversion or migration. For example, the test)can meet the
anticipated |results but it can also illustrate that certain errors are generated. If @n error occurs, a
rollback opdration can be applied.

This knowlgdge ensures that the validation phase will include the correction ofthose errors.
7.5 Conversion/migration

7.5.1 General

Actual conversion or migration of the source records shouldproceed according to the overall plan,|with
any revisions that have been made following analysis of the test results.

7.5.2 Step 1: Prepare for the conversion/migration
Obtain all permissions to allocate the resources-eeded to perform the conversion or migration.

Ensure the §ource records are duplicated priotr to commencing the process. These duplicates provjide a
set to use in|the event of the conversion 6x migration resulting in the loss or corruption of the recofds.

Perform any “data cleansing” identified in the planning stage (see 7.3.4).

7.5.3 Step 2: Define the records for conversion/migration

A detailed definition of the/content and format of computer files constituting the records and [their
relationships is crucial,to the successful completion of conversions or migrations, so that reliable
information|about thie records is available if a conversion or migration is later necessary. It is also ujseful
for protecting the records’ qualities as evidence of business transactions.

All digital rg€erds exist as objects. It is critical that all the objects or components that make u
record be identified and gathered togethner for conversion or migration. igital records exist
in a one-to-one, a one-to-many, or a many-to-one relationship with the objects of components. That is, it
is possible to have:

a) asingle record that relates to a single object (e.g. a letter might exist as a single digital text file);

b) a single record comprising many objects (e.g. a web page containing text and four images might
consist of five objects);

c) many records in a single object (e.g. a database is an object that can contain many records).
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