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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main tagk of technical committees is to prepare International Standards. Draft International Stanglards
adopted by fhe technical committees are circulated to the member bodies for voting. Publication¥as an
International|Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this International Standard may be the sybject
of patent rights. ISO shall not be held responsible for identifying any or all such patent rights:

ISO 13008 was prepared by Technical Committee ISO/TC 46, Information and documentation, Subcomrittee
SC M1, Archiyes/records management.
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oduction

This International Standard provides guidance for the conversion of records from one format to another and
the migration of records from one hardware or software configuration to another. It contains applicable records
management requirements, the organizational and business framework for conducting the conversion and
migration process, technology planning issues, and monitoring/controls for the process. It also identifies
the steps, components and particular methodologies for each of these processes, covering such topics as
workflow, testing, version control and validation.

The development of this International Standard was derived from Reference [13].
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ver, institutions recognize the benefit of standardized procedures; many test beds and tash
established to explore and research conversion, migratien, emulation and refreshment,
rvation procedures, to determine what should work best:

ersion and migration represent separate approaehes to preserving digital records. It is
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INTERNATIONAL STANDARD 1ISO 13008:2012(E)

Information and documentation — Digital records conversion
and migration process

1 Scope

This International Standard specifies the planning issues, requirements and procedures for the conversion
and/oL migrafinn of Higifal recards (\Alhif‘h includes digii‘al nhjnhfc phm mnfndafa) in—order-to-nreserve the
authenticity, reliability, integrity and usability of such records as evidence of business transadtions. These
digitgl records can be active or residing in a repository.

Thesk procedures do not comprehensively cover:
— Ibackup systems;

— preservation of digital records;

— :[:nctionality of trusted digital repositories;

e process of converting analogue formats to digital formats and‘vice versa.

2 ormative references

The following referenced documents are indispensable for the application of this document. For dated
refergnces, only the edition cited applies. For undated-references, the latest edition of the referenced document
(including any amendments) applies.

ISO 15489-1, Information and documentation =~ Records management — Part 1: General

ISO 23081-2, Information and documentation — Managing metadata for records — Part 2: Cohceptual and
implgmentation issues

3 Terms and definitions
For the purposes of this.\document, the terms and definitions given in ISO 15489-1 and the follow{ing apply.

31
accepss
right,| opportunity, means of finding, using, or retrieving information

[ISO [1548921:2001, definition 3.1]

3.2
attribute
characteristic of an object or entity

NOTE Adapted from ISO/IEC 11179-3:2003.

3.3

authenticity

record that can be proven to be what it purports to be, to have been created or sent by the person purported to
have created or sent it, and to have been created or sent at the time purported

NOTE This term is further described in ISO 15489-1:2001, 7.2.2.

© 1S0O 2012 — All rights reserved 1
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3.4
content

subject information of a document

[IEC 82045-1:2001, definition 3.2.2]

3.5
conversion

(record) process of changing records from one format to another while maintaining the characteristics of the records

3.6
data cleans

ng

process of re

NOTE C
often done pri

3.7

data object
discrete datg
be known

[ISO/IEC 234§

3.8
emulation

viewing and correcting data to ensure data are in a standardized format

rrection may be carried out for incompleteness, incorrect formatting, obsolescence, duplication, et
br to merging data sets or converting data from one system/database to another.

, considered as a unit, representing an instance of a data structure thatlis)known or assum

2-17:1999, definition 17.01.11]

use of a dafa processing system to imitate another data processing system, so that the imitating sy

accepts the 9

NOTE Aq
3.9
encryption

bame data, executes the same programs, and achieye§’'the same results as the imitated sysg

apted from ISO/IEC 2382-1:1993.

(reversible) tfansformation of data by a cryptographic,algorithm to produce ciphertext, i.e. to hide the inform

content of th

NOTE Ad
3.10
file format

encoding of g
the intervent

NOTE A
be defined by
and many als
sufficiently pre

b data

apted from ISO/IEC 18033-1:2003:

file type that can befendered or interpreted in a consistent, expected and meaningful way th
on of a particular.piece of software or hardware which has been designed to handle that for

file may (or may not) be a container containing zero or more files of various formats. File format

a specifigation, or by a reference software system. Many file formats exist in forms with minor vari
in more-than one version. Typing of file formats should be interpreted generously rather than strict

cisely\to-distinguish versions where such distinctions have significant interpretive consequences.

C. It is

ed to

stem
tem

ation

ough
mat

5 may
hAtions
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[PRONOM]

3N
integrity
quality of bei

NOTE

312
metadata

ng complete and unaltered

This term is further described in ISO 15489-1:2001, 7.2.4.

(records) data describing context, content, and structure of records and their management through time

[ISO 15489-1:2001, definition 3.12]
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313

migration

(records) process of moving records, including their existing characteristics, from one hardware or software
configuration to another without changing the format

314
originating
initial manifestation of something

315
preservation

processes. and npnrnhnnc mnvolved in ensuring the technical and-intellectual survival of authentic records

through time

[ISO [15489-1:2001, definition 3.14]

3.16
preservation metadata
metafata that supports the viability, renderability, understandability, authenticity and identity of digital objects
in a greservation context

[PREMIS Data Dictionary for Preservation Metadata, version 2.0, March-2008]

317
record
information created, received, and maintained as evidence andfor as an asset by an organization|or person, in
pursyance of legal obligations or in the transaction of business, regardless of medium, form or format

NOTH Adapted from ISO 15489-1:2001.

3.18
refreshment
data migration where the media is replaced with equivalent media such that all storage hardware pnd software
funct|onality is unchanged

NOTH Adapted from ISO 14721:2003.

319
reliability
meagure of the completepess and accuracy of the representation of transactions and activities, gr of the facts
to which they attest

NOTH This termJisfurther described in ISO 15489-1:2001, 7.2.3.

3.20
replication
digitgl migration where there is no change to the packaging information, the content information, and the
preservation description information

NOTE The bits used to represent these information objects are preserved in the transfer to the same or new
media instance.

NOTE Adapted from ISO 14721:2003.

3.21
usability
(records) property of being able to be located, retrieved, presented and interpreted

NOTE This term is further described in ISO 15489-1:2001, 7.2.5.

© 1S0O 2012 — All rights reserved 3
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3.22
validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or

application have been fulfilled

NOTE Adapted from ISO 9000:2005.

4 Organizational and business framework

4.1 General

This clause gddresses the drivers that often prompt the need for the conversion or migration of digital.red
the issues that organizations should consider when evaluating the need for conversion or migrafion of
records, and the steps taken in developing a conversion and migration program. It discusses the decision m
and resourcg allocation associated with the conversion or migration within the organizationalframewo
well as the t¢chnical infrastructure that supports the conversion and migration processesand which sh

used to ensure the records’ authenticity and integrity for as long as they are needed.

4.2 Conv

4.21

A variety of
have longer
organization
might also ¢
record volum
mergers and
records in re

rsion and migration drivers

Generral

drivers can compel an organization to convert or migrate its digital records. Some re
retention requirements than a software application or“storage medium can sustain, prom
5 to convert or migrate their records while supparting systems are still viable. Organizg
hoose to convert or migrate records proactively on'the basis of operational factors relati
e, access, storage efficiency, business and technology cycles, or organizational change (su
acquisitions). In extreme circumstances, organizations might be compelled to convert or m
sponse to regulatory or legal actions.

4.2.2 Conversion drivers

Conversion i
drivers that @

Format
as a con

a)

b) Format(

are cony

s defined as the process of changing records from one format to another. Some examp
ould require digital conversion‘include the following.

thange: for example, records stored in a closed format are converted to an open file format,
version of a Word file'{o PDF/A.

bsolescence: for)example, records stored in an obsolete but still readable word processing f
erted to a curcent word processing format.

4.2.3 Migr

tion drivers

Migration is defined as the process of moving records from one hardware or software configuration to an

ords,
their
bking
k, as
all be

cords
pting
tions
ng to
ch as
grate

es of

such

brmat

other

without changing the Tormat. Some examples of arivers that could require digital migration include e follo

wing.

a) There may be a need to migrate records from one structure to another. For example, records existing in several
legacy databases might be restructured into a new consolidated database (e.g. from Oracle to SQL Server).

b) The platform in which the records were created is changing and the records need to be migrated to the new
platform. For example, records might need to be moved from a Microsoft Windows platform to a UNIX platform.

c) A migration is prudent from a business perspective (e.g. to introduce a new system with improved
functionality). For example, a migration of records might be needed to support a change from a physical
business presence to a web-based storefront or to move records from a shared drive to an electronic
document and records management system (EDRMS).

4 © 1S0 2012 — All rights reserved
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Organizations have an obligation to assess, document and manage their records in the normal course of
business. Ongoing accessibility and compliance of digital records with a dynamic regulatory and technical
environment demand rigorous, coordinated efforts and sustained funding.

Decisions related to conversion and migration shall be based on analysis of the importance of the organization’s
digital records and the impact of technology infrastructure and investments during the records’ existence, as
well as on knowledge about standards and best practices relating to conversion and migration of digital records.

4.3

4.3.1

Reco
proto
estal
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Busir
asse
conv

In a
ongo
digitg

Planning for the conversion and migration process

General

rds conversion and migration planning falls into the domain of the organization’s information
cols and systems. As with more traditional asset (capital, facilities, human resource’s) n
lished policies and procedures regarding the acquisition, management and dispasition o
s should be established, followed, documented and periodically audited forcompliance
ess managers (and their respective IS/IT support officers) should know where and how
s are being created, managed and stored, and should therefore be able-to plan and justify
brsion or migration.

hiven organization, conversion or migration might take place as @)one-time project or re
ng activity in response to any of the above-mentioned situations. However, for effective pr
| records, conversion or migration shall be performed as part)of/an ongoing, well-planned a

governance
nanagement,
f information
and efficacy.
their record
the case for

jularly as an
bservation of
hd structured

progfam. In all cases, it is preferable to plan, execute and validate the records conversion or migration process

proaq
busin
may
and d

4.3.2

Sign
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An o
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docu
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!

tively, with adequate time and resources and with the least'disruption to stakeholders and thg
ess cycles and functions. During an unplanned event{natural or human-made), conversion
nave to be undertaken under extreme and therefore\less than ideal conditions, which make i
isruptive.

Risk management

icant costs can be associated with\the conversion and migration of digital records. As
ization shall decide whether to convert or migrate some, all, or no records, based upo
ptable risk. Records shall be analysed to determine their importance to the organization
Ciated with their potential lossor corruption. Part of the organization’s records managen
d be to conduct an evalGation of records for retention purposes and assess the risks as
Normally, the organization’s records retention policies document these decisions.

ganization’s records-management practices are based on operational and other needs ang
ks. Operationakneeds (e.g. fulfilling regulatory requirements, product development, providi
menting financial transactions) determine the strategies and levels of effort an organizatio
sure the dfustworthiness of a record. Risk assessment and risk mitigation, along with othe
sed towestablish both management controls for and documentation requirements of acti
ssessments can also be used to establish records management controls. Risk assessm

bir respective
or migration
t more costly

a result, an
n its level of
and the risk
ent program
sociated with

perceptions
hg access or
h undertakes
r techniques,
vities. These
ents shall be

cond

Licted to establish appropriate levels of management controls prior to undertaking new initia

ives.

From a records management perspective, two main risks are assessed when considering digital records:

1) challenges to the trustworthiness of the records (e.g. legal challenges) that can be expected over the
life of the records;
2) loss, including loss of access to or unauthorized destruction of records.

Consequences are measured by the degree of loss that the organization or its customers would suffer if
the trustworthiness of the records could not be verified or in the event of unauthorized loss or unauthorized

destr

© 18O

uction of records.

2012 — All rights reserved


https://standardsiso.com/api/?name=272d981c8b1e454e6497c0e6ca7f8089

ISO 13008:2012(E)

4.3.3 When to convert or migrate

Conversion or migration of records shall be performed before the technology and media (e.g. magnetic disks
such as floppy disks, magnetic tape, and optical disks such as CDs and DVDs) upon which they depend
become obsolete. Depending on factors such as volume and access requirements, it may be desirable to
convert or migrate the records as soon as the target or end environment is known. If the perceived value of
and/or risk to the records are sufficiently low, organizations might choose to wait until some other driver (e.g.
software upgrade, system replacement, acquisition or merger) triggers the justification to convert or migrate.

4.3.4 Conversion and migration activities

In the digital environment, conversion and migration of an organizatton s records witrbe a routine activity, and
therefore thel organization should have a program, plans, and directives as necessary to ensure this acliyity is
conducted infaccordance with standards and business practices. Document obligations and interdependepcies
related to re¢ords preservation shall be acknowledged as early as possible in the analysis and.requirements
definition phase of both business process planning and technology investment planning.

When deciding whether internal or external resources, or a combination, will execute“\thie conversion and
migration acfivities (project-based), the following factors shall be taken into account,

— Skill sets: whether the organization has staff with the experience and knowledge to perform convgrsion
and migration activities.

— Availability of human and technical resources: whether staff members Wwith the appropriate skill sefs are
availabll during the project timeframe.

— Equipmeént: whether the organization has the right environmeéent and tools to perform conversion and
migratioh activities.

— Cost angl timeline: whether the organization has the reSources (budget and time) to perform convgrsion
and migration activities.

— Capability to perform quality assurance/quality control: whether the organization has personnel with the
experierjce and knowledge to perform quality~assurance and quality control activities.

— Data sharring/data stewardship/ownership:"which person(s) or business unit(s) in the organization wil| lead
the conyersion and migration activities:

— Validatign: whether the organization has staff with the experience and knowledge needed to validate
conversjon and migration activities.

— Businesp cycles: whichéperson(s) or business unit(s) in the organization will decide when conversiop and
migration activities shall"occur.

4.4 Establishing.a conversion and migration program

4.41 Genelal

Organizations that maintain digital records for such periods that necessitate regular and ongoing conversion
or migration shall establish a conversion and migration program before carrying out major digital records
conversions or migrations.

This implies that the requirement to convert or migrate the digital components making up the organization’s
records is recognized, and a governance structure with direct or delegated executive authority is in place. The
corporate policies of the organization shall authorize the establishment of a conversion and migration program.

The conversion and migration program governance structure authorizes when and how conversions and
migrations occur and who is to carry them out. Normally, records professionals are responsible for authorizing
the conversion and migration process with assistance from IT, the owner(s) of the business and the legal staff.
The conversion and migration program governance structure also authorizes whatever audit process is to be
implemented and identifies who is responsible for performing it.

6 © 1S0 2012 — All rights reserved
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Setting out the authorization and business area(s) responsible is essential to establishing conversion and
migration as a normal and routine business activity for an organization.

To minimize risk in larger organizations, the conversion and migration program shall include authorization for:

t

a limited number of events that trigger conversion or migration;

he types of conversions and migrations to be done, and their intervals;

The organization’s policy or procedures document shall list these authorizations.

the method of recording (and certifying if necessary) that the above activities are carried out as required.

4.4.2

The
creat
contr]

The gpproach to the development of a conversion and migration procedures.fmanual is at the dis

indivi
ora

procy
may

The manual shall also describe the procedures for disposition of source records or media; the

recor
dispdg
enco

Allre
entrig
regul
of dig

ConV

i
q

q

Testing: the tests needed to verify that the planned procedures and methods will yield

and/or migration of the target digital records.

Development of procedures manuals

process of converting and migrating digital records interferes significantly with thé.record
ng risks to their authenticity, integrity, reliability and usability. To mitigate these_¥isks, it is
pl the process by applying approved and documented procedures.

dual organization. There could be separate manuals that address eachtype of conversion a
bingle manual with appropriate subsections for each type. At a mipimum, the conversion g
dures manual shall address all phases of the conversion and migtation process. Conversion
be executed at the same time.

ds/media shall be removed from the active environment and maintained according tg
sition provisions, which shall always be documented:If additional types of conversions or m
Lintered, specific manuals shall be developed for them.

visions to procedures should be documented-in the manual with appropriate authorizations. A
s should be avoided as they can destroy.the credibility of the program in the event of an in
ptory inquiry in which the method of cotversion or migration underpins the establishment o
ital records as evidence.

Planning: the procedural steps, methods, people and other resources needed to execute
onversion/migration of-the“target digital records.

onversion/migration of the records.

Conversion ‘and/or migration: the procedural steps to be performed in carrying out actug

ersion and migration procedures manuals shall address all phases of the process as follows.

s’ existence,
important to

Cretion of the
nd migration,
nd migration
ind migration

unconverted
established
igrations are

i hoc manual
estigation or
[ the integrity

p

a successful

A successful

| conversion

alidation: the procedural steps and methods to be used to verify that the target digital reco

3

J

r
uccessfully converted or migrated. This will enable third parties to be certain that the authi

s have been
nticity of the

records has been maintained through the use of a documented procedure to record the conversion or
migration process. Quality assurance procedures shall enumerate the steps needed to ensure a controlled
and secure conversion and migration process. Lastly, the content and format of error reports shall be
generated once the conversion or migration is complete.

successfully performed in compliance with approved policy and procedures.

and migration project.

Sign-off: the authorizations needed to verify that the conversion and migration process has been

Documentation: detailed records of the conversion and migration process during and after each conversion

Clause 7 outlines additional details of the procedures that constitute each phase of the conversion and
migration process.
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5 Recordkeeping requirements

5.1 General

This clause includes those issues associated with the management of the records to be converted and migrated
so that complete, accurate, reliable and authentic records can be produced once the conversion and migration
process has been completed.

5.2 Conversion and migration requirements

The following-2

— Perform|all conversion and migration process testing on a sample copy of the records. In case-proklems
¢ not undertake any irreversible activities. When performing conversion or migration actiyities,
make syre the originating file is not deleted until the result is verified, and any jurisdictionallegislative and

— Establish a methodology for comparing the content, context and structure of the converted/migrated
records with those of the source records so that problems can be identified, corrected and validated. The
source records may be disposed of once the validation is complete and all(problems are fixed, and|such
decisions are documented and validated. In addition, ensure that all jurisdictional legislative and policy
requirements are met before any source records are destroyed.

— Document all conversion and migration activities to ensure that.the organization continues to pogsess
complete, accessible and authentic records throughout theig full retention period. This documeniation
shall demonstrate that all records, including those created*while the conversion/migration activities|were
in progre¢ss, have been converted/migrated.

— Ensure that processes applied to the new format will yield consistent results compared to the same or
similar processes applied in the originating format.

— It is pogsible that some of the digital information may be lost or corrupted prior to the conversipn or
migratiop. If this happens, document the.damage. A conversion and migration plan should aim to rgduce
the risk ¢f further degradation of the content, context and structure of the records to an absolute minimum.

— Consider physical and logical s€curity when conversion or migration is undertaken. Physical segurity
means access control to IT sUites; logical security means access control to the platform in which the
conversjon or migration is,being undertaken. The conversion and migration process shall not affect
existing [access rights to the data.

— Define what metadataland data are needed to retain the ability to reproduce a complete and authentic
record sp that this data can be protected during the conversion or migration.

— Define whatmetadata are needed in order to identify and use the record so that the record can be seafched
for and zrccessed after the conversion or migration.

— Document any attributes of the record that should not be converted to the new format, or migrated to the
new system, and state the reason.

— The conversion or migration of digital records from one technology environment to another can alter the
content, context or structure of the records. If this occurs, the organization might risk non-compliance with
recordkeeping requirements through loss of the records’ reliability and authenticity. An effective digital
conversion and migration plan can be used to identify all of the characteristics of the records that shall be
preserved after the records have been converted or migrated.

— Consult a records retention and disposition schedule prior to initiating a digital conversion or migration
project in order to ensure that resources are not wasted on converting or migrating digital records that are
to be destroyed.
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Identify records that are relational or linked and establish whether existing relationships or links could
be compromised by the conversion or migration. Establish safeguards to protect these links during the
conversion or migration.

Determine whether the appearance of the record contributes to its meaning as a digital record (considering
such things as formatting, colours, fonts, etc.). If appearance is integral to the meaning, the plan shall
address how to maintain it. Once conversion or migration is complete, document any changes to the
appearance of the record.

Digital records (e.g. text documents, e-mail messages, databases, spreadsheets, web pages) are created

using the technology (hardware and software) that |s avallable at the time of their creatlon The targeted

for the conversion or migration procedures.

ecordkeeping process metadata are essential to prove authenticity and reliability ‘(see 5.3

¢valuation of the extent of the process metadata is required prior to deciding whether soms
etadata should be converted or migrated.

Conversion/migration process metadata

SO 23081-2, which specifies metadata requirements for managingrecords. Metadata doc
brsion and/or migration process provide the information that{allows one to demonstrate t
g gone through the conversion or migration process, contindes to be authentic and reliabl
Feation, maintenance and preservation of this information«s‘extremely important.

n

bl. During conversion/migration, the existing event history metadata shall be migrated with
to ensure the ability to make assertions on the>authenticity of the record. Every conversion
ss shall create event history metadata for every individual record converted or migrated.

Relafionships documented in metadata shall be maintained during conversion/migration. Rel

partid

Conv
persis

5.4

ular concern may be:

internal relationships, i.e. within the’document, such as a document containing a linked spreadshg

functional relationships, for 'example between records documenting related aspects of the by

aggregational relationships, for example documents aggregated to files/folders;

q

9

4

tructural relationships, for example between records and creating agents, or business;

systematic relationships between records and control tools, such as business classificati
dispositionauthorities, access and security controls, and mandates (these control tools contg
ihformation which informs the meaning of the record).

as possible
can be used

). A formal
or all of this

imenting the
hat a record,
e. Therefore,

he purposes of documenting the processes of conversion and migration, the event history [netadata are

the record in
or migration

ationships of

bet orimages;

siness;

bn schemes,
in contextual

tinues to be

ersion and migration processes shall ensure that the metadata about the records con

Lhiah. ar-raiaeat

dly e s +h riaodl a ral
LUllu_y ||||I\Gu tothe-Convertea—of yratcya fecorar

Recordkeeping process metadata implementation issues

As noted above, recordkeeping process metadata about the conversion and migration actions provide the
information that allows one to demonstrate that a record, having gone through the conversion or migration
process, continues to be authentic and reliable. Therefore, the creation, maintenance and preservation of this
information are extremely important.

Asrecords may go through multiple conversions, each conversion or migration shall create its own accompanying
volume of event history. In this scenario, the metadata linked to the records will exponentially increase to
document each conversion and/or migration the records undergo. The authenticity, reliability, integrity and
usability of the records depend on the validity of each successive set of event history metadata.
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Sometimes the value of the metadata elements within a record changes as a result of the conversion or
migration process. If this occurs, every change in the metadata value shall be recorded in the event history
metadata accompanying the record, in order to ensure that the records can be understood.

Compound documents and relationships between records also present issues at the time of conversion and/or
migration. Assuming the related record is needed for the authenticity and reliability of a record, it is best to
preserve the related record as an independent record within the recordkeeping system itself. In other words,
bring the information into the system one controls rather than relying on maintaining a link to information
outside the system. The related record shall have its own set of metadata that also documents the history of
actions taken on that record.

6 Conversion and migration planning

6.1 General

This clause fpddresses the technology planning for the conversion and migration process. 't is not intgnded

to provide a
infrastructure

For the purp

comprehensive guide to technology planning and acquisition, but rather it\identifies thos
issues and technology elements that ensure a successful conversion/migration project.

bse of using generic terms, the description of the project refers to two.systems:

b key

a) the exisfing records system, on which the records are currently kept;
b) the new|system, which may be:
— in the case of conversion of format, the existing system in,which specific capabilities for hand|ing a
different records format are either activated or added;
— in the case of migration to another storage solutionthe existing system in which new storage deyvices
are leither activated or added;
— in the case of migration from one records system to another, a completely different records sysiem.
Technology [planning involves assessment of-current technological capabilities as well as specifigation

development
process and
records form
records syst
the sustaina

If organizati
others assig
methodology
the planning

fornew hardware and software thatmay be needed to successfully manage the conversion/mig

at in the existing system{managing different storage devices, or migrating the records fron
m to another. In addition, technology planning shall address the organization’s infrastructur
ility of that infrastrueture to support file formats, access and integrity.

bns do not alfeady have technology development tools in place, records professionalg
ned the responsibility of technology planning may find it helpful to develop planning templa
for identifying requirements and linking resources, and a traceability matrix. Individuals condu
process:shall also consider any organizational business operation rules that may apply.

6.2 BusinesSs requirements

ation

operate the new system. New hardware and software may be needed for handling a different

h one
b and

and
es, a
cting

An understanding of the requirements given in this subclause will be crucial for the specification development
process and for ensuring that the technology planning process meets existing organizational policies and
procedures for such activities.

involved

Identify and define the business needs and benefits of the anticipated conversion/migration project.

Identify the legal and regulatory requirements.

in the project.

their participation is secured and documented.

10

Ensure that all stakeholders, including users of the records system, have been contacted and sufficiently

Ensure that all personnel with assigned duties in the conversion/migration project are given their tasks and
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Comply with non-technical requirements for hardware/software acquisition within the organization, i.e.

project management objectives and timelines, price and contractual issues, purchasing procedures (e.g.
request for proposal, bid development). These requirements may vary with the type of organization.

Ensure that, if the conversion or migration process is carried out by an outside vendor, all business needs

of the organization, technology compatibility issues, customization needs, testing, validation, training and
provision of other services are thoroughly specified in the contractual agreement.

Translate business requirements into a set of functional requirements.

Capture requirements and analysis of business needs in terms that can be measured and tested.

|
q

A
i

6.3

Admi
new

they

admi
on sq
persq
exce

#
i

their expeetedroles.

Terminelogy list.

valuate and review the conversion/migration project at various stages to ensure that it wi
usiness needs and requirements of the organization.

ddress and incorporate training and education requirements.

lan for testing and parallel operation of existing and new systems. This may include provid
oth systems through user access applications or providing parallel interfacesto both syste
pplication requiring it.

Maintain the replaced system in order to provide for a roll-back*plan in the event of f
onversion/migration process.

\ddress and define quality control needs and objectives.

Provide for a post-implementation review audit of the coniversion/migration procedures and dg

hdustry-specific certification requirements.

General administrative planning

histrative planning requires the development of tools and resources to ensure a smooth tra
system. Potential vendors shall besprepared to provide the same documentation and to
will do it. Even if the conversion/migration project will be managed totally in-house, atten
histrative planning documents ‘ensures that the transition from one system to another will §
hedule with all obligations met. The administrative planning of the conversion/migration prg
nnel resources, time and competencies. The documents given in the following list shal
bt in cases of in-houseprojects, when some may not be necessary.

Project managementplan.

Roles and responsibilities. Identify all internal and external personnel involved in the projec

support the

ng access to
ms for any IT

ailure of the

cumentation

h order to ensure compliance with business governance needs. This may include the neg¢d to provide

hsition to the
ndicate how
tion to these
e completed
ject includes
be created,

and identify

|

Delivery and installation schedule.

Test plan of the conversion/migration in the new system.
Maintenance plan during the conversion/migration.
Training plan for the use of the converted/migrated records.

Procedures manual.

Conversion/migration documentation. Documentation includes any manuals, software guidance, table

structure, mapping tools, operations procedures, hardware configuration and types of equipment required.
It includes software and hardware to perform the conversion/migration, monitor the progress of the
conversion/migration, report new system performance, log transactions and manage user access.
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— Qualifications and experience of the vendor(s). If using an outside vendor, request a list of references or
recent projects.

— Contracts and licence agreements.

6.4 Technology planning requirements

The capabilities and operation of the current system shall be assessed and described. It can be very helpful to
gather information about the current system to aid the project team in addressing the technology requirements
as part of a requirements document which defines exactly what the conversion/migration solution needs to do.
Document the results of the assessment and distribute them to the project team and management.

The assessr1|1ent process shall address the following areas.

— Detailed description of the current system.

— Compliance with organizational requirements for technology acquisition.

— Functional needs and capabilities of the current system.

— Data strictures and elements.

— lIdentification (including location) of the actual records to be converted/migrated:

— chefk whether the records are within their retention period (the¥..do not require conversion/migration
if they are due for destruction in the near future).

— Methodglogy for the conversion/migration. The methodology.shall ensure:
— maiptenance of the integrity of the records;
— thatjeach record is completely converted/migrated;
— that|the authenticity of the converted/migrated records can be demonstrated;
— thatjall necessary metadata/audit trails.are retained (and converted/migrated where necessary)
— thatfjall legal and regulatory requirements are met.

— Ensuring that all approving stakeholders, including the person responsible for the records within the
busines$, have approved theimethodology and will validate at the appropriate time the conversion/miggation
of the records into the new System.

— Review and documenting of any risks associated with the conversion/migration.
— Quality ¢ontrol.

— Security|and privacy.

7 Conversion and migration procedures

7.1 General

The purpose of this clause is to apply the recordkeeping requirements established in Clause 5. The conversion
and migration procedures are composed of four key steps: planning, testing, converting and validating.

Each organization or institution is unique and has differing needs and objectives for establishing a conversion
and migration program. Further, not all records within an organization will necessarily require the application
of all conversion and migration procedures and requirements outlined in this International Standard in order
to fulfil records management requirements. These requirements and procedures are meant to serve as a
guide and a template. It is up to the organization’s records professionals and legal staff to understand its
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records management requirements, and to determine to what level to apply the requirements described in this
International Standard.

7.2

7.21

Procedures

General

This clause specifies the requirements for conversion and migration by linking them to the procedures involved.
These procedures become the controls which ensure the maintenance of authenticity, reliability, integrity and

usability of the records to be converted or migrated.

Not Il digital records in an organization will merit the full application of these controls. The orgahization shall
determine the controls that the particular records may or may not merit during the conversion or.migfation project.
A conversion/migration project shall ensure the following in relation to the converted/migtated reg¢ords:

— ¢ompleteness of content;

— iptegrity;

— authenticity;

— ¢ompleteness and accuracy of recordkeeping metadata (all required metadata shall be iIncluded and

q
q
q
q

[

nccurately populated, for example, the date of creation of the‘record is not to be replaceq
f conversion/migration or the originating creator is not toxbe replaced by the operator cg
onversion/migration);

ransparency of implementation (this control can be critical if the records are required for litigati

[
i

7.2.2

Each
the in
conv
outlin
all th

Ifilment of legal requirements, such as retention requirements or the requirements of legisla
e legal admissibility of digital records;

aximization of platform flexibility;
usiness flexibility;

echnical feasibility.

Guidance on selecting appropriate procedures

tegrity, authenticity, reliability and usability of records as evidence of business transaction
brsion or migration procedure. As noted previously, an organization need not follow all of th
ed in thigIhternational Standard. Most organizations have to strike a difficult balance betw
b procédures (i.e. “perfect maintenance”) and such limiting factors as cost and time. The p

by the date
nducting the

DN PUrpoSes);

tion covering

procedure outlined“in this clause is designed to establish an element of control aimed @t preserving

s following a
b procedures
pen following
ocedures an

orgamization should follow, and the level of control they establish, depend on the organization’s oyn estimation
of the fisk/return ratio, that is, the cost of losing the records’ integrity, or losing them altogether, versus the cost
of converting them following the procedures outlined in this Infernafional Standard. A number of factors, such
as the retention requirement of the records, whether they are likely to be required as evidence in litigation, and
the type of conversion or migration being undertaken, should have a bearing on how the risk/return ratio is
calculated. Table 1 summarizes the main decision points to consider when choosing the extent to which the
procedures described in this clause should be followed. The intention is to assist an organization in striking the
right risk/return balance.

7.2.3 Maintaining the records’ characteristics

Conversion projects typically involve a change of file format, thus enabling the records to be used in newer
systems. With migration projects, the file format of the digital record is not changed in any way. The digital
record shall be copied or moved without change to the file format. For procedural aspects related to maintaining
the records’ characteristics, see Table 1.
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In order to demonstrate that a conversion or migration project has been successful, the following steps

shall be taken:

confirm that the file format has not changed (migration projects);
ensure that all the necessary information is included in the converted or migrated records;

where there are differences in the presentation of the information (such as differing fonts and/or page

layouts), ensure that the integrity of the new presentation can be demonstrated;

identify any conversion/migration errors and document those instances;

— confirm
convertgd/migrated);

— update the records metadata to include details of the conversion or migration process;

— create a|record of the conversion or migration process, including an audit report.

that—attTecords—ave beemconverted—or migrated —(or_aemntify those—that—rave ot

been

It may be appropriate to keep samples of records before and after conversion or migration, along with sarpples

of extracts (s

usability and|reliability of the records.

Table 1 — Conversion/migration procedures decision points

uch as prints or image files) that can be used to demonstrate the continting authenticity, intggrity,

Procedure

Decision point

Comments

Planning: al| steps

Recommended for all
conversions and migrations.

The amount of planning that needs to be dope
depends on the nature of the records, the
amount of information that is already availalyle
about them, and the complexity and type of
conversion or migration.

Testing: all $teps

Is maintenance of integrity,
authenticity, reliabilityland
usability of the recards of high
importance?

The continuing relevance of the records, or
whether they are likely to be required for legal or
compliance purposes, may establish the depree
to which their integrity, authenticity, reliability
and usability are important to an organizatign.
If less important than other factors, such as
cost or business flexibility, the testing phase
can be skipped in favour of moving directly

conversion or migration.

[e]

Testing step 1: planning

What are the size/scope and
type of the conversion or
migration?

Smaller conversion or migration projects and
those that are less complex, e.g. refreshmept
versus other types of conversions or migratjons,
should require less planning.

Testing stef 2: configuration
of the test epvironment

Is the technology infrastructure
already in place?

The level of work involved should vary with
the type of conversion or migration being
undertaken and the degree to which the
technology infrastructure is already in place

Testing step 3: testing

What is the type and complexity
of conversion or migration?

The level of work involved should vary with
the type of conversion or migration being
undertaken.

Testing step 4: assessment of
test results

What is the type and complexity
of conversion or migration?

The level of work involved should vary with
the type of conversion or migration being
undertaken.

Testing step 5: reporting of
test results

What is the retention status
(value) of the records? Are they
of high legal/compliance value?

Careful documentation is essential for
establishing the integrity of records, particularly
those that may need to be produced as
evidence in court. If the records are unlikely

to be required as evidence in courts of law,
documentation is of less importance in the
conversion or migration process.

14
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Procedure

Decision point

Comments

Conversion/migration step 1:
preparing for the conversion
or migration

What are the size, scope,

and type of the conversion or
migration? To what extent has
preparation already been done
as part of other phases?

The level of work involved should vary with
the size and scope of the conversion project
and the type of conversion being undertaken.
Permission for IT resources may already have

been obtained at the testing phase.

Conversion/migration
step 2: defining records for
conversion or migration

Is sufficient information for
undertaking conversion or
migration already available (e.g.

The level of work involved should vary with
the size and scope of the project and the type

of conversion or migration being un

dertaken.

configuring the conversion or
migfation environment

already in place?

technology infrastructure.pre<existg
set up during the testing\phase.

oF Mueh-of-the-recessary-data-may-alfeady have
testing)? been gathered during testing.
Conyersion/migration step 3: | Is the technology infrastructure | This step should not be necessary |[f the

or has been

Con};ersionlmigration step 4:
condlucting conversion or
migration

Recommended for all
conversions/migrations.

The level of work invelved should v:
size and scope of the project and th
conversion or migration being unde

hry with the
e type of
rtaken.

Conyersion/migration step 5:
errof checking and correction

Is maintenance of integrity,
authenticity, reliability and
usability of the records of high
importance? What are the
size, scope and type of the
conversion or migration?

The retention-status of the records,
they aredikely to be required for leg
compliance purposes, may establis]
to‘which their integrity, authenticity,
and usability are important to an or:
the level of work involved should va
size and scope of the project and th
conversion or migration being undg

or whether
al or

h the degree
reliability
janization.
ry with the

e type of
rtaken.

Valiglating: all steps

Are the records likely to.be
required in legal proceedings?

Review and verification of the conv
migration process is essential for e
the integrity of records that are likel
needed as evidence in court. If the
are likely to be required in legal pro
independent validation of the conve
migration may be considered.

brsion and
stablishing
y to be
records
ceedings,
rsion/

Authorization: all steps

Arexthe records of continuing
importance to the organization?

This step is recommended for all cd

nversions

and migrations; however, the level Ind formality

should vary with the long term rete
requirements of the records. Recor
be required as evidence in court sh
formal sign-off.

tion
is that may
all require

7.3

7.3.1| ,General

Conversion/migration project planning

A clearly defined conversion and migration plan is extremely important, as it can mean the difference
between a successful project (i.e. one that maintains the availability and integrity of the target records) and
an unsuccessful project which may result in the compromising of records’ authenticity, integrity, reliability and
usability or in the ultimate loss of the record. To increase the chances of success, the conversion or migration
plan shall not be carried out in isolation, and shall consider input from records professionals and IT and
business representatives.

Regardless of whether a conversion or migration project is a one-time exercise or is carried out as part of an
ongoing program, the following steps shall be taken:
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7.3.2 Step 1: Understand the source records and their organizational environment

Itis important to gain a thorough understanding of the records to be converted or migrated in order to formulate
an effective plan. One aspect of understanding the source records involves understanding their importance to
the organization. To do so, answer the following questions.

one shal

| be established.

Will staff need immediate access to the records, or can they be stored offline?

Are the records required for business continuity purposes?

What is the authorized retention period for the source records? If there is no authorized retention period,

Another key|aspect of understanding the source records entails determining their technical strugturg; for
example, whjch parts of the records represent “content information” versus “representation information.| This
can be donelthrough a series of steps, as follows.

a) For content information, identify bits constituting the data object.

b) Identify p representation information object that, in some way, addresses all the bits of the conten{ data
object apd converts them into more meaningful information.

c) For the [representation information object identified, examine its content to’ identify whether it requires
other representation information objects. If it does, obtain the required.representation information objects.
Repeat this step until no additional representation information objects’are identified.

d) For each representation information object addressed in c) thatus held as a digital object, identify any
required| representation information object and repeat c) and(d) until no new representation information
objects are identified.

e) The corftent information consists of the content data:object and each of the representation information
objects identified in b) to d).

7.3.3 Step R: Choose the desired state of the target records

To provide a

for the recolds undergoing conversion ,or:migration. This may involve conducting some research to

appropriate g

7.3.4 Step

Once the cu
of converting
developing t
Questions to

Will des

clear picture of the work to be done, create a model of the structure of the target state d¢

hoices regarding format (conversion) or media (migration).

3: Choose/developthe conversion method and activities

rent and target . states of the source records have been identified, choose or develop a m
or migratingthe records from their current state to their target state, together with identifyi
he appropriate tools and/or software needed to achieve the conversion or migration objec
considerwhen choosing or developing the conversion or migration method include the folloj

criptive information about the records (e.g. a finding aid or index) have to be updated ag

sired
make

ethod
ng or
tives.
wing.

part

of the p

o
UULT OO

Will the records have to be decompressed or unencrypted prior to conversion or migration?
Will conversion or migration into the target state require compression of the records?

What will be the conversion or migration pathway?

16

Will data need to be extracted for the conversion or migration? If so, how? Many commonly available
programs have tools for exporting data in standard formats such as CSV, PDF, JPG and TIFF. Alternatively,
the target application may have translators or wholesale importers of flat files. There are also conversion
and migration extraction tools that claim to be able to move data from any source to another.

Will data cleansing need to be carried out as part of the process? In some cases (e.g. HTML), the originating
format of the source data may present a conversion or migration challenge because it reflects how the old
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system operated. These formats may require that formatting information be removed, tags stripped, lines
rewritten, and poorly written code cleaned up, usually through a vendor-approved or custom script (see
Reference [21]). During the actual conversion or migration, the organization should consider whether to
carry out data clean-up or to load data into the target system without cleansing. This may be particularly
necessary with conversions or migrations involving records stored in older content management systems,
which often store longer pieces of content as separate pages, while newer systems store the whole
document as one object, splitting it up at the display stage. A conversion or migration project may choose
to clean up these records by converting or migrating them into a single digital object, or it may leave the
data as is and build transformation rules into the target system (see Reference [21]). If the data cleansing
process is undertaken, it shall be carefully documented to avoid jeopardizing the data integrity.

NOTE none hardware

platfo

7.3.5

Testi
unex
and d

See

7.3.6

Valid
esse
for ef]
(i.e. t

To emsure the integrity of the validation results, the person or team responsible for actually pd

conv
Cong
of an

See

7.3.7

View
The

1.4 for additional requirements with respect to testing conversions/migrations.

1.6 for additional requirements with respect to validating conversions/migrations.

m to another may not be sufficient to retain the integrity of the records, and some conversion actions may.

\Vill the records have to undergo multiple conversions or migrations? Records may under
onversion or migration process at the same time, for example, a record content (transformatiqg
vith a replication, or moving records from online storage to removable media. In‘Such cases, i
o handle the conversions or migrations separately.

g the chosen conversion or migration method is critical to ensure’ that no data are lost,
bectedly altered during the process. During the planning phase,choose an appropriate testing
ocument the procedures required to execute it as part of theconversion/migration process.

Step 5: Choose/develop a method of validating the conversion/migration and activit

htion of the conversion or migration in order-to'ensure that the process has worked accord
ntial for establishing the continued trustworthiness of digital records. The next step is to dg
fectively validating the process. The validation plan shall include actions to address any rem
b recover lost or corrupted data), should such work be required.

brsion or migration and the~pérson or team responsible for validating the process shall

y errors or corrections'made to the new platform. If necessary, establish new procedures.

Step 6: Decide on disposal of the source records

5 differsas to whether source records should be disposed of once they have been converted
pppfoach should be based on the organization’s business and legal context, its mand

impo

be required.

jo a multiple
n) coinciding
t is advisable

Step 4: Choose/develop a method of testing the conversion/migration method and activities

corrupted or
methodology

es

ng to plan is
velop a plan
ediation work

rforming the
be different.

uct an audit of a sample ©fthe converted data, representative of the entire scope of the conversion, and

or migrated.
ate, and the

rtance of the records to the organization.

If a decision is made to dispose of source records, disposal shall take place as part of “business as usual”
practices and shall follow a set of well-defined procedures. ISO 15489-1, which provides detailed guidance on
good practice with respect to records disposal, should be used to design the procedures to be followed.

7.3.8 Step 7: Identify the required resources

Having worked out a detailed plan for testing, converting/migrating, and validating, the person or team
responsible for the project should identify the resources (people, equipment, and budget) required to complete
the exercise.

Once the specific individuals who will participate in and support the phases of the process have been identified,
obtain any special permissions or access rights they will require to carry out their assigned tasks.
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As appropriate, conduct an evaluation of the cost of doing a conversion or migration in-house or on an
outsourced basis. One factor to consider when exploring outsourced arrangements is whether the data can
leave a facility or should remain on-site. Discuss and document worst-case scenarios of data being lost during
conversion or migration using either method. Evaluate the expertise of existing staff. It may turn out that the
conversion or migration has to be outsourced if in-house staff with the requisite knowledge and/or skills are

not available.

Having thoroughly explored all available options for completing the conversion or migration, the responsible
person shall consider whether the cost of conversion outweighs the cost of not being able to access the
information in the future. In addition, a risk assessment and legislative requirements shall be considered in
deciding whether to complete a conversion or migration project.

7.3.9 Step B: Document the conversion/migration process

Track and dd

in a spreadsheet. Conversions and migrations undertaken as part of a routine program may.bg better tra
and documepted using a database application.

All conversig

linked to the record itself.

7.3.10 Step P: Document and obtain approval for the conversion/migration plan

The respons
shall specify

— the targ¢t of the conversion/migration (i.e. the digital records(to’be converted/migrated);

— the trigg

— the curr¢nt state of the target records;

— the plan
— the meth
— the pers
— the meth
— the meth
— the disp
— the auth

— the doc

cument the entire process. For small or limited scope projects, the process may beg décum

n/migration processes shall be documented in recordkeeping process metadata persis

ible officer or team shall document all elements of the conversion or migration plan. The

er or rationale for the conversion/migration;

hed state of the target records;

od and technologies to be used to Convert or migrate the records;

pns and/or groups responsible*for performing the conversion or migration;
od to be used to test the conversion or migration method;

od to be used toxalidate the conversion or migration and the party responsible for validatig
Dsition of theoudrce target records;

prization.required to sign off on completion of the conversion or migration;

iments to be retained in relation to the conversion or migration process and their meth

ented
cked

tently

plan

od of

retentior]

and period of retention;

— the time-lines for deliverables of key conversion or migration process milestones (e.g. start/end date of

the proc

€ess).

Obtain approval of the conversion or migration plan from the authorized person or body.

7.4 Testing

7.4.1 General

The purpose of testing is to develop a process that transfers the existing file (migration) or transforms the
existing file format into the target file format (conversion) without loss of data or access to it. The purpose
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of testing conversions/migrations is to develop a process of moving records from one hardware or software
configuration to another without changing the format, again, without loss of data or access to it. Testing requires:

configuration (migration);

configuration (migration);

a strategy for making that change or move;

a means of confirming the degree of success.

knowledge of the existing file format (conversion), or knowledge of the initial hardware or software

a determination of the target file format (conversion) or a determination of the target hardware of software

Spec
proce
Such
the ¢

In m4

objed
Abov

7.4.2

Begin to establish the baseline for the test by recording the existing state of the records. Includ

abou
Indic
an o
sche

Desc
will fd

the r¢cords will be expected to fulfil in their-target state. This description sets out the anticipated

conv

Recd
resol

fic knowledge of whatever is to be converted/migrated is necessary in order to find jtool
dures to govern the actual conversion or migration, as well as to establish criteria for acéeptab
knowledge will also help assess the resources required (e.g. file servers or staff time) for i
bnversion or migration.

ny ways, testing a conversion or migration is like conducting a laboratory experiment. It has a
tive, it requires some equipment, it has procedures in a clear sequence,(and its results are
e all, it shall be repeatable.

Step 1: Plan the test

I what will be converted or migrated, such as details on. what will stay the same and what
bte the purpose for the conversion or migration (e.g. tossecover/maintain record accessibility
bsolete format or migrating records to new media): Unless the conversion or migratior
Huled, document the reason it is being undertaken\at this time.

ribe the target state for the test by recording-the desired outcome for the conversion or m
cus only on what is designated to change-from the existing state. Also, indicate whatever

brsion or migration.

rd the strategy that will be implemented to achieve the conversion or migration. Focus on

s and define
le outcomes.
mplementing

purpose and
documented.

b information
will change.
by converting
is regularly

gration. This
requirements
result of the

the available

rces and include a description of hardware and software as well as requirements for the staff administering
the tgst. In effect, this step shall list the materials used and procedures followed within the “e

periment”. If

hardyvare and software neéd) to be selected, include the reasons for their selection here. If the test will be
perfarmed on a representative sample of the total body of data that are to be converted or migratgd, record the
methpd by which the.sample is derived.

Final
relatd
unan
of co
need

y, set out hew.the outcome of the test conversion or migration will be examined. This exan
directly tothe results anticipated when the test was set up. The examination shall be undert
icipated results to be discovered and reported. For example, an examination may reveal th
hverting or migrated emails using an offline system (the selection of an offline system bein

hination shall
aken to allow
at the choice
J based on a

ferysecurity) has resulted in a conversion failure of certain emails that have embedded H

TML code to

“call

7.4.3

n” graphics.

Step 2: Configure the test environment

Ensure that the required operators are trained and that the equipment and tools are prepared to conduct the
testing. Create a test file on which the tests will be run.

7.4.4

Step 3: Conduct the test

Execute the test conversion as planned. Run tests only on a copy of the source target record in a test file, not
on the actual data.

If the execution deviates from the plan, record these deviations. Record the results of the test and the analysis
of the results in a report.
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7.4.5 Step 4: Assess test results

Focus the assessment of results on whether the test achieved the results anticipated. Determine whether any
unanticipated results have affected the desired outcome of the conversion or migration. That is, the test may
have achieved the results anticipated, but additional, unanticipated results may render the process undesirable.

7.4.6 Step 5: Report results

If the test is deemed to be a success, the results report becomes part of the context for the records that are to
be converted or migrated as it documents a key event in the existence of those records. Retain it for at least
as long as the converted or migrated records are retained, or for the time period specified for records retention

of results re
retain the rej

The report fq
not. If the te
conversion 0
actual conve
that certain 4
of those erro|

7.5 Conversion/migration

7.5.1

Actual convd
revisions tha

7.5.2 Step
Obtain all pe|

Ensure the s
use in the ev|

Perform any

7.5.3 Step

A detailed dd
is crucial to
records is a\
qualities as ¢

All digital red

Genelral

OTtS M your jurfsdiction. if the testshows that the anticipated Tesult 15 not satisfactority acht
ort to document either a revision of the anticipated result or a change in strategy.

rms part of the background for the next plan, whether the test produced satisfactony resy
5t was not satisfactory, the report provides background information for the testing of a re|
I migration methodology. If the test was satisfactory, the report sets out the basis for validatir]
Fsion or migration. For example, the test may meet the anticipated results butit'may also illug
rrors are generated. This knowledge ensures that the validation phase willinclude the corrg
[s.

rsion or migration of the source records shall proceed according to the overall plan, wit
I have been made following analysis of the test results.

1: Prepare for the conversion/migration
rmissions to allocate the resources needed to perform the conversion or migration.

burce records are duplicated priorito)commencing the process. These duplicates provide a
ent of the conversion or migration-resulting in the loss or corruption of the records.

“data cleansing” identified-in-the planning stage (see 7.3.4).

R: Define the records,for conversion/migration

finition of the content and format of computer files constituting the records and their relation
the successful'completion of conversions or migrations, so that reliable information aboy
ailable ifa conversion or migration is later necessary. It is also useful for protecting the reg
vidence-of business transactions.

ords‘exist as data objects. It is critical that all the data objects or components that make u

hntifind and aatharad tannthar far ~nanvArcinn Ar mitaratingen Nata that Ainidtal rasArde Avie

bved,

Its or
vised
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strate
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record be id
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in a

one-to-one, a one-to-many, or a many-to-one relationship with the data objects of components. That is, it is
possible to have:

a)

b)

consist of five data objects);

c)

20

a single record that may relate to a single data object (e.g. a letter might exist as a single digital text file);

a single record comprising many data objects (e.g. a web page containing text and four images might

many records in a single data object (e.g. a database is a data object that can contain many records).
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Define the content of what is to be converted or migrated by describing the records, including factors such as
date range, provenance, and so on, as well as the data objects and their location(s).

EXAMPLE 1 The records to be converted or migrated consist of the CEO’s emails from 1990 to 1995. Each email
record comprises text-based data elements and attachments, predominantly slide presentations.

All data objects exist in some kind of format. Knowing the format provides information about the structure of
the data object and is necessary for properly representing the record. It is also frequently necessary to know
what the data objects, when properly presented, mean. Gather information about the format and meaning of
the objects and add it to their description.

Determining the format of the data objects may be as simple as naming the application used to create and
maintain them. Additional information describing the format may be necessary particularly, for.example, when
the dpta objects:

— \vere created using uncommon (e.g. custom or obsolete) applications;
— gxist as a database with defined field sizes;
— have some functional or behavioural aspect (e.g. a website or CAD file).

Information (i.e. metadata) necessary to explain the meaning of any represented data objects is dlso required.
This [nformation pertains to understanding the data object itself and howiit relates to other data objects (if any)
that form the complete record.

EXANIPLE 2 A database containing demographic data will needinformation that explains that a “1”[in the gender
colunn means the individual is a man, while a “2” indicates a woman.

EXANPLE 3 A web page requires not just that an image be(produced but that it is produced on a certaip place on the
page |n relation to specific text, e.g. a caption.

To eXjpand on Example 1, the email application used by the CEO to create and maintain the records was Eudora,
versipn 6.0. The email application was used as@) recordkeeping system, which means that relatipnship of any
attachments to emails is the only way to establish their time of receipt or dispatch. Email mesgages having
record value have a file classification code indicated that relates to the corporation’s 1992 file class|fication plan.

Finally, collect information that:
1) uniquely identifies for future reference the body of records selected for conversion or migration;

) shows the relationship of the records to be converted or migrated to other, related recordg or workflow;

[ NEY

3) describes the-origin or source of the data objects, any changes that have been made [to them, and
who has had,custody of them;

4) provides or establishes data integrity or verification processes for the objects, e.g. digifal signatures
or other encryption that was, or continues to be, in place.

To cdnclude Example 1, the CEO email for 1990 to 1995 is referred to as 2005-001 in the Conversions Logging
database—Theemaitisretated-tootherrecordsof the UlgalliLat;Ull thluugh thebusiness autivity lassification
scheme. The email was maintained on a corporate server until 1996, after which it was transferred to tape,
using a verified process, and stored with the IT section. Some outgoing emails were encrypted for transmission
using PGP but not stored in encrypted format. Access to the tape was limited to IT unit staff.

7.5.4 Step 3: Configure the conversion/migration environment

Acquire and configure the hardware and software needed to carry out the conversion or migration according to
the plan. Ideally, the test environment will match that used for the actual conversion or migration.

Auditlogging of all conversion or migration activities shall be available in the conversion or migration environment.
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7.5.5 Step 4: Conduct conversion/migration

The activities to be performed to complete the conversion or migration will vary depending on the complexity of
the process. For example, some types of conversions or migrations will involve extraction of the data.

7.5.6 Step 5: Check and correct errors

Perform quality assurance to check for any inadvertent errors that may have affected data integrity during the
conversion or migration process. Such assurance shall be carried out continuously throughout the process
with a final check at the end. Continuous quality assurance will make it easier to identify and correct problems,
and will provide a better audit trail.

Quality assufance may be achieved through the use of cyclic redundancy checks, checksums associdted with
each data file, hashing algorithms, or the use of system logs to record and identify any file transfer!

Correct any rrors that have been identified. This may involve carrying out a reconciliation-of_data, manual
corrections, pr a complete rerun of the operation until the results match the planned target.state.

7.6 Validdting

7.6.1 Genejral

The purpose|of the validation process is to verify that the target digital records.have been successfully converted
or migrated, so that a third party could be reasonably sure that the authenticity, reliability, integrity and usability
of the records have been maintained.

Specific objectives of validation include:

— verifyind that no unacceptable or unanticipated chafnges were introduced during the conversion or
migratioh and that the authenticity, reliability, integrity-and usability have been preserved;

— assessing and resolving any differences in contént, context, structure and behaviour that were introdficed.

Ideally, validgtion will take place continuously throughout the conversion or migration process, with a final valigation
of the entire process at the end. This approach will make it much easier to correct any serious deficiencies |n the
process early on, which will make correcting problems much easier and, ultimately, save resources.

7.6.2 Step[l1: Assign responsibility

Assign respgnsibility to individual(s) who will validate the process. This shall not be the same individual(s) who
carried out the conversion-or,migration of the records. One means of ensuring the separation of convgrsion
or migration pnd validation‘duties is to establish a validation team and, if required, a validation steering t¢am.

7.6.3 Step : Determine the validation activities

Initiate the vglidation effort by identifying the scope of the specific systems, components, or data to be validated.

Outline the exact details or activities required for each of the steps in the validation process, as well as for any
remediation work necessary to address any problems identified with the data during the validation exercise.
The output from this activity will be a validation plan. The plan defines validation steps that apply to various
operational states and scenarios that progressively build confidence in the conversion process and assist in
the identification of any discrepancies.

7.6.4 Step 3: Establish the system in the validation environment

Ensure that the required operators are trained and the equipment and tools are prepared to conduct the
validation. Agree on a schedule to validate the conversion process and its output in terms of delivery, installation
and system specification.
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