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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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document (imported ASN.1 types are used to be subsequent editions, including all future minor versions).

Any feedback or questions on this document should be directed to the user’s national standards body. A
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Introduction

On-board equipment (OBE) that uses satellite-based positioning technology to collect data required for
charging for the use of roads operates in an autonomous way (i.e. without relying on dedicated roadside
infrastructure). The OBE will record the amount of road usage in all toll charging systems it passes through.

This document specifies requirements for dedicated short-range communication (DSRC) between OBE and
an interrogator for the purpose of checking compliance of road use with a local toll regime. It assumes an
electronic fee collection (EFC) services architecture according to ISO 17573-1 (see Figure 1).

Interoperability

Figui|

Toll charge
toll regime
interrogati
via shortr
a compete
interrogati

management
$ Toll
&Compliance check

charging
communication

Service
provision

!

Service usage

e 1 — Compliance check communication in EFC architecture according to ISO 17

rs (TCs) need to check whether{or'not the road is used in compliance with the rules
. One way of checking compliance is to observe a passing vehicle and to interrogate th
on happens under control-of-an entity responsible for toll charging (see Figure 1), ac

nt enforcement ageney).and the OBE. In an interoperable environment, it is essenti
on communicationcbe-standardized such that every operator of compliance checking

573-1

n the local
b OBE. This
fomplished

hnge communication between an interrogator at the roadside or in another vehicle (operated by

il that this
equipment
for reading

e operator
h in case of

can check 3ll passing OBE. Forthat purpose, this document defines attributes required on all OBE

by an interjrogator.

This document has bee€n prepared to fulfil the following statements:

a) Collected evidence can be used as court proof. Data is indisputable and secured such that t}
of the rompliance checking interrogator can prove the integrity and authenticity of the dat
dispute

b) The data required for compliance checking is read only, since the operator of the interrogator does not
interfere with the working of the OBE.

c) All attributes, standardized at the time of personalization of the OBE, are present in the OBE such that
an operator of an interrogator can essentially read the same data from all OBE, independent of the type
and make. In case an attribute does not make sense in a certain OBE implementation, a value assignment
for “not applicable” or “not defined” is provided in each case. An OBE compliant to the first edition of this
document will not answer with such a response for new attributes introduced in the current edition of
this document.

d) The attributes, derived from the individual toll regime are of general importance for all toll system

types (motorway tolling, area tolling, tolls for ferries, bridges, tunnels, cordon pricing, etc.).

© IS0 2024 - All rights reserved
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e) The attributes apply to all OBE architectures, and especially to both thin (edge-light) and fat (edge
heavy) client architectures. The interrogator is intended to receive essentially the same information,
irrespective of the type of OBE.

[t is assumed that the prime objective of the operator of the compliance checking interrogation is to check
whether the user has fulfilled its obligations, in particular:

whether the OBE is mounted in the correct vehicle;

— whether the classification data transmitted by the OBE are correct; and

— whether the OBE is in operational condition, both in a technical and a contractual sense.

Regarding

Aslongast
(TSP) take
long as the
data and n
soon as thd
the TSP (e.
a detected
OBEisnol
until the p1

NOTE
implement
signalling “Y

Ultimately,
requireme

In the case

he OBE signals the correct operational status to the user (“go” / “green”), the toll sé€tvi
5 full responsibility for the correct operation of the OBE and for the payment by the'use

pt tampering with the OBE), the user can expect the OBE to serve as a valid*payment]

OBE signals an invalid operational status (“no go” / “red”) — either set by the centr
b. because the user account is negative), by internal mechanisms of the OBE itself (e.g.
defect or an outdated data set) or a user manipulation with such result — the user kno
bnger a valid payment means. The user then uses alternative means of toll declaration
oblem is remedied and the OBE indicates “green” again.

this case, “red” and “green” are used in the abstract, symbolic sense, and do not imply 3

I
aEion. The design of the user interface of the OBE is implemientation-dependent, and several

ed” or “green” are conceivable.

the policy of when to signal “green” or “red”:is-specified by the TSP in accordand
hts specified by the TC(s).

where the OBE status turns “red”, the user takes action, declares road usage subjec

OBE signals “green” and the user fulfils its other obligations (e.g. entering cosrect clj

assumed.

e provider
. Hence, as
ssification
means. As
| system of
because of
ws that the
r payment

ny physical
methods for

e with the

[ to fees or

pays by some alternative means as soon as practieable. Until the user does this, they are in a potentially non-

compliant
action wit}
red” opera

Different t
for a natio
user might
as possible
issues wit}
user.

A secondal
performan|
work acco
limited. TH

situation. To allow a judgment to be'made as to whether or not a user has taken the 4
in an acceptable period of time, information is provided by this document not only on {
Fional status but also on the length of time that the OBE has been in its current status.

pll contexts can overlap geographically. A user could be liable in several toll contexts 4
hwide distance-dependént road tax and a local city access pricing scheme — a fact o
not in all cases be aware. This document builds on the concept that regarding compli
, there is no notiefx’of toll context (see 5.4). It is within the responsibility of the TSP
1 overlapping toll‘eontexts and to distil all information into a binary “red/green” mes

y objective'of the operator of the compliance checking interrogator can be to collect

ce of the"OBE, e.g. in order to check for the correct technical functioning. Since differe
ding to quite different principles, the possibilities for doing this in a standardized wa
is“document contains some provisions for this task (e.g. the attributes communicat

ppropriate
he “green/

It once, e.g.
 which the
hnce, as far

to resolve
sage to the

lata on the
nt OBE can
y are quite
ionStatus,

GnssStatus, DistanceRecordingStatus), but otherwise assumes that TCs monitor correct recording by

comparing

observed traffic (e.g. with cameras) with usage data received from TSPs.

This document has been prepared with the intention to be “minimalist” in the sense that it covers what is
required by operational and planned systems.

This document is complemented by ISO 13143, which specifies how to evaluate on-board and roadside

equipment

for conformity to ISO 12813 (this document).
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Electronic fee collection — Compliance check communication
for autonomous systems

1 Scope

This document specifies requirements for short-range communication for the purposes of compliance

checking iy
place betw
equipment
correctly 1
regime.

The operaf
defined in
whether tH
CCC reads,

This docur
checking i

It specifieq
herein are
“not specif
choose wh
In order tq

een a road vehicle's on-board equipment (OBE) and an interrogator [fixed and mobi
(RSE) or hand-held unit] and serves to establish whether the data that are delivered
eflect the road usage of the corresponding vehicle according to the rules eof the pe

or of the compliance checking interrogator is assumed to be part of tle toll charg
[SO 17573-1. The CCC permits identification of the OBE, vehicle and contract, and ver

CCC) takes
e roadside
by the OBE
rtinent toll

ing role as
ification of

e driver has fulfilled their obligations and the checking status andperformance of thie OBE. The

but does not write, OBE data.

hent is applicable to OBE in an autonomous mode of operdtion. It is not applicable to
| dedicated short-range communication (DSRC)-based chdrging systems.

data syntax and semantics, but not a communication sequence. All the attribute
required in any OBE claimed to be compliant with“this document, even if some value

fompliance

5 specified
5 are set to

ied” in cases where a certain functionality is_not present in an OBE. The interrogatar is free to

ch attributes are read in the data retrieval phase, as well as the sequence in which the
achieve compatibility with existing systems, the communication makes use of the

specified in ISO 17573-3 wherever useful.

The CCC is
CEN-DSRC
in ETSI ES
functions g
DSRC appli
RSE and O]

The definif]
— the ap]
use of

CCCd3

suitable for a range of short-range:éommunication media. Specific definitions are gi
as specified in EN 15509, as well as for the use of ISO CALM IR, the Italian DSRC a
200 674-1, ARIB DSRC, andi\WAVE DSRC as alternatives to the CEN-DSRC. The att
pecified are for compliance checking by means of the DSRC communication services p
cation layer, with the CCGattributes and functions made available to the CCC applicat
BE. The attributes andfunctions are specified on the level of application data units (A

ion of the CCC includes:
blication intérface between OBE and RSE (as depicted in Figure 2);
the generie DSRC application layer as specified in ISO 15628 and EN 12834;

ta.type specifications given in Annex A;

y are read.
attributes

ven for the
s specified
ibutes and
rovided by
ions at the
Us).

Annex

a protocol implementation conformance statement (PICS) proforma is given in Annex B;

C, Annex D, Annex E and Annex F;

Annex H);

use of the CEN-DSRC stack as specified in EN 15509, or other equivalent DSRC stacks as described in

security services for mutual authentication of the communication partners and for signing of data (see

In addition, an example CCC transaction is presented in Annex G and Annex I highlights how to use this
document for the European Electronic Toll Service (EETS).

Test specifications are not within the scope of this document.

© IS0 2024 - All rights reserved
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RSE OBE
AP AP
RSE CCC OBE CCC
application application
r-—— - - - - T — — = — - T "7 - I
| RSE CCC OBE CCC |
: function calls function calls |
| |
' DSRC functions i DSRC functions [
|
Scope of | for CCC — for CCC |
this | !
document | :
' |
|
|
[ Communication Communigation |
!_ service primitives service primitives |

DSRC communication serviges

Key
ADU application data unit

AP application process

CCC compliance check communication
DSRC dedigated short-range communication
OBE on-bpard equipment

RSE roadside equipment

Figure'2 — CCC application interface

2 Normative references

The follow|ng documents arereferred to in the text in such a way that some or all of their content fonstitutes
requirements of this dogument. For dated references, only the edition cited applies. For undated feferences,
the latest gdition of thereferenced document (including any amendments) applies.

ISO/IEC 8825-2, Information technology — ASN.1 encoding rules — Part 2: Specification of Packed Encoding
Rules (PER]

[SO/IEC 9646=FInformutiontechnotogy——0penSystemsinterconnectiom=——Conformuncetestingmethodology
and framework — Part 7: Implementation Conformance Statements

[SO 12855, Electronic fee collection — Information exchange between service provision and toll charging

[SO 14906:2022, Electronic fee collection — Application interface definition for dedicated short-range
communication

[SO 15628:2013, Intelligent transport systems — Dedicated short range communication (DSRC) — DSRC
application layer

ISO 17573-3:2023, Electronic fee collection — System architecture for vehicle-related tolling — Part 3: Data
dictionary

© IS0 2024 - All rights reserved
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EN 12834, Road transport and traffic telematics — Dedicated Short Range Communication (DSRC) — DSRC

application

layer

EN 15509:2023, Electronic fee collection — Interoperability application profile for DSRC

NIMA Technical Report TR8350.2 version 3 — Department of Defense World Geodetic System 1984, Its
Definition and Relationships With Local Geodetic Systems

3 Term

s and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IE

maintain terminology databases for use in standardization at the fnllnwing addresse

ISO On

IEC El¢

3.1
access cre|
trusted att]

[SOURCE: ]

3.2
attribute

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

dentials
estation or secure module that establishes the claimed identity of an.object or applicat

SO/ TS 17573-2:2020, 3.4]

addressable package of data consisting of a single data element oixstructured sequences of data e

[SOURCE: I
3.3

SO/ TS 17573-2:2020, 3.13]

authentication

security m
[SOURCE: §

3.4
authentic{
data, possi

[SOURCE: I

3.5
back end
part of a ba

[SOURCE: |
3.6

echanism allowing verification of the proyvided identity

EN 301 175 V1.1.1:1998, 3]

itor
bly encrypted, that is used for authentication (3.3)

SO/ TS 17573-2:2020( 3,16]

ck-office system interfacing to one or more front ends (3.8)

SO/TS<+#573-2:2020, 3.22]

ion

lements

s 5y

data integ

ey

property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: I
3.7

SO 7498-2:1989, 3.3.21]

fixed roadside equipment
roadside equipment (3.11) located at a fixed position

[SOURCE: I

SO/TS 17573-2:2020, 3.81]

© IS0 2024 - All rights reserved
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part of an electronic fee collection (EFC) system which consists of on-board equipment (OBE) (3.10) and
possibly of a proxy where road tolling information and usage data are collected and processed for delivery
to the back end (3.5)

[SOURCE: I
39

SO/TS 17573-2:2020, 3.85]

mobile roadside equipment

equipment

[SOURCE: I

mounted on a mobile unit or handheld equipment to be used along the road

SO/TS 17573-2:2020, 3.119]

3.10
on-board
all require
and commi

[SOURCE: I

3.11
roadside ¢
fixed or md

[SOURCE: ]

3.12
service pr
elementary

[SOURCE: I

3.13
toll
charge, tax

[SOURCE: |

3.14
toll chargg
entity whig

[SOURCE: I
3.15

toll contex

logical viey
single basi

bquipment
l equipment on-board a vehicle for performing required electronic fee collection{EFC
inication services

SO/ TS 17573-2:2020, 3.126]

quipment
vable electronic fee collection (EFC) equipment located along 6ron the road

SO/TS 17573-2:2020, 3.161]
imitive
' communication service provided by the application layer protocol to the application |}

SO/ TS 17573-2:2020, 3.173]

or duty levied in connection to using a vehicle in a toll domain (3.16)
SO/TS 17573-2:2020, 3.193]

T

h levies toll (3.13) fot-the use of vehicles in a toll domain (3.16)

SO/TS 17573-2:2020, 3.194]

t
v as,defined by attributes (3.2) and functions of the basic elements of a toll scheme con|
C tolling principle, a spatial distribution of the charge objects and a single behaviour of

) functions

processes

sisting of a
the related

front end (3
[SOURCE: I

3.16
toll domai

R_3Y
2Oy

SO/TS 17573-2:2020, 3.196]

n

area or a part of a road network where a certain toll regime (3.17) is applied

[SOURCE: I

SO/TS 17573-2:2020, 3.201]

© IS0 2024 - All rights reserved
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3.17
toll regime
set of rules, including enforcement rules, governing the collection of tolls (3.13) in a toll domain (3.16)

[SOURCE: ISO/TS 17573-2:2020, 3.203]

3.18
toll service provider
entity providing toll services in one or more toll domains (3.16)

[SOURCE: ISO/TS 17573-2:2020, 3.206]

3.19

transaction

whole of the exchange of information between two physically separated communication facilities
[SOURCE: ISO/TS 17573-2:2020, 3.211]

4 Abbreviated terms

For the puipose of this document, the following abbreviated terms apply.
AC_CR access credentials

ADU application data unit

AID application identifier

ASN.1 abstract syntax notation one

BST beacon service table

ccc compliance check communication

CN cellular network

DSRC dedicated short-range communication

EFC electronic fee colleCtion

EID element identifier

GNSS global navigation satellite systems

HMI humancmachine interface

1D ipvoker identifier

MAC message authentication code

OBE on-board equipment

PICS protocol implementation conformance statement
PSC provider service context

RSE roadside equipment

SAM secure application module

TC toll charger

© IS0 2024 - All rights reserved
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TSP toll service provider

VST vehicle service table

WGS84 World Geodetic System 1984
WSA WAVE service advertisement

5 Application interface architecture
5.1 General

This clausd

gives an insight into the CCC architecture. It identifies the services provided to CCG\a

and the functions that implement these services. It also defines principles regarding attributes ¢

of DSRC co
the detaile

The CCC ap
application
detailed m

mmunication service primitives. A detailed description of the functions is given‘in-Clau
d list of the attributes is given in Clause 8.

plication interface has been designed to make use of the CEN-DSRC communication st
layer specified in ISO 15628 and EN 12834. For other identified PSRC communicat
hppings to corresponding services are given in annexes.

From a general addressing viewpoint, it should be noted that only one CCC context is used, as

checking a

5.2 SerV
The CCC ap

retriey

mutua|

a comy

NOTE1
signalled to

The above
services ar

The servic

the “in
betwe

the “d{

the “ay

'tributes are independent of context.

ices provided

plication interface offers the following services te!CCC applications:

al of compliance significant attributes, in ordér for RSE to assess OBE compliance,

| authentication of RSE and OBE by means of exchange of credentials and authenticato

nand to the OBE to signal to the user'the result of the compliance check.

the user is decided by the entitjroperating the CCC interrogator and is outside the scope of thi

services are realized by means of protocol exchanges performed by means of com
d transactions as degeribed in Clause 9.

s are provided by the following functions:

bn RSE and\OBE;

ita retrieval” function, which shall be used to retrieve CCC attributes;

pplications
nd the use
se 7, whilst

hck, via the
ion media,

fompliance

s, and

'he policy on whether the result of‘the compliance check or the fact that a transaction has taken place is

5 document.

munication

itialise comfmunication” function, which shall be used to establish the CCC communication link

ithenticated data retrieval” function, which shall be used to retrieve data with an au

thenticator

fromt

he OBE;

function (e.g. signal “OK” via a buzzer sound);

— the “te

NOTE 2

st communication” function, which shall be used for testing and localizing the OBE.

A “write” service is not provided, since the writing of data into the OBE is not foreseen.

© IS0 2024 - All rights reserved
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5.3 Attributes

The attributes available on the OBE for a CCC application at roadside for checking the compliance of a vehicle
are given in detail in Clause 8.

All attributes specified in this document shall be available on the OBE.

The RSE is free to decide to read any combination of attributes from the OBE. The attributes shall be identified
and retrieved using the mechanisms specified in ISO 14906. More specifically, the addressing of the CCC
application data implemented by the OBE and RSE shall conform to the rules specified in ISO 14906:2022,

5.3.

Multiple instances of attributes are not supported.

5.4 Toll
An OBE m4g

NOTE ’
charging sy

In these di
instances

This docur
between t(
toll serviced
charger (T

The OBE 5
However, f
may be use

5.5 Use

5.5.1 Su

The CCC ap
communic
provided.

context
y be located in more than one tolling contexts at once.

his can occur, e.g. in situations where a motorway toll geographically oveslaps with an
Stem.

fferent tolling contexts, the OBE can potentially run different chayging applications
f one charging application in parallel.

hent builds on the concept that for compliance checking, there is basically no need to
lling contexts. In certain circumstances and in the cases specified in the semantic def]
provider (TSP) shall ensure that the attribute content.complies with the specification
") (e.g. for local vehicle classes).

hould hold only one CCC context, representedby a single element as specified in

d to support ISO 12813:2015, the previous\edition of this document (see also 9.2.3).
of lower layers

pported DSRC communication stacks

hition media can be used.as listed in Table 1 if an equivalent mapping to corresponding
etailed examples are provided in informative annexes.

Table 1 — Supported short-range communication stacks

area-based

or several

Histinguish
inition, the
s of the toll

SO 14906.

br backwards compatibility reasons, one additional CCC context, represented by a secojnd element

plication interface makeg use of the CEN-DSRC communication stack as defined in Talle 1. Other

services is

Medjum Application layer Lower layers Detailed specifications
ISO 15628 EN 12795 e
CEN-DSRC EN 12834 EN 12253 Specification in 5.5.2
ETSI ES 200 674-1 ETSIES 200 674-1
Italian DSRC (Clause 11 and (Clauses 7to 10 and  |[Implementation example in Annex C
Annex D) Annex D)
[SO 15628 . .
[SO CALM IR EN 12834 ISO 21214 Implementation example in Annex D
ARIB STD-T75 ARIB STD-T75 . :
ARIB DSRC 1SO 15628 ITU-R.M1453-2 Implementation example in Annex E
IEEE 1609.3-2010
WAVE DSRC iggi;ggz'n_zow IEEE 1609.4-2016 Implementation example in Annex F
IEEE 802.11
NOTE EN 12795 and EN 12253 have been adopted in ITU-R.M 1453-2.
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If more than one communication medium is implemented in an OBE, then the OBE shall respond to RSE
interrogations on the same medium that the RSE has initiated the CCC interrogation.

5.5.2 Use of the CEN-DSRC stack

The following requirements apply to the CCC application when used with the CEN-DSRC communication

stack.

The OBE shall conform to EN 15509:2023, 6.1.2.

Fixed RSE shall conform to EN 15509:2023, 6.2.2.

Mobile RSE shall conform to EN 15509:2023, 6.2.2, except for Downlink Parameter D4a (not applicable to

mobile RSH

NOTE )i

6 Confd

6.1 Conf
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transa

6.2 Conf

A supplier
provide a S

A supplier
provide a g

6.3 Conf

Suppliers (
medium CH

NOTE ]
conformand

7 Funct

T-
N 15509 specifies the CEN-DSRC communication stack for fixed RSE only.

prmance

flormance requirements

ng requirements apply to OBE and RSE:

ns (including security functions), as specified in Clause 7;

ition data, as specified in Clause 8 and supplemented by:Annex A; and

ction model, as specified in Clause 9.

formance statement

of OBE that claims conformity of its OBE to the requirements specified in this docu
tatement of conformance by completing the PICS proforma as provided in B.4.

of RSE that claims conformity ‘of)its RSE to the requirements specified in this docy

'ormance evaluation'and testing

f OBE or RSE claifaing conformity of their equipment to this document for the com
EN-DSRC can perform their conformity tests according to specifications laid down in I

'he use of [SO. 13143 implies the use of other referenced underlying test standards for e
e to this dogument.

fions

ment shall

ment shall

tatement of conformance to this document by completing the PICS proforma as provided in B.5.

munication
0 13143.

yaluation of

7.1 Functional requirements

7.1.1 Mi

nimum supported functions

All functions specified in Clause 7 shall be available on the OBE.

For CEN-DSRC, the OBE shall provide the following functions:

— INITIALISATION, GET and RELEASE application layer services according to ISO 15628 and EN 12834;

GET_STAMPED, SET_MMI and ECHO EFC functions according to ISO 14906.
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Subclauses 7.1.2 to 7.1.7 specify the functions for CEN-DSRC only. For other supported media, according
to 5.5.1, equivalent functionality should be provided (for ETSI ES 200 674-1 5,8 GHz microwave DSRC see
Annex C, for CALM Infrared DSRC see Annex D, for ARIB microwave DSRC see Annex E and for WAVE 5,9 GHz
microwave DSRC see Annex F).

7.1.2 Initialise communication

The communication between the RSE and the OBE shall be initiated by the RSE, by means of the invocation of
an initialisation request by the RSE. After successful initialisation, the function “Initialise communication”
shall notify the applications on the RSE and OBE.

The initialisation notification on the OBE shall carry at least the identity of the beacon (e.g. beacon serial
number) and absolute time

The initialJsation notification on the RSE shall carry the CCC application identity and shall also|carry data
required fgr the security services (e.g. nonce value, key identifier).

The functipn “Initialise communication” shall be provided by the application layer INETFALISATION services
as specifiefl in ISO 15628 and EN 12834. It is specified in Annex A: refer to ccc-1nitdatiseComm-Request and
CCC-InitigliseComm-Response.

7.1.3 Dataretrieval

The functign “Data retrieval” shall be provided by the application layerGET service as specified ir] [SO 15628
and EN 12834. It is specified in Annex A: refer to ccc-DataRetrdgvdl-Request and CCC-DataRetrieval-
Response.

In the GET|service primitives, invoker identifier (IID) shall notbe used.

NOTE The invocation of a service primitive by an application process implicitly calls upon and uses services
offered by the lower protocol layers.

GET shall glways carry access credentials.

7.1.4 Authenticated data retrieval

The function “Authenticated data retrieval” shall be implemented by the EFC function GET|STAMPED
as specified in ISO 14906. It is specified in Annex A: refer to ccc-AuthDataRetrieval-Requesf and ccc-
AuthDataR¢trieval-Response.

GET_STAMPED shall always carry access credentials.
NOTE Access credentialsicarry information needed to fulfil access conditions in order to perform the gperation on

the addressgd element in the OBE. Access credentials can carry passwords as well as cryptography-based jnformation
such as authenticators:

7.1.5 Drjver notification

The functior i [ T pecified in
[SO 14906. It is spec1f1ed in Annex A: refer to CCC Not1f1cat10n Request and CCC Notification- Response

NOTE According to ISO 14906, SET_MMI.request uses EID = 0 and does not carry access credentials.

7.1.6 Terminate communication

The RSE may terminate the communication on the application level with the OBE with the function
“Terminate communication”, by means of the invocation of a release request by the RSE.

© IS0 2024 - All rights reserved
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The function “Terminate communication” shall be provided by the application layer service EVENT-REPORT
as specified in ISO 15628 and EN 12834. It is specified in Annex A: refer to ccc-TerminateComm.

NOTE
credentials.

7.1.7 Test communication

According to ISO 15628 and EN 12834, EVENT-REPORT (Release) uses EID = 0 and does not carry access

The function “Test communication” shall be implemented by the EFC function ECHO of ISO 14906, and is
specified in Annex A: refer to ccc-TestComm-Request and CCC-TestComm-Response.

According to ISO 14906, ECHO uses EID = 0 and does not carry access credentials.

NOTE
7.2 Secu
7.2.1 Ge

Security is
detailed in

This docun
and the inf]
of access td
privacy.

It does not
NOTE 1
NOTE 2 ]

NOTE3
countermeg

7.2.2 Al:lthentication/non-repudiation

Authentic
are defined
dependent

When usin

the OB

6.1.5.3

the RS
the R{

It is assumed that privacy protection requirements are covered by the access credentials mech|

rity

neral

an essential part of CCC applications. This document provides for generi¢(security se
plementations are media-specific.

hent provides for an authentication service that may serve to provetiie identity of the g
egrity of the data or to provide for non-repudiation, or both. It ¢ontains a mechanism
the OBE data by means of access credentials. Access protection-s also used for protec

provide for an encryption service.

'ransaction counter according to EN 15509 is not supported by the CCC application.

'he security measures specified in the <following subclauses fulfil the CCC interfa
sures specified in ISO 19299:2020, 7.3.3.

ed reading of data is provided by the function “Authenticated data retrieval”. Autl
| as ASN.1 OCTET STRING type. This only pertains to the ASN.1 syntax; the semanticy

o the CEN-DSRC cofitmunication stack:

F shallbeableto ¢alculateauthenticatorsaccordingtosecuritylevel 1asspecifiedinEN 1

F shallbedble to calculate authenticators to security level 1 as specified in EN 15509:2(

E~shall request a message authentication code (MAC) by addressing at least th

rvices. The

lata source
for control
fion of user

anism.

Ce security

nenticators

are media

b509:2023,

23,6.1.5.3;

b attribute

Paymerl

LM nﬂc;

the authentication keys (AuK(k)) stored in the OBE shall be derived from the master authentication keys

(MAuK(Kk)) as specified in ISO 14906:2022, F.4.2, with the following algorithm for computing the input
value (VAL):

VAL ="

Compact_PersonalAccountNumber || ContractProvider || 00’, where

Compact_PersonalAccountNumber = [HighDWord32(PAN)] XOR [LowDWord32(PAN)]

NOTE 1

The derived authentication key for a given generation k is computed as follows AuK(k) = ede [MAuK(Kk)]

(VAL), where "ede" is the chained encryption, decryption and encryption of the input value (VAL) using the master
authentication key for the given generation k.
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When using one of the other communication stacks described in Annexes C, D, E or F, algorithms and the use
of lower communication layer services shall be as specified in the corresponding annex.

Authenticators shall primarily pertain to values and prove the source and the integrity of the data unit.
Authenticators shall protect against forgery or provide non-repudiation, or both. Authenticators shall be
transmitted from the OBE to the RSE.

NOTE 2  Master authentication keys can be CCC-specific.

7.2.3 Access credentials

Access credentials shall be used to manage access to attributes. Access credentials are mandatory for all
attributes specified in this document. The “Data retrieval” and “Authenticated data retrieval” functions shall
always carfy access credentials.

The OBE shall support calculation of access credentials to security level 1 as specified in"\EN 15509:2023,
6.1.5.3.

The RSE shlall be able to calculate access credentials to security level 1 as specified imEN 15509:2(23, 6.1.5.3.

Access credlentials are defined as being of ASN.1 type OCTET STRING. This only pertains to the ASN.1 syntax;
the semantics are media-dependent.

8 Datarequirements

The addregdsing of the EFC system and application data shall conform to the rules specified in ISO 1#906:2022,
5.3.

Within the[context of CCC, all attributes given in Tables 2 and'3 shall be available in the OBE.

Table 2 cortains attributes which are specified in IS0;14906, EN 15509 and in ISO 17573-3 and arf imported
from their joriginal source of specification.

Table 2 — CCC attributes as specified in ISO 14906, EN 15509 and ISO 17573-3

AtgributelD Attribute Length Data set
(octets)?
24 EquipmentOBUId 5 (1+4)¢ L
32 PaymentHegns 1ab Identificatign
16 VehicleliitencePlateNumber 13 to 17¢
17 Vehitl€eClass 1b,c
18 VeHicleDimensions 3b
19 VehicleAxles 2b
20 VehicleWeightLimits 6b Vehicle
22 VehicleSpecificCharacteristics 4b
46 TrallerCharacteristics 5b
55 VehicleCurrentMaxTrainWeight 2b
63 LocalVehicleClassId 2b

a  Including the length determinant as specified in ISO/IEC 8825-2 (packed encoding rules for ASN.1 is used in
this document). In case of discrepancy between the length value specified in this table and in the ASN.1 module,
the ASN.1 module specified in Annex A shall take precedence.

b According to ISO 17573-3.
¢ According to EN 155009.

Table 3 contains attributes which are introduced and specified in this document.

© IS0 2024 - All rights reserved
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Table 3 — CCC specific attributes

AttributelD Attribute Length (octets)? Data set
0 CccContextMark 6 Identification
48 VehicleAxlesHistory 6 Vehicle
60 VehicleWeightHistory 12
62 ExtendedVehicleAxlesHistory 10
64 AttributeUpdatelInterval 1
49 CommunicationStatus Status
50 GnssStatus 23
51 DistanceRecordingStatus 6
52 ActiveContexts Variable 1+(x *4)P
53 ObeStatusHistory 13
61 ExtendedObeStatusHistory 18
99 ExtendedObeStatusHistoryPartl 36
100 ExtendedObeStatusHistoryPart2 28
101 UserConfirmation 13
al Including the length determinant as specified in ISO/IEC 8825-2 (packed.enicoding rules for ASN.1 |s
uked in this document). In case of discrepancy between the length value speCcified in this table and in the
AISN.1 module, the ASN.1 module specified in Annex A shall take precederice.
bl Where ‘x’ means the number of toll contexts active in the OBE: x valu€ is given in the first byte.
Additionalfrequirements that apply for OBE history-related atttibutes are as follows:
The EFC |attribute ExtendedObeStatusHistoryPartl provides, compared to the data elements in
ExtendedOlestatusHistory, additional information abeut geographical position of the chanpge of the
status indjcator and the possibility to submit a TSP individual information code. The EF( attribute
ExtendedObeStatusHistoryPart2 provides two additional historic values of the OBE status.
The OBE | provides the attributes ExtendedObeStatusHistory, ExtendedObeStatusHistoryPartl and
ExtendedOpeStatusHistoryPart2.
The RSE shall decide which of those attfibutes to request, e.g. either
— ExtendedObeStatusHistory On
— ExtendedObeStatusHistofyPartl Or
— ExtendedObeStatusHd storyPartl and ExtendedObeStatusHistoryPart2 O

Attribute 1
original so

none of the three 'options above.

equirements that restrict choices or are more specific and limited in scope than thg

se of their

irce.of specification can be found in A.1. Data type specifications are made available ivll A.2.

9 Transaction model

9.1 General

The transaction model related to the CCC application interface for DSRC shall be in accordance with
[SO 14906:2022, Clause 6, with the restrictions and amendments specified in the following subclauses for
implementations using the CEN-DSRC communication stack. Details on the transaction model and addressing
for other communication media are given in the relevant annexes.

The transa

ction model comprises two phases: initialisation and transaction.

© IS0 2024 - All rights reserved
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Initialisation phase

Initialisation request

Initialisation of the communication shall be initiated by the RSE by means of the function “Initialise
Communication”. The OBE evaluates the initialisation request in order to decide whether the CCC application
is supported. If the OBE does not support the CCC application, it shall not respond to the initialisation request.
If the OBE supports the CCC application, it shall respond to the initialisation request.

9.2.2 CCC application-specific contents of BST

The application identifier (AID) = 20 shall be used for the CCC applications.

The RSE sh

NOTE
at the RSE.

]

9.2.3 CC

There shal
in the VST.

In those il
Annex A, d
EfcContext

The TSP sh

correspondls to one unique dated version of this document through a reference table, which is mag

to the TC, 3
complies.

One instan
instance is

NOTE1 ]

all initialise one instance of AID = 20 in the beacon service table (BST).

'his does not exclude the BST from carrying information related to other applications Which c

C application-specific contents of VST
be aminimum of one instance and a maximum of two instances of AID= 20 in the 2pp1i
\stances, the parameter ApplicationContextMark shall belas specified in ISO 175

orresponding to security level 1, with the first 6 octet® containing cccContextMark
Mark.

all make use of the data element contextversion to ensure that the value of the cccc

llowing it to identify to which specific versiotof the CCC application interface definiti

ce of the CCC application-specific context’shall be present and conform to this documer
optional and if present should conform to ISO 12813:2015.

'he TSP can use the CccContextMark to identify to which specific version of the CCC applicati

An be active

ationList

73-3:2023,
instead of

ntextMark
e available
on the OBE

t. A second

on interface

definition the OBE complies. This can be useful when creating a region of interoperable toll systems to support gradual

migration t
interface de

NOTE2 1
that need td

The RSE sh
the toll con

9.3 Transaction phase

newer updates of the standard by mandating that the RSE handles not only the most recent
finition but also others thatare existing within the OBE population.

[0 ensure compatibility with all former editions of this document and to limit the number of
be handled, the nfaximum number of instances of CCC applications presented in a VST is sett

all only carryeut a CCC transaction with an OBE that has transmitted a cccContextMa
text.

application

CC contexts
two.

rx valid for

After com

tetion of the Initialisation phase, the RSE appiication shatt be notified:

There are no requirements specific to the transaction phase. The RSE may perform a transaction by using
the functions in any sequence as long as the requirements of this document are met. The OBE shall respond
to the functions invoked by the RSE and shall not initiate any functions on its side.
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Annex A
(normative)

CCC data type specifications

A.1 General

In Tables A.1, A.2. and A.3, CCC attributes are specified in terms of:

— the name of a data attribute;

— the names of the data elements forming the CCC attribute (there are no optional data‘€lemg¢nts within
any or:E CCC attribute);

— the semantic definition of the data element; and
— remarks, including references to other standards.

The specification of the corresponding data types in ASN.1 is provided in A2

© IS0 2024 - All rights reserved
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Furthermore, by default, any Earth-centred Earth-fixed polar coordinate geodetic datum can be used, as
long as the maximum datum displacement relative to the geodetic datum prescribed is acceptable to the TC
of the related toll domain.

The maximum tolerated datum displacement, also called datum shift, should not exceed 0,4 m.
NOTE The recommended maximum tolerated displacement allows, for example, for using one of the International
Terrestrial Reference Frames (ITRF), the Russian PZ90.2 or one of the European Terrestrial Reference Frames (ETRF)

as geodetic datums alternative to the WGS84.

The calculated datum displacement should be determined according to ASME Y14.5.

© IS0 2024 - All rights reserved

26


https://standardsiso.com/api/?name=a1b188e9c77bc5683382d9d71600696e

:2024(en)

ISO 12813

-98ueyD 1Se[ 910J9(q SSTXYSTOTUSA Juaw
‘39D B 3.10J9 9InqLnie ayl jo sanfep| -ndop siy, seTxyoToTysAsnoTasxd
asn( -39 ‘dr1y ay3 Surinp paindog "'SSTXYSTOTUSA 9INqLI}IE
S9[XE JO JaquInu paIe[dap ay3 jd| 9340 Juswa[e elep Aue jo anjea ay3 jJusw
a3ueyd e J13[dayd 0) pasn aq uey| JOIBUEYD ISE] ) JO W) pue e | -NJOP SIY, pabueydUSYMBUTY AI03STHSSTXYSTOTUSA
‘(aou 19
PayJI[) Jaquinu S3[Xe S[OIYdA pUH
YS1eY S[Xe 1S.11J D124 SPN[IU] "€°€4SLT OS] 03 3UIPI0dIY | €-€LSLT OSI SOTXYSTOTUSA
Z19 0S1
03 3UIpI02J¢E [[BISA0 YIPIM 3[)
-1Y9A pUE [[eI19A0 JY3I9Y 921N
‘[[e1940 Y13Ua] ADIYIA sapnpuj "€-€4SLT OS] 03 3UIPI0dIY | €-€LSLT OSI SUOTSUSWTISTOTYSA
"€-€4SLT OSI ul payg1oads se
UOTITUTISASSBTISTOTUSATROOT
9InqILI33e BIEp 1X9IU0D 93 SU 'S3X93U0DRATHOY
-JEN[BAD USYM PUd JUOI a3 ul|  JO AI1IUd 3SI1J Y3 YUM puodsaliod
pauruLId)dp uonIUap diy1vads-) [1BYS "€-€LSLT OSI 03 8UIp1020V | €<E4SLT OSI PISSETIDSTOTUSATEOOT
'd.0000 03 39S 9q [1eys
JuaWa(e TTTT dY3 ‘Pap0Od 10U SIIL ]
"‘PISSETOSTOTYSATROOT 31} U[BIUO0D
"SSB[D 9[J1YdA [J0] 93} PUH [[eYS SSeTOSTOTYSA 93} UIYIIM
SSEB[D 9[0IYaA JISke( 93 ‘Payde1Ig|IUsWd TTTT YL 'SIXOIUODSATIOY
Jo[Iedy sapnu "9[oIyaa ay3 03 Sul|  Jo A13us 3sa1y 93 Yum puodsaliod| 60SST NH
-urey.red uoryeuriojur o13109ds-ds Jj [1eYS "60SST N 03 SUIp.I0ddY| Ul Sk dwes SSeTD9TOTYSA
‘Aidde
60SST N4 ul payjads se ad£119q
-eyd[e pue y13ua][ 10} SJUTEIISUOD [
-UOTTPPE ‘SILIIUNO0D Jaquidawl NHD U]
"SJUTBIISUOD [BUOTIIPPE
noyyim sardde ¢-€/£5/4T OS] 03
durpaoooe uonuyep ad43 eyep ay3
‘saze[d 90ua2I[ UI SI9quINU JIqeIy
pUE S191319] Unle] 9sn A[@AISN[IXd 10U
Op Y21yMm suoIga.l pue S9LIIUNOD 10,
"€-€LSLT OSI| 60SST N4 ‘€
uf paulyap se udt adAy erep sasq)| -£4GLT OSI ISqUINNS1RTIoSUSOTISTOTUSA
UoTT
-eonjoads
yIreway/a8es sonuewas| jJoadanos| (srqeardde j1) Juswad ereq(-qns) NQLINY JD)

ad1yaa Suipaesal ejeq — €'Y 9[qelL

© IS0 2024 - All rights reserved

27


https://standardsiso.com/api/?name=a1b188e9c77bc5683382d9d71600696e

:2024(en)

ISO 12813

"ssewl ugIsop wnuwixewl
9y 10U pue 1ydrom urey wnw
-XBW JUa.LIND 93 Syuasa.da )

SE 1UDTOMUNUTXBNUTRILOTOTUIN

uey) 1omo] oq Aewr JyJrom sty "€-€LSLT OS] 03 3UIPI02OY | €-ELSGLT OSI UDTOMUTRILXEHIUSIINDSTOTYSA
U
-pejun 1ySom a[d1yaa pue 3y3rom
WNWIXEW Ule.1} 3[OIYdA I S1oMm
Uspe[ Wnwiixeu s[o1yaA sepnouj "€-€LSLT OS] 03 3UIPI02OY | €-ELSGLT OSI SATWTTIYLTOMSTOTUSA
"£103S1Y
913 19591 03 SI[XE J[IIYdA JO UOT]
-eIe[0ap 9yl Suryoyms AppIb| -sarxe a[o1yaa jo Joquinu jo sgueyd Jusw
Aq pne.j129319p 03 pash aq ue’) snoraaad ay3 jo swn) pue aje| -noop SIy,[ SNOTASIJOLPOBUBHOMOYMOWT Y
93ueyDd SB[ 910J9( SSTXYS[OTUSA JusW
olnqlille 9yl jJo anjeA| -ndop SIy], SOTXYSTOTUaASNOEARId
"'SOTXYSTOTUSA 9IN(qLIIIE
9Y3 JO JUSWA3 BIEp AUE JO ON[EBA Y] jusw
Jo a8ueyo 1Sk Y3 JO awiI} pue da3e| -noaop SIy, pebueypuaymauwTY AIO3STHSOTXYSTOTUSAPOPUSIXH
uon
-eony1ads
yreway/a8es sonjuewds| Jo ddanos| (drqesrjdde j1) yuswaa eyeq(-qns) 9INqLI1IVY D))

(panuijuos) €'y d1qeL

© IS0 2024 - All rights reserved

28


https://standardsiso.com/api/?name=a1b188e9c77bc5683382d9d71600696e

:2024(en)

ISO 12813

"eep
1y81om pue adA3 quasaud j1 sud

-[re.d3 93 uo uohjeuriojul sepnjouj "€-£4SLT OS] 03 3UIp.1020Y | €-€/GLT OSI SOTASTISIDRIRYDISTTRIL
"9A19S3]
snd ‘Suryes uoisstws ¢Q) puy
SSe[d uoIsstwa OYN4 ‘0d4£3 (onJ
9UISUd UO UOTIBULIOJUI S9pPN]OU] "'€-€/6/1 0SK033uIp1020V | €-€4G5LT OSI sofastasloereypoTIToadSeTOTYSA
‘d]qe[IeAe S (] SSe2.9[o1yaa
[eoo[ snotaald ou J1 0 0319594 [[BYS
PISSBIDS[OTUSATEDOTSNOVASAd
93 pue () 0313 9q [[BYS JUdW[D
Blep 9y [, 39S 9Jom s3U1319S SNOIA juow
-91d a3 uaym awi1} ay3 SaJedIpuj| <€nlop SIyJ, snotasIgorpsbueypusymewTy
"a[qe[IeAe SI (] SSe[d 9[o1yaA
[ed0] snotaaad ou J1 ) 03 39S 3q [[eYS
SNOTASIJOLPabuURPYDHUSYMSWT Y
91 pue ( 01193 9q [[BYS JuUaW
-9[o Baep oy, odueyd Ise[
a3 2.10Jaq (] SSB[D 9[21Yy2A UL
[e20] JO s3U1139S 93 SaIBIIpU]| -NJ0P SIY, pIséeiDsToTysATROOTSNOTASId
"a[qe[teae s11ydrom snoiaa.ad ou
J1 0 0339S 3q [[BYS JUSWA[3 BIEP Y,
JUDTOMUTRILXPNIUSIINDSTOTUSA
Jo anjea ay3 jo asdueyD 1se|
93 9.10J9q Y S1oM dI1YdA U
9Y3 Jo s3un1as ay3 sayedipuj| -noop SIy,[ 1ybTemaTITy3ASNOTASId
‘padueyd sem
"JSY JUSWII0JUY| SSETOSTOTUSA UIYIM JUSWS[D TTT]
ue uissed au10jaq 3sn( 31 Suidueyy 91 .10 PISSETDSTOTYSATEO0T 10
pue s3TWITIYLTOMSTOTUSN| FUDTOMUTRILXPNIUSIINDSTOTYSA
Jo an[ea Mo[ A[3ua[npne.j JO anfeA a3 usaym swWI} JUId juaw
©109)9p 01 pasn aq ey -9.131S0W 9y} S93edIpu]| -NIOP SIY,| enTeplusaIn)orpsbueyiusymauty AI03STHIUDTOMOTOTYSA
uon
-eony1oads
yreway/a8es sonjuewds| Jo ddanos| (drqesrjdde j1) yuswaa eyeq(-qns) 9INqLI1IVY D))

(panuijuos) €'y d1qeL

© IS0 2024 - All rights reserved

29


https://standardsiso.com/api/?name=a1b188e9c77bc5683382d9d71600696e

ISO 12813:2024(en)

NOTE Depending on the layout of an EFC cluster, the actual vehicleClass and the LocalvehicleClassId can
exist in a front end in more than one instance. This will happen if the vehicle is present in more than one overlapping
EFC domain and when different EFC domains are using different definitions of local vehicle class identifiers.

A.2 Specification of the data types

A.2.1 General

This clause presents the abstract syntax notation one (ASN.1) definition of the following data types and
container types, in accordance with the ASN.1 technique specified in ISO/IEC 8824-1:

— the data types related to the CCC functions specified in Clause 7;

— the data types related to the CCC attributes specified in Clause 8; and

— the ASN.1 container types for the DSRC application layer.

A.2.2 Enkoding rules

A.2.2.1 Specification for non-CEN members of ISO

The packed encoding rules given in ISO/IEC 8825-2 with the restrictions specified in ISO 15628:2013, 6.2.7,
shall apply

A.2.2.2 Specification for CEN members of ISO

The packed encoding rules given in ISO/IEC 8825-2 with the gestrictions specified in ISO 15628:2013, 6.2.7,
shall apply|with the following exceptions.

Legacy en¢oding may be used for the data elements with the data types Latitude and Longifgude where
positive vallues shall be encoded as for an unsigned INTEGER data type, whilst two's complemerjt encoding
shall be used for negative values, under the following conditions.

During the|transition period (see NOTE 4), RSE-and OBE may use legacy encoding as specified abgpve.
After the cpmpletion of the transition period (see NOTE 4):

— RSE shall support both the packedencoding rules given in ISO/IEC 8825-2 with the restrictior]s specified
in ISO [15628:2013, 6.2.7 and-the legacy encoding rules as specified above (see NOTE 2).

— New OBE placed on the-market shall support packed encoding rules given in ISO/IEC 8825{2 with the
restridtions specifiedin1SO 15628:2013, 6.2.7 (see NOTE 3).

NOTE1 The set of rules contained in this subclause is intended to be discontinued in future editfions of this
document.

NOTE 2  This‘RSE requirement enables parallel operation of OBE using the legacy encoding and new OBE using
packed encqdirg rules.

NOTE 3  Thisrequirement does not apply to OBE already placed on the market.

NOTE4 In several European implementations of ISO 12813:2019 in OBE and RSE, the data types Latitude and
Longitude (present in GnssStatus, ExtendedObeStatusHistoryPartl, ExtendedObeStatusHistoryPart2 and
UserConfirmation) were encoded using legacy encoding (two's complement). European TCs and TSPs intend to
apply the packed encoding rules also for the data types Latitude and Longitude, after the update of the relevant
equipment and systems, carried out in a transitional phase, has been completed. The transition arrangements are
generally determined by TCs in consultation with TSPs. Concerned TCs update their RSE within a defined timeframe
to also support the packed encoding rules for Latitude and Longitude data, to ensure the continuous operation of their
systems. Once this update is completed, subsequent generations of OBE supporting packed encoding rules for Latitude
and Longitude data are introduced and operate in parallel to legacy OBE in these systems.
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A.2.3 ASN.1 module

The ASN.1 module is identified by the Object Identifier {iso(1) standard(0) 12813 version4(4)
minorVersion1(1)} that has been assigned in accordance with the requirements of ISO 14813-6.

The actual ASN.1 module is contained in the file “IS012813(2023)EfcCccV4.1.asn”, which can be directly
imported in a compiler. This file is available for download via https://standards.iso.org/iso/12813.

The syntax and semantics of the data types in the ASN.1 types in the above-mentioned file that is imported
shall comply with ISO 17573-3 and ISO 14906, respectively.

Table A.4 provides the SHA-256 cryptographic hash digest for the referenced file, offering a means to verify
the integrity of the file. The SHA-256 algorithm is specified in NIST 180-4.[27]

Table A.4 — SHA-256 cryptographic hash digest

File name SHA-256 cryptographic hash digest
[S012813(2023)EfcCccV4.1.asn 7eb9cccec238e3be2eb0940aa64553b971fa7a71d951945fde7b57d1f925c87e

NOTE PPasting the text of the file into one of the hash digest computation pages available on the web ¢an result in
a non-matching hash digest due to changes in the underlying coding.
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Annex B
(normative)

Protocol implementation conformance statement proforma

B.1 Gen

eral

In order to_evaluate the conformance of a particular implementation, it is necessary to have a statement of

%[;%;

those capabilities and options that have been implemented. This is called an implementation €0

statement
statement

This anne
with PICS t

B.2 Guig

B.2.1 Purpose and structure

The purpo
the CCC sp
manner.

The PICS p
— identif
identif}
global
PICS p

B.2.2 Abpbreviations and conventions

B.2.2.1 G

The PICS proforma centained in this annex comprises information in tabular form in accordan

guidelines

B.2.2.2 [

(ICS) or, more specifically when it covers transactions, a protocol implementatien/co
[PICS).

presents the (PICS) proforma to be used for the attributes specified in€lause 8 an

nformance
nformance

d Annex A,

lance for completing the PICS proforma

se of this PICS proforma is to provide a mechanism whereby a supplier of an implem
ecified in this document can provide information about the implementation in a st4

Foforma is subdivided as follows corresponding to categories of information:
ication of the implementation;

ication of the protocol;

statement of conformance;

roforma tables.

eneral

given in{SO/IEC 9646-7.

em column

emplates that are to be filled in by the concerned equipment supplier or, its representative.

entation of
\ndardized

e with the

The item column contains a number which identifies the item in the table.

B.2.2.3

Item description column

The item description column describes each respective item (e.g. parameters, data element). It implicitly
means “is <item description> supported by the implementation?”

B.2.2.4 Status column

The following notations, specified in ISO/IEC 9646-7, shall be used for the status column:
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mandatory — the capability is required to be supported.
optional — the capability may be supported or not.

not applicable — in the given context, it is impossible to use the capability.

now, n o u_n

0”, “x” or “n/a”) depends on the s

“w=n

1

pression which is specified immediately following the table.

qualified optional — for mutually exclusive or selectable options from a set.

“w=n
1

prohibited (excluded) — there is a requirement not to use this capability in the given context.

upport

is an integer identifying a unique conditional status ex-

is an integer which

entifies a unique group of related optional items and the logic of their selection which
ed immediately following the table.

eference column

ce column refers to this document, except where explicitly stated otherwise.

upport column

t column shall be filled in by the supplier of the implementatien'-The following commor|

specified in ISO/IEC 9646-7, shall be used for the support column:

m
0
n/a
X
c.i
0.i
id
fi
B.2.2.5 R
The referel
B.2.2.6 S
The suppot
Yory
Norn
N/A, n/a oy
As stated i
that PDU. §
for a paran

Yes, the item has been implemented.

No, the item has not been implemented.

The item is not applicable.

h ISO/IEC 9646-7, support for a receivedPDU requires the ability to parse all valid paf
upporting a PDU while having no ability to parse a valid parameter is non-conforma
peter on a PDU means that the semantics of that parameter is supported.

B.2.2.7 References to items

Each line v
the left-ha
implement|
and for refi

The means
a)
b) asolid

a refer]

vithin the PICS proforma which requires that implementation details be entered is ny
nd edge of the line. This numbering is included as a means of uniquely identifying 4
ation details withifirthe PICS proforma. This referencing is used both inside the PICS
erences from othery test specification documents.

of referencingindividual responses is done in the following sequence:
ence to-the smallest individual response enclosing the relevant item;

lis-character (“/”);

is speci-

notations,

ameters of
nt. Support

imbered at
1l possible
proforma,

)
d)

the reference number of the row in which the response appears;

if more than one response occurs in the row identified by the reference number, implicit labelling of

each possible entry as “a”, “b”, “c”, etc., from left to right, with this letter appended to the sequence.

EXAMPLE 1

EXAMPLE 2
Table B.11.

B.10/4 is the reference to the answer of item 4 in Table B.10.

B.11/3b is the reference to the second answer (i.e. in the second support column, if present) of item 3 in
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B.3 Instruction for completing the PICS proforma

B.3.1 General

The supplier of the implementation shall complete the PICS proforma in each of the spaces provided. In
particular, an explicit answer shall be entered in each of the support or supported column boxes provided,
using the notation described in B.2.2.6.

If necessary, the supplier may provide additional comments in space at the bottom of the tables or separately.

B.3.2 Definition of support

A capability is said to be supported if the implementation under test (IUT) can:

— generdte the corresponding operation parameters (either automatically or because the end user requires
that cqpability explicitly), and

— interpret, handle and, when required, make available to the end user the corresponding errof or result.

A protocol|element is said to be supported for a sending implementation if it is"able to generalte it under
certain circumstances (either automatically or because the end user requires relevant services explicitly).

A protocol|element is said to be supported for a receiving implementationif it is correctly interpreted and
handled and also, when appropriate, made available to the end user.

B.4 PICS proforma for OBE

B.4.1 Identification of the implementation

The follow|ng proforma (Tables B.1 to B.5) shall be used;to identify the implementation on the OBE side.

Table B.1 — Identification of PICS

Item no. Question Response
1 Date of statement (DD/MM/YY)
2 PICS serial number
3 System conformance statemment cross-refer-
ence

Table B.27>- Identification of the implementation or system or both

Item no. Question Response
1 TSP orEEC context name
2 Versiont number
3 Intended deployment within CEN countries
1es/ INOJ
4 Other information
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Table B.3 — Identification of the OBE supplier

Item No. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 E-mail address
6 Other information
Table B.4 — Identification of the OBE
Item No. Question Response
1 Brand name
2 Type, version
3 Manufacturer ID
4 Equipment class
5 Serial numbers of supplied units
6 Other information
Table B.5 — Identification of ISO-12813
Item No. Question Response
1 Title, reference no., publication date
2 ISO 12813 edition no.
3 Implemented addenda
4 Implementer’s guide version no.
5 Implementation defect reports (ref. no.)
6 Other information

B.4.2 Gl]:bal statement of conformance

Are all ma
NOTE 1 N

NOTE2 4
mandatory
on pages atf

datory capabilities impleiniented? (Yes/No)

ee 7.2 for a definitionefsecurity levels.

Answering “No? to” this question indicates non-conformance with the specification. Nom-supported

capabilities ate-identified in the PICS, with an explanation of why the implementation is non

ached to the/PICS.

conforming

B.4.3 PICS proforma tables
This partlofZthe PICS proforma (Tahles B6 tao B12) identifies the supported applicatidn context,
communication services and attributes (ADU) for the OBE side.
Table B.6 — Security requirements
Item no. Element Reference Status Support
(Y/N)

1 Security level 1 EN 15509:2023, 6.1.5.3 m

2 Authenticator calculation 7.2.2 m

3 AccessCredentials calculation 7.2.3 m
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Table B.7 — Required DSRC application layer functions

Item no. Element Reference Status Support (Y/N)
1 INITIALISATION 71.2 m
2 GET 71.3 m
3 GET_STAMPED 714 m
4 SET_MMI 7.1.5 m
5 EVENT_REPORT 71.6 m
6 ECHO 71.7 m
Table B.8 — Encoding rules
Item no. Element Reference Status Suppprt (Y/N)
1 Packed encoding rules for all data types except for A2.2 m
data types Longitude and Latitude
2 Packed encoding rules for data types Longitude and A22.1 c.8.13
Latitude A.2.2.2
3 Legacy encoding rules for data types Longitude and A22.1 ¢.8.2b
Latitude A.2.2.2
a  ¢.8.1: IF|(Table B.2/3 AND Period=Transition) THEN o ELSE m
b .8.2: IF|(Table B.2/3 AND Period=Transition) THEN o ELSE x
NOTE SedqA.2.2.2 for the definition of the transition period.
Table B.9 — Implemented DSRC stacks
Item no. Element Reference Status? Suppprt (Y/N)
1 CEN-DSRC 5.5.2 0
2 Italian DSRC according to ETSI ES 200 674~1 Annex C 0
3 CALM IR Annex D o
4 ARIB DSRC Annex E 0
5 WAVE DSRC Annex F 0
a2 One or more DSRC stacks shall be implemented.
Table B(10 — Data requirements regarding identification
Item no. Element Reference Status S;fgf::;ﬁf,d Sl;)I:-I:)(t)ZE :/iv;;ilte S;:)I;I;g;t
(Y/N)
CccConté€xtMark Clause 8 m
EquipmentOBUId Clause 8 m
PayymentMeans Clause 8 m
Table B.11 — Data requirements regarding status
l:leom Element Reference | Status s;lﬁgfer:tgszd wr?tltepgl?;:ec- Scl;[:i[;g;‘t
) tion (Y/N)
1 ActiveContexts Clause 8 m
2 ObeStatusHistory Clause 8 m
3 |ExtendedObeStatusHistory Clause 8 m
4 |CommunicationStatus Clause 8 m
5 GnssStatus Clause 8 m
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Table B.11 (continued)
Support Support
Item Supportread upp pp
Element Reference | Status . write protec-| coding
no. protection .
tion (Y/N)
6 DistanceRecordingStatus Clause 8 m
7 |AttributeUpdatelInterval Clause 8 m
8 |ExtendedObeStatusHistoryPartl Clause 8 m
9 ExtendedObeStatusHistoryPart2 Clause 8 m
10 |UserConfirmation Clause 8 m
] Support
Item Supportread | Supportwrite .
Element Reference | Status . . coding
no. protection protection
(Y/N)
1 |VehlcleLicensePlateNumber Clause 8 m
2 |VehijcleClass Clause 8 m
3 |LocglvehicleClassId Clause 8 m
4 |VehjcleDimensions Clause 8 m
5 |VehjcleAxles Clause 8 m
6 |VehlcleAxlesHistory Clause 8 m
7 Extg¢ndedVehicleAxlesHistory Clause 8 m
8 |VehjcleWeightLimits Clause 8 m
9 VehilcleCurrentMaxTrainWeight Clause 8 m
10 |VehjcleWeightHistory Clause 8 m
11 |[VehjcleSpecificCharacteristics Clausé&'8 m
12 |TrajlerCharacteristics Clause 8 m

B.5 PICS$ proforma for RSE

B.5.1 Identification of the implementation

The follow|ng proforma (TablesBy13 to B.17) are to be used to identify implementation on the RSE side.

Table B.13 — Identification of PICS

Item no. Question Response
1 Date of'statement (DD/MM/YY)
2 Pl€S@Serial number
3 System conformance statement cross refer-
ence
Table B.14 — Identification of the implementation or system or both
Item no. Question Response
1 TSP or EFC context name
2 Version number
3 Intended deployment within CEN countries
(Yes / No)
4 Other information
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Table B.15 — Identification of the RSE supplier

Item no. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 E-mail address
6 Other information
Table B.16 — Identification of the RSE
Item no. Question Response
1 Brand name
2 Type, version
3 Manufacturer ID
4 Serial numbers of supplied units
5 Other information
Table B.17 — Identification of ISO 12813
Item No. Question Response
1 Title, reference no., publication date
2 [SO 12813 edition no.
3 Implemented addenda
4 Implementer's guide version no.
5 Implementation defect reports (ref. no.)
6 Other information

B.5.2 Gl]:bal statement of conformance

Are all ma
NOTE 1 N
NOTE 2 A

mandatory
conforming

B.5.3 PI(

This part

datory capabilities implemiented? (Yes/NO) .......cccueune

ee 6.2 and Annex G for a definition of security levels.

on pages attached to the PICS.

CS proforma tables

communic

htioh services and attributes (ADU) for the RSE side.

Answering “No” to\this question indicates non-conformance with the specification. Nop-supported
capabilities are-fd_be identified in the PICS, with an explanation of why the implementation is non-

of#the PICS proforma (Tables B.18 to B.24) identifies the supported applicatiqn context,

Table B.18 — Security requirements

Item No. Element Reference Status Support
1 Security level 1 EN 15509:2023, 6.1.5.3 m
2 Authenticator calculation 7.2.2 m
3 AccessCredentials calculation 7.2.3 m
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Table B.19 — Required DSRC application layer functions

Item No. Element Reference Status Support
1 INITIALISATION 71.2 m
2 GET 71.3 m
3 GET_STAMPED 714 m
4 SET_MMI 71.5 m
5 EVENT_REPORT 71.6 m
6 ECHO 71.7 m
Table B.20 — Encoding rules
Item No. Element Reference Status Sypport
1 Packed encoding rules for all data types except for A2.2 M
data types Longitude and Latitude
2 Packed encoding rules for data types Longitude and A22.1 c.202
Latitude A.2.2.2
3 Legacy encoding rules for data types Longitude and A2.2.1 0.20.2b
Latitude A.2.2.2
a  ¢.20.11H (Table B.14/3 AND Period=Transition) THEN o ELSE m
b ¢.20.2 If NOT Table B.14/3 THEN x ELSE ((IF Period=Transition) THEN o ELSE m)
NOTE SeqA.2.2.2 for the definition of the transition period.
Table B.21 — Implemented-DSRC stacks
Item No. Element Reference Status? Support
1 CEN-DSRC 5.5.2 0
2 Italian DSRC according to ETSI ES 200 674~1 Annex C 0
3 CALM IR Annex D o
4 ARIB DSRC Annex E 0
5 WAVE DSRC Annex F )
a2 One or more DSRC stacks shall be implemented.
Table B(22— Data requirements regarding identification
Item No. Element Reference Status S:Eg;’;‘;tri'((:ﬁd Slg;g(t);z :/;/;‘Iilte S;:Eﬁ:;;t
CccContextMark Clause 8 m
FEquipment®BUId Clause 8 m
PaymenrtMeans Clause 8 m
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Table B.23 — Data requirements regarding status

Item Supportread quport Support
No. Element Reference | Status protection wrlte.pro- coding
tection
1 |ActiveContexts Clause 8 m
2 |ObeStatusHistory Clause 8 m
3 |ExtendedObeStatusHistory Clause 8 02
4 CommunicationStatus Clause 8 m
5 |GnssStatus Clause 8 m
6 DistanceRecordingStatus Clause 8 m
7 AttprputeUpdateIntervar Clause d m N
8 |Ext¢ndedObeStatusHistoryPartl Clause 8 0a (\q/\)‘
9 Exte¢ndedObeStatusHistoryPart2 Clause 8 oa A’(]/\)
10 |UsefConfirmation Clause 8 m A?\‘D’
a  Either ExtendedObeStatusHistory or both elements EX‘EendedObeS\}@}%HistoryPa rtl and
ExtendedOpeStatusHistoryPart2 shall be supported. .
)
Table B.24 — Data requirements regarding thq@@icle
S .
Item No. Element Reference Status Supp%%d pro- Slg:«%‘::z:g:e Sypport coding
PN
1 [VehicleLicensePlateNumber Clause 8 m \\Y -
2 [VehicleClass Clause 8 m k\>\\
3 [LocalVehicleClassId Clause 8 m N
4 [VehicleDimensions Clause 8 I{l‘\.\\
5 [VehicleAxles Clause 8 . §
6 [VehicleAxlesHistory Clause 8 A\v m
7 ExtendedVehicleAxlesHistory Clause 8 \ m
8 [VehicleWeightLimits Cl m
9 [VehicleCurrentMaxTrainWeight ‘1;;‘§\e 8 m
10 VehicleWeightHistory . ‘ Clause 8 m
11 VehicleSpecificCharacteristﬁS‘ Clause 8 m
12 TrailerCharacteristics C)V Clause 8 m
O .
&
2
O
Q.
?\
O
s
o)
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Annex C
(informative)

ETSI ES 200 674-1 communication stack usage for CCC applications

C.1 General

This anne

lists the requirements for CCC application using the Italian DSRC communication stac

specified

in ETSI E{
functions 4
can be stoq

Security algorithms and calculations, as well as the transaction model, are specified-.in ETSI ES

version 2.4

C.2 Requirements

Using the H
whole stan|

C.3 Fun

Table C.1 shows the correspondences between CCC functions and the directives specified in ETSI

1 version
different nj

After the f
to all other

If the com
authentica

The addre
parameter
(sequence

ction correspondences

200 674-1 as the communications medium. It shows how CCC generalized com
re mapped onto ETSI ES 200 674-1 protocol directives and specifies how CCC inform
ed in, and information retrieved from, an ETSI ES 200 674-1-compliant OBE.

1 (2013-05), Annex D.

dard, including its Annex D.

P.4.1 (2013-05), Clause 11. Different directives are used to access data which are
emory areas.

rst interaction to initialise the communication link, a Select-TBA-Id-Rq directive is co
requests.

pliance check transaction spans a number of DSRC interactions, the RSE should
[ion, as long as there is ropmifor authentication data and primitives in that interaction

bf concatenated)protocol directives. Refer to C.4 for the meaning of the listed directiv

Table C.1 — Functions correspondences

munication
htion types

200 674-1

TSI ES 200 674-1 communication stack for transferring CCGdata means being conformant to the

£S 200 674-
located in

ncatenated

repeat its

5s of the CCC application (AID parameter) corresponds to the Called AP Invocation Identifier
in the open-rq direetive. Table C.1 gives the correspondences between CCC fun

ctions and
b,

CC

C function ETSIES 200 674-1 directive

Initialise cd

mniunication Open-rq, concatenated with Get-TBA-Random-Rq, concatenated with Get

FMaster-

Record-Rqg

Data retrieval

For Master Core: Read-Master-Core-Rg

For Master Record: Get-Master-Record-Rg
For Application Core: Read-Appl-Core-Rqg

For Application Record: Read-Appl-Record-Rg

Authenticated data retrieval

Concatenation of:
Set-Credential-Rq, Get-Credential-Rq, and one or more data writing
as above in this table

operations

Driver notification

Set-UIF-Rqg

Terminate communication

Close-Rg

Test communication

Select-TBA-Id-Rg
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C.4 Data storage and addressing

The main characteristic of OBE data addressing in ETSI ES 200 674-1 is that data are referenced by position,
i.e. by specifying their location in the OBE virtual memory. There is a specific virtual memory structure for
each application type. This clause describes the OBE virtual memory structure for the CCC application.

The ETSI ES 200 674-1 virtual memory is structured for each and every application into two areas:
1) Master;
2) Application.

The Master area is common to all applications. It is read/only and contains information that is of common

use. It is divdded-into two cnh-arnac’ which can he accessed via cpnr‘ifir‘ Hirnr‘fivnc, as cpor‘i ied in the

Table C.2.

Table C.2 — Master area — Subareas

Subdrea ETSIES 200 674-1 directive
Core Read-Master-Core-Rqg

Record Get-Master-Record-Rg

The Applidation area is application-specific, and generally read/write. Itds‘also divided into twjp subareas
that can bd accessed via specific directives, as specified in Table C.3.

Table C.3 — Application area —Subareas

Subdrea ETSIES 200674-1 directive
Core Read-Appl-Core-Rqg, Write-Appl-Coxe*Rg
Record Read-Appl-Record-Rqg, Write-AppliRecord-Curr-Rg
NOTE ther ETSI ES 200 674-1 directives are avdilable for writing and reading in the Application qrea, but are

not used for] CCC applications, and hence are not listeld here.

Table C.4 shows where relevant CCC information is stored in the ETSI ES 200 674-1 virtual memory.

TableC,4 — Information in virtual memory

Area Displacement Length Description

Master Corp 0 2 ManufacturerId
2 EquipmentClass
4 10 Reserved

Master Recprd 0 EFC application. Has the value of 5050 (Hey)
2 EFC application sub-identifier. Has the valug of 0002

(Hex) for the CCC application

4 6 EfcContextMark{CecContextMark)
10 2 AC CR-KeyReference

Application Core 0 14 PaymentMeans
14 17 VehiclelLicencePlateNumber
31 1 VehicleClass
32 3 VehicleDimensions
35 2 VehicleAxles
37 6 VehicleWeightLimits
43 4 VehicleSpecificCharacteristics
47 5 TrailerCharacteristics
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Table C.4 (continued)
Area Displacement Length Description

52 6 VehicleAxlesHistory

58 8 CommunicationStatus

66 23 GnssStatus

89 6 DistanceRecordingStatus

95 13 ObeStatusHistory

108 14 VehicleWeightHistory

122 18 ExtendedObeStatusHistory

140 10 ExtendedVehicleAxlesHistory

150 2 VehicleCurrentMaxTrainWeight

152 2 Altitude

154 AttributeUpdateInterval

155 LocalVehicleClassId

156 36 ExtendedObeStatusHistdxyPartl

192 28 ExtendedObeStatusHistoryPart2

220 13 UserConfirmation
Applicatior] record 0 4 ActiveContexps
ActiveConfexts are to be stored in application records. There are 48 many application records as there are
active contexts.
Reading of writing multiple attributes in a single DSRC intéraction is possible for attributes|which are
stored seq(ﬁlentially in the same memory region. This can.be accomplished by specifying a digplacement
correspondling to first attribute to be read or written, andia length equal to the sum of the attributes' lengths.
EXAMPLE Retrieving the EfcContextMark (CccContextMark) and the AC CR-KeyReference atffributes can
be accomplished in one interaction by means of an operation like: Get-Master-Record-Rg with offsef = 4, and
length =
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Annex D
(informative)

Using the IR DSRC communication stack (CALM IR) for CCC

applications

D.1 General

This anney specifies the use in CCC applications of the CALM (communications access for land*
(infrared) ptack, as specified in ISO 21214.

D.2 DSRC requirements

The DSRC requirements, in the compatibility mode, are specified in ISO 21214.

NOTE ISO 21214 specifies the physical and data link layer of CALM IR.

D.3 Funftions

The CCC specific functions are specified in Clause 6.

D.4 Datarequirements

The addressing of the EFC system and application data implemented by the OBE and RSE confa
rules givern} in ISO 14906:2022, 5.3 and Clause 6xFor CCC application data, only one context is
Multiple injstances of attributes are not supported.

The OBE should implement the EFC attributes specified in Clause 8.

The RSE should support any OBE thatis'otherwise compliant.

D.5 Security requirements

The securi

D.6 Trai

The transal

[y requirementS\are specified in 7.2.

nsaction’requirements

ction requirements are specified in Clause 9.

mobiles) IR

rms to the
supported.
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Annex E
(informative)

Using the ARIB DSRC communication stack for CCC applications

E.1 Gen

This anne

E.2 DSR

The DSRC 1}
with ARIB

E.3 CCC
The CCC fu
The SET se
GET and GJ

E.4 Dat;

The addres
the rules sj
Multiple in|

The OBE sH
The RSE sh

E.5 Security requiremeénts

A security
protection

E.6 Traj

eral

specifies the use of the ARIB 5,8 GHz microwave DSRC link for CCC applications.

C requirements

‘equirements are specified in ARIB STD-T75:2001, section 2, and the DSRE ‘communic
STD-T75:2001, section 4.

functions
Inctions are specified in ARIB T75:2001, 4.4.2.1.2.
rvice is not supported by the CCC application.

LT_STAMPED always carry AC-CR for secure communication.

h requirements

sing of the EFC system and application data implemented by the OBE and RSE should
pecified in ISO 14906:2022, 5.3 and Clause 8. For CCC application data, EID should alwa
stances of attributes are not supported.

ould implement the EFC attributés specified in Clause 8.

ould support any OBE thdt is otherwise compliant.

mechanism cguld be specified independently of ARIB DSRC in the future, in the form
guidelines@sin [SO/TS 17574.

nsaction requirements

Ation stack

conform to
ys be used.

of security

E.6.1 Ge

neral

The EFC transaction model complies with ISO 14906:2022, Clause 6 with the restrictions and amendments
given in E.6.2 to E.6.3 in this document.

E.6.2 Ini

E.6.2.1 C
AID =20 s

tialisation phase

CC application-specific contents of BST

used for the CCC application. There is only one instance of AID = 20 in the BST.

The CCC application is qualified as a mandatory application.
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E.6.2.2 CCC application-specific contents of VST

There is only one instance of AID = 20 in the aApplicationList in the VST. This instance contains the
parameter ApplicationContextMark as specified in ISO 15628:2013, A.2.

E.6.3 Transaction phase

There are no requirements specific to the transaction phase. The RSE may perform a transaction by using
the CCC functions in any sequence as long as the requirements of this document are met.
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Annex F
(informative)

Using the WAVE communication stack for CCC applications

F.1 General

This annex
IEEE 16009,

¢ specifies the use of the WAVE system based on the standards IEEE 1609.4, IEEE 8

2.11-2016,

0, [EEE 1609.3 and IEEE 1609.11-2010.

F2 Communication requirements

The comm

The conter
informatio
(WSA) meq

F3 CCC

F.3.1 Ge

The CCC fu
between th

inication requirements are specified in IEEE 1609.11-2010, A.2.

sage, as specified in [EEE 1609.11-2010.

functions

neral

Table F.1 — CCC functions correspondence

nctions are specified in IEEE 1609.11-2010, A:3.1, Table 1. Table F.1 shows the corres
e WAVE primitives, the DSRC application layér primitives and the EFC functions.

ts of the beacon service table (BST), specified in 9.2.2, along with‘optional application-specific
n, should be transmitted as the Provider Service Context (PSC) of.a“WAVE service advertisement

pondences

CCC function DSRC application EFC function WAVE primitive(s)
layer primitive (ISO 14906) (IEEE 1609.3-2010)
(IS0 15628)

Initialise INITIALISATION WME-ProviderService.requeft,
communicdtion WME-UserService.request
Data retrieyal GET WSM-WaveShortMessage.requgst,
n.a. SET WSM-WaveShortMessage.indifation
n.a. GET_STAMPED
n.a. GET_INSTANCE
Driver notification SET_MMI
Test commyinication ECHO
Secure datd+etrieval GET SECURE
n.a. SET_SECURE
Terminate RELEASE WME-ProviderService.request
communication

The WAVE communication stack provides a CCC function called “Secure data retrieval” as an alternative to
“Authenticated data retrieval”.

F.3.2 Secure data retrieval

The function “Secure data retrieval” should be implemented by the EFC function GET_SECURE as specified
in ISO 14906 and with additional specification in IEEE 1609.11-2010, A.3.2.
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GET_SECURE should not carry access credentials.

NOTE

encrypted AttributeList and an authenticator calculated by the recipient over the requested data.

F.4 Datarequirements

GET_SECURE according to IEEE 1609.11-2010 carries encrypted application data in the form of an

The addressing of the EFC system and application data implemented by the OBE and RSE should conform to
the rules specified in ISO 14906:2022, 5.3 and Clause 8. For CCC application data, EID should always be used.
Multiple instances of attributes are not supported.

The OBE should implement the CCC attributes specified in Clause 8.

The RSE sHould support any OBE that is compliant.

E5 Security requirements

F.5.1 Gepneral

This annex provides for an authentication service that may serve to prove thesdidentity of the data
the integrity of the data or to provide for non-repudiation, or both. It contaiiis a mechanism for
access to the OBE data by means of access credentials. Access protection iS’also used.

It provides
of user priy

E5.2 Al:[hentication/non-repudiation

Authentic
as being of]

the RS

the RS
attriby

F.5.3 En

Encryptiory
retrieval”.

The OBE sH
The RSE sh

racy.

the OBE should be able to calculate authenticators according to IEEE 1609.11-2010, A.5;

cryption

for an encryption service that also deals with control of ageess to the OBE data, for the

ed reading of data is provided by the functiom“Secure data retrieval”. Authenticators
ASN.1 type OCTET STRING. When using the WAVE communication stack:

E should able to calculate authenti€ators according to IEEE 1609.11-2010, A.5;

E should request a message ‘authentication code (MAC) by addressing at least the pra
te.

of payload data“should be used to manage access to attributes by the function “S
Encryption issmandatory for all attributes specified in this document.

jould support encryption as specified in IEEE 1609.11-2010, A.5.
ould support encryption as specified in IEEE 1609.11-2010, A.5.

source and
control of

protection

hre defined

ymentMeans

ecure data

F.6 Transaction requirements

F.6.1 General

The EFC transaction model complies with ISO 14906:2022, Clause 6, and [EEE 1609.11-2010 A.5, with the

restriction
F.6.2
F.6.2.1 C

As specifie

s and amendments given in F.6.2 to F.6.3 in this document.

Initialisation phase

CC application-specific contents of BST
din9.2.2.
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