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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

On-board equipment (OBE) that uses satellite-based positioning technology to collect data required
for charging for the use of roads operates in an autonomous way (i.e. without relying on dedicated
road side infrastructure). The OBE will record the amount of road usage in all toll charging systems it
passes through.

This International Standard defines requirements for dedicated short-range communication (DSRC)
between OBE and an interrogator for the purpose of checking compliance of road use with a local toll
regime. It assumes an electronic fee collection (EFC) services architecture according to 1SO 17573.

See Figure I

Interoperability
management

A
\!
q S me
7

Gompliance check
Service usage communication

Service
provision

Figufe 1 — Compliance check communication in EFC architecture as per ISO 17573

Toll chargers have the need to check-whether the road is used in compliance with the rules in the(local
toll regime.|One way of checking /compliance is to observe a passing vehicle and to interrogatg the
OBE. This interrogation happéns’under control of an entity responsible for toll charging (see Figure 1),
accomplishdd via short-range-communication between an interrogator at road-side or in another vehicle
(operated by a competent-énforcement agency) and the OBE. In an interoperable environment] it is
essential that this interyogation communication be standardized such that every operator of compljance
checking equipment.can check all passing OBE. For that purpose, this International Standard deffines

attributes r¢quired-on all OBE for reading by an interrogator.

This Internati

a)

b)

Vi

Collected evidence must be court proof. Data must be indisputable and secured such that the
operator of the compliance checking interrogator can prove the integrity and authenticity of the
data in case of dispute.

The data required for compliance checking must be read only, since the operator of the interrogator
must not interfere with the working of the OBE.

All attributes, standardised at the time of personalisation of the OBE, should be present in the OBE
such thatan operator of an interrogator essentially can read the same data from all OBE independent
of type and make. In case an attribute does not make sense in a certain OBE implementation, a
value assignment for “not applicable” or “not defined” is provided in each case. An OBE compliant to
the first edition will not answer with such a response for new attributes introduced in the current
edition of this International Standard.
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d)

The attributes, derived from the individual toll regime, must be of general importance for all toll

system types (motorway tolling, area tolling, tolls for ferries, bridges, tunnels, cordon pricing, etc.).

The attributes must apply to all OBE architectures, and especially to both thin (edge-light) and fat

(edge heavy) client architectures. The interrogator must be able to receive essentially the same

information irrespective of OBE implementation decisions.

It is assumed that the prime objective of the operator of the compliance checking interrogator is to

check whether the user has fulfilled his obligations, especially:

whether the OBE is mounted in the correct vehicle;

yhether the classification data transmitted by the OBE are correct; and

yhether the OBE is in working condition, both in a technical and a contractual sense.

Regjrding the last point of the above list, on the operational status of OBE, the folloWing mode
n

Asl
full 1
the (
data
As sd
the

g as the OBE signals to the user correct operational status (“green”),'theé service pr
esponsibility for the correct working of the OBE and for the payment by the user. Heng
BE signals “green” and the user fulfils his other obligations (such-aSentering correct ¢

on as the OBE signals an invalid operational status (“red” ) €ither set by the centr
ervice provider (e.g. because the user account is negative), by internal mechanismg
itself (e.g. because of a detected defect or an outdated data set) or a user manipulation witl
— thle user knows that the OBE is no longer a valid paymentimeans. The user then has to us
means of toll declaration or payment until the problem is remedied and the OBE is “green”

Ultin
with

nately, the policy of when to signal “green” or “red” is defined by the service provider in
the requirements defined by the toll charge(s).

In th
fees

e case where the OBE status turns “red? the user has to take action, declare road usag
br pay by some alternative means as/quickly as possible. Until he does, the user is in §
fompliant situation. In order to allow a judgment to be made as to whether or not a us
propriate action within an acceptable period of time, information is provided by this |
Stanflard not only on the “green/fied” operational status but also on the length of time that
been|in its current status.

Different toll contexts capoverlap geographically. A user could be liable in several toll cont
e.g. for a nation-wide distance-dependent road tax and a local city access pricing scheme
which the user mightnot in all cases be aware. This International Standard builds on the
regarding compliaiicg, there is no notion of toll context (see especially 5.4). It is within the re
of the service previder to resolve issues with overlapping toll contexts and to distil all infog
a binary “redfgreen” message to the user.

A seqonda¥y objective of the operator of the compliance checking interrogator might be to
on the(erformance of the OBE, e.g. in order to check for the correct technical functioning. Si1

isassumed.

bvider takes
e, as long as
lassification

and not tampering with the OBE), the user can expect the OBE to.serve as a valid payiment means.

al system of
of the OBE
1 such result
b alternative
ngainl),

accordance

re subject to
| potentially
er has taken
hternational
the OBE has

exts at once,
— a fact of
roncept that
sponsibility
'mation into

collect data
nce different

tandardised

way are quite limited. This International Standard contains some provisions for this task (e.g. the
attributes CommunicationStatus, GnssStatus, DistanceRecordingStatus), but otherwise assumes that
toll chargers monitor correct recording by comparing observed traffic (e.g. with cameras) with usage
data received from service providers.

This International Standard has been prepared with the intention to be “minimalist” in the sense that it
covers what is required by operational systems and systems planned in the foreseeable future.

1) Here, “red” and “green” are used in the abstract, symbolic sense, and do not imply any physical implementation.
The design of the user interface of the OBE is implementation-dependent, and several methods for signalling “red”
or “green” are conceivable.
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A test suite for checking an OBE or RSE implementation for compliance with the first edition of this
International Standard is defined in the corresponding edition of ISO/TS 13143-1 and ISO/TS 13143-
2. This test suite is currently being updated to reflect the changes incorporated into this first edition
of ISO 12813.
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Electronic fee collection — Compliance check
communication for autonomous systems

1

Scope

This International Standard defines requirements for short-range communication for the purposes

of ¢

com

inter]

whe
vehi

The

defin

unication (CCC) takes place between a road vehicle’s on-board equipment (OBE).dn
rogator (road-side mounted equipment, mobile device or hand-held unit), and serves
her the data that are delivered by the OBE correctly reflect the road usage ©f the co
le according to the rules of the pertinent toll regime.

1
q

pperator of the compliance checking interrogator is assumed to be partef'the toll chaj
ed in ISO 17573. The CCC permits identification of the OBE, vehicle(and contract, and

of wlether the driver has fulfilled his obligations and the checking statts and performancg

The

This
to co

It de
defin
if soy
inter]

In or
defin

The

for tl
spec
func
by D
road
data

The

[CC reads, but does not write, OBE data.

[nternational Standard is applicable to OBE in an autonom@us mode of operation; itis n
impliance checking in dedicated short-range communication (DSRC)-based charging sy

ines data syntax and semantics, but does not define‘a-communication sequence. All th
ed herein are required in any OBE claimed to beeompliant with this International St3
ne values are set to “not defined” in cases where certain functionality is not present in
rogator is free to choose which attributes are;read, as well as the sequence in which th
der to achieve compatibility with existing-systems, the communication makes use of tH
ed in ISO 14906 wherever useful.

CCC is suitable for a range of short'range communication media. Specific definitio

fied in ETSI ES 200 674-1 and*ARIB DSRC as alternatives to the CEN-DSRC. The at{
ions defined are for comptiaice checking by means of the DSRC communication servig
SRC layer 7, with the CCGattributes and functions made available to the CCC applicg
side equipment (RSEJand OBE. The attributes and functions are defined on the level o
units (ADU).

definition of tlie CCC includes:

the application interface between OBE and RSE (as depicted in Figure 2),

se ofithe generic DSRC application layer as specified in ISO 15628 and EN 12834,

ne CEN-DSRC as specified in EN\15509, as well as for the use of ISO CALM IR, the Ita;ri

re checking
l an outside
to establish
'responding

'ging role as
verification
» of the OBE.

bt applicable
stems.

e attributes
ndard, even
an OBE. The
ey are read.
e attributes

s are given
an DSRC as
ributes and
es provided
tions at the
f application

:[se of the CEN-DSRC stack as specified in EN 15509, or other equivalent DSRC stacks as

described in

Annexes C,D and E, and

security services for mutual authentication of the communication partners and for signing of data

(see Annex G).

CCC data type specifications are given in Annex A, protocol implementation conformance statement
(PICS) proforma in Annex B. An example CCC transaction is presented in Annex F. The informative
Annex H highlights how to use this International Standard for the European electronic toll service (as
defined in Commission Decision 2009/750/EC).

Test specifications are not within the scope of this International Standard.
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2 Normg
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indispensab
references, {

ISO/IEC 884

:2015(E)

basic notatiq

nm= Part 1

RSE OBE
Road-side CCC On-board CCC
application application
o '""Es_E_c_cE_H" ________ '_H_BEE_EEC _____
I function calls function calls
of :
: DSRC functions ADU DSRC functions
onal | for CCC for €CC
rd l
|
|
I Communication Communication
I service primitives service primitives
DSRC cemimunication services
Figure2*— CCC application interface
itive references

g documents,in whole or in part, are normatively referenced in this document angdl are
le for its_application. For dated references, only the edition cited applies. For undated
he latestedition of the referenced document (including any amendments) applies.

4-1:2008, Information technology — Abstract Syntax Notation One (ASN.1): Specificatipn of

ISO/IEC 8825-2:2008, Information technology — ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER) — Part 2

ISO 14906:2011/Amd1:2005, Electronic fee collection — Application interface definition for dedicated

short-range communication

ISO 15628:2013, Intelligent transport systems — Dedicated short range communication (DSRC) — DSRC

application 1

ayer

EN 12834:2003, Road transport and traffic telematics — Dedicated Short Range Communication (DSRC) —
DSRC application layer

EN 15509:2014, Electronic fee collection — Interoperability application profile for DSRC
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NIMA Technical Report TR8350.2 version 3 — Department of Defense World Geodetic System 1984, Its
Definition and Relationships With Local Geodetic Systems

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31

access credentials
trusted attestation or secure module that establishes the claimed identity of an object or application

[SOURCE: EN 15509:2014, 3.1]

3.2

attribute

addr
3.3

pssable package of data consisting of a single data element or structured seguences of d

authlentication

secu

Fity mechanism allowing verification of the provided identity

[SOURCE: EN 301 175]

3.4

authienticator

data

possibly encrypted, that is used for authentication

[SOURCE: ISO/TS 19299:2015, 3.5]

3.5
data|

prop

integrity
erty that data has not been altered ondéstroyed in an unauthorized manner

[SOURCE: ISO/TS 19299:2015, 3.28]

3.6

fixed roadside equipment

road

3.7
mob

kide equipment located at'a fixed position

jle roadside equipment

equipment mounted on a mobile unit or handheld equipment to be used along the road

3.8

on-bpard.equipment

OBE
all

hta elements

reguiired equipment on-board a vehicle for performing required EFC funictions and

communication services

39

roadside equipment

RSE

equipment located along the road, either fixed or mobile

3.10

toll service provider

TSP
entit

y providing toll services in one or more toll domains

[SOURCE: ISO 17573:2010]
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3.11

service primitive
elementary communication service provided by the application layer protocol to the application processes

[SOURCE: IS
3.12

0 14906:2011, 3.18 modified]

toll context

logical view

as defined by attributes and functions of the basic elements of a toll scheme consisting of

a single basic tolling principle, a spatial distribution of the charge objects and a single behaviour of the
related Front End

3.13
toll regime
set of rules,

[SOURCE: IS

3.14
transactiorn
whole of the

4 Abbre
For the pury
AC_CR
ADU
ASN.1
BST

CCC
DSRC
EID

EFC
GNSS/CN
MAC

OBE

including enforcement rules, governing the collection of a toll in a toll domain

0 17573:2010, 3.20]

exchange of information between two physically separated commirication facilities

viated terms
ose of this document, the following abbreviations apply.
access credentials
application data unit (ISO 14906)
abstract syntax notation one (ISO/IEC8824-2)
beacon service table (ISO 14906)
compliance check communication
dedicated short-range communication (ISO 14906)
element identifierf (ISO 15628 and EN 12834)
electronic fe€epllection
global navigation satellite systems/cellular network
media‘access control (EN 12795) or message authentication code (ISO 14906)

on-board equipment (ISO 14906)

PICS

RSE

TSP

VST

WGS84

protocol implementation conformance statement
roadside equipment (ISO 14906)

toll service provider

vehicle service table (ISO 14906)

World Geodetic System 1984
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5 Application interface architecture

5.1 General

This clause gives an insight into the CCC architecture. It identifies the services provided to CCC
applications and the functions that implement these services. It also defines principles regarding
attributes and the use of DSRC communication primitives. A detailed description of the functions is
given in Clause 6, whilst the detailed list of the attributes is given in Clause 7.

The CCC application interface has been designed to make use of the CEN-DSRC communication stack, via
the application layer specified in ISO 15628 and EN 12834. For other identified DSRC communication
media, detailed mappings to corresponding services are given in annexes.

Fronp a general addressing viewpoint, it should be noted that only one CCC context is used, ag compliance
checking attributes are independent of context.

5.2 | Services provided
The CCC application interface offers the following services to CCC applications:

— T1etrieval of compliance significant attributes, in order for RSE tgdssess OBE compliang

o

— 1nutual authentication of RSE and OBE by means of exchange’of credentials, and
— 3 command to the OBE to signal to the user the result of the compliance check
NOTE1  The policy of whether or not the result of the compliance check or the fact that a transactjion has taken
place|is signalled to the user is decided by the entity operating the CCC interrogator and is outsid¢ the scope of
this Ipternational Standard.

The above services are realized by means of pyotocol exchanges performed by means of commmunication
services and transactions as described in Clause 8.

The gervices are provided by the following functions:

— the “initialise communicatien® function, which shall be used to establish the CCC compmunication
link between RSE and OBE;

— the “data retrieval” function, which shall be used to retrieve CCC attributes;

— the“authenticateddataretrieval” function, which shall be used to retrieve data with an afithenticator
from the OBE;

— the “drivernotification” function, which shall be used to invoke a human-machine-intgrface (HMI)
function-(€.g. signal “OK” via a buzzer sound);

— the‘terminate communication” function, which shall be used to terminate the CCC communication;

— the “test communication” function, which shall be used for testing and localizing the OBE.

NOTE2 A “write” service is not provided, since the writing of data into the OBE is not foreseen.

5.3 Attributes

The attributes available on the OBE side for a CCC application at road-side for checking the compliance
of a vehicle are given in detail in Clause 7.

All attributes defined in this International Standard shall be available on the OBE side.

The RSE is free to decide to read any combination of attributes from the OBE. The attributes shall be
identified and retrieved using the mechanisms defined in ISO 14906. More specifically, the addressing

© IS0 2015 - All rights reserved 5
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of the CCC application data implemented by the OBE and RSE shall conform to the rules defined in
ISO 14906:2011, 5.3.

Multiple instances of attributes are not supported.

5.4 Toll context

An OBE may be in several tolling contexts at once. This can occur, e.g. in situations where a motorway
toll geographically overlaps with an area charging system. In these different tolling contexts, the OBE
might run different charging applications or several instances of one charging application in parallel.

This Intern ; pd to
distinguish petween tolling contexts. The data relevant for checking compliance, e.g. the identity.gf the
vehicle, claspification parameters and operational status of the OBE (“red” or “green”), are indéeperndent
of the tolling context. Also, for legal reasons, a user must know whether or not he is actingdn a’compliant
way without understanding technical detail, such as how many overlapping tolling contexts there 4re at
a given monpent.

Hence, therg is only one CCC context, and context-related concepts known from DSRC charging —|[such
as identificqtion of the toll context via the EFC context mark or addressing @ specific context yia a
corresponding EID — are not required. Therefore, the OBE shall hold only-one CCC context, identified
by a single BID value.

5.5 Use of lower layers

5.5.1 Supported DSRC communication stacks

The CCC apy
Other comn{
services is p

lication interface makes use of the CEN-DSRE-communication stack as described in Tal
unication media can be used as listed in Table 1 if an equivalent mapping to correspor

Table 1 — Supportedsshort-range communication stacks

rovided. Detailed examples are providedin informative annexes.

ble 1.
1ding

Medium Application layer Lower layers Detailed specifications

[SO 15628 EN 12795

CEN-DSRC Specification in 5.5.2
EN 12834 EN 12253
ETSI/ES 200674-1 |ETSI/ES 200 674-1

Italian DSRC (Clause 1 and (Clauses 7 to 10 and |Implementation example in Annex C
Annex)D) Annex D)
[SO\15628

ISO CALM IR 1SO 21214 Implementation example in Annex D
EN 12834
ARIB STD-T75 ARIB STD-T75

ARIB DSRC PR et o At aen - Implementation example in Annex E

NOTE 1:EN 12795 and EN 12253 have been adopted in ITU-R.M 1453-2.

If more than one communication medium is implemented in an OBE, then the OBE shall respond to RSE
interrogations on the same medium that the RSE has initiated the CCC interrogation.

5.5.2 Use of the CEN-DSRC stack

The following requirements apply to the CCC application when used with the CEN-DSRC
communication stack.

The OBE shall comply with EN 15509:2014, 6.1.2.

Fixed RSE shall comply with EN 15509:2014, 6.2.2.

6
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Mobile RSE shall comply with EN 15509:2014, 6.2.2, except for Downlink Parameter D4a (not applicable
to mobile RSE).

NOTE

EN 15509 defines the CEN-DSRC communication stack for fixed RSE only.

6 Functions

6.1

6.1.

Functions in detail

General

All fu
For

|

Subc
to 5
micr

6.1.2

Initia

means of the invocation of an initialisation request by the RSE. After successful initia

func

The i

seridl number) and absolute time.

The
carry

The
serv
Reqy

6.1.3

The
in IS
Data

inctions defined in 6.1 shall be available on the OBE side.

EN-DSRC, the OBE shall provide the following functions:

NITIALISATION, GET,and RELEASE application layer services according toJS0 15628 an
LET_STAMPED, SET_MMI, and ECHO EFC functions according to ISO 14906.

auses 6.1.2 to 6.1.7 define the functions for CEN-DSRC only. Forfother supported medi
5.1, equivalent functionality should be provided. See Annex‘€ for ETSI/ES 200 67

Initialise communication

ilisation of the communication between the RSEvand the OBE shall be initiated by

ion “Initialise communication” shall notify the applications on the RSE and OBE sides.

nitialisation notification on the OBE side)shall carry at least the identity of the beacon

nitialisation notification on thé. RSE side shall carry the CCC application identity a
 data required for the security services (e.g. nonce value, key identifier).

function “Initialise communication” shall be provided by the application layer INIT
ces as specified in ISO.15628 and EN 12834. It is defined in Annex A: refer to CCC-Init
est and CCC-Initialise€omm-Response.

Data retrieval

function“Data retrieval” shall be provided by the application layer GET service
D 15628*and EN 12834. It is defined in Annex A: refer to CCC-DataRetrieval-Requg
Retrieval-Response.

bwave DSRC, Annex D for CALM Infrared DSRC, and AnnexE for ARIB microwave DSR(C

dEN 12834;

@, according
1-1 5.8 GHz

-

the RSE, by
lisation, the

(e.g. beacon

d shall also

[ALISATION
aliseComm-

hs specified
st and CCC-

In th

NOTE

onTr H H i d-elaall + 1o |
o STT VICTPTTIIIITIVES, TIU S ITATT TTUT DT USTUL

C

The invocation of a service primitive by an application process implicitly calls upon and

offered by the lower protocol layers.

GET shall always carry access credentials.

6.1.4 Authenticated data retrieval

uses services

The function “Authenticated data retrieval” shall be implemented by the EFC function GET_STAMPED
as specified in ISO 14906. It is defined in Annex A: refer to CCC-AuthDataRetrieval-Request and CCC-

Auth

© ISO

DataRetrieval-Response.
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GET_STAMPED shall always carry access credentials.

NOTE

Access credentials carry information needed to fulfil access conditions in order to perform the

operation on the addressed element in the OBE. Access credentials can carry passwords as well as cryptography-

based inform

ation such as authenticators

6.1.5 Driver notification

The function “Driver notification” shall be implemented by the EFC function SET_MMI as specified in
ISO 14906. It is defined in Annex A: refer to CCC-Notification-Request and CCC-Notification-Response.

NOTE Ar‘rnrr‘ing 1t 1SO 1AQ(\A’ QF"T‘_]\/”\/” rnqnncf uses EFID =0 and doesnot CalLy 36Cess credentials

6.1.6 Terminate communication

The RSE mpy terminate the communication on application level with the OBE with the funftion
“Terminate fommunication”, by means of the invocation of a release request by the RSE.

NOTE1 Atfermination of the communication on link level is outside of the scope of this Tnternational Stan{dard.
The functioh “Terminate communication” shall be provided by the application layer service EV[ENT-
REPORT as $pecified in ISO 15628 and EN 12834. It is defined in Annex A; réfer to CCC-TerminateC¢mm.
NOTE 2  Agcording to ISO 15628 and EN 12834, EVENT-REPORT (Release) uses EID = 0 and does not garry
access credentials.

6.1.7 Test communication

The function “Test communication” shall be implemented-hy the EFC function ECHO of ISO 14906, gnd is
defined in Ajnnex A: refer to CCC-TestComm-Request and"CCC-TestComm-Response.

NOTE A¢cording to ISO 14906, ECHO uses EID = 0 and does not carry access credentials.

6.2 Security

6.2.1 General

Security is fan essential part of(CCC applications. This International Standard provides for geperic
security serfvices. The detailed‘ihplementations are media-specific.

This Internptional Standard provides for an authentication service that may serve to prove¢ the
identity of the data source, the integrity of the data and/or to provide for non-repudiation. It confains
a mechanisin for control of access to the OBE data by means of access credentials. Access protection is
also used fof protéction of user privacy.

It does not |

rovide for an encryption service on the assumption that privacy protection requirenllents

are covered
NOTE 1

NOTE 2
countermeas

by threaccesscredentiats echaris:

Transaction counter according to EN 15509:2014 is not supported by the CCC application.

ures defined in ISO/TS 19299:2015, 7.3.3.

6.2.2 Authentication/non-repudiation

The security measures defined in the following subclauses are fulfilling the CCC interface security

Authenticated reading of data are provided by the function “Authenticated data retrieval”.
Authenticators are defined as being of ASN.1 type OCTET STRING. This only pertains to the ASN.1
syntax; the semantics are media dependent.

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=9ecff85023e3982a3d535f821bf64282

ISO 12813:2015(E)

When using the CEN-DSRC communication stack:

— the OBE shall be able to calculate authenticators according to security level 0 as defined in
EN 15509:2014, 6.1.5.2;

— the RSE shall able to calculate authenticators to security level 0 as defined in EN 15509:2014, 6.2.5.2;

— the RSE shall request a message authentication code (MAC) by addressing at least the
PaymentMeans attribute.

When using one of the other communication stacks described in Annexes C, D or E, algorithms and the
use of lower communication layer services shall be as specified in the corresponding annex.

Authlenticators shall primarily pertain to values and prove the source, the integrity of &}

protg
OBE

NOTH

6.2.3

Acce
for a
retri

The
EN 1

The

6.2.5

Acce
synt

7

7.1

pct against forgery and/or provide non-repudiation. Authenticators shall be transmitt
to the RSE.

The MasterAuthentication keys can be CCC-specific.

Access credentials

5s credentials shall be used to manage access to attributes. Access credentials arg

bval” functions shall always carry access credentials.

OBE shall support calculation of access credentials to security level 1 as
5509:2014, 6.1.5.3.

RSE shall be able to calculate access credentialsto security level 1 as defined in EN
3.

5s credentials are defined as being of ASN.1 type OCTET STRING. This only pertains {
hx; the semantics are media-dependent.

\ttributes

General

Withfin the context of GCC) all of the attributes given in Tables 2 and 3 shall be available on 4

e data unit,
ed from the

mandatory

|1 attributes defined in this International Standard. The “Data retrieval” and “Authenfticated data

defined in

15509:2014,

o the ASN.1

he OBE side.

© ISO
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Table 2 — CCC attributes as defined in EN 15509

AttributelD Attribute Length (octets)2 Data set

0 CCC-ContextMark 6b
24 EquipmentOBUId 5 (1+4)c Identification
32 PaymentMeans 14 ¢
16 VehicleLicencePlateNumber 17 ¢
17 VehicleClass lc
18 VehicleDimensions 3¢
19 VehicleAxles 2¢ Vehicle
20 VehicleWeightLimits 6¢
22 VehicleSpecificCharacteristics 4c
46 TrailerCharacteristics 5

a  Forinfortation only.

b According to ISO 14906.

¢ According to EN 15509.

Table 3 — CCC specific attributes
AttributeD Attribute Length (octets)?2 Data set

48 VehicleAxlesHistory 6 Vehicle
49 CommunicationStatus 8 Status
50 GnssStatus 25
51 DistanceRecordingStatus 6
52 ActiveContexts Variable 1+(x *4)
53 OBEStatusHistory 13
64 AttributeUpdatelnterval 1
55 VehicleCurrentMaxTrainWeight 2 Vehicle
60 VehicleWeightHistory 12
61 ExtendedOBEStatusHistory 18
62 ExtendedVehicleAxlesHistory 10
63 LocalVekicleClassld 2

a  For informpation only,

In this clause, GCC attributes are specified in terms of

The specification of the corresponding data types in ASN.1 is provided in Annex A.

10

the na

the names of the data elements forming the CCC attribute (there are no optional data elements

€ OI a data atiribute,

within any one CCC attribute),

the sem

antic definition of the data element, and

informative remarks, including references to other standards.
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7.2 Dataregarding identification
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This data set (see Table 4) helps answer the question: Is the passing vehicle equipped with an authentic
and activated OBE assigned to a certified toll service provider?

Table 4 — Data regarding identification

EFC attribute

Data element

Definition of semantics

Informative remarks

CCC-ContextMark

Same as EFC-ContextMark
in ISO 14906

See ISO 14906

Contains the contract provider, type of
contract and context version transmitted
as part of the VST (vehicle service table).

EquipmentOBUId |Same as in EN 15509 See EN 15509 —

PaymentMeans |Same as in ISO 14906 See ISO 14906 Contains personal aecount [number, the
payment means’ expify date and usage
control (restrictions on thg geographic
usage and services).

7.3 | Data regarding status

This|data set (see Table 5) helps answer the question: Does the OBE)indicate correct (GO)|{operational

statys to the user and does it operate properly regarding core technical functionality?

Table 5 — Data regarding status (1 of 3)
EFC attribute Data element Definition of semantics Informatiye remarks

Activg¢Contexts tollContext Identification of the toll context(s) the OBE has | Canbe used to checkifthe current

currentlyleaded. The codingall zero indicates that
a genericeontextis active (e.g. thin clients). If more
than one toll context is listed then the first entry
shallcorrespond with the EFC context where the
last charge object was recognized as being used.

The identification type and value of a toll context
is the same as for identifying the toll charger of
the context.

context(s) are aftive in the OBE.

contextVersion

Version number of the active context. Shall cor-
respond with the identifier of the VersionID as

specified in ISO 17575-1 (to be published)

Can include verfions of context
naps (ifrequired

parameters and
in that context)

© ISO 2015 - All rights reserved
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Table 5 — (2 of 3)

(according to definition of the chosen geodetic
model) the GNSS sensor of the OBE has determined,
Value unit is 0,25 m.

EFC attribute Data element Definition of semantics Informative remarks
OBEStatusHistory statusIndicator Set to the same value as a go/no-go user indica- | Can be used to check if the user
tor. If the OBE indicates operating in a compliant | complies with his obligation to
status the value is: cooperate, and drives with an
OBE with GO-status.
-go (1)
Non-compliant status values are:
-noGo (0): OBE no-go due to technical reasons.
-noGoContractual (2): OBE no-go due to contrac-
tual aspects.
- noGoUserSwitchedOff (3): OBE toll collection
function switched off by the user.
timeWhenChanged Time when GO/NO-GO status was changed to
current status.
timeWhenActivated Time when OBE was activated by the driver. Used to ptéverit fraud by indorrect
; ; - deactivation while in trfansit.
timeWhenObePowered Time the OBE was connected to vehicle power. May be same as TimeWhenOb-
ePowered.
ExtendedOBEStatusHis- | statusIndicator same as in OBEStatusHistory
tor
y timeWhenChanged
previousStatusIndicator same Formatas StatusIndicator but relatéd to the | may be used to detect frgud by
previous settings manipulation of the OBE ftatus
claiming the excuse that |t hap-
pened recently
timeWhenChangedToPrevious | same as in OBEStatusHistory
timeWhenActivated same as in OBEStatusHistory
timeWhenOBEPowered
Communicatior] Status | timeOfLastTransmission Date and time ofthe end of the last successful data | Can be used to checkif th¢ com-
transmission’between OBE and the central system. | munication is operationgl (not
; - ; . tampered with).
pendingSince Date andtime when the last transmission request
of the.application became pending. Shall be set to | Such a check done by the R[SE de-
“Q0” when no transmission is pending. pends on the OBE communjcation
possibilities and the detajls has
tobe agreed between TCand TSP.
GnssStatus 1) lastGnssFixLon Latest geographic longitudinal coordinate the [Can be used to check if|GNSS
GNSS sensor of the OBE has determined. Value |reception is operationdl (not
in microdegreesl). Values > 0 = east, < 0 = west, | tampered with).
absolute value shall not exceed 180 degrees.
& Such a check done by the RSE
lastGnssFixLat Latest geographic latitudinal coordinate the |dependsonthe OBE GNSS {mple-
GNSS sensor of the OBE has determined. Value in | mentation and the detailsfhas to
microdegreesl). Values > 0 = north, < 0 = south, | be agreed between TC and TSP.
absolute value shall not exceed 90 degrees.
lastGnssFixAlt Latest altitude of the centre of the road surface

12
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Table 5 — (3 of 3)

ISO 12813:2015(E)

EFC attribute Data element

Definition of semantics

Informative remarks

lastGnssFixTime

Date and time associated to the LastGnssFixLat
and LastGnssFixLon.

currentHDOP

Horizontal Geometric Dilution of Precision of the
current used satellite constellation according to
NATO STANAG 4294; Number of received satellites.

lastLAC

Date and time when the last localization aug-
mentation message was received (timeOfLAC);
identification of the operator of the localization
augmentation communication (IACOperator);

Can be used to

calization augmentation com-
munication is operational (not

tampered with)

check if the lo-

s ) PSSR o Wl nJ aWTal ok B0 R Y
et e or trre operator SOt (T oo Ta -

DistaijceRecording Status | distRecordingStatus

Indicates the status of an interface to the vehicle
distance measurement (e.g. odometer) and correct
reception of a signal

Value range: Disltance recording

- n(o\t
- presént

- pfésent and infactive

present
and active

accumulatedTravelled

Distance

Accumulated travelled distance of the vehicle since
OBE installation. Value notrelevant if no distance
recording present.

Ean'be used, for {
distance recol
using two succq

xample, to check
ding accuracy
ssive beacons.

deviationFromGnss

Average deviation over one hour between-speed
measured by GNSS and speed measuréd by odom-
eterin 0,1 % steps. Positive value means that the
GNSS measured larger distance,Value notrelevant
if equal to -12,8 % (-128).

Can be used to
distance record

theck quality of
ing.

AttrifuteUpdate Interval | attributeUpdate Interval

Maximum time between€wo*updates of the CCC
attributes stored in the BSRC communication unit
in seconds for corresponding attributes that have
been changed in the'OBE. A zero value indicates
thatthe valuesaredipdated during CCC transaction.
The maximum, value 255 is used also for longer

periods than255 s.

Maximum updajte delay (age) in

seconds of infor
utesin the DSRQ
unitofachange
inthe OBE.Ifthe
the maximum ti
ute, then the va

mation in attrib-
communication
fl attribute value
interval exceeds
Ime of the attrib-
ue shall be 255.

agregd mutually by the TC and TSP.

1) To translate lastGnssFixLon (the longitude), lastGhssFixLat (the latitude) and lastGnssFixAlt
coordinates to the corresponding real position on earth or vice-versa the geodetic datum shall be WGS84(G11
to NIMA TR8350.2 version 3, per default unless ahother earth-centred earth-fixed polar coordinate geod

(the altitude)
50), according
etic datum is

Furthermore, by default any earth-centred earth-fixed polar coordinate geodetic datum
as long as the maximum datum displacement relative to the geodetic datum prescribed is a
the tpll charger of the related tol"domain.

The maximum tolerated datum displacement, also called datum shift, should not exceed 0,4

NOTH

The recommended maximum tolerated displacement allows, for example, for usin

fan be used,
cceptable to

l m.

b one of the

D

Interpational Terrestrial Reference Frames (ITRF), the Russian PZ90.2 or one of the European Terrestrial
Reference Frames (ETRF) as geodetic datums alternative to the WGS84.

The

2009 “Dimensioning and Tolerancing”.

falculated, datum displacement should be determined according to the definitions in A

SME Y14.5 -

7.4 "‘Patax egar

This data set (see Table 6) helps answer the question: What are the tariff-relevant vehicle parameters

currently claimed by the user?

© ISO 2015 - All rights reserved
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Table 6 — Data regarding the vehicle

EFC Attribute

Data element

Definition of semantics

Informative remarks

VehicleLicensePlateNum-
ber

Same as in EN 15509

See EN 15509:2014 Table A.2.

VehicleClass Same as in EN 15509 See EN 155091)- Shall correspond with the | Service provider specific information
first entry of ActiveContexts pertaining to the vehicle. Includes trailer
attached, the basic vehicle class and the
local vehicle class
LocalVehicleClgsstd Sarmeas T SeetS60+7575=3StrattcorT capuuu‘l withrTfottCirar BTl bchiﬁ\. defimtiomrdetermined
IS0 17575-3 a the first entry of ActiveContexts in the Front End when evaluating the
contextdataattribute LocalVehiclelClass-
Definition as specified in4SQ 1757p-3
VehicleDimensipns Same as in ISO 14906. See ISO 14906 Includes vehicle lengthyoverall, vehicle
height overall and-yehicle width gverall
according to ISQ-612
VehicleAxles Same as in ISO 14906. See ISO 14906 Includes vehicle first axle height and yehicle
axle numbler
VehicleAxlesHiftory timeWhenChanged Date and time of the last change of the|Can be\uséd to check if a change jof the
value of the attribute VehicleAxles declared number of axles occurred quring
; ; - ; the'trip, e.g. just before a CCC
previousVehicleAxles Value of the attribute VehicleAxles before
last change
ExtendedVehicle AxlesH-|timeWhenChanged previ-|Same as in VehicleAxlesHistory
istory ousVehicleAxles
timeWhenChangedTo Pre- |Sameasin TimeWhenChangedbutrelated |may be used to detect fraud by shortly
vious to the previous settings correcting the VehicleAxles
VehicleWeightLjimits Same as in ISO 14906 See EN 15509 Includes vehicle max laden weight} vehi-

cle train max weight and vehicle
unladen

eight

VehicleCurrentNlax Train-
Weight

Same as in ISO 14906

See EN 14906

This weight may be lower than Vghicle-
TrainMaximumWeight as it reprg¢sents
the current maximum train weight and
not the maximum design mass

VehicleWeightHistory  [timeWhenChangedTo Cur-{indjcates the time when the driver has|may be used to detect fraud by usirjg nor-
rent Value changed to the reported value mally atoolow value of vehicleWeightlLimits
; ; ; ; ; ; ; and changing it just before passing an
previousVehicleWeight Indicates the settings of the vehicle weight | o) o rcement RSE
before the last change. The data element
shall be set 0 if no previous weight is
available
previousLocalVehicle ClassID | Indicates the settings of local vehicle class
ID before the last change. The data element
shall be set 0 if no previous local vehicle
class ID is available
timeWhenChangedTo Pre-|Indicates the time when the previous
vious settings were set
VehicleSpecifi¢ Charac-|Same as in ISO 14906 See ISO 14906 Includes information on engine fue] type,
teristics EURO emission class and COz emjssion

rating

TrailerCharacteristics

Same as in ISO 14906

See ISO 14906

includes information on trailers such if
present, general type and allowed weight

1

a  To be published.

The LLLL element within the VehicleClass shall contain the LocalVehicleClassld In case its value is greater than 15 the
LLLL element shall be set to 0000’B.

NOTE

Depending on the layout of an EFC cluster the actual VehicleClass and the LocalVehicleClassld

may exist in a Front End in more than one instance. This will happen if the vehicle is present in more than one
of overlapping EFC domains and when different EFC domains are using different definitions of local vehicle

class identifiers.

14
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8 Transaction model

8.1

General

The transaction model related to the CCC application interface for DSRC shall comply with
ISO 14906:2011, Clause 6, with the restrictions and amendments defined below for implementations
using the CEN-DSRC communication stack. Details on the transaction model and addressing for other
communication media are given in the relevant annexes.

The transaction model comprises two phases: initialisation and transaction.

8.2

8.2.1

Initid
Com

appli
initia

8.2.2

AID

The ]
instg

NOTH
activ

The
relat

8.2.3

Ther
the {
EN1

The
the (
whic

Initialisation phase

Initialisation request

munication”. The OBE evaluates the initialisation request in order to~decide whet

lisation request. If the OBE supports the CCC application, it shall respend to the initialisa

CCC application-specific contents of BST

¥ 20 shall be used for the CCC application.

RSE shall initialise only one instance of the CCC application; this means that there shal
nce of AID = 20 in the beacon service table (BSTE).

b at the RSE.

CCC application-specific'contents of VST

arameter CCC-ContéxtMark, which shall be equal to the ApplicationContextMark a
6509:2014, AnnexAjcorresponding to security level 1.

Service Provideyr shall make use of the data element contextVersion to ensure that

application‘interface definition the OBE complies.

8.3

lisation of the communication shall be initiated by the RSE by means @fithe functign “Initialise

her the CCC

cation is supported. If the OBE does not support the CCC application) it shall not re§pond to the

fion request.

be only one

This does not exclude the BST from carryifig information related to other applications which could be

[CC application shall be qualified as amandatory application. EID shall not be transmittgd in the BST
bd to the CCC application. No parameter shall be transmitted in the BST related to the CC( application.

e shall be only one instange of AID = 20 in the ApplicationList in the VST. This instance ghall contain

5 defined in

the value of

CC-ContextMark corresponds to one unique dated version of ISO 12813 through a ref¢rence table,
h is madé available to the Toll Charger, allowing it to identify to which specific version of the CCC

Transaction phase

After completion of the initialisation phase, the RSE application shall be notified.

There are no requirements specific to the transaction phase. The RSE may perform a transaction by using
the functions in any sequence as long as the requirements of this International Standard are met. The
OBE shall respond to the functions invoked by the RSE, and shall not initiate any functions on its side.

© ISO

2015 - All rights reserved
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Annex A
(normative)

CCC data type specifications

This Annex presents the abstract syntax notation one (ASN.1) definition of

— the datd types related to the LLU Tunctions specified 1n Llause 6,

— the datg types related to the CCC attributes specified in Clause 7, and

— the ASN.1 container types for ISO Layer 7,

in accordanfe with the ASN.1 technique specified in ISO/IEC 8824-1. The packed enceding rules given
in ISO/IEC §825-2 with the restrictions defined in ISO 15628:2013, 6.2.7, apply.

The actual ASN.1 module is contained in the attached file “ISO 12813 (2015)EfcCccV2.asn”’
NOTE The ASN.1 module is also stored at: http://standards.iso.org/isof12813

16 © IS0 2015 - All rights reserved
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B.1

ISO 12813:2015(E)

Annex B
(normative)

PICS proforma for the attributes

General

In or]
of tH
conf
impl

This
with
B.2

The |
of th
asta

The ]
— 1
— 1

— &

B.3

B.3.

der to evaluate the conformance of a particular implementation, it is necessary to have
ose capabilities and options that have been implemented. This is called an.imp
rmance statement (ICS) or, more specifically when it covers transactions,
bmentation conformance statement (PICS).

Annex presents the (PICS) proforma to be used for the attributes defined in Clause 7 a

a statement
lementation
a protocol

nd Annex A,

PICS templates that are to be filled in by equipment suppliers.

Purpose and structure

purpose of this PICS proforma is to provide a mechanisniwhereby a supplier of an imp

hdardised manner.

PICS proforma is subdivided as follows corresponding to categories of information:
dentification of the implementation;

dentification of the protocol;

rlobal statement of conformance;

PICS proforma tables.

Instruction for completing PICS proforma

| Definition-of support

A cay

pability is said to be supported if the implementation under test (IUT) can

renerate~the corresponding operation parameters (either automatically or because ]
equireés that capability explicitly), and

lementation

e CCC defined in this International Standard can provide information about the implementation in

he end user

error or result.

A protocol element is said to be supported for a sending implementation if it is able to generate it under
certain circumstances (either automatically or because the end user requires relevant services explicitly).

A protocol element is said to be supported for a receiving implementation if it is correctly interpreted
and handled and also, when appropriate, made available to the end user.

© ISO
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B.3.2 Status column

This column (see Tables B.1 to B.14) indicates the level of support required for conformance. The values
are as follows:

m

(o]

i

In the PICS
marked “m”

mandatory support is required;

optional support is permitted for conformance to the standard. If implemented it must conform to
the specifications and restrictions contained in the standard. These restrictions may affect the op-

tionality of other items;

the item is conditional (support of the capability is subject to a predicate);

the item is mandatory if the predicate is true, optional otherwise;
the item is not applicable;

the item is outside the scope of this PICS.

shall be supported if the corresponding leading item is supported‘by the [UT.

B.3.3 Support column

This columr
level of imp

the followinlg:

Y

N

All entries
by crossing
alongside. A

B.3.4 Iten

Each line wi
at the left |
possible img
proforma, a

The means
a)
b)
<)
d)

arefere
a solidu

the refe

(see Tables B.6 to B.22) shall be completed by the supplier or implementer to indicat]
ementation of each item. The proforma has been designed such that values require

Yes, the item has been implemented;
No, the item has not been implemented;

the item is not applicable.

out, neither erasing nor making the original entry illegible, and by writing the new §
[l such alterations to records.shall be initialised by the person who made them.

h reference numbers

[thin the PICS proforma which requires that implementation details be entered is num}
and edge of the-line. This numbering is included as a mean of uniquely identifyir
lementation‘details within the PICS proforma. This referencing is used both inside the
hd for references from other test specification documents.

f refesencing individual responses is done in the following sequence:

proforma tables, every leading item marked “m” shall be supported by the IUT. Sub-items

e the
1 are

vithin the PICS proforma shall besmade in ink. Alterations to such entries shall be ade

entry

ered
g all
PICS

nce'to the smallest individual response enclosing the relevant item;

s character (“/”);

rence number of the row in which the response appears;

if — and only if — more than one response occurs in the row identified by the reference number,

implicit labelling of each possible entry as “a”, “b”, “c”, etc., from left to right, with this letter
appended to the sequence.

18
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B.4 PICS proforma for OBE

B.4.1 Identification of the implementation

The following proforma are to be used to identify the implementation on the OBE side.

Table B.1 — Identification of PICS

Item no. Question Response
1 Date of statement (DD/MM/YY)
Z PICS serial number
3 System conformance statement cross reference

Table B.2 — Identification of the implementation and/or system

Item no. Question Response
1 Service provider or EFC context name
2 Version number
3 Other information

Table B.3 — Identification of the OBE supplier

Item No. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 e-mail address
6 Other information

Table B.4 — Identification of the OBE

Item No. Question Response
1 Brand name
2 Type, Version
3 Manufacturer ID
4 Equipment class
5 Serial numbers of supplied units
6 Other information

© ISO 2015 - All rights reserved
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Table B.5 — Identification of ISO 12813

Item No.

Question

Response

Title, reference no., publication date

[SO 12813 version (edition) no.

Implemented addenda

Implementer’s guide version no.

Implementation defect reports (ref. no.)

N U1 [ DWW N

Other information

20
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B.4.2 Global statement of conformance
Are all mandatory capabilities implemented? (Yes/No)?) ...............
Which security level is implemented? (0/1) ...............

NOTE See 6.2 for a definition of security levels.

B.4.3 PICS proforma tables

This part of the PICS proforma identifies the supported application context, communication services
and attributes (An”) for the OBE side

Table B.6 — Security requirements

It¢m no. Element Reference Status Support
1 Security level 1 EN 15509:2014, 6.1.5.3 m
2 Authenticator calculation 6.2.2 m
3 AccessCredentials calculation 6.2.3 m

Table B.7 — Required layer 7 functions

Itemn no. Element Reference Status Support
1 INITIALISATION 6.1.2 m
2 GET 6.1.3
3 GET_STAMPED 6.1.4 m
4 SET_MMI 6.1.5 m
5 EVENT_REPORT 6.1.6 m
6 ECHO 6.1.7 m

Table B.8 — Implemented DSRC stacks

Itemn no. Element Reference Status 2 Support
1 CEN-DSRC 5.5.2 0.
2 Italian DSRG according to ETSI/ES 200 674-1 Annex C 0.
3 CALMAR Annex D 0.
4 ARIB(DSRC Annex E 0.

a2 (Jne or more DSRC stacks shall be implemented.

Table B.9 — Data requirements regarding identification

Item no. Element Reference | Status S:Egto::tli‘ggd Sl;g};g:ig;;te Sclgg;ggt
1 CCC-ContextMark 72 m
EquipmentOBUId 72 m
3 PaymentMeans 72 m

2) Answering “No” to this question indicates non-conformance with the specification. Non-supported mandatory
capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming, on
pages attached to the ICS proforma.
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Table B.10 — Data requirements regarding status

Item no. Element Reference | Status Sll;ggfercttri'gzd s‘;‘i‘;ﬁgzgﬂte Scl:)l:ﬂggt
1 ActiveContexts 7.3 m
2 OBEStatusHistory 7.3 m
3 ExtendedOBEStatusHistory 7.3 m
4 CommunicationStatus 7.3 m
5 GnssStatus 7.3 m
6 DfstanceRecording Status 73 m
7 AftributeUpdatelnterval 7.3 m

Table B.11 — Data requirements regarding the vehicle

Item no. Element Reference | Status Sll;gg:er:tl;(?:d Sl;)l:;'l:())(t):z :lv ;;te Sclg:ﬂﬁ;t
1 VehicleLicensePlate number 74 m
2 VehicleClass 74 m
3 LocalVehicleClassld 7.4 m
4 V¢hicleDimensions 74 m
5 VehicleAxles 74 m
6 VehicleAxlesHistory 7.4 m
7 ExtendedVehicleAxlesHistory 74 m
8 VehicleWeightLimits 74 m
9 VehicleCurrentMaxTrain 74 m

Weight
10 VehicleWeightHistory 74 m
11 Ve¢hicleSpecific Characteristics 7.4 m
12 TrailerCharacteristics 74 m

B.5 PICS[proforma for RSE

B.5.1 Identification ofthe implementation

The following proforina are to be used to identify implementation on the RSE side.

Table B.12 — Identification of PICS

Item no. Question Response
1 Date of statement (DD/MM/YY)
2 PICS serial number
3 System conformance statement cross reference
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Table B.13 — Identification of the implementation and/or system

Item no. Question Response
1 Service provider or EFC context name
2 Version number
3 Other information

Table B.14 — Identification of the RSE supplier

Item no. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 e-mail address
6 Other information

Table B.15 — Identification of the RSE

Item no. Question Response
1 Brand name
2 Type, version
3 Manufacturer ID
4 Serial numbers of supplied units
5 Other information

Table B.16 — Identification of ISO 12813

Item No. Question Response

1 Title, reference nog publication date
ISO 12813 version (edition) no.

Implemented addenda

Implementer’s guide version no.

Implententation defect reports (ref. no.)

N | U1 WD W ([N

Other information

B.5.2 CGlobal statement of conformance

Are all mandatory capabilities implemented? (Yes/No) 3...............
Which security level is implemented? (0/1) ...............

NOTE See 6.2 and Annex G for a definition of security levels.

B.5.3 PICS proforma tables

This part of the PICS proforma identifies the supported application context, communication services
and attributes (ADU) for the RSE side.

3) Answering “No” to this question indicates non-conformance with the specification. Non-supported mandatory
capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming, on
pages attached to the ICS proforma.
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Table B.17 — Security requirements

Item No. Element Reference Status Support
1 Security level 1 EN 15509:2014, 6.1.5.3 m
2 Authenticator calculation 6.2.2 m
3 AccessCredentials calculation 6.2.3 m

Table B.18 — Required layer 7 functions

Item No. Element Reference Status Support
1 NITIALISATION 6.1.2 m
2 GET 6.1.3 m
3 GET STAMPED 6.1.4 m
4 SET_MMI 6.1.5 m
5 EVENT_REPORT 6.1.6 m
6 ECHO 6.1.7 m

Table B.19 — Implemented DSRC stacks

Item No. Element Reference Statusa Support
1 CEN-DSRC 5.5.2 0
2 talian DSRC according to ETSI/ES 200 674-1 Annex C 0
3 CALM IR Annex D 0
4 ARIB DSRC Annex E 0

a  One or m¢re DSRC stacks shall be implemented.

Table B.20 — Data requirements regarding identification

Item No. Element Reference | Status Sgggfer:t§§zd Sl;)]:.[())(t)g:iv;rilte Scl:)l:ﬁﬁ;t
1 CCC-ContextMark 7.2 m
2 EquipmentOBUId 7.2 m
3 PaymentMeans 7.2 m

Table B.21 — Data requirements regarding status

Supportread |Support write| Support

Item No. Element Reference | Status protection protection codihg
1 ActiveContexts 73 m :
2 OBEStatusHistory 7.3 m
3 ExtendedOBEStatusHistory 7.3 m
4 CommunicationStatus 7.3 m
5 GnssStatus 73 m
6 DistanceRecording Status 7.3 m
7 AttributeUpdatelnterval 7.3 m
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Table B.22 — Data requirements regarding the vehicle

Item No. Element Reference | Status S:ggf::tl;ssd Slg;‘:)(t):(t: :iv(;ilte Sg)‘:ﬁg;

1 VehicleLicensePlateNumber 74 m

2 VehicleClass 74 m

3 LocalVehicleClassld 74 m

4 VehicleDimensions 74 m

5 VehicleAxles 7.4 m

[ VehicleAxlesHistory 1.4 m

t ExtendedVehicleAxlesHistory 74 m

8 VehicleWeightLimits 74 m

D VehicleCurrentMaxTrain 74 m

Weight
10 VehicleWeightHistory 7.4 m
11 VehicleSpecificCharacteristics 74 m
12 TrailerCharacteristics 7.4 m
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Annex C
(informative)

ETSI/ES 200 674-1 communication stack usage for CCC applications

C.1 General

This Annex llists the requirements for CCC application using the Italian DSRC communication stack de

in ETSI/ES
functions af
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Security alg
ETSI/ES 20

C.2 Requ
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C.3 Fund
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memory areg
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Table C.1 — Functions correspondences
ES 200 674-1 directive

Record-Rq

For Master Core: Read-Master-Core-Rq

For Master Record: Get-Master-Record-Rq
For Application Core: Read-Appl-Core-Rq

For Application Record: Read-Appl-Record-Rq

Open-rq, concatenated with Get-TBA-Random-Rq, concatenated with Get-Master-

Drivdr notification

bnticated data retrieval Concatenation of:

Set-Credential-Rq, Get-Credential-Rq, and one or more Data writing
above in this table

Set-UIF-Rq

bperations as

Termfinate communication  Close-Rq
Test gommunication Select-TBA-Id-Rq
C.4 | Data storage and addressing
The main characteristic of OBE data addressing in ETSI/ES 200 674-1 is that data are rdferenced by
positiion, i.e. by specifying their location in the OBE virtual memory. There is a specific virual memory
strugture for each application type. This clause describes the OBE virtual memory strugture for the
CCC application.
The ETSI/ES 200 674-1 virtual memory is stfuctured for each and every application into two areas:
1) Master;
2) Application.
The Master area is common.to)all applications. It is read/only, and contains informatign that is of
cominon use. It is divided inte’two subareas, which can be accessed via specific directives,|as specified
in the Table C.2.
Table C.2 — Master area — Subareas

Subarea ETSI/ES 200 674-1 directive
Core Read-Master-Core-Rq
Recaord Get-Master-Record-Rq

The Application area is application-specific, and generally read/write. It is also divided into two
subareas, that can be accessed via specific directives, as specified in Table C.3.

Table C.3 — Application area — Subareas

Subarea ETSI/ES 200 674-1 directive
Core Read-Appl-Core-Rq, Write-Appl-Core-Rq
Record Read-Appl-Record-Rq, Write-Appl-Record-Curr-Rq
NOTE Other ETSI/ES 200 674-1 directives are available for writing and reading in the Application area, but

are not used for CCC applications, and hence are not listed here.

Table C.4 shows where relevant CCC information is stored in the ES 200674-1 virtual memory.

© ISO 2015 - All rights reserved
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Table C.4 — Information in virtual memory

Area Displacement Length |Description
Master Core 0 2 Manufacturerld

2 2 Equipment Class

4 10 Reserved
Master Record 0 2 EFC application. Has the value of 50F0 (Hex)

2 2 EFC application sub-identifier. Has the value of 0002

(Hex) for the CCC application

4 6 EFC-ContextMark (CCC Context Mark)

10 2 AC_CR-KeyReference
Application Core 0 14 PaymentMeans

14 17 VehicleLicencePlateNumber

31 1 VehicleClass

32 3 VehicleDimensions

35 2 VehicleAxles

37 6 VehicleWeightLimit$

43 4 VehicleSpecificCharacteristics

47 5 TrailerCharagteristics

52 6 VehicleAxlesHistory

58 8 CompniunicationStatus

66 23 GpssStatus

89 6 DistanceRecordingStatus

95 13 OBEStatusHistory

108 14 VehicleWeightHistory

122 18 ExtendedOBEStatusHistory

140 10 ExtendedVehicleAxlesHistory

150 1 LocalVehicleClassld
Application Record 0 4 ActiveContexts
Active Conté¢xts are to be storéd in application records. There are as many Application Records as there
are active contexts.
Reading or writingsmultiple attributes in a single DSRC interaction is possible for attributes which
are stored |sequentially in the same memory region. This can be accomplished by specifying a
displacement.€orresponding to first attribute to be read or written, and a length equal to the sym of

the attributeslengths

EXAMPLE

28

Retrieving the EFC-ContextMark and the AC_CR-KeyReference attributes can be accomplished in
one interaction by means of an operation like: Get-Master-Record-Rq, with offset = 4, and length = 8.
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Annex D
(informative)

Using the IR DSRC communication stack (CALM IR) for CCC

applications

D.1
This

General

Annex specifies the use in CCC applications of the CALM (communications access for 14

IR (ipfrared) stack, as defined in ISO 21214.

D.2
The ]

NOTH

D.3
The

D.4

The
the 1]
instg

The
The ]

D.5
The s

D.6

DSRC requirements
DSRC requirements, in the compatibility mode, are defined in [SQ 21214.

ISO 21214 defines the physical and data link layer of CALM.IR.

Functions

[CC specific functions are defined in Clause 6.

Data requirements

hddressing of the EFC system and application data implemented by the OBE and RSE
ules given in ISO 14906:2011, 5.3.;For CCC application data only one context is support
nces of attributes are not suppoxtéd.

DBE should implement the-EFC attributes defined in Clause 7.

RSE should support any ©BE that is otherwise compliant.

Security requirements

ecurity requirements are defined in 6.2.

Transaction requirements

nd mobiles)

conforms to
ed. Multiple

The

© ISO

ransaction requirements are defined 1n Llause &.
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Annex E
(informative)

Using the ARIB DSRC communication stack for CCC applications

E.1 General

This Annex

E.2 DSR(

The DSRC r

stack with A

E.3 CCC functions
The CCC fun

The SET ser
GET and GE

E.4 Data

The addres
conform to

used. Multiq
The OBE shq
The RSE shd

E.5 Secu

A security ny
protection g

E.6 Tran

specifies the use of the ARIB 5.8 GHz microwave DSRC link for CCC applications.

[ requirements

bquirements are defined in ARIB STD-T75:2001, section 2, and the DSRC communic
RIB STD-T75:2001, section 4.

ctions are defined in ARIB-T75:2001, 4.4.2.1.2.
vice is not supported by the CCC application.

[ STAMPED always carry AC-CR for secure communication.

requirements

sing of the EFC system and application data implemented by the OBE and RSE sh
the rules defined in ISO 14906:2011, 5.3. For CCC application data, EID should alwaj
le instances of attributes are notsupported.

uld implement the EFC attributes defined in Clause 7.

uld support any OBEthat is otherwise compliant.

ity requirements

echanism.could be specified independent of ARIB DSRC in the future, in the form of sec
uidelines'as in ISO/TS 17574.

htion

1ould
s be

urity

saction rpqnirpm ents

E.6.1 General

The EFC transaction model complies with Clause 6 in ISO 14906:2011, with the restrictions and

amendment

E.6.2 Init

s given in E.6.2 to E.6.3.

ialisation phase

E.6.2.1 CCC application-specific contents of BST

AID = 20 is used for the CCC application. There is only one instance of AID = 20 in the BST.

The CCC application is qualified as a mandatory application.

30
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E.6.2.2 CCC application-specific contents of VST

There is only one instance of AID = 20 in the ApplicationList in the VST. This instance contains the
parameter ApplicationContextMark as defined in A.2 in ISO 15628:2013.

E.6.3 Transaction phase

There are no requirements specific to the transaction phase. The RSE may perform a transaction by using
the CCC functions in any sequence as long as the requirements of this International Standard are met.
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Annex F
(informative)

Example CCC transaction

This Annex presents an example CCC transaction reading out all data and providing signatures for OBE
data integrity/authenticity and for non-repudiation.

Table F.1 sH

ows an example of how to implement a CCC transaction in a regime where all ‘vé

hicle

parametersjare necessary for the fee collection.
NOTE In| ISO/TS 19299 the naming of the MACs of Table F.1 is different. The MAC_Authentication is ¢alled
MAC_TC and [MAC_NonRepudiation is called MAC_TSP, respectively, in order to indicate the-técipient inst¢ad of
the function ¢f these two MACs.
Table F.1 — Example CCC transaction
Phase Roadside Equipment On-board equipment Remarks
Initialisa- |[INITIALISATION.request (BST) RSEperiodically sends BST.
tion
(BST - INITIALISATION.re-{\A newly arrived OBE answers with VST.
VsT) sponse (VST) AC-CR-KeyReference is the referenice to
. CCC-Context- |the access credential keys to be us¢d by
Mark the RSE. RndOBE is a random numbef that
. A6_CR-KeyRef- the RSE_uses when calculating the agcess
credentials.
erence
. RndOBE The QBE will give access only when RSE
provides the correct access crederntials

(AC_CR) in the subsequent phases.

Presenta-|Q
tion

ET_STAMPED.request

The OBE is asked to present itself and its

static data.

AC_CR
. PavmentMeans Authenticated retrieval of PaymentMeans
y from the OBE: the OBE is asked to caldulate

(RndRSE, KeyRef_Auth) an authenticator over PaymentMeans Jising

dET.request the authentication key (KeyRef_Auth).

Ac cr Retrieval of data from the OBE: remafning
- identification data and static vehicledata.

. EquipmentOBUId

. Static vehicle data:

— VehicleDimensions

— VehicleLicensePlate-

Number

— VehicleWeightLimits

— VehicleSpecificCharac-

teristics

32
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Phase Roadside Equipment On-board equipment Remarks
«|GET_STAMPED.response | OBE responds with PaymentMeans, which
. . |points to the user contract/accountat the
cation MAC_Authenti service provider plus an authenticator
(MAC_TC), providing authentication of
GET.response the OBE and its data (data integrity and
data origin authentication).
MAC_Authentication can be directly
checked by the toll charger to establish
whether the OBE is authentjc.
OBE responds with theradditional re-
quested data.
Statys GET_STAMPED.request - The OBE is asked.to present its dynamic
AC CR status.
. - PavmentMeans Authentjcated retrieval of a djomplete data
y package'containing: PaymenfMeans, Vehi-
. Dynamic vehicle data: cleAxles, VehicleClass and alll Status data.
— VehicleAxles The/OBE is asked to calculatle a signature
. . that provides non-repudiatipn character-
- VehicleAxlesHistory istics for the whole package fising the non
— VehicleClass repudiation key (KeyRef NgnRep).
. Status Data: MAC_NonRepudiation is stqred together
ActiveContext with the CCC data and can bp used by the
T ctiveL.ontexts toll charger in the event of a[dispute with
— OBEStatusHistory the user.
— CommunicationStatus
— GnssStatus
— DistanceRecordingSta*
tus
(RndRSE, KeyRef_NonRep)
«|GET_STAMPED.response | OBE responds with the requegted data, plus
. _|anauthenticator (MAC_TSP),[providing for
diation MAC_NonRepu non-repudiation characteristics.
Tracking |ECHO.request - Track OBE by exchanging dummy infor-
mation.
And «|ECHO.response The usage of Echo is optionfl, at the dis-
cretion of the RSE, and may|be repeated.
Closilng EVENT_REPORT.request (Re-|— RSE closes transaction and ieleases OBE.
lease)
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