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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maint

des

different types of ISO documents should be noted. This document was drafted in accordan
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Att¢ntion is drawn to the possibility that some of the elements of this document may be thg

pat

any|patent rights identified during the development of the document will.be'in the Introducf
on thhe ISO list of patent declarations received (see www.iso.org/patents}):

Anyf trade name used in this document is information given for the,eonvenience of users ar
con

For
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URL: www.iso.org/iso/foreword.html.
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cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria hee

ent rights. ISO shall not be held responsible for identifying any or all suchpatent rightg

Stitute an endorsement.

an explanation on the voluntary nature of standards;. the meaning of ISO specific
ressions related to conformity assessment, as well.as information about ISO’s adherg
[ld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see th

b banking.

5t of all the parts in the ISO 12812 serfies can be found on the ISO website.
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5 document was prepared by Technical Committee ISO/TC 68, Financial services, Subcominittee SC 7,
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Introduction

The use of mobile devices to conduct financial services (i.e. payments and banking) is occurring
following the steady rise in the number of customers using the Internet for these services. As an
evolving market, mobile financial services are being developed and implemented on various bases
throughout the different regions of the world and also among the various providers of such services. In
these conditions, the purpose of the ISO 12812 (all parts) is to facilitate and promote interoperability,
security and quality of mobile financial services. At the same time, itis important that stakeholdersin the
services can benefit from the evolutlon and serv1ce providers remain commerc1ally free and competitive
in order to_pursu abjlity
only at the|technical layer by con51der1ng the impact of new components and/or interfaces indude
the introdyction of a mobile device in financial services. The intentions of ISO 12812 (all pargs)targ as
follows.

a) To advlance interoperability of mobile financial services globally by defining requiréments bdsed
on a cpmmon terminology and basic principles for the design and operation af-mobile finaricial
servicgs.

b) To defjne technical components and their interfaces, as well as roles that-may be performed by
differgnt actors in addition to mobile financial service providers (e.g, mobile network operatjors,
trustefl service managers). These components and their interfaces,@s well as roles, are defined
according to identified use cases. Future use cases may be considered during the maintenande of
[SO 12B12 (all parts).

c) To ideptify existing standards on which mobile financial\services should be based, as well as
possible gaps.

Standardization in this area is beneficial for the sound«development of the mobile financial servijces
market be¢ause it will:

— facilitdte and promote interoperability between the different components or functions building
mobild financial services;

— build 3 safe environment so that conswmers and merchants can trust the service and allow|the
mobild financial service providers te, manage their risks;

— promofte consumer protection’mechanisms including fair contract terms, rules on transparendy of
charggs, clarification of liability, complaints mechanisms and dispute resolution;

— enable| the consumer to-choose from different providers of devices or mobile financial servjces
including the possibilityto contract with several mobile financial service providers for servicef on
the saine device;

— enable| the consumer to transfer a mobile financial service from one device to another |one

f1nanc1al service providers with easy -to-use interfaces.

To achieve these objectives, each part of ISO 12812 (all parts) will specify the necessary technical
mechanisms and, when relevant, refer to existing standards as appropriate.

ISO 12812 (all parts) provides a framework flexible enough to accommodate new mobile device
technologies, as well as to allow various business models. At the same time, it enables compliance with
applicable regulations including data privacy, protection of personally-identifiable data, consumer
protection, anti-money laundering and prevention of financial crime.

It is not the intention of ISO 12812 (all parts) to duplicate or to seek to replace any existing standard
in the area of mobile financial services (e.g. communication protocols, mobile devices). It is also not
the intention to drive technology to any specific application or to restrict the development of future

vi © ISO 2017 - All rights reserved
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technologies or solutions. Messages and data elements to be exchanged at the interfaces between
the different components or actors of the system may be those already specified [e.g. [SO 20022,
[SO 8583 (all parts]].

ISO 12812 (all parts) recognizes the need for unbanked or under-banked consumers to access mobile
financial services. It also recognizes that these services may be provided by diverse types of institutions
in accordance with the applicable regulation(s).

The ISO 12812 series consists of the following parts:

— Part 1: General framework — The introduction of the standard with descriptions of some
funffamental bases on which the other parts are builg,

— Part 2: Security and data protection for mobile financial services — Definition of a general
framework for the secure execution of mobile financial services;

— Part 3: Financial application lifecycle management — The lifecycle of the lapplicatiop including
rolgs and infrastructure for secure provisioning;

— Part 4: Mobile payments to persons — Use cases and requirementsfor interoperability;

— Part 5: Mobile payments to businesses — Use cases and requirements for interoperabillity.

© 1S0 2017 - All rights reserved vii


https://standardsiso.com/api/?name=f0d8650eac435aab10542b7933c4a186



https://standardsiso.com/api/?name=f0d8650eac435aab10542b7933c4a186

INTERNATIONAL STANDARD

ISO 12812-1:2017(E)

Core banking — Mobile financial services —

Part 1:
General framework

1

Thi
sery

a)
b)

c)

d)

f)
Thi

The

3

Scope

5 document defines the general framework of mobile financial services (payment ar
Fices involving a mobile device), with a focus on:

a set of definitions commonly agreed by the international financial industry;
the opportunities offered by mobile devices for the development of such.services;

the promotion of an environment that reduces or minimizes obstacles for mobile finan
providers who wish to provide a sustainable and reliable service to a wide range of
(persons and businesses), while ensuring that customers’ interests are protected;

the different types of mobile financial services accessed/through a mobile device inclug
proximate payments, mobile remote payments and iitobile banking, which are detailg
parts of ISO 12812;

the mobile financial services supporting technologies;

the stakeholders involved in the mobile payment ecosystems.

5 document includes the following infofinative annexes:

an overview of other standardization initiatives in mobile financial services (Annex A);
a description of possible mobile payment business models (Annex B);

a description of typicalpayment instruments which may be used (Annex C).

Normative references

re are no notmdtive references in this document.

Terms and definitions

d banking

Fial service
customers

ing mobile
bd in other

For

the'purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

3.1
acq

IEC Electropedia: available at http://www.electropedia.org/

ISO Online browsing platform: available at http://www.iso.org/obp

uirer

institution (3.17) that has contracted with the merchant (3.19)/payee (3.38) in order to process the

pay

ment transaction (3.40) data and transmit onwards in the payment system (3.45)

Note 1 to entry: This role might or might not be performed by the merchant/payee institution.

©IS
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3.2
alias

pseudonym for the payer (3.39) and/or the payee (3.38) uniquely linked to the name and account

associated
EXAMPLE
3.3

to the payment instrument (3.43)

Mobile phone number.

application
set of program modules (application software) and/or data (application data) needed to provide
functionality for a mobile financial service (3.25)

EXAMPLE

3.4
authentic:
provision ¢

Note 1 to e
process.

[SOURCE: 1

3.5
authentic:
data provi

Payment application, authentication application, user interface application, mobile wallet (33

pition
fassurance that a claimed characteristic of an entity is correct

itry: The provision of assurance may be given by verifying the identity of an iridividual, devig

SO/IEC 27000:2016, 2.7, modified —Note 1 to entry has been added:]

ition credential
led by the mobile financial service provider (MEFSP) (3.27) to the customer (3.12) in ordé

allow the authentication of the customer

EXAMPLE

3.6
bar code
optical ma

Note 1 to {
(ISO/IEC 16

3.7
cardholde
CVM
particular

3.8

consumer|
person usi
than trade

39

PIN, mobile code.

chine-readable representation of data

ntry: Bar codes include QR codes_(ISO/IEC 18004), Data Matrix (ISO/IEC 16022) and Maxi(
023).

r verification method

case of user verification method (UVM) (3.63) when the payment instrument (3.43) is a caf

hg a mobjile'device (3.24) to purchase goods or services and who is acting for purposes of
business‘or profession

contactle

).

e or

I to

ode

her

S

radio frequency technology operating at very short ranges so that the user has to perform a voluntary
gesture in order that a communication is initiated between two devices by approaching them

Note 1 to entry: Contactless is not to be confused with wireless which is a more general term.

Note 2 to entry: Contactless technology is specified in ISO/IEC 14443.

3.10

credential
data provided to the customer (3.12) for identification/authentication purposes

© ISO 2017 - All rights reserved
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3.11
credit transfer

payment initiated by the payer (3.39) which results in transferring an amount of money from a payer’s

account to a payee’s (3.38) account

3.12
customer

person or business that has contracted with an MFSP in order to use mobile financial services (3.25)

3.13
direct debit

payjment initiated by the payee (3.38) which results in transferring an amount of money fro
(3.49) account to a payee’s account

Not¢ 1 to entry: A direct debit is usually pre-authorized in the form of a mandate between the payer an

3.14
ele¢tronic money

eledtronically stored monetary value measured in currency and stored om-a device, such
devjce (3.24), or ata server remotely and that can be purchased by a consumer (3.8) and used fi

3.15
card emulation

n a payer’s

d the payee.

hs a mobile

br payment

bbile device

tion of the

laundering

mer (3.8)

haonling

access to and execution of online banking services through a mobile device (3.24)

3.21
mobile card payment

mobile payment (3.29) using a card payment credential (3.41) and a card infrastructure for authorization

and settlement

3.22
mobile code
authentication credential (3.5) used as UVM and entered via the mobile device (3.24)

© IS0 2017 - All rights reserved
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3.23

mobile contactless payment
mobile proximate payment where the payer (3.39) and the payee (3.38) communicate directly using

contactless

3.24

(3.9) technologies

mobile device
personal device with mobile communication

EXAMPLE

Mobile phone, smartphone (3.56), tablet.

Note 1 to enftTy A TODITE GEVITE CAIT ITAVE all NFC capapiiity:

3.25
mobile fin
MFS
mobile pay

3.26
mobile fi
MFS prog
set of rule
functionin

3.27
mobile fin
MFSP
institution
mobile find

3.28
mobile ne
MNO
mobile tele
over the ait

3.29

mobile pa
payment i
infrastruct

3.30

mobile pa
set of stak
environme

3.31

ancial service

ment (3.29) (including retail payment) and mobile banking (3.20) service

ncial service program
am
, practices and standards agreed between the MFSPs participating in the program for
b of the MFS

ancial service provider

(3.17) that has contracted with the customer (3.1d2)and that is responsible for providing
cial service (3.25) to that customer

fwork operator

communication operator that provides a range of mobile communication services, inclug
(3.37) connectivity

yment
hvolving a mobile device (3.24) and using a payment instrument (3.43) and associd
ures

yment ecosystem
eholders/which interact to form a stable functioning payment system (3.45) in the mo
nt

the

the

ling

ted

bile

mobile pr

hvimate navment
tS-pety t

mobile payment (3.29) where the payer (3.39) and payee (3.38) (and/or his/her equipment) are in the
same location

Note 1 to entry: This terminology is preferred to mobile proximity payment as the wording proximity has a
specific meaning for contactless (3.9) standards (ISO/IEC 14443).

Note 2 to entry: Mobile proximate payments include, but are not limited to, mobile contactless payments (3.23).

3.32

mobile remote payment
mobile payment (3.29) whereby the transaction is conducted over a mobile communication network and
which can be made independently from the payee’s (3.38) location (and/or his/her equipment)

© ISO 2017 - All rights reserved
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3.33
mobile service
service accessed through a mobile device (3.24)

EXAMPLE Mobile financial service (3.25), transit/public transport, shopping, loyalty and information.

3.34
mobile service provider
entity providing a mobile service (3.33) to the end-user

Note 1 to entry: For mobile financial service (3.25), the service provider is called a mobile financial service provider
(MFSPHS327-

Note 2 to entry: The definition does not include suppliers (vendors) to the mobile service prowiderf and which
are hot known by the end-user.

3.3p
mobile wallet
digital container accessed by the mobile device (3.24) that allows a consumer (3.8) to store applications
and credentials (3.10) being used for mobile financial and non-financial services

Not¢ 1 to entry: This container may reside on a mobile device owned by ‘the consumer (i.e. the hplder of the
wallet) or may be remotely hosted on a server (or a combination thereof)0or on a merchant (3.19) website.

3.3
nedr field communication
NF
contactless (3.9) communication interface and protocaobspecified by ISO/IEC 18092 and ISO/JEC 21481

3.3
over the air
OT
datp channel operated by a mobile network.uoperator (3.28) for the remote management of chmponents
resident in the mobile device (3.24)

3.38
payee
perkon or legal entity who is(the intended recipient of funds which have been the subject of a payment
transaction (3.40)

3.39

payer
perpon or legal entity who authorizes a payment transaction (3.40)

3.4
payjment
paymentitransaction
act pfplacing, transferring or withdrawing funds, irrespective of any underlying obligations between
the payer (3.39) and the payee [3.38]

3.41

payment credential

data provided by the MFSP to the customer (3.12) in order to allow the identification of the customer
account associated to the payment instrument (3.43)

EXAMPLE IBAN, PAN.

3.42
payment gateway
service located on a distant server for the acceptance of mobile remote payments (3.32)

© IS0 2017 - All rights reserved 5
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3.43

payment instrument

personalized device and/or set of procedures agreed between the payer (3.39) and the institution (3.17)
and used by the payer in order to conduct a payment transaction (3.40)

EXAMPLE Credit transfer (3.11), card payment and electronic money (3.14).

3.44

payment scheme
setof rules, practices, standards and/or implementation guidelines agreed between scheme participants
for the functioning of payment services and which is separated from any infrastructure or payment
system (3.45) that supports its operation

3.45
payment Jystem
funds transfer system with formal and standardized arrangements and commomnrules for [the
processing| clearing and/or settlement of payment transactions (3.40)

3.46
payment to business
payment transaction (3.40) where the payee (3.38) is a business

3.47
payment to person
payment transaction (3.40) where the payee (3.38) is a person

3.48
point of interaction
POI
device usefl for the acceptance of mobile payments (3.29)

EXAMPLE POS, vending machine, ATM for proximtate payments and payment gateway (3.42) for rerhote
payments.

Note 1 to entry: The POl may be a mobile device (3:24).

3.49
remittance
transfer offan amount of money between two persons

Note 1 to enjtry: In the context«QfJSO 12812 (all parts), remittance includes domestic and cross-border trarsfer
of money.

3.50
secure element
SE
tamper-redistant platform in the mobile device (3.24) capable of securely hosting and execufing
applicatior]stand associated confidential and cryptographic data (e.g. key management)

EXAMPLE UICC, embedded secure elements, chip cards and SD cards.

3.51
SE provider
entity that owns the original access rights to the SE

3.52
secured server
secure environment (3.53) located on a server

6 © IS0 2017 - All rights reserved
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3.53

secure environment

system that implements the controlled storage and processing of information in order to protect
personal and/or confidential data

Note 1 to entry: In the context of mobile financial services (3.25), it can be located in the mobile device (3.24),
such as a secure element (3.50), a trusted execution environment (3.60) or software with supplementary security
controls (3.54), or in a remote secured server (3.52).

3.54

security controls
maifiagement, operational and technical controls (1.e. saleguards or countermeasures) prepcribed for
an Information system to protect the confidentiality, integrity and availability of the systfem and its
infgrmation

3.5
short message service
SM
seryice that enables a mobile phone or a server to send messages of limited length to on€ or several
molbile phone(s)

3.5

smartphone
mobile device (3.24) that performs functions of a computerisuich as data storage, capability to run
downloadable applications and Internet access

3.5

strong authentication
authentication procedure using a minimum of two independent (from the security poipt of view)
authentication mechanisms, with at least one efthem being dynamic

3.58
thixd party
parfy who is not one of the parties primarily involved in a transaction

3.59
tokenization
profess by which a payment credential (3.41) is replaced with a surrogate value called a payient token

Note 1 to entry: Tokenization can be undertaken to enhance transaction efficiency, improve transactjon security,
increase service trangparency, or to provide a method for third-party enablement.

3.60
trupsted execution environment

ct of>the mobile device (3.24) comprising hardware and/or software which providé¢s security
iees'to the mobile device computing environment, protects data against general software attacks

3.61

trusted service manager

TSM

trusted third party (3.62) acting on behalf of the secure environment (3.53) provider and/or the mobile
financial service provider (3.27) in order to perform the provisioning and management of the application

3.62
trusted third party
third party (3.58) trusted by other entities with respect to security-related activities

© IS0 2017 - All rights reserved 7
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3.63

user verification method

UVM

method verifying that the person who uses the mobile financial service (3.25) is the legitimate customer
(3.12) of the mobile financial service provider (3.27)

Note 1 to entry: A UVM can be based on the processing of authentication credentials (3.5).

3.64

unstructured supplementary services data

USSD

functionality built into the GSM standard to support transmitting information over the signalling

channels o

4 Abbr

ATM
CVM
IBAN
HCE
KYC
MFS
MFSP
MNO
NFC
0S
OTA
PAN
PIN
POI
POS
QR
SE
SMS
TEE
uICC
USSD

UVvM

f the GSM network

bviated terms

Automated Teller Machine
Cardholder Verification Method
nternational Bank Account Number
Host Card Emulation

Know Your Customer

Mobile Financial Service

Mobile Financial Service Provider
Mobile Network Operator

Near Field Communication
Dperating System

Dver The Air

Primary Account Number
Personal [dentification Number
Point Of [nteraction

Point:Of.Sale

Duick Response

Secure Element

Short Message Service

Trusted Execution Environment

Universal Integrated Circuit Card
Unstructured Supplementary Services Data

User Verification Method

© ISO 2017 - All rights reserved
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Concept of interoperability

General

Numerous definitions exist for the term interoperability. Some limit the concept at a technical level
such that interoperability is the ability of systems to provide services to and accept services from other
systems and to enable them to operate effectively together.

NOTE

According to ISO/IEC 2382, interoperability is defined as “capability to communicate, execute

programs, or transfer data among various functional units in a manner that requires the user to have little or no

kno

mledoe of the unigue characteristics of those units”
o e

Othler definitions include the role of organizations in deciding to work together by using-syst
rate together. In that context, interoperability is the ability for systems and organizatigns to work

ope
tog

Pay
con

5.2
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one|

5.3

For
oth

tther (inter-operate).

ments generally involve several parties forming a chain of technical components or syste
Lext, the concept of interoperability includes two layers: a business layer'and a technical

Concept of interoperability for payments: the business layer

payments, the business layer of the interoperability concept is essential so thaf

hnizations in the payment chain have decided to work together by agreeing terms and
heir cooperation. This is typically the case of the_felationship between a merchg
lirer/institution. The merchant may only offer the «consumer means of payments p
given acquirer/institution (or several acquirers/institutions if the merchant has contr
bral of them). The consumer may have subscribedto some means of payment with ong
ment service providers. The consequence of business interoperability is that a consum
of these means of payment which are accepted by the merchant.

Concept of interoperability for payments: the technical layer

bms able to

ms. In that
ayer.

any two
conditions
nt and its
fovided by
acted with
or several
b may use

the technical layer, interoperability means that an organization may easily operate with several

br entities for a given service attributable to systems that are compatible. In i

technologies, and particularlysfor payments, this principle implies that the interfaces be

suc
by

inte
sev
exis

The

NOT

Cessive components of the_payment chain are standardized allowing solutions to be in
beveral vendors. For some interfaces, more than one standard may exist, impacting t
roperability with less’ efficient processes within the entities being involved at that

hformation
tween two
plemented
he level of
nterface if

bral standards are\implemented. Interoperability does not necessary imply that a single standard

ts at a given interface.

term compatibility is equivalent to the technical layer of the concept of interoperability.

E In daily life, when a consumer has to substitute a component of a device by a new one, co

req

ired, This is, for example, the case for a supply power adapter of a mobile device. A new supply power adapter

nE)atibility is

is cqmpatible with the device on the conditions that both power supplied and plug fit the features of the device.

For payment, a solution of a vendor is compatible with the system of an organization if it may easily
substitute an already installed compatible solution of another vendor. This compatibility is facilitated if
both solutions are compliant with a common standard.

The technical layer of the interoperability concept includes different aspects such as implementations
of application, function, security, communication, protocol, data element and operation.

5.4 Interoperability objectives

The objective of ISO 12812 (all parts) is to address interoperability only at the technical layer.
ISO 12812 (all parts) considers the impact of new components and/or interfaces created by the
introduction of a mobile device in the payment chain. It does not address interoperability of existing
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components and/or interfaces of payment chains reused in MFS (e.g. already existing payment
instruments). ISO 12812 (all parts) is not intended to duplicate existing standards that may be used
in the mobile environment. The relevant standards are quoted for the different interfaces between
components of the mobile payment chains (see Annex A for examples of standardization organizations
involved in mobile financial services).

6 Relationships between customers and MFSPs

6.1 General

The term mobile financial service provider (MFSP) is used in ISO 12812 (all parts) for desighafing
an institution having built an MFS offer accessed by their customers via a mobile device, When an
institution|is inserted in a MFS value chain without providing the service via a mobile_device, this
institutionfis not named an MFSP. This is the case of a payee institution, for example. Figure I'repres¢nts
the differept expressions related to institutions being used in ISO 12812 (all parts)Mor both mabile
payment ahd banking.

Financial services

Payments Banking

Institution
(Hntity authorized to provide financial services@nder the applicable regulation)

1
I

MESP
(Institution providing a financial service via a mobile device)

Mobile paymient E

Payer Payee ‘| Financial institution
payer MFSP payee MFSP ;
payee institution l

Figure 1 — Terminology related to institutions

status ofthe customer
St e-cuUSto

TOO-UTCIT o TITCT

6.2 Legad

The customer may be either a person (i.e. an individual) or a legal entity (i.e. a business, a merchant).

6.3 Role played by the customer

In case of a mobile payment between two customers from one or two institution(s), the customer that
confirms the payment is called the payer and the customer that is the recipient of the funds is called
the payee.
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6.4 Contractual relationship between the customer and the institution

Institutions mainly distinguish between two types of contracts with their customers for the use of
mobile financial services:

a) a contract for persons who are (1) paying for goods and services and/or (2) sending and/or
receiving funds and/or (3) using banking services;

b) a contract for legal entities which are (1) receiving funds for providing goods and services
and/or (2) paying for purchasing goods and services from another business and/or (3) using
banking services.

NOTE It is up to the institution to decide to have a new contract with their customers for mobjile financial
seryices.

6.5 Choice of wording for ISO 12812 (all parts)

Degending upon the context, the following wording is used in this document:
a) |payer/payee;

b) |person/legal entity or business;

c) |consumer/merchant.

However, in the context of mobile payment, the term businhess is preferred over the term njerchant or
legdl entity and the term person is preferred over the teriw/'consumer. ISO/TS 12812-4 is nanjed “Mobile
payments to persons” and ISO/TS 12812-5 is named “Mobile payments to businesses”.

ISOfTS 12812-4 and ISO/TS 12812-5 differ byithe nature of the payee (a person or & business,
respectively). Depending on applicable legislations, ISO/TS 12812-4 includes payees as oyn-account
wotkers (e.g. babysitting, gardener). [SO/T$-12812-5 includes situations where the payer is 4 consumer
or g business.

The term customer is only used inhe'context of the relationship with an institution, while the term
congumer is used in the context of'a payment to business.

7 |Rationale for ISO 12812 (all parts)

7.1 General

[SO[12812 (all parts) is intended to contribute to the development of MFSs by leveraging [the mobile
environmentfeatures described in 7.2 and by contributing to solve the challenges identified[in 7.3.

7.2| Environment description

7.2.1 General

Several factors and changes in the area of mobile devices explain how these devices represent significant
opportunities for the development of MFSs. First, the number of persons using mobile devices is
growing in all parts of the world with a high penetration among the total population. Second, users of
mobile devices almost always carry them, providing the users with a high degree of connectivity and
access to MFSs. Finally, major evolutions beyond voice and short message service (i.e. text messaging)
communications have enhanced the technological features of mobile devices. For example, the current
MNO infrastructure supporting packet-oriented Internet access has led to the migration of mobile
phones toward smartphones with more advanced computing ability and connectivity. Furthermore, an
increasing number of mobile devices are being manufactured that are enabled with the NFC technology
in parallel with other technologies such as the use of bar codes (see 10.3).
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7.2.2 Increased dematerialization of financial services

Mobile devices present growing opportunities for MFSPs such as delivering new value-added services
or conducting customer relationships in more dematerialized ways (e.g. by replacing less efficient
means of payment such as cash and cheques).

7.2.3 Increased use of financial services

MFSs may be accessed by a customer anytime and anywhere and the use of these services is increasing.
This is the case for traditional customers of MFSPs but also for individuals having few or no banking
relationships.Itis inr‘rnqcing]y the case that these so-called “under-banked” or “unbanked” persons-have

access to nobile devices, creating an opportunity for broader financial inclusion through access to’"MFSs.

Mobile device penetration is providing significant opportunities for customers to use their' madbile
devices in & variety of payment scenarios.

7.2.4 Ingreased cross-border payments

Dematerialization of payments made by mobile payment services is facilitatingincreased cross-border
use such a$ remittances where expatriates and guest workers in one country-send part of their wdges
home to support family members in another country.

7.2.5 Remote management of applications

Thanks to their communication features, mobile devices enable the remote management of applicatjons
hosted within the device. The MFSP may carry out this management each time the mobile devide is
connected,i.e. mostly on a permanent basis. Examples of application management include:

a) the first application installation in the mobile device;'its personalization and activation;
b) subsedquent application upgrades;

c) application blocking when the mobile device is declared lost or stolen or compromised by spme
other eans;

d) application reactivation when conditions are met;
e) application removal at the end-of service.

The remofle management of-applications in case of mobile payments is a more efficient pro¢ess
compared fo traditional means of payments such as plastic cards which need to be replaced by a new
card, for eyample, whenlost or stolen.

NOTE IIn case the application cannot be managed remotely, alternative solutions (e.g. the need for a direct
physical cojnectivity) can be proposed by the MFSP for the application management. Such configurations arg out
of scope of IS0 42812 (all parts).

ISO TS 12 122 1£3 o 1 1 £ of 1 Fo
Oz S pPttnTC S tIC TITC U y LIC TITATTa g CTITCTTIC UT a P PTITC A TTOTT ST

7.2.6 Enhanced proximate functionalities

The introduction of the NFC technology (and other technologies) has become a source of new services
because the mobile device may be used at the proximate point of interaction in a similar way as
contactless cards. With respect to contactless cards, NFC mobile devices represent a new form factor
enhancing the payment functionalities but using the same infrastructure as contactless readers which
already accept contactless cards. The payment transaction speed is preserved with NFC mobile devices.
An example of enhancement is the possibility to have higher transaction amounts (e.g. with respect to
contactless cards used without PIN) as the customer authentication may be efficiently performed on
the mobile device (e.g. using the mobile code).

Other proximate technologies such as bar codes are a source of new services described in 8.2.3.
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Mobile devices may communicate with a secured server at the time of the transaction enhancing the
functionalities of the service.

7.2.7 Enhanced multi-application environment

Mobile devices offer the capacity to host multiple applications issued by different service providers
including MFSPs. It is an opportunity for MFSPs to provide their mobile services to customers already
equipped with mobile devices, and it is also an opportunity for customers to access mobile services
from several MFSPs. 10.5 describes the concept of the mobile wallet which is a possible supporting
technology to implement multi-application.

Molhile devices offer the opportunity to host additional applications that may be used’fdr financial
seryices, such as identification, authentication and digital signature.

7.3| Standardization challenges

7.3{1 General

Thetechnological evolutions described in 7.2 offer new opportunities to.customers. But thesg evolutions
alsq represent challenges to MFSPs for maintaining the sustainability*of such services.

Thd use of global standards is key to solving these challengesnd for fostering the conditjons for an
effigient development of MFSs.

7.3{2 Adaptation of mobile financial services to a fast' evolving technology

In grder to offer MFSs to a wide range of customers, MFSPs have to support multiple implementations
to Host their services on a variety of mobile deviegs with multiple and frequent new releases. This fast-
evolving technology may lead to customers’ frequent replacement of mobile devices.

7.3{3 Complexity of ecosystems

The technological evolution of mobile/devices has introduced new stakeholders into the ecogystems. As
a cdnsequence, the value chain isumore complex.

In spme situations, the existence of proprietary solutions may limit the access to other servicq providers.

7.3}4 Complexity ofregulatory systems

MF§$Ps have to comply with multiple applicable regulations including data privacy, prgtection of
perponally-identifiable data, consumer protection, anti-money laundering and prevention ¢f financial
crithe. Applicable regulations cover national and local law, legislation and regulation|issued by
regplatoryzauthorities, as well as supra-national legislation and regulation.

erent jurisdictions may have different regulatory approaches. As a consequence, global NIFSPs have
°CO ocrate ediffere oca egttationsforprovidingcrossborderM omptia with these
regulations.

7.3.5 Consumer expectation for accessing all services using the same device

A strong expectation of consumers is that a mobile device supports a multi-service/application
environment. They expect that the mobile device is capable of hosting services of any of the competing
MFSPs with which they have contracted. Furthermore, the consumers expect that their mobile devices
support services outside of a purely financial environment (e.g. transit/public transport, loyalty). The
challenge is to accommodate all requirements of the different service providers sharing the same
device, without impacting mobile financial services considered as sensitive ones. Another consumer
requirement is to have a convenient user interface for accessing the different mobile services.
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7.3.6 Risk management in the mobile environment

It is a challenge for MFSPs to maintain the sustainability of their investments in MFSs. Security is key
to building trust in MFSs for their adoption by consumers and merchants. MFSPs have little control
over mobile devices and with the increased access to the Internet, mobile devices are subject to new
vulnerabilities in this environment, e.g. malware. An assessment needs to be conducted to identify
risks and to define proper counter measures relevant to any MFS. Specific security mechanisms (e.g.
secure environment) should then be implemented to prevent the identified risks and to minimize
fraud. Such mechanisms have to be cost efficient, yet robust enough to counter possible attacks, with
minimal impact on the transaction time. ISO/TS 12812-2 describes and specifies a framework for the
management of the security of MES

7.3.7 Certification programs

To ensure that functional and security requirements are correctly implemented, it would be beneficial
to have certification programs in place even if it is very challenging due to the increasing sophisticafion
of this environment. Indeed, these programs should cover:

a) mobild devices and their related components when part of the MFS (e.g. secliye environments);
b) components and functionalities providers;
c) each pprt of the infrastructure.

The scale df the certification programs may vary according to businéss decisions between stakeholdlers
involved in the MFS.

7.3.8 Rolle of the mobile device

One of the|standardization challenges is the understanding of the role(s) of the mobile device i1} an
MFS. Depehding on the implementation, the mobile ,device may be seen as a channel to use a paynpent
instrument or access a banking service or a tool for customer identification and/or authentication.

8 Mobile payments
8.1 General payment functions

8.1.1 Gelneral

A mobile phyment is defined as a payment enabled by a mobile device using a payment instrument [e.g.
card paymient, credititransfer) and infrastructures (e.g. card networks, automated clearing houges).
The generdl functions forming the different steps of the existing payment service apply also to mdbile
payments pnd are. described hereafter (other specific functions may exist). The following functjons
assume that the customer (payer and payee) has accepted to use the service. The steps and their ofder
described heréafter may differ according to implementations. Some functions may not be present fpr a
mobile payment transaction.

8.1.2 Payment service issuance

During this first step, the MFSP checks the eligibility of the mobile device to host the service and then
contracts with the customer. Then, the MFSP makes the application available to the customer and
establishes any associated authentication credentials (e.g. PIN or password).

8.1.3 Payment service activation

This is the action by the customer to activate the service. It may require the use of an authentication
credential.
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4 Payment service selection by the payer

This is the action of the payer to select one payment service among several hosted on the mobile device.

NOTE

8.1.

This step can be optimized by e.g. a pre-selection of one payment service by the payer.

5 Application selection by the POI or the payment gateway

This is the process handled by the POI or the payment gateway to select one application, taking into
account the preferences of the payer.

8.1/6 Application data retrieval

Thip step consists of providing the necessary data for the payment transaction. It may be [performed
either manually by entering payment credentials or by the application itself.

8.1)7 Customer identification

Cusftomers are traditionally identified using an account number, but ifi"a mobile environrhent, other
identifiers (e.g. mobile phone number) may be used as alias, especially-for payments to persgns.

8.118 Payer authentication

Thi} is the step MFSPs use for verifying the payer identity through authentication. It is performed using
UVMs which are based on something the payer has (e.g. mobile device), something the payer knows (e.g.
PIN| passwords) or something the payer is (e.g. biometrics). In the mobile environment, the knowledge
factior may be entered either on the POI or on the:tobile device. In the framework of this|document,
thejterm PIN is used when the knowledge factor is\entered on the POI and the term mobile cpde is used
wheén the knowledge factor is entered on the m@bile device.

8.1]9 Application authentication

Thik is the process by which the POl (for offline authentication) or the MFSP (for online authentication)
ver]fies the legitimacy of the application using cryptographic mechanisms.

8.1]10 Payer authorization/confirmation

Thip is the consent of thepayment transaction by the payer.

NOTE This consent'can be materialized, for example, by entering a PIN, by pressing a key or by gpproaching
the mobile device{lon'the contactless target of the POI (Tap).

8.1]11 Transaction data authentication

Thip is.the process by which the MFSP checks that the transaction data (e.g. transaction amjount, UVM
rests-transaction-contextaregentine by-using-eryptographicmechanisms:

NOTE Transaction data authentication can also be performed by the POI in combination with application
authentication.

8.1.12 MFSP authorization

During this step, the MFSP authorizes the payment based on its own risk management policy, the results of
previous steps (e.g. authentication) and the context of the transaction. The authorization response is given
either online by the MFSP or offline by the payment application when hosted within the mobile device.

NOTE When the payment instrument is a credit transfer, the MFSP authorization response can be given
in the form of a confirmation message to the beneficiary. This response only indicates the payment has been
initiated.
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8.1.13 Completion of the transaction

At the end of the transaction, both payer and payee are notified about the completion of the transaction
(e.g. by delivering a paper or dematerialized receipt).

8.1.14 C(learing and settlement

Clearing is the process performed by a clearing system whereby institutions (e.g. acquirers for
card payments or payer institution for credit transfer) present and exchange payment data to other
institutions (e.g. issuers for card payments or payee institution for credit transfers), in order to facilitate

the settlem

ent of their nh]ignfinnc inthe settlement system

8.1.15

The end off
or disabled
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the death d
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8.2.1 Ge|
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A mobile cpntactless payment occurs when the-payer and the payee (and/or their equipment) are in
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service is initiated either by the customer or by the MFSP. The application is,then remqg
so that the service cannot be used anymore. When applicable, the MFSP should inform

fa customer.
ile proximate payment

neral

kimate payments may be initiated by the mobile devicewsing different interfaces such as
one (e.g. NFC), the optical one (e.g. bar code) and others (see 10.3).

bile contactless payment

feneral

on and communicate directly thyough their equipment using a contactless interface (e.g. N

ayments to businesses
[ios are considered (see ISO/TS 12812-5).
io 1: card emulation-mode.

pbile contactless payment to business transactions are based on the card instrument;
device is the*emulation of a contactless card from the POI reader perception. This scen
e POI cemmunication network to connect to the card infrastructure.

trafisactions may be performed in different ways such as the following non-exhaus
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bout relevant regulations that govern handling of any remaining assets; for example, after
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1y

Mobile contactless payments with tap and go: the customer uses his/her contactless-enabled

mobile device to conduct a payment at a contactless POI terminal with no CVM during the
transaction (typically for low-value payment).

2)

Mobile contactless payments with double tap: the customer uses his/her contactless-enabled

mobile device to conduct a payment at a contactless POI terminal with a CVM (such as a mobile
code) during the transaction. This use case induces a second tap in order to inform the POI
terminal that the CVM has been successfully checked and the user confirms the transaction.

NOTE

The mobile code could be entered on the mobile device just prior to the payment (resulting

single tap) or a PIN could be entered on the POI (also resulting in a single tap).
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b) Scenario 2: in-store remote payment.

Mobile contactless payment to business transactions may be initiated in a contactless mode
and then further processed remotely using the mobile communication network. The payment
instrument may be card or others. This use case is a hybrid solution compliant to both definitions
of proximate and remote payments.

8.2.2.3 Payments to persons

The so called peer-to-peer mode of the NFC technology allows the establishment of a contactless channel
between two maobile devices This mode enables contactless payments to persons [qpp IQOI/TQ 12812-4),

8.2]13 Mobile proximate payment based on bar code

8.213.1 General

A njobile bar code payment occurs when the payer and the payee (and/or their equipment) are in the
sanje location and communicate directly through their equipment using an optical interface

8.2]3.2 Payments to businesses with bar code displayed by the.mobile device

In this use case, the bar code is displayed by the mobile device-af the payer at the time of the payment
and| presented to the merchant equipment in order to becoptically read. The bar code ijcludes the
payment credential of the payer.

8.213.3 Payments to persons with bar code displayed by the mobile device

In this use case, the bar code is displayed by the;mobile device of the payee at the time of thhe payment
and| presented to the payer mobile device in\‘order to be optically read. The bar code injcludes the
payment credential of the payee.

8.2]3.4 Payments to businesses with bar code displayed by the merchant

For|this use case, the payer is locdted in the merchant location and at the time of the payment, the
bar|code is displayed on the(merchant equipment or printed on a receipt. The bar code c¢ntains the
trapsaction data and an Internet link. Once the mobile device has read the bar code, the payment is
conjpleted in a remote way.

Thip use case is a_Hybrid solution between a proximate and a remote payment as the trapsaction is
initjated optically~and then further processed remotely using the mobile communication neftwork. It is
anofther use case‘of in-store remote payment.

8.3 Mobile remote payment

8-3.1 GCllCl cll

Mobile remote payments are conducted independently from the payee’s location. The payer uses the
mobile device without interacting with a physical POI but by conducting the transaction over a mobile
communication network. They cover both payments to businesses and payments to persons and the
payment instruments used include card and credit transfer.

A mobile device includes features such as various user interfaces or geolocation enabling new payment
use cases.

8.3.2 Payment to businesses

The typical mobile remote payment to a business occurs when a customer makes a purchase from a
remote merchant (see ISO/TS 12812-5). It also includes a payment to a creditor (e.g. a utility) as long as
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the customer is not connected to his/her MFSP to initiate the transaction. If the customer is connected
to his/her MFSP to initiate the transaction, then the transaction is considered as a mobile banking
service. Several use cases may be identified, such as the following.

a) Mobile remote card payments (single device): The customer uses his/her mobile device to conduct
a payment to a mobile Internet merchant.

b) Mobile remote card payments (multiple devices): The customer uses his/her mobile device to
conduct a payment to an Internet merchant after having purchased good or services through
another device.

c) Custor
initiat
d) Merch
condu
e) Remot
device

throug
the m¢
specia

Such j:ivertising may fall within applicable regulations (e.g. shodld only be conducted with
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er-Tequest mobile remote credit transier: The customer uses his/her mobile devic
e and conduct a payment to a mobile Internet merchant.

hnt-request mobile remote credit transfer: The customer uses his/her mobile devic
t a payment to a merchant upon receiving a payment request message from the merchar

e payment based on geolocation: Businesses located in the neighbourheod of the mg
may send advertisements with special offers on the condition that the payment is proces
h the mobile device within a limited timeframe and before the custormer physically read
rchant. An example of such a service is the advertisement by aéstaurant of booking

er’s prior consent).

ising medium for public use. The bar code is generally the representation of an Internet
access to the merchant website. The customer uses an application on his/her mobile de

n is, for example, a poster or street furniture, a contactless tag (that can be read by an
device) may be used instead of a bar code:

nt of invoice: The bar code is printedon the invoice. It contains the data related to the inv
ink to the payment server. The-customer uses an application on his/her mobile devic
hd process the bar code.

yment to persons

and remittances\(see ISO/TS 12812-4). Several use cases may be identified such as

remote cregdit transfer payment: The customer uses his/her mobile device to initiate a cr
r to another person’s account.
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remote card payment: The customer uses his/her mobile device to conduct a card pay
Hep person’s account.

ent

A remote payment to a person may also consist of two transactions; for example, a first payment
transaction with the card instrument between the payer and an intermediary institution, and secondly,

credit tran
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sfer between this intermediary and the institution of the payee.
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Mobile banking

General

Banking services encompass all financial services other than mobile payments. Mobile banking services
are performed by the customer with its financial institution through the mobile device and may include
services such as:

a)

opening accounts;

b)
c)
d)
€)
f)
g)
h)
i)
)

NO1T
ope

Molbile banking services are mainly performed-remotely with the exception of services bag

rec

As

mobile payment services. The issue_of customer experience should be addressed to avoid

div{
sery
cus
be \
are

9.2

9.2
The

accessing account balance information;

reviewing transaction history;

locating ATMs and/or branches to facilitate face-to-face banking;
storing of value and related transactions such as reloading;

bill presentment;

bill payment;

transferring funds between accounts;

remote deposit capture (check);

financial institution loyalty program such as cash rebate.

E Payments performed from a mobile banking channel (see 9.3) are considered as moh
rations.
rded in the mobile device (e.g. reviewinig of transaction log).

mobile banking involves only one-fihancial institution, the need for interoperability d

brgences between financial dnstitutions concerning, for example, the access to mobi
Fices. Nevertheless, the financial institution should consider the ease and effectivern
fomer experience, althotigh' these issues, including the consistency of a customer’s expel
riewed as a matter of competition between financial institutions over how their individy
evaluated by their@ustomers.

General mobile banking functions

1 General

general functions forming the different steps of mobile banking services are describe

ile banking

ed on data

iffers from
important
le banking
ess of the
ience, may
al services

| hereafter

(otH

ar‘cnncoific founctinne oy avict) Tho avdar of tha ctanc maayy Aiffayr Aonnrding +0 1anlayg
er—Speetie+ut S

hentations.
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Some functions may not be present for a mobile banking service.

9.2.

2 Enrolment

In this function, the customer of the financial institution subscribes to the mobile banking service
through a contract.

NOTE

fina

ncial institution can require a higher level of risk management (e.g. KYC).
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9.2.3 Cu

stomer profile management

In this function, the customer sets up his/her initial profile and updates it when necessary. A customer
profile may contain preferences and other data such as a mobile phone number.

9.24 Ba

nking service issuance

This function may include the delivery of an identification credential (mobile banking identifier) and an
authentication credential to the customer for accessing the service. It may also include the downloading
of an application and its personalization.

9.2.5 Customer identification

Customer i
phone num

9.2.6 Customer authentication

Customer
banking id

the serviced.

9.2.7 Cupstomer authorization/confirmation

This is the

9.2.8 Transaction data authentication

This is the
funds to bg

9.2.9 Financial institution authorization

During this
based on i
context of 1

9.2.10 Co
Atthe end

9.2.11 En(d of service

The end o
then remo

entification is performed using the mobile banking identifier. Other identifiers (e.g. mg
ber) may be used as an alias.

uthentication is performed using the authentication credential associated with the mo
entifier. Different authentication credentials and/or mechanisms'may be used dependin

consent of the mobile banking operation by the customer.

process by which the financial institution‘checks that the transaction data (e.g. amour
transferred) are genuine by using cryptegraphic mechanisms.

step, the financial institution authorizes the banking operation by having taken its deci
Fs own risk management/policy, the results of previous steps (e.g. authentication) and
he operation.

mpletion of the banking operation

bf the mobilebanking operation, the customer is informed of the completion of the operaf

[ seryice may be initiated by the customer or the financial institution. The applicaticr)r

bile

bile

F on

t of

bion
the

ion.

is

yed/or disabled so that the service cannot be used anymore. When applicable, the finarcial

institution should inform the customer about relevant regulations that govern handling of any

remaining

assets.

9.3 Channels for mobile banking

9.3.1 General

There are different ways/approaches to carrying out mobile banking operations such as using a mobile
Internet browser, an application, the Short Messaging Service (SMS) and other real time services offered
by MNOs (e.g. USSD). The use of one or another mobile banking channel depends on the actual financial
institution, but in general, mobile Internet banking and applications are available in mature markets.
Some other markets, on the other hand, are still relying on the SMS-based mobile banking approach.
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9.3.2 Mobile Internet browser

In this scenario, a customer accesses the mobile banking service using the Internet browser on their
mobile device. This can be seen as a similar experience to using Internet banking via a desktop or a
laptop computer. In this scenario, the applications are installed within the internal infrastructure of

the

financial institution.

This scenario presents the same security and legal considerations as exists in Internet home banking.

9.3.3 Mobile application

Int

1is scenario, a customer accesses the mobile banking service using the application which/hg/she would

have downloaded either from their financial institution official website or from an application store.

The financial institution providing the application installed onto the mobile device iS responsible for

ens
to e

9.3

In t
sery

bank account). This scenario does not need any use of an Internet browser or a downloaded

and

To ¢
use

10

10.

In
con

a)
b)
c)
d)
e)

liring appropriate security measures are in place. Similarly, the financial institution woul
nsure that the provided application works properly (as required) on the customer’s mob

4  Short Messaging Service (SMS)

his scenario, the customer sends an SMS to the financial institution requesting a mob
Fice (e.g. to check the account balance or recent transactions.orto transfer money to a pr

does not request any mobile data communication services.

nhance the customer experience and the ease of use;the customer’s mobile phone num
 as an identification method.

Mobile financial services supporting technologies

1 Mobile device

hddition to mobile communication capabilities (see 10.2), a mobile device may cor
ponents and functionalities such as:

an operating system;

applications ip€eluding functionalities for MFSs (see 10.4);
user interface applications (see 10.7);

a mobite'wallet (see 10.5);

f)

d also have
le device.

le banking
e-assigned
hpplication

ber may be

tain other

user interface components, e.g. a display, a keyboard/touch screen, a microphone (see 1(.7);

an-NFC controller and antenna for contactless communication (see 10.3);

g)
h)

an optical camera in particular for reading bar codes (see 10.3);
a secure environment such as:

1) one or several secure elements (see 10.6);

2) aTEE (see 10.8);
3) software with supplementary security controls (see ISO/TS 12812-2);

4) asecured server (see 10.9).
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10.2 Mobile communication

The mobile communication is based on different wireless technologies which provide at least the
physical and transport layers which are not in principle under the direct control of the MFSP. Different
wireless protocols can be used to connect the mobile device with a payment processing infrastructure
(e.g. a payment gateway). This connection is performed through a mobile communication network
provided by an MNO or a third entity.

The following wireless networks are examples of carriers for mobile financial services:

a) Wireless Wide Area Networks (WWAN), including 2G, 2,5G, 3G and 4G networks also known as

GSM, HDGE,UMTS, LTE and CDMA;

b)
‘)

Wireldss Local Area Networks (WLANSs): IEEE 802.11, a, b, g, n, ac (Wi-Fi);

Wireldss Metropolitan Area Networks (WMANSs): IEEE 802.16 (WiMAX).

10.3 Mobhile device local interface

Mobile fingncial services may be initiated locally by the mobile device using different interfaces such as

the contact
Energy).

The contag
The contad
is based on
physical “c

One of the
personal d

Bar codes
deployed.
limited to
both direc
mobilized
optical rea

10.4 App

An applica
to perform
mobile dev

When an a
of the MFS

less one (NFC) or the optical one (bar code) or other technologies\(e.g. audio, Bluetooth I

tless interface is different from the contact interface that was first used for smart ca
tless interface is based on a radio frequency communicdtion whereas the contact inter
an electrical contact. The voluntary gesture of the usér of a contactless device may indul
bntact” (or a “tap”) of the mobile device with another equipment.

advantages of contactless is to enable form factors other than the usual card format as
bvice.

have been introduced in the mobile payment chain as the NFC technology was not wi
Communication between the mobile device and the merchant equipment is hows
pne optical reading, with respect.to’ NFC where communication exchanges are possibl
fions and where computations by the mobile device or the use of other resources may
n the course of the transactien: However, a one-off bar code may be generated before ¢
ding.

lications

ion is a set of program modules (application software) and/or data (application data) nee|
a functionality"MFSs require one or several applications which may be located either on|
ice or remotely, or both.

bplication has been downloaded by the customer from an application store or from a web
P, it'is often called an App.

LOW

Irds.

face
ce a

the

lely
ver

E in

' be
ach

ded
the

site

When the application is located on the mobile device, it may reside in the memory of the device under
the control of its OS, or in the TEE or in a secure element. Additional information may be found in
ISO/TS 12812-3 which specifies the financial application management.

Some general payment functions involving an application are described in 8.1.

10.5 Mobile wallet

Mobile devices are seen by businesses promoting their use as devices being able to replace physical
wallets with digital ones. Mobile wallets contain applications able to deliver the same or enhanced
services as items carried by physical wallets. These functionalities include, for example:

a) paymentapplications for the replacement of cash or payment cards contained in the physical wallet;
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identification data or applications, for the replacement of magnetic stripes or smart cards including

identity, access control or loyalty;

electronic value instead of physical representation (e.g. access tickets, vouchers or coupons);

transaction logs for the replacement of paper receipts.

The implementation of mobile wallets may occur either in the mobile device itself (hardware, software,
data) or remotely on a server. Whichever implementation is used, the mobile wallet is always accessed

byt

A 1

he user via the mobile device.

lough the mobile wallet provider (e.g. an MFSP, an institution, a merchiant) provides
ctionalities, the usage of the mobile wallet is under the control of the user.

obile wallet should not be confused with electronic money which\is'a payment instry

through an application (e.g. electronic purse) that could be contained‘ina mobile wallet.

10.

Duse
sec
eler]
cry

The

Sec
payj
payj

6 Secure element

to the new vulnerabilities of mobile devices as a result of their increased access to th
ire elements are seen as a solution to reinforce thé security of mobile financial servi
hents offer features allowing the hosting of the applications in a secure manner using
btographic capabilities. These features include;

separation of applications;

supervision of the application management by the sole MFSP;

access rules to the application under the sole control of the MFSP.,

secure element is a means for.the applications to provide the following basic trust servi
the strong authentication of the customer;

the integrity, end-tosend confidentiality and non-repudiation of the transactions;

the protection of Customer privacy in the framework of a given regulation (i.e. an author
to and processing of personal identifiable information).

ire elements have initially been introduced by institutions for the purpose of mobile
mentj>but they can be used for increasing the security of other services such as mol
ment and mobile banking. Secure elements may host additional security functionalities

msuch a case,

rely store,

the wallet

ment used

e Internet,
res. Secure
their own

[ES:

jzed access

fontactless
ile remote
[e.g. digital

sigr

nhlrn) that may be used hy cpnrifir‘ mobile financial services

Secure elements may have several form factors such as UICC, SD card or embedded and may be issued
by diverse categories of stakeholders, e.g. MNO for UICC, mobile device manufacturer for embedded.
Whatever the configuration is, it is expected in the framework of ISO 12812 (all parts) that the secure
element is able to host several applications issued by several institutions. The choice of the type of SE
has an impact on the implementation of mobile financial services. The implication for the user has to be

add

ressed and minimized.
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10.7 User interface

The user interface of a mobile device is made of input and output components (e.g. display,
keyboard/touch screen) allowing the customer to interact with the device. For mobile financial services,
some user interface applications are needed to perform the following operations.

a) The management of the financial application, including its provisioning. This user interface
application is part of the financial application itself.

b) The management of the multi-application environment. This user interface application is intended
to help the customer

1) select a financial application among several ones;
2) orfer the available financial applications in a list;

3) aspign a level of priority of applications (e.g. for mobile contactless payments,saa subseqyent
matching can be performed by comparison with the priorities of the POI).

Mobilg wallets provide such an interface and might be managed by the institution or be provided
by a tl—trd party.

c¢) The mpbile financial service transaction. This user interface appljcation is used to interact with
the cuptomer for functions described in 8.1 and in 9.2 needing anidction or for information of|the
progrgssion of the transaction. This user interface is part of the’fimancial application itself.

The user ekperience remains strongly challenged by the necessarily-small form factor of some mabile
devices. For example, the amount of information that can be displayed at any given time and the abllity
of the user| to enter complex text are limited. Therefore, itis important to provide easy-to-use mabile
device interfaces with consistent user experience acrossill of the supported implementations.

The user interface may be subject to threats such™as man-in-the-middle attacks between the yser
interface apd the financial application. Some mechanisms have to be implemented to guarantee at{the
required lgqvel the integrity, the authenticity and the confidentiality of the information entered and/or
confirmed|by the customer using the userinterface. One example of the mechanism is to establi$h a
trusted path (see, for example, 10.8).

10.8 Trusted execution environment

A trusted [execution environment is an execution environment inside the mobile device that runs
alongside but is isolated from the environment provided by the OS of the mobile device. A TEE [has
security cgpabilities andimeets certain security-related requirements. It protects some assets ffom
general software attacks, defines rigid safeguards as to data and functions that an application [can
access, and resists aset of defined threats.

The TEE objective-is to prevent the financial application from being executed by the generic OS offthe
mobile devlice-as the OS may not be a secure enough environment for the application. The TEE offerf an

applicatio Hrtert (AP & Lot TR Lile doo.
pp lJl Usl dllIl TTILCT IAdlT \ﬂl lj 8 v} GPPIILGLIUIID I Cblullls I LIIC TTTUUTIT UTVICUUT,.

There are multiple technologies that can be used to implement a TEE and the level of security achieved
varies accordingly. It may be implemented by the mobile device manufacturer.

A TEE may be used together with a secure element hosting the application. This configuration provides
a trusted user interface (display and keypad) and thus the transaction data displayed on the mobile
device are those generated and/or transmitted by the secure element.

10.9 Secured server
A secured server is a secure environment located on a server and implementing a controlled storage

and use of information for storing and processing personal and/or confidential data during the whole
lifecycle management of the MFS.
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In the context of ISO 12812 (all parts), a secured server is accessed by the mobile device.

NOTE Secured servers are also located in the MFS chain without a direct link with the mobile device (this
is the case, for example, of a payer MFSP server connected to an acquirer in a mobile proximate payment using a
card instrument).

A secured server is used for different purposes including:

a) application lifecycle management such as installation, personalization and activation of an
application located on a mobile device (see 7.2.5 and ISO/TS 12812-3);

b) MES transaction processing

The use of secured servers for the processing of MFS transactions includes a large |variety of
configurations combining functionalities performed by both mobile devices and secured gervers. An
example of such a configuration for mobile proximate payment is where the application is fheld in the
mobile device OS (e.g. host card emulation) and where additional MFS functionalities (e.g. tokenization)
locdted in the secured server are used to complement the OS security.

A3~

A sgcured server may be used to access a mobile wallet containing applieations for MFSs (se¢ 10.5).

Applicable security requirements for secured server are described in\ISO/TS 12812-2.

10.10 Service management
Seryice management related to the lifecycle management of\applications is described in ISO/TS 12812-3.

In pgarticular, mobile configurations using a secure etyironment shared by several servic¢ providers
reqpire a collaborative model between the provider<of the secure environment and all servicg providers
proyiding applications hosted within the secur&*environment. This collaborative model [allows the
mamnagement of the applications and their related data elements during their lifecycle. The main steps
include the application provisioning and the-data personalization, as well as subsequent majntenances.
Thif model defines the different technical and security roles, as well as the responsibilities of the
actgrs that are necessary for MFSP to.implement their services on the mobile device of th¢ customer.
Of pgarticular interest are the back-ends managing the lifecycle processes. ISO 12812 (all parts) offers
flexiibility to accommodate any husiness relationships between the different actors.

11|Stakeholders involved in the mobile payment ecosystems

Existing payment infrastructures involve other stakeholders in addition to institutiond and their
cusfomers (payerstand payees). For example, in the case of smart card payments, the stpkeholders
of this particular-€cosystem include chip and card manufacturers, POI providers, card schemes and
cerfificationproviders.

With mobile payments, new stakeholders have appeared in related ecosystems:

a) |the mobile device manufacturers;

b) the mobile network operators, who are responsible for securely routing messages, operating the
mobile network and issuing and recycling mobile phone numbers, which is important when the
mobile numbers are used as alias.

Where secure environments are used and shared by several mobile service providers, the following
stakeholders are added to this ecosystem:

— the manufacturers of any secure environment components (e.g. secure element manufacturers);

— the secure environment provider, e.g. for secure element, it may be an institution (typically when
the SE is a removable secure SD card inserted in the mobile device), MNO (typically when the SE is
an UICC) or mobile device manufacturers (typically when the SE is embedded in the mobile device);
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