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Space data and information transfer systems — Telecommand —
Command operation procedures

1 Scope

This Inter

Procedure-1 (COP-1) on the transfer layer. Its purpose is to provide a common basis for thé developn

agencies (

2 Requirements

Requirem

pages), which is adopted as an International Standard:

CCSDS 202.1-B-1, October 1991, Recommendation for space data, system standards — Telecomman
Command operation procedures.

For the purposes of international standardization, the modifications outlined below shall apply to the fol

of publica

Pages i to

This part dontains information which is relevantte the CCSDS publication only.

Subclause

This subclpuse is relevant to the CCSDS publication only.

Page vii

Add the fo

[2] Documient CCSDS'® 201.0-B-1, January 1987, is replaced by CCSDS 201.0-B-2, November 19
equivalent to.ISO 12171:1998.

[3] Documient)CCSDS 202.0-B-1, January 1987, is replaced by document CCSDS 202.0-B-2, Nov

ational Standard gives the detailed specification of the logic required to carry out Commahd Operation

f compatible internal standards in the field of spacecraft telecommanding.

nts are the technical recommendations made in the following ublication (reproduced on

on CCSDS 202.1-B-1.

v

1.2

lowing information to the references indicated:

ent by space

the following

| — Part 2.1:

owing pages

95, which is

ember 1992,

which is equivalent to TSO 12172:1997.

[4] Document CCSDS 203.0-B-1, January 1987, is equivalent to ISO 12174:1998.
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3 Revision of publication CCSDS 202.1-B-1

It has been agreed with the Consultative Committee for Space Data Systems that Subcommittee ISO/TC 20/SC 13
will be consulted in the event of any revision or amendment of publication CCSDS 202.1-B-1. To this end, NASA
will act as a liaison body between CCSDS and ISO.
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of member space Agencies. The Committee meets periodically
to address data systems problems that are common to all participants, and to formulate sound
technical solutlons to these problems Inasmuch as part1c1pat10n in the CCSDS is complctcly

volunta e

consifered bmdmg on any Agency

This RECOMMENDATION is issued by, and represents the consensus of, the CCSDS' Plenhary

body| Agency endorsement of this RECOMMENDATION is entirely voluntary, Endorsem¢nt,

howeper, indicates the following understandings:

0 Whenever an Agency establishes a CCSDS-related STANDARD(this STANDARD will
be in accord with the relevant RECOMMENDATION. Establishing such a STANDARD
does not preclude other provisions which an Agency may develop.

0 Whenever an Agency establishes a CCSDS-related STANDARD, the Agency will
provide other CCSDS member Agencies with the following information:

-- The STANDARD itself
-- The anticipated date of initial operational capability
-- The anticipated duration of operational service

o} Specific service arrangements shall be made via memoranda of agreement. Neither this
RECOMMENDATION nerany ensuing STANDARD is a substitute for a memorandjim
of agreement.

No lafer than five years from its date of issuance, this RECOMMENDATION will be reviewed

by thg¢ CCSDS to detésmine whether it should: 1) remain in effect without change; 2)|be

changed to reflect the impact of new technologies, new requirements, or new directions; or 3)|be
retired or cancelled:

Issue 1 ii October 1991
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FOREWORD

This document, which is a technical Recommendation prepared by the Consultative Committee
for Space Data Systems (CCSDS), is intended for use by participating space Agencies in their
development of space telecommand systems.

2 ows-the-impleme g organizations—w 2 g o proceed
co ntly with the development of compatible Standards for the flight and ground systéms that
arg within their cognizance. Agency Standards derived from this Recommendation| may
implement only a subset of the optional features allowed herein, or may incorporate featur¢s not
addlressed by the Recommendation.

O e moplementin a N on NN each Aoen oD

The Recommendation for Telecommand, Part 2: Data Routing Service (Reference [3]) d¢fines
thg standard data structures and data communication procedures within the intermgdiate
telecommand system layers to be used by conventional missions.% The Command Opefation
Procedure forms a subpart of the Data Routing Service, whiclr is-described in Reference [3].
Thjs Recommendation contains the definition of the Command Operation Procedure in thelform
of ptate tables at the level of detail necessary to allow cross.support. It is assumed that the reader
is familiar with the terminology and data structures defined)in Reference [3].

Through the process of normal evolution, it is expected that expansion, deletion or modifigation
to this document may occur. This Recommendation is therefore subject to CCSDS docyment
management and change control procedures, which are defined in Reference [1].

Issue 1 1ii October 1991
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(1]

REFERENCES

"Procedures Manual for the Consultative Committee for Space Data Systems”, CCSDS
A 00.0-Y-4.0, Issue 4, Yellow Book, Consultative Committee for Space Data Systems,
September 1990 or later issue.

(3

(4

(50

“Telecommand, Part 17 Channel Service ", Recommendation CCSDS 2Z0T.0-B-1, T§sue 1,
Blue Book, Consultative Committee for Space Data Systems, January 1987 or later i§sue.

"Telecommand, Part 2: Data Routing Service", Recommendation CCSDS,202.0-B-1 Issue
1, Blue Book, Consultative Committee for Space Data Systems, Jantary 1987 or later
issue.

"Telecommand, Part 3: Data Management Service", Recommendation CCSDS 203.)-B-1,
Issue 1, Blue Book, Consultative Committee for Space Data Systems, January 1987 ¢r later
issue.

"Telecommand, Summary of Concept and Service!, €CsSDs 200.0-G-6, Issue 6, [Green
Book, Consultative Committee for Space Data Sys$tems, January 1987 or later issue.

The latest issues of CCSDS documents may be . obtained from the CCSDS Secretariat |at the

address indicated on page i.
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1 INTRODUCTION
1.1 PURPOSE AND SCOPE

This Recommendation contains the detailed specification of the logic required to carry out
Command Operation Procedure-1 (COP-1) of the Transfer Layer.

The-Recommendationfor Lelecommand,-Pa - Data Rou ervice (Refe s |3 s
the|standard data structures and data communication procedures used by the interme¢diate
telecommand system layers (the Transfer and Segmentation Layers). In particular, itconthins a
bridf description of the Command Operation Procedure (COP) within the Transfer Layer.| This
Redommendation contains the detailed definition of COP-1 in the form of state tables, along with
definitions of the terms used. It is assumed that the reader of this documentis familiar with the
datg structures and terminology of Part 2.

In dase of conflict between Part 2 (Reference [3]) and this Recomméndation, this Recommenda-
tior] will take precedence.

1.2| APPLICABILITY

Thip Recommendation serves as a guideline for the*development of compatible internal Agency
starjdards in the field of spacecraft commanding;~This Recommendation is not retroactivg, nor
does it commit any Agency to implement the recommended telecommand concepts at any future
timp. Nevertheless, all Consultative Commiittee for Space Data Systems (CCSDS) Agg¢ncies
accppt the principle that all future implementations of telecommand that are used in ¢ross-
support situations will be based on this Recommendation. '

Thq CCSDS has developed a layered concept for future spacecraft telecommanding, WTCh is
summarized in Telecommand;-Summary of Concept and Service (Reference [5]) and defined in
the |Recommendation for/Felecommand, Part 1: Channel Service (Reference [2]), Part 2:| Data
Rouyting Service (Refergnce [3]), and Part 3: Data Management Service (Reference| [4]).
Stapdard services are)defined within each layer, and Agencies will be encouraged to develop
cortesponding facilities to provide these services in support of Projects. This Recommendation
is applicable only to those Projects that are compatible with the Transfer Layer as defirled in

cated
basis
for cross support. Where optional subsets or capabilities are allowed or implied in this
specification, implementation of these options or subsets is subject to specific bilateral cross-
support agreements between the Agencies involved.

The recommendations in this document are to be invoked through the normal standards programs
of each member Agency, and are applicable to those missions for which cross support based on
capabilities described in these recommendations is anticipated.

Issue 1 Page 1-1 October 1991
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1.3 STATE TABLE FORMAT

This document contains the state tables for the Telecommand Command Operation Procedure
(TC COP). For the Frame Operation Procedure (FOP) or Frame Acceptance and Reporting

Mechanism (FARM), the state table shows the various "states" (columns) in w

hich the process

might be at a given time, and the "events" (rows) which cause "actions" and/or state changes.
The action and/or state change appropriate to the occurrence of a particular event, when the

proce; : oT¥ sectio =spective
State fransitions are indicated by state numbers in parentheses; thus "(S2)" indic
Numfer 2". See Figure 1-1.

IF THIS "EVENT" HAPPENS WHILE FOP OR FARM IS IN THIS "STATE"...

a 2hata a 1.

ates "go to‘Stiate

WAITING
STATE . FOR "ACK"
_..._»
S1 s2 S3
EVENT

J

THIS MEANS: "AFTER PERFORMING 'SET COUNTER
TO 1", GO TO STATE 3 AND WAIT FOR THE NEXT EVENT".

Figure 1-1: State Table Format

> SET
COUNTER
| "AGK! TO 1"
..THEN RECEIVED

THIS "ACTION" o (83)

IS PERFORMED n

NOTE

The tabtedescribesthe processing forome independent Virtoal Channet:

[ssue 1 Page 1-2
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1.4 INTERLAYER INTERFACES

In order to define the COP-1 services and protocols completely and clearly, it was necessary to
define some of the characteristics of the interface between the COP and the Higher and Lower
Layers. For example, a decision had to be made as to whether the Higher Layer may deliver only
one frame at a time to Frame Operation Procedure-1 (FOP-1) or may deliver a group of frames.
A strategy for ensuring accountability of sequence-controlled frames all the way from the
scwding-end Higher I.ayer through the gpacecraft and back to the Higher Tayer had to be

established.

-

It s realized that there are other ways in which the interfaces could be defined. An particlar, if
twp layers are implemented as part of a single system, their interfaces could be'simplified. It is
the responsibility of the implementers to ensure that all of the requirements for the| basic
opgration of the COP are met.

Additional information about the assumed interlayer interfaces is included in Annex B.

Issue 1 Page 1-3 October 1991
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2 COP-1

Command Operation Procedure-1 (COP-1) is a closed-loop telecommanding protocol that
utilizes sequential ("go-back-n") retransmission techniques to correct Telecommand (TC) Frames
that were rejected by the spacecraft because of error. COP-1 allows Type-A TC Frames to be
accepted by the spacecraft only if they are received in strict sequential order and their contents
can be immediately passed on to the layer above.

Within COP-1, control of sequentiality is provided by the Frame Acceptance and Rejorting
Mgchanism (FARM), and therefore frame sequence numbering is explicit. The Frame Sequence
Nymber must be present in each Type-A frame. Type-A frames must be transmitted by thg FOP
with their numbers arranged in strict upcounting order. If one or more frames are mnjissed,
retfansmission is initiated either in response to a "Retransmit" Flag in the ‘Command Link
Cantrol Word (CLCW) or a timeout on the ground. Window mechanisms on the grourld and
spacecraft prevent a new frame with the same sequence number as that.of a missing framg¢ from
being transmitted or accepted.

id Type-B frames (i.e., "Bypass" frames) will always be accepted.

NOTE
In tthis section, although it may be mentioned that COP-1 handles "frames", these are aqtually
ial frames made up of a TC Frame Data Unit (FDU) plus the Frame Header data generafed by
CQP-1. The remainder of the Frame Header willibe generated by the Lower Layer. The Frame
Dala Unit consists of the data to be inserted inthe Telecommand Transfer Frame Data Figld, as
deffined in Reference [3].

CQP-1 is just one of the functions performed within the Transfer Layer. It is the first fupction
performed when an FDU is received by the Transfer Layer on the sending end and the last one
ormed before the FDU is delivered to the Higher Layer on the receiving end. For putposes
of |defining the interfaces to JCOP-1, the function following Frame Operation Procedure-1
(FQP-1) on the sending end’ will be called "Frame Generation", and the one preceding Frame
Acgeptance and Reporting Mechanism-1 (FARM-1) on the receiving end will be called "Frame
Validation Check".

2.1 SERVICES AND PROTOCOLS

211 SERVICES

COP-1 provides two distinct services to the layer above. These services are "Sequence-
Controlled Service" and "Expedited Service".

Issue 1 Page 2-1 October 1991
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2.1.1.1 Sequence-Controlled Service (AD Service).

This service concerns two types of frames:

+ "AD" for Telecommand Frame Data Units (TC FDUs), which are frames
carrying data from the layer above

" " PPN 1 ] :
- BC—for-thetwo-frarmes Cau'ymb protocorcontror information—for s,uuubu ng

COP-1 ("Unlock" and "Set V(R)")

In CQP-1, the Sequence-Controlled Service is based on an automatic request for retransmission
(ARQ) procedure of the "go-back-n" type with sequence-control mechanisms both on the grofind
and ¢n board the spacecraft and the necessary presence of a standard report/returned in |the
telemetry downlink, the CLCW.

The bequence-Controlled Service is initiated by means of four distinct "Initiate AD Service"
Direqtives, as shown in Table 2-1 (FOP-1 State Table). Two of/these directives result in|the
transmission of one of the two control commands (Type-BC frames). Each of the two confrol
commands causes a well-defined action in FARM-1, which.is‘then reflected in the CLCW.| A
timer|is used to cause retransmission of the control command if the expected response is pot
receiyed, with a limit on the number of automatic retransmissions allowed before the Higher
Layet is notified that there is a problem in initiating the AD Service. The other two directipes
allowf the AD Service to be started without waiting for spacecraft action (although one requires
receiying a good CLCW).

Once|COP-1 for a particular Virtual Charnel has been initialized for an AD Service, TC FD)Us
are inserted into frames and transmittedon that Virtual Channel in the order in which they |are
presented to COP-1. The retransmission mechanism ensures with a kigh probability of success
that

» no TC FDU. 1s-lost
+ no TC EDWis duplicated
* no TCFKFDU is delivered out of sequence

The AD Service guarantecs in-order delivery of TC FDUs on a single Virtual Channel. Becafise
of the possibility ‘of retransmission on only a single Virtual Channel, there is no guarantee that
TC FDUs en. separate Virtual Channels, each using an AD Service, will be delivered to the
Highdr Layer in the order initially transmitted.

For the Type-AD frames, the automatic retransmission procedire makes use of several variables,
the most notable being the Receiver_Frame_Sequence_Number, V(R); the Transmitter_Frame_
Sequence_Number, V(S); the Next Expected Frame Sequence Number contained in the CLCW,

N(R); and the Frame Sequence Number in the TC Frame Header, N(S). (See Figure 2-1.) These
variables are described in Section 2.2.
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GROUND TELECOMMAND SPACECRAFT
TRANSFER FRAME
o N(S) |
V(s) V(R)
N(R)
FOP-1 N FARM-1
CLCW N

TELEMETRY TRANSFER FRAME
Figure 2-1: COP-1 Variables, Frame and Report Values

Th¢ AD Service also offers, if required, a flow control mechanism ("Wait" system) that pgrmits
the|Higher Layers on board the spacecraft to signal that they are not able to cope with the
incpming rate of uplink telecommand data.

For the Type-BC frames, the automatic retransmission procedure makes use of a very|small
nurpber of variables, the most notable being the "Lockout“Flag in the CLCW for the "Unlock"
Control Command, and the value "N(R)" in the CLCW_-for the "Set V(R)" Control Command.

2.1{1.2 Expedited Service (BD Service).

This service concerns the Type-BD frame. Type-BD frames are normally used oply in
exceptional operational circumstances, typically during spacecraft recovery operations.

Th¢ service operates with one request’from the Higher Layer for each TC FDU (Receive Rgquest
to Transfer FDU from Higher Layer: BD Service in the FOP-1 State Table). There is only one
traLsmission for each Type-BD' frame (i.e., no retransmission). At the sending end, Type-BD
frages are given immediate.access, as specified by the FOP-1 State Table. At the receivinlg end,
the| TC FDU carried by-d Type-BD frame will be passed to the Higher Layer immedjately,
indgpendent of the yalue of the Lockout_Flag or Wait_Flag.

NOTE
Some implementations of FARM-1 may use the same output buffer for FDUs carried by|either
Ty]
cor

FD
indication to the ground in the CLCW. For this implementation, the sending-end Higher Layer
shall mandatorily and automatically terminate any ongoing AD Service before starting a BD
Service on the same Virtual Channel.
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2.1.2 PROTOCOLS

Each end of COP-1 is defined as a protocol machine that is described in a state table. The
description of the format used for the state tables in this document is given in Section 1.3.

The basic operation principle of the protocol machine is that it remains in a "state” until an
"event" occurs. When an event occurs, it is analysed until it is fully identified and then the
operations specified for the combination of that event and that state are executed. Finally, the
State|variable is updated with the new State value specified for the combination.

2.1.21 At the Sending End: FOP-1. The FOP-1 protocol machine is described in |the
FOP-|l State Table in Table 2-1.

In the case of the arrival of a CLCW, some operations need to be performed before the FOP-1
protofol for the Virtual Channel is invoked. In particular, not included in-the FOP-1 State T4ble
are operations such as checking

+ the "COP in Effect"
« the "Virtual Channel Identifier"

Inclugled in the FOP-1 State Table are the following operations:

» checking the value of the "Lockout'Flag

» checking the value of N(R)

+ checking the value of the "Retransmit" Flag
» checking the value of the {Wdit" Flag

21202 At the Receiving End:. FARM-1. The FARM-1 protocol machine is described in
the FARM-1 State Table in Table 2:2.

FARM-1 constantly generates’a standard report, the CLCW, which is made available to |the
spacerraft telemetry system.dt regular intervals (Event E11 in the FARM-1 State Table).

Not included in the &FARM-1 State Table are operations concerning the validation of the frame.
When a "valid frame arrives”, this means that the Frame Validation Check process has placed a
"valid" frame in)the front-end buffer of the FARM-1 protocol machine. This validation inclufles
verifying thata control frame contains one of the two COP-1 control commands ("Unlock" and
"Set Y(R)).

Included in the FARM-1 State Table are the following operations:
» checking the value of the "Bypass" Flag

» checking the value of the "Control Command" Flag
+ checking the value of N(S) in Type-AD frames
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2.2 INTERNAL VARIABLES

This section describes the variables used by the COP-1 protocol machines at each end of the
Transfer Layer link. The complete meaning of these variables can only be fully understood in
conjunction with a careful reading of the COP-1 (i.e., FOP-1 and FARM-1) State Tables. Itis
these tables which, ultimately, contain the master definition of the COP-1 protocol.

These—variables-are-those-which-are-defined-asparto
prqtocol machines is likely to have in addition many
variiables.

---- y

private, implementation-depée

2.21 FOP-1 VARIABLES
For each Virtual Channel the sending-end protocol machine maintains the following variablgs:

» State

» Stored_Lockout_Flag

» Stored_Wait_Flag

» Stored_Retransmit_Flag

» Transmitter_Frame_Sequence_Number,(usually referred to as "V(5)")
*  Wait_Queue

« Sent_Queue

» To_Be_Retransmitted_Flag
*+ AD_Out_Flag

+ BD_Out_Flag

+  BC_Out_Flag

"NN(R)")
+ Timer_Initial_Value (also known as "T1_Initial")
¢ Transmission_Limit
+ Transmission_Count
+ FOP5Sliding_Window_Width (also known as "K")
» _Timeout_Type (TT)
*~Suspend_State (SS)

Thgse are.described in detail in the following sections.

2.2+ State—Thestate- of FOP}-maybeeopeof——M

+ Active (S1)

¢ Retransmit without Wait (82)

» Retransmit with Wait (S3)

¢ Initialising without BC Frame (S4)
+ Initialising with BC Frame (S5)

« Initial (S6)

Issue 1 Page 2-5 October 1991
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This variable represents the state of FOP-1 for the specific Virtual Channel. Each value of the
State variable corresponds to a column in the FOP-1 State Table, Table 2-1.

"Active" State (S1) is the normal state of the protocol machine when there are no recent errors on
the link and no incidents have occurred leading to flow control problems.

The protocol machine is in the "Retransmit without Wait" State (S2) while the "Retransmit” Flag
is "on' in the . . . o

in th¢ CLCW of the Virtual Channel. (Some frames must always be retransmitted. when|the
"Wait" Flag is reset, since the "Wait" Flag is set only when at least one frame has bgen
discafded.) In this state the "Retransmit"” Flag will also be set (as a consequence of the fact fhat
framgs have been lost).

The %rotocol machine is in the "Retransmit with Wait" State (S3) while the "Wait" Fldg)is "pn

rotocol machine is in the "Initialising without BC Frame" State (S4) after receiving an
"Initipte AD Service (with CLCW check)" Directive while in the//Tnitial" State. A succes$ful

The pgrotocol machine is in the "Initialising with BC Frame!State (S5) after receiving an "Initlate
rvice (with Unlock)" Directive or "Initiate AD Service (with Set V(R))" Directive whilE in
itial" State with BC_Out_Flag = Ready. A successful transmission of the Type-BC frgme

rotocol machine is in the "Initial" State (S6) whenever it is necessary to terminate an
ongoing service (this happens when a "Terminate AD Service" Directive is received or wher] an
tion”, i.e., an event that causesqan-"alert", occurs). In principle, the "Initial" State is|the
tate entered by the protocol machine for a particular Virtual Channel. Although/ in
principle, all these Virtual Channels remain open during the life of the spacecraft, provision has
to be [made for interruptions of ‘the physical link between the ground and the spacecraft and|for
eration of the one physical link from different ground stations. These considerations mgan
that if must be possible to-start up a protocol machine on the ground more than once during|the
life of the spacecraft,

In thef "Initial" State, TC FDUs may only be transmitted if they are Type-BD frames. To start|the
Sequgnce-Controlled Service, it is necessary to execute one of the four possible "Initiate AD
Servi¢e" Directives. If the directive is accepted and successfully executed, the protocol machiine
will becsetrto the "Active” State (S1). If the directive is not successfully executed (as would be
the casetfthe-transmisstonof- anm—"Urtock" BE€frame—were ot comrfmmecd i the CEEW TEpOrts
from the spacecraft after the maximum allowed number of timer-initiated retransmissions),

FOP-1 generates an "Alert" Indication and reenters the "Initial" State.

2.2.1.2 Stored_Lockout_Flag. The Stored Lockout_Flag contains the value of the
"Lockout" Flag from the previous CLCW on that Virtual Channel.
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2.2.1.3 Stored_Wait_Flag. The Stored_Wait_Flag contains the value of the "Wait" Flag
from the previous CLCW on that Virtual Channel.

2.2.1.4 Stored Retransmit_Flag. The Stored_Retransmit_Flag contains the value of the
"Retransmit" Flag from the previous CLCW on that Virtual Channel.

2215 Transmitter_Frame_Sequence_Number, V(S). The Transmitter_Frame_
Sequence_Number, V(S), contains the value of the Frame Sequence Number, N(S), to be put in
the|Transfer Frame Header of the next Type-AD frame to be transmitted.

2.211.6 Wait_Queue. When Type-AD TC FDUs are received from the Higher'Layer they
arelheld in the Wait_Queue until they can be accepted by the Transfer Layer. The-"Wait_Queue

has

a maximum capacity of one TC FDU.

Th¢ Wait_Queue and "Accept Response to Request to Transfer FDU" form the primary

me¢hanism by which flow control as seen by the Higher Layer is governed. When an FDU

the
the

2.2

bedause one or more frames were not acknowledged within the time allowed or were nega
acknowledged by a CLCW with the "Retransmit Elag" set, it is not reasonable to shut o
othgr FOP activity until the last frame on the Sent:Queue has been accepted by the Lower I

Wait_Queue, this means that the Higher Layer has not yet received an "Accept” Respon
corresponding "Request to Transfer FDU".

1.7 To_Be_ Retransmitted_Flag. If retransmissions of the Sent_Queue are to be

1S on
e for

done
ively
it all
Layer

(especially since the Lower Layer uses the "A¢Cept” Response as its flow control mechanfsm).
Duriiig that possibly extended time other gvents may occur, such as the arrival of a CHCW,
which must be processed. To handle this situation, each frame on the Sent_Queue carfies a
To|Be_Retransmitted_Flag to distinguish a frame that has been transmitted (or retransmjtted)
and is awaiting acknowledgement (Elag reset) from one that must be retransmitted (Flag set).
Upopn receipt of an "Accept” Response from the Lower Layer, these flags will be usgd to
det¢rmine which frame on the Sent_Queue, if any, to retransmit next.
2.2{1.8 AD Out Flag, BC_Out_Flag, and BD_Out_Flag. FOP-1 records whether ¢r not
a "Transmit Requestfor Frame" is outstanding for each of the three types of frames: AL, BC
and BD. There are therefore three variables:

*)" AD_Out_Flag (for Type-AD frames)

+  BC_Out_Flag (for Type-BC frames)

» BD_Out_Flag (for Type-BD frames)
These may take one of two values:

+ Ready

+ Not_Ready
Issue 1 Page 2-7 October 1991
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When FOP-1 issues a "Transmit Request for Frame", it sets the appropriate "Out” variable to
"Not_Ready". When the "Transmit Request” is accepted by the Lower Layer, FOP-1 sets the
variable to "Ready".

2.2.1.9 Sent_Queue. The Sent_Queue is a Virtual Channel data structure in which the
master copy of all Type-AD and Type-BC frames on a Virtual Channel is held between the time
a copy of the frame is first passed to the Lower Layers for transmission and the time the Transfer

I, y 1. £t ol 3 +ba £
Ay CF T as TS RACaProcesSsgtheTame:
| 3 &

The Transfer Layer has finished processing a Type-AD or Type-BC frame when

1) it receives (via the CLCW) a positive acknowledgement of receiptiof the frame
(perhaps after retransmission) or

2) an event causes the Transfer Layer to purge the Sent_Queue (i.e., an exception
or a "Terminate AD Service" Directive)

Once| the processing is finished, the master copy of the frame.is removed from the queue and
discapded and the (successful or not successful) transfer of thé. FDU is reported to the Higher
Layef by means of a "Confirm" Response (Positive or Negative).

2.2.1]10 Expected_Acknowledgement_Frame:Sequence_Number (NN(R)). The
Expefted_Acknowledgement_Frame_Sequence_Number, NN(R), contains the value of N{R)
from|the previous CLCW on that Virtual Chaanel. "NN(R)-1" is the value of the sequepce
number of the latest Type-AD frame which FOP-1 can guarantee has arrived safely. Becausq of
the Igop delay in the communications linky-this value may lag behind the value of the onboprd
Recejver_Frame_Sequence_Number, V{R).

2.2.111 Timer_Initial_Value (T1_Initial). Whenever a Type-AD or Type-BC framg is
transmitted, the Timer is started or restarted with an initial value of Timer_Initial Value
(T1_Initial).

If a flame is lost on thé-physical link, no positive acknowledgement for that frame will be seer] in
the QLCW. If nodater Type-AD or Type-BC frame were transmitted on that Virtual Changel,

the Timeris cancelled. If the Timer expires and the Transmission_Count has not reached the
isston—timi ce-folowinsvariablesiteatusesanevent-which-tnitiates recovery-action
in the FOP-1 protocol machine.

The Timer is not used when a Type-BD frame is transmitted.

The value to which the Timer is set when it is started or restarted is referred to as "T1_Initial"
and may be changed using the "Set T1_Initial" Directive.
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For normal operation, the smallest value of T1_Initial shall be the sum of the following delays
for a given Virtual Channel:

+ ground processing time of the layers below FOP-1
+ time required to transmit a maximum-length frame, including the bits needed for

the Command Link Transmission Unit (CLTU) and coding, as a serial bit
stream

o
« onboard processing time of the layers below FARM-1
« worst-case time required to sample and encode FARM-1 status data asya’ CLCW
in the telemetry Transfer Frame
+ time required to transmit a telemetry Transfer Frame
« downlink propagation time (one-way light time, including relay satellite pgth)
« ground processing time to extract the CLCW from the telemetry Transfer frame
and to deliver it to FOP-1

A $maller value of T1_Initial may be useful for deep space commanding with long rounfi-trip
light times. It can be used to force retransmission of the entirg Sent_Queue a specified nymber
of [imes prior to receipt of any acknowledgement CLCWs. <Assuming Timeout_Type is [set to
"1 (see below), FOP-1 will be suspended once the maximum number of transmissions is made.
Its Joperation will then be resumed by the Higher Layercto process the acknowledgement CL{ICWs.
In hddition, a small value of T1_Initial can be used torallow the "Set V(R)" Control Commgnd to
be sent without having to verify its acceptance via'd CLCW before sending the Type-AD frames.
In fhis case the Higher Layer will be alerted oric¢e the allowed number of transmissions of the Set
V(R) is made and it can then issue an "Initidte AD Service (without CLCW Check)" Directjve.

2.2.1.12 Transmission Count Variables. When a Type-AD or Type-BC frame is loft, the
normal recovery procedure is to retransmit it. If, however, there is a serious problem ¢n the
unglerlying physical link, no amount of retransmissions will permit an acknowledgement fpr the
frame to appear in the CLCW-for the Virtual Channel.

If nothing were done, thetre would be no way for COP-1 to detect the error. Therefore all FDUs
ptaining user dafapassed from the ground Higher Layer (as well as all directives from the
gher Layers)have associated with them, at least implicitly, a limit to the number of timgs the

prder'to keep from declaring that the link has failed when it is in fact getting frames info the
spdcgcraft, the transmission count limit applies only to the first frame on the Sent_Queue. | Once
e 15 ack 2 i ¢ C wavpiay e ““3“; ame on the
Sent_Queue have been transmitted, possibly more than once. The effect is that the transmission
count can be considered to be associated with the Sent_Queue, rather than with each frame.

wWic o C A% y
U 9 U, Ul s Ot
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Three FOP-1 variables are used for controlling the retransmissions.

1)

Transmission_Limit

The Transmission_Limit holds a value which represents the maximum number

of times the first frame on the Sent_Queue may be transmitted. This includes
the first "transmission” and any subsequent "retransmissions” of the frame.

2)

3)

The value of the Transmission_Limit may be changed using the(Set

Transmission_Limit" Directive.
Timeout_Type (TT)

The Timeout_Type variable is referred to as "TT". It may take one of tio

values, "0" or "1". It specifies the action to be performed-when both the Timper

expires and the Transmission_Count (see next vdriable) has reached the
Transmission_Limit.

Transmission_Count

There are two different sorts of eventg,which may cause FOP-1 to initipte
retransmission of either a Type-BC frame or one or more Type-AD frames:

» a CLCW arrives which negatively acknowledges a frame ("Retransmit Flag
=1)

Whenever a CLCW arrives which negatively acknowledges a frame, FOP-1
checks whether the value of the Transmission_Count has reached the va
of the Transmission_Limit. If it has not, FOP-1 increments the count 2

initiates retransmission of the frames on the Sent_Queue. If it has, FOP-1

generates an "Alert" Indication.

» thé-Timer expires (a CLCW positively acknowledging the last frame on the

Sent_Queue has not been received within the specified time)

Whenever the Timer expires, FOP-1 checks whether the value of {

Transmission_Count has reached the value of the Transmission_Limit. If it

has not, FOP-1 increments the count and initiates retransmission of

Issuc 1

26

frames-omtheSemt—Queue—Ifitas; FOP-t—selectsomeof two types
possible actions depending on the value of the Timeout_Type, TT:

— If TT = 0, FOP-1 generates an "Alert" Indication.
— If TT = 1, FOP-1 suspends the AD Service, which may be resumed later

if so required (see definitions of Suspend_State variable (SS) and
"Resume AD Service" Directive).
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Whenever one or more frames are acknowledged and therefore removed from
the Sent_Queue, the Transmission_Count is reset to "1". The
Transmission_Count is also set to "1" when FOP-1 prepares a Type-AD or
Type-BC frame for transmission and the Sent_Queue was previously empty.
All these actions are defined in detail in Section 2.5, "Actions".

For the Expedited Service (BD Service), there is no Transmission_Count

variable-becatnse-each Type-BD-frame-is-onlytransmitted-once——————
variable; .

2.2.1.13

Suspend_State (SS). The Suspend_State variable is referred to as "SSY." I} may

takle one of five values, from "0" to "4". It records the state that FOP-1 was imywhen the AD
Service was suspended (as described in Section 2.2.1.12, "Transmission Count Variaples",
above). This is the state to which FOP-1 will return should the AD Seryi¢e be resumgd. If

SS|=0, the AD Service is deemed not suspended.

2.21.14

FOP_Sliding_Window_Width (K). The value to_which the FOP_Slifling_

Window_Width is set is referred to as "K" and may be changed using the "Set FOP_

Slifling Window_Width" Directive.

The FOP Sliding Window is a mechanism which limits\the number of frames which cpn be
trapsmitted ahead of the last acknowledged frame, i@,, before a telemetered CLCW refjort is
regeived which updates the status of acknowledged frames. This is to prevent sending 3§ new

framme with the same sequence number as a rejected* frame.

Thg value "K" shall be set to a value between the following limits:

where "PW" is the FARM_Positive_Window_Width as defined in Section 2.2.2.7, "FHARM

Sliging Window Variables”.

2.22

FARM-1 VARIABLES

For eagh Virtual Channel the receiving-end protocol machine maintains the following variaples:

Issue 1

State

Lockout_Flag

Wait_Flag

Retransmit_Flag

Receiver_Frame_Sequence_Number (usually referred to as "V(R)")
FARM-B_Counter
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+  FARM_Sliding_Window_Width (also known as "W")

+  FARM_Positive_ Window_Width (also known as "PW")
»  FARM_Negative_Window_Width (also known as "NW")
e Buffer administration variables

Finally, each Virtual Channel must have available some storage to be used for buffers. This
implies the existence of data structures for administering the buffers.

Thesg variables are described in detail in the following sections.
2.2.21 State. The State may be one of

+  Open (51)
+  Wait (S2)
« Lockout (§3)

This yariable represents the state of FARM-1. Each value of the State’variable corresponds fo a
colunpn in the FARM-1 State Table, Table 2-2.

In "Open" State, the protocol machine accepts in-sequencecframes and passes them to the Higher
Layer.

In "Wait" State, there is no buffer space available in which to place any further receiped
TypeqAD user data frames. The protocol machine-enters the "Wait" State when it has receivgd a
Typeq{A TC FDU, but is unable to deliver it to(the Higher Layer. It leaves the "Wait" State upon
receift of a buffer release signal from the Higher Layer.

"LocKout" State is entered if the protocol machine receives a frame with sequence number N(S)
outside the range expected if FOP-I is operating correctly. It is a safe state in that no user data
will be accepted or transferred-to_the Higher Layer when in the "Lockout" State (unless bypass is
used){ The protocol machine teaves the "Lockout" State upon receipt of an "Unlock" Confrol
Command.

222 Lockout/Flag. The Lockout_Flag is set to "1" whenever the protocol machine if in
"Locllout" State;totherwise, it is "0". When the CLCW is to be encoded for a particular Vir{ual
Channel, the value of this flag is inserted into the "Lockout" Flag field of the CLCW of that
Virtugl Channel.

2.2.2.8 ait Flas, : e ctto whenever—theprotecolmachine—s in
"Wait" State; otherwise, it is "0". When the CLCW is to be encoded for a particular Virtual
Channel, the value of this flag is inserted into the "Wait" Flag field of the CLCW of that Virtual
Channel.

12

2224 Retransmit_Flag. The Retransmit_Flag is set to "1" whenever the protocol
machine knows that a Type-AD frame has been lost in transmission or has been discarded
because there was no buffer space available; otherwise, it is "0". When the CLCW is to be
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encoded for a particular Virtual Channel, the value of this flag is inserted into the "Retransmit”
Flag field of the CLCW of that Virtual Channel. The appearance of the "set" condition of the
flag on the ground forms a negative acknowledgement of all previously transmitted frames with
N(S) equal to or greater than N(R). The flag will be reset to "0" upon successful receipt of a
frame with N(§) = V(R), receipt of a "Set V(R)" Control Command (unless in "Lockout" State)
or receipt of an "Unlock" Control Command.

2 25 EFARMRBR Countar— Thic varaobla 1¢ 1norarmantad whanovar o ol d T D or
I-Ird Ty =D Ottt —rraiSs—vVadtr e e re Rt ta— whieheve—d—vdarit—=ypPe

Type-BC frame arrives. The value of this variable is inserted into the CLCW, but is nottged by
thel COP-1 protocol machines at either end of the link. The counter is intended for use)by fayers
abgve the Transfer Layer to offer a minimal facility for a Higher Layer error-control loop|when
the|Expedited Service (BD Service) is used.

Hofw the Higher Layers access the CLCW to obtain the value of the FARM-B_Counter [is not
defiined in this Recommendation. It is implementation dependent.

2.22.6 Receiver_Frame_Sequence_Number V(R). This variable records the vallue of
N(}) expected to be seen in the next Type-AD frame on this Virtual Channel.

2.202.7 FARM Sliding Window Variables. The purpose of the COP-1 Sliding Windows
is fo protect FARM-1 against the unauthorized (uncoatrolled) transfer of a sequence of frames
sugh that the Frame Sequence Number, N(S), of one or more of these frames will excegd the
current value of the Receiver_Frame_Sequence_Number, V(R), by at least 256.

Th¢ purpose of the FOP Sliding Window (defined in terms of its width, "K", in Section 2.2.1.14,
"FQP_Sliding_Window_Width (K)") is-to limit the number of frames which can be transmitted
safely ahead of the last acknowledged-frame. The purpose of the FARM Sliding Window is to
pratect FARM-1 against any malfunction or erroneous setup of FOP-1.

The¢ FARM Sliding Window is“defined in terms of three variables:
+ its totabwidth, referred to as "W"
» the'width of its positive part, referred to as "PW"

» the’'width of its negative part, referred to as "NW"

Thg three varables are specified in the next paragraphs, as are the main related actions. KFigure
2-2lillustrates the FARM Sliding Window concept with its different sections and actions.
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Figure 2-2: FARM Sliding Window Concept
2.2.218 FARM_Sliding~Window_Width (W). The FARM_Sliding_Window_Width is
referfed to as "W" and gives the range over which the Frame Sequence Numbers of received
TypetAD frames may vary without lockout occurring.
The yalue "W" shall'be set to a value between the following limits:
2 <W <254

where "W" is always an EVEN integer.

Unless otherwise specified, the value "W" shall be fixed for the entire duration of the mission. In
particular, there are no COP-1 control commands for changing the value.

Issue 1 Page 2-14 Oclober 1991


https://standardsiso.com/api/?name=c3d428e608145d0c439f0d538ab1afe7

2.2.29

ISO 12173:1998(E)

CCSDS RECOMMENDATION FOR TELECOMMAND: COMMAND OPERATION PROCEDURES

(NW). As shown in Figure 2-2:

FARM_Positive_Window_Width (PW) and FARM_Negative_Window_Width

« The FARM Positive Window area starts with V(R) and extends PW frames in

the positive direction.

« The FARM Negative Window area starts at V(R) — 1 (the number of the last

accepted frame) and extends NW frames in the negative direction

Th

loc

w
St

= widths of both parts of the FARM Sliding Window are specified as follows:

PW =NW =W/2

Frame Sequence Number, N(S), falls outside the FARM Sliding”Window (e.g., in
kout area of width 256 — W) when

N(S) > V(R) + PW -1
and
N(S) < V(R)NW

en the frame is in the lockout area, FARM-1 will discard the frame, go into the "Lo
te and set the "Lockout" Flag.

When N(S) falls inside the FARM Sliding Window, one of the following three cases will o

1) First case:

N(S) = V(R)

The frame is in the Positive Window and contains the expected Frame Sec
Number; the frame is accepted. This is the case when COP-1 is ope
correctly and no previous frames have been lost or discarded. Itis also tt
when retransmitted frames are received after they have been lost or discar

o the

kout”

ccur:

uence
rating
e case
led.
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2) Second case:

N(S) > VRR)
and
NS)<VR)+PW -1

3) Third case:

N(@S) < V(R)
and
N(S)=2V(R)-NW

NOTE

The frame is in the Positive Window and does not contain the expected-Frame
Sequence Number; the frame is discarded and the Retransmit_Flag is-set, if it
has not already been set. This case occurs when a previous frame hds been Jost
or discarded and retransmission has not yet started.

The frame is in the Negative Window ‘and is discarded without any other actjon
being taken. This case occurs if frames are retransmitted even though they have
been accepted. This could happen, for example, if the FOP T1_Initial has bgen
set to a too-small value or if there is a telemetry outage. It may occur during
operations using the forced-retransmission mechanism for deep space missions.

Certajn missions may require onlya single transmission of a sequence of Type-AD frames in ¢ne
COP-{l session (Transmission Limit = 1), whether in the Suspend/Resume mode of operation or
not. For such missions and\in such a mode, it is permitted to set PW > NW, with, ultimatgly,

NW = 0 and PW = W, where "W" can be any integer between 1 and 256 inclusive. Thus:

PW<W
and
1<W <256
and

1 <PW <256

Whatever the value of PW, the value of the FOP_Sliding_Window_Width (K) may never exceed

255.
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2.2.2.10 Buffer Administration Variables. The receiving end of the Transfer Layer
requires storage to process the frames arriving from the ground and to contain data to be passed
to the Higher Layer.

The actual storage allocation strategy is implementation dependent. However, the way FARM-1
is defined in the state tables implies that certain aspects of this strategy are not implementation
dependent. These are described here.

The FARM-1 State Table (Table 2-2) implies the existence of the following FARM-1 buffeys:

« one "front-end" buffer to contain one maximum-length frame foruse while the
Transfer Layer Frame Validation Checks are performed

» at least one "back-end” buffer to contain the data (TC FDUs) to be passed|to the
Higher Layer

If|only one back-end buffer is provided, the main requiremet is that the data contaijed in
infoming Type-BD frames have priority; if the back-end buffer still contains data, thesg data
shill be erased and the buffer made available to the incoming (BD) FDU. (See "Note" in S¢ction
2.1.1.2)

2.8 COP-1 INTERFACE TO HIGHER LAYER

Albrief description of interface terminology-is contained in Annex B.

2.8.1 SENDING END

In| addition to supporting the-normal data transfer interfaces to the FOP-1 protocol machine, a
nymber of management\functions may be performed by the Iligher Layers. These mjay be
regarded as either a special set of commands from the Higher Layer (with the Higher Layer
description modified to include them) or they may be regarded as a separate higher interface to
the Transfer Layer. It is also expected that additional status information will be passed from
FQP-1 to the Higher Layer for use in performance monitoring and problem diagnosis.

In|orderito describe the way the Transfer Layer responds to requests from the Higher Layerg, we
cqnsideér the Higher Layer to Transfer Layer interface as two separate interfaces:

1) a Sequence-Controlled Service Interface
The Sequence-Controlled Service (AD Service) consists essentially of
guaranteeing the successful transfer of TC FDUs by means of Type-AD frames.

However, the two Type-BC frames are also generated and serviced when the
proper directive is sent.
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The following service primitives are defined for the Sequence—Controlled
Service Interface:

* Management Interface

— many different Directives

— Accept Response to Directive
RejectResponse-to-Directive

— Positive Confirm Response to Directive

— Negative Confirm Response to Directive

— Alert Indication

— Suspend Indication

These service primitives are described in detail in Section 2:3.1.1.
* FDU Transfer Interface

— Request to Transfer FDU

— Accept Response to Request to Transfet FDU

— Reject Response to Request to Transfer FDU

— Positive Confirm Response to Request to Transfer FDU

— Negative Confirm Response t0.Request to Transfer FDU
These service primitives are described in detail in Section 2.3.1.2.

2) an Expedited Service Interface

The Expedited Service (BD Service) consists essentially of transmitting ejach
TC FDU in one BD frame.

—

The following service primitives are defined for the Expedited Seryice

Interface:

*» Request to Transfer FDU
&~ Accept Response to Request to Transfer FDU

These service primitives are described in detail in Section 2.3.1.3.

2.3.1.% Sequence-Controtted-Service Mamagement Interface—The Sequence-Comrolled
Service Management Interface is the service access point for exchanging information between
the management functions of the Higher Layers and the Transfer Layer.

This access point serves to permit the Higher Layer to request services from the Transfer Layer

in connection with managing a Virtual Channel. These service requests are referred to in this
document as "directives".
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In addition, the access point serves to permit the Transfer Layer to report the status of a Virtual
Channel to the Higher Layers. In particular, exception conditions are signalled by means of a
service primitive called an "Alert" Indication.

The service primitives defined on this interface are described hereafter.

Other management information, such as spacecraft identification TC codeblock length

NOTE

1plink

bit [rate, etc., which must be provided by the Higher Layers, is not included here for thé’s
clarity; detailed implementation not only reflects the layered nature of the telecommand's)
but|also the operational philosophy of the network facilities, which is outside the: scope

Re¢ommendation.

1) Directives

Service requests from the Higher Layer managenient function are refer
here as "directives”. These are

Furthermore, any other Directive will be rejected and reported as

The 12 directives correspond to Events E23 through E40 in the FOP-1
Table (Table 2-1). They are

four "Initiate AD Service" Directives
one "Terminate AD Service" Directive
one "Resume AD Service" Directive
five "FOP-1 Setup" Directives

an invalid Directive

"Initiate”AD Service (without CLCW check)" Directive
Pdrameters:

=" Directive Identifier

— Virtual Channel Identifier

"Initiate AD Service (with CLCW check)" Directive

Parameters:
— Directive Identifier

Issue 1

XL qate 1 Ol 114 o o
== v aildl Ullaliicy IUCIItInicl

"Initiate AD Service (with Unlock)" Directive
Parameters:

— Directive Identifier

— Virtual Channel Identifier

ke of

stem,
f this

red to

State
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"Initiate AD Service (with Set V(R))" Directive
Parameters:

— V*(R), the new value for V(R)

— Directive Identifier

-— Virtual Channel Identifier

"Terminate AD Service"” Directive

Parameters:

— Directive Identifier
—— Virtual Channel Identifier

"Resume AD Service" Directive
Parameters:

— Directive Identifier

— Virtual Channel Identifier

"Set V(8) to V*(S)" Directive
Parameters:

— V*(S), the new value for V(S)
— Directive Identifier

— Virtual Channel Identifier

"Set FOP_Sliding_ Window_Width" Directive
Parameters:

— new value for width.6f FOP Sliding Window (K)
— Directive Identifiet

— Virtual ChannelIdentifier

"Set T1_Inisal" Directive

Parameters:

— new value for Timer_Initial_Value (T1_Initial)
— @Directive Identifier

-& Virtual Channel Identifier

"Set Transmission_Limit" Directive
Parameters:

— new value for Transmission_Limit
— Directive Identifier

Virtual Channel Identifier

Issue 1

"Set Timeout_Type" Directive
Parameters:

— new value for Timeout_Type (TT)
— Directive Identifier

— Virtual Channel Identifier
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e Invalid Directive
Parameters:
— any invalid Directive Identifier
— Virtual Channel Identifier

2) Responses

Agynr-hrnnnucly from the directive,the Transfer | ayer returns a "Rpcpn se to
Directive”. This indicates whether FOP-1 will try to execute the Difective.
This may be one of

« "Accept Response to Directive"
Parameters:
— Directive Identifier
— Virtual Channel Identifier

» "Reject Response to Directive"”
Parameters:
— Directive Identifier
— Virtual Channel Identifier

After each "Accept Response to*Directive”, but asynchronously from that
Response, the Transfer Layer signals to the Higher Layer a "Confirm" Response
referring to the Directive. This indicates whether or not COP-1 (inclpding
FARM-1 for directives requiring receiving-end action) was able to complgte the
execution of the Directive. This may be one of

» "Positive Confirm Response to Directive"
Parameters:
— Directive Identifier
— Virtual Channel Identifier

+ _(Negative Confirm Response to Directive"”
Parameters:
— Directive Identifier
— Virtual Channel Identifier

The "Negative Confirm Response to Directive” service primitive dogs not
Ldlly d pdidlllCicl giViIlg th ICddUIl fUI th fd.iIUlC £94 LUIlfillll pleUlIlld_lCC Of
the service requested by the Directive. However, whenever a condition is
detected which might give rise to "Negative Confirm Response to Directive"
service primitives, an "Alert" Indication is signalled from the Transfer Layer
to the Higher Layer.
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Issue 1

3) Alert Indications

If an unrecoverable error occurs on the link, then the Transfer Layer passes an
indication to the Higher Layer.

Alert Indication
Parameters:
— reason for Alert

— Virtual Channel Identifier

This "Alert" Indication serves as notice of the termination of the- Sequence-

Controlled Service guarantee.

The reason for an "Alert" Indication may be one of the following:

.

Allowed number of transmissions exhausted«for a Type-AD frame:

Alert[limit]. (Note: This "Alert" Indication cannot occur if the Timer
expired and the Timeout_Type variable is setto'"1".)

has

Allowed number of transmissions exhausted for a Type-BC frame deriyed

from a directive (e.g., "Initiate AD Service" Directive with "Unlock” or
"Set V(R)"): Alert[limit].

Lockout detected: Alert[lockeut].

CLCW with "Retransmit” Flag = 0 and N(R) = NN(R) has arrived, when
CLCW showed "Retransmit” Flag = 1: Alert[synch].

All frames sentare acknowledged but "Retransmit” Flag = 1: Alert[sync

Vith

last

An attempt to acknowledge frames is made during the initialising phase

corresponding to State (S4): Alert[synch].
CLCW with invalid N(R) has arrived: Alert[NN(R)].

CLCW with = "Wait" Flag = 1 and "Retransmit" Flag = O has arriv
Alert[CLCW].

CLOW wath anualsd snttaes AL bhaee bo o d Aloet[OT (]
ATCTTY YV IlT 1

Q PPN Xz .
RS T AN Mol 2 PEIAC AN S AR P Ao P B W AV T S ¥ L V7 1 ) WY L wo ) gy Y

FOP-1 and Lower Layer are out of synchronisation (Lower Layer rejects
frame even though appropriate "Out" Flag is set to "Ready"): Alert[LLIF].

("LLIF" refers to the Lower Layer Interface.)

A "Terminate AD Service" Directive has arrived: Alert[term].
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The "Alert" Indication implies the end of the Sequence-Controlled Service
guarantee on the error-free transfer of data to the spacecraft. Higher Layer
recovery actions are necessary to try to ensure that data are not lost, duplicated
Or EITONEOUS.

The "Alert" Indications relating to the transmission count may occur as a result
of a break in the underlying physical link and may therefore be caused by
problems outside the Transfer Laver

All other "Alert" Indications report the breakdown of the Transfer Layer
protocol. This means that some part of the system is not -operating to
specification (therefore, reports already received by the layers ‘above FOH-1 are
likely to have been incorrect).

In particular, an "Alert" Indication carries the Virtiral Channel Ideptifier
corresponding to the FOP-1 in which the error condition was detected; but,
given that the protocol mechanism has broken down, it is possible that the
Virtual Channel Identifier is incorrect. A single failure may cause the same or
different "Alert" Indications on more thanone Virtual Channel.

A "Lockout Detected Alert" will nopoccur if the Lockout was detectdd and
reported by an earlier "Alert" Indication and it has not changed sincg that

Indication.

4) "Suspend" Indication

By setting Timeout_Type to "1" and setting a small value of T1_Initial it is
possible to cause FOP-1 to transmit a sequence of Type-AD frames a spdcified
number of times*and then suspend its operation, without clearing its byffers.
The "Suspend" Indication is used to notify the Higher Layer that the
transmigsions have been completed and that the operation has been suspgnded.
A subsequent "Resume” Directive will then cause FOP-1 to resume operation in
the(same state it was in when it was suspended.

2.3{1.2 Sequence-Controlled Service FDU Transfer Interface. Data transferred through
thig interface enjoy the protection of all the Transfer Layer facilities and are covered ht-y the
gudrantee~to deliver data without error, in order and without omission or duplication fo the
spafecraft.

Only one operation may be performed by the Higher Layer on the interface. This is to present to
the Transfer Layer
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» Request to Transfer FDU (AD Service)
Parameters:
— FDU
— Request Identifier
— Virtual Channel Identifier

After each Request, perhaps immediately, perhaps after a delay, the Transfer Layer returns to the

High

In response to this Request the Transfer Layer signals its acceptance or rejection of the Requ
Howaever, if the Transfer Layer is unable to transmit the FDU immediately (for example, because
the splacecraft has indicated it cannot immediately acceépt any more data), then the Transfer L
will delay signalling to the Higher Layer its acceptance of the FDU from the Higher Layer, e
though it places the FDU in its Wait_Queue. The'Higher Layer may not issue another "Requ

to Transfer FDU" until the current one has beetaccepted or rejected.

Whenever it has transfer capacity aftep-a-period when there was no extra capacity available,
FOP-|l protocol machine looks at-the AD Service Interface to see if an FDU is in
Wait_|Queue. If so, the Transfer.Layer accepts the FDU, which is then deemed to be un
contrgl of the Transfer Layer.

After feach "Accept Response to Request to Transfer FDU (AD Service)", but asynchronou

from

referring to the Request. This may be one of

rlaver a Resnonse rprrring tothe qunpcf This FRay he one of
3 P HeSt—i-RSnay-be-one-of

* Accept Response to Request to Transfer FDU (AD Service)
Parameters:
— Request Identifier
— Virtual Channel Identifier

* Reject Response to Request to Transfer FDU (AD Service)
Parameters:
— Request Identifier
— Virtual Channel Identifier

the Response, the,‘Transfer Layer signals to the Higher Layer a "Confirm" Respo

«.».J'Positive Confirm Response to Request to Transfer FDU (AD Service)"
Parameters:

e St.

yer
en
est

the
the
ler

sy
Nse

— Request Identifier

ANiretnal Choneal TAA.‘;.'f' 2

o oaar CIrrarioe T IOUTItITrIeT

* "Negative Confirm Response to Request to Transfer FDU (AD Service)"
Parameters:
— Request Identifier
— Virtual Channel Identifier
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Because there may be a number of FDUs which have been accepted, but not confirmed, the two
layers need to share a common system of request identifiers for use when referring to a particular
request (and, therefore, to a particular FDU).

The "Positive Confirm Response to Request to Transfer FDU (AD Service)" notifies the Higher
Layer that the FDU was received on board and acknowledged by a CLCW. If the Transfer Layer
is unable to guarantee that an FDU was transferred on board despite retry attempts, a "Negative

Confirm" Response for that FDIJ is passed to the Higher T ayer

The¢ "Negative Confirm Response to Request to Transfer FDU (AD Service)" does @ot ¢
parameter giving the reason for the failure to confirm the requested data transfer se
However, whenever a condition is detected which might give rise to such responses, an "
Indjication is signalled from the Transfer Layer to the Higher Layer.

Fro
Trd
wh

If 4
and
pro
bo4
"R

"

gr

2.3
poi

Daf
dat
dup
onl

On
FD

blem (for example, a failure of the automatic error-recovery mechanism to ensure trans
rd) leading to a break in the Sequence-Controlled Service guarantee, it rejects the outsty
quest to Transfer FDU". Therefore, an FDU which has not been accepted can never be
Py area’.

nt used for FDUs to be transmitted via Type-BD frames.
a transferred through;this interface are covered by the Expedited Service guarantee to d
n without error, inorder, without duplication but with possible omissions. (The data a
licated because /there is no automatic retransmission mechanism; the frame is transi

y once.) Ifiany error recovery is required, it has to be performed by the Higher Layers.

y one>operation is performed by the Higher Layer on this interface. This is to prese

ATy a
Fvice.
Alert”

m the point of view of the Higher Layer, between the time of acceptance of an FDU by the
nsfer Layer until a "Positive Confirm"” Response is received, the FDU is in a "grey arga” in
ch it is not possible to know if it has been transferred on board. “FDUs for which a "Nepative
Copfirm" Response is received may have been successfally uplinked or they may
Therefore, a "Negative Confirm" Response signals a break in the Sequence-Controlled S
gudrantee.

Y not.
brvice

n FDU has not been accepted, it is deemed to be still under the control of the Higher Layer
is not covered by the Sequence-Controlled Service guarantee. Once FOP-1 detgcts a

fer on
nding
in the

1.3 Expedited Service Interface. The Expedited Service Interface is the service gccess

eliver
re not
hitted

nt an

[0 the Transfer Layer:
+ Request to Transfer FDU (BD Service)
Parameters:
— FDU
— Request Identifier

— Virtual Channel Identifier
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After each Request, perhaps immediately, perhaps after a delay, the Transfer Layer returns to the
Higher Layer a Response referring to the Request. This may be one of

* Accept Response to Request to Transfer FDU (BD Service)
Parameters:
— Request Identifier
— Virtual Channel Identifier

As lon

accepted from the Higher Layer and transmitted. If the Lower Layers cannot accept
TypeqBD frame, it will be rejected; there is no Wait_Queue for Type-BD frames.

As ng|error recovery is performed by COP-1 for a Type-BD franie)a copy of the data is not §

bv FQ

this irfterface.

At the

an acgepted TC FDU. No distinction is made between a TC FDU delivered by means ¢
Type-AD trame and one delivered by-a~Type-BD frame. However, the management of
FARNL-1 back-end buffer is affected as follows:

* Reject Response to Request to Transfer FDU (BD Service)
Parameters:
— Request Identifier
— Virtual Channel Identifier

g as the sending-end Lower Layers are capable of accepting the Type-BD frame, it wil

P-1 and no confirmation of acceptance of the frame by the receiving end is signalled

RECEIVING END

receiving end of COP-1 (i.e., FARM- 1) the user data are delivered as a buffer contain

1} Type-BD frames

be
the

ept
on

ing
fa
the

When a frame of this type is accepted by FARM-1, the TC FDU it contains shall

be placed in the BD back-end bufter of FARM-1 even if this buffer still cont:
data(partially read out or not), in which case these data will be erased,
"Abort” Signal sent to the Higher Layer to signal the erasure and the new d
signalled as "arrived”. :

2) Type-AD frames

ins
an
ata

When a frame of this type is accepted by FARM-1, the TC FDU it contains shall
be placed in the AD back-end buffer of FARM-1 and a signal sent to the Higher
Layer only when the buffer is available (empty). If the buffer still contains data,

the newly arrived Type-AD frame shall be discarded.

Therefore, FARM-1 must always know when its back-end buffers still contain data. (See also
the related "Note" in Section 2.1.1.2, "Expedited Service".)

[ssue 1
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All this can be expressed by the following service primitives:

usgd only within COP-1.

Finally, data link service anomalies may result in discontinuities in the data transfer sq

Th

mejntioned in Section 2.5 ("Actions"; see the "Note™in Section 2.5.2).

2.4

24

2.4,

Virtual Channel Identifier( 1 ismlici

+  From FARM-1 to Higher Layer

— FDU Arrived Indication
Parameters:
— TC FDU data

— FDU Aborted Indication
» From Higher Layer to FARM-1
No specific service primitive is defined. Any required /data flow c
signalling may be defined, as long as the back pressureis, felt by FARM-

FARM-1 must always know whether its AD back-end(buffer is empty or nj

interface with the Higher Layer exists for control frames (Type-BC); control comman

s may or may not require erasing incomplete dat@in the Higher Layers. This probl

COP-1 INTERFACE TO LOWER LAYER
1 SENDING END
1.1 From FOP-1 to Frame Generation.

+ Transmit\Request for Frame
Paramegers:
—CRequest Identifier
>/ Frame data including:
— Version (format) Identifier
— Type Identifier (AD, BD or BC)
— Spacecraft Identifier
— Virtual Channel Identifier
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— Data (TC FDU or Control Command)
» Abort Request

Parameters:
— Virtual Channel Identifier
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2.4.1.2 From Frame Generation to FOP-1.
Each "Transmit" Request is acknowledged with one of two possible responses:

+ Accept Response
Parameters:

— Request Identifier of Transmit Request
— Virtyal Channel Identifier

» Reject Response
Parameters:
— Request Identifier of Transmit Request
— Virtual Channel Identifier

2.4.2 RECEIVING END
2.4.2(1 From the Frame Validation Check to FARM-1,

¢ Valid Frame Arrived Indication
Parameters:
— Frame Type (AD, BD or BC)
~— Virtual Channel Identifier
— Frame Sequence Number, N(S), for Type-AD frames
— Data (TC FDU or Contrel. Command)

The frame type information is used for-demultiplexing the frame data of different services (AD,
BD, BC). The Virtual Channel Identifier is normally implicit, since there is a separate FARM-1
for eqch Virtual Channel. Note:s:all of this information could be transferred by providing|the
entire{frame, including the header.

-

2.4.2.p From FARM-1 to the Frame Validation Check.

No service primitives.are specified.

2.5 ACTIONS

2.5.1 FOP-1

The actions related to the interface between FOP-1 and the Higher Layer have been covered in
Section 2.3.

The FOP-1 State Table (See Table 2-1) expresses the operations to be performed for each
event/state combination. Description of the state table format is included in Section 1.3.
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Because of space considerations in the table and in order to avoid repeating the same material
several times in the text of this section, certain terms have been used in the table, and are
explained below:

"Purging the Sent_Queue" includes clearing the Sent_Queue by generating a
"Negative Confirm" Response for each frame on the queue and deleting the

frame. (Note: Purging the Sent_Queue only occurs as part of the terminati

an AD Service.)

"Purging the Wait_Queue" includes clearing the Wait_Queue and _gene}
a "Reject” Response for the queued FDU.

"Transmit Type-AD frame" or "Transmit Type-BC frame" (i.e., fq
Sequence-Controlled Service), includes all the function§ necessary to prep
frame for transmission. In particular it includes

— inserting the current value of V(S) into the N(S) field of the frame and
incrementing V(S) (for Type-AD frames.only)

— adding the master copy of the frameto the Sent_Queue (for Type-All
Type-BC frames) with the To_Be.Retransmitted_Flag NOT set

on of

ating

r the
are a

then

D and

— if the Sent_Queue was previously empty, setting the Transmission_Coynt to

"1" (for Type-AD and Type-BC frames)
— starting the Timer (for Type-AD and Type-BC frames)
— setting the AD_Out (or BC_Out) Flag to "Not_Ready"

— passinga-copy of the frame (Type-AD or Type-BC) to the Lower Laye
parameter of a "Transmit Request for (AD or BC) Frame"

"Transmit Type-BD frame" (i.e., for the Expedited Service), includes 2&1 the

functions necessary to prepare the frame for transmission. In partic
includes

— setting the BD_Out_Flag to "Not_Ready"

Fas a

ar it

Issue 1
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"Transmit Request for (BD) Frame"

"Initiate AD (or BC) Retransmission" includes
— passing an "Abort" Request to the Lower Layer

— incrementing the Transmission_Count

ofa
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— starting the Timer

— marking all Type-AD frames (or the Type-BC frame) on the Sent_Queue as

"To_Be Retransmitted”

"Remove Acknowledged Frames from Sent_Queue" includes

— anPrming a "Positive Confirm Rpcpnncp to Rpr}npcr to Transfer EDU"

each acknowledged frame and deleting the frame
— updating the value of NN(R)
— setting the Transmission_Count to "1"
"Alert" includes
— cancelling the Timer
— purging the Sent_Queue
— purging the Wait_Queue

—— completing the processing oftany "Initiate AD Service" Directive
gencrating a "Negative Confirm" Response for the Directive

— generating an "Alert" Iadication to the Higher Layer
"Look for Directive™includes

— checking ifithe BC_Out_Flag is set to "Ready". If not, no further process
can be-performed for retransmitting the Type-BC frame until an "Acce
Response is received for the outstanding "Transmit Request for (I
Frame", setting the BC_Out_Flag to "Ready".

~— 1f the BC_Out_Flag is set to "Ready", checking if the Type-BC frame on
Sent_Queue is flagged "To_Be_Retransmitted". If so, the flag is set
"Not_Ready" and a copy of the BC frame is passed to the Lower Layer 4
parameter of a "Transmit Request for (BC) Frame".

for

by

ing
p[H
&)

the
to
sa

Issue 1

"Look for FDU" includes

— checking if the AD_Out_Flag is set to "Ready". If not, no further processing
can be performed for transmitting Type-AD frames. (When an "Accept”
Response is received for the outstanding "Transmit Request for (AD)
Frame", FOP-1 will set the AD_Out_Flag to "Ready"” and execute a new

"Look for FDU".)
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— if the AD_Out_Flag is set to "Ready", checking if a Type-AD frame on the
Sent_Queue is flagged "To_Be_Retransmitted". If so, the flag is set to
"Not_Ready" and a copy of the first such AD frame is passed to the Lower
Layer as a parameter of a "Transmit Request for (AD) Frame" and the

To_Be_Retransmitted_Flag for that frame is reset.

— if no Type-AD frame is marked "To_Be_Retransmitted"”, ¢

a h AD

ALY = < a¥aBE e

performed.

« "Initialise" includes
— purging the Sent_Queue
— purging the Wait_Queue
— setting Suspend_State (SS) to "0"

» "Suspend" includes
— generating a "Suspend" Indication to the Higher Layer

« "Resume" includes

— starting the Timer
— setting Suspend_State (8S) to "0"

ferences to

+ LockoutFlag

+  WaitFlag
* Retransmit Flag
*~NR)

tain torthe values in the current CLCW.

P state tables show the new State value at the bottom of each box (for example, "(S1)").

hecking if both
ice-Interface on

the Wait_Queue. If so, the FDU is removed from the Wait_Quege, an
"Accept Response to Request to Transfer FDU" is passed to(the Hligher
Layer and the "Transmit" action for an AD frame (see above)-is.performed.

— if no FDU is available on the Wait_Queue, no further processjng is

Th

A1 h TR P | | - L 1 Ty £ 1 Fued :
U= T idUIC T 1dT gl alith HIC SLaiC allSITHULL COLTIPICA THUICTIOUIT, UHIC HTWCULTICT 114y llnd it

helpful to consider initially only the state changes relating to the main protocol. This is shown,
for the normal situation in which no exception conditions occur, in Figure 2-3. This protocol is
capable of handling automatically flow control and error control (providing the quality of the link
is not so low that a maximum of Transmission_Limit transmissions fail to transfer a frame on
board). It is not capable of handling improper operation of the spacecraft link, which can be
caused, for example, by two ground stations simultaneously sending frames to the same
spacecraft.
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Next, consideration should be given to the initialisation protocol, which is used to initiate and
terminate a session using the AD Service. This is shown in Figure 2-4, which shows the main
protocol States (S1), (82) and (S3) coalesced into a single state. The FOP-1 State Table (Table
2-1) distinguishes among many events, all of which should never occur. If one of these
situations is detected, an "Alert" Indication is passed to the Higher Layer and FOP-1 enters the
"Initial" State (S6). Except for Alert[term] after a "Terminate AD Service" Directive, all these
traps are grouped under "Exceptions” in Figure 2-4.

A detpiled summary of the way FOP-1 moves between all states is given in Figure 2-5.

25.2 FARM-1

The dctions related to the interface between FARM-1 and the Higher Layer have been coveredl in
Sectipn 2.3.

The FARM-1 State Table (See Table 2-2) expresses the operations-to be performed for each
eventfstate combination. Description of the state table format is included in Section 1.3.

Becayse of space considerations in the table and in order.t0oravoid repeating the same matdrial
severpl times in the text of this section, certain termsghave been used in the table, and |are
explajned below:

« "Valid frame arrives" means\that the Frame Validation Check has placgd a
"valid" frame in the front-endbuffer.

«  "Accept" for a Type-AD frame may be subject to a buffer release signal fjom
the Higher Layers if the Higher Layer is implemented to take advantage of [the
"Wait" concept.s-When no AD back-end buffer is available (Event E2), |the
frame must be discarded.

¢ "Accept’™ for a Type-BD frame means that the data contents of the frame (TC
FDUJYare placed in the back-end buffer even when this buffer still contains dhata,
in~which case these previous data are erased. The "Wait" concept does |[not
apply to BD frames; the FDU is deemed to have unimpaired access to [the
Higher Layers, and the necessary interfaces must be implemented to this effeft.

A summary of the way FARM-1 moves between states is given in Figure 2-6.

[n Table 2-2, Events E7 and E8 are concerned with the execution of, respectively, an "Unlock"
Control Command and a "Set V(R)" Control Command. The specification of each action in each
box is self-explanatory. The action described for Event E8 in State (S3) means that the "Set
V(R)" Control Command is not executed (FARM-1 must be "unlocked" first), but its receipt is
accounted for by means of the FARM-B_Counter since the control command was validated as
"legal” and found "executable".
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NOTE
The execution of an "Unlock" Control Command resets only FARM-1, not the Higher Layers.
Some mechanism should be provided to ensure that the data management functions of the Higher
Layers purge/reset their buffers as required for spacecraft operations.
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