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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of member space Agencies. The Committee meets periodically
to address data systems problems that are common to all participants, and to formulate sound
technical solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed RECOMMENDATIONS and are not
considered binding on any Agency.

This|RECOMMENDATION is issued by, and represents the consensus of, the"C(QSDS
Plengry body. Agency endorsement of this RECOMMENDATION is entirely volunjtary.
Endqrsement, however, indicates the following understandings:

0 Whenever an Agency establishes a CCSDS-related STANDARI; this STANDARD] will
be in accord with the relevant RECOMMENDATION. Establishing such a STANDARD
does not preclude other provisions which an Agency may develop.

o |Whenever an Agency establishes a CCSDS-related STANDARD, the Agency|will
provide other CCSDS member Agencies with the féllowing information:

—  The STANDARD itself.

— The anticipated date of initial operational capability.
—  The anticipated duration of -ppérational service.

o |Specific service arrangements shall be made via memoranda of agreement. Neither this
RECOMMENDATION nor any ensuing STANDARD is a substitute for a memorarfdum
of agreement.
No Igter than five yedrsfrom its date of issuance, this Recommendation will be reviewed bjy the
CCSDS to determine’whether it should: (1) remain in effect without change; (2) be changpd to

refle¢t the impaetof new technologies, new requirements, or new directions; or (3) be rdtired
or capceled

In th¢seiinstances when a new version of a RECOMMENDATION is issued, existing CC$DS-
related Agency standards and implementations are not negated or deemed to be non-CCSDS
compatible. It is the responsibility of each Agency to determine when such standards or
implementations are to be modified. Each Agency is, however, strongly encouraged to direct
planning for its new standards and implementations towards the later version of the
Recommendation.

CCSDS 202.0-B-2 i November 1992
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FOREWORD

This document, which is a technical Recommendation prepared by the Consultative Committee
for Space Data Systems (CCSDS), is intended for use by participating space Agencies in their
development of space telecommand systems.

This Recommendation allows the implementing organizations within each Agency to proceed
cohgremtty with the devetopmentof compatibleStardards for the flightand-ground-systems that
are within their cognizance. Agency Standards derived from this Recommendatiof may
implement only a subset of the optional features allowed herein, or may incorporate features
not 3ddressed by the Recommendation.

In qrder to establish a common framework within which the Agencies may depelop
stanfardized telecommand services, the CCSDS advocates adoptipn.of a layered syptems
archiitecture. Within this approach, specific layers of service (including their operafional
protpcol and data structuring techniques) may be selected for implementation according to
misgion requirements.

The [current layered set of CCSDS telecommand Recommendations was developed to matth the
conyentional free-flying mission environment, asccharacterized by the transmissipn of
command data at relatively low uplink data ratés to spacecraft of moderate complgxity.
Advanced Orbiting Systems (AOS), which age characterized by a more complex mission
environment, including the transmission of multiple data types at very high data rates to[space
vehicles which include extensive onboarddata networking capability, may choose to upe the
AO$ protocols and data structures defined in Reference [8] for both uplink and downlnk or
they|may use the telecommand data structures and protocols defined here for uplink.

Recommendation for Telecommand Data Routing Service was developed within the
layered architectural framework, and embraces the standard data structures and data
communication procedures which may be used by conventional missions within the

Through the process of normal evolution, it is expected that expansion, deletipn or
modificationfo this document may occur. This Recommendation is therefore subject to
CC$DS ‘document management and change control procedures which are defingd in
Reference [1].

CCSDS 202.0-B-2 ii November 1992
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DOCUMENT CONTROL
Document Title Date Status and Substantive Changes
CCSDS Recommendation for January Original Issue
202.0-B-1___ Space Data System 1987
Standards.
Telecommand, Part 2
Data Routing Service,
Issue |
CCSIDS Recommendation for November Supersedes Issue.t
202.0-B-2  Space Data System 1992 Removal of €OP-0 & COP-2
Standards Telecommand, Longer Frame length
Part 2 Data Routing Multiple-Packets per Frame
Service, Issue 2 Single Virtual Channel not requiref to
have Identifier set to “all zeros”
Use of AOS downlink
Full definition of Frame Error Confrol
algorithm
Removal of mandatory performancg
requirements
Correction of error in maximum
Packet length specification
(B-2.1(1)(a))
Segment layer not optional (Segmeht
Header is still optional)
Consistency with part 2.1
(Reference [7])
NOTE: Substantive changes from the previous issue are flagged with change bars in thg
margin
CCSDS 202.0-B-2 iv November 1992
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1 INTRODUCTION
1.1 PURPOSE AND SCOPE

The purpose of this document is to establish a common Recommendation for the
implementation of a spacecraft telecommand “Data Routing Service” by the Agencies
participating in the Consultative Committee for Space Data Systems (CCSDS). The operating
principles and procedures for the CCSDS are defined in Reference [1]. The context of the Data
Routjmg-Service within the overatt Tetecommand-Systerm s described im Reference {21

This Recommendation addresses the procedures and data unit formats implemented-withip the
Segmjentation layer and the Transfer layer of the telecommand Data Routing Service.

1.2 |APPLICABILITY

This Recommendation serves as a guideline for the development of compatible internal Aggncy
ds in the field of conventional spacecraft commanding. /This Recommendation i$ not

concg¢pts at any future time. Nevertheless, all CCSDS Agericies accept the principle thgt all
futurg implementations of telecommand which are used.in cross-support situations will be

The CCSDS has developed a layered concept. for conventional spacecraft telecommanding,
is summarized in Reference [2]. Standard services are defined within each layer,|and
Agencies will be encouraged to develop_corresponding facilities to provide these servicgs in
rt of Projects.

To bg¢ fully compatible with the €CSDS concept, a conventional Project’s telecommanfling
archifecture should follow_this Recommendation for Data Routing Service, plus| the
Recommendations for telecommand “Data Management Service” and telecommand “Chahnel
Servige”, which are deseribed in References [3] and [4]. Projects may also elect to be partjally
complatible with the cencept by interfacing with the standard systems at intermediate lajyers
within any of the service specifications.

Advanced Qrbiting Systems (AOS) may use the AOS data structures and protocols defingd in
Reference {8] for uplinking data and control information or they may use the telecommand |data
strucfures and protocols defined here and in References [3], [4] and [7] in a hybrid fasHion.
See Reference [9] for a discussion of hybrid support.

Where preferred options or mandatory capabilities are clearly indicated herein, the indicated
sections of the specification must be implemented when this Recommendation is used as a
basis for cross-support. Where optional subsets or capabilities are allowed or implied in this
specification, implementation of these options or subsets is subject to specific bilateral cross-
support agreements between the Agencies involved.

CCSDS 202.0-B-2 Page 1-1 November 1992
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The recommendations in this document are to be invoked through the normal standards
programs of each member Agency, and are applicable to those missions for which cross-
support based on capabilities described in these recommendations is anticipated.

1.3 BIT NUMBERING CONVENTION AND NOMENCLATURE

In this document, the following convention is used to identify each bit in an N-bit field:

deffined to be “Bit 0”; the following bit is defined to be “Bit 1” and so on up toBif N-17.
When the field is used to express a binary value (such as a counter), the Most Signifidant Bit
(MSB) shall be the first bit of the field, i.e., “Bit 0.

BIT 0 BIT N-1

Y

N-BIT DATA FIELD

FIRST BIT TRANSFERRED = MSB

Inlaccordance with modern data communications practice, spacecraft data fields ar¢ often
grpuped into 8-bit “words” which conform to the above convention. Throughoput this
Rgcommendation, the followifig nomenclature is used to describe this grouping:

8-BIT WORD ="OCTET"

Byl CESDS convention, all “spare” bits shall be permanently set to value “zero”.

Note that throughout this document, the word “Telecommand” may be abbreviated as “TC”.

CCSDS 202.0-B-2 Page 1-2 November 1992

14


https://standardsiso.com/api/?name=b95bc4b0030e8c379b17ad24547f1fc8

ISO 12172:1998(E)

CCSDS RECOMMENDATION FOR TELECOMMAND: DATA ROUTING SERVICE

2 TELECOMMAND DATA ROUTING SERVICE OVERVIEW

A complete summary of the acronyms and terminology used internal to this document is
presented in Annex A. A detailed specification of the services provided by each layer is
presented in Annex B.

Figure 2-1 illustrates the significance of the Telecommand (TC) Data Routing Service in the
overall Telecommand System which contains three pr1n01pal serwce elements: Telecommand
Data gy rd—Telecomman g
Service. Each service is documented in its own Rccommcndatlon. A more thorpugh
discussion of the layered services, including expansion of Figure 2-1 in greater-detail, is
contdined in Reference [2]. The Telecommand System is related to the Telemegtry Systgm as
documented in Reference [5] and Reference [6].

The TC Data Routing Service enables user telecommand data units dssociated with higher
layer} to be reliably transferred to the spacecraft, drawing upon the Channel Service to perform
its functions. The Data Routing Service contains two distin¢d layers of data hangdling
operdtions:

(1) A SEGMENTATION layer, which prepares the user data units for transfer by
forming them into suitable-sized routable pieces and permitting these pieces fo be
multiplexed together for transmission through the command channel.

(2) A TRANSFER layer, which encdpsulates the routable pieces of user datg into
transfer data structures and controls their transmission through the chapnel,
including any retransmissions'needed to ensure delivery of the routable pieges in
sequence without gaps or(duplication.

The getailed specification of the'retransmission mechanism, called the Command Operption
Procgdure, is given in Part 2{1 of the Telecommand Recommendation (Reference [7]).

f the

finite
them
thus

v v 7 v - 9 € user
data unit were sent contlguously) ThlS improves system throughput cfflclcncy since only
small pieces have to be retransmitted when errors are detected. However, there may also be
situations in which the user data units are very small. For efficient transfer, the Data Routing
Service provides the capability to group these small units into larger pieces.

Analysis of the performance of the Channel Service and Data Routing Service under various
conditions is contained in Reference [2].

CCSDS 202.0-B-2 Page 2-1 November 1992
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Figure 2-1: Telecommand System
CCSDS 202.0-B-2 Page 2-2 November 1992
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NOTE A: Figure 2-1 represents a logical view of the TC System, and physical
implementations may not necessarily correspond to the sequential flow of
operations implied by the figure.

NOTE B: This Recommendation primarily specifies the data structures and protocols flowing
ACROSS the layers of the TC System, since these have a direct impact on the long
lead-time design of future spacecraft hardware and software. Comprehensive
definition of the associated flow of control instructions, which are required to
initialize the layers and to direct the flow of TC data units BET WEEN the_ljpyers,
remains an item for potential future extension of this document.

NOTE C: Although the layers defined in this document may be used without necesparily
implementing those defined in the Channel Service (Reference [4]) and|Data
Management Service (Reference [3]), the names of the layers in‘those Services will
be used to denote the external interfaces for the DataReuting Service, when
appropriate.

CCSDS 202.0-B-2 Page 2-3 November 1992
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3 SEGMENTATION LAYER: STANDARD DATA STRUCTURES
AND PROCEDURES

3.1 OVERVIEW OF THE LAYER
The data unit received by the Segmentation layer from the higher layer is called a “TC User

Data Unit”. If the higher layer is the Packetization layer, defined in Reference [3], it will be a
TC Packet; otherwise, it may be any other user-provided data unit.

The data unit passed from the Segmentation layer to the Transfer layer is the “TC Frame|Data
Unit]’. It will normally consist of a TC Segment. If neither segmentation nor multiplexing is
used on a particular Virtual Channel, the Segment Header may be omitted on/that Vjrtual
Chanpnel.

The [ITC Segmentation layer accepts variable-length TC User Data Units-from the layer dbove
and prepares them for transmission by the layers below by:

(1) forming the TC User Data Units into TC Frame Data Units, which are compatible |
with insertion into the data field of the TC Transfer Frame.

(2) enabling TC User Data Units from differefit sources to be multiplexed together so
that they may share one Virtual Channel.

To qccomplish service (1), the Segmentation layer breaks large TC User Data Unity into
smaller TC Segments or aggregates small TC Packets into a larger TC Segment or TC Hrame
Dataf Unit.

To gccomplish service (2), the ‘Segmentation layer provides “Multiplexer Access Pdints”
(MAPs). A TC User Data Unit arriving at the input to the Segmentation layer is allocated to a
MAP at the sending end of-the layer and is transferred to the corresponding MAP dt the
recejving end of the layer-using the transfer service of the layers below. The layers below] may
provide one “real” physical channel, or may logically divide the real channel into mulfiple,
named “Virtual €hannels” (as defined in Section 4). Each of “m” (m = 1 to 64) Virtual
Channels (VCsmay have “n” (n = 1 to 64) distinct MAPs associated with it. The orientation
of the Segmentation layer is shown in Figure 3-1.

Sectjam, 3.2 defines the format of the protocol data unit (the TC Segment), whith is
implemented within the Segmentation Tayer. Section 3.3 describes the procedures used within
the Segmentation layer. It should be noted that the Segmentation layer does not include a
telemetry reporting mechanism, since it relies on closed-loop procedures performed within the
Transfer layer.
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"MULTIPLEXER ACCESS POINTS" (MAPs) PROVIDED TO THE LAYER ABOVE

L [T 1IN
TR ANTT RN AT R R T

SEGMENTATION SEGMENTATION SEGMENTATION SEGMENTATION
PROCESS-1 PROCESS-2 PROCESS-3 PROCESS-64

ZO0——>r H4ZmZ 0O mur
ZO0+——> 4ZmI O mur

\l y \ Y

\ VC-0 VC-1 VC-2 VC-63
Y
"VIRTUAL CHANNELS" PROVIDED BY THE LAYER BELOW

Figure 3-1: Orientation of the Segmentation Layer
3.2 | STANDARD DATA STRUCTURES WITHIN THE LAYER

3.2{1 TC FRAME DATA UNIT

The|TC Frame Data Unit is the data unititransferred from the Segmentation Layer fo the
Transfer layer. The length of the TC Frame Data Unit may vary from one TC Frame {o the
nextl Its length shall not exceed the)maximum allowed length of the Transfer Frame|Data
Field.

The maximum length of the. TC Frame Data Unit depends on whether Frame Error Confrol is
beinjg used (See Section'4.2.1.3).

With Frame Error Control 1017 octets
Without Exame Error Control 1019 octets

The maximum length allowed by a particular spacecraft or ground system implementation) on a
pzuti[:ular Virtual Channel may be shorter than the maximum specified here.

The content of a TC Frame Data Unit is defined in Section 3.3.1.
3.2.2 TELECOMMAND SEGMENT

The use of a TC Segment is required for any Virtual Channel which has more than one MAP or
which transfers TC User Data Units which are larger than permitted in a single TC Frame. Its
use is optional otherwise, except that if it is used in any TC Frame carried on a Virtual
Channel, it must be used for all TC Frames on that Virtual Channel.
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The format of the TC Segment is shown in Figure 3-2.

|<¢—— SEGMENT HEADER ——]

SEQUENCE MULTIPLEXER
FLAGS ACCESS POINT
(MAP) ID SEGMENT DATA FIELD
2 6
1 OCTET | 1018 OCTETS (MAXIMUM) |

Figure 3-2: Telecommand Segment Format

3.2]2.1 Segment Header. The Segment Header contains the fellowing two fields:
(1) Sequence Flags (Bits 0,1)
This two bit field delimits the higher layer* C User Data Unit by indicatinfg the

sequential position of the TC Segment relative to the TC User Data Unit (e.g., TC
Packet) of which the TC Segment is a part. The flags are interpreted as followy:

Bit 0 Bit 1 Interpretation
0 1 Fitst-Segment of TC User Data Unit on one MAP
0 0 Continuing Segment of TC User Data Unit on one MAP
1 0 Last Segment of TC User Data Unit on one MAP
1 1 No segmentation (one TC User Data Unit or muftiple

complete TC Packets)
(2) MultiplexXen Access Point (MAP) Identifier (Bits 2 through 7)

The'MAP facility allows user command data from different sources fo be
miltiplexed together so that they share the communications capacity of one Vjrtual
Channel, thus preventing any one user from monopolizing the data transmigsion
resource.

This six-bit field enables up to 64 MAP addresses (from MAP 0 to MAP 63) to be
associated with each Virtual Channel provided by the Transfer layer. Different TC

User Data Units (e.g., separate TC Packets) arriving at the input to the
Segmentation layer are allocated to a MAP. The segmentation and aggregation I
processes are conducted independently for each MAP. The resulting TC Frame

Data Units from up to 64 MAPs are then multiplexed onto one Virtual Channel in
accordance with user’s delivery priorities and instructions. Certain MAPs may

have higher transmission priorities than others.
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There are no restrictions on the selection of MAP Identifiers. In particular, MAPs

are not required to be numbered consecutively.

If multiple MAPs are not used on a particular Virtual Channel, but the Seg

ment

Header is otherwise required to be present, Bits 2 through 7 shall be set to a

constant value for all TC Segments which are placed on that Virtual Channel.

mum length of the TC Frame Data Unit.

STANDARD PROCEDURES WITHIN THE LAYER

The

Figure 3-3 illustrates the process of segmenting and aggregating TC Useér Data Units (ip this

exarn
proc

3.3

The

ple, TC Packets) and inserting them as TC Segments into TC\Erame Data Units.
cdures are as follows.

1 SENDING END SEGMENTATION PROCEDURES

sending end of the Segmentation layer performs the following processing steps:

(1) Allocates the TC User Data Unit to a particular Multiplexer Access Point.

(2) If the TC User Data Unit (e.g., the TC Packet) exceeds a predetermined lengt
TC Frame Data Unit andattaches a Segment Header to each portion, formin
TC Segment/Frame Data Unit. If the TC User Data Unit is a TC Packet, thg

octet of the TC Paeket Primary Header shall appear in the leading octet of thg
corresponding Segment Data Field. The first and continuing Segments may

Segmentation layer divides itinto portions that are compatible with insertion info

The

0, the
the
o the
first
first
each

that particular Virtual Channel. The last Segment shall have a length equal
residue©f the TC User Data Unit plus the Segmentation Header.

have a length équal to the maximum allowable length of the TC Frame Data U]\it on

0 the

(3) If<aggregation is permitted on a particular MAP, the Segmentation layer p
complete TC packets into the TC Segment in the order of arrival. If Seg

Headcns (and hence MAP\) are not uxed on a partmular Virtual Channe]

the TC Frame Data Umt In elther case, the aggregated packets (plus Seg

laces
ment

but
y into
ment

Header, if used) must fit within the maximum size TC Frame Data Unit permitted
for the Virtual Channel. The limitations on the number of MAPs which can be
aggregating TC Packets simultaneously and mechanisms for ensuring transmission

of all TC Packets are implementation dependent.
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(4) Multiplexes together the TC Frame Data Units from one group of up to 64 MAPs
onto one Virtual Channel, according to the mission’s priority scheme, and passes

the multiplexed stream to the layer below.

CAUTION

A TC FRAME DATA UNIT SHALL CONSIST OF ONLY ONE OF THE
FOLLOWING:

TC

DATA UNIT (E.G. A PORTION OF ONE TC PACKET);

UNIT{E.G., ONE COMPLETE TC PACKET); or

PACKETS; or

TC PACKET); or

(e) MULTIPLE COMPLETE TC PACKETS.

(a) A TC SEGMENT CONTAINING A PORTION OF ONE TEC)USER

or

(b) A TC SEGMENT CONTAINING ONE COMPLETE TC-USER DATA

(c) A TC SEGMENT CONTAINING MULTIPLE COMPLETE TC

(d) ONE COMPLETE TC USER DATA UNIT (E.G., ONE COMPLETE

Packets and user-defined data units may not be intermixed. Each MAP (if Segment

Hedders are used) or Virtual Channel (if, Segment Headers are not used) shall carry either TC

Pac

TC
TC

with

kets or user-defined data units, but\nét both.

in a single TC Frame-Data Unit.

Packets with different destinations, as denoted by the Application Process Identifier|in the
Packet Header, may be edrried on a single MAP or Virtual Channel and may be aggrggated

Figiire 3-3 shows héw TC Packets assigned to one MAP are aggregated or segmented tq form

TC

Segments/Frame Data Units.
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TC PACKET TC PACKET TC PACKET
g — e -} .
CMD CMD CMD
HDR HDR
DATA HDR DATA DATA

egmentation

SEG SEGMENT DATA SEG SEGMENT DATA SEG SEGMENT DATA
HDR FIELD HDR FIELD HDR FIELD
el P P | B
FRAME DATA UNIT FRAME DATA UNIT FRAME DATA UNIT
Figure 3-3: Example of the Segmentation Proeedure
3.3)2 RECEIVING END SEGMENTATION PROCEDURES

The feceiving end of the TC Segmentation layer performs the following processing steps:

(D

®)

Accepts a stream of multiplexed TC;Segments/Frame Data Units on one Virtual
Channel from the Transfer layer.

Sorts these Segments according to the MAP IDs which appear in their Segment

Headers.

. For TC Frame Data Units containing a segment of a TC User Data Unit:
reassembles the Segments (less headers) for each MAP, using the Sequence Hlags,
in order to recteate the original TC User Data Unit.

. For alLéthér TC Frame Data Units: extracts the TC Packets or TC User Data [Unit,
using the Frame and Packet Length fields.

Passes the resulting TC User Data Unit(s) to the layer above.
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4 TRANSFER LAYER: STANDARD DATA STRUCTURES AND
PROCEDURES

4.1 OVERVIEW OF THE LAYER

The TC Transfer layer is the “heart” of the standard conventional TC System. It is this layer
which takes care of most of the operations required to move sets of user TC data reliably from
the sending end of the system to the receiving end in space.

Section 4.2 defines the format of the two standard data structures that reside within‘the(layer:
the {TC Transfer Frame”, which flows from the sending end of the TC System to'its’recgiving
end] and the “Command Link Control Word” (CLCW), which is formatted byithe recgiving
end|and is transmitted back to the sending end via corresponding layers within the Telgmetry
System.

Section 4.3 defines the standard procedures which are associated with'the layer:
— Frame Delimiting and Fill Removal Procedure

— Frame Validation Check Procedure
— Command Operation Procedure (COP)

A COP consists of a pair of synchronized procedures which execute within one TC Virtual
Channel (VC) at the sending and receiving ends of the layer. At the sending end a “Frame
Opgration Procedure” (FOP) is executed. ~At the receiving end a corresponding spagecraft
“Frgme Acceptance and Reporting Mechanism” (FARM) is executed. Detail specificafion of
the COPs are contained in Reference {7J-

Only one COP is defined in this. Recommendation: COP-1. |

The|orientation of these elements within the Transfer layer is shown in Figure 4-1.

4.2 STANDARD' DATA STRUCTURES WITHIN THE LAYER

Thi$ sectienudescribes the formats of the following two standard protocol data units which
residle within the TC Transfer layer:

(I) The TC Transfer Frame, which is the data structure that is “uplinked” to the
receiving end of the layer on the spacecraft.

(2) The TC Command Link Control Word (CLCW), which is the data structure that is
“downlinked” by the spacecraft back to the sending end of the layer in order to
provide reports which describe the status of acceptance and reassembly of TC
Frames.
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(MULTIPLE “VIRTUAL” CHANNELS PROVIDED TO THE LAYER ABOVE)

(TC SENDING (TC RECEIVING
END) END)
FOP FOP oo FOP FARM FARM ... TARM
V¢ 0 VC 1 VCn VC O VC1 VCn
TIC FRAME CLCW DE- CLCW TC FRAME DE-
MULTIPLEXING MULTIPLEXING MULTIPLEXING MULTIPLEXING
A clows A
| | TC
. FRAMBS
| (FELEMETRY TRANSFER FRAMES) i
(SINGREPHYSICAL CHANNEL PROVIDED BY THE LAYER BELOW)
Figure 4-1: Orientation of the Transfer Layer
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4.2.1 TC TRANSFER FRAME FORMAT

The TC Frame (Figure 4-2) contains the following major fields:

Major Field

FRAME HEADER

FRAME DATA FIELD

Length (Octets)

5

Variable (up to 1019)

The

FRAME ERROR CONTROL (Optional)

(2)

1024 octets (maxim

maximum TC Frame length allowed by a particular spacecraft or ground implemen

um)

tation

on g particular Virtual Channel may be less than the maximum specified here.
- FRAME HEADER (5 octets)
2 octets 2 octets 1 octet
4
VERSION | BYPASS| CONTROL | S|SPACE | VIRTUAL FRAME FRAME FRAME | FRAME
NUMBER | FLAG |COMMAND | P |CRAFT |CHANNEL | LENGTH |SEQUENCE| DATA | ERROR
FLAG A 1D 1D NUMBER FIELD | CONTROL
R (9pt)
E
2 1 1 21 10 6 10 8 (I6)
(¢
27
- 1019 B
octets
(max)

4.2.1.1 Transfer Frame Header. The FRAME HEADER of the TC Transfer |
congists of the following fields, grouped into octets as shown:

Figure 4-2: TC Transfer Frame Format

Frame

Field #Bits #Octets
Version Number 2

Bypass Flag _ |

Control Command Flag 1

Reserved Spares 2

Spacecraft ID 10 2

Virtual Channel ID 6

Frame Length 10 2

Frame Sequence Number 8 1

5 octets
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The first two octets of the FRAME HEADER contain the following field allocations:

(1)

2)

3)

VERSION NUMBER (Bits 0,1)

The VERSION NUMBER occupies the two most significant bits of the Frame
Header. Future changes in the TC Transfer Frame structure may be accommodated
by changing the VERSION NUMBER. At present, only Version “1” of the TC
Transfer Frame (the format specified herein) is defined. It shall be identified by

ALY

S 5O, to value “00™

BYPASS FLAG (Bit 2)

The single-bit BYPASS FLAG controls the application of “Frame’ Acceptance
Checks” by the receiving spacecraft. ALL Frames received by the’spacecraft first
undergo a basic standard set of “Frame Validation Checks®,/which are applied
regardless of the setting of the BYPASS FLAG.

The Frame Acceptance and Reporting Mechanism (FARM) associated with the JOP
can be made to operate in a normal “Acceptance? (frame “Type-A”) mode ¢r a
“Bypass” (frame “Type-B”) mode, according to.the setting of the BYPASS FLAG.

Setting Bit 2 to value “0” specifies a Type-A TC Frame; acceptance of this Typg of
frame by the spacecraft shall be subject'to the normal frame acceptance checkp of
the FARM.

Setting Bit 2 to value “1”:gpecifies a Type-B TC Frame; the normal frgme
acceptance checks of the FARM shall be bypassed.

Necessarily, it must bé possible to send Type-A and Type-B TC Frames on|the
same TC Virtual Channel in order to conduct some operations.

CONTROLL.€OMMAND FLAG (Bit 3)

The CONTROL COMMAND FLAG specifies whether the data field of the[TC
Transfer Frame is conveying transfer “Control Commands” (the “C” mode), or
“Data” (the “D” mode).

In the "C” mode the Frame Data Field contains control information which is used to
set the parameters of the FARM to the proper configuration to accept telecommand
data.

In the “D” mode the Frame Data Field contains a Frame Data Unit (e.g., a TC
Packet or a TC Segment).

Setting Bit 3 to value “0” indicates the “D” mode to the receiving spacecraft, i.e.,
that the Frame Data Field contains data.
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Setting Bit 3 to value “1” indicates the “C” mode to the receiving spacecraft, i.e.,
that the Frame Data Field contains Control Commands. The combined states of the
BYPASS FLAG and the CONTROL COMMAND FLAG are interpreted by the
receiving spacecraft as shown in Table 4-1.

Table 4-1: Interpretation of the “Bypass” and “Control Command” Flags

Bypass Flag ~ Control Command Flag Interpretation

0 0 Type-AD. Frame Data Field carries TC data
(e.g., Packets or Segments), subj¢ct to
acceptance check ander control of the HARM.
These Frames use'the Sequence-Controlfed (or
AD) Service 6f)the COP.

0 | Reserved for future application.

1 0 Type-BD. Frame Data Field carries T data
(e.g., Packets or Segments), with all [frame
acceptance checks bypassed under confrol of
the FARM. These Frames use the Expedited
(or BD) Service of the COP.

1 | Type-BC. Frame Data Field carries FARM
Control Commands, with all frame acceptance
checks bypassed under control of the FARM.
These Frames control the Sequence-Confrolled
Service of the COP.

(4) _RESERVED SPARES (Bits 4,5)

These two bits are reserved for future application. At present, Bits 4,5 shall|be set
to value “00".

(5) SPACECRAFT IDENTIFIER (Bits 6 through 15)
These ten bits carry the identification code for the spacecraft being commanded.

The Secretariat of the CCSDS assigns the SPACECRAFT IDENTIFIER to each
vehicle within a particular mission as defined in Reference [10].
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The third and fourth octets of the FRAME HEADER contain the following field allocations:

(6)

VIRTUAL CHANNEL IDENTIFIER (Bits 16 through 21)

As described in Section 3, the Transfer layer provides a “Virtual Channel” service
to the Segmentation layer. Beneath the Transfer layer is the single physical
telecommand data channel which is provided by the Channel Service (Reference
[4]). The Virtual Channel facility allows this single physical channel to be logically
multiplexed on a frame-by-frame basis, so that its transmission capacity may be

(D

shared.

Every TC Transfer Frame shall have a 6-bit VIRTUAL CHANNEL ID-field present
in the Frame Header. Each state of the identifier creates one Virtual’Channel, from
VC 0 to VC 63, so that up to 64 different logical paths may be défined through the
single physical channel. The Transfer layer may therefore present up to 64 Virtual
Channels to the Segmentation layer.

Each Virtual Channel may also have up to 64 Multiplexer Access Points (MAPs)
attached to it by the Segmentation layer for the purpose of multiplexing user [data
together.

NOTE

If multiplexing is not performed;in the Segmentation layer (i.e., if only|one
MAP is activated per Virtual Channel) or if the Segment Header is omitted for
a particular mission, then the Virtual Channel feature of the Transfer Ipyer
provides an alternativemethod for multiplexing user data onto the physical
channel. Using thisféature of the Transfer layer, up to 64 concurrent ysers
may be multipleked together by attaching each to its own dedicated Viftual
Channel during)transfer through the physical channel. However, since eyery
open Virtual-Channel has its own CLCW reporting scheme, Virtual Chapnel
multiplexing may increase the spacecraft reporting complexity.

The interpal partitioning and use of the Virtual Channel field is mission-specified;
e.g., some of the bits may be allocated by a mission to form a “Spacecraft Sub-[D”,
which allows different spacecraft data handling chains to be addressed.

FRAME LENGTH (Bits 22 through 31)

This 10-bit field contains a length count “C” which equals one fewer than the total
octets in the TC Transfer Frame. The count is measured from the first bit of the
FRAME HEADER to the last bit of the FRAME ERROR CONTROL FIELD (if
present), or the last bit of the FRAME DATA FIELD if the error control is omitted.
The size of this field limits the maximum length of a TC Transfer Frame to 1024
octets. The length count “C” is expressed as:

“C” = (Total Number of Octets) - |
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fifth octet of the FRAME HEADER contains the following field:

(8) FRAME SEQUENCE NUMBER (Bits 32 through 39)

The FRAME SEQUENCE NUMBER, which within this Recommendation is denoted
as N(S), is an up-counting binary number which is assigned to each TC Frame by the

TC Transfer layer, and which remains a viable entity only within this layer.

Nots
the ¢

4.2
leng
FIE
CorT
info
no fi

4.2

Segmentation layer. The contentof'a TC Frame Data Unit is defined in Section 3.3.1.

4.2

UNI
Conmmands 1s defined-in Reference [7]. All other bit combinations for Control Comman

rese

I'ne FKAME SEQUENCE NUMBEK enables the FARM to check the sequentia
incoming Type-A TC Frames. The 8-bit FRAME SEQUENCE NUMBER

supports a modulo-256 sequence count.

the (up to 64) VIRTUAL CHANNELS.

ontents of the FRAME SEQUENCE NUMBER field shall be set to “all zeros”.

LD is present), shall contain either an integral number of octets of telecommangd
esponding to one TC Frame Data Unit or andntegral number of octets of Control Com

ller between.

1.2.1 TC Frame Data Unit. The TC Frame Data Unit is supplied b
1.2.2 Control Commands. There are two Control Commands def
LOCK and SET V(R).“/The action to be taken when the FARM receives one of the C
'ved by the CCSDS for future application.

UNEOQCK: The UNLOCK Control Command consists of a single octet conta
“alkzeroes”.

ity of
field

The FRAME SEQUENCE NUMBER is Virtual Channel dependent; i.e, the
Transfer layer shall maintain a separate FRAME SEQUENCE NUMBER for egch of

e that the COP does not use this field when operating with TypeB TC Frames; in thip case

L 1.2 Transfer Frame Data Field. The FRAME.DATA FIELD, which is of vafiable
th up to a maximum of 1019 octets (1017 octéts if the FRAME ERROR CONTROL

data
mand

mation. The FRAME DATA FIELD shall be inserted directly after the Frame Heade} with

y the

ined:
ntrol
s are

ining

— SET V(R The SET V(R Comrol Command COnsists of three octets witl

following values:

10000010 00000000 XXXXXXXX

h the

where XXXXXXXX is the value to which the FARM should set V(R), the
Receiver_Frame_Sequence_Number. This octet should therefore be set to the
Sequence Number which will be put into the Header of the next Type-A TC Frame to

be transmitted on that Virtual Channel.
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4.2.1.3 Transfer Frame Error Control Field. The purpose of this optional 16-bit
field (which occupies the two trailing octets of the TC Frame) is to provide frame error control
information. The Frame Error Control Field is used only for error detection, but it is
particularly useful when project requirements dictate an undetected frame error performance
that exceeds the inherent performance provided by the underlying Channel Service.
Performance information is found in Annex B and Reference [2]. If used, the preferred error
control technique is the Cyclic Redundancy Check (CRC) described in the following sections.

:xflu[lmg the Frame Error Control F;eld, and generates a systematic binary block cod‘ L:mbe);
apperjding a 16-bit Frame Error Control Word (FECW) as the final 16 bits of the codeblock.
The equation for the FECW is:

FECW = [(X16 - M(X)) + (X(-16) - L(X))] modulo G(X)
where all arithmetic is modulo 2

M(X) = the (n-16)-bit message to be encoded-expressed as a polynomial with
binary coefficients

L(X) = the presetting polynomial given by:
15
Lx) =Y, X
i=0
(i.e., all*1* polynomial of order 15)
G(X) = the.generating polynomial given by:

G(X)=X16 +X12 + X5 + 1

n = the number of bits in the encoded message

I The X(n-16) . [(X) term has the effect of presetting the shift register to an all
“1” state prior to encoding. "‘T"

A possible implementation of an encoder is described in Reference [2].
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.1.3.2 Decoding Procedure. The entire TC Frame, including the Frame

Control field 1s provided to the decoder.

The

error detection syndrome, S(X), is given by
S(X) = [(X16 - C*(X)) + (X - L(X))] modulo G(X)

where C*(X)=the received block in polynomial form

Error

Ap
4.2

The

CCPDS Telemetry Transfer Frame (Reference [5]) or Virtual Channel Data Unit (V|
(Refference [8]), provides the mechanism by which the:xFARM reports the status of
accgptance to the Frame Operation Procedure (FOP) at the sending end of the Transfer la)

The
nec
min

The

S(X) = the syndrome polynomial, which will be zero if no error-is.dg
and non-zero if an error is detected.

)ssible implementation of a decoder is contained in Reference [2].
.2 COMMAND LINK CONTROL WORD (CLCW) FORMAT

CLCW, which is a four-octet word that is conveyed in the Operational Control Fie

NOTE

The controlling specification for howthe CLCW is used within the COP is containg
Reference [7].

CLCW is the only reporting mechanism for the TC Transfer layer. Although it
essary that the Telemetry.reporting rate match the Telecommand transfer rate,

imum CLCW sampling.rate is necessary for the proper operation of the COP.

format of the CLCW1s shown in Figure 4-3.

tected

dofa
CDU)
frame
er.

din

1s not
some
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CONTROL cLcw STATUS COP VIRTUAL SPARE
WORD VERSION FIELD IN CHANNEL
TYPE "00" EFFECT IDENTIFICATION
llOll
1 2 3 2 6 2
L (ALWAYS "0" FOR CLCW)
LAGS
F FARM B SPARE REPORT
ND NO LOCK- | WAIT |RETRANSMIT | COUNTER VALUE
RF BIT ouT
AVAIL | LOCK
1 1 1 1 8

The CLCW contains the following fields:

Field

CLCW VERSION
STATUS FIELD
COP IN EFFECT

RESERVED SPARE
FLAGS:

- No rf available

- No bitlock

- Lockeut

- W ait

CONTROL WORD TYPE

VIRTUAL CHANNEL ID

Figure 4-3: Command Link Control Word Format

Length (Bits)

(D
(1)
(D
(M

NN NN W —

- RKetransmit

FARM B COUNTER
) RESERVED SPARE

REPORT VALUE
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Unless otherwise stated, all fields are required elements.
(I) CONTROL WORD TYPE (Bit 0)

This one-bit field shall be set to zero to indicate that the Operational Control Field
contains a CLCW.

(2) CLCW VERSION NUMBER (Bits 1,2)

The two-bit CLCW VERSION NUMBER field is included to provide future gfowth
flexibility. However, at present a single “Version-1” CLCW format is definéd ip this
Recommendation. It shall be indicated by setting Bits 1,2 to value “00°}, The f¢rmat
of the Version-1 CLCW report is described herein.

(B) STATUS FIELD (Bits 3,4,5)

Application of this field is mission-specified. It may be dsed by Agencies or Cdnters
for local enhancements to TC operations and is not part'of the COP protocol.

() COP IN EFFECT (Bits 6,7)

These two bits indicate the COP which 1§ being used. At present a single COP, I
COP-1, is defined. It shall be identified:by setting Bits 6,7 to the binary value “(1”.

—
4
—

VIRTUAL CHANNEL ID (Bits 843)
This field contains the VIRTUAL CHANNEL Identifier of the TC Virtual Chénnel
with which this report ig associated. Each Virtual Channel which is open shall [have
its own CLCW reporting activated. i

(p) RESERVED SPARES (Bits 14,15)

These twa bits are reserved by CCSDS for future application. For the present| Bits
14,15 shall be set to value “00”.

() ELAGS (Bits 16,17,18,19,20)

(—NOREAVAHABEE flag(Bit1+6)
The NO RF AVAILABLE flag provides a logical indication of the “ready”
status of the radio frequency (rf) elements within the physical data channel
provided by the Channel Service layers. Precise definition of the set of physical
states which must each be in the “ready” condition before commanding is
possible is mission-specified. For example, the flag can represent a logical sum
of the overall ready status of components such as the rf transponder and the
demodulator.
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Whenever Bit 16 is set to value “0”, the physical channel is AVAILABLE (i.e.,
any TC Transfer Frame will be received and processed by the Channel Service
layers and passed on to the Transfer layer if correct).

Whenever Bit 16 is set to value “1”, the physical channel is NOT AVAILABLE
and TC Transfer Frames cannot be transferred without corrective action within
the Channel Service layers.

The single NO RF AVAILABLE flag applies to all Virtual Channels. Thig,ipput
parameter to the CLCW is updated whenever a change is signaled-by| the
Channel Service.

(b) NOBIT LOCK flag (Bit 17)

The NO BIT LOCK flag is an optional, mission-specific engineefing
measurement which provides a performance quality indicator that indidates
specifically whether the Channel Service layers are working normally by haying
enough signal energy to achieve bit synchronization with the received Hata
stream. If bit lock is not achieved, this may_indicate that the Channel Serpice
layers are operating at a non-nominal performance level and that the TC Frpme
rejection rate may be correspondingly abmormally high.

When Bit 17 is used and setto value “0”, this indicates BIT LQCK
ACHIEVED. When Bit 17 is used and set to value “1”, this indicates NO [BIT
LOCK ACHIEVED.

This flag is not part(of'the COP protocol, and may therefore be used by
Agencies or Centers for local enhancements to TC operations. If not used, it
shall be set permanently to value “0”.

The single’NO BIT LOCK flag applies to all Virtual Channels. This ipput
parameterto the CLCW is updated whenever a change is signaled by] the
ChannelService.

(c) AOCKOUT flag (Bit 18)

Bit 18 is set to value “1” to indicate LOCKOUT whenever a Type-A TC Frame
is received on a particular Virtual Channel which violates certain frame
acceptance checks. Once the FARM is in LOCKOUT, all subsequent Type-A
TC Frames are rejected by that FARM until the condition is cleared. The
conditions for entering and exiting LOCKOUT for the COP are specified in
Reference [7]. If the FARM is not in LOCKOUT, Bit 18 shall be set to value
“0”.

Necessarily, separate LOCKOUT flags shall be maintained for each Virtual
| Channel.
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(d)

WAIT flag (Bit 19)

When Bit 19 is set to value “1”, this indicates that the receiving end of the
Transfer layer is unable to pass data to the Segmentation layer on a particular
Virtual Channel. This may be caused by temporary lack of storage and/or

processing resources in the receiving end of the Transfer or higher layers.

When Bit 19 is set to value “17 (i.e., WAIT) for a particular Virtual Channel, all

8)

(e)

FARM-B COUNTER (Bits 21,22)

£ el [ a) AT T P DR | h S PO B I M PO I ) 4l I~ A DA
TUruiIcCt l)’l)C"/“\ PO T'TdiiicS Ul Uldt CiTdlinliCl Slidll UC ICJCLLCU U_)/ LI T AN
the condition is cleared by freeing the congestion, either automatically
taking appropriate control action as defined in Reference [7].

When Bit 19 is set to value “0” (1.e., DON’T WAIT),~normal T)
commanding may proceed on that channel.

1 until
or by

pe-A

The precise specifications for use of the WAIT Flag are/contained in Refgrence

[7]. Necessarily, separate WAIT flags shall be maintained for each V
Channel.

RETRANSMIT Flag (Bit 20)

The RETRANSMIT flag speeds the operation of the COP by proy
immediate indication (Bit 20 set toivalue “1”) to the FOP at the sending e
one or more Type-A frames @’ a particular TC Virtual Channel have
rejected or found missing~by the FARM and therefore retransmiss
required. The conditions ‘which cause the flag to be set are specif
Reference [7].

irtual

iding
d that
been
on 1s
ed in

When Bit 20 is.Set to value “0”, this indicates that there are no outstanding

Type-A frame’ rejections in the sequence received so far, and
retransmissions are not required.

The precise specifications for use of the RETRANSMIT Flag are contai
Reference [7]. Necessarily, separate RETRANSMIT flags shall be main
for each Virtual Channel.

thus

ned in
ained

INI
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This

counter 1s maintained within the FARM and increments once each time a Type-B TC
Transter Frame is accepted in BYPASS mode on a particular Virtual Channel. The
tield supports the verification that BYPASS mode frames (Control or user Data) were
accepted by the spacecratft.

Necessarily, separate FARM-B COUNTERS shall be maintained for each Virtual
Channel.
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(9) RESERVED SPARE (Bit 23)

This bit is reserved by CCSDS for future application. For the present, Bit 23 shall be
set to value “0”.

(10) REPORT VALUE (Bits 24-31)

This field, which shall always be one octet long, contains the value of “N(R)”, 1.e.,
the current observed value of the FARM’s NEXT EXPECTED FRAME SEQUENCE
NUMBER V(R). The FARM V(R) counter shall increment once each time a-Ilype-
AD TC Frame is accepted on a particular Virtual Channel.

The precise specifications for use of the REPORT VALUE are contained in Referpnce
[7]. Necessarily, separate counters shall be maintained for each Virtyal Channel.

4.3 [STANDARD PROCEDURES WITHIN THE LAYER
Standard procedures within the Transfer layer are concerned with the)following operations:

(1) At the receiving end of the system, reconstituting/TC Frames from the data stfeam
provided by the Channel Service Coding layer and removing any Fill Data
transferred from that layer.

(2) Atthe receiving end of the system, performing standard “Frame Validation Checks”
on all TC Frames reconstituted fromthe Coding layer.

(3) Atboth ends of the system, exécuting the Command Operation Procedure whifh is
used to move TC Frames across the Transfer layer, including performing frame
acceptance checks and establishing and using various counters, numbers| and
windows.

4.3.[1 FRAME DELIMEFING AND FILL REMOVAL PROCEDURE

The Telecommand Channel Service (Reference [4]) resides immediately below the Trapsfer
layer At the sending end of the TC System, the Transfer layer passes one or more TC Frames
to thg Channgel.Service Coding layer, which encodes the frames to protect them from efrors
which may<beintroduced as they are transmitted through the physical channel. Fill Datajmay
have to be inserted by the Channel Service to ensure correct transmission of all valid data.

The receiving end of the Transfer layer receives as an input from the Coding layer a series of
data octets, corresponding to the decoded frame(s), which have been declared “clean” by the
Coding layer insofar as they contain no detected errors. The Coding layer provides a “Data
Start” signal to the Transfer layer, indicating that data are being transferred.

The Data Start signal shall be set TRUE while the Coding layer is in the process of actively
transferring data octets. Since the first octet transferred after Data Start goes TRUE
corresponds to the first octet of the first TC Transfer Frame, the receiving end of the Transfer
layer may delimit this frame—and each of any successive TC Transfer Frames—by reading the

CCSDS 202.0-B-2 Page 4-14 November 1992


https://standardsiso.com/api/?name=b95bc4b0030e8c379b17ad24547f1fc8

ISO 12172:1998(E)

CCSDS RECOMMENDATION FOR TELECOMMAND: DATA ROUTING SERVICE

FRAME LENGTH field in the first header, and then successively reading the FRAME
LENGTH field in each subsequent header.

The Data Start signal shall become FALSE (indicating “Data Stop”) when the Coding layer

stops transferring octets because of a decoder failure or channel deactivation. Decoding failure I
may be caused by the normal end of the transmitted TC Frame(s), or by a genuine channel-
induced error.

Ifo receiving end of the Transfer
layer and the number of octets received when the Data Stop condition occurs equals thenpmber
of dctets specified by the FRAME LENGTH(s), then each Frame shall be passedyon [to the
Frape Validation Check procedure (see 4.3.2) as it is delimited.

If avalid FRAME LENGTH field is detected by the receiving end of the Tfdnsfer layer Qut the
nunpber of octets received when the Data Stop condition occurs is less than the numper of
octdts specified by that FRAME LENGTH, this entire Frame shall-be discarded sinde this
indifates that a failure has occurred, possibly due to a channel errox detected during recg¢ption
of the data stream within the Channel Service layers below.

If afvalid FRAME LENGTH field is detected by the receiving end of the Transfer layer fut the
nunjber of octets received when the Data Stop conditién-occurs is greater than the numper of
octdts specified by that FRAME LENGTH, Fill Dat¥was probably appended by the sgnding
end|Coding layer to complete the last TC Codeblock (Reference [4]). Because the recg¢iving
end|Coding layer cannot distinguish between.¥alid data and Fill Data, the Fill Data mpist be
strigped by the Transfer layer.

The|characteristics of the present TC Cedeblock structure are such that no more than six joctets

of Hill Data can occur. If LESS THAN FIVE trailing octets of Fill Data are present, thep they
canfot possibly form a Frame Header, and they will be immediately discarded by the Trpnsfer

laydr. If FIVE OR SIX trailing octets of Fill Data exist, the Transfer layer data hapdling
prodess might attempt tointerpret the Fill Data as a new Transfer Frame Header; however, the
subfequent Frame Validation Check (see 4.3.2) will prevent this from happening becaufse the
Fill|pattern of “01040101” appearing in each octet will violate at least one of the valiglation |
testy; in particular,this pattern appearing where the FRAME LENGTH field might be expected
willlindicate a frame length that exceeds the number of octets received from the Coding|layer,

thu failing-atest and causing the trailing five or six octets to be discarded.

4.3

After each TC Transfer Frame is reconstituted from the string of octets provided by the Coding
layer, it will next be subjected to a set of standard tests called a “Frame Validation Check”. The
Frame Validation Check shall be applied to ALL incoming TC Transfer Frames, regardless of
whether they are Type-A or Type-B. Failure to pass any test within the Frame Validation
Check shall cause the Transfer Frame to be rejected (discarded). The Frame Validation Check
consists of the following tests:
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4.3

The Command Operation Procedure fully specifies the closed-loop protocols executed b
send]

whol

.3 COMMAND OPERATION PROCEDURE (COP)

CCSDS RECOMMENDATION FOR TELECOMMAND: DATA ROUTING SERVICE

(1) The TC Frame must have an expected VERSION NUMBER.
(2) The TC Frame must have the expected SPACECRAFT ID.

(3) The TC Frame Header must not contain any values which are not consistent
the implemented features for that spacecraft.

with

(4) The value of the FRAME LENGTH must be consistent with the number of octets

Lildl 41T PleCllL.
(5) If implemented, the FRAME ERROR CONTROL test must pass.

(6) The Data Field of a TC Frame containing a Control Command must be consi
with the allowed Control Commands.

stent

y the

ng and receiving ends of the Transfer layer of the,TC System. The COP, which exists
ly within the Transfer layer, consists of a pair of synchronized procedures for each Virtual

Channel: a Frame Operation Procedure (FOP) that'executes within the sending entity; qnd a

Frame Acceptance and Reporting Mechanism (FARM) that executes within the receiving e

The

ntity.

sending FOP transmits TC Frames to-the receiving FARM. The FARM refurns

telemetered Command Link Control Word$(CLCWs) to the FOP and thus closes the logp by

providing reports of the status of frame-acceptance.

The (

the o
abov
they

Only

THE

peration of the TC System,)i:e., the delivery of data units to the receiving end of the
e, correct and without omission or duplication, and in the same sequential order in w
were received fromrthe/layer above at the sending end.
one COP is défined in this Recommendation: COP-1.
CAUTION

CONTROLLING SPECIFICATIONS FOR THE LOGICAL OPERATI¢

COP provides a basic Quality.Of Service (QOS) within the Transfer layer that is centfal to

ayer
hich

DNS

WH

CH MUST BE EXECUTED TO PERFORM THE COP ARE CONTAT

ED

IN A MORE DETAILED CCSDS RECOMMENDATION (REFERENCE [7]).
IN THE EVENT OF ANY CONFLICT BETWEEN THE DESCRIPTIVE TEXT
CONTAINED IN THIS RECOMMENDATION AND THE TEXT OF
REFERENCE [7], THE MORE DETAILED SPECIFICATIONS CONTAINED
IN REFERENCE [7] SHALL PREVAIL.
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erlying the Transfer layer is the physical telecommand data channel which interconnects its

sending and receiving ends. If a perfect data channel existed, the QOS would be assured since
the exact duplicate of the series of data units which was input to the sending end would appear
at the receiving end. However, space data channels are noisy and may introduce errors or

disc

ontinuities into transmitted data streams. The job of the COP within the Transfer layer is

therefore to ensure the correctness, completeness and sequentiality of the delivered data units,
in the presence of such errors or discontinuities introduced by the layer below.

sequentiality and non-duplication of the delivered data units on a particular Virtual Channel
reqpires that a frame accounting (i.e., numbering) scheme be implemented by~the COP.

FARM-1 permits Type-AD frames to be accepted only if they are re€eived bearing absolute
FRAME SEQUENCE NUMBERS which are in the proper up-counting sequential order;| upon

det¢

ction of the first frame sequence error, the FARM will reject all subsequent Type-AD

frames on that Virtual Channel which do not contain the eXpected FRAME SEQUENCE
NUMBER, and the FOP must go back n frames and reSunie sequential retransmission by

repg

ating all unacknowledged Type-AD frames.

Type-BC frames are used to send Control Commands to the FARM. Type-BD framgs are
professed by the COP only to the extent of causing the FARM to increment the FARM-B
COUNTER in the CLCW.
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ANNEX A

DATA ROUTING SERVICE
ACRONYMS AND TERMINOLOGY

(THIS ANNEX IS PART OF THE RECOMMENDATION)

Purpose:

Thig Annex defines the Key acronyms and terms which are used throughouf this
Rec¢mmendation to describe-activities within the Segmentation and Transfer Layers.
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CCSDS:
CLCW:
COP:
COP-1:
CTRL:
FARM:
FARM-1:
FOP:
FOP-1:
ID:
MAP:
MSB:
N(R):
N(S):
QOS:
RF or 1t
TC:

TF:

VC:
V(R):

CCSDS 202.0-B-2

44

ACRONYMS

ACCEPTANCE CHECK MODE

BYPASS MODE

CONSULTATIVE COMMITTEE FOR SPACE DATA SYSTEMS
COMMAND LINK CONTROL WORD

COMMAND OPERATION PROCEDURE

COMMAND OPERATION PROCEDURE #1

CONTROL

FRAME ACCEPTANCE AND REPORTING MECHANISM
FARM PART OF COP-1

FRAME OPERATION PROCEDURE

FOP PART OF COP-1

IDENTIFIER

MULTIPLEXER ACCESS POINT

MOST SIGNIFICANT BIT

THE OBSERVED VALUE OF V(R) CONTAINED IN ONE CLCW
TRANSMITTED FRAME SEQUENCE'NUMBER
QUALITY OF SERVICE

RADIO FREQUENCY

TELECOMMAND

TRANSFER FRAME

VIRTUAL CHANNEL
RECEIVER_FRAME_SEQUENCE_NUMBER
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TERMINOLOGY

CODING LAYER:

The top layer of the Channel Service, specified in Reference [4]. This is the layer immediately
below the Transfer layer.

COMMAND LINK CONTROL WORD (CLCW):

The CLCW is the protocol data unit for TC reporting via telemetry from the FARM backofo the
FOP| The CLCW resides wholly within the Transfer layer, though it does ing¢lude 4 few
parameters describing the readiness state of lower layers, which aid the efficient operatipn of
the COP. The CLCW does not perform any reporting service for the Segmentation layer.

CONIMAND OPERATION PROCEDURE (COP):

A sequence of procedural activities designed to assure the reliable,€rror-controlled delivdry of
a TQ Transfer Frame across the Transfer layer. The COP censists of a Frame Operjation
Procgdure (FOP) operating within the sending end of the layer and a Frame Acceptanc¢ and
Repqrting Mechanism (FARM) operating within the receiving end of the layer.

COP1 = Sequential acceptance and retransmissian-with frame sequence numbering.
CONTROL COMMAND:

A spgcial Type-B TC Frame which carries €ontrol instructions in its Data Field to set up the
interpal operating parameters of the FARM.

CONTROL INSTRUCTION:

Infogmation that is required to set up a TC System layer to support the handlirfg of
telecbommands.

DATA START:

A signal fronithe Coding layer which becomes “true” to notify the Transfer layer that [valid
decofled data octets are being transferred.

DATASTOP:

A signal from the Coding layer corresponding to Data Start becoming “false”, which notifies
the Transfer layer that no more valid data octets are being transferred by the layer below.

FARM-B COUNTER:

A counter, reported in the CLCW, which increments once for every Type-B frame that is
accepted by the FARM on a particular Virtual Channel.
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FILL DATA:

Extra trailing octets of meaningless data added by the sending end Coding layer to complete the
last TC Codeblock. Because information in the TC Transfer Frame is needed by the receiving
end to determine how much Fill Data has been added, Fill Data must be removed by the
receiving end Transfer layer, not by the receiving end Coding layer.

FRAME ACCEPTANCE AND REPORTING MECHANISM (FARM):

Thg FARM is the set of procedures executed by the receiving end of the Transfer layer to
decfide whether to accept a TC Transfer Frame and how to report operation and status back to
the [FOP via Command Link Control Words.

FRAME OPERATION PROCEDURE (FOP):
Thq FOP is the procedure executed by the sending end of the Transfer layer to transmif a TC
Transfer Frame. The FOP conducts a transfer sequence using the)communication services of
the|underlying TC Channel Service. Actions of the FOP aredictated by the rules of thg COP
and the FARM status information passed back to it via the telemetered Command Link Control
Wdrd (CLCW).

FRAME SEQUENCE NUMBER N(S):

Th¢ up-counting absolute number that is placed into each Type-A TC Frame.

FRAME VALIDATION CHECK:

A $et of common integrity and quality tests to which ALL TC Transfer Frames age first
subjected when they are progessed by the receiving end of the Transfer layer.

LQCKOUT:

A ¢ondition whefeby the FARM has detected a severe sequentiality anomaly and rejgcts all
subfsequent Typé-A frames until reset by a Type-B UNLOCK Control Command.

MULTIPLEXER ACCESS POINT (MAP):

A MAPIsTmechanism provided-withim the-Segmentatiomrfayer-to-attow-differentuser data
structures to be multiplexed together for transmission on one Virtual Channel provided by the
Transfer layer. Multiplexing allows user data structures with different delivery priorities to
share the same Virtual Channel and thus provides flow control.

NEXT EXPECTED FRAME SEQUENCE NUMBER N(R):

The observed current value of V(R) that is telemetered from the FARM to the FOP via each
CLCW.
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PACKETIZATION LAYER:

The bottom layer of the Data Management Service, specified in Reference [3]. This is the layer
immediately above the Segmentation layer.

RECEIVER_FRAME_SEQUENCE_NUMBER V(R):

The value of the Frame Sequence Number, N(S), which the FARM expects to see in the next
Type-A frame in order to preserve up-counting sequence.

RETRANSMIT:

A flag indication from the FARM, contained in a CLCW, that at least one Type~<A franje has
been rejected and that retransmission is required from the FOP.

SEGMENTATION LAYER:

The |top layer of the Data Routing Service, which interfaces,u$er data structures with the
protgcols used during transfer to the receiving spacecraft.

TELECOMMAND FRAME DATA UNIT (TC FRAME DATA UNIT)

The [data unit generated by the Segmentation layet.to be placed in the data field of the TC
Transfer Frame which will convey the data to thetspacecraft. It will consist of a TC Segment,
one ¢r more complete TC Packets or a single TC User Data Unit.

TELECOMMAND SEGMENT (TC!SEGMENT):

The [protocol data unit of the TC Segmentation layer. A TC Segment consists of a Segment
Header and Segment Data Fields

TELECOMMAND TRANSFER FRAME (TC TRANSFER FRAME or[ TC
FRAME):

The protocol datayunit of the Transfer layer. TC Transfer Frames contain a Frame Heafler, a
Frame Data Fi€ld; and an optional Frame Error Control Field. The Data Field carries either a
TC Frame Data Unit (e.g., a TC Segment or TC Packet(s)) or a Control Command, Which
establishes'the internal operations of the Transfer layer.

TELECOMMAND USER DATA UNIT (TC USER DATA UNITJ:

A finite-length user data structure provided by the layers above to be carried from the ground to
the spacecraft. If the layer above the Segmentation layer is the Packetization layer, the TC User
Data Unit will be a TC Packet. If the layers above the Segmentation layer do not conform to
the CCSDS telecommand architecture, the TC User Data Unit may be any other higher-layer
user data structure. Certain services of the Segmentation layer are provided only for TC
Packets.
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ANSFER LAYER:

The bottom layer of the Data Routing Service, which performs the transfer of user data
structures to the receiving spacecratt.

TY

PE-A (ACCEPTANCE MODE) FRAMES:

TC Transfer Frames which have a flag set indicating that they are to be tested against the Frame

A\ ontaonca (Chanl
coeptanceCheck:

TY

TC

Frapne Acceptance Check, but should be delivered as soon as they pass the/Frame Vali
Chgck.

UNLOCK:

A Type-B Control Command which resets a FARM LOCKQUT condition.
VIRTUAL CHANNEL (VC):

Virtual Channels are provided by the Transfer layer, which interfaces with the single ph
chahnel in the layers below and presents the service of apparently separating this single ¢

intq multiple “virtual” paths to the Segmentation layer.

A Yirtual Channel (VC) is simply a‘unique, multi-bit ID code assigned to a particular sed
TC Transfer Frames to enable all the frames which are members of that sequence

PE-B (BYPASS MODE) FRAMES:

Transfer Frames which have a flag set indicating that they are NOT to bentested agail

htified. When different Yirtual Channel IDs are assigned to different TC Transfer

st the
Hation

ysical
hannel

uence
to be
Frame

ences, the sequences ¢an be multiplexed onto the physical channel at the sending end and
sorted at the receiving end back into their proper parent sequences. Necessarily,

when
/ irtual
ctures

ansfer

layer has encountered congestion in passing data to the layer above and cannot accept any more
Type-A frames.
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ANNEX B
DATA ROUTING SERVICE SPECIFICATION

(THIS ANNEX IS PART OF THE'RECOMMENDATION)

Purpose:

This[Annex provides the detailed specification of the service provided by the Segmentatiop and
Tranfsfer layers.
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