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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

ISO 11898 was first published as one document in 1993. It covered the CAN data link layer, as well as

the

high-speed physical layer.

In the reviewed and restructured ISO 11898 series:

Part 1 defines the data link layer including the logical link control (LLC) sub-layer and the medium

access control (MAC) sub-layer, as well as the physical signalling (PHS) sub-layer;

fiooctha baigh coand ohcioo attachaa it (DN AY

NO1
des
repll

eHresthe-high-speedphysical-medivimattachment{PMA):

Part 3 defines the low-speed fault-tolerant physical medium attachment (PMA);

Part 4 defines the time-triggered communication;

Part 5 defines the power modes of the high-speed physical medium attachment (PMA);
Part 6 defines the selective wake-up functionality of the high-speed physical medium 3

(PMA).

ribed in ISO 11898-2, ISO 11898-5 and ISO 11898-6. (The futufe edition of ISO 11898-2 wil
ace the current ISO 11898-2:2003, ISO 11898-5:2007 and ISO 11898-6:2013)

ttachment

E ISO 11898-2 is updated in parallel to the update of this part-af ISO 11898 to combine the functions

cancel and

Figlire 1 shows the relations between the OSI reference layers and the parts of the ISO 11898 series.

NOTI

ISO

osl CAN
reference layers
layers
Application / Logic link control
/
. /
Presentation /
Ve Media access control | Scope of
Session / ISO 11898-1
34 | Physical codi
X . ysical coding
Transport %) i sub-layer
) ~ i ; AUl scope of
Network / v Physical media P
e attachement ISO 11898-2 resp.
Data link yd - - MDI’ ISO 11898-3
= Physical media
Physical dependent

E 1S0"11898-2 refers to the future edition that will cancel and replace the current ISO 11
11898-5:2007 and ISO 11898-6:2013.

898-2:2003,

Figure 1 — CAN data link and physical sub-layers relation to the OSI model

© ISO 2015 - All rights reserved

vii


https://standardsiso.com/api/?name=a008df833e839517caaa2165b2f0a79c



https://standardsiso.com/api/?name=a008df833e839517caaa2165b2f0a79c

INTERNATIONAL STANDARD

ISO 11898-1:2015(E)

Road vehicles — Controller area network (CAN) —

Part 1:
Data link layer and physical signalling
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Scope

5 part of ISO 11898 specifies the characteristics of setting up an interchange of digital i
veen modules implementing the CAN data link layer. Controller area network
munication protocol, which supports distributed real-time control and multiplexing for
 vehicles and other control applications.

5 part of [SO 11898 specifies the Classical CAN frame format and the newly introduced C4

o 8 byte per frame. The Flexible Data Rate frame format allows bit’rates higher than 1
loads longer than 8 byte per frame.

5 part of ISO 11898 describes the general architecturerof CAN in terms of hierarch
rding to the ISO reference model for open systems interconnection (OSI) according to ISQ
he CAN data link layer is specified according to ISO/dE€'8802-2 and ISO/IEC 8802-3.

5 part of ISO 11898 contains detailed specificatiofis of the following (see Figure 2):
logical link control sub-layer;

medium access control sub-layer;

physical coding sub-layer.

re are three implementation options. They are the following:

support of the Classical CAN frame format only, not tolerating the Flexible Data Rate fra
support of the Classical'CAN frame format and tolerating the Flexible Data Rate frame f¢
support of the Clagsical CAN frame format and the Flexible Data Rate frame format.
last option is recommended to be implemented for new designs.

E Implementations of the first option can communicate with implementations of the third

brtunities to run implementations of the first option also in CAN networks using the Flexible Dat3

hformation
s a serial
use within

AN Flexible

h Rate Frame format. The Classical CAN frame format allows bit rates up to 1 Mbit/s anld payloads

Mbit/s and

ical layers
/1EC 7498-

ne format;

rmat;

option only

ng asthe Flexible Data Rate frame format is not used; otherwise, Error Frames are generatedl. There are

Rate frame

forn

hat /but these are not in the scope of this part of ISO 11898.

2

Conformance

The data link layer conformance test plan is not in the scope of this part of ISO 11898. For an
implementation to be compliant with this part of ISO 11898, the logical link control sub-layer and the
medium access control sub-layer shall comply with all mandatory specifications and values given in
this part of ISO 11898. If optional specifications and values are implemented, they shall comply, too.

©IS
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3 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model — Part 1

ISO/IEC/IEEE 8802-3:2014, Standard for Ethernet — Part 3

4 TermL and definitions

For the puipose of this part of ISO 11898, the following terms and definitions apply.

41

arbitration phase

phase whefe the nominal bit time is used

4.2

bit stuffing

frame coding method providing bus state changes required for periodie resynchronization when uging
an NRZ bit[representation

Note 1 to enptry: Whenever the transmitting logic encounters a certainshumber (stuff width) of consecutive|bits
of equal valpe in the data, it automatically stuffs a bit of complementary value—a stuff bit—into the outgoin bit
stream. Recgivers de-stuff the Data Frames and the Remote Frame§/i.e. the inverse procedure is carried out,

4.3

bus

topology df a communication network, where all\nodes are reached by passive links which allow
transmissipn in both directions

4.4

bus compgrator

electronic fircuit converting physical signals used for transfer across the communication medium Hack

into logical information or data signals

4.5
bus drivey
electronic fircuit convertinginformation or data signals into physical signals so that these signals
be transfeiired across the.ecommunication medium

can

4.6
bus state

one of two|complementary logical states: dominant or recessive

Note 1 to entry: The dominant state represents the Togical 0, and the recessive state represents the logical 1.
During simultaneous transmission of dominant and recessive bits, the resulting bus state is dominant. When no
transmission is in progress, the bus is idle. During idle time, it is in recessive state

4.7

Classical Base Frame Format

format for Data Frames or Remote Frames using an 11-bit identifier, which are transmitted with one
single bit rate and up to and including 8 data bytes

4.8

Classical Extended Frame Format

format for Data Frames or Remote Frames using a 29-bit identifier, which are transmitted with one
single bit rate and up to and including 8 data bytes

© ISO 2015 - All rights reserved
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4.9

Classical Frame

Data Frame or Remote Frame using the Classical Base Frame Format or the Classical Extended Frame
Format

4.10
content-based arbitration
CSMA arbitration procedure resolving bus-contention when multiple nodes simultaneously access the bus

4.11
data bit rate
number of bits per time during data phase, independent of bit encoding/decoding

e indicating the detection of an errotcondition

nabled
to receive and to transmit-ED Frames, as well as Classical Frames

ase Frame Format
at for Data Frames using an 11-bit identifier, which are transmitted with a flexible bit fate and up
d including 64 data bytes

format for-Data Frames using a 29-bit identifier, which are transmitted with a flexible bit rate and up to

4.20
FD Frame
Data Frame using the FD Base Frame Format or FD Extended Frame Format

4.21
FD intolerant
only able to receive or to transmit Classical Frames, disturbing FD Frames

4.22
FD tolerant
not able to receive or to transmit FD Frames but not disturbing them

© IS0 2015 - All rights reserved 3
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4.23

frame

Protocol Data Unit of the data link layer specifying the arrangement and meaning of bits or bit fields in
the sequence of transfer across the transmission medium

4.24
handle
hardware object label of one or multiple LLC frames (LPDU)

4.25
higher-layer protocol
protocol aljove the Data Link Layer protocol according to the Open System Interconnection model

[SOURCE: [ISO/IEC 7498-1]

4.26

identifier
does not indicate the destination of the frame but reflects the priority of a particularframe and den¢tes
the meaning of the data

4.27
idle
state of thq network, when there is recessive state after the completion/oef a frame

4.28
idle condition
detection qf a sequence of eleven consecutive sampled recessivebits

4.29
integrating
status of a|node waiting on an idle condition after it-has started the protocol operation during bug-off
recovery of after a protocol exception event

4.30
minimum{time quantum
smallest time quantum that can be configured for the specific implementation

4.31
multicast
addressing where a single frame-is addressed to a group of nodes simultaneously

Note 1 to ¢gntry: Broadcast is-a special case of multicast, whereby a single frame is addressed to all ngdes
simultaneoqsly.

4.32
multi masger
network wijith’several nodes where every node is able to temporarily control the action of other nodrs

4.33

node

assembly, linked to a communication network, capable of communicating across the network according
to a communication protocol specification

Note 1 to entry: A CAN node is a node communicating across a CAN network.

4.34
node clock
time base to coordinate the bit-time-related state machines in CAN implementations

4.35
nominal bit rate
number of bits per time during arbitration phase, independent of the bit encoding/decoding

4 © IS0 2015 - All rights reserved
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4.36
nominal bit time
duration of one bit in arbitration phase

4.37

Non-Return-to-Zero

method of representing binary signals, i.e. within one and the same bit time, the signal level does not
change, where a stream of bits having the same logical value provides no edges

4.38
Overload Frame
fraipe indicating an overload condition

4.39
priprity
attrjibute to a frame controlling its ranking during the arbitration

Note 1 to entry: A high priority increases the probability that a frame wins the arbitration process.

4.40
pratocol
formal set of conventions or rules for the exchange of information between nodes, indluding the
spefification of frame administration, frame transfer and PL

4.4
protocol exception event
exception from the formal set of conventions or rules to be able to tolerate future new frame¢ formats

4.4
recpiver
any|node that is not transmitter or integrating\when the bus is not idle

4.438
Remote Frame
e that requests the transmissionof a dedicated Data Frame

optlon where a<rame can be transmitted in a defined time slot, which also provides a network-wide

datf and remote frames avoid collisions with data and remote frames transmitted by other nqdes

transeeiver
electronic circuit that connects a CAN node to a CAN network, consisting of a bus comparator and a bus
driver

4.47

transmitter

node originating a data frame or remote frame, and stays transmitter until the bus is idle again or until
the node loses arbitration

5 Symbols and abbreviated terms

ACK Acknowledgement

© IS0 2015 - All rights reserved 5
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AUI
BCH
BRS
CAN
CBFF
CEFF
CRC
CSMA
DF
DLC
DLL
EF
EOF
ESI
FBFF
FCE
FD
FDF
FEFF
HLP
IDE
IPT
LAN
LLC
LME
LPDU
LSDU
MAC
MAU
MDI

MPDU

Attachment Unit Interface
Bose-Chaudhuri-Hocquenghem
Bit Rate Switch

Controller area network

Classical Base Frame Format

Classical Extended Frame Format

Cyclic Redundancy Check
Carrier Sense Multiple Access
Data Frame

Data Length Code

Data Link Layer

Error Frame

End Of Frame

Error State Indicator

FD Base Frame Format

Fault Confinement Entity
Flexible Data Rate

FD Format indicator

FD Extended Frame Format
Higher-Layer Protocadls
[Dentifier ExtenSion
InformationProcessing Time
Local Arga Network

Logical Link Control

axvzar Monagarannt T

LLC Protocol Data Unit

LLC Service Data Unit
Medium Access Control
Medium Attachment Unit
Medium Dependent Interface

MAC Protocol Data Unit

© ISO 2015 - All rights reserved
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MSB Most Significant Bit

MSDU MAC Service Data Unit

NRZ Non-Return-to-Zero

OF Overload Frame

0SlI Open Systems Interconnection
OVLD Overload

PCI Protocol Control Information
PCS§ Physical Coding Sub-layer

PD{ Protocol Data Unit

PL Physical Layer

PMA Physical Medium Attachment
r0 Reserved bit in Classical Extended Frame Format
res Reserved bit in FD Frames

RF Remote Frame

RRS Remote Request Substitution
RTH Remote Transmission Request
SAH Service Access Point

SDU Service Data Unit

SJW Synchronization Jump Width
SOH Start Of Frame

SP Sample Peint

SRR Substitute Remote Request
SSP Secondary Sample Point

TD( Transmitter Delay Compensation
6 Basic concepts of CAN

6.1 CAN properties

CAN has the following properties:

multi-master priority-based bus access;
non-destructive content-based arbitration;
all frame transfer is done as broadcast;

multicast frame transfer by acceptance filtering;

© ISO 2015 - All rights reserved
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been d

remote data request;
configuration flexibility;
network-wide data consistency;

error detection and error signalling;

estroyed by errors during transmission;

distinction between temparary errors and permanent failures of nodes and antonomons switch

automatic retransmission of frames that have lost arbitration, have not been acknowledged, or have

ng-

off of d

6.2 Frar

Informatior

idle, any ¢
frames are

6.3 Bus

If two or 1
by content
informatio

efective nodes.

1€s

on the bus is sent in fixed format frames of different but limited length.(When the by
nnected node is allowed to start the transmission of a DF or RF. The bus is idle whe

s is
no

transmitted. Additionally, any connected node may start the indication'of error and overload
information by means of dedicated frames (EF and OF, respectively).

hccess method

ore nodes start to transmit DFs or RFs at the same time;the bus access conflict is resol
tbased arbitration using the identifier. The mechanism of arbitration ensures that neit
nor time is lost. The transmitter with the DF or RFof the highest priority gains the

access. A with the same ID as an RF wins bus arbitration,

6.4 Info

A node do
Instead, re
filtering,
receivers t

rmation routing

bs not make use of any information aliout the network configuration (e.g. node addre
ceivers accept or do not accept information based upon a process called frame acceptd
hich decides whether the recejved information is relevant or not. There is no need
b know the transmitter of the information and vice versa.

6.5 Net

ork flexibility

Nodes can |be added to the CAN(network without requiring any change in the software or hardwar
any node, if the added node is hot the transmitter of any DF and if the added node does not require
additional fransmitted data:

6.6 Dat3a consistency

Within a

N network, a frame can be simultaneously accepted as a valid frame either by all nd

or by no npde."Thus data consistency is a property of the CAN network achieved by the concept

ved
her
bus

ss).
nce
for

e of
any

des
s of

broadcast and-by-errorhandling.

6.7 Remote data request

By sending an RF, a node requiring data may request another node to send the corresponding DF. The

RF and the

NOTE 1

corresponding DF are named by the same identifier.

in a transmit buffer will be sent.

The node having the message with the requested ID decides whether new data are produced or data

NOTE2  The node having the message with the requested data decides how to respond to an RF with
mismatching DLC.
8 © IS0 2015 - All rights reserved
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Error detection

detecting errors, the following measures are provided:

monitoring (transmitters compare the transmitted bit levels with the bit levels detected on the

network);

15-bit CRC for Classical Frames, 17-bit CRC for FD Frames with up to 16 data-field bytes,
for FD Frames with 20 to 64 data-field bytes;

stuff bit count check for FD Frames;

21-bit CRC

6.9

Cor
recq
pro

bit 1

6.1

All
and
ack

6.1

Fra
dist
has
1049
reti

6.1
CA)

no
nei

Fupted frames are flagged by any transmitting node and any depmally operating (eq
biving node. Such frames are aborted and retransmitted accofding to the implemente
redure (see 8.3.4). The recovery time from detecting an exror-until the possible start
frame is typically 17 to 23 nominal bit times (in the case of nod€s)in error passive mode up to

0 ACK

howledged as corrupted.

1 Automatic retransmission

variable bit stuffing with a stuff width of five (except in the CRC field of FD Frames);

frame format check;

ACK check.

Error signalling and recovery time

imes), if there are no further errors.

receivers check the consistency of the received DFs and RFs, acknowledge a consist
flag an inconsistent frame by means of anEF. A transmitting node regards a DF or RF

nes that have lost arbitration, frames that have not been acknowledged, and frames that
urbed by errors during tfahsmission are retransmitted automatically until their tr
been successfully completed or until their transmission is no longer requested (seg
.6). Optionally, the automatic retransmission may be disabled (see 9.3). Optionally, the
ansmission may beclimited to a certain number of attempts (see 10.9.6).

2 Fault confinement

| nodes dre'able to distinguish short disturbances from permanent failures. Defective tr
es areSwitched off. Switched off means a node is logically disconnected from the bus, sa
her{sénd nor receive any frames (see 12.1.4.4).

ror-active)
d recovery
pf the next
B1 nominal

ent frame,
that is not

have been
hnsmission
8.3.4 and
automatic

ansmitting
that it can

6.13 Error-active

An error-active node normally takes part in bus communication and sends an active error flag when an
error has been detected. The active error flag consists of 6 consecutive dominant bits and violates the
rule of bit-stuffing and all fixed formats appearing in a DF and RF (see 12.1.4.2).

6.14 Error-passive

An error-passive node sends no active error flag. It takes part in bus communication, but when an error
has been detected a passive error flag is sent. The passive error flag consists of 6 consecutive recessive
bits. After transmission, an error-passive node waits some additional time before initiating a further
transmission (see suspend transmission in 10.4.6.4 and 12.1.4.2).
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6.15 Bus-off

A node is in the bus-off state when it is switched off from the bus due to a request of FCE. In the bus-
off state, a node neither sends nor receives frames. In the bus-off state, a node does not send any
dominant bits.

7 Layered architecture of CAN

7.1 Reference to OSI model

According [to the OSI reference model (see ISO/IEC 7498-1), the CAN architecture of this par
[SO 11898 fepresents two layers (see Figure 2),
— DLL, ahd
— PCS of|PL.
LSDU interface
@) Acceptance filtering
- Overload notification
. — Recovery management
)
> Data encapsulation i
© Data de-capsulation Superwsor
V4 Frame coding
= &f) (bit-stuffing, de-stuffing) .| Fault
. Medium access management .
8 = | Error detection ? -1 confinement
® Error signalling (MAC-LME)
o Acknowledgement
Serialisation
De-serialisation
3 5 | 9 | Bitencoding Bus failure
Q> &_) glt dicodl,ngt_ - management
nchronjzation
o Stk S (PLS-LME)
Attachment unit interface
Figure 2 — Layered architecture of CAN
According fo ISO/IEC\8802-2 and ISO/IEC 8802-3, the DLL is subdivided into
— LLC, apd
— MAC.

t of

The PL is subdivided into

— PCS§,

— PMA, and

— MDL

The MAC sub-layer operations are supervised by the FCE. Fault confinement is a self-checking
mechanism that distinguishes short disturbances from permanent failures (see 12.1).

Optionally, the PL is supervised by an entity that detects and manages failures of the physical medium
(for example, shorted or interrupted bus lines, see 12.2).

10
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Protocol specification

Two peer protocol entities shall communicate with each other by exchanging frames or PDUs.

An (N)-layer Protocol Data Unit (PDUy) consists of (N)-layer specific protocol control information
(PCIy) and (N)-layer user data. PDUy shall be passed to a (N-1)-layer entity via an SAPy.1. The PDUy
shall be passed by means of the SDUy.1 to the (N-1)-layer, the services of which allow the transfer of the
PDUy. The SDU shall be the interface data whose identity is preserved between (N)-layer entities, i.e.
it represents the logical data unit transferred by a service. The DLL of the CAN protocol shall provide
neither means for mapping one SDU into multiple PDUs nor means for mapping multiple SDUs into
one PDU, i.e. a PDUy is directly constructed from the associated SDUy and the layer spec

infd

7.3

7.3
Se

—

rmation PCly. Figure 3 illustrates the data link sub-layer interactions.

| LSDU I | LSDU I

A

MAC

MPCI
l—'MPDU

Y

| AU} I AUl

Figure 3 — Protocol layer interactions

Format description of services

1 Format description of service primitives

Vice primitives shall be written as:

service.type (

where

fic control

[parameterl, ..]
)
service indicates the name of the service, e.g. L_Data for data transfer service
provided by the LLC sub-layer;
type indicates the type of the service primitives (see 7.3.2);

[parameterl,..] isthe list of values passed to the service primitives.

The brackets indicate that this parameter list may be empty.

© ISO 2015 - All rights reserved
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7.3.2 Types of service primitives
Service primitives shall be of three generic types.

a) Service.Request

The request primitive shall be passed from the (N)-user (service user) to the (N)-layer (service

provider) to request initiation of the service.

b) Service.Indication

The indication pri shall be pas : ] . S ; ate 2
(N)-layer (or sub-layer) event which is significant to the (N)-user. This event may be logically, rels

.. O a e SEeC alaa ne A = e a ne A = 2 lll 2 ll‘

to a refnote service request, or may be caused by an event internal to the (N)-layer (or subslayer).

c) Service.Confirm

The canfirm primitive shall be passed from the (N)-layer (or sub-layer) to the (\)?user to con
the repults of one or more associated previous service request(s). This primitive may indi
either failure to comply or some level of compliance. It shall not necessarily-indicate any activit
the remote peer interface.

7.4 LLC jnterface

The LLC sub-layer shall offer two types of connectionless transmission services to the LLC user:
— unacknowledged data transfer service;

— unacknowledged remote data request service.

The interfdce service data sent from or to the user shalldbe as given in 8.2.2. The messages sent betw
LLC user and LLC sub-layer are specified in Table 1.and Table 2.

Table 1 — Message senitfrom LLC user to LLC sub-layer

vey
Cate
y at

een

Message Description

Reset_Reqyest Request to set the node into an initial state

Table 2.~ Message sent from LLC sub-layer to LLC user

Message Description

Reset_Response Response to the Reset_Request

Node_Status Indicates the current status of the node, i.e. it signals whether or not
node is in the bus-off state.

the

The LLC inférface messages sent from and to the supervisor FCE shall be as specified in 12.1.3.

8 Description of LLC sub-layer

8.1 General

The LLC sub-layer describes the upper part of the DLL according to ISO/IEC 8802-2. It is associated with

those protocol issues that are independent of the type of the medium access method.
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Services of LLC sub-layer

8.2.1 Types of connectionless-mode transmission services

The LLC sub-layer shall offer two types of connectionless-mode transmission services:

Unacknowledged data transfer service

This service shall provide means by which LLC users exchange LSDU without establishing a data link

con

nection. The data transfer may be point-to-point, multicast or broadcast.

Una
Thi

Acc
bet

The
req
LL(Q

8.2

8.2

icknowledged remote data request service

5 service shall provide means used by an LLC user to request a remote node for an LSDU tr

ithout establishing a data link connection.

remote node shall basically serve the data request in the following two ways,

The requested data may be prepared by the remote user for transmission. In this case, th
be located in a remote node buffer and shall be transmitted by the remote user LLC ¢
reception of the remote request frame.

The requested data shall be transmitted by the remote user upon reception of t
request frame.

brding to the two different LLC services, six types of\frames may be used for the com
veen transmitting node and receiving nodes.

LLC Data Frame in Classical Base Frame Format;

LLC Data Frame in Classical Extended Framé Format;
LLC Data Frame in FD Base Frame Format;

LLC Data Frame in FD Extended Frame Format;

LLC Remote Frame in Classical Base Frame Format;

LLC Remote Frame in Classical Extended Frame Format.

LLC DFs shall carry.data from a transmitter to a receiver. The LLC RFs shall be tran

sub-layer shallnetify the successful transmission or reception of a DF or RF to the LLC
2 Service primitive specification

2.1 ‘General

hnsmission

b data shall
ntity upon

he remote

nunication

smitted to

lest transmission“of‘a DF (with the same identifier) from a (single) remote node. In both cases, the

Ser.

Theservice primitive specification of this sub-clause describes in detail the LLT service primitives and
their associated parameters. The complete list of LLC service primitives shall be as given in Table 3.

© ISO 2015 - All rights reserved
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Table 3 — LLC service primitives overview

Service Service primitives Description
Unacknowledged data transfer L_Data.Request Request for data transfer
L_Data.Indication Indication of data transfer
L_Data.Confirm Confirm data transfer

L_Data.AbortRequest (optional) |Requestabortion of data transfer

Unacknowledged remote data L_Remote.Request Request for remote data request
request I._Remate Indication Indication of remote data request
L_Remote.Confirm Confirmation remote data request

L_Remote.AbortRequest(option- |Request abortion of remote data
al) request

The parameters associated with the different LLC service primitives shall be as givemin’'Table 4.

Table 4 — List of LLC service primitive parameters

Parameter Description
Identifier Identifies the content of the frame
Format Frame format (CBFF, CEFF, FBFF, FEFF, optionally giving ESI and BRS bit values)
DLC Length of the data
Data Data the user wants to transmit
Transfer_Stlatus Confirmation parameter
Handle (optional) Identifies hardware element used for;transaction

8.2.2.2 I} Data.Request

Function

The L_Datd.Request primitive shall be passed from the LLC user to the LLC sub-layer to request thaft an
LSDU be sqnt to one or more remote(LLC entities.

Semanticq of L_Data.Request primitive

The primitfve shall provideZparameters as follows:

L Dafta.Request (
Identifier
Format

DLC

Dafa

Handle
)

The parameter Data shall be insignificant if the associated LLC DF is of data length zero. Optionally, the
hardware element (message storage unit) to be used for the transmission is identified by the Handle.

Effect on receipt

Receipt of this primitive shall cause the LLC sub-layer to initiate the transfer of an LLC DF by use of
the data transfer service provided by the MAC sub-layer (see Table 6). Any L_Data.Request shall be
processed not later than the second SOF after the request when there are no error frames present
during this time.
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8.2.2.3 L_Data.indication
Function

The L_Data.Indication primitive shall be passed from the LLC sub-layer to the LLC user to indicate the
arrival of an LSDU.

Semantics of L_Data.Indication primitive

The primitive shall provide parameters as follows:

L Data.Indication(

Identifier

Format

DLC

Data

)
The parameter Data shall be insignificant if the associated LLC DF is of data léngth zero.
Effect on receipt

The effect on receipt of this primitive by the LLC user is unspecified.

8.212.4 L_Data.Confirm
Function

The L_Data.Confirm primitive shall be passed from the local LLC sub-layer to the LLC use} to convey
the|[results of the previous L_Data.Request primitive: This primitive shall be a local confirmption, i.e. it
shall not imply that the remote LLC entity or entities have passed the associated indication grimitive to
the[corresponding LLC user(s).

Semantics of L_Data.Confirm primitive

Thd primitive shall provide parametersas follows:

L Data.Confirm (

Identifier

Transfer Status

Handle

)
The Transfer_Statug-shall be used to indicate the completion of the transaction status
— |initiated by the previous L._Data.Request primitive (if optional Handle is not present), of
— |of the«optionally referred hardware element given by Handle.

Trapsfer Status:[Complete, Not_Complete, Aborted]

The transfer status Aborted is available if the optional service L_Data.AbortRequest is provided
and supported.

Effect on receipt

The effect on receipt of this primitive by the LLC user is unspecified.

8.2.2.5 L_Data.AbortRequest (optional)
Function

The optional L_Data.AbortRequest primitive shall be passed from the LLC user to the LLC sub-layer to
abort a request of transmission of an LSDU, which had been requested before.
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Semantics

of L_Data.AbortRequest primitive

The primitive shall provide parameters as follows:

L Data.AbortRequest (

Handle
)

By Handle, the hardware element (message storage unit) for which the transmission shall be aborted
is identified.

Effect on receipt

Receipt of this primitive shall cause the LLC sub-layer to abort the transfer of an LLC DF in the speei
message sforage unit. Pending transmissions, which already have been passed to the MAG-sub-l3

shall only

anerr

arbitrd

which caug

This mean
situations

The LLC sy
MAC sub-lz
L_Data.
error fra
SOF aftert

8.2.2.6 I
Function

The L_Ren
single rem

Semantics
The primit

L Rer

e aborted if

r in the MAC sub-layer during transmission occurs, or
tion was lost in the MAC sub-layer,

es the LSDU to wait for another transmission attempt.

b that an abortion request must be kept pending in the LLC layetuntil either one of the al
hceur, or until the transmission was completed.

b-layer cannot immediately abort transmissions which have already been submitted to
yer (due to priority scheduling of the requested hardware element indicated by Handle).

AllzlrtRequest shall be processed prior to the second(SOF after the request when there arg
s present during this time. Any L_Data.AbortRequest shall be processed prior to the third

he request when there are error frames presenit during this time.

_Remote.Request

ote.Request primitive shall bé passed from the LLC user to the LLC sub-layer to requg
pte LLC entity to transmitanL.SDU.

of L_Remote.Request primitive

ive shall provide parameters as follows:

ote.Request(
Identifien
Format

DLC

Handie

)

fied
yer,

ove

the
Any
0

st a

The value of DLC equals the Tength of the data Tfield of the requested DF. By the optional Handle, the
hardware element (message storage unit) to be used for the transmission is identified.

Effect on receipt

Receipt of this primitive shall cause the LLC sub-layer to initiate the transfer of an LSDU in the optionally
specified message storage unit by use of the remote data transfer service provided by the MAC sub-
layer (see Table 6).

16
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8.2.2.7 L_Remote.Indication
Function

The L_Remote.Indication primitive shall be passed from the LLC sub-layer to the LLC user to indicate
the arrival of a request for transmission of an LSDU.

Semantics of L_Remote.Indication primitive

The primitive shall provide parameters as follows:

L _Remote.Indication(
Identifier
Format
DLC
)

The identifier shall identify the LSDU to be sent. The value of DLC equals the length of the data field of
the[requested DF.

Effect on receipt

The effect on receipt of this primitive by the LLC user is unspecified.

8.212.8 L_Remote.Confirm
Function

Theg L_Remote.Confirm primitive shall be passed from‘the local LLC sub-layer to the LLC usef to convey
the|results of the previous L_Remote.Request primitive. This primitive shall be a local confirmation,
i.e. |t does not imply that the remote LLC entity:has passed the associated indication primjtive to the
corfesponding LLC user.

Semantics of L_Remote.Confirm primitive

The primitive shall provide parametets as follows:
L Remote.Confirm (

Identifier

Transfer Status

Handle
)

The Transfer_Status-Shall be used to indicate the transaction status
— |of the previdus L_Remote.Request primitive (if optional Handle is not present), or

— |of theoptionally referred hardware element given by Handle.

The Transfer_Status shall be used to indicate the completion of the transaction initiated by t}re previous

L p waata DRDaciiact it
I AN lll\.ll-\'-l\\,\.iu\—a\- I.IA ITITICIV O,

Transfer_Status:[Complete, Not_Complete, Aborted]

The transfer status Not_Complete shall be given when either a transmission request is still pending or
ongoing, or if an optional abortion request is pending.

If the optional service L_Remote.AbortRequest is provided and supported, the transfer status Aborted
is available.

Effect on receipt

The effect on receipt of this primitive by the LLC user is unspecified.
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8.2.2.9 L_Remote.AbortRequest (optional)
Function

The optional L_Remote.AbortRequest primitive shall be passed from the LLC user to the LLC sub-
layer to abort a request to a single remote LLC entity to transmit an LSDU (i.e. an RF), which had been
requested before.

Semantics of L_Remote.AbortRequest primitive

The primitive shall provide parameters as follows:

L Refote.AbortRequest (
Handle
)

By Handle) the hardware element (message storage unit) for which the transmission shall be aborted
is identified.

Effect on neceipt

Receipt of this primitive shall cause the LLC sub-layer to abort the transfer of'an LLC RF in the specified
message storage unit. Pending transmissions, which already have been passed to the MAC sub-ldyer,
can only bg¢ aborted if

— anerr¢r in the MAC sub-layer during transmission occurs, or
— arbitrgtion was lost in the MAC sub-layer,
which cauges the LSDU to wait for another transmission attempt.

This means that an abortion request must be kept pending in the LLC layer, until either one of the aljove
situations pccur, or until the transmission was completed.

The LLC syb-layer cannot immediately abort transmissions which have already been submitted to[the
MAC sub-lgyer (due to priority scheduling of the requested hardware element indicated by the Handlle).

8.3 Fungtions of LLC sub-layer

8.3.1 Gepneral

The LLC sub-layer shall praovide the following functions:
— frame pcceptance filtering;

— overload notification;

— recoverymanagement.

8.3.2 Frame acceptance filtering

A frame transaction initiated at the LLC sub-layer shall be a single, self-contained operation independent
of previous frame transactions. The content of a frame shall be named by its identifier. Each receiver
shall decide by frame acceptance filtering whether the frame is relevant or not.

8.3.3 Overload notification

The transmission of a MAC OF shall be initiated by the LLC sub-layer if internal conditions of a receiver
require delay of the next LLC DF or LLC RF. If there are internal conditions of a CAN implementation
that cause a MAC OF to be initiated, these conditions shall be documented for that CAN implementation.

At most, two MAC OF may be generated to delay the next DF or RF.
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8.3.4 Recovery management

The LLC sub-layer shall provide means for automatic retransmission of frames that lost arbitration, that
have not been acknowledged, or that have been disturbed by errors during transmission. However, the
automatic retransmission can be aborted by the optional LLC AbortRequests. The frame transmission
service shall not be reported as confirmed or (optionally) aborted to the user before the transmission
has been successfully completed or (optionally) aborted. The automatic retransmission of a frame shall
be disabled when the transmission of that frame is no longer requested. The automatic retransmission
may be disabled for all frames.

8 Ci e £1 1 C F
. IS ULLUIC Ul LLU ITdIIITS

8.4]1 General

LL( frames shall be the data units exchanged between peer LLC entities (LPDYY). The strficture and
format of the LLC DF and RF shall be specified subsequently. The optional-Handle of an[LLC frame
is kept within the LLC itself as a label for use with upper layer communjcations. Because| of this, its
replesentation is invisible on the MAC layer and thus invisible on the CAN bus. In the followihg, the LLC
frame Handle is no longer considered.

8.4]2 Specification of LLC DF

8.4J2.1 General

An LLC DF shall be composed of four bit fields (see Figure 4):

— |identifier field;
— |format field;
— |DLC field;
— |LLC data field.
Identifier Format DLC LLC data
field field field field

Figure 4 — LLC DF

8.4{2.2 Identifier field

The identifierfield shall be composed of two segments, the base identifier and the identifier] extension.
The length-of the base identifier shall be 11 bit (ID-28 to ID-18) and the length of the identifief extension
sha|lbe'18 bit (ID-17 to ID-0). The identifier extension shall be ignored for frames in CBFF a]Ild in FBFF.

8.4.2.3 Format field

This field distinguishes between frames in CBFF, CEFF, FBFF, and FEFF. In FBFF and FEFF, it includes
the ESI bit and the BRS bit (see Table 4).

8.4.2.4 DLC field

The number of bytes in the data field shall be indicated by the DLC; see Table 5. This DLC shall consist
of 4 bit. The admissible number of data bytes for Classical Frames shall range from 0 to 8. DLCs in the
range of 0 to 7 shall indicate data fields of length of 0 byte to 7 byte. In Classical Frames, all other DLCs
shall indicate that the data field is 8 byte long. In FD Frames, DLCs in the range of 0 to 8 shall indicate
data fields of length of 0 byte to 8 byte, while other DLCs code longer data fields, according to Table 5.
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Table 5 — Coding of the numbers of data bytes by the DLC

Frames Data length code Number of data bytes
DLC3 | DLC2 | DLC1 | DLCO

Classical Frames 0 0 0 0 0

and FD Frames 0 0 0 1 1
0 0 1 0 2
0 0 1 1 3
0 1 0 0 4
0 1 0 1 5
0 1 1 0 6
0 1 1 1 7
1 0 0 0 8

Classical Frames 1 Oorl | Oorl | Oorl 8

FD Frames 1 0 0 1 12
1 0 1 0 16
1 0 1 1 20
1 1 0 0 24
1 1 0 1 32
1 1 1 0 48
1 1 1 1 64

8.4.2.5 Ipata field

The data fleld shall consist of the data to be transferred within a DF. It may contain from 0 byte fo 8
byte in Classical Frames or it may contain from’ 0 byte to 64 byte in FD Frames, where each byte shall
contain 8 Hit.

8.4.3 Specification of LLC RF

An LLC RF[shall be composed of three bit fields (see Figure 5):
— identiffier field;

— format field;

— DLC figld.

Identifier Format DLC
field field field

Figure 5 — LLCRF

The formats of both the LLC RF identifier field and DLC field shall be identical to the formats of the LLC
DF identifier field (see 8.4.2.2) and DLC field (see 8.4.2.4). There shall be no data field, independent of
the value of the DLC. The format field of an LLC RF distinguishes only between frames in CBFF and
CEFF. There shall be no LLC RF in FBFF or FEFF.

RFs shall only be transmitted with a network-wide determined DLC, which is the DLC of the
corresponding DF (see 10.9.9).
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8.5 Limited LLC frames
[t is not required to implement the full range of possible identifiers or DLCs.

If an LLC sub-layer is restricted to the use of a sub-range of identifiers (e.g. only 11-bit identifiers), then
it shall be limited to LLC DFs and LLC RFs with identifiers of that sub-range (e.g. identifiers with their
IDE bit set to logic 0 and their identifier extension is ignored).

If an LLC sub-layer is restricted to the use of less than the maximum number of data bytes, then it shall
be limited to LLC DFs with a number of data bytes of that restricted range. If the DLC indicates a higher
number of data bytes, the data bytes beyond the restricted range shall be replaced in the LLC DF by
bytfs with the value of CCxgx ("padding”) both for received and for transmitted frames. JOptionally,
the|CAN implementation may support a configuration where the CAN node will not transthit a frame
whegnever the frame’s DLC indicates a number of data bytes beyond the restricted range.

NOTE The padding for received messages does not need to be implemented in the Lh(layer.

9 |Interface between LLC and MAC

9.1 Services

Theg MAC sub-layer shall provide services to the local LLC for
— | (MAC-) acknowledged transfer of LLC frames, and

— |transmission of MAC OFs.

The interface service data from or to the LLC sub-layer shall be as described in 8.3.
9.2| Time and time triggering

9.2{1 Description

Optionally, CAN enabled implementations may support network-wide synchronization of clpcks and if
so, they may additionally suppert time-triggered communication. The clock synchronization option
desgribes the prerequisites needed for the alignment of node clocks in a network. In order to synchronize
theclocks of the nodes within'the network, a common reference point is needed. The SOF bit or|the sample
point of the last bit of EOF/of any message shall be used as the reference point. Synchronizatjon of node
clodks facilitates therestablishment of a network-wide time base in higher-layer protocols. If implemented,
the time triggered{communication option facilitates frames to be transmitted in defined time klots.

Thd hardware needed to establish a network-wide time base shall be included between LLC pnd MAC.

9.2)2 «Time base

A datlo ot o b pa e deaai H 3 Laoll A | 43 L. Tlhao i L 1 l'
nymoaetratsupportstHieata e triggermgoptiotr sirarproviaeatimevase—rretrease 1S a CyCliC

up counter of at least 16 bit fed with clock ticks generated by an internal or an external tick generator.

9.2.3 Time reference point

Any message received or transmitted shall invoke a capture of the time base taken at the SOF
recognition of the respective message or at the sample point of the last bit of EOF. After successful
message reception, the capture value shall be provided to the CPU for at least one message and shall be
readable until the next message is received.
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9.2.4 Event generation

It shall be possible to generate at least one programmable event trigger from the above-mentioned
time base. The trigger shall be freely programmable by the CPU in the range of at least zero to

(216 — 1) X

time ticks.

9.3 Disabling automatic retransmission

9.3.1 Re

transmission of frames

Automatic

9.4 Mes

Optionally,

eltransmission may be disabled (See 6.11).

sage time stamping

function for received and transmitted data frames.

The time-s
generated
incrementg

The time-}|
captured 4
the sample
valid accor
dominant,
in time wh

After EOF,

10 Desci

10.1 Gen

The MAC s
sub-layer a

— encaps
— errord

— manag

10.2 Sery

tamp shall have a width of 8 bit, 16 bit, or 32 bit. The clock source for.the time-base sha
nternally in the node or shall be provided by the LLC user. The time‘base counter sha
bd and shall overrun to zero.

ase counter may be readable by the LLC user at any timés The time-base value shal

point of SOF of the respective frame or the point-in<time when the frame is taken t

bn the frame is taken to be valid according to 10:%

Lhe captured time-stamp value shall be readable by the LLC user.

ription of MAC sub-layer

bral

ub-layer represents thelower part of the OSI DLL. It shall service the interface to the
nd the PL, and comprises‘the functions and rules related to

ulation/de-capsulation of the transmit/receive data,
etection and-sighalling, and

ement of the transmit/receive medium access.

ices of MAC sub-layer

CAN FD enabled or not FD enabled implementations may support a messagetime stamping

| be
be

be

t the reference point of each data frame. For Classical Frames, the reference point is

be

ding to 10.7. For FD Frames, meaning when FDF isc¢recessive and the subsequent res bjt is
the reference point is the sample point of SOF, or the sample point of the res bit, or the pqint-

[.LL.C

10.2.1 Service description

The services provided by the MAC sub-layer shall allow the local LLC sub-layer entity to exchange MSDU
with the peer LLC sub-layer entities. The MAC sub-layer services shall be the following:

a) acknowledged data transfer

This service shall provide means by which LLC entities exchange MSDUs without the establishment
of a data link connection. The data transfer may be point-to-point, multicast, or broadcast.

b) acknowledged remote data request

This service shall provide means by which an LLC entity requests another remote node to transmit
an LSDU without the establishment of a data link connection. The remote LLC entity shall use the

22
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MAC service “acknowledged data transfer” for the transmission of the requested data. ACK of a
service shall be generated by the MAC sub-layer(s) of the remote node(s). ACK shall not contain any
data of the remote node user.

c) OF transfer

This service shall provide means by which an LLC entity initiates the transmission of an OF, a
special fixed format LPDU, causing the delay of the next DF or RF.

10.2.2 Service primitives specification

10.2.2.1 General

The service primitives of the MAC sub-layer provided to the LLC sub-layer shall be as'given in Table 6.

Table 6 — MAC sub-layer service primitives

Service Service primitives

Acknowledged data MA_Data.Request
transfer MA_Data.Indication
MA_Data.Confifm

Acknowledged remote |MA_Remoté.Request
data request

MA_Remote.Indication
MA_Rémote.Confirm
OF transfer MA-OVLD.Request
MA_OVLD.Indication
MA_OVLD.Confirm

10.2.2.2 MA_Data.Request
Furjction

Thg MA_Data.Request primitive shall be passed from the LLC sub-layer to the MAC sub-layer to request
that an MSDU be sent to one or more remote MAC entities.

Semantics of MA_Data.Request primitive

Thd primitive shall provide parameters as follows:

MA Data/Request (
Tdentifier
Format
DLC

Data

)

The parameter Data is insignificant for MAC DFs of data length zero.
Effect on receipt

Receipt of this primitive shall cause the MAC sub-layer to prepare a PDU by including all MAC specific
control information (SOF, SRR bit, IDE bit, RTR (or RRS) bit, FDF bit, res (or r0) bit, BRS bit, ESI bit,
CRC, recessive bits during ACK field, EOF) to the MSDU coming from the LLC sub-layer. For details, see
10.4.2.3 and 10.4.2.4. The MPDU shall be serialized and passed bit by bit as an SDU to the PL for transfer
to the peer MAC sub-layer entity or entities.
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10.2.2.3 MA_Data.Indication

Function

The MA_Data.Indication primitive shall be passed from the MAC sub-layer to the LLC sub-layer to
indicate the arrival of an MSDU.

Semantics

of MA_Data.Indication primitive

The primitive shall provide parameters as follows:

MA D

ta.Indication(

The param
MSDU shal

Effect on 1

The effect

10.2.2.4 MA_Data.Confirm

Function

The MA_D
convey the
i.e. it shal
primitive t

Semantics
The primit

MA D

The Trans
Request pr

Transr

Failures ar

Identifier
Format
DLC

Data

)

eter Data is insignificant if the associated MAC DF is of data length zeroThe arrival o
be indicated to the LLC sub-layer only if it has been received correctly:

eceipt

bn receipt of this primitive by the LLC sub-layer is unspecified.

hta.Confirm primitive shall be passed from thexacal MAC sub-layer to the LLC sub-laye
results of the previous MA_Data.Request primitive. This primitive is a remote confirmat

indicate that the remote MAC entity or~éntities have passed the associated indica
p the corresponding user(s).

of MA_Data.Confirm primitive

ive shall provide parameters as follows:
ta.Confirm (

Identifier

Transmission Status

)
mission_Status-shall be used to indicate the success or failure of the previous MA_D
imitive.

hission_.Status:[Success, No_Success]

e ejther errors which occurred during transmission or loss of arbitration.

acarnt

f an

I to
ion,
fion

ata.

Effectonr

The effect on receipt of this primitive by the LLC sub-layer is unspecified.

10.2.2.5 MA_Remote.Request

Function

The MA_Remote.Request primitive shall be passed from the LLC sub-layer to the MAC sub-layer to

requestas

ingle remote MAC entity to transmit an MSDU.

Semantics of MA_Remote.Request primitive

The primitive shall provide parameters as follows:

24
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MA Remote.Request (
Identifier
Format
DLC
)

The identifier shall identify the MSDU to be sent. The value of DLC shall be equal to the length of the
requested MSDU data.

Effect on receipt

Receipt of this primitive shall cause the MAC sub-layer to prepare a PDU by including all MAC specific
confrol information (SOF, SRR bit, IDE bit, RTR bit, FDF bit, r0 bit, CRC, recessive bits during ACK field,
EOH) to the MSDU coming from the LLC sub-layer. For details, see 10.4.2.3 and 10.4.2.4. The\MPIDU shall be
seriplized and passed bit by bit as an SDU to the PL for transfer to the peer MAC sub-layerentity] or entities.

10.2.2.6 MA_Remote.Indication
Function

Thg MA_Remote.Indication primitive shall be passed from the MAC sub-layer to the LLC spb-layer to
ind]cate the arrival of a request for transmission of an MSDU.

Semantics of MA_Remote.Indication primitive
The primitive shall provide parameters as follows:
MA Remote.Indication (

Identifier

Format

DLC

)

The arrival of an MSDU transmission requést shall be indicated to the LLC sub-layer only iffit has been
recg¢ived correctly.

Eff¢ct of receipt

The effect of receipt on this priinitive by the LLC sub-layer is unspecified.

10.2.2.7 MA_Remote.Confirm
Function

Thg MA_Remoté€onfirm primitive shall be passed from the local MAC sub-layer to the LLC qub-layer to
conpey the results of the previous MA_Remote.Request. This primitive is a remote confirmption, i.e. it
sha|l indicate'that the remote MAC entity or entities have passed the associated indication grimitive to
the|corresponding user(s).

Semantics of MA Remote.Confirm rr\rimifivn

The primitive shall provide parameters as follows:

MA Remote.Confirm (
Identifier
Transmission Status

)

The Transmission_Status shall be used to indicate the success or failure of the previous MA_Remote.
Request primitive.

Transmission_Status:[Success, No_Success]

Failures are either errors which occurred during transmission or loss of arbitration.
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Effect on receipt

The effect on receipt of this primitive by the LLC sub-layer is unspecified.

10.2.2.8 MA_OVLD.Request
Function

The MA_OVLD.Request primitive shall be passed from the LLC sub-layer to the MAC sub-layer to
request transmission of a MAC OVLD frame (see 10.4.5). The OVLD frame shall be a fixed format frame
and completely constructed in the MAC sub-layer.

Semanticqd of MA_OVLD.Request primitive

The primitfve shall not provide any parameter:

MA OYLD.request (
)

Effect on rleceipt

Receipt of [this primitive shall cause the MAC sub-layer to form an OF. The\OF shall be passed to|the
lower protpcol layers for transfer to the peer MAC sub-layer entities.

10.2.2.9 MA_OVLD.Indication
Function

The MA_O)LD.Indication primitive shall be passed fromxthe MAC sub-layer to the LLC sub-layef to
indicate thpt an OF has been received (see 10.4.5).

Semanticqd of MA_OVLD.Indication primitive

The primitjve shall not provide any parameters:

MA OYLD.Indication (
)

Effect on receipt

The effect pn receipt of this primitive by the LLC sub-layer is unspecified.

10.2.2.10 MA_OVLD:€Confirm

Function

The MA_OVLD.Confirm primitive shall be passed from the MAC sub-layer to the LLC sub-layef to
indicate thpt an OF has been sent. This confirmation shall be local, i.e. it shall not imply that the renpote
peer protogoleéntities have received the OF correctly. n|l

Semantics of MA_OVLD.Confirm primitive

The primitive shall provide parameters as follows.

MA OVLD. Confirm (
Transmission Status

)

The Transmission_Status shall be used to indicate the success or failure of the previous MA_OVLD.
request primitive.

Transmission_Status:[Success, No_Success]
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Effect on receipt

The effect on receipt of this primitive by the LLC sub-layer is unspecified.

10.3 Functional model of MAC sub-layer architecture

10.3.1 Capability

The functional capabilities of the MAC sub-layer are described by use of the functional model

full
tra

10.3.2 Frame transmission
Frame transmission shall fulfil the following requirements:

a) |Transmit data encapsulation

b) [Transmit medium access management

smit and receive parts shall be as given in this clause and Figure 6.

acceptance of LLC frames and interface control information;
CRC sequence calculation including stuff bit count for FD, Frames;

construction of MAC frame by adding SOF, SRR bit{ifised in frame format), IDE |
RRS) bit, FDF bit, res bit, BRS bit (if used in frame format), ESI bit (if used in frame fo
ACK and EOF to the LLC frame (restricted LLC sutb-layers may not request the tran
MAC frames with identifiers or data fields outside their restrictions; see 8.5).

initiation of the transmission process after recognizing bus idle (compliance Y
frame space);

serialization of the MAC frame;

insertion of stuff bits (bitstuffing);

arbitration and passing into receive mode in case of loss of arbitration;
error detection-(monitoring, format check);

ACK check;

recoghition of an overload condition;

OF.construction and initiation of transmission;

EF construction and initiation of transmission;

specified in ISO/IEC 8802-3 (see also Figure 6). In this model, the MAC sub-layer is divided into two

ns of both

it, RTR (or
Fmat), CRC,
bmission of

vith inter-

presentation of a serial bit stream to the PL for transmission.
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10.3.3 Frame reception

Frame recs

a)

b)

28

/'—\/’—\/

LLC sublayer

Access to LLC sublayer

Y

Receive medium access management:

— refeption of a serial bit streamfrom the PL;

— deperialization and recempiling of the frame structure;

— de]etion of stuff bits (bit de-stuffing);

— erfor detection [CRC, stuff bit count check, format check, stuff rule check);

— transmission of ACK;

— EK

Transmit Receive
data encapsulation data decapsulation
A
Y
Transmit media Receive media
access management access management

Access to physical interface

Y

Transmit Receive
data encoding data decoding

Physical layer signalling

Figure 6 — MAC functions

ption shall fulfil the following requirgments:

construction and initiation of transmission;

— reCOBMItiON of A overtoad comdition;

— reactive OF construction and initiation of transmission.

Receive data de-capsulation

— removing the MAC specific information from the received frame;

— presenting the LLC frame and interface control information to the LLC sub-layer (for restricted

LL

C sub-layers only limited parts of the LLC frame are presented; see 8.5).
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4 Structure of MAC frames

10.4.1 Description

Data transmission and reception between nodes in a CAN network shall be performed and controlled
by four different frame types:

a DF that carries data from a transmitter to all receivers;

an RF transmitted by a node for requesting transmission of the DF with the same identifier;

DFs
intd

The

10.

10.

On
be d

an EF transmitted by any node (transmitter or receiver) in case of a bus error detected;
an OF used for providing an extra delay between the preceding and succeeding DEs.or R

and RFs shall arbitrate for bus access and shall be separated from preceding fra
r-frame space.

re are four different DFs in CAN:

DF in Classical Base Frame Format,

DF in Classical Extended Frame Format,
DF in FD Base Frame Format,

DF in FD Extended Frame Format.

re are two different RFs in CAN:

RF in Classical Base Frame Format,

RF in Classical Extended Frame Format:
.2 Specification of MAC DF

1.2.1 Description

ransmission, an LLC DF\(see Figure 4) shall be converted into a MAC DF. On reception, a M
onverted into an LLC DF. MAC DFs shall be composed of seven different bit fields; see also

SOF;
arbitration.field (contains identifier field and part of format field);
contrelfield (contains DLC field and part of format field);

datafield (contains LLC data field);

mes by an

AC DF shall
Figure 7.

CRC field;
ACK field;
EOF.

I . Control |Data |CRC | ACK
% SOF | Arbitration field field | field | field | field EOF %

Figure 7 — MAC DF
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10.4.2.2 SOF

SOF shall mark the beginning of DFs and RFs. It shall consist of a single dominant bit.

A node shall send a SOF only when the bus is idle (see 10.4.6.3). A node sampling a dominant bit during
its suspend transmission time or at the third bit of intermission shall accept it as SOF.

If a node samples a dominant bit at the third bit of intermission, this node shall, if it has a pending
transmission and if the node is error active or has been receiver of the previous frame, start transmitting
its message at the next bit with the first bit of its identifier, without first transmitting a SOF bit and

without be

coming receiver.

All nodes s

10.4.2.3 A

The arbitr
RTR bit (in|
the RRS bi
IDE bit and

In the
identif]

In the
(ID-28
and th

In the
identif]

In the
(ID-28
and th
SRR bit [o

The SRR b
CBFF or of

recessive dnd dominant SRR bits.

RTR bit [0

The value ¢f the RTR bit'shall be dominant in a MAC DF.

RRS bit [0
The RRS b

hall synchronize to the leading edge caused by SOF of the first node starting to transmib.

irbitration field

ition field shall be composed of the identifier field (passed from the LLC stuib-layer) and
CBFF and in CEFF) or the RRS bit (in FBFF and in FEFF). The value of the.RTR bit, as we
, shall be dominant in a MAC DF. The structure of the arbitration field is, depending on
the FDF bit in the control field, different for the four formats.

CBFF (where the IDE flag is dominant), the arbitration field shall consist of the 11-bit &
ier and the RTR bit. The identifier bits shall be denoted ID-28to0 ID-18.

CEFF (where the IDE flag is recessive), the arbitration field shall consist of the base ident
to ID-18), the SRR and IDE bits (both bits recessive), the identifier extension (ID-17 to 10
e RTR bit.

FBFF (where the IDE flag is dominant), the arbitration field shall consist of the 11-bit &
ier and the dominant RRS bit. The identifierits shall be denoted ID-28 to ID-18.

FEFF (where the IDE flag is recessive), thie arbitration field shall consist of the base ident
to ID-18), the SRR and IDE bits (both(bits recessive), the identifier extension (ID-17 to I}
e dominant RRS bit.

ly in CEFF and FEFF]

t shall be transmitted in'CEFF and in FEFF after bit ID-18, at the position of the RTR b
the RRS bit in FBFF,.The' SRR bit shall be transmitted recessive, but receivers shall ac

hly in CBFF and CEFF]

hly in FD'Frames]

the
las
the

ase

fier
-0),

ase
fier

-0),

tin
fept

The

RRS bit shd

NOTE
IDE bit

tshall be transmitted in FD Frames at the position of the RTR bit in Classical Frames.

e tramsitted donTiTant, but TECEIVeTs Sitatt acCept TECESSIVeE ard donmimarnt RRS bitsT

Receivers accepting both states for SRR and RRS bits means that neither state is treated as a form error.

The IDE bit shall distinguish either between CBFF and CEFF or between FBFF and FEFF, i.e. whether
it belongs to

the arbitration field for the CEFF and the FEFF, or
the control field for the CBFF and the FBFF.

The IDE bit in the CEFF and in the FEFF shall be transmitted recessive, whereas in the CBFF and in the
FBFF the IDE bit shall be transmitted dominant. It shall be transmitted after the base identifier and the
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RTR bit (CBFF), after the base identifier and the SRR bit (CEFF), after the base identifier and the RRS bit
(FBFF), or after the base identifier and the SRR bit (FEFF).

Arbitration shall occur over the IDE bit such that collisions between a frame in CBFF or FBFF and a
frame in CEFF or FEFF, with both frames having the same base identifier, shall be resolved such that the
frame in CBFF or FBFF prevails over the frame in CEFF or FEFF.

10.4.2.4 Control field

The control field shall consist of 6 bit (CBFF and CEFF) or 8 bit (FEFF) or 9 bit (FBFF), where the last
fourthits shall he the DI.C pnccpd from the I.LI.C sub-laver (Qpp 8472 4-)

CBEFF

In this format, the first two bits of the control field shall be the IDE bit and the FBF bit, bdth shall be
trapsmitted dominant. This frame format is backwards compatible to previous-versions ¢f this part
of I50 11898.

CEHF

In this format, the first two bits of the control field shall be the FDF bitand the r0 bit, both tfransmitted
do;]\inant. This frame format is backwards compatible to previousversions of this part of ISP 11898.

FBEFF

In this format, the first five bits shall be the IDE bit (trarsmitted dominant), the FDF bit (transmitted
recgssive), and the reserved res bit (transmitted domindit), followed by the BRS bit and the ESI bit.

FEHF

In this format, the first four bits shall be the FDE®it (transmitted recessive), and the res bit (transmitted
dmIinant), followed by the BRS bit and the ESI'bit.

FDF bit
Thip bit distinguishes between Classical Frames and FD Frames. It is recessive in FD Framjes and it is
domiinant in Classical Frames. Inframes with 11-bit identifiers, FDF comes after the IDE bit]. In frames
with 29-bit identifiers, it comes)as the first bit of the control field. An FD tolerant receiver shill detect a
profocol exception event (see)10.9.5) when it detects the recessive FDF bit of an FD Frame ing§tead of the
dominant FDF bit of a Classical Frame.

The FDF bit correspends to the r0 bit in frames with 11-bit identifiers and to the r1 bit in ffames with
29-bit identifiersyas’specified in previous versions of this part of ISO 11898. FD intolerant CAN nodes
are|not able totgarrectly decode FD Frames.

an FD FErame, but not both in a specific implementation. This does not prohibit the switching between
the [tfansmission of Classical Frames and the transmission of FD Frames by a given node.

Aritration does not occur over the FDF bit. A given identifier shall be used for a Classical Frame or for

ro0 bit

In CEFF, the FDF bit shall be followed by the r0 bit, which is reserved for future expansion of the
protocol. The r0 bit shall be transmitted dominant, but receivers shall accept it with recessive and with
dominant state.

NOTE Receivers accepting recessive state for r0 bit means that recessive state is not treated as a form error.
res bit

In FD Frames, the FDF bit shall be followed by the res bit, which is reserved for future expansion of
the protocol. The res bit shall be transmitted dominant. An FD enabled receiver shall detect a protocol
exception event (see 10.9.5) when it detects the res bit to be recessive instead of the expected dominant
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value. This is an implementation option. If this option is implemented, the protocol exception event
detection may be disabled. When protocol exception event detection is disabled, FD enabled CAN nodes
detecting the res bit following the FDF bit to be recessive shall treat this as a form error (see 10.11).

BRS bit

This bit indicates whether or not the bit rate is switched inside the FD Frame. If the bit is detected
recessive, the bit rate shall be switched from the nominal bit rate of the arbitration phase to the
preconfigured data bit rate of the data phase. It is not required for the BRS bit to be the same in all FD
Frames in a single network. It is not required for nodes to be able to send particular LLC frames with
particular BRS bit values. BRS does not exist in Classical Frames.

ESI bit

This flag s
error passi

hall be transmitted dominant by error active nodes and shall be transmitted ,recessiv¢
ve nodes. ESI does not exist in Classical Frames.

)by

Optionally,
recessive s

error active CAN nodes may, under the control of the LLC user, transmit the ESI bit in
tate.

10.4.2.5 Ipata field

The MAC frame data field shall be equivalent to the LLC data field (see 84.2.5).

10.4.2.6 (RC field

The CRC fig
CRC field s

ld shall contain the CRC sequence followed by a reeessive CRC delimiter. For FD Frames,|the

hall also contain the stuff count.

Stuff cou

In FD FraIes, the stuff count shall be at the beginning of the CRC field. It shall consist of the stuff bit

count modjilo 8 in a 3-bit gray code followed by a-parity bit as shown in Table 7.

Table 7 — Coding of the stuff count

Stuff count Coding
Stuff bit cofint modulo 8 0 1 2 3 4 5 6 7
Gray-coded with parity bit 0000 0011 0110 0101 1100 1111 1010 109 1
Both trangmitter and receivers of a frame shall count the number of stuff bits before the first fixed
stuff bit in| the frame:=The transmitter shall transmit its stuff bit count, coded as stuff count, at|the
beginning pf the CRC)field, before the CRC sequence. Receivers shall check whether the received dtuff
count matdhes with'the value calculated from their own stuff bit count.

CRC sequence

The frame check sequence shall be derived from a CRC (BCH-code).

A CAN node shall use different CRC generator-polynomials for different frame formats. The first
polynomial, CRC_15, is used for Classical Frames. The second, CRC_17, is used for FD Frames with a data
field up to 16 byte long. The third, CRC_21, is used for FD Frames with a data field longer than 16 byte.
Each polynomial results in a Hamming Distance of six.

At the start of the frame, all three CRC sequences shall be calculated concurrently; in all nodes
including the transmitter. The node that wins the arbitration sends the CRC sequence selected by the
values of the frame’s FDF bit and DLC. The receivers shall consider only the selected CRC polynomial to
check for a CRC-error.
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The length of the CRC sequence (ncrc, the order of the generator-polynomial) is set to 15 for CRC_15, to
17 for CRC_17, and to 21 for CRC_21.

CRC_15

CRC_17

C5991¢ (x15+x14+x104+x8+x7+x4+x3+1)

(x+1) x (x7+x3+1) x (x7+x3+x2+x1+1)

3685B1¢ (x17+x164+x144+x13+x114+x6 +x4+x3+x1+1)

(x+1) x (x16+x13+x10+x9+x8+x7+x6+x3+1)

CRC_21

Thd
not

Thd
whg

The

3028994¢ (YZ1+Y20+Y13+Y11+Y7+Y4+Y3+1)

(x+1) x (x10+x3+1) x (x10+x3+x2+x1+1)

htion in this part of [SO 11898 includes the high-order bit.

CRC_INIT_VECTOR shall be (0,....,0) for CRC_15 and shall be (1,0,...,0) for"€RC_17 and f|
re the single “1” is at the most significant bit position.

relevant bit stream for CRC calculation is the bit stream consisting.of SOF, arbitration fi

field, and (if present) data field, supplemented with ncgrc bits of “0”. In\€lassical Frames, stuffb

be i
wit

Inad
the
gen

The
imp
calg

ncluded in the relevant bit stream for CRC calculation. In FD Erames, the stuff count and th
h the exception of the fixed stuff bits, shall be included in thie pelevant bit stream for CRC cz

rder to carry out the CRC calculation, the polynomialte be divided is defined by the coe
relevant bit stream. This polynomial is divided (the coefficients are calculated modul
prator-polynomial.

remainder of this polynomial division is the*CRC sequence transmitted over the bus.
lement this function, a ncgrc bit shift register CRC_RG(ncrc -1:0) can be used. Each CRC j
ulated in a separate shift register block.1f NXTBIT denotes the next bit of the bit stream, g

re are different conventions how to represent a generator-polynomial in hexadecimal notation. The

pr CRC_21;

bld, control
ts shall not
e stuff bits,
Iculation.

fficients of
h-2) by the

n order to
equence is
iven by the

relgvant bit stream from SOF until the end-of the data field, the CRC sequences are calculated|as follows:
CRC|RG (ncre —1: 0) = CRC_INIT VECTOR; //initialize shift register
REPEAT

CRCNXT = NXTBIT EXOR CRCMRG (ncre —1) 7

CRC RG(ncrc —1: 1) =_CRC RG(ncrc —-2: 0); //shift left by one position

CRC_RG(0) = 0;

IF CRCNXT THEN

CRC RG (ncrt~T: 0) = CRC RG(ncrc —1:0) EXOR (CRC polynomial);

ENDTF
UNT[LL (NXTBIT =/fkErd of bit stream] or there is an error condition).
After the transniission / reception of the last bit of the relevant bit stream, each CRC_RG confains one of
thethree CRC.SEQUENCES.
CR( delimiter
Theg ERC sequence shall be followed by the CRC delimiter. In Classical Frames, the CRC delimiter is

one single recessive bit. In FD Frames, the CRC delimiter may consist of one or two recessive bits. A
transmitter shall send only one recessive bit as CRC delimiter, but it shall accept two recessive bits
before the edge from recessive to dominant that starts the acknowledge slot. A receiver will send its
acknowledge bit after the first CRC delimiter bit.

NOTE CAN implementations switch back from the data phase to the arbitration phase of FD Frames when
they reach the sample point of the (first bit of the) CRC delimiter.

10.4.2.7 ACK field

The ACK field shall contain the ACK slot and the ACK delimiter. In the ACK field, the transmitter
node shall send recessive bits. All receivers check the consistency of the received DF or RF and shall
acknowledge a consistent frame and shall flag an inconsistent frame by means of an EF (see 10.12). A DF
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or RF that is not acknowledged shall be regarded as corrupted and shall be flagged by the transmitting
node with an EF.

ACK slot

All nodes that have received the matching CRC sequence (and, in FD Frames the matching stuff
count) shall send an ACK within the ACK slot by overwriting the recessive bit of the transmitter by a
dominant bit (they send ACK). In FD Frames, all nodes shall accept an up to two bit long dominant phase
of overlapping ACK slot bits as a valid ACK, to compensate for phase shifts between the receivers. In
Classical Frames, a dominant bit following the single ACK slot bit shall be regarded as a form error.

ACK delinyiter

The ACK d¢ ACK

slot is surr

limiter, being the last bit of the ACK field, shall be a recessive bit. As a consequencg, the
punded by recessive bits (CRC delimiter, ACK delimiter).

10.4.2.8 HOF

Each DF an
10.4.3 Sp

10.4.3.1 [

A node act

pcification of MAC RF

pescription

ng as a receiver for certain data may initiate the transmission of the respective data by

d RF shall be delimited by a flag sequence consisting of seven recessiye bits forming the §

OF.

 its

source node by sending an RF as given in Figure 8:
o Control |GRC | ACK
é SOF | Arbitration field |“ao 4 }field | field | ECF %

Figure 8 =— MAC RF

10.4.3.2 Identical fields of MAC DF and of MAC RF

The bit fiel the

MAC DF (s¢

ds SOF, CRC field, ACK fieldand EOF shall be equivalent to the corresponding bit fields of
e Figure 7). There shallbe no data field in the RF.

10.4.3.3 Arbitration field

RTR
| in

Arbitration field shall be_.composed of the identifier field, passed from the LLC sub-layer, and the |
bit. In CBHF and in CEFF, the value of the RTR bit in a MAC RF shall be recessive. There is no R
FBFF or FHFF.

10.4.3.4 (ontrol field

In CBFF and in CEFF, the control field of the MAC RF shall be equivalent to the control field of the MAC
DF (see 8.4.2.4). The collision resolution (see 10.9.9) requires that the value of an RF’s DLC equals the
DLC of the requested DF.

10.4.4 Specification of EF

10.4.4.1 Description

The EF shall consist of two different fields. The first field shall be as given by the superposition of error
flags contributed from different nodes. The second field shall be the error delimiter.
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10.4.4.2 Error flag
Two forms of error flag may be used, the active error flag and the passive error flag, where
— the active error flag shall consist of 6 consecutive dominant bits, and

— the passive error flag shall consist of 6 consecutive recessive bits unless it is overwritten by
dominant bits from other nodes.

An error-active node detecting an error condition shall signal this by sending an active error flag. The
form of the error flag violates the rule of bit stufflng or destroys the bit field requlrlng flxed form. As

Paspive error flags initiated by a transmitter shall cause error(s) (with twe exceptidns) at the
rec¢iver(s) when they start in a frame field encoded by the method of bit stuffing, becaus¢ then they
lead to stuff errors detected by the receivers. The first exception is a passive error flag [that starts
durjing arbitration and another node continues transmitting, and the(sgcond exception i$ a passive
errr flag that starts less than 6 bit before the end of the CRC sequéence and the last bits |of the CRC

Paspive error flags initiated by receivers shall not be able €0y prevail over any activity ¢n the bus.
Thdrefore, error-passive receivers shall always wait for 6 subSequent equal bits after detectipg an error

The error delimiter shall consist of 8 recessivelits. After sending an error flag, each nodg shall send
recgssive bits and monitor the bus until it detects a recessive bit. Afterwards, it shall stqrt sending
7 mlore recessive bits.

10.4.5 Specification of OF

10.4.5.1 Types

Following types of OF shall have the same format.
— |LLC requested QF

This OF is réquested by the LLC sub-layer to indicate an internal overload situation (see(10.13).
— |Reactive.OF

The_transmission of the reactive OF shall be initiated by the MAC sub-layer upon ceftain error
conditions (see 10.13).

The OF shall contain two bit fields, overload flag and overload delimiter. The overload flag shall
correspond to that of the active error flag. The overload delimiter shall be the same as the error delimiter.

10.4.5.2 Overload flag
The overload flag shall consist of 6 dominant bits. It destroys the fixed form of the intermission field

(see 10.4.6). As a consequence, all other nodes also detect an overload condition and shall start sending
an overload flag.

© IS0 2015 - All rights reserved 35


https://standardsiso.com/api/?name=a008df833e839517caaa2165b2f0a79c

ISO 11898-1:2015(E)

10.4.5.3 Overload delimiter
The overload delimiter shall consist of 8 recessive bits. After sending an overload flag, each node shall
monitor the bus until it detects a recessive bit. At this point in time, every node shall finish sending its

overload flag and all nodes shall start sending 7 more recessive bits simultaneously, to complete the
8-bit-long overload delimiter.

10.4.6 Specification of inter-frame space

10.4.6.1 Description

DFs and Rls shall be separated from preceding frames, whatever frame type they are (DF, RF, EE)DF),
by a time period called inter-frame space. In contrast to this, EFs and OFs shall not be preceded.by inter-
frame spade, and multiple OFs shall not be separated by inter-frame space.

Inter-framg space shall contain the bit field intermission and bus idle time. For errepspassive nofes,
which have been transmitter of the previous frame, inter-frame space shall alsopcontain the nojde’s
suspend trpnsmission time (see Figure 9 and Figure 10).

Frame Inter-frame space Framé

-t -t

Intermission Bus idle

Figure 9|— Inter-frame space for nodes, which aré&not error-passive or have been receiver pf
previous frame

Frame Inter-frame space Frame

I il

Intefmission Suspend Bus idle
transmission

Figure 10 — Inter-frame space for error-passive nodes, which have been transmitter of
previous frame

10.4.6.2 Intermission

The intermission field shall consist of 3 recessive bits. During intermission no node shall start
transmission of a DF or RF. Only signalling of overload condition is allowed.

The detection of a dominant bit at the third bit of intermission shall be interpreted as SOF (see 10.4.2.2).

10.4.6.3 Busidle

The period of bus idle may be of arbitrary length. The bus shall be recognized to be idle by receivers
and by error active transmitters when the third bit of intermission is seen recessive; by error passive
transmitters when the eighth bit of suspend transmission time is seen recessive; or when the bus
integrating state is left (see 10.9.4). When the bus is idle, any node may access the bus for transmission.
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A frame pending for transmission during the transmission of another frame shall be started in the first
bit following intermission.

The detection of a dominant bit on the bus during bus idle time shall be interpreted as SOF.

10.4.6.4 Suspend transmission

An error-passive node, which has been transmitter of the previous frame, shall suspend the start of
further frame transmissions for 8 bit times following intermission. If another node starts a transmission
during that suspend transmission time, the node shall become a receiver of this DF or RF frame.

10.5 Frame coding

The bit stream in a frame shall be coded according to the NRZ method. This means that thg generated
bit level is constant during the total bit time.

In ¢rder to limit the maximum distance between edges available for syfichronization,[the frame
segments as SOF, arbitration field, control field, data field, and CRC sequence shall be cofded by the
method of bit stuffing. Whenever a transmitter detects five consecutive bits (including sfuff bits) of
idemtical value in the bit stream to be transmitted, it shall automatieally insert a complementary bit
(ca{ﬁed stuff bit) into the actual transmitted bit stream (see Figure“l1). The receiver shall fecognize a
seqpence of five consecutive bits of identical value and shall disgard the following stuff bit.

The bit stuffing is shown in Figure 11.

Destuffed bit stream |01011111010 | 10100000101<;}¥01011111000010 | 101000001111/01
Stuffed bit stream 010111110010 | 10100000161 | 0101111100000i10| 10100000i1117001

"0", "o" = dominant (stuff) bit; "1", "i" = recessive (stuff) bit

Figure 11 — Bit stuffing

In the CRC field of FD Frames, the §tuff bits shall be inserted at fixed positions; they are dalled fixed
stuff bits. There shall be a fixed, stuff bit before the first bit of the stuff count, even if the |last bits of
the|preceding field are not a,seguence of five consecutive bits of identical value. If the last] bits of the
prefeding field are a sequence’of five consecutive bits of identical value, there shall be only the fixed
stuff bit, there shall not/be two consecutive stuff bits. A further fixed stuff bit shall be inserted after
each fourth bit of the CR€ field. The value of such a fixed stuff bit shall be the inverse valug of the bit
prefeding the fixedcstuff bit. A receiver shall discard the fixed stuff bits from the bit strgam for the
CR( check. It shall.detect a form error if the fixed stuff bit has the same value as its preceding bit. The
number of fixed Stuff bits in the CRC field of FD Frames is equal to the maximum number ¢f stuff bits
that would résult from applying the bit stuffing method of the Classical Frames.

Thg remaining bit fields of the DF or RF (CRC delimiter, ACK field and EOF) shall be of fixed form
and not stuffed.

The EF and the OF shall be of fixed form as well and shall not be coded by the method of bit stuffing.

10.6 Frame acknowledgement

All receivers shall check the consistency of all received DFs and RFs and they shall acknowledge all
consistent DFs and RFs. Acknowledgement shall not depend on the frame’s identifier.

10.7 Frame validation

The point in time at which a frame is taken to be valid shall be the same for all receivers of the frame but
different for the transmitter of the frame.
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Receiver

The frame shall be valid for receivers, if there is no error until the last but one bit of EOF. The value of
the last bit of EOF shall not inhibit frame validation and a dominant value shall not lead to a form error.
A receiver that detects a dominant bit at the last bit of EOF shall respond with an OF (see 10.13).

Transmitter

The frame shall be valid for a transmitter, if there is no error until the end of EOF. If a frame is corrupted,
recovery shall be processed as described in 10.9.6.

NOTE re shritter-sampte 2 3 astb aglobaloratocalerroratthesengler),
then the frame is valid for the receiver, but not for the transmitter. The transmitter places an EF and restang the
transmission of the frame and the frame will be received twice. The receiver treats the dominant bits~as ap OF
and receive$ the next frame as an independent second frame.

—_

10.8 Order of bit transmission

DFs and RFs shall be transferred bit field by bit field, starting with the dominant SOF bit. Withjn a
field, the MSB shall be transmitted first. Within the data field (if any), the bytes are transferred ffom
byte 0 to i (n + 1 is the number of data bytes as defined in Table 5). Within’ each byte, the bits|are
transferreg from bit 7 down to bit 0.

In Figure 12 to Figure 17, a broad line at the bottom of a bit indicateS that the bit shall be transmifted
dominant, p broad line at the top of a bit indicates that the bit shall'\be transmitted recessive. Stuff pits
are not shdwn in the figures.

Arbitration field Control field Data figlda CRC field
w base ID DLC - CRC sequence | 5
(@) O [+ Lle g
(DRR Qemwu_mwx—ogm ggie — o] 8
== e S R P E B T Y 5|5 = =6
m|m m|{m|x|2|r|m|n|n|nia|n m|d|m|m || &
MSB (first bit transmitted) LSB

Key
a  No datalfield if DLC = 0 or RTR = recessive.

Figurd 12 — Order of bit transmission in Classical Base Frame Format, up to 8 data bytes

Arbitration Phase L Data Phase (if BRS recessive) ___ Arbitration Phase
Arbifration field Control field Data field 2 CRC field
w bgse ID DLC —  |Stuff Count| CRC sequence | 5
o o |~ 1= E
o &N get&)m%wc&)_mwx—ogg ngzogge —|o|§
R E N R R E R R S R R E EE N EE R EEE
MSB (firs} bit.transmitted) LSB
Key

a  No data field if DLC = 0.

Figure 13 — Order of bit transmission in FD Base Frame Format, up to 16 data bytes
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Arbitration Phase o Data Phase (if BRS recessive) _ Arbitration Phase
Arbitration field Control field Data field CRC field
w base ID DLC —  |Stuff Count| CRC sequence | 5
Ol oo (- oo o c c >lo|o £
21 bt D T Y S FO o ] bt Do bl £ 1 =3 I SR < et b ] =1 I Do =|2[8
®|D o |d || Q|| &|m|ui|@|@|@|B|@|D @ @|m|@|o|d S5 R
MSB (first bit transmitted) LSB
Figure 14 — Order of bit transmission in FD Base Frame Format, 20 to 64 data bytes
Arbitration field Control field Data field 2 CRC field
w base ID ID extension DLC - CRC sequence Iz
o] o~ ¢l E
wﬁ& Qegm'\:e FOELL olN(—|ole|e 993‘2 \n F=1F4
BE |&EEsoEE |65k h ik ERe |oeEE NblER
MSB (first bit transmitted) LSB
Key

a  No data field if DLC = 0 or RTR = recessive.

Figure 15 — Order of bit transmission in Classical Extended Frame Format, up to 8 data bytes

Arbitration Phase o Data‘Phase (if BRS recessive) AP
Arbitration field Control field Data field 2 CRC field
" base ID ID extension DLC - Stuff Count| CRC sequencg | 5
o ol ¢le E
| &N ngn:m'\:g —|o|N|w D[N}~ |O|0 |2 gmmvo%‘gﬁ —|P|&
== -':.*:DfD:':*: r:a:mggn:m*:tr::§.>. SIS =2(22 |22 ==l o
m(m mim|(n|2|o|m oo 2{m|w|H)n|0|(m|a|m m|m|m|0|m|a |o|m o|p| g
MSB (first bit transmitted) LSB
Key

a  No data field if DLC = 0.

Figure 16 — Order of bit transmission in FD Extended Frame Format, up to 16 datq bytes

Arbitration Phase. o Data Phase (if BRS recessive) AP
Arbitrationfield Control field Data field CRC field
" base ID ID extension DLC —| [Stuff Count| CRC sequencp |5
o ol €lc E
ng eg—)%mte ‘—ogmw(n/:)_mcxl‘—ogg 99(\1\—0%‘89 Al =1
BlE (ElEnleoEE |oExk sl E|EEEee |ohEnEtEE |6Fe
MSB (first bit.transmitted) LSB

Figure 17 — Order of bit transmission in FD Extended Frame Format, 20 to 64 datq bytes

10.9 Medium access method

10.9.1 General

This Clause describes the functions and characteristics related to the medium access method of CAN.

10.9.2 Multi-master

Every node transmitting a DF or an RF shall be the bus master during that transmission.
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10.9.3 Bus access

An error-active node may access the bus as soon as the bus is idle (see 10.4.6.3). An error-passive node,
which is the receiver of the current or previous frame, may access the bus as soon as the bus is idle. An
error-passive node, which is transmitter of the current frame or has been transmitter of the previous
frame, may access the bus as soon as its suspend transmission time is finished, provided that no other
node has started transmission meanwhile. Whenever several nodes start transmitting in coincidence,
that node transmitting the frame with the highest priority at this time shall become the bus master.
The mechanism to resolve the resulting bus access conflict shall be content-based arbitration.

10.9.4 Bus-integrationstate

-off
ate.

CAN nodeq shall enter the bus integration state after starting the protocol operation, during, bus
recovery, dr (for nodes that are FD tolerant or FD enabled) after detecting the protocol exception st
CAN nodegshall leave the bus integration state when the idle condition (see 4.28) is detected.

There shal
bus is dete
is detected
reaches th
second cou

Nodes that
idle condit

For nodes
It shall be
the counti

| be a bit counter that is reset when the bus integration state is entered‘or'when the
cted dominant at the sample point. The bit counter shall be incremented when the CAN

recessive at the sample point. The idle condition shall be detected*when this bit cou
e value 11. For the detection of the bus-off recovery condition (se€-12.1.4.4), there shall
nter that is incremented once each time the idle condition is detected.

are in bus-off state shall re-enter the bus integration statesimmediately after detecting]
on if the bus-off recovery condition is not yet met.

that are FD tolerant or FD enabled, there shall be a third reset condition for the bit cour
reset when detecting an edge that causes synchr@nization. When synchronization occ
g of the sequence of 11 consecutive recessive bits shall be restarted. For an optional e

[AN
bus
hter
be a

the

ter.
urs,
dge

filtering sefe 11.3.2.3.

rter
ion.

NOTE hen an FD tolerant or FD enabled node is integrating, it reacts on dominant pulses that are shqg
than a nomipal bit time to ensure the bits in the data phase of an FD Frame are not mistaken for an idle condi

10.9.5 Prptocol exception event

FD toleran
10.4.24. A
synchroniz
state (see 1

[ CAN nodes and FD enabled:€AN nodes detect a protocol exception event as it is specified in

reaction to the protocel‘exception event, the error counters shall not be changed, the Hard
ation shall be enabled, the node shall send recessive bits and shall enter the bus integragion
0.9.4).

—e

10.9.6 Transmission of MAC frames

MAC DFs apnd MAC RES may be started when the node is allowed to access the bus according to 10|
A MAC EF dhall bestransmitted as specified in 10.12. A MAC OF shall be transmitted as specified in 1(

e CU daUtlU y

RF that is retransmitted shall be handled as any other MAC DF or MAC RF, i.e. it participates in the
arbitration process to gain bus access. The automatic retransmission of a frame shall be disabled when
the transmission of that frame is no longer requested. Optionally, there may be a configuration of the
CAN node to limit the retransmission attempts to a specific number. The automatic retransmission may
be disabled for all frames.

10.9.7 Content-based arbitration

During arbitration, every transmitter shall compare the level of the bit transmitted with the level
monitored on the bus. If these levels are equal, the node may continue to send. When a recessive
level is sent and a dominant level is monitored, the node lost arbitration and shall withdraw without
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sending any more bits. When a dominant level is sent and a recessive level is monitored, the node shall
detect a bit error.

Content-based arbitration shall be performed from the first bit of the identifier up to the IDE bit in the
case of a base format message and up to the bit following the identifier, which is the RTR bit or the RRS
bit in FD Frames, of an extended format message.

10.9.8 Frame priority

Among two frames with different identifiers, the higher priority shall be assigned to the frame

con

aining the identifier of lower binarv value

Ifa
tha

10.

Tra
tim
and
coll

10.

Opt
Clas
int
sha

10.

Mes
hos
mes
mes

NOT

h the RF. This shall be achieved by assigning according values to the RTR bit.

D.9 Collision resolution

hsmissions may only be initiated when the bus is idle. When two or more frames started
e, this is called a collision. The CAN bit-wise arbitration method resglyes all collisions bg
RFs that have different identifiers or different frame types. Unresolved collisions causg
jding frames are not identical.

D.10Disabling of frame formats

sical CAN frame format or the Flexible Data Rate frame format. If a frame format is disab
hat format shall be treated as invalid frames, causing error frames. An FD enabled impls¢
I not be set into a mode where it behaves as an\FD tolerant implementation.

10 MAC data consistency

sages to be transmitted are prepared by the LLC user and are transferred via the node’s
[ interface and LLC sub-layer of the Data Link Layer to the MAC sub-layer that is resp
sage framing. Messages may’ be stored in a shared memory. Data consistency of t
sages from a shared memofy:shall be ensured by at least one of two methods.

The MAC sub-layer shallstore the whole message to be transmitted in a temporary by
filled before the transmission is started.

The LLC sub-layer shall check for data errors while the message to be transmitted is tra
the MAC subzlayer. If a data error is detected, the transmission shall not be started. If i
started when the data error is detected, the node shall be switched into bus monitoring

E Data errors are, e.g. parity errors in a RAM word, data not provided in time, or data parti

by t

DF and an RF with the same identifier are initiated at the same time, the DF shall have hig}ler priority

ht the same
tween DFs
EFs, if the

ionally, an implementation may have a configuration interface that allows the disabling of either the

led, frames
bmentation

controller-
onsible for
rfansmitted

ffer that is

hsferred to
[ is already
F mode, see

10.14, opinto restricted operation mode, see 10.15. Receiving nodes will not see a valid message.

lly updated

he-LLC user while a transmission is in progress. Implementation of the operation modes bus moni

foring mode

and

10.
The

restricted operation mode 1s optional 1f the first method to ensure data consistency 1s used.

11 Error detection

MAC sub-layer shall provide the following mechanisms for error detection:
monitoring;

stuff rule check;

frame check;

stuff count check in FD Frames,
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17-bit, or 21-bit CRC;

ACK check.

There are five different error types, which are not mutually exclusive:

a) Biterror

A node sending a bit on the bus shall also monitor the bus. A bit error is detected at that bit time, when
the bit value that is monitored differs from the bit value sent.

arbitration], or a recessive bit is sent during ACK slot. A node sending a passive error flag and deteefing
a dominant bit shall not interpret this as a bit error.

b) Stuff drror

A stuff errgr shall be detected at the bit time of the sixth consecutive equal bit level imaframe field fhat
is coded by the method of bit stuffing. It shall be regarded as a form error, not as,d'stuff error, wh¢n a
fixed stuff pit in the CRC field of an FD Frame is not at its expected value.

c¢) CRCerxror

The CRC sequence shall consist of the result of the CRC calculation of thetransmitter. The receivers shall
calculate the CRC in the same way as the transmitter. A CRC error shdll be detected when the calculated
CRC sequence does not equal the received one. In FD Frames, a mismatch between the counted stuff
bits and thp received stuff count shall be treated as a CRC error,

d) Form error

A form errfr shall be detected when a fixed-form bit fieldt contains one or more illegal bits.
Exception:|A receiver monitoring a dominant bit at the last bit of EOF, or any node monitoring a dominjant
bit at the 1gst bit of error delimiter or of overload délimiter, shall not interpret this as a form error.

e) ACKerror

An ACK erfor shall be detected by a transmitter whenever it does not monitor a dominant bit dufing
ACK slot.

Whenever [one of these errors.is detected, the LLC sub-layer shall be informed. As a consequence,|the
MAC sub-lgyer shall initiate thietransmission of an error flag.

10.12 Eryor signalling

Whenever p bit ertoy, stuff error, form error, or ACK error is detected by any node, an error flag shall
be started by therrespective node at the next bit. When an error is detected in the data phase of ar] FD
Frame, thenode shall switch from the data bit time back into the nominal bit time of the arbitration phase
before it sthrts-the-error-flag—A-transmitter-thatuses ThE{see 33} shalswiteh-the-bit-time-as-shéwn

T oot oSt T DG (OCT

in Figure 18. A receiver (and a transmitter not using TDC) shall switch the bit time as shown in Figure 19.

The shadin

gs in Figure 18 and Figure 19 represent the parts of the bit time as shown in Figure 22.

After detection of the error at the SSP, then, after SP and IPT, the bit timing is set back to nominal bit
rate, but the bits during IPT are already counted for the Phase_Seg2, which must pass, before the next
bit is started and the error flag sending is started.

42
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Data bit time Bit time when error is detected First bit of error flag Nominal bit time

:l7 % & %

PP TTTT T e — T —~=1 T T T T | [

1 data Secondary Sample Secondary  Sample  IPT (e.q. 1 nominal Sample
Time Sample Point Sample Point Point 2 data Time Time Point
quantum  Point (error point) (error quantum) quantum

detected)

Figure 18 — Transmitter detects bit error at SSP in data phase of an FD Frame

Ard
rece
the

Data bit time Bit time when error is detected First bit of error flag Nominal bit time

i i

%IIIIIIIIIII#—‘—FKIIIIIIIIII [

1 data Sample Sample Point  IPT (e.g. Sample
Time Point (error 2 data Time Point
quantum detected) quantum)

Figure 19 — Receiver detects error in data phase‘of an FD Frame

ceiver receiving a Classical Frame and detecting a CRC erroxshall send an EF after the ACK
biver receiving an FD Frame and detecting a CRC error shall send an EF after three bit-time
CRC Delimiter. This is shown in Figure 20 for Classical Frames and in Figure 21 for |

Helimiter. A
s following
‘D Frames.

Dorhinant bits seen between the CRC delimiter and the start of the EF shall not be treated as efrors.
CRC ERC
l
Detimiter At 31T _Shelimiter Error Flag
Rgceiving bus line
Sample Point Sample Point
Sample Point Sample Point Sample Point
Trlansmitting bus line |
bit time bit time bit time bit time bit time bit|time
Figure 20 — CRC error in Classical Frames
CRC ACK
E Fl
Delimiter ALK Stof ACKSlot pimiter ST T
Rgceiving busline 4 | | ! |
Sample Point A 4 Sample Point
Sample Point Sample Point Sample Point
Trfapsmifting bus line |
bit time bit time bit time bit time bit time bit time

Figure 21 — CRC error in FD Frames

10.13 Overload signalling

The

following conditions shall lead to the transmission of an OF.

a) LLC-requested OF (initiated by the LLC sub-layer): Internal conditions of a receiver, which require a

delay of the next MAC DF or MAC RF.
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b) Reactive OF (initiated by the MAC sub-layer): Detection of a dominant bit during either of the
first two bits of intermission, detection of one dominant bit at the last bit of EOF by a receiver, or
detection of one dominant bit by any node at the last bit of error delimiter or overload delimiter.

An LLC-requested OF shall only be started at the first bit of an expected intermission, whereas reactive
OFs shall start one bit after detecting the dominant bit due to condition b) above. The start of LLC-

requested

OFs due to condition a) above shall be allowed, but are not required to be implemented.

At most, two LLC OFs shall be generated to delay the next MAC DF or MAC RF.

10.14 Busmonitoring

Optionally] CAN implementations may provide the bus monitoring mode, where they shall be abl
receive vallid DFs and valid RFs, but it sends only recessive bits on the CAN network and doés ot s
a transmisgion. If the MAC sub-layer is required to send a dominant bit (ACK bit, overload-\flag, ac
error flag)| the bit shall be rerouted internally so that the MAC sub-layer monitors this”dominant
although the CAN network may remain in recessive state.

10.15 Re

Optionally,
to receive
an error cd
protocol e3
not be inc1
node in res
time referd

11 PL spiecification

11.1 Gen
The PL im]

stricted operation

CAN implementations may provide the restricted operation made, where they shall be
PDFs and RFs and shall give ACK to valid frames, but it shall_not send EFs or OFs. In ca$
ndition or overload condition, it shall not send dominant.bits; instead it shall treat this
ception event and shall enter the bus integration state, (See 10.9.4). The error counters §
emented or decremented while the CAN node is in restricted operation mode. If the
tricted operation mode is a potential time mastersin'a network, it shall be able to trans
nce messages to start up the network; other frames shall not be transmitted.

eral and functional modelling

blementation connects a CAN node to the bus-lines. The number of nodes is limited by

electric lo‘1ds on the bus-lines and by the'CAN data link layer protocol.

The PL is

odelled according to ISO/IEC 8802-3. It has three sub-layers.

S shall encompass flinctions related to bit encoding/decoding, timing, and synchronizat
as bus failure detection. It is specified in the subsequent subclauses.

in the $cope of this part of ISO 11898.

a) The P(

as wel
b) TheP
0)

The PMD_sub-layer encompasses the mechanical and electrical interfaces between the phys
mediajafhd the PMA sub-layer. It is not in the scope of this part of ISO 11898.

A sub-layer‘encompasses functional circuitry for bus-line transmission/reception. It is

e to
fart
tive
bit,

hble
e of
0S a
hall
[AN
mit

the

ion,
not

ical

11.2 Services of PL

11.2.1 De

scription

The services of PL shall allow the local MAC sub-layer entity to exchange bits with peer MAC sub-
layer entities.

The PL sha

44

1l provide the following service primitives to the MAC sub-layer:

PCS_Data.Request;
PCS_Data.Indicate.
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FD enabled implementation, there shall be two additional optional service primitives:
PCS_Status.Transmitter;

PCS_Status.Receiver.

11.2.2 PCS_Data.Request

The PCS_Data.Request primitive shall be passed from the MAC sub-layer to the PL to request
transmission of a dominant or recessive bit. The primitive provides the following parameter:

The

11.

Thd
the

Thd
orn

11.
The

that

foll

Thd

FLS Data.Request (
Output Unit
)
Output_Unit parameter shall take on one of the two values: dominant or recessive|

.3 PCS_Data.Indicate

PCS_Data.Indicate primitive shall be passed from the PL to the MAC sub-layer in order
arrival of a dominant or recessive bit. The primitive shall provide the following paramet

PCS Data.Indicate (
Input Unit
)

ecessive.

.4 PCS_Status.Transmitter

PCS_Status.Transmitter primitive shall be passed from the MAC sub-layer to the PL
the MAC sub-layer transmits the data_phase of an FD frame. The primitive shall p
bwing parameter.

PCS Status.Transmitter (
FD Transmit

)

trapsmits the data phase of an'FD frame and passive when the MAC sub-layer does not t

dat

11.

The
MA

h phase of an FD frame.

p.5 PCS_Status.Receiver

PCS_Status.Regéiver primitive shall be passed from the MAC sub-layer to the PL to indic
[ sub-layer Yeceives the data phase of an FD frame. The primitive shall provide the following

PCS_‘Sfatus.Receiver (
FD Receive

)

The

Input_Unit parameter shall take on one of the two values‘each representing a single bit;:

FD_Transmit parameter shall'take on one of the two values: active when the MA(

to indicate
3¢

dominant

to indicate
rovide the

sub-layer
ansmit the

hte that the
parameter.

END DRocaiun spmaoraontae cbhaoll o010 o o of o+ 7o looc: actiua abhaxn o N A(

T D_INCCCTV O PaT atrc e STratl canc Ul ot~ UT cIc— cvyv o varac .~ actrve WHeh—tie—rAc Sl.lb-layer

receives the data phase of an FD frame and passive when the MAC sub-layer does not receive the data

pha

se of an FD frame.

11.3 PCS specification

11.3.1 Bit encoding/decoding

11.3.1.1 Bittime

Bus management functions executed within the bit time frame, such as CAN node synchronization
behaviour, network transmission delay compensation, and sample point positioning, shall be as given

by t

he programmable bit timing logic of the CAN implementation.
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FD enabled implementations shall support two bit rates, the nominal bit rate and the data bit rate.
Implementations that are not FD enabled are limited to the nominal bit rate as specified for Classical
CAN. The definition for the second bit rate, the data bit rate with the data bit time, requires a separate
configuration register set. The data bit time shall have the same length as the nominal bit time or it
shall be shorter than the nominal bit time.

The data bit time shall only be used inside the data phase of an FD Frame. The data phase shall start at
the sample point of the BRS bit if that bit is detected to be recessive. This data phase shall be finished
when the first sample point of the CRC Delimiter is reached or when the CAN implementation sees
an error condition that results in the starting of an EF The phase out51de the data phase shall be the
i inant
Fion
the
HRS bit. The bit rate shall be switched from data bit rate to nominal bit rate at the firist sample
use
h or

recessive
point of the CRC Delimiter or when an error condition is detected. When the bit rate is switched becd
an error cgndition is detected, the switching time shall be shifted after the sample point, by less tha
equal to two time quanta; see Figure 18 and Figure 19.

the
one

NOTE ince the bit rate is switched at the sample points of the BRS bit and of the CRC Delimiter bit
lengths of these two bits are intermediate. The sum of the length of these two bits is’th€ same as the sum of]
bit of the nominal bit time and one bit of the data bit time; see Figure 22.

Time quantum

The time q
least one p
time quant

time q
— timeq
where m(N

There shal

two se

Two separ
a shared p

depends on the length of\the time quantum and on the number of time quanta in the bit. If diffe

parameter
quantum s

Implement]

a shar¢

antum shall be a fixed unit of time derived from the node clock period. There shall exis

um is one node clock period long. The time quantum shall have a length of

1lantum(N) = m(N) - minimum time quantum for the nominal bit time, and

1lantum(D) = m(D) - minimum time quantuin for the data bit time,

) and m(D) are values of the prescaler.

be two implementations option(s, either

parate prescalers with m(Ng-for the nominal bit time and m(D) for the data bit time, or
d prescaler with m(N) =.m(D).

hte prescalers enable different lengths for time quantum(N) and for time quantum(D). V
rescaler, time quantum(N) has the same length as time quantum(D). The length of a bit t

combinatigns come to the same length of the bit time, the combination with the shorter
hall be used.

atiensthat are not FD enabled are limited to the nominal bit time based on time quantum

Bit rates

L L
IIU UIU LTSS

tat

rogrammable prescaler, with integral values, rangingyat least from 1 to 32. The mininjum

Vith
ime
rent
ime

(V).

The bit rate gives the number of bits per second transmitted in the absence of resynchronization by an
ideal transmitter; the relations between bit rates and bit times are

1
nominal bit rate

1
data bit rate

nominal bit time = and data bit time =

Both bit times shall consist of separate non-overlapping time segments. The segments shall form the bit
times as shown in Figure 22.
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Nominal bit time

| | | |
Sync__Seg (N) Prop__Seg (N) Phase_Seg 1 (N) Phase_Seg 2 (N)
T\ /T A
T T T T T T T
7
1 Time quantum (N) Sample Point
Data bit time Data bit time Data bit time
b b b
T T T T
Sync__Seg (D) Prop__Seg (D) Phase_Seg 1 (D) | Phase_Seg-2\(D)
LT\ M\ M\ /T
MM T P e M T P ey T T
\ Sample Point Sample Point Sample Roint
1 Time quantum (D)
BRS bit

5 \

T\ /T AL
— T T T T T EEBiREEEEEERE
\

/
1 Time quantum (N) 1 Time quantum (D)
Sample Point
v, CRC Delimiter

M — T

\ T
1 Time quantum (D) 1 Time quantum (N)
Sample Point

Figure 22 =~ Segments of nominal bit time and of data bit time

Syrc_Seg

Thip part of thebit/time, the synchronization segment, shall be used to synchronize the various CAN
nodes on the bus: An edge is expected to be detected within this segment.

Prdp_Seg

Thip part of the bit time, the propagation time segment, shall be used to compensate for phjy
tim o . : . : L
internal delay time of the CAN nodes; see Figure 23.

sical delay
)us and the

Phase_Seg1, Phase_Seg2

These phase buffer segments 1 and 2 are used to compensate for edge phase errors. These segments
may be lengthened or shortened by resynchronization.

Sample point

The sample point shall be the point in time at which the bus level is read and interpreted as the value of
that respective bit. Its location shall be at the end of Phase_Seg1.

Information processing time
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The information processing time shall be the number of time quanta required for the calculation of
the subsequent bit level. This calculation begins at the sample point and must be less than or equal to
Phase_Seg?2 (see 11.3.2.1 for additional restrictions).

Synchronization jump width (SJW)

As a result of resynchronization, Phase_Segl may be lengthened or Phase_Seg2 may be shortened. The
amount of lengthening and shortening of the phase buffer segments has an upper limit given by the

synchronization jump width.

Internal delay time

The interngl delay time of a CAN node, tyhode, shall be the sum of all asynchronous delays that occuralong
the transniission and reception path, relative to the bit timing logic unit of the CAN implementation.|For

more details see Figure 23.
In connect]on with Figure 23,

— the sum of output and input CAN node delays is critical relative to the configuration of the nomijinal

bit timle. The important characteristic parameter of a CAN node is given by/Fermula (1):

t t

node =|toutput T Linput

— for prdper arbitration, the following conditions shall be met

tProp_Se g 2 tnode_A + tnode_B +2x tbusline

M

(2)

— the leqding transmitting bit timing logic with respectto synchronization of CAN, node A shalll be
able toknow the correct bus level of bit n at the sampling point. The tolerable values of t,,4e deplend
on the|required bit rate and line length of the bus\(maximum distance between any two nodes) pnd
of the possible bit timing as shown by the arbitration condition.

Bitn -1 Bifm Bitn +1
Bit timing of ECU A
Sync_Seq | Prop_Seg [Phase_Segl|Phase_Seg?
]
Delay times: Sample point
fA oufput fA input
fbus \'a fbus line
Fr
B input fB output
Bitn-1 Bitn

Bit n +1

)

Bit fiming of ECU B

Sync_Seg | Prop_Seg

Phase__Seg1|Phase__Seg2

Sample point

Figure 23 — Time relationship between delay times and bit time phases of CAN nodes A and B
during arbitration phase
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11.3.1.2 Configuration of the bit time parameters

Configuration of the bit time shall be performed using the following periods of time: Sync_Seg, Prop_
Seg, Phase_Segl, Phase_Seg2, and SJW, all representing integer number of time quanta based on the
minimum time quantum and a prescaler m. For FD enabled implementations, there are two sets of
configuration values, one for each bit time; see also Figure 22.

The configuration ranges for the lengths of the bit time segments shall be different for implementations
that are FD enabled and for implementations that are not FD enabled. With the exception of the
synchronization segment, which shall be exactly one time quantum long, implementations may allow
time segments that exceed the minimum required configuration ranges specified in Table 8.

Table 8 — Time segments’ minimum configuration ranges

FD enabled
Not FD enabled
Phrameter Separate prescalers | Shared prescaler )y}’ Separatejor shared
Nominal bit time Nominal bit time Nominal bit time Data kit time
Prescaler m 1to 32 1to 32 1to 32
bync_Seg 1 time quantum(N) 1 time quantum(N) 1 time quahtum(N) 1 time qufantum(D)
. 1 to 48 time 1'to0 96 time 0 to § time
D
rop_Seg 1 to 8 time quanta(N) quanta(N) quanta(N) quanjta(D)
. 1to 16 time 1to 32 time 1to § time
Phase_Segl 1 to 8 time quanta(N) quanta(N) quanta(N) quanta(D)
. 2 to 16 time 2 to 32 time 2 to § time
Phase_Seg?2 2 to 8 time quanta(N) quantagh) quanta(N) quanjta(D)
. 1 to 16time 1to 32 time 1to § time
SIW 1 to 4 time quanta(N) quanta(N) quanta(N) quarta(D)

The following restrictions shall be met for the configuration of the bit time segments.
— | The information processing time shall be less than or equal to 2 time quanta long.

— |In data bit time, Phase_Sé&g2 shall be greater than or equal to the maximum information
processing time.

— |In nominal bit time,Phase_Seg2 shall be greater than or equal to the maximum of these[two items:
SJW and the information processing time.

— |In nominal biftime and in data bit time, SJW shall be less than or equal to the minimum off these two
items: Phase{ Segl and Phase_Seg?2.

In ¢ase of-synchronization, Phase_Segl may be longer and Phase_Seg2 may be short¢r than its
programmed value. The position of the sample point may differ in the two bit timing configufations; the
length-of the Prop_Seg may be zero in the configuration for the data bit rate.

An example for the nominal bit time configuration based on a prescaler of m(N) = 3 and the time
segments Prop_Seg(N) = 5, Phase_Seg1(N) = 4, Phase_Seg2(N) = 4 combined with the data bit time
configuration based on a prescaler of m(D) = 1 and the time segments Prop_Seg(D) = 1, Phase_
Seg1(D) = 6, Phase_Seg2(D) = 6, as well as the resulting bits of intermediate length BRS and CRC
Delimiter, is shown in Figure 22.

In a CAN implementation, Prop_Seg and Phase_Segl do not need to be programmable separately; it
shall be sufficient to program the sum of Prop_Seg and Phase_Segl. The total number of time quanta
in a nominal bit time shall be programmable at least from 8 to 25 for implementations that are not FD
enabled. For implementations that are FD enabled, the total number of time quanta in a data bit time
shall be programmable at least from 5 to 25 and in a nominal bit time at least from 8 to 80.
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If the same time quantum length is used in the nominal bit time and in the data bit time and the positions
of the sample points in the nominal bit time are the same in all CAN nodes of a network, then optimum
clock tolerance is accomplished for networks using FD frames.

The frequencies of the node clock oscillators in the different CAN nodes shall be coordinated in
order to provide a network-wide specified time quantum for the nominal bit time and, for FD
enabled implementations, for the data bit time. The acceptable oscillator tolerances of the protocol
implementations (see 11.3.2.5) and the potential for incorrect synchronization are determined by
Phase_Seg1, Phase_Seg2, and SJW.

When the bit time configuration of a CAN implementation is not programmable, its fixed bit time

configurat
this chapte

11.3.2 Sy

11.3.2.1 [

The state
CAN bus sl
whether th
be regarde
is an edge

Sync_Seg of a bit time. Edges detected outside the Sync_Seg may gause the CAN node to synchroniz

operation t

NOTE
the node clg
the clocked

Hard sync
the followi
a) Onlyo
an edg
at the

b)
(previ
(see 1
the CR
alterni
amour

delimif

node s

T

An edg
bus read bus state)-was recessive. If a transmitter uses the transmitter delay compensag
[.3.3), also the first’detected edge from recessive to dominant after the sample point of

on shall meet the restrictions for the configuration of the bit time segments as specifie
I.

hchronization

pescription

machine synchronizing the operation of the CAN implementation to the signals on
hall operate in time steps of one time quantum. At each time quantum, it shall be analy
e bus state is recessive or dominant. The bus state detected at the sample point of a bit
d as the value of that bit. A difference in bus states betweén two consecutive time qug
A receiving node that is synchronized to an undisturbed frame detects edges only in

o that edge.

he bus comparator converting the physical signals into.data signals may operate independently f]
ck. The time needed to synchronize the data signals to the node clock before they can be regarde
state machines is part of the CAN node’s input delay time (see Figure 23).

hronization and resynchronization shalhbe two forms of synchronization. They shall g
hg rules.

he synchronization within one Bitjtime (between two sample points) shall be allowed. Al
e was detected, synchronizations shall be disabled until the next time the bus state dete
bample point is recessive.

ve shall cause synchronization only if the bus state detected at the previous sample p

C delimiter skall”cause synchronization. In this case, CAN implementations may chd
itively to symchronize on the first detected edge from recessive to dominant seen by
t of at least'the transmitter delay plus one time quantum after the sample point of the
er. Ancedge with a positive phase error (see 11.3.2.2) shall not cause synchronization

endinga dominant bit.

d in

the
sed
hall
nta
the
P its

rom
d by

bey

fter
ted

bint
ion

ose

an
CRC
in a

Hard s

edgeb

etween the FDF bit and the following dominant res bit.

of

the first b1t of 1nterm1551on) when a node isin bus 1ntegrat10n state and 1n51de an FD Frame at the

All other recessive to dominant edges fulfilling rules a) and b) shall be used for resynchronization

with one exception: A node transmitting an FD Frame shall not synchronize while it transmits the
data phase of that frame.

Clocking information shall be derived from transitions from one bit value to the other. The property
that (due to the bit stuffing) only a fixed maximum number of successive bits have the same value shall
provide the possibility of resynchronizing a CAN node to the bit stream during a frame.
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11.3.2.2 Phase error of an edge

The phase error, ¢, of an edge is given by the position of the edge relative to Sync_Seg, measured in time

qua

11.

nta. The sign of phase error is given by the following:
e =0 if the edge lies within Sync_Seg;

e > 0 if the edge lies between the Sync_Seg and the sample point of the current bit;

e < 0 ifthe edge lies between the sample point of the current bit and the Sync_Seg of the following bit.

.2.5 Hard synchronization

Aftér a hard synchronization, the bit time shall be restarted by each bit timing logic unitywit]
conppleted. Thus hard synchronization shall force the edge which has caused the hard'Sync}

toli
sha

Opt
see
an ¢
sha

Wh

11.

Res
the

within the synchronization segment of the restarted bit time. The function ofhard synch
I not be limited by the synchronization jump width.

h Sync_Seg
ronization
ronization

ionally, CAN implementations may perform edge filtering during "the bus integration state;

10.9.4. Two consecutive nominal time quanta with dominant bus state shall be require
dge that causes synchronization when this option is enabled by cenfiguration. The synch
| happen after the second time quantum with dominant bus state is seen.

d to detect
ronization

bn edge filtering is performed, dominant bus-states shortérithan two nominal time quanpta shall be
igngred.

8.2.4 Bitresynchronization

ynchronization shall lead to a shortening or lengthening of the bit time to correct the
sample point in relation to the position ofithe detected edge. When the magnitude of

er
of

sy
Wh

n

e synchronization jump width, the effect of a resynchronization shall be the same
hronization.

r%“ of the edge which causes resynchronization is less than or equal to the program

bn the magnitude of the phase error is larger than the programmed value of the synch

jumlp width,

IfP
sub

NOT

and if the phase error{ e)is positive, Phase_Segl shall be lengthened by an amount e
synchronization junipywidth;

and if the phaseZerror e is negative, then Phase_Seg2 shall be shortened by an amount &
synchronization jump width.

hase_Seg2\Is shortened to a value less than the information processing time, the calculd
Kequent-bit level may be completed after the end of Phase_Seg?2.

E Since synchronization is only enabled when the bus state is read recessive at the sample

position of
the phase
med value
as a hard

ronization

ual to the

qual to the

tion of the

point and at

mo

t onlv one sunchronization is allowed between two samuple noints onlv edges from recessive
4 4 r r ’ 4 (=]

o dominant

are relevant for synchronization. The first edge will be used for synchronization, after that, synchronization is
disabled at the first edge detected, even if that edge does not cause synchronization, e.g. because it is detected
inside the Sync_Seg.

11.3.2.5 Tolerance range of the oscillator frequencies

The tolerance of a node clock oscillator frequency fysc around the nominal frequency f,om shall be given
by the range [(1 - df) % faom < fosc < (1 + df) x fhom]. The tolerance df depends on the length of the
time quantum, the segments of the bit time, and on the synchronization jump width. The maximum
difference between the node clock oscillators of any two nodes shall be 2 x df x fnom.
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