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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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F[governmentat, In_liaison with 15O, also take part In the Wwork. SO collaborates close
rnational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

main task of technical committees is to prepare International Standards. DrafthInternationa
bted by the technical committees are circulated to the member bodies for ‘“voting. Public
rnational Standard requires approval by at least 75 % of the member bodies'casting a vote.

ntion is drawn to the possibility that some of the elements of this document may be the subje
s. ISO shall not be held responsible for identifying any or all such patent rights.

11898-1 was prepared by Technical Committee ISO/TC22, Road vehicles, Subcomm
trical and electronic equipment.

nically revised. Whereas the replaced International Standard covered both the CAN DLL ar
bd PL, ISO 11898-1 specifies the DLL, including LLC and MAC sublayers, as well as the PL
e ISO 11898-2 specifies the high-speed MAU.

11898 consists of the following parts, under the general title Road vehicles — Controller a

Part 1: Data link layer and physicalsignalling
Part 2: High-speed medium access unit
Part 3: Low-speed, fault-tolerant, medium dependent interface

Part 4: Time-triggered communication

y with the

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

Standards
ation as an

ct of patent

ittee SC 3,

first edition of 1SO 11898-1, together with ISO 11898-2, replaces 1SO 11898:1993, which has been

d the high-
S sublayer,

rea network
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Road vehicles — Controller area network (CAN) —

Part 1:
Data link layer and physical signalling
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Scope

part of ISO 11898 specifies the data link layer (DLL) and physical signalling of-the controller a
N): a serial communication protocol that supports distributed real-time control and multiplex
in road vehicles. While describing the general architecture of CAN(in terms of hierarc
brding to the ISO reference model for open systems interconnection (OSI) established in 1ISO/
rovides the characteristics for setting up an interchange of digital information betwee
ementing the CAN DLL — itself specified according to ISO/EE/8802-2 and ISO/IEC 88
iled specification of the logical link control (LLC) sublayer andsmédium access control (MAC) s

Conformance

conformance of the DLL shall be tested according, to ISO 16845.

Normative references

following referenced documents™ are indispensable for the application of this document
rences, only the edition cited applies. For undated references, the latest edition of the
iment (including any amendments) applies.

IEC 7498-1, Information“technology — Open Systems Interconnection — Basic Reference
jic Model

IEC 8802-2, Information technology — Telecommunications and information exchang
ems — Local’and metropolitan area networks — Specific requirements — Part 2: Logical link ¢

IEC 8802-3, Information technology — Telecommunications and information exchang
ems +>-Local and metropolitan area networks — Specific requirements — Part 3: Carrier se
pss with collision detection (CSMA/CD) access method and physical layer specifications

rea network
ing for use
hical layers
EC 7498-1,
n modules
2-3 — with
Liblayer.

For dated
referenced

Model: The

e between
ontrol

e between
nse multiple

ISO

16845, Road vehicles — Controller area network (CAN) — Conformance test plan
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4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

4.1
bit rate

number of bits per time during transmission, independent of bit representation

4.2
bit stuffing
filling using

bits to provide bus state changes required for periodic resynchronization when using an NRZ bit

representat

NOTE
the data, it a
the frame, i.qg

4.3

bit time

s

duration of

4.4

bus
topology of
in both dire

4.5

bus compgrator

device con
information

4.6

bus driver
device con
across the

4.7
bus state
one of two

NOTE 1
simultaneous
progress, the

4.8
contention

on

Vhenever the transmitting logic encounters a certain number (stuff width) of consecutive bits of equal val
itomatically stuffs a bit of complementary value — a stuff bit — into the outgoing bit stream. Receivers dg
. the inverse procedure is carried out.

bne bit

a communication network, where all nodes are reached by _passive links which allow transmis|
Ctions

verting physical signals used for transfer acress the communication medium back into log
or data signals

erting information or data signals-into physical signals so that these signals can be transfe
communication medium

omplementary logicatl)states: dominant or recessive

[he dominant state represents the logical 0, and the recessive state represents the logical 1. D
transmission_of dominant and recessive bits, the resulting bus state is dominant. When no transmission
bus is idle=During that time it is in the recessive state.

CSMA arbi

4.9
frame

le in
stuff

sion

jical

rred

iring
is in

data link PDU specifying the arrangement and meaning of bits or bit fields in the sequence of transfer across
the transmission medium

4.10
multicast
addressing

NOTE

where a single frame is addressed to a group of nodes simultaneously

Broadcast is a special case of multicast, whereby a single frame is addressed to all nodes simultaneously.

© ISO 2003 — Al rights reserved
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system partitioned into several nodes where every node may temporarily control the action of other nodes

412
node

assembly, linked to a communication network, capable of communicating across the network according to a

communication protocol specification

NOTE A CAN node is a node communicating across a CAN network.
41

non-return-to-zero

NR

method of representing binary signals, i.e. within one and the same bit time the signal level'does
whegre a stream of bits having the same logical value provides no edges

4.14
prigrity

attripute to a frame controlling its ranking during arbitration, a high priority._increases the proba3
frampe wins the arbitration process

4.18
protocol

formal set of conventions or rules for the exchange of informatioh between nodes, including the {
of frame administration, frame transfer and PL

41
receiver
nodge when if it is not a transmitter and the bus is net;idle

41

time-triggered communication

optipn where a frame can be transmittéd-at a specific time slot, also providing a global synchr
clogks and allowing the disabling of the_automatic retransmission of frames

41
transmitter

nodg originating a data frame~or remote frame, which stays transmitter until the bus is idle again
node loses arbitration

5 |Symbols.and abbreviated terms

ACK acknowledgement

BCH Bose-Chaudhuri-Hocquenghem

not change,

bility that a

pecification

bnization of

or until the

BR bit rate
g bit time
CAN controller area network

CRC cyclic redundancy check
CSMA  carrier sense multiple access
DLC data length code

DLL data link layer

© 1SO 2003 — Al rights reserved
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EOF
FCE

IDE
LAN
LLC
LME
LPDU
LSB
LSDU
MA
MAC
MAU
MDI
MPDU
MSB
MSDU
NRZ
OR]
OVLD
PCI
PDU
PL
PLS
PMA
REC
RTR
SDuU
SJW
SOF
SRR
TEC
TTC

end of frame

fault confinement entity
integrated circuit
identifier extension flag
local area network

logical link control

tayer-management-entity
LLC protocol data unit

least significant bit

LLC service data unit
medium access

medium access control
medium access unit
medium dependent interface
MAC protocol data unit
most significant bit

MAC service data unit
non-return-to-zero

open system interconnection
overload

protocol control information
protocol data unit

physical layer

physical sigralling
physicakmedium attachment
recelve error counter

remote transmission request

service data unit
synchronization jump width
start of frame

substitute remote request
transmit error counter

time triggered communication
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6.1

ISO 11898-1:2003(E)

Basic concepts of CAN

CAN properties

CAN shall have the following properties:

multi-master priority-based bus access;

non-destructive contention-based arbitration;

6.2

Info
any

6.3

Wh
the
The)

6.4

In
add
acc
recq

multicast irame transter Dy acceptarice Tiering,
remote data request;

configuration flexibility;

system-wide data consistency;

error detection and error signalling;

automatic retransmission of frames that have lost arbitration or have been destroyed by e
transmission;

distinction between temporary errors and permanent failires of nodes and autonomous swi
defective nodes.

Frames

rmation on the bus shall be sent in fixed format frames of different but limited length. When thg
connected node may start to transmit a new frame.

Bus access method

bn the bus is idle, any node may. start to transmit a frame. If two or more nodes start to transni
same time, the bus access conflict shall be resolved by contention-based arbitration using th

Information-routing

AN systems~a node shall not make use of any information about the system configuration
ress). Instead, receivers accept or do not accept information based upon a process c
bptancefiltering, which decides whether the received information is relevant or not. There is
ivers, to know the transmitter of the information and vice versa.

rrors during

ching-off of

bus is idle,

it frames at
e identifier.

mechanism of arbitrationh shall ensure that neither information nor time is lost. The transmifter with the
franmpe of highest priority shall gain the bus access.

(e.g. node
alled frame
no need for

6.5

System flexibility

Nodes may be added to the CAN network without requiring any change in the software or hardware of any
node, if the added node is not the transmitter of any data frame and if the added node does not require any
additional transmitted data.

6.6

Data consistency

Within CAN a frame shall simultaneously be accepted either by all nodes or by none. Thus data consistency
shall be a property of the system achieved by the concepts of multicast and by error handling.

© 1SO 2003 — Al rights reserved
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6.7 Remote data request

By sending a remote frame, a node requiring data may request another node to send the corresponding data
frame. The data frame and the corresponding remote frame shall be named by the same identifier.

6.8 Error detection

For detecting errors, the following measures shall be provided:

monitoring (transmitters compare the bit levels to be transmitted with the bit levels detected on the bus);

15-bit
variabl
frame

acknov

6.9 Erro

Corrupted

receiving n
procedure (|
be typically
one (31) bit

6.10 ACK

All receiver
shall flag a
transmitting

CRC;
p bit stuffing with a stuff width of 5;
heck;

ledge check.

r signalling and recovery time

frames shall be flagged by any transmitting node and any-shormally operating (error-ac
bde. Such frames shall be aborted and retransmitted aceording to the implemented reco
see 8.3.4). The recovery time from detecting an error untilthe possible start of the next frame §
seventeen (17) to twenty-three (23) bit times [in the case of a heavily disturbed bus, up to tHh
times], if there are no further errors.

5 shall check the consistency of the received frame and shall acknowledge a consistent frame
h inconsistent frame. A frame that is not acknowledged is corrupted and shall be flagged by
node.

6.11 Autgmatic retransmission

Frames that have lost arbitration and frames that have been disturbed by errors during transmission sha

retransmitts
any other fr
retransmiss

6.12 Faul

CAN nodeg
nodes shall
neither sen

d automatically when ithe-bus is idle again. A frame that will be retransmitted shall be handle
pame, i.e. it participatesin the arbitration process to gain bus access. In case of TTC, the auton
ion shall be disabled*(see 9.2.5).

confinement

shall_bé" able to distinguish short disturbances from permanent failures. Defective transmi
befswitched off. Swifched off means a node is logically disconnected from the bus, so that it
] nOr receive any frames (see 13.1.4.3).

ive)
very
hall
irty-

and
the

| be
 as
atic

ting
can

6.13 Error-active

An error-active node shall normally take part in bus communication and send an active error flag when an
error has been detected. The active error flag shall consist of six (6) consecutive dominant bits and shall
violate the rule of bit stuffing and all fixed formats appearing in a regular frame (see 13.1.4.2).

6.14 Error-passive

An error-passive node shall not send an active error flag. It takes part in bus communication, but when an
error has been detected a passive error flag shall be sent. The passive error flag shall consist of six (6)

© ISO 2003 — Al rights reserved
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consecutive recessive bits. After transmission, an error-passive node shall wait some additional time before
initiating a further transmission (see suspend transmission in 10.4.6.4, and 13.1.4.2).

6.15 Bus-off

A node shall be in the bus-off state when it is switched off from the bus due to a request of FCE. In the bus-off
state, a node shall neither send nor receive any frames. A node shall start the recovery from bus-off state only

upon a user request.

71

Acc
layg

See

rs,
DLL, and

PL.

Figure 1.

ayered-architecture-of- GAN
W VT Uiy

Reference to OSI model

Data link layer

LLC

Acceptance filtering
Overload notification
Recovery management

MAC

Data encapsulation
/decapsulation
Frame coding

Supervisor

(stuffing, destuffing)

Medium access management
Error detection

Error signalling
Acknowledgement
Serialization/deserialization

Physical layer

PLS

=
>
Q
i
=
W

Bus failure

- - T !

brding to the OSI reference model, the CAN architecture of this part of ISO 11898)shall repreg

[T N I 5
DIL CTICOUImy/ucLuouiityg

Bit timing
Synchronization

PMA

Driver/receiver characteristics

MDI

Connectors

mariagelrtierit

(PLS-LME)

Figure 1 — Layered architecture of CAN
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According to ISO/IEC 8802-2 and ISO/IEC 8802-3, the DLL has been subdivided into

— LLC, and

— MAC.

The PL has been subdivided into

— PLS,

— PMA, and

— MDL

The MAC sublayer operations shall be supervised by an FCE. Fault confinement shall be a self-Chec
mechanism| that distinguishes short disturbances from permanent failures (for fault confinement, see 13.1)
The PL may be supervised by an entity that detects and manages failures of the physical medium.

7.2 Protopcol specification

Two peer pfotocol entities shall communicate with each other by exchanging frames or PDUs.

An NPDU shall consist of N-PCI and (N)-user data. NPDU shall be passed to a (N— 1)-layer entity v
(N—1)-SAR. The NPDU shall be passed by means of the (V- 1)-SDUY, to the (N - 1)-layer, the service
which allow the transfer of the NPDU. The SDU shall be the interface data whose identity is prese
between (M)-layer entities, i.e. it represents the logical data unit transferred by a service. The DLL of the
protocol shall not provide either the means for mapping one SDRU-into multiple PDUs or for mapping mul
SDUs into pne PDU, i.e. an NPDU is directly constructed from the associated NSDU and the layer-spe

control infofmation N-PCI. Figure 2 illustrates the data link sublayer interactions.

| LSDU I | LSDU |

LLC frame

— [P0

MSDU

MAC frame

king

aa
s of
ved
CAN
tiple
cific

- Cweou -

M
A
€

Physical Layer Interface

Figure 2 — Protocol layer interactions
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7.3

7.3.

ISO 11898

Format description of services

1 Format description of service primitives

Service primitives shall be written as

wh¢g
sub
pas

7.3.

Sen

b)

7.4
The

b)

The)
and

The)

service.type (

[parametert,...]

)

-1:2003(E)

re service indicates the name of the service, e.g. L_Data for data transfer service provided
ayer, type indicates the type of the service primitives (see 7.3.2), and [parameter1,...] is_the-
s5ed to the service primitives. The square brackets indicate that this parameter list may be\empt

P Types of service primitives
ice primitives shall be of three generic types:
Service.Request

The request primitive shall be passed from the (N)-user (service user) to the (N)-layer (service
request initiation of the service.

Service.Indication

The indication primitive shall be passed from the (V)-layerto the (N)-user to indicate an interr
(or sublayer) event which is significant to the (N)-user.>This event may be logically related
service request, or may be caused by an event internal to the (V)-layer (or sublayer).

Service.Confirm

The confirm primitive shall be passed from-the (N)-layer (or sublayer) to the (N)-user to conve
of one or more associated previous seryice request(s). This primitive may indicate either failun
or some level of compliance. It shall-not necessarily indicate any activity at the remote peer int

LLC interface
LLC sublayer shall offer two types of connectionless transmission services to the LLC user:
unacknowledged data transfer service;

unacknowledgedremote data request service.

LLC sublayer'shall be as shown in a) and b) of Table 1.

LLC interface messages sent from and to the supervisor FCE shall be as in 13.1.3.

by the LLC
st of values

Y.

provider) to

al (N)-layer
0 a remote

the results
e to comply
erface.

interface service data sent from or to the user shall be as in 8.2.2. The messages sent betwegn LLC user

Table 4+ —MessagesbetweenLLC userand LLC sublayer —

a) Message sent from LLC user to LLC sublayer

User to LLC message Meaning

Reset Request Request to set the node into an initial state

b) Messages sent from LLC sublayer to LLC user

LLC to user message Meaning

Reset_Response Response to the Reset_Request

Node_Status not the node is in the bus-off state.

Indicates the current status of the node, i.e. it signals whether or

© 1SO 2003 — Al rights reserved
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8 Description of LLC sublayer

8.1

General

The LLC sublayer describes the upper part of the OSI DLL. It is related with those protocol issues that are

independen

t of the type of medium access method.

8.2 Services of LLC sublayer

8.2.1

Types of connectionless-mode transmission services

This service shall provide means by which LLC users exchange LSDU without establishing a data

The reote node shall basically serve the data request in the following two ways:

The LLC su
a) Unack
conned

b) Unack
This s
transm

1) Th
be)

re

2) Th
fra
According t
— LLC ds
— LLCre
The LLC d
transmitted
both cases,
8.2.2 Ser
8.2.2.1 (

blayer shall offer two types of connectionless-mode transmission services:

howledged data transfer service

tion. The data transfer may be point-to-point, multicast or broadcast.

howledged remote data request service

ssion without establishing a data-link connection.

e requested data may be prepared by the remote usepfor transmission. In this case the data s
located in a remote node buffer and shall be transmitted by the remote user LLC entity U
eption of the remote request frame.

e requested data shall be transmitted by the remote user upon reception of the remote req
me.

b the two different LLC services, two types of frames sent from or to the user shall be used:

ta frame;

mote frame.

ata frame shall garry data from a transmitter to a receiver. The LLC remote frame shal
the LLC sublayer shall notify the successful transmission or reception of a frame to the user.
yice primitive specification

beneral

to request transmission of a data frame (with the same identifier) from a (single) remote nod¢.

Hink

ervice shall provide means used by an LLC user to request @ remote node for an L$DU

hall
pon

lest

be
In

The service primitive specification of this subclause describes in detail the LLC service primitives and their

associated

10

parameters. The complete list of LLC service primitives shall be as given in Table 2.
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Table 2 — LLC service primitives overview

ISO 11898-1:2003(E)

Unacknowledged data transfer service

L_Data.Request

Request for data transfer

L_Data.Indication

Indication of data transfer

L_Data.Confirm

Confirm data transfer

Unacknowledged remote data request service

L_Remote.Request

Request for remote data request

The

L_Remote.Indication

Indication of remote data request

L_Remote.Confirm

Confirmation remote data request

parameters associated with the different LLC service primitives shall be as given in Fable 3.

Table 3 — List of LLC service primitive parameters

LLC service primitive parameters

Identifier Identifies the data and its priority
DLC DLC
Data Data the user wants té.transmit

Transfer_Status

Confirmation parameter

8.2p.2 L_Data.Request

8.2.2.2.1 Function

The|lL_Data.Request primitive shall be passed from the LLC user to the LLC sublayer to request th

be d4ent to one or more remote LLC entities.

8.2.2.2.2 Semantics of L_Data:Request primitive

The| primitive shall provide-parameters as follows

L_Data.Request (
Identifier
DLC
Data

)

The| parameter Data shall be insignificant if the associated LLC data frame is of data length zero.

at an LSDU

8.22.23

Effect on receipt

Receipt of this primitive shall cause the LLC sublayer to initiate the transfer of an LLC data frame by use of the
data transfer service provided by the MAC sublayer (see Table 5).

8.2.2.3

8.2.2.3.1

L_Data.Indication

Function

The L_Data.Indication primitive shall be passed from the LLC sublayer to the LLC user to indicate the arrival

of an LSDU.

©180 2003 —

All rights reserved
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8.2.2.3.2

The primitiv

Semantics of L_Data.Indication primitive

e shall provide parameters as follows

L_Data.Indication (

Identifier
DLC
Data

)

The parameter Data shall be insignificant if the associated LLC data frame is of data length zero.

8.2.2.3.3

The effect g

8.224 L

8.2.2.41

The L_Dat
results of t
imply that
correspond

8.2.2.4.2
The primitiv
L_Dats

The Transf
L_Data.Reg

T

8.2.2.4.3

The effect d
8.2.25 |

8.2.2.51

Effect on receipt

n receipt of this primitive by the LLC user is unspecified.
_Data.Confirm

Function

.Confirm primitive shall be passed from the local LLC sublayer to th€) LLC user to convey
e previous L_Data.Request primitive. This primitive shall be a local _confirmation, i.e. it shall
the remote LLC entity or entities have passed the associated indication primitive to
ng LLC user(s).

Semantics of L_Data.Confirm primitive
e shall provide parameters as follows:
.Confirm (

Identifier
Transfer_Status

)

er_Status shall be used to indicate the completion of the transaction initiated by the prev
uest primitive.

ansfer_Status:[Complete, Not "Complete]

Effect on receipt

n receipt of this.primitive by the LLC user is unspecified.
_Remote.Request

Function

the
not
the

ous

The L_Reni

ote!’Request primitive shall be passed from the LLC user to the LLC sublayer to request a si

hgle

remote LLC entity to transmit an LSDU.

8.2.2.5.2

Semantics of L_Remote.Request primitive

The primitive shall provide parameters as follows:

L_Remote.Request (

Identifier
DLC

)

The value of DLC equals the length of the data field of the requested data frame.

12
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8.2.2.5.3 Effect on receipt

Receipt of this primitive shall cause the LLC sublayer to initiate the transfer of an LSDU by use of the remote
data transfer service provided by the MAC sublayer (see Table 5).

8.2.2.6 L_Remote.Indication

8.2.2.6.1 Function

The L_Remote.Indication primitive shall be passed from the LLC sublayer to the LLC user to indicate the

H Lok 4k 4 H H £ LML
arriyarora IEYuUToU U rarsimmssiviT ur ditT LouUuU.

8.2.2.6.2 Semantics of L_Remote.Indication primitive
The| primitive shall provide parameters as follows:
L_Remote.Indication (

Identifier
DLC

)

Thel identifier shall identify the LSDU to be sent. The value of DLC equals the length of the datq field of the
reqliested data frame.

8.2.2.6.3 Effect on receipt

Thel effect on receipt of this primitive by the LLC user isiunspecified.
8.22.7 L_Remote.Confirm

8.2..71 Function

Thel L_Remote.Confirm primitive shall"be passed from the local LLC sublayer to the LLC user to[convey the
results of the previous L_Remote.Request primitive. This primitive shall be a local confirmation, i.e| it does not
imply that the remote LLC entity'has passed the associated indication primitive to the corresponding LLC user.

8.2.2.7.2 Semantics of L) Remote.Confirm primitive
The| primitive shall provide parameters as follows:

L_Remote.Confirm (
Identifier
Transfer_Status

)

The Transfer_Status shall be used to indicate the completion of the transaction initiated by the previous
L_Remote.Request primitive.

Transfer_Status:[Complete, Not_ Complete]

8.2.2.7.3 Effect on receipt

The effect on receipt of this primitive by the LLC user is unspecified.
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8.3 Functions of LLC sublayer

8.3.1 Gen

eral

The LLC sublayer shall provide the following functions:

a)
b) overloa
c) recove

.

frame acceptance filtering;

d notification;

L management
J J

8.3.2 Frame acceptance filtering

A frame trg
previous fra
indicate thg
frame acce

8.3.3 Ove

The transm
receiver red

At most twa
8.3.4 Red
The LLC sy

have been
confirmed t

8.4 Stru

8.41 Gen

LLC frameg

the LLC data and remote framedShall be specified subsequently.

8.4.2 Spegification of LLC data frame

me transactions. The content of a frame shall be named by its identifier. The_identifier does|

rload notification

ission of a MAC overload frame shall be initiated by the LLC sublayer if internal conditions
uire delay of the next LLC data or LLC remote frame.

MAC overload frames may be generated to delay the next'data frame or remote frame.
overy management
blayer shall provide the means for automatic; refransmission of frames that have lost arbitratio

disturbed by errors during transmission (se€*6.11). The frame transmission service shall no
b the user before the transmission has been’successfully completed.

cture of LLC frames

eral

shall be the data units-exchanged between peer LLC entities (LPDU). The structure and form

nsaction initiated at the LLC sublayer shall be a single, self-contained operation-independent of

not

destination of the frame but describes the meaning of the data. Each receiver may decid¢ by
ptance filtering whether the frame is relevant or not.

of a

n or
t be

at of

8.4.21 General
An LLC data frame shall consist of three bit fields (see Figure 3):
— identifier field;
— DLC field;
— LLC data field.
Identifier DLC LLC
field field data field
Figure 3 — LLC data frame
14 © 1SO 2003 — Al rights reserved
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8.4.2.2 Identifier field

The identifier field shall be composed of three segments: base identifier, extension flag and identifier
extension. The length of the base identifier shall be eleven (11) bits (ID-28 to ID-18), the extension flag one bit,
and the length of the identifier extension shall be eighteen (18) bits (ID-17 to ID-0). The identifier extension
shall be ignored if the extension flag is logic zero (0).

8.4.2.3 DLC field

The number of bytes in the data field shall be indicated by the DLC (see Table 4). This DLC shall consist of
four (4) bits. The admissible number of data bytes for a data frame shall range from zero (0) to eight (8). DLCs
in the range of zero (0) to seven (7) shall indicate data fields of length of zero (0) to seven (7) bytgs. All other
DL({s shall indicate that the data field is eight (8) bytes long.

8.4.2.4 Data field

Thel| data field shall consist of the data to be transferred within a data frame. It may‘¢ontain from zgro (0) bytes
to ejght (8) bytes, where each byte contains eight (8) bits.

8.4.8 Specification of LLC remote frame

An LLC remote frame shall be composed of two bit fields (see Figure'4):
— |identifier field,;

— | DLC field.

Table 4 — Coding of the numbers of data bytes by the DLC

Number of data bytes pLC
DLC3 DLC2 DLC1 DLCO
0 0 0 0 0
1 0 0 0 1
2 0 0 1 0
3 0 0 1 1
4 0 1 0 0
5 0 1 0 1
6 0 1 1 0
7 0 1 1 1
8 1 Oor1 Oor1 Oor1
Identifier field DLC field

Figure 4 — LLC data frame
The formats of both the LLC remote frame identifier field and DLC field shall be identical to the formats of the
LLC data frame identifier field (see 8.4.2.2) and DLC field (see 8.4.2.3). There shall be no data field,
independent of the value of the DLC.

Remote frames may only be transmitted with a system-wide determined DLC, which is the DLC of the
corresponding data frame (see 10.8.8).
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8.5 Limited LLC frames

The full range of possible identifiers or DLCs is not required to be implemented.

If an LLC sublayer is restricted to the use of a subrange of identifiers (e.g. only base identifiers), then it shall
be limited to LLC data frames and LLC remote frames with identifiers of that subrange (e.g. identifiers with

their extension flag set to logic 0 and their identifier extension ignored).

If an LLC sublayer is restricted to the use of less than eight (8) data bytes, then it shall be limited to LLC data
frames and LLC remote frames with DLCs of that restricted range.

9 Interface between LLC and MAC

9.1 Servjces

The MAC spblayer shall provide services to the local LLC for

— (MAC-] acknowledged transfer of LLC frames, and

— transmjssion of MAC overload frames.

The interfage service data from or to the LLC sublayer shall be in accordance with 8.3.

9.2 TTC |option

9.2.1 Description

The TTC dption describes the prerequisites for the synchronization of all nodes in the network. With| the
synchronizgtion of node, any message may be transmitted at a specific time slot, where it has not to compete
for the bus with other messages thus providing predictable latency times by avoiding the loss of arbitratiof. In
order to synchronize the activities of the nodes within the network, a common reference point is needed. [The
SOF bit or the sample point of the last bit of EQF of any message shall be used as the reference point. [The
individual presence of a single message .at a time shall be referred to as frame scheduling. Based on| the
synchronizgtion of the nodes, the TTC also.facilitates the establishment of a global time system in higher-layer
protocols.

The hardwgre needed to establish. TTC shall be included between LLC and MAC.

9.2.2 Timp base

Any node that supportsyTTC option shall provide a time base. The time base is a cyclic up counter of at Ipast
16 bits with|either an.internal or an external clock.

9.2.3 TimF reference point

Any message received or transmitted shall invoke a capture of the time base taken at the SOF recognition of
the respective message or at the sample point of the last bit of EOF. After successful message reception, the
capture value shall be provided to the CPU for at least one message and shall be readable until the next
message is received.

9.2.4 Event generation

It shall be possible to generate at least one programmable event trigger from the above-mentioned time base.

The trigger shall be freely programmable by the CPU in the range of at least zero (0) to (216 —1) x timer
clocks.
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9.2.5 Retransmission of frames

Disabling of the automatic retransmission shall be supported (see 6.11).

10

Description of MAC sublayer

10.1 General

The MAC sublayer represents the lower part of the OSI DLL. It shall service the interface to the LLC sublayer

and

the PL, and comprise the functions and rules related to

encapsulation/decapsulation of the transmit/receive data,
error detection and signalling, and

management of the transmit/receive medium access.

10.2 Services of MAC sublayer

10.2.1 Service description

The services provided by the MAC sublayer shall allow the local LEG sublayer entity to exchange|MSDU with

the peer LLC sublayer entities. The MAC sublayer services shall’be-the following.

a) |Acknowledged data transfer
This service shall provide means by which LLC entities exchange MSDUs without the establishment of a
data link connection. The data transfer may be pgint-to-point, multicast or broadcast.

b) |Acknowledged remote data request
This service shall provide the means by-which an LLC entity can request another remote nodg to transmit
an LSDU without the establishment:of'a data-link connection. The remote LLC entity shall use the MAC
service “acknowledged data transfer” for the transmission of the requested data. The ACK ¢of a service
shall be generated by the MAC sublayer(s) of the remote node(s). The ACK shall not containjany data of
the remote node user.

c) |Overload frame transfer
This service shall-provide means by which an LLC entity initiates the transmission of an overlgad frame, a
special fixed farmat LPDU, causing the delay of the next data frame or remote frame.

10.2.2 Service primitives specification

10.2.2.1 \/General

Thelsetvice primifi\/ne of the MAC cnhlnynr prn\/ir'lnr'l tothe LLC enhlaynr shallbe as gi\lnn inTabld 5.

Table 5 — MAC sublayer service primitives

Acknowledged data transfer

MA_Data.request MA_Data.indication MA_Data.confirm

-~

Acknowledged remote data reques

MA_Remote.request MA_Remote.indication MA_Remote.confirm

Overload frame transfer

MA_OVLD.request MA_OVLD.indication MA_OVLD.confirm

© 1SO 2003 — Al rights reserved
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10.2.2.2 MA_Data.Request

10.2.2.2.1

Function

The MA_Data.Request primitive shall be passed from the LLC sublayer to the MAC sublayer to request that
an MSDU be sent to one or more remote MAC entities.

10.2.2.2.2

Semantics of MA_Data.Request primitive

The primitive shall provide parameters as follows:

The parameéter Data is insignificant for MAC data frames of data length zero.

10.2.2.2.3

Receipt of this primitive shall cause the MAC sublayer to prepare a PDU_by adding all MAC-specific co

information
MSDU com
the PL for t

10.2.2.3 MA_Data.Indication

10.2.2.3.1

The MA_Data.Indication primitive shall be passed.from the MAC sublayer to the LLC sublayer to indicatg

arrival of an

10.2.2.3.2

The primitiy

The paramgterData is insignificant if the associated MAC data frame is of data length zero. The arrival 0

I\IIIA_Data.Request (

MA_Data.Indication. {

Identifier
DLC
Data

)

Effect on receipt

(SOF, SRR bit, IDE bit, RTR bit, reserved bits, CRC, recessive bit during ACK-Slot, EOF) to
ing from the LLC sublayer. The MAC PDU shall be serialized and passed bit by bit as an SD
ansfer to the peer MAC sublayer entity or entities.

Function

MSDU.

Semantics of MA_Data.Indication primitive

e shall provide parametefs as follows:

Identifier
DLC
Data

)

htrol
the
U to

the

f an

MSDU shal

bejindicated to the LLC sublayer only if it has been received correctly.

10.2.2.3.3

Effect on receipt

The effect on receipt of this primitive by the LLC sublayer is unspecified.

10.2.2.4 MA_Data.Confirm

10.2.2.4.1

Function

The MA_Data.Confirm primitive shall be passed from the local MAC sublayer to the LLC sublayer to convey
the results of the previous MA_ Data.Request primitive. This primitive is a remote confirmation, i.e. it shall

18
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indicate that the remote MAC entity or entities have passed the associated indication primitive to the
corresponding user(s).

10.2.2.4.2 Semantics of MA_Data.Confirm primitive

The

primitive shall provide parameters as follows:

MA_Data.Confirm (
Identifier

Transmission_Status
)

The
prin

Fail
10.2
The
10.2

10.2

The
sing

10.2

The

The)

requiested MSDU\data.

10.2

Red

itive.
Transmission_Status:[Success, No_Success]

Lires are either errors which occurred during transmission or loss of the arbitration.

.2.4.3 Effect on receipt

effect on receipt of this primitive by the LLC sublayer is unspecified:
.2.5 MA_Remote.Request

.2.5.1 Function

MA_Remote.Request primitive shall be passed-from the LLC sublayer to the MAC sublayer 1
le remote MAC entity to transmit an MSDU.

.2.5.2 Semantics of MA_Remote.Request primitive
primitive shall provide parameters.as follows:
MA_Remote.Request (

Identifier
BLC

)

identifier shalf identify the MSDU to be sent. The value of DLC shall be equal to the I¢

.2.5.3 <Effect on receipt

eipb of this primitive shall cause the MAC sublayer to prepare a PDU by adding all MAC-sp€

Transmission_Status shall be used to indicate the success or failure of the previous MA_OData.Request

0 request a

ngth of the

cific control

info

'mation (SOF, SRR DIt, IDE Dbit, RTK Dit, reserved bits, CRC, recessive bit during ACK-SIOf,

EOF) to the

MSDU coming from the LLC sublayer. The MAC PDU shall be serialized and passed bit by bit as an SDU to

the

PL for transfer to the peer MAC sublayer entity or entities.

10.2.2.6 MA_Remote.Indication

10.2.2.6.1 Function

The MA_Remote.Indication primitive shall be passed from the MAC sublayer to the LLC sublayer to indicate
the arrival of a request for transmission of an MSDU.

© 1SO 2003 — Al rights reserved
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10.2.2.6.2 Semantics of MA_Remote.Indication primitive
The primitive shall provide parameters as follows:

MA_Remote.Indication (
Identifier
DLC

)

The arrival of an MSDU transmission request shall be indicated to the LLC sublayer only if it has been
received correctly.

10.2.2.6.3 |Effect of receipt

The effect gf receipt on this primitive by the LLC sublayer is unspecified.
10.2.2.7 MA_Remote.Confirm

10.2.2.7.1 |Function
The MA_Rgemote.Confirm primitive shall be passed from the local MAC sublayer to the LLC sublaydr to
convey the(results of the previous MA_Remote.Request. This primitive is a remote confirmation, i.e. it shall

indicate that the remote MAC entity or entities have passed the asseciated indication primitive to|the
correspond|ng user(s).

10.2.2.7.2 |Semantics of MA_Remote.Confirm primitive
The primitie shall provide parameters as follows:
MA_Remote.Confirm (

Identifier
Transmission_Status

)

The Transnission_Status shall be used to,indicate the success or failure of the previous MA_Remote.Reqlest
primitive.

Transmission_Status:[Suceess, No_Success]

Failures arg either errors which.occurred during transmission or loss of the arbitration.

10.2.2.7.3 |Effect on receipt

The effect gn receiptief this primitive by the LLC sublayer is unspecified.

10.2.2.8 IYIA_OVLD.Request

10.2.2.8.1 Function
The MA_OVLD.Request primitive shall be passed from the LLC sublayer to the MAC sublayer to request

transmission of a MAC OVLD frame (see 10.4.5). The OVLD frame shall be a fixed format frame and
completely constructed in the MAC sublayer.

10.2.2.8.2 Semantics of MA_OVLD.Request primitive
The primitive shall not provide any parameter:

MA_OVLD.request (
)
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10.2.2.8.3 Effect on receipt

Receipt of this primitive shall cause the MAC sublayer to form an overload frame. The overload frame shall be
passed to the lower protocol layers for transfer to the peer MAC sublayer entities.

10.2.2.9 MA_OVLD.Indication

10.2.2.9.1 Function

The MA_OVLD.Indication primitive shall be passed from the MAC sublayer to the LLC sublayer to indicate

th t 1 ol £ o o H i 404 L\
alanmoverioaa ramenaspeeTecetvet \°oCT TU.S.J).

10.2.2.9.2 Semantics of MA_OVLD.Indication primitive
The| primitive shall not provide any parameters:

MA_OVLD.Indication (
)

10.2.2.9.3 Effect on receipt

Thel effect on receipt of this primitive by the LLC sublayer is unspegified.
10.2.2.10 MA_OVLD.Confirm

10.2.2.10.1 Function
Thel MA_OVLD.Confirm primitive shall be passed. ffom the MAC sublayer to the LLC sublayer to indicate that

an ¢verload frame has been sent. This confirmation shall be local, i.e. it shall not imply that the femote peer
profocol entities have received the overload frame correctly.

10.2.2.10.2 Semantics of MA_OVLD/Confirm primitive
The| primitive shall provide parameters as follows.

MA_OVLD.Confirm-(
Transmission_Status

)

The| Transmission Status shall be used to indicate the success or failure of the previous MA_OVYLD.request
prinitive.

Transmission_Status:[Success, No_Success]

10.2.2:40.3 Effect-onreceipt

The effect on receipt of this primitive by the LLC sublayer is unspecified.
10.3 Functional model of MAC sublayer architecture

10.3.1 Capability

The functional capabilities of the MAC sublayer are described by use of the functional model specified in
ISO/IEC 8802-3 (see also Figure 5). In this model the MAC sublayer is divided into two fully independently-
operating parts: the transmit and the receive. The functions of both transmit and receive parts shall be as
given in this clause and Figure 5.
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10.3.2 Frame transmission

Frame transmission shall fulfil the following requirements.

a) Transmit data encapsulation:

b)

22

acceptance of LLC frames and interface control information;

CRC sequence calculation;

construction of MAC frame by adding SOF, SRR bit, IDE bit, RTR bit, reserved bits, CRC, ACK and

h identifiers or data fields outside their restrictions, see 8.5).

it medium access management:

rialization of the MAC frame;
ertion of stuff bits (bit stuffing);

itration and passing into receive mode in case of loss of arbitratign;

erfor detection (monitoring, format check);

K check;
tognition of an overload condition;

brload frame construction and initiation of transmission;

erfor frame construction and initiation of transmission;

1)

2)

3)
e«
wi

Transm

1) ini

2) se

3) ing

4) ar

5)

6) Ad

7) re

8) ov

9)

10) présentation of a serial bit stream, to the PL for transmission.

iation of the transmission process after recognizing bus idle (compliance with intetframe space));

F to the LLC frame (restricted LLC sublayers may not request the transmission of MAC frames
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/\_/—\_/

LLC sublayer

Access to LLC sublayer

Transmit Receiver
data encapsulation data decapsulation
Transmit media Receiver media
access management access management

Access to physical interface

Transmit Receiver
data encoding data decoding

Physical layer signalling

w

Figure 5 — MAC functions

10.3.3 Frame reception

Frame reception shall fulfil the following requirements.

a) |Receive medium access management:

1)
2)
3)
4)

5)

6)

reception of a serial bit stream from the PL;
deserialization and recompiling of the frame structure;
deletion of-stuffbits (bit destuffing);

error_detection (CRC, format check, stuff rule check);
transmission of ACK;

error frame construction and initiation of transmission:;

7)

8)

recognition of an overload condition;

reactive overload frame construction and initiation of transmission;

b) Receive data decapsulation:

1)
2)

removing the MAC-specific information from the received frame;

presenting the LLC frame and interface control information to the LLC sublayer (for restricted LLC

sublayers only limited parts of the LLC frame are presented, see 8.5).
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10.4 Structure of MAC frames

10.4.1 Description

Data transmission and reception between nodes in a CAN system shall be performed and controlled by four
different frame types:

— adata frame that carries data from a transmitter to all receivers;

— a remote frame transmitted by a node for requesting transmission of the data frame with the same

identifies

e

— anerrg

— an ove
orrem

Data frame

r frame transmitted by any node (transmitter or receiver) in case of a bus error detected;

rload frame used for providing an extra delay between the preceding and succeeding data fra
pte frames.

5 and remote frames shall be separated from preceding frames by an interframe space.

10.4.2 Specification of MAC data frame

10.4.21 L
MAC data f|

— SOF;

Description

rames shall be composed of seven different bit fields (see-also Figure 6):

— arbitratjon field;

mes

— control|field;

— data figld;

— CRC figld;

— ACK figld;

— EOF.

% Startof | i fielq |CONtrol| Data [ CRC [ ACK | End of %
frame field [ field | field | field | frame
Figure 6 — MAC data frame
10.4.2.2 SOF

SOF shall mark the beginning of data and remote frames. It shall consist of a single dominant bit.

A node shall send a SOF only when the bus is idle (see 10.4.6.3). A node sampling a dominant bit during
suspend transmission or at the third bit of intermission shall accept it as SOF.

If a node has a pending transmission that is error-active or which has been the receiver of the previous frame
samples, a dominant bit at the third bit of intermission shall, with the next bit, start transmitting its message
with the first bit of its identifier without first transmitting a SOF bit and without becoming the receiver.

All nodes shall synchronize to the leading edge caused by SOF of the node starting transmission first.
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10.4.2.3 Arbitration field

The arbitration field shall be composed of the identifier field, passed from the LLC sublayer, and the RTR bit.
The value of the RTR bit shall be dominant in a MAC data frame. Depending on the identifier’'s extension flag,
the arbitration field may have two formats: the base format and the extended format.

a)

b)

In the base format (where the extension flag is dominant ), the arbitration field shall consist of the eleven
(11) bit base identifier and the RTR bit. The identifier bits shall be denoted ID-28 to ID-18.

In the extended format (where the extension flag is recessive), the arbitration field shall consist of the
base identifier (ID-28 to ID-18), the SRR and IDE bits (both bits recessive), the identifier extension (ID-17

$

IO\ _ond th

RTR KLt

10.4
The

sub

a)

b)

UTO~0U ), arta i Ty iy ore

1)

.2.4 Control field

control field shall consist ,eftsix bits, where the last four bits shall be the DLC, passed frq
ayer (see 8.4.2) and the format of the first two bits shall be different for base format frame ar
format frame.

In the base format'frame, the first two bits shall be the IDE bit, transmitted as dominant, and a
bit reserved rQ/for-future expansion. Receivers shall accept recessive and dominant bits as bit
Until the functien of the reserved bit is specified, the transmitter shall only send a dominant bit

In the extended format frame, the first two bits r1 and r0 shall be reserved for future expansior
shalliaccept recessive and dominant bits as reserved bits in all combinations. Until the fun
reserved bits are specified, the transmitter shall only send dominant bits.

SRR bit (extended format only)

The SRR bit shall be transmitted in extended format frames at the position of‘the RTR
format frames, and so substitutes the RTR bit in the base format frame. A transmitter sha
recessive SRR bits, but receivers shall accept recessive or dominant SRRCbijts.

IDE bit

The IDE bit shall distinguish between base format and extended farmat, i.e. whether it bel
i)  the arbitration field for the extended format, or

ii)

The IDE bit in the extended format shall be transmitted as recessive, whereas in the stan
the IDE bit shall be dominant. It shall be transmitted after the base identifier and the RT|
format) or after the base identifier and the SRR"bit (extended format).

the control field for the base format.

Therefore, collisions of a base format frame and an extended format frame, with both fra
the same base identifier, shall be, fesolved such that the base format frame preva
extended format frame.

bit in base
Il only send

pngs to

dard format
R bit (base

mes having
Is over the

m the LLC
d extended

n additional
reserved r0.

. Receivers
ction of the

10.4.2.5 Data field

The MAC frame data field shall be equivalent to the LLC data field (see 8.4.2).

10.4.2.6 CRC field

The CRC field shall contain the CRC sequence followed by a CRC delimiter.

a)

CRC sequence

The frame check sequence shall be derived from a CRC (BCH-code) best suited for frames with bit
counts less than 127 bits.
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In order to carry out the CRC calculation, the polynomial to be divided shall be specified as the
polynomial, the coefficients of which are given by the destuffed bit stream consisting of SOF, arbitration
field, control field, data field (if present) and, for the 15 lowest coefficients, by 0. This polynomial shall be
divided (the coefficients are calculated modulo-2) by the generator-polynomial:

X1

5+X14+X10+X8+X7+X4+X3+1

The remainder of this polynomial division shall be the CRC sequence transmitted over the bus.

In order to implement this function, a 15-bit shift register CRC_RG(14 : 0) may be used. If NXTBIT
denotes the next bit of the bit stream given by the destuffed bit sequence from SOF until the end of the

data fie

CH
RE

UN

After th

b) CRC de¢limiter

The CH

10.4.2.7 A

The ACK fi
the transmi
a) ACKs

All nog
overwr

b) ACK delimiter

Id, the CRC sequence shall be calculated as tollows.

RC_RG(14 : 0) = (0,...,0);
EPEAT
CRCNXT = NXTBIT EXOR CRC_RG(14);
CRC_RG(14 : 1) = CRC_RG(13: 0);
CRC_RG(0) = 0;
IF CRCNXT THEN
CRC_RG(14 : 0) = CRC_RG(14:0) EXOR (4599hex);
ENDIF
ITIL (NXTBIT = [End of data] or there is an error condition).

[linitialize shift register

/Ishift left by,one position

e transmission/reception of the last bit of the data field, CRC_RG shall contain the CRC seque

RC sequence shall be followed by the CRC delimijter consisting of a single recessive bit.
\CK field

bld shall be two bits long and shall-contain the ACK slot and the ACK delimiter. In the ACK f
ter node shall send two recessive bits.

ot

es that have received the matching CRC sequence shall send an ACK within the ACK slog
ting the recessive bit-of the transmitter by a dominant bit.

nce.

eld,

the

The ACK delimiter, being the second bit of the ACK field shall be a recessive bit. As a consequence
ACK slpt shallbe 'surrounded by two recessive bits (CRC delimiter, ACK delimiter).
10.4.2.8 EHOF
Each data frame and remote frame shall be delimited by a flag sequence consisting of seven recessive bits
forming the EOF.
10.4.3 Specification of MAC remote frame

10.4.3.1

Description

A node acting as a receiver for certain data may initiate the transmission of the respective data by its source
node by sending a remote frame as given in Figure 7.
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Arbitration field

Start of Control| CRC | ACK | End of
frame field | field | field | frame

Figure 7 — MAC remote frame

10.4.3.2 Identical fields of MAC data frame and MAC remote frame

-1:2003(E)

The bit fields SOF, CRC field, ACK field and EOF shall be equivalent to the corresponding bit fields of the
MAC data frame (see 10.4.2). There shall be no data field in the remote frame.

10.4

The)
Inb
recq

10.4

In b
con
of a

10.4

10.4

The)
erro

10.4

Twd

An

errg
othe
seq
diffe
of s

.3.3 Arbitration field
arbitration field shall be composed of the identifier field, passed from the LLC sublayer; and t

bth formats (base and extended — see 10.4.2.3), the value of the RTR bit in a MAC.remote fra
ssive.

.3.4 Control field
ase format and in extended format the control field of the MAC remote frame shall be equiV

rol field of the MAC data frame (see 10.3.1.3). The collision resolution (see 10.8.8) requires th
remote frame’s DLC equal the DLC of the requested data frame:

.4 Specification of error frame

4.1 Description

error frame shall consist of two different fields;*The first field shall be as given by the sups
r flags contributed from different nodes. The then following second field shall be the error delim

4.2 Errorflag
forms of error flag may be used, the active error flag and the passive error flag, where
the active error flag shall consist of six consecutive dominant bits, and

the passive error flag jshall consist of six consecutive recessive bits, of which some or
overwritten by dominant bits from other nodes.

prror-active node detecting an error condition shall signal this by sending an active error flag.

r nodesshall detect an error condition, too, and on their part shall start sending an error 1
lence_®f“"dominant bits, which may actually be monitored on the bus, results from a sup¢g
rent efror flags sent by individual nodes. The total length of this sequence may vary between
x{(6) and a maximum of twelve (12) bits.

he RTR bit.
me shall be

alent to the
at the value

rposition of
iter.

all may be

The form of

r flag violates>the rule of bit stuffing or destroys the bit field requiring fixed form. As a consgquence, all

lag. So the
rposition of
a minimum

Passive error flags initiated by a transmitter shall cause error(s) (with two exceptions) at the receiver(s) when
they start in a frame field encoded by the method of bit stuffing, because then they lead to stuff errors
detected by the receivers. The first exception is a passive error flag that starts during arbitration and another
node continues transmitting; the second exception is a passive error flag that starts less than six bits before
the end of the CRC sequence and the last bits of the CRC sequence happen to be all recessive.

Passive error flags initiated by receivers shall not be able to prevail over any activity on the bus. Therefore,
error-passive receivers shall always wait for six (6) subsequent equal bits after detecting an error condition,

until

they have completed their error flag.
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10.4.4.3 Error delimiter

The error delimiter shall consist of eight recessive bits. After sending an error flag, each node shall send
recessive bits and monitor the bus until it detects a recessive bit. Afterwards, it shall start sending seven more
recessive bits.

10.4.5 Spe

10.4.5.1

cification of overload frame

Types

oo o

The followin

LLC re
(see 1(

a)

b) Reacti

The overload frame shall contain two bit fields: overload flag and overload delimiter. The overall flag §

correspond

10.4.5.2 (
The overlo
(see 10.4.6
sending an

10.4.5.3 (

The overlogd delimiter shall consist of eight recessive bits. After sending an overload flag, every node §

monitor the
flag and all
overload d¢g

10.4.6 Specification of interframe space

10.4.6.1 L
Data frame
remote fran
frames and
be separate

The interfra
passive noq

ol £ ong
g typrTsSoroveroauT

quested overload frame: requested by the LLC sublayer to indicate an internal overload-situg
A1),

to that of the active error flag. The overload delimiter shall be the samg-as the error delimiter.

Dverload flag

bd flag shall consist of six dominant bits. It destroys the(fixed form of the intermission
. As a consequence, all other nodes also detecting an pverioad condition shall, on their part,
overload flag.

Dverload delimiter

bus until it detects a recessive bit. At this<peint in time, every node shall finish sending its over
nodes shall start sending seven more recessive bits simultaneously, to complete the eight-bit-
limiter.

Description

5 and remote frames~“shall be separated from preceding frames, regardless of type (data frg
he, error framegoyverload frame), by a bit field called interframe space. On the contrary, over
error frames<shdll not be preceded by an interframe space, and multiple overload frames shal
d by an interframe space.

me space shall contain the bit fields intermission and bus idle, and suspend transmission for e
es’'which have been the transmitter of the previous frames (see Figures 8 and 9).

tion

e overload frame: the transmission of the reactive overload frame shall be initiated by the MAC
sublayer upon certain error conditions (see 10.11).

hall

field
start

hall
oad
ong

me,
oad
not

'ror-

Interframe space

Frame Frame

Intermission

Bus idle

Figure 8 — Interframe space for nodes not error-passive or receiver of previous frame
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Frame Interframe space Frame

Intermission Suspend Bus idle
transmission

10.4

The)
of a

The
(sed

10.4

The)

access the bus for transmission. A frame pending for transmiission during the transmission of an
shall be started in the first bit following intermission.

The

10.4

An grror-passive node which has been the transmitter of the previous frame shall send eight (8) re
follqwing intermission before starting transmission of a further frame. If, meanwhile, a transmission|

ano

10.5 Frame coding

The)

by the method of bit-stuffing. Whenever a transmitter detects five consecutive bits (including 9

ider

transmitted bit stfeam (see Table 6).

Figure 9 —Interframe space for error-passive nodes which were transmitter of previous|

.6.2 Intermission

frame

intermission field shall consist of three recessive bits. During intermission no node shall start tfansmission

data frame or remote frame. Only signalling of an overload condition is allowed.

detection of a dominant bit on the bus at the third bit of intermission shall be interpreted as SOF

10.4.2.2).

.6.3 Busidle

period of bus idle may be of arbitrary length. The bus shall.récognize the idle condition and anly node may

detection of a dominant bit on the bus during bus.idle shall be interpreted as SOF.

.6.4 Suspend transmission

her node) starts, the node shall become a receiver of this frame.

other frame

cessive bits

(caused by

SOF segments such.as frame, arbitration field, control field, data field and CRC sequence shall be coded

tuff bits) of

tical value in the bit stream to be transmitted, it shall automatically insert a complementary bit in the actual

Table 6 — Bit stuffing

Degtuffed, bit stream 01011111010 10100000101 01011111000010 10100000{11101
Stuffedbitstream UTUTTTTTOUTU TUTUUUUUITU UTUTTTTTOUUUUI'TU 10 10000011111001
0 = dominant bit, o = dominant stuff bit,

1 = recessive bit, and | = recessive stuff bit.

The remaining bit fields of the data frame or remote frame (CRC delimiter, ACK field and EOF) shall be of
fixed form and not stuffed.

The error frame and the overload frame shall be of fixed form as well and shall not be coded by the method of

bit s

tuffing.

The bit stream in a frame shall be coded according to the NRZ method. This means that the generated bit
level is constant during the total bit time.
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10.6 Order of bit transmission

A frame shall be transferred bit field by bit field, starting with its SOF field. Within a field the MSB shall be

transmitted

first (see Figures 10 and 11).

First bit field transmitted

(base) Identifier Control Data CRC
Lleo o || X |w DLC
I =] o Bl &
a o 3[2[1]0[= —|= -

First bit transmitted

Figure 10 — Order of bit transmission (base format)

(base) Identifier Identifier (extension Control Data CRC
L o
@) o|o(E~ —|o|E|~|lo| DLC |~ m|m |m
= 190) n|n )
%) olalT|a QQ0:01013210§ als  |a
First bit ttansmitted

10.7 Frame validation

The point o
the frame.
a) The fra
recove
b) The frg
last bit
receivg
(see 1(
NOTE |
frame is val

received twid

Figure 11 — Order of bit transmission;(extended format)

me shall be valid for a transmitter if there is no error until the end of EOF. If a frame is corrup
'y shall be processed as described in 8.3.3.

me shall be valid for receivers if there is no error until the last-but-one bit of EOF. The value of
of EOF shall be treated as ‘do not care’, and a dominant value shall not lead to a form errg
r that detects a_dominant bit at the last bit of EOF shall respond with an overload fr
A1),

f both the receiver and the transmitter detect a dominant bit at the last bit of EOF (global error), then
d for the receiver, but not for the transmitter. The transmitter repeats the transmission, and the fran
e.

10.8 Medium access method

f time at which a frame is taken to be valid'shall be different for the transmitter and the receivér of

ted,

the
r. A
hme

the
e is

10.8.1 General

This clause

describes the functions and characteristics related to the medium access method of CAN.

10.8.2 Multimaster

Every node

30

transmitting a data frame or a remote frame shall be the bus master during that transmission.
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10.8.3 Bus free detection

The bus shall be considered to be free for any node after having detected that the bit field intermission has not
been interrupted by a dominant bit.

10.8.4 Bus access

An error-active node may access the bus as soon as the bus is free. An error-passive node that is the receiver
of the current or previous frame may access the bus as soon as the bus is free. An error-passive node that is
transmitter of the current frame or has been the transmitter of the previous frame may access the bus as soon

as

syspend transmission is finished, provided that no other node has started transmission

meanwhile.

Wh
prio|
sha

10.8.5 Transmission of MAC frames

MA
acc
tran

10.8.6 Contention-based arbitration

Dur
the

don
Wh

Con

10.8.7 Frame priority

Am
ider

If a
hav
bits

10.8.8 Collision resolution

Add
prin

enever several nodes start transmitting in coincidence, that node transmitting the frame with
ity at this time shall become the bus master. The mechanism to resolve the resulting bus.acq
| be contention-based arbitration.

brding to 10.8.4. A MAC error frame shall transmit as specified in 10.107A MAC overload fra
smitted as specified in 10.11.

ng arbitration, every transmitter shall compare the level of the bit transmitted with the level m
bus. If these levels are equal, the node may continue torsend. When a recessive level is
inant level is monitored, the node loses arbitration and shall withdraw without sending any mor

bn a dominant level is sent and a recessive level is monitored, the node shall detect a bit error.

bng two frames with different identifiers, the higher priority shall be assigned to the frame co
tifier of lower binary value.

data frame and a remote(frame with the same identifier are initiated at the same time, the data
b higher priority than the remote frame. This shall be achieved by assigning according values

itional to{the principle that transmission may be initiated only when the bus is free, there ¢
Ciples_forthe resolution of collision.

Within one system, each information bit shall be assigned a unique identifier.

tention-based arbitration is performed on the_identifier and on the RTR bit following the identifigr.

the highest
ess conflict

C data frames and MAC remote frames may be started when the node iis allowed to accgss the bus

me shall be

onitored on
sent and a
e bits.

=

htaining the

frame shall
to the RTR

pxist further

A data frame with a given identifier and a non-zero DLC may only be initiated by one node.

Remote frames may only be transmitted with a system-wide determined DLC, which shall be

the DLC of

the corresponding data frame. Simultaneous transmission of remote frames with identical identifiers and
different DLCs shall lead to irresolvable collisions (limitation of the contention-based arbitration to the

arbitration field).
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10.9 Error detection

The MAC sublayer shall provide the following mechanisms for error detection.

— monitoring;

— stuff rule check;

— frame check;

— ACK check.
There are five error types, which are not mutually exclusive.

a) Biterrpr

A node

bit value that is monitored differs from the bit value sent.

Except

— a dominant bit shall not lead to a bit error when a recessive information bit is sent during arbitra
or [a recessive bit is sent during ACK slot;

— anode sending a passive error flag and detecting a dominant bit shall not interpret this as a bit er|

b) Stuffe

A stufflerror is detected at the bit time of the sixth'gonsecutive equal bit level in a frame field that sha
coded py the method of bit stuffing.

c) CRC el

The CRRC sequence shall consist ofithe result of the CRC calculation of the transmitter. The recei
shall calculate the CRC in the same way as the transmitter. A CRC error shall be detected when
calcul:[ed CRC sequence doges hot equal the received one.

d) Form
A form

Except

— a fecéiver monitoring a dominant bit at the last bit of EOF, or any node monitoring a dominant b
th:ll bit of limi load delimi hall i hi :

sending a bit on the bus shall also monitor the bus. A bit error is detected at that bit time when

ons:

ror

ror

ror
error shall be detected when a fixed-form bit field contains one or more illegal bits.

on:

the

ion,

or.

| be

vers
the

it at

e) ACK error

An ACK error shall be detected by a transmitter whenever it does not monitor a dominant bit during the
ACK slot.

Whenever one of these errors is detected, the LLC sublayer shall be informed. As a consequence, the MAC
sublayer shall initiate the transmission of an error flag.
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10.10 Error signalling

-1:2003(E)

Whenever a bit error, stuff error, form error, or ACK error is detected by any node, an error flag shall be
started by the respective node at the next bit.

Whenever a CRC error is detected, an error frame shall be started at the bit following the ACK delimiter,
unless an error frame for another error condition has already been monitored.

10.11 Overload signalling

The

following conditions shall lead to the transmission of an overload frame.

a)

b)

An
reaq
star
imp

At mhost, two LLC overload frames may be generated to delay the’/néxt MAC data frame or MAC re

10.

Ina

franmpes, but it sends only recessive bits on the CAN bus and does not start a transmission.

sub
inte
stat

11

For
valy

12

12

The)
be |

LLC-requested overload frame (initiated by the LLC sublayer): internal conditions of a‘red
require a delay of the next MAC data frame or MAC remote frame.

of intermission, detection of a dominant bit in the last bit of EOF by a receiver,.ér\detection of]
bit by any node at the last bit of error delimiter or overload delimiter.

|| C-requested overload frame shall only be started at the first bit of an expected intermissiq
tive overload frames shall start one bit after detecting the dominant bit due to condition b)

| of reactive overload frames due to condition a) above shall -be allowed, but not req
emented.

12 Bus monitoring
h optional bus monitoring mode, the CAN node shall'be able to receive valid data frames and

ayer is required to send a dominant bit (ACK\bit, overload flag, active error flag), the bit shall
nally so that the MAC sublayer monitors this dominant bit, although the CAN bus may remain

a)

E.

LLC and MAC sublayericonformance

an implementation to be in conformance, LLC and MAC sublayers shall comply with all specifi
es given in this part of 1ISO 11898.

Physical layer

| General

Pl<'shall be an electrical circuit that connects a CAN node to a bus. The total number of CAN

eiver which

Reactive overload frame (initiated by the MAC sublayer): detection of a dominant bit during first two bits

a dominant

n, whereas
above. The
lired to be

mote frame.

alid remote
If the MAC
be rerouted
n recessive

cations and

nodes shall

mited by the electric loads on the bus.

12.2 Functional model

The PL shall be modelled according to ISO/IEC 8802-3 (see also Figure 12). The PL shall be divided into

thre
a)

b)

c)

e parts.

PLS shall encompass functions related to bit representation, timing and synchronization.

PMA sublayer shall encompass functional circuitry for bus line transmission/reception and may provide

means for bus failure detection.

MDI shall encompass the mechanical and electrical interfaces between the physical medium and the

MAU.
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The MAU shall denote the functional part of the PL used to couple the node to the transmission medium. The
MAU consists of PMA and MDI.

12.3 Serv

ces of PL

12.3.1 Desgcription

The service
entities.

The PL sha
PL

PL

12.3.2 PLS

The PLS D
a dominant

PL

s of PL shall allow the local MAC sublayér entity to exchange data bits with peer MAC subl

(O] CAN
reference layers
layers
Application
Presentation
Session LLC
Transport MAC
Network PLS
Data link PMA
MAU
Physical —— MDI
Medium

Figure 12 — Model of PL architecture

| provide the following service primitives to the MAC sublayer.

S Data.request,

S Data.indicate.

_Data.Request

ata.Requestprimitive shall be passed from the MAC sublayer to the PL to request transmissiag

or recessive bit. The primitive provides the following parameter:

S_Data.Request (

Qutput Unit

hyer

n of

The Output_Unit parameter may take on one of the two values: dominant or recessive.

)

12.3.3 PLS_Data.Indicate

The PLS_Data.Indicate primitive shall be passed from the PL to the MAC sublayer in order to indicate the

arrival of a dominant or recessive bit. The primitive shall provide the following parameter.

PLS_Data.Indicate (

34

Input_Unit
)
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The Input_Unit parameter may take on one of the two values each representing a single bit: dominant or
recessive.

12.4 PLS sublayer specification

12.4.1 Bit encoding/decoding

12411 Bittime

Bus management functions executed within the bit time frame, such as CAN node synchronization behaviour,

net

ork transmission delay compensation, and sample point positioning, shall be as qi

en by the

prog

a)

b)

jrammable bit timing logic of the CAN protocol IC.

Nominal bit rate (BR) gives the number of bits per second transmitted im)the
resynchronization by an ideal transmitter.

Nominal bit time, 75

1

° ~BR

The nominal bit time may be thought of as being divided into separate non-overlapping time
These segments shall form the bit time as shown in Figure 13:

— synchronization segment (Sync_Seg),

— propagation time segment (Prop_Seg),
— phase buffer segment 1 (Phase_Seg1),
— phase buffer segment 2 (Phase_Seg?2).

Nominal bit time

Sync*Seg | Prop_Seg |[Phase_Seg1|Phase_Seg2

Sample point

Figure 13 — Partition of bit time

— , Sync_Seg

hbsence of

segments.

This part of the bit fime shall be used to synchronize the various CAN nodes on the bus

An edge is

expected within this segment.

— Prop_Seg

This part of the bit time shall be used to compensate physical delay times within the network. These

delay times consist of the signal propagation time on the bus and the internal delay time
nodes.

— Phase_Seg1, Phase_Seg2

of the CAN

These phase buffer segments are used to compensate for edge phase errors. These segments may

be lengthened or shortened by resynchronization.
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