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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

ISO 11783 specifies a communications system for agricultural equipment based on the ISO 11898-2
protocol. SAE J1939 documents?), on which parts of ISO 11783 are based, were developed jointly for use
in truck and bus applications and for construction and agriculture applications. Joint documents were
completed to allow electronic units that meet the truck and bus SAE J1939 specifications to be used by
agricultural and forestry equipment with minimal changes. General information on ISO 11783 can be
found in this document.

Th

e purpose of [ISO 11783 is to provide an open, interconnected system for on-hoard electroni

systems.

It is intended to enable electronic control units (ECUs) to communicate with each othernp
standardized system.

roviding a

1y

Society of Automotive Engineers, Warrendale, PA, USA.

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=89b389a10eee0e1640834c51c222c257



https://standardsiso.com/api/?name=89b389a10eee0e1640834c51c222c257

INTERNATIONAL STANDARD ISO 11783-13
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Tractors and machinery for agriculture and forestry —
Serial control and communications data network —

Part 13:
File server

Th
in

An
sto
2

Th

Scope

e message set specified in this document is designed to support the needs of tractorts and iy
ising the services of a file server (FS).

FS is a distinct control function (CF) on the mobile implement control system that enablej
re or retrieve data from a file-based storage device.
Normative references

e following documents are referred to in the text in such,a way that some or all of thg

comstitutes requirements of this document. For dated references, only the edition cited aj

un

ISd
da

IS
da

I1Sd
da

3

Fo1
apj

IS(

Hated references, the latest edition of the referencedidocument (including any amendment

11783-1, Tractors and machinery for agriculturxé. and forestry — Serial control and comni
a network — Part 1: General standard for mobile data communication

11783-3, Tractors and machinery for agrieulture and forestry — Serial control and comm
a network — Part 3: Data link layer

11783-5, Tractors and machineryfor agriculture and forestry — Serial control and comni
a network — Part 5: Network management

Terms and definitions

the purposes of this-document, the terms and definitions given in ISO 11783-1 and the
ply.

and IEC maintain terminological databases for use in standardization at the following ad

[SO Online browsing platform: available at https://www.iso.org/obp

[E€ Electropedia: available at https://www.electropedia.org/

hplements

all CFs to

ir content
pplies. For
5) applies.
unications

unications

unications

following

resses:

3.

client
control function (CF) on the mobile implement bus that uses the services of the file server (3.5)

3.2
directory
file which stores administrative information about other files (3.3)

3.3
file
data object that stores data on a storage device

© IS0 2022 - All rights reserved
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3.4
file attribute
bit-coded information that defines the type and features of a file (3.3)

3.5

file server

FS

control function (CF) on the mobile implement bus that provides storage for files (3.3) and uses a set of
commands for the handling of, and access to, these files

3.6
filename
name conforming to requirements of a character set, which identifies a file or directory (3.2)

Note 1 to eptry: See Annex A for the character set.

3.7
Handle
data objedt used for accessing files (3.3) and directories (3.2)

3.8
hidden aftribute
file attribyte (3.4) indicating that the file should not appear in a directoryisting

Note 1 to eptry: A client (3.1) sets this attribute by using the file server (FS)*¢ommands.

3.9
path
specificat]on of a filename (3.6) that may also include the directory name

3.10
read-only attribute
file attribyte (3.4) used to prevent writing to, or, deletion of, a file

Note 1 to eptry: A client (3.1) sets this attribute-by using the file server (FS) commands.

3.11
volume
directory (3.2) that refers to a specific logical or physical storage unit or space

Note 1 to eptry: The primary volujtie is the volume used as current volume when the file server (FS) is started.

4 Requirements

4.1 Generalanessage format

The generplmessage format uses the parameter group number as the label for a group of parameters in
accordance with Annex C. Each of the parameters within the group can be expressed as characters, as
scaled data defined by the ranges given in 4.2, or as one or more bits. Characters shall be transmitted
with the left-most character first. Numerical parameters consisting of two or more data bytes shall
be transmitted least significant byte (LSB) first. Individual parameters shall be in accordance with
Annex B. When variable-length messages have eight or less data bytes, these messages shall be
transmitted in a single controller area network (CAN) frame. When variable length messages have nine
or more data bytes, the transport protocol (TP) or the extended transport protocol (ETP), in accordance
with ISO 11783-3, is required. When a message has less than eight data bytes, the unused bytes shall be
filled with FF,4 values.

2 © IS0 2022 - All rights reserved
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4.2 File data format

4.2.1 Data
Data consists of a block of bytes (unsigned eight-bit values). All values in the range of 0, ... 255;, are

allowed. There is no special handling of individual characters (control characters, end-of-line markers,
end-of-file markers or similar characters).

4.2.2 Bitgroups

Grups of one to eight bits are packed into one byte as bit 7 ... bit 0. Groups of nine te16 bits are
pagked into two bytes in the order of LSB as bit 7 ... bit 0, followed by most significant blyte (MSB)
as pit 15 ... bit 8. Unused bits in a bit group default to a value of 0 (zero).

4.2.3 Integer

Integer values are formatted as follows:

Unsigned 8 bit 1 byte 0..28-1 049 - 25549
Unsigned 16 bit 2 bytes, LSB first 0..216-1 04 .- 655354
Unsigned 32 bit 4 bytes, LSB first 0.).232-1 04 -.- 4294967295,

Signed 32 bit 4 bytes, LSB first, two's compliment* -231 ...231-1  -2147483648,,
+2147483647

4.2.4 Character string

A dqtring contains characters represented by one or more bytes (unsigned eight-bit values). The length
of a string is specified by a string length*data item. The characters in a string used as a filgname or a
path name shall be as specified in Annex A. The support for Unicode characters is added in file server
velsion 4, see B.5 Version Number. Prior to version 4, a character is by a single byte.

4.3 Data transmission centrol

4.3.1 General

Ea¢h communicatiomtransaction between a client and the FSis initiated by a request from the/client and
terjminated by at'esponse from the FS. In order to provide fail-safe communications, it is impqrtant that
th¢ client assigis the received response to a corresponding request and repeat an erroneoyis request
without triggering the complete execution again.

4.3.2° \Strategy

The client can issue a request and receive no response because of transient communication problems.
The failure can happen during the request message, i.e. the FS does not receive the request, or during the
response message, i.e. the client does not receive the response. The client cannot distinguish between
these two cases and shall repeat the request to obtain the requested data.

If there is no transaction strategy, the problem of the FS not receiving the request is resolved by the
client sending a second request and the FS responding with the requested data. However, if the client
does not receive the correct response data message and sends a second request, the FS then sends the
next data from the file; this is because a data request automatically advances to the next data in the file.

A transaction strategy is therefore required to prevent such errors. Each client on the network
maintains its own transaction number (TAN) counter, which should start at 0 after a power cycle.

©1S0 2022 - All rights reserved 3
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Each client generates a TAN for each request, that it sends to the FS. Each TAN shall be different from
the previous. This can be done by incrementing the last TAN used, for the next request. The client is
responsible for checking that a received response contains the same TAN that was used in the request
during the communication session, thus ensuring that there are no lost commands. The FS shall
remember the last command processed and response message sent for each client. The FS compares
each new request with the previous request from the same client. If the TAN is not the same, the request
is implemented, and the response is sent. If the TAN is the same as the previously received request,
the request is not implemented, and the previous response is sent. Thus, if the client sends a second
request, in the case where the FS never received the first request, the FS receives the TAN for the first
time, implements the request and sends the correct data response. If the FS receives a request with the

same TAl\iI that 1t has already received, it dO€s Not Implement the request, but the previous responseg is
retransmiftted.

4.3.3 Timeout

The execution time of all FS commands (the time between request and response) is maintained within
reasonablp limits. The client shall monitor the time while waiting for a response.

The timeduts specified in ISO 11783-3 for the transport protocol and the extended transport protocol
shall be miet for the execution of commands.

If a timeofit expires, the request is assumed to have failed and the clientshall repeat the request usjng
the same TAN.

If arequedt response takes longer than 200 ms after the completion‘of the request, the FS shall send the
status mepsage to indicate busy state to the client. This providesa request timeout of 600 ms if the|FS
status mefsage does not show a busy status.

4.4 Date and time support

Several F§ commands require a file date and, time. UTC? is used for this time. The file servér's
implementation of real time support can be either by maintaining its own real time informatjon
or by reqpesting the time and date information using the Time/Date parameter group specified in
[SO 11783}7.

If a client [requests the date and time'for the root of a volume, or the volume list itself, the file seryer
response $hall include the error “Access denied”.

The file server shall respond‘with the most recent time where the folder/file was accessed if the
operating| system provides\this information. Otherwise, the file server shall respond with the
informati¢n that is availabje.

Due to possible date and time changes (by the operator or other means) there is no guarantee, that the
date and fime associated with files and folders indicates the actual chronological order, in which the
files/folders weéreaccessed.

4.5 Multiclientsupport

The file server shall support multiple clients. If more than one client has a connection simultaneously,
the file server shall function with each client as if it is the only one on the network. There shall be no
interference between the commands processed for different clients.

The file server shall accept connections from all clients on the network. If the file server has limited
resources, it may limit the number of open file handles. Prior to file server version 4 the requirement to
support all connections was not clearly defined.

Upon connection of a client, the file server initiates the current directory for that client as the root
directory of the primary volume of the file server file system. If there are no volumes, then the current

2) Coordinated universal time, or universal time, formerly known as Greenwich mean time (GMT).
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directory is set to the list of volumes “\\". The client is required to use the appropriate Change Current
Directory or Open File commands to access files that need to be unique for that client. In the case where
multiple clients require access to common files, these clients are responsible for synchronizing their
directory and file naming conventions to enable access to these common files. To prevent unintentional
access to manufacturer proprietary files, a reserved directory name is specified. The naming convention
of the manufacturer-specific directory is:

MCMCO0000

where 0000 contains the four-digit manufacturer code (defined in accordance with ISO 11783-5 and
listed in 1SO 11783-1) in decimal representation formatted with leading zeroes A client shall not use
this manufacturer-coded directory name using a manufacturer code other than the manufacturer code
in |ts NAME field. When the client attempts to open a file in a manufacturer-specific directpry where
th¢ manufacturer code in the NAME of that client is not that of the manufacturer-specific| directory
name, the FS shall prevent access and return an “access denied” error code.

The complete value range from 0000 to 9999 shall be handled as manufacturés-code, even though the
mgnufacturer code is defined as an 11-bit value in ISO 11783-5, which limits.the possible valye range to
0tp 2047.

When a file server supports multiple volumes, manufacturer-specific directories can be dreated on
ea¢h volume. Creation of a manufacturer-specific directory is the responsibility of the dlient. The
mgnufacturer-specific directory shall only be placed at the rgot of each volume. If a foldef with the
samne naming convention (MCMCO0000) is found in a subfoldér,)it shall be treated like any other folder,
i.eit is not manufacturer specific.

4.6 File Handles

An|FS may support multiple file Handles. Many of‘the commands available for the FS create gnd/or use
filg Handles. However, there are some comma#fids that only use folder or filenames. Internplly, if the
FS|creates a file Handle to process these commands, the number of open files shall be incremented to
reflect the internal status of the FS.

4.7 Volumes

Diffferent types of media (Flashimemory, removable media, ruggedized disk drives, etc.) can b assigned
to (lifferent volumes.

An(FS can support multiple volumes. It is also possible for an FS to list no volumes — for exajnple, with
unjnitialized mediaormo device found.

The root of a rémovable media is the root of the volume provided by the file server to the dlients. For
nop-removable volumes, like display memory, a folder on that volume can be the root of the volume
provided.to-the clients, in order to protect critical areas of this memory.

The list.of volumes, specified by “\\’, is the highest layer (or base) of a directory structure.

Executing a change current directory command with “.\” based on the root of a volume, would set the
current directory to the volume list. Executing the command based on the volume list itself, will keep
the current directory in the volume list.

If the current directory is the volume list, the client can use relative paths starting with the volume
name.

EXAMPLE Relative path Vol1\ results in absolute path \\Vol1 if \\ is current directory.

It is recommended to use only media with a file system that supports long file names. The behaviour
with other file systems is not defined and can result in unexpected behaviour when changing such
volumes between file server systems.

© IS0 2022 - All rights reserved 5
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The names of the volumes are determined by the FS; however, the manufacturer of a FS may allow a
proprietary service tool to name volumes using the Initialize Volume Request message (see C.5.2.2).

NOTE This document does not specify how the service tool selects the media or volumes to initialize if they
are not named and listed in the list of volumes “\\".

4.8 Primary volume

The primary volume shall be a removable media. If no primary volume is available when a client
connects to the file server, Get Current Directory Response shall report an empty path and error code 4.
Any file operatiomns—wi
available,
removablg

v d V e U U UU A d uvdy Uld U U

and the current directory is still an empty string, the primary volume is being set
media and current directory points automatically to the root of the removable meﬁ@

Servers shall use removable volumes as primary volume to be compatible with legacy ;\ﬁ‘éﬁts whiich

expect a removable media as the primary volume. q)(b'
Clients shpuld always read the volume list and select a volume suitable for their tasﬂ{.\

See Figure¢ 1.

. Network ‘\\‘ (e
File Server Broad O Control Function
roadcast QQ A
No removable Q
volume —» 0\\
connected $\
<

Client Connection Maintenance Message

Get Curpent Directory Request
Get Current Directory*Response (EMPTY PATH, Error Code 4)

Removable

volume USB
gets Volume Status Response Volume Status Response
connected (USB, g& 1 Minute) (USB, Present, 1 Minute)

Get Current Directory Request
USB\, SUCCESS

Get Current Directory Response

Client Connection Maintenance Message

Get Current Directory Request
Get Current Directory Response (EMPTY PATH, Error Code 4)

Change Current Directory Response (SUCCESS)
Volume Status Response
(USB, Present, 1 Minute)

Removable
volume USB
gets
connected

Volume Status Response
(USB, Present, 1 Minute)

Get Current Directory Request
Get Current Directory Response (\\FLASH\, SUCCESS)

Figure 1 — Selecting initial directory
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4.9 Commands

To help identify communication issues, the FS shall respond to all destination specific commands.
The FS shall respond with a NACK (ISO 11783-3), when receiving:

— unspecified commands;

— empty request message (0 data byte).

The file server shall respond with Error Code 47 Malformed Request, if it receives a message, which is
shgrtertiram expected.

4.10 Connection/Disconnection of a client

Clients shall establish connection to the file server by sending the Client Connection Mdintenance
message (CCM) (C.1.3). The connection shall be established before the client’sends any|messages
comtaining a TAN to the file server. The CCM shall be repeated at 2-second intervals, to mgintain the
comnection.

NO[TE For version 3 and prior, the requirement for CCM was not cleatly specified, therefore tHose clients
might not be sending CCM as specified above.

The file server shall accept a client as connected when the fileserver receives the CCM or pny Client
to Server message containing a TAN. After 6 seconds withput receiving CCM or any Client] to Server
message containing a TAN, the file server shall consider the client as disconnected.

When a client is disconnected, the file server shall clpse all files, which are open by the disfonnected
clignt, and all Handles associated with that client*iecome invalid. The client's Current Dire¢tory shall
be[reset to the default.

Se¢ Figure 2.

©1S0 2022 - All rights reserved 7
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Client Network

Control Function Broadcast File Server

Address Claim ——p~<¢——— Address Claim  ——

File Server Status (2 s File Server Status (2 s
""" intervalifnot busy) | interval if not busy)

} Wait 6 seconds

For each
<& ——- Volume Status Response ———-<«—— Volume Status Response available
volume
I— Get File Server Properties Request ——————————»>|
prionak ‘
- v - Get file Server Properties Response (]/
. ——— Volume Status Request For a specific Q(I/
optional: \ volume or ,(1,
—— Volume Status Response ———— 1~ default volu e(b B

o
X
Command Response '\

AND / OR

Client Connection Maintenance message (2 s interval)

Command request including a TAN

Command request including a TAN
NACK

Client Connection Maintenance message (2 s interval)

Client is now connecte i i .
File server man’;iéa’lle Handles and Current

Directory | ion for connected clients

o

o command request
g'a TAN for 6 s received

No Client Connection Maintenance
message for 6 s received

SE TS 3

14 i) 1

requests and client Fi ;

. ¢ ¢— File Server Status Message fails for 6 s —
connection maintenance g

message ‘

Figure 2 — Client connection and disconnection
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Annex A
(normative)

Character set

:2022(E)

At

Vatidchraracters

The file server uses filenames and path names. Every character used for filenames and ‘path names is
validated by the FS using the filename and path definitions given in A.2. Only printable’char

V1§

Th
im
pr

A.

A.l
De

finitions:

A|B
A+B
{m}
{m,n}

XX

ible when presenting the filename or path name to a user.

e support for short, 8.3 format, file names, has been deprecated in file seryerversion 4. An
blemented according to version 4 is required to support filename and path.names per the (
pvided in A.2.

2 Filename and path definitions

2.1 Nomenclature

any of the characters in the set, including none from the set (optional);
defines an inclusive range from the'first through the last;

group;

character class;

escapes the following character, as in “\[”, which indicates a single lef
not the containiment of a set;

sequence ‘A" or “B”;

sequence of A followed by B;

exactly m of the preceding set;

from m up to and including n of the preceding set;

character code in hexadecimal notation where XX are two hexadecimal dig

acters are

FS server
lefinitions

bracket,

its (\x20,

£ h] CO - 1 - R . Yo h T P | 1 —
101 CXAIIPIC, TITUILALES UIIdI dULED COUT o4, WITILIT IS UIIC SPdLt LlIdI dULET J.

A.2.2 Name definitions

A.2.2.1 Names

Names are from one to 255 bytes in length, using the character set given below. The commonly used file
systems given in Annex D were used to determine name restrictions that allow these names to be used
with minimal feature loss.

Note that the length of names is specified in bytes. The number of bytes required for a name depends on
the Unicode characters and Unicode encoding method used in that name.

© IS0 2022 - All rights reserved
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To avoid incompatibility between different operating systems, the client shall not create folder/files
with names, which only differs in case, and names shall not end with a ' or include ‘<’, >, /|’ (the latter
three can cause issues on FAT32).

LongNameChar ::= any single character defined by Unicode/ISO/IEC 10646, except 0x00 to Ox1F,
0x7F to Ox9F, ‘\, *, 7", /",

WildCardChar ::=[ *? ] {1}

ManufacturerSpecificDirectoryChar ::= [ ~ ] {1}

PathSgparatorChar :i= [ \\ ] {1f

VolunjeListIndicator ::=[\\ ] {2}

ParentFolderIndicator ::=[. ] {2}

CurreptFolderIndicator ::= [ . ] {1}

MfgSpecificFolderIndicator ::= [ <ManufacturerSpecificDirectoryChar> ] {1}
LongWildCardNameChar::= [ <LongNameChar> | <WildCardChar> ] {1}
LongName ::= [ <LongNameChar> ] {1,254}

Long\WildCardName ::= [ <LongWildCardNameChar> ] {1,254}

A.2.2.2 Filenames
Filenamed use the names defined in A.2.2.1.
LongHileName ::= <LongName>

EXAMPLE Test, Test.txt, Test Filename.long.name(specifically a LongName).

A.2.2.3 Volumes
Volumes yse the names defined in A.2:2.1.
VolumeName ::= <LongName=>

EXAMPLE VOL_B, Flash Volunie
A.2.3 Path definitions

A.2.3.1 General

A path definition is similar to a filename definition but has additional prefix definitions and delimiters
between path'segments.

When a directory listing from path “\\” (two backslashes) is requested, the FS shall return a list of
volumes. All file servers shall support “\\” so that the clients can query the volumes (including removable
media), even if the FS has only one volume.

«n (]

The two predefined special directory names, “” and “.”, refer to the current (“.”) and parent (“.”)
directories. These predefined directory names shall not be reported in a directory listing but may be
used in a path name to specify reference to a current or parent directory.

«n

In case they are used in a path name, the file server shall normalize the path to remove “.” and “..” before
the path is checked or used by any command.

EXAMPLE 1

10 © IS0 2022 - All rights reserved
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Assumption: Current directory is \\Vol1\SomeDirectory\

Relative path: \\File.txt — Absolute path: \\Vol1\SomeDirectory\File.txt

Rel

ative path: .\File.txt - Absolute path: \\Vol1\File.txt

Absolute path:\\Vol1\SomeDirectory\..\.\File.txt = Absolute path: \\Vol1\File.txt

:2022(E)

If the path is at the list of volumes (“\\") then “.” will be ignored, also if it happens before the end of the
path. Consider this absolute path:

Aff
be

If t
an
the

If there are no volumes, and the client changes the current directory’to "\", then the file s¢

ret

The

cli¢
be
no

Th
din

In

\\\\\\

er the first two “.” the path is “\\’, therefore the next three “.” are ignored, and.the
fomes:

\\File.txt

he current directory is the volume list or the volume of the current directofy is no longer
] the client changes the current directory to "\", then the current directory shall be set to
primary volume.

urn Error Code 10 "Media not present”, because the primary volume is not present.

h "

character (tilde) may be used as a placeholder for,the manufacturer-specific dire
bnt. This character shall only be specified at the beginning of a path or after a volume nam
replaced by the FS with the manufacturer-specific diréctory name on the current volume
current volume, then the server primary volume shall be used.

«_n
~

g may be used anywhere in a name, and shall only be interpreted as the manufactur
ectory in the following two cases:

—
— \\VolumeName\~\

he following EXAMPLES the '~ shall be interpreted as name:

— \~\ (adressesthe directory with the name '~' in the current directory)
— ~name (adrésses the file with the name '~name' in the current directory)
— \\VolumeName\Folder\~

(adresses the file with the name '~' in the directory 'Folder")

—< X~\ (adresses the directory with the name '~' in the root directory of the currey

final path

available,

the root of

rver shall

ctory of a
b and shall
If there is

br-specific

t volume)

— =\ (adresses the Volume with mame ~ )

This rule enables to handle folders and files with the name ‘~’ created outside of the file server on a
removable media.

LongFolderName ::= [ <LongName> | <ParentFolderIndicator> | <CurrentFolderIndicator
LongPathName ::= [

[ <VolumeListIndictor>] |

> {1

[[<VolumelListIndictor>]+<VolumeName> + <PathSeparatorChar> + [ <MfgSpecificFolderIndicator>

+ <PathSeparatorChar> ] {0,1} + [ <LongFolderName> + <PathSeparatorChar> ] {O,n} ] |

© IS0 2022 - All rights reserved
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[ [ <PathSeparatorChar> ] {0,1} + [ <LongFolderName> + <PathSeparatorChar>] {0,n} ] |

[ [ <MfgSpecificFolderIndicator> + <PathSeparatorChar> ] {0,1} + [ <LongFolderName> +
<PathSeparatorChar> ] {O,n} ]

{1

Notice that a path always ends with a <PathSeparatorChar>. Annex E describes the reason for this.

EXAMPLE1  Pathrelative to current directory:

EXAMPLE P Path relative to root of current volume:

EXAMPLE B Path using manufacturérspecific folder indicator:

A
.\path
.\Long path name\
Path\
Levell\Level 2\
Path.djir\

Long gath name\

\Path
\Levelll\Level2\

\Path.dir\

\Long[path name\ Path including volume:
\\VOL|B\path\

\\VOL]B\Levell\Level2\

\\Flash Volume\Long path name\ (specifically a LongName)

~\
~\Path\

~\Levgl1\Level2\

\\VOL [B\~\path\
\\VOL|B\»\Level1l\Level2\

A.2.3.2 ath and filename

This path name includes as much path information as needed to produce an unambiguous specification
of the path to the file:

12

LongPathAndFileName ::= [

[[<VolumelListIndictor>]+<VolumeName> + <PathSeparatorChar> + [ <MfgSpecificFolderIndicator>
+ <PathSeparatorChar> ] {0,1} + [ <LongFolderName> + <PathSeparatorChar> ] {0,n} + [
<LongFileName>] ] |

[ [ <PathSeparatorChar> ] {0,1} + [ <LongFolderName> + <PathSeparatorChar> | {On} + |
<LongFileName> ] ] |

© IS0 2022 - All rights reserved
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[ [ <MfgSpecificFolderIndicator> + <PathSeparatorChar> ] {0,1} + [ <LongFolderName> +

<PathSeparatorChar> ] {0,n} + [ <LongFileName> ] ]
1{1}
EXAMPLE1  Path relative to current directory:
Test.txt
path\Test.txt

Long path name\Test Filename.long.name

EXAMPLE 2 Path relative to root of current volume:
\path\Test

~\path\Test

~\Levell\Level2\Test

EXAMPLE 3  Path including volume:
\\VOL_B\path\Test

\\VOL_B\~\path\Test

\\VOL_B\path\Test.txt
\\VOL_B\Level1\Level2\Test

\\Flash Volume\Long path name\Test Filename.long:itame

A.2.3.3 Search definitions

The wildcards “*” and “?” may be used:

— | “*”is a wildcard for 0 or more characters of a filename or folder name;

— | “?”is awildcard for a single\character in a filename or folder name.

Wildcards shall only be usédfor directory listings, and only after the last path separator.
LongPathAndWild€ardName ::= [

[[<VolumeListindictor>]+<VolumeName> + <PathSeparatorChar>+ [ <MfgSpecificFolder
+ <PathSéparatorChar> ] {0,1} + [ <LongFolderName> + <PathSeparatorChar>
<LongWildCardName> ] |

[ | \<PathSeparatorChar> ]| {0,1} + [ <LongFolderName> + <PathSeparatorChar>
<LongWildCardName> ] |

ndicator>

| {On} +

] {On} +

[ [ <MfgSpecificFolderIndicator> + <PathSeparatorChar> ] {0,1} + [ <LongFolderName> +

<PathSeparatorChar> ] {0,n} + <LongWildCardName> ]
1{1}

EXAMPLE1 Pathrelative to current directory:

*

?ath

7a*

~\*

© IS0 2022 - All rights reserved
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~\7ath
EXAMPLE 2  Path relative to root of current volume:
\*
\7ath
~\path\*
EXAMPLE 3  Path including volume:

\\VOL[BY"

\\VOL|B\?ath

\\VOL]B\path\Test*

\\VOL B\ path\Test*.txt

\\VOL|B\Level1l\Level2\Test.*
\\VOL|B\Level1\Level2\T?st.txt

\\Flash Volume\Long path name\Test ???? Name.long.name
\\Flash Volume\Long path name\Test * Name.*.name

\\Flash Volume\Long path name\T?st Filename.long.name

14 © IS0 2022 - All rights reserved
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Annex B
(normative)

Parameter definitions

B.t—C€ommamd groups

Fil¢ server commands are divided into groups; four bits specify the group of the commadnds.

Data length: 4 bit
Value Meaning
0000 Connection management
0001 Directory handling
0010 File access
0011 File handling
0100 Volume handling
0101..1111 Reserved

B.2 Command functions

Ea¢h FS command group has a numbef.of functions. The lower four bits of a command byte gpecify the
funpction of the command.

Data length: 4 bit
Value Meaning
046 - Fi6 Defined in each command message

B.B File Server Status

The current status of the FS.

Data length: 1 byte
Bit Value Meaning
7.2 000000 Reserved, send as 000000
1 1 Busy writing
0 1 Busy reading

B.4 Number of Open Files

The number of files that are currently open at the FS.

© IS0 2022 - All rights reserved 15
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Data length: 1 byte
Resolution: 1 bit
Data Range: 019 - 255;( (unsigned 8 bit)

B.5 Version Number

This indicates the edition of ISO 11783-13 with which the FS server or client conforms with.

The versi
Standard [(i.e. ISO 11783-13) to which the client is designed. It shall not change at runtime due
adaptatio

to
s to different file servers. For example, a Version 3 client would still report Vebsion 3

behavioun] in this parameter, even if the client falls back to Version 2 behaviour to communijcate tp a
Version 2 file server. The FS may choose to report this or provide it for diagnostics, but shall not reject
communidation or the request based on the reported Version Number.
Data length: 1 byte
Value Meaning
0,0 Draft edition of the International Standard
1 Final draft edition of the International Standard
20 First published edition of the International Standard
30 Second published edition of theInternational Standard
40 Third published edition of.the International Standard
3o - 2544 Reserved
255, Compliant with-Vérsion 2 and prior (client only)
B.6 Makimum Number of Simultaneously Open Files

The maxi-Eum number of files thatcan be opened simultaneously at the FS.

Data length: 1 byte
Resolfpition: 1-bit
Data Range: 210 -+ 2551 (unsigned 8 bit)

B.7 File Server Capabilities

Data length: 1 byte
Bit Value Meaning
7.2 000000 Reserved, send as 000000.
1 1 File server supports removable volumes.
0 1 File server supports multiple volumes.

16 © IS0 2022 - All rights reserved
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B.8 Transaction Number

ISO 11783-13

A number (TAN) assigned to a request so that the corresponding response can be identified.

:2022(E)

Data length: 1 byte
Resolution: 1 bit
Data Range: 0 to 255
B.p—ErrorCode
Erfor codes defined here, are valid for all commands, they are referenced in.
If 4 response contains an error code other than 0 (Success) or 45 (File pointer atjend of file), all other
data beside the Command and TAN in the response shall be disregarded, unless itis otherwisd specified.
Data length: 1 byte

Value Meaning Possible-reason

010 Success.

14 Access denied. Client tries to access a path including a
manufacturer-specific folder, whjch doesn’t
match the client’s manufacturerjcode.

File server has no access to a giyen path.
The given handle is not assigned to the
requester.

In general, if the file server has|no access
rights to a given path.

210 Invalid access. In all cases where the path shal] point to a
directory, but the existing item |s a file, or
vice versa.

310 Too many files open. Maximum number of handles that can be
managed by the file server is rdached. No
new handles can be generated] Numbers
reported by status message.

47y File, path or volume not found. The specified path is not found op the given
volume (maybe folder or file whs deleted
before), or the specified volume i unknown
to the system.

510 Invalid Handle. The command request includes a client
handle, which is not known at all to the
file server.

610 Invalid given source name. The given source folder or file name doesn’t

© IS0 2022 - All rights reserved
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defined in

A.2.Orislonger than what the OS can handle.

Or doesn’t fulfil the file system li

mitations.
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710 Invalid given destination name. The given destination folder or file name
doesn’t fulfil the naming requirements de-
fined in A.2. Or is longer than what the OS
can handle. Or doesn’t fulfil the file system
limitations.

810 Volume out of free space

910 Failure during a write operation An error in the file system occurs.

01— Mediaismotpresent————Themediareferenced by the giverrvotume
name, is no longer present.

For example, the removable mediawas|re-
moved, but the volume name i$'still provided
within in the volume list,

114, Failure during a read operation. An error in the file syStem occurs.

124 Function not supported. Is reported by the.file server for all fujnc-
tions, which are’not provided by the file
server, and which are marked optiona] in
this document.

134 Volume is possibly not initialized.Volume is physically available but canpot
bewsed by the file server (e.g. no supporfed
File System, or not mounted, or no accefs).

14, ... 414, Reserved.

42, Invalid request length The file pointer hits the start of the file
On invalid space request of the volume,

43, Out of memory. file server is out of resources and canpot
complete request, e.g. no memory to stpre
request or response data.

44, Angyother error

45,9 File pointer at end of file.

464, TAN Error Same TAN, but different request comparedl to
the previous one (change in content or site).

4710 Malformed Request. Message is shorter than expected. If the
message is too short to provide a TAN (less
ther 2data 'uytca), theTAN-shattbeset to
0xFF in the response message.

48 ... 255, Reserved.

B.10 Handle

The data object assigned by the FS and used by the FS and client to reference a file or directory for

requested actions.

Data length: 1 byte

18

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=89b389a10eee0e1640834c51c222c257

ISO 11783-13:

2022(E)

Value Meaning
019 - 25449 Value of the Handle assigned by the FS for further access to a file
255, Error when assigning a Handle for a file
B.11 Space
Indication of, e.g., total or free volume space.
Data length: 4 bytes
Resolution: 512 byte
Data Range: 019 --- 4294967295, (unsigned 32 bit)
B.12 Path Name Length
Number of characters in a path name. This can be a volume, path, filehame, wildcard, or combination
thdreof.
Data length: 2 bytes
Resolution: 1 bit
Data Range: 019 --- 65535 (unsigned 16 bit)
B.13 Path Name
The allowed characters in a path name arespecified in A.2.3.1.
B.14 Flags
The data object used by a client.te specify the mode of file or directory access requested.
Data length: 11 hyte
Bit Value Meaning
7.6 00 Reserved, send as 00
5 Version 4 and later:
This bit shall be ignored by the server if bit 1 and 0 are not set for ‘Open directory’
0 Do not report hidden T1les and folders In directory listing.
1 Report hidden files and folders in directory listing.
Version 3 and prior:
Reserved, send as 0.
4 0 Open file for shared read access
1 Open file with exclusive access (fails if already open)
3 0 Open file for random access (file pointer set to the start of the file)
© IS0 2022 - All rights reserved 19
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1 Open file for appending data to the end of the file (file pointer set
to the end of the file).
The file pointer can be moved by the seek commend. Reading (if
enabled) will be done from the current file pointer location. Prior
to any write command the file pointer is automatically moved to
the end of the file. This means that new data will always be added
to the end of the file, regardless of prior seek or read commands.
2 0 Open an existing file (fails if non-existent file)
1 Create a new file and/or directories if not yet existing
1,0 00 Open file for reading only
01 Open file for writing only
10 Open file for reading and writing
11 Open directory
When bitg 1 and 0 are set for “Open directory”, bits 3 and 4 are ignored.
B.15 Attributes
The data @bject used by the FS to describe the file to the client:
Data length: 1 byte
Bit Value Meaning
7 0 Volume, is case-insensitive
1 Volunte is case-sensitive (Version 3 and later FS support this
attribute)
q 0 Volume is removable
1 Volume is not removable
5 0 Volume does not support long filenames
L Volume supports long filenames
4 0 Does not specify a directory
1 Specifies a directory
3 0 Does not specify a volume
1 Specifies a volume
2 0 Volume does not support hidden attribute or the implementation
does not support the hidden attribute for the given volume
1 Volume supports hidden attribute and the implementation sup-
ports the hidden attribute for the given volume
1 0 “Hidden” attribute is not set

20
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“Hidden” attribute is set (not applicable unless volume supports
hidden attribute)

“Read-only” attribute is not set

“Read-only” attribute is set

A volume is only reported as volume and not as a directory in a Directory Entry (see B.21). In all other
cases (Open File, Get File Attributes, etc.) it is reported as a directory only, because the root directory is

addressed, not the volume itself.

EXAMPLES

Volume supports hidden attribute and the implementation supports the hidden attribute for the'giver] Volume:

—| USB stick with FAT32 on a Linux system.
->hidden is most likely supported, since many Linux destributions do support hidden files on FA[I'32 file

systems

NTFS file systems

and NTFS file systems

B.16 Set Attributes Command

The command from the client to the FS forsetting or clearing file attributes.

-> the server would report "hidden attribute is supported”

—| USB stick with NTFS on a Linux System
->hidden is most likely NOT supported, since many Linux destributions’do NOT support hidden files on

->the server would report "hidden attribute is NOT supported”

—| USB stick with NTFS or FAT32 on a Windows based system.
-> hidden is most likely supported, since many Windows destributions do support hidden files o FAT32

-> the server would report "hidden attribute is supported”

Data length: 1 byte
Bit Value Meaning
7,6 11 Reserved, setto 11
5,4 A Reserved, setto 11
3,2 00 Clear “hidden” attribute
01 Set “hidden” attribute (not applicable unless volumg supports
hidden attribute)
10 Reserved
11 Don't care, leave “hidden” attribute in current state
1,0 00 Clear “read-only” attribute
01 Set “read-only” attribute
10 Reserved
11 Don't care, leave “read-only” attribute in current state

© IS0 2022 - All rights reserved
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B.17 Position Mode

The position mode specifies the location from which the offset value is used to determine the file

pointer position.

Data length: 1 byte
Value Meaning
01 From the beginning of the file
1, From the current pointer position
20 From the end of the file
310 - 2559 Reserved
B.18 Offset
The offset]is used with the position mode to determine the file pointer position:
Data length: 4 bytes
Resolution: 1 bit
Data Range: -2147483648, ... +2147483647, (signed\32 bit)
B.19 Pogition

The valuelof the file pointer position.

Data length: 4 bytes

Resolution: 1 bit

Data Range: 019 --- 4294967295, (unsigned 32 bit)
B.20 Coynt

The numbler of bytes of data@requested to be read from, or written to, a file, or the number of directpry

entries refid from a directory.

Data length: 2 bytes

Resolution: 1 bit

Data Rasge: 65535 {unsigned16-bif

B.21 Directory Entry

Data length: Variable
Byte 1 Filename Length see B.22
Byte 2-n Filename see B.23
Byten+1 Attributes see B.15

22
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Bytesn+2,n+3 File Date see B.24
Bytesn+4,n+5 File Time see B.25
Bytesn+6..n+9 Size see B.26

B.22Filename Length

Number of characters in a filename.

For an FS without support for long filenames, the filename length is a maximum of 1 ... 12 chdracters.

For an FS with support for long filenames, the filename is a maximum of 1 ... 254y¢hardcters. (FS
veysion 2 and prior specified a maximum of 31 characters.)

Data length: 1 byte
Resolution: 1 bit
Data Range: 149 ... 2544, (unsigned 8 bit)

B.23 Filename

The allowed characters in a filename are specified in A.2.2.2;

B.24 File Date

The file date is represented by a bit group withthe following 16 bit encoding.

Data length: 2 bytes
Bits 15 ...9 0..127 Year - 1980 (difference between the year and 1980
Bits 8 ... 5 1..12 Month (1 =January, ..., 12 = December)
Bits 4 ...0 1%/31 Day

If 4 file date is not available in an implementation, all bits are set to zero (0;, = 0000,4) r¢sulting in
“1980-00-00".

B.25File Time

The file time is represented by a bit group with the following 16 bit encoding.

Data length: 2 bytes
Bits 15 ... 11 0..23 Hours
Bits 10 ... 5 0..59 Minutes
Bits 4 ...0 0..29 Seconds (in steps of 2 s)

If a file time is not available in an implementation, all bits are set to zero (0, = 0000,4) resulting in
“00-00-00".

B.26 Size

The number of bytes in a file or the number of files and folders in a directory.
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Data length: 4 bytes
Resolution: 1 bit
Data range: 019 --- 4294967295, (unsigned 32 bit)
B.27File Handling Mode
Data length: 1 byte
Bit Value Meaning
71-3 00000 Reserved, send as 00000
2 0 “Recursive” mode is not set
1 “Recursive” mode is set
1 0 “Force” mode is not set
1 “Force” mode is set
G 0 “Copy” mode is not set
1 “Copy” mode is set

B.28 Report Hidden Files

NOTE This applies to version 3 and prior. It is not useddi'version 4 and later.
Data length: 1 byte
Value Meaning
040 Do not report hidden files in a directory listing
1, Reporthidden files in a directory listing
240 - 2544 Reserved
2554, Parameter is not available, FS shall not report hidden files in a directory listjng
B.29 Volume Flags
The data gbjéct used by the client to specify the mode of volume access requested.
Data length: 1 byte
Bit Value Meaning
7.2 000000 Reserved, send as 000000
1 0 Create volume using all available space
1 Create volume using space specified
0 0 Create a new volume if not yet existing (fails if existing volume)
1 Overwrite the existing volume
24 © IS0 2022 - All rights reserved
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B.30Volume Mode

The data object used by a client to specify the mode of the volume access requested. A value of 00000000
requests the current status and does not request a change of the volume status. (This parameter applies
to Version 3 and later file servers.)

Data length: 1 byte
Bit Value Meaning
F—2 800000 e
1 1 Request volume to prepare for removal
0 1 Report volume in use by client
0 Report volume not in use by client

B.B1 Volume Status

The current status of the volume. This parameter applies to Versiofi 3*and later FS.

Data length: 1 byte
Bit Value Meaning
7..3 00000 Reserved, send’as 00000
2..0 7.4 Reserved
3 Removed
2 Preparing for removal
1 In use
0 Present

B.B2 Maximum Time before Volume Removal

Maximum time,a'vglume can be held off from being removed. (This parameter applies to Vergion 3 and
later FS.)

Datadength: 1 byte
Resolution: 1 min/bit, 0 offset
Data range: 0 to 250

Type: Measured

B.33 Volume Name

The allowed characters in a volume name are specified in A.2.2.3.
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B.34 Volume, Path, File and Wildcard Name

The allowed characters in a volume, path, file and wildcard name are specified in A.2.2.3, A.2.3.1,
A.2.3.2 and A.2.3.3, respectively.

B.35 Volume, Path and Filename

The allowed characters in a volume, path and file name are specified in A.2.2.3, A.2.3.1 and A.2.3.2,
respectively.
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Annex C
(normative)
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C.1Fileservermessages amd data tramsfer
C.1.1 Overview
Twjo PGN (parameter group numbers) are reserved for the FS message protocol:
a) | File Server to Client
Transmission repetition rate: As required
Data length: Variable
Data Page field: 0
PDU Format field: 171
PDU specific field: Destination, address
Default priority: 7
Parameter group number: 43776 (AB00,4)
b) | Client to File Server
Transmission repetition(rate: Asrequired
Data length: Variable
Data Page field¢ 0
PDU Formatfield: 170
PDU specific field: Destination address
Default priority: 7

Parameter group number:

43520 (AA00, )

Before a client CF begins to maintain a connection with the file server, it can obtain information
about the file server's capabilities using the above-listed PGN. Those PGN are also used to transfer the
data to or from the FS utilizing the transport protocol or the extended transport protocol specified
in ISO 11783-3. Destination-specific messages shall be used and connection management shall be
implemented.

The client CF shall wait for a response before sending another command. A fixed timeout for reception
of the response cannot be given due to the fact that various commands can have very different response
times. Instead, FS command processing can be monitored by the client through the File Server Status
message.
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The error code 124, “Function not supported”, enables the FS to indicate to a client that a specific
function is not supported. All file servers shall implement the complete set of functions not marked as
optional; nevertheless, a file server based on an older revision of this document might support fewer
functions, in the case of the addition of new functions. If a client sends a command, which is not defined
within this document, the file server shall respond with a NACK (ISO 11783-3).

Even if a response message from the file server includes an error code, the file server shall fill the
message with valid data.

C1.2 Fi

le Server Status

The File S

brver Status message shall be sent with a Transmission repetition rate of 2 000 ms whén

status is ot busy, 200 ms when the status is busy reading or writing.

In additiol
current vg

The busy
request.

A timeout
to free all

Trans

mission repetition rate:

Datal

ngth:

Priority:

Paranpeter group number:

Byte 1

Byte J
Byte ]

Bytes

FS function = 04,
Bits 7-4 0000

Bits 3-0 0000

4-8

C.1.3 Cljent Connection Maintenance

(see 4.10 Connection/Disconnection of a clint].

Trans

Datal

mission repetition rate:

ength:

Parameter group number:

Byte 1 FS function = 04,

28

Bits 7-4 0000

1, the message shall be sent on change of byte 2 (status), up to five messages per;second, if
lue of byte 2 differs from the previous message.

[lag shall be set by the file server if a response cannot be sent within 200.ms of receiving

of 6 s on this message indicates a possible shutdown of the file ser¥er, thus enabling the cli
cated file server communication resources.

2 000 ms when the statustisinot busy, 200 ms when the sta

the

the

Lhe

ent

fus

is busy reading or writinig and, on change of byte 2, up to ffive

messages per second
8 bytes
5

FS to«client, destination-specific, use global address: FF4

Command Connection Management see B.1
Function File Server Status see B.2
File Server Status see B.3
Number of Open Files see B.4

Reserved, transmit as FF

2 000 ms
8 bytes

Client to FS, destination-specific

Command Connection Management see B.1
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Byte 2

Bytes 3-8

C.1.4 GetFile Server Properties

Bits 3-0 0000

IS0 11783-13:2022(E)

Function Client Connection Maintenance see B.2

Version Number see B.5

Reserved, transmit as FF;g

The Get File Server Properties message is sent by the client to request the FS properties.

Th—\ cliont HRas- cand Hms messase haofora SC“d!v\n o C]1nn|— Caonnaction Maointanancn yanccagn ThlS allows

FCTITrCTTroTIror y - ST TIoE CIrr S 1t TITUSCOTTOTT

11111 S O CIICTIC U T CTroT I o I ce IO IIC e IIic ST 5t

the client to check the version compatibility before establishing a connection with the file.Sexjver.

Data length:

Byte 1

Bytes 2-8

C.1.5 GetFile Server Properties Response

The Get File Server Properties Response message is sent by the FS to a client in response to t

Transmission repetition rate:

Parameter group number:

FS function = 14,
Bits 7-4 0000

Bits 3-0 0001

Sexyver Properties message.

Data length:

Transmission repetition rate:

Parameter group number:

On request
8 bytes

Client to FS, destination-specific

Command Connectipn:Management S€
Function GetFile'Server Properties S€

Reserved, transmit as FF,

In response to Get File Server Properties message
8 bytes

FS to client, destination-specific

(¢°]
=]
—

(¢)
=s]
N

he Get File

Byte 1 FS fyngtion = 1,
Bits 7-4 0000 Command Connection Management see B.1
Bits 3-0 0001 Function Get File Server Properties see B.2
Byte2 Version Number see B.5
Byte 3 Maximum Number of Simultaneously Open Files |see B.6
Byte 4 File Server Capabilities see B.7
Bytes 5-8 Reserved, transmit as FFg

C.1.6 Volume Status Request

This message applies for Version 3 and later FS.

The Volume Status Request message is sent by the client to command the file server volume status or
request the current volume status. Path Name Length of zero shall be used to request the volume of the
current directory of the client.

© IS0 2022 - All rights reserved
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The client may send this message before sending a Client Connection Maintenance message. This allows
the client to check the availability of a volume before establishing a connection with the file server.

If there is an error, the file server shall respond with one of the valid values of volume status or OxFF.

Transmission repetition rate: On request

Data length: Variable

Parameter group number: Client to FS, destination-specific
Byte 1 FS function = 2,

Byte ?
Byte :
Bytes

C.1.7 Vc
This mess

The Volun
Status Req
global add
to the GA
the error
“Request
Length of
The file sd

Once the R

If a “Requ
“Preparin
volume at

The volun]
have all c
request of
for a “Max|

Bits 7-4 0000 Command Connection Management see B\l

Bits 3-0 0010 Function Volume Status see B.2
Volume Mode see B.30
, 4 Path Name Length see B.12
5-n Volume Name see B.34

lume Status Response
pge applies to version 3 and later FS.

e Status Response message is sent by the file server to a client in response to the Volu
juest or on volume status change. On volume status changes, the FS sends this message to
ress (GA). If a client request causes the statusito change, then the FS shall send the respo
so that all clients are informed. Since the'global response is on status change, this imp
code will be Success; therefore, non-sugeess shall only be sent to the requester. If the cli
rolume to prepare for removal” and the volume requested is not removable, or the Path Na
request is zero and the current diréctory is not set, then the FS shall return “Invalid acce
rver can use a Volume Name of “)\\/"to indicate a status change of all volumes on the FS.

S detects a removable volume'is present, it shall report that the volume is “Present”.

st volume to prepare far removal” is sent by a client, the FS shall report that the volum
b for removal” and,allclients shall close their files and/or directories. In order to keep
“Preparing for remeval”, the client needs to continually send a “Maintain” request.

Ime
the
se
ies
ent
Ime

”

bS .

P iS
the

e status trapsition from “Preparing for removal” to “Removed” is sent to all clients once they

osed their files and/or directories. The FS maintains the volume for 2 s after the last cli

imum-Time Before Volume Removal”. The latter is determined by the FS and could be the ti

ent

“Maintain (by client reporting that the volume is in use within the Volume Status Requgst)

Ime
be

If a client requests the status of the volume and there is a file or directory open on the volume or there
has been a “Maintain” request on a “Preparing for removal”, then the FS shall report the volume as “In

”

use .

The maximum repetition rate for the Volume Status response message shall be 1 message per 200 ms.

If there is an error, the file server shall respond with one of the valid values of volume status or 0xFF.

Transmission repetition rate: On request and on change of Volume Status

Data length: Variable

30
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Parameter group number: FS to client, destination-specific or use global address: FF;,
Byte 1 FS function = 24,
Bits 7-4 0000 Command Connection Management see B.1
Bits 3-0 0010 Function ~ Volume Status see B.2
Byte 2 Volume Status see B.31
Byte 3 Maximum Time Before Volume Remaoval see B.32
Byte 4 Error Code sge B.9
010 Success
149 Access denied
210 Invalid access
419 File, path or volume¢not found
619 Invalid given source name

434, Out of memory

44, Anyother error

Byte 5, 6 Path Nathe Length sge B.12
Byte 7-n Voline Name s¢e B.34
EXAMPLE 1

This example shows how the clients and.file server shall react, if a client requests to remove a vplume, and
angther client still has files open.

Baged on C.1.7. there is a maximum time defined for the client to finish the work, where the minimun] time is 2 s
(bgsed on: file server maintains the volume for 2 seconds after the last client request of ,Maintain{) and with
eadh Maintain request of the'client there is another 2 seconds, until the maximum time before volumd removal is
reached.
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) Network Client Client
File Server Broadcast Control Function Control Function
A B
Operator
connects —»|
Volume: USB
Volume Status Response | Volume Status Response R
(USB, Present, 1 Minute) =1 ___ | (USB, Present, 1 Minute) "1 ____ Volume Status Response__ _
(USB, Present, 1 Minute)
«——————— Open File Request
|
Open File Response (Success) e
VU;ulllE OLALUS REYUTST USD UUTTTIIU STATUS )
|
Volume Status Response (USB, In Use, 1 Minute) ————»
L S Volume Status Request( USB, Request volume to prepare for removal)
I
Volume Status Response (USB, Preparing for removal, 1 Minute) - P
Volume Status Response Volume Status Response
— (USB, Prle [ial\r/llpg ior B &lifé‘f:le]iaﬁ&gllftzg > Volume Status Response
removal, inute) i i ——— (USB, Preparing for |, ——-»
removal, 1 Minute)
&— Volume Status Request (USB, Report volume in use by client)
|
Volume Status Response (USB, In Use, 1 Minute) ——————9
) ‘ Repeat volume status
¢ Write Fl‘le Request request after 2 seconds
Write File Response (Success) — p|  iftlientneeds more
than 2 seconds to finish
operations on volume Time in
&—— Volume Status Request (USB, Report volume in use by client) kg]e;)\:vien 1s
| 9
Volume Status Respons‘e (USB, In Use, 1 Minute) ————— P minute
¢ Close File Request
|
Close File Response (Success) o
N°n";';':eil':ﬁ‘.'lie;:::le:sfssznd ‘ <« N° nlore Volume Status Request message __|
volume is ready for removal after’2 'seconds
Volume Status Response __ < Volume Status Response
(USB, Removed, 1 Minute) ____(Pfli. ffriliV_ef._l_IVilTitf)““ ____ Volume Status Response ____
(USB, Removed, 1 Minute)
Inthis.diagram time for removal reported by File Server within Volume
Status Response message is 1 minute
Figure C.1 — Volume Status Behaviour EXAMPLE 1
EXAMPLE
Operator remaves the 1ISB stick from the system There are two nprinn S

1. Operator directly removed the USB stick

2. Operator uses Ul to request that he wants to remove USB stick
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Network
Broadcast

Client

Control Function

B

File Server
Operator
connects —P
Volume: USB

Volume Status Response
(USB, Present, 1 Minute)

Volume Status Response
(USB, Removed, 1 Minute)

Volume Status Response
(USB, Preparing for
removal, 1 Minute)

Volume Status Response
(USB, Removed, 1 Minute)

(USB, Preparing fo
removal, 1 Minute)

Client
Control Function
A
Vol Status Rq
olume Status Response »l

(USB, Present, 1 Minute) Volume Status Response

Volume Status Response
(USB, Removed, 1 Minute)

(USB, Present, 1 Minute)

Volume Status Response
(USB, Removed, 1 Minute)
Volume Status Res
(USB, Removed, 1

Volume Status Response
(USB, Preparing for

removal, 1 Minute) Volume Status Response

(USB, Preparing for
removal, 1 Minute)

No Volume Statu. @ est for In Use
withifi2’seconds
\)
Volume Stat \ esponse
(USB, RemGved, 1 Minute)

Volume Status Response
(USB, Removed, 1 Minute)

Volume Status Response
(USB, Preparing for

removal, 1 Minute) Volume Status Response

(USB, Preparing for
removal, 1 Minute)

- Volume Status Request (USB, Report volume in use by client)
) Volume Status Response (USB, In Use, 1 Minute)

No more Volume Status Request for In Use
after 2 seconds
Volume Status Response
(USB, Removed, 1 Minute)

Volume Status Response
(USB, Removed, 1 Minute)

Figure C.2 — Volume Status Behaviour EXAMPLE 2

EXAMPLE 3

This example describes a file server (display) shut down. The Clients have a chance within the Maximum time for

removal to store their data.

© IS0 2022 - All rights reserved
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. Network Client Client
File Server Broadcast Control Function Control Function
A B
Operator
connects —9
Volume: USB
Volume Status Response __ Volume Status Response —
(USB, Present, 1 Minute) ™ ___ ( (USB, Present, IMinute) | ____ Volume Status Response __ _
(USB, Present, 1 Minute)
File Server
Shutdown Volume Status Response Volume Status Response
t—— (\\, Preparing for removal,—#+——— (\\, Preparing for removal, — —
( 1 Minute) 1 Minute) Volume Status Response
———————————————————————— F——— (\\, Preparing for removal, —— 9|
No inluse 1 Minute)
mesfage | &——— Volume Status Request (USB, Report volume in use by client) ———
. A |
withfin 2 Volume Status Response (USB, In Use, 1 Minute) ———————®
secpnds
Volume Status Response Volume Status Response
(FLASH, Removed, 1 Minute) (FLASH, Removed, 1 Minute)
777777777777777777777777 __ Volume Status Response
(FLASH, Removed; Minute)
«¢——— Open File Request
|
Open File Response (Success) R
¢—— Volume Status Request (USB, Report volume in use by client) ————
|
Volume Status Response (USB, In Use, 1 Minute) ——————— 9
¢——————————————— Write File Request
|
Write File Response (Success) — 5P
¢—— Volume Status Request (USB, Report volume in use by cligat)  ————
I
Volume Status Respons‘e (USB, In Use, 1 Minute)\ ———————®
¢———————————— C(loseFile Request
|
Close File Response (Success) R
Volume Status Response [ @) Volume Status Response .
(USB, Removed, 1 Minute) (USB, Removed, 1 Minute)
77777777777777777777777 | Volume Status Response _
(USB, Removed, 1 Minute)
Figure C.3 — Volume Status Behaviour EXAMPLE 3
EXAMPLE #
This example showsthow a client can react to store files in case somebody wants to remove the volume.
It includes plsotthe fact, that the client needs some time to collect data before he can write them for example.

34
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. Network Client Client
File Server Broadcast Control Function Control Function
A B
Operator
connects —p|
Volume: USB
Volume Status Response ___ Volume Status Response ]
(USB, Present, 1 Minute) ____(USB Present 1 Minute) 7| ____ Volume Status Response ___ |
(USB, Present, 1 Minute)
s Volume Status Request( USB, Request volume to prepare for removal)
Volume Status Response (USB, Preparing for removal, 1 Minute) >
VOIuIe Status RESPUTIST ‘V’U;ulllc Sl.al.ua Rcayuuac
| (USB, Prle I;al\l;[l.ng ior T E,giﬁ;f:f I;aﬁ&guz; B Volume Status Response
removal, inute) | _____removal Ryt AR ———— (USB, Preparing for — =
removal, 1 Minute)
@« Open File Request
|
Open File Response (Success) —>
¢—— Volume Status Request (USB, Report volume in use by client)
|
Volume Status Respon‘se (USB, In Use, 1 Minute) ————— %>
(@ Write File Request
|
Write File Response (Success) R
¢——— Volume Status Request (USB, Report volume in use by client) ~<%——
|
Volume Status Respon‘se (USB, In Use, 1 Minute) =~ —P>
——————————————— C(lose File Request
I
Close File Response (Success) ——P
Volume Status Response ___ . Volume Status Response
(USB, Removed, 1 Minute) (USB, Removed, 1 Minute)
_______________________ _ Volume Status Response _ _
(USB, Removed, 1 Minute)
Figure C.4— Volume Status Behaviour EXAMPLE 4
C.2 Directory Handling
C.2.1 Overview
Difectory Handling consists of commands to get or set the current directory, which is used for requests

where the path argument specifies no directory.

C.?

.24 Get Current Directory

C.2.2.1 General

Get Current Directory returns the current directory as a pathname. After successful completion of the
Get Current Directory Request, the full path in the form “\\VOL\DIR\SUBDIR” is reported.

C.2.2.2 Get Current Directory Request

Transmission repetition rate: On request
Data length: 8 bytes
Parameter group number: Client to FS, destination-specific

© IS0 2022 - All rights reserved
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Byte 1 FS function = 16,
Bits 7-4 0001 Command Directory Handling see B.1
Bits 3-0 0000 Function Get Current Directory see B.2
Byte 2 TAN see B.8
Bytes 3-8 Reserved, transmit as FFg
C.2.2.3 GetCurrentDirectory Response
Transmission repetition rate: In response to Get Current Directory Request message
Data length: Variable
Paranpeter group number: FS to client, destination-specific
Byte 1 FS function = 16,
Bits 7-4 0001 Command Directory Handling see B.1
Bits 3-0 0000 Function Get Current Directory see B.2
Byte ? TAN see B.8
Byte : Error Code see B9
049 Success
410 Eile, Path or volume not found
1059 Media is not present
1349 Volume is possibly not initialized
43, Out of memory
444, Any other error
Bytes|4-7 Total Space (in units of 512 bytes) see B.11
Only if detectable. If not detectable 0 shall be reported
Bytes|8-11 Free Space (in units of 512 bytes) see B.11
Only if detectable. If not detectable 0 shall be reported
Bytes 12,13 Path Name Length see B.12
Bytes 14-n Path Name see B.13

Contains the current directory path, regardless of the error

code.

C.2.3 Change Current Directory

C.2.3.1 General

Change Current Directory selects the current directory.

36
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C.2.3.2 Change Current Directory Request

Transmission repetition rate: On request
Data length: Variable
Parameter group number: Client to FS, destination-specific
Byte 1 FS function = 17
Bits 7-4 0001 Command Directory Handling see B.1
Bits 3-0 0001 Function Change Current Directory sge B.2
Byte 2 TAN sqe B.8
Bytes 3,4 Path Name Length sqe B.12
Bytes 5-n Path Name sge B.13
C.2.3.3 Change Current Directory Response
Transmission repetition rate: In response to Chaiige Current Directory Request|message
Data length: 8 bytes
Parameter group number: FS to client, destination-specific
Byte 1 FS function = 17,
Bits 7-4 0001 Cemmand Directory Handling sge B.1
Bits 3-0 0001 Function Change Current Directory s¢e B.2
Byte 2 TAN sge B.8
Byte 3 Error Code sge B9
010 Success
14 Access denied
210 Invalid access
The request path is a file (not a directoryj).
410 File, path or volume not found
710 Invalid destination name given
104, Media is not present
134, Volume is possibly not initialized
43, Out of memory

444, Any other error

Bytes 4-8 Reserved, transmit as FF
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C.3 File Access

C.3.1 Overview

File Access consists of messages for opening and closing files, for navigating through files and for
reading and writing data to files.

C.3.2 OpentFile

C.3.2.1 General

Creating { file/folder using the Create File command is accomplished by using the Open File comnignd
with the Hlag set to create a new file.
If a file is ot existing and is created with the flag “open for reading only” and “create if not'existing”}an
empty fileg will be created which cannot be written to from the returned handle.
When creating files or folders, all parent directories in the path shall be created by the file server, if hot
existing.
The file server shall not allow multiple simultaneous write access to a single'file. If a file is already open
for write dccess, then, when replying to all further write access requests_(for writing only/for readjng
and writing), the response message shall contain the error code “Acces§ Denied”.
If an exisfing file is opened with the flags being set to “open file for writing-only” and “open file [for
random agcess”, the content of the existing file will be deleted bythe file server
Paths witlh wildcards are only allowed to open a directory.and to filter the content that can be read. The
wildcard peeds to be included at the end of the path. In athother cases wildcards are not allowed for this
command| and the response shall include error code invalid given source name.
EXAMPLE [
\\Vol\Direg¢toryToRead\*.txt — Executing the read’command on such an opened handle will only read bacl{ all
items that ¢nd with “txt”
EXAMPLE
\\Vol\Dire¢toryToRead\ite?ms — will read only items like “itelms”, “iteims”, ...
C.3.2.2 OQpen File Request
Transmission repétition rate: Onrequest
Data length: Variable
Parav(eter group number: Client to FS, destination-specific
Byte 1 FS function = 324,
Bits 7-4 0010 Command File Access see B.1
Bits 3-0 0000 Function Open File see B.2
Byte 2 TAN see B.8
Byte 3 Flags see B.14
Bytes 4,5 Path Name Length see B.12
Bytes 6-n Name see below
38 © IS0 2022 - All rights reserved
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The valid format of the Name parameter depends on the Flags parameter.

If the Flags parameter bit 0 and 1 indicates ‘Open file for reading only’, ‘Open file for writing only’ or
‘Open file for reading and writing’ then the Name parameter shall be a Filename (see A.2.3.2).

If the Flags parameter bit 0 and 1 indicates ‘Open directory’ and bit 2 indicates ‘Open an existing file’
then the Name parameter shall be either a Path (see A.2.3.1) or a Wildcard name (see A.2.3.3).

If the Flags parameter bit 0 and 1 indicates ‘Open directory’ and bit 2 indicates ‘Create new file and/or
directories if not yet existing’ then the Name parameter shall be a Path (see A.2.3.1).

When an Open File request with flags set for ~Upen file for reading only~ and "Open for randgm access”
is 1eceived the file server shall:

— | setthe file pointer to the begin of the file;
— | read data at the current file pointer position.

When an Open File request with flags set for “Open file for reading only” and\“Open file for appending
data to the end of the file” is received the file server shall:

— | set the file pointer to the end of the file;
— | read data at the current file pointer position.

When an Open File request with flags set for “Open file for 4yriting only” and “Open for randgm access”
is eceived the file server shall:

— | set the file pointer to the begin of the file;
— | write data at the current file pointer position;
— | resize the file size to zero so that the file'content, before the file was opened, is deleted.

When an Open File request with flags sét for “Open file for writing only” and “Open file for appending
data to the end of the file” is received-the file server shall:

— | set the file pointer to the end of the file;

— | write data always at theend of the file by moving first file pointer to the end of the file apd writing
data at this position:

When an Open File request with flags set for “Open file for reading and writing” and “Open fpr random
acdess” is received'the file server shall:

— | set the file’pointer to the begin of the file;

— | read.and write data at the current file pointer position.

Whéman Open File request with flags set for “Open file for reading and writing” and “Open file for
appending data to the end of the file” is received the file server shall:

— set the file pointer to the end of the file;
— read data at the current file pointer position;

— write data always at the end of the file by moving first file pointer to the end of the file and writing
data at this position.

EXAMPLE 1

A client sends an Open File Request with flags indicating “Open directory” and “Open an existing file”, The Name
parameter is set to “\\volume\folder1\”.

Subsequent Read File Requests will return Directory Entries for the files and folders in “\\volume\folder1\”.
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EXAMPLE 2

A client sends an Open File Request with flags indicating “Open directory” and “Open an existing file”, The Name
parameter is set to “\\volume\folder1”.

Subsequent Read File Requests will return Directory Entries for the files and folders in “\\volume\”’, using
“folder1” as a search pattern. In other words, it will return 1 Directory Entry with information about “folder1”.

C.3.2.3 Open File Response

40

Transmission rpppfifinn rate-

In response to Oppn File qunpcf message

Data length:

Parameter group number:

Byte 1 FS function = 32,
Bits 7-4 0010
Bits 3-0 0000
Byte ?

Byte :

8 bytes

FS to clie

nt, destination-specific

Command File Access see B.1
Function Open File see B.2
TAN see B.8
Error Code see B.9
010 Success

149 Access$'denied

Client tries to create a new volume in the volume
(Path only contains a volume name)

Try to open aread only file for writing only OR re
ing and writing

Open file for writing only OR reading and writ
that is already open for write access
Path is already in use with exclusive access flag

Path is already in use and cannot be open with
clusive access flag set.

Volume is mounted as read only and flag “creat
not exist” is set or open for writing only OR read
and writing is set.

Invalid access

ist

ng

set

e if
ng

The given path doesn'’t fit to the target type (open
file and provide a directory path, or open directory

and provide a file path)

Open a file with a wildcard in the path name
Too many files open

File, path or volume not found
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Client tries to open a directory or file which doesn’t
exist without create if not exist flag set.

Path refers to a volume that doesn’t exist, independent
of the create if not exist flag set

610 Invalid given source name.

Client tries to create a file or directory with a wild-
card as path name.

810 Volume out of free space

Volume is full

Volume is read only, and existing files shall be
open for writing only or reading and yriting

104, Media is not present
1349 Volume is possibly not initialized
434, Out of memorny:

44, Any othet error

Byte 4 Handle sge B.10
Byte 5 Attributes sge B.15
Bytes 6-8 Reserved, transmit as FF

C.3.3 SeekFile

C.3.3.1 General

Seg¢k File sets the file pointer forthe next access within a file. Depending on the position mofle, the file
polnter can be set relative to(the beginning of the file, the current file pointer or the end of th{ file. If the
funjction succeeds, the new.position is returned. The new file position is based on the followirg position
mdde:

0 New positidn= beginning of file + offset (can only be positive or 0 value);
1 New position = current position + offset (can be positive or negative value);

2 Newposition = end of file + offset (can only be negative or 0 value).

len_the Handle references a file, the offset and position are defined in bytes. When the Handle

When the file pointer is at the end of file position and a request to move the file pointer past the end of
file is sent, the response shall contain a “File pointer at end of file” error code.

If the Seek command tries to set the file pointer beyond the end of file (and the file pointer is not already
at end of file) or before the start of the file, the response shall contain an “Invalid Request Length” error
code.

If the response contains an error code, the pointer position is not changed and stays at the same position
as before the request execution.

The File pointer position shall be changed only if the error code “Success” is contained in the response
message.
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In version 4 and later, bit 5 in the Flags attribute in the Open File command (see C.3.3.2) specifies
whether files with the Hidden attribute shall be counted. In version 3 and prior this was not specified.

C.3.3.2 SeekFile Request

Transmission repetition rate: On request
Data length: 8 bytes
Parameter group number: Client to FS, destination-specific
Byte 1 FS function = 33,
Bits 7-4 0010 Command File Access seeB.1
Bits 3-0 0001 Function Seek File see B.2
Byte J TAN see B.8
Byte : Handle see B.10
Byte 4 Position Mode see B.17
Bytes|5-8 Offset see B.18
C.3.3.3 $eekFile Response
Transmission repetition rate: In response to’Seek File Request message
Data length: 8 bytes
Parar[eter group number: FS to client, destination-specific
Byte 1 FS function = 33,
Bits 7-4 0010 Command File Access see B.1
Bits 3-0 0001 Function Seek File see B.2
Byte ? TAN see B.8
Byte ; Error Code see B9
010 Success.
149 Access denied.
Handleisnetassigned-torequester
510 Invalid Handle.
114, Failure during a read operation.
File server is not able to move the file pointer.
4210 Invalid request length.

42

Given offset would result in a file pointer position
outside the file, while the current file pointer posi-
tion is not EOF.
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43, Out of memory.
444, Any other error.

45, File pointer at end of file.

File pointer is at end of file and a new request was

received to go further.

Byte 4 Reserved, transmit as FF g
Bytes 5-8 Position sge B.19
C.3.4 ReadFile
C.3.4.1 General
Read File reads data from the file referenced by the Handle. If the Handle nefers to a file, Count specifies
thg¢ number of data bytes to be read. The requested data (excluding the other parameters\itis sent in
the¢ response (up to 1 780 bytes when TP is used, up to 65 530 byteS‘when ETP is used). The number
of fata bytes read can be less than requested if the end of the file is reached. If the Handl¢ refers to
a directory, Count specifies the number of directory entries to‘be read, while Report Hiflden Files
specifies whether files with attribute set to “hidden” are partofithe directory entries listing.
When the file pointer is at the end of file position and a\réquest to read past end of file i$ sent, the
regponse shall contain a “File pointer at end of file” erréi~code.
C.3.4.2 Read File Request
Transmission repetition rate: On'request
Data length: 8 bytes
Parameter group number: Client to FS, destination-specific
Byte 1 FS functipn= 34,
Bits 740010 Command File Access sge B.1
Bits'3-0 0010 Function Read File sge B.2
Byte 2 TAN sge B.8
Byte3 Handle sge B.10
Bytes 4,5 Count sge B.20
Byte 6 Version 4 and later:
Reserved, transmit as FF
Version 3 and prior:
Report Hidden Files see B.28
Bytes 7,8 Reserved, transmit as FF;¢
Version 4 and later file servers are allowed to ignore byte 6, regardless of version of the client.
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C.3.4.3 Read File Response (handle-referenced file)

The Read File Response message contains the data read from a file referred to by the Handle specified
in the Read File Request message.

Transmission repetition rate: In response to Read File Request message
Data length: Variable
Parameter group number: FS to client, destination-specific
Byte 1 FS function = 34y,
Bits 7-4 0010 Command File Access s€e B.1
Bits 3-0 0010 Function Read File see B.2
Byte ? TAN see B.8
Byte ; Error Code see B9
010 Success
149 Access denied

Handle is not.assigned to requester.
File wasmpened for writing only.
510 Invalid Handle
11, Failure during a read operation
4344 Out of memory
44, Any other error
459 File pointer at end of file

File pointer is at end of file when the request is
executed.

Bytes|4,5 Count see B.20

Bytes|6-n Data

C.3.4.4 Read Directory Response (handle-referenced directory)

The Read Birectory Respornse message contains the directory entries tead fromradirectory, Teferred to
by the Handle specified in the Read File Request message.

Transmission repetition rate: In response to Read File Request message
Data length: Variable
Parameter group number: FS to client, destination-specific
Byte 1 FS function = 34,
Bits 7-4 0010 Command File Access see B.1
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Bits 3-0 0010 Function Read File see B.2
Byte 2 TAN see B.8
Byte 3 Error Code see B9
019 Success
149 Access denied
Handle is not assigned to requester
510 Invalid Handle
114, Failure during a read operation
43, Out of memory
444, Any other error
454, File pointer at end-of file
File pointer i9)at end of file when the fequest is
executeds
Bytes 4,5 Count sge B.20
Bytes 6-n DirectoryEntries sge B.21
C.3.5 Write File
C.3.5.1 General
Wrijite File writes data to an open file-that is addressed by a Handle. The data (excluding|the other

pa
to
ref]

C.3

rences a directory.
.5.2 Write File Request

Transmission repetition rate:
Data length:

Parameter group number:

Byte 1 FS function = 354,

On request
Variable

Client to FS, destination-specific

rameters) to be written is sent ta/the FS in the request (up to 1 780 bytes when TP is uded and up
65 530 bytes when ETP is used). The Write File command shall not be used with a Handle that

Bits 7-4 0010
Bits 3-0 0011
Byte 2
Byte 3
Bytes 4,5

Bytes 6-n
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Function Write File
TAN

Handle

Count

Data
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C.3.5.3 Write File Response

Transmission repetition rate: In response to Write File Request message
Data length: 8 bytes
Parameter group number: FS to client, destination-specific
Byte 1 FS function = 35,
Bits 7-4 0010 Command  File Access see B1
Bits 3-0 0011 Function Write File seeB.2
Byte ? TAN see B.8
Byte ; Error Code see B9
010 Success
149 Access denied

Handle is not assignéd to requester.
File was opened for reading only
Handle references a directory, volume or volume |ist
510 Invalid\Handle
810 Vélume out of free space
90 Failure during a write operation
437 Out of memory

444, Any other error

(e}

Bytes|4,5 Count see B.2

Bytes|6-8 Reserved, transmit as FF g

C.3.6 Clpse File

Close File[closes thevfile specified by the Handle. All internal buffers belonging to this file are writfen
and the difectory-éntry is updated. The Handle is invalid after the Close File Response message.

C.3.6.1 (lose File Request

Transmission repetition rate: On request

Data length: 8 bytes

Parameter group number: Client to FS, destination-specific

Byte 1 FS function = 36,
Bits 7-4 0010 Command File Access see B.1
Bits 3-0 0100 Function Close File see B.2

46 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=89b389a10eee0e1640834c51c222c257

Byte 2
Byte 3
Bytes 4-8

C.3.6.2 C(lose File Response

Transmission repetition rate:

IS0 11783-13:2022(E)

TAN
Handle

Reserved, transmit as FF;g

In response to Close File Request message

see B.8

see B.10

8 bytes

FS to client, destination-specific

Command File Access
Function Close File
TAN

Error Code

010 Success

14 Access denied

Handle is not assigned to requester.

519 Invalid Handle
Handle doesn’t exist.

810 Volume out of free space

File server was not able to store buffered d

closing the handle.
910 Failure during a write operation
434, Out of memory
444, Any other error

Reserved, transmit as FF

Sq

Sq

Sq

Sq

Data length:

Parameter group number:

Byte 1 FS function = 36,
Bits 7-4 0010
Bits 3-0 0100

Byte 2

Byte 3

Bytes4-8

C.4 File handling

C.4.1 Overview

® @ o
‘.UU ‘FU ‘FU
loo] (\S] =

@
=]
\O

ata before

File Handling consists of messages used to move, copy and delete files, get or set attributes and get the

date of a file.

© IS0 2022 - All rights reserved
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C.4.2 Move File

C.4.2.1 General

Move File moves or copies a file from its current location to a new location. The type of action is specified
by the File Handling Mode and destination specification:

a) ifthe destination filename differs from the file's present name, the file is renamed;

b) if the destination path differs from the source path, the file is moved;

c) ifthe
d) ifthe

If the dire
unless thd
if the force
directorie
Existing f

destination path contains directories that do not exist, those directories are created;

‘copy” mode is set, the file is copied.

ctory or file exists in the destination path, an Error Code “Access denied” shall‘be returged
force mode is set. If a handle exists for such files, the file server cannot oveswrite them eyen
mode is set. The recursive mode is required to move or copy a directory tHatcontains further
s or files. In this case, the files and subfolders are merged with the existing target folder.
les are overwritten if the force mode is set. If, in this case, the recutrsive mode is not set,[an

Error Code “Access denied” shall be returned. If the destination of a recurs$ive move or copy is in the

source path, then an Error Code “Access denied” shall be returned. When:specifying a directory, add a
“\” to the ¢nd to indicate in the Source or Destination Path Name. If the destination of a recursive mgve
or copy is p subfolder of the source path, then an Error Code “Accessdénied” shall be returned.
The file sdrver cannot move files or directories where a handle eXists for. In all cases where an existjng
handle is the cause to not complete the command, the resporse message shall contain the error c¢de
“Access D¢nied”.
In case of the volume root \\volumename)\ as source of ainove command the file server shall not modify
the filesygtem and the response message shall containthe error code “Access Denied”, because the rpot
folder itse]f cannot be moved.
To execut¢ the move command on the contentlof the volume root, \\volumename\* shall be used.
In case of p recursive move command, itis up to the file server implementation if the command willl be
stopped af the first issue, or if the system runs the command as long as files or folders can be moved
EXAMPLES
FileA — FileB Rename FileA into FileB
FileA — FolderB\ Move FileA into FolderB -— FolderB\FileA
FolderA\ — FileB Illegal, a folder cannot be a file after the move operation
FileA — FolderA\FileA Move FileA into FolderA —- FolderA\FileA
FileA —FolderA\FileB Move FileA into FolderA and rename FileA into FileB —
FolderA\FileB
FolderA\ —FelderBy; RenameFolderAintoFolderB
FolderA\ —FolderB\FolderA\ Move FolderA into FolderB
FolderA\ —FolderB\FolderC\ Move FolderA into FolderB and rename FolderA into
FolderC
FolderA\FolderB\ —FolderC\FolderD\ Move FolderB from FolderA into FolderC and rename
FolderB into FolderD
FolderA\b — FolderC\b Move file b from FolderA into FolderC
FolderV\v* — FolderX\ Move everything starting with v from FolderV into FolderX
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