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Foreword

-6:1998(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
liaison W i T i
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T 1SO;,atso take part 1M the work. SO cotfaborates Closety Wit the Imernationat Efeg

ion (IEC) on all matters of electrotechnical standardization.

rnational Standards adopted by the technical committees are circulated to the member bodie
bn as an International Standard requires approval by at least 75 % of the member hedies castin

nal Standard 1SO 11568-6 was prepared by Technical Committee ISO/TC168; Banking, se€
ncial services, Subcommittee SC 6, Retall financial services.

8 consists of the following parts, under the title Banking — Key management (retail):
1: Introduction to key management

2: Key management techniques for symmetric ciphers

3: Key life cycle for symmetric ciphers

4: Key management techniques using public key.¢ryptography

5: Key life cycle for public key cryptosystems

6: Key management schemes

A and B of this part of ISO 11568 aré for information only.

trotechnical

5 for voting.
j a vote.

curities and
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Introduction

ISO 11568 is one of a series of standards describing procedures for the secure management of the cryptographic
keys used to protect messages in a retail banking environment, for instance, messages between an acquirer and a
card acceptor, or an acquirer and a card issuer. Management of keys used in an Integrated Circuit Card (ICC)
environment is not covered by ISO 11568 but will be addressed in another ISO standard.

Whereas keéy management in a wholesale banking environment is characterized by the exchange-ofkeys in a
relatively high-security environment, this standard addresses the key management requirements that.are gpplicable
in the more|accessible domain of retail banking services. Typical of such services are point-of-sale/point-¢f-service
(POS) debif and credit authorizations and automated teller machine (ATM) transactions.

ISO 11568 |s a multi-part standard.

This part of{ISO 11568 provides general information and criteria concerning key management schemes fof use in a
retail banking environment. Annex A provides a description of certain key ‘thanagement schemes |that are
considered py ISO members as suitable for implementation in the retail banking-environment.
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Banki

ng — Key management (retail) —

Part 6:
Key management schemes

1 Scoqg

This part
standard

Each de
characte

More det]
each des

e

of ISO 11568 contains descriptions of key management schemes that have been submitted
5 bodies of member countries as suitable for implementation in retail banking envirenments.

bcription is intended only to provide an overview of the key management 'scheme, pointing
istics, the particular techniques employed and other useful information.

piled information about these schemes is to be found in the documents named as reference md
cription.

2 Nornpative references

The follo
ISO 1156
parties tdg
most rec
Internatig

ISO 890§

ISO/IEC
recovery|

ISO/IEC
Part 3: E|

ISO/IEC
ISO 111¢

ISO 115¢

ving standards contain provisions which, through reference in this text, constitute provisions o
8. At the time of publication, the editions indicated were valid. All standards are subject to r

bnt editions of the standards indicated below. Members of IEC and 1ISO maintain registers of cU
nal Standards.

:1993, Banking and related financial,services — Vocabulary and data elements.

0796:1991, Information technology — Security techniques — Digital signature scheme givin
0798-3:1993, Information technology — Security techniques — Entity authentication mel
htity authentication'using a public key algorithm.

10118 (all patts),”Information technology — Security techniques — Hash functions.

6 (all patts), Banking — Key management by means of asymmetric algorithms.

8-1:1994, Banking — Key management (retail) — Part 1. Introduction to key management.

by national

but its main

iterial within

this part of
pvision, and

agreements based on this part of ISO 11568-are encouraged to investigate the possibility of applying the

rrently valid

g message

thanisms —

ISO/IEC 11770:—1), Information technology — Security techniques — Key management — Part 3: Mechanisms
using asymmetric techniques.

ISO 13491-1:—1), Banking— Secure cryptographic devices (retail) — Part1: Concepts, requirements and
evaluation methods.

ISO 13491-2:—1), Banking — Secure cryptographic devices (retail) — Part 2: Security compliance checklists for
devices used in magnetic stripe card systems.
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3 Definitions

For the purposes of this part of ISO 11568, the definitions given in ISO 8908 apply.

4 Generic overview of retail banking key management schemes

©1SO

A key management scheme is a set of rules that define how cryptographic keys in retail banking systems are to be

created, dis

tributed, used and replaced.

The objective of a key management scheme is to ensure that cryptographic keys are managed in such a way that

the data tha
creation, trg

In order to
described i

Secure cryq

The requirg
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A key mang
5 List of

The followir
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O AA4Te
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O AS8Te

nsfer, use or replacement of cryptographic keys.

ISO 11568-2 and ISO 11568-4.

3 and 1ISO 11568-5.

bment schemes may employ symmetric, asymmetric or hybrid teehniques.

key management schemes

g key management schemes are described injannex A of this part of ISO 11568.
br-bank key management scheme (France)

nsaction key management scheme (UK)

Fived unique key per transaction scheme (USA)

ematic Base Security Standard (Switzerland)

minal to Acquirer/Key’'Management — Transaction Keys (Australia)

e to Node Key-Management — Session Keys (Australia)

minal to*Acquirer Key Management — Session Keys (Australia)

minal Cryptographic Unit Initialization using Asymmetric Cipher (Australia)

t is ultimately to be protected will be safeguarded from potential compromise resulting fromnd

accomplish this objective, key management schemes shall employ key management te

tographic devices, as described in ISO 13491, shall be used to provide the intended level of se

ments and implementation of the phases of the life cycle of cryptographic keys are add

gement scheme shall conform to the key management principles set out in ISO 11568-1.

n-secure

chniques

curity.
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Annex A
(informative)

Description of key management schemes

A.1 Inter-bank key management scheme

RETAIL BANKING — KEY MANAGEMENT SCHEMES

(to be used in conjunction with ISO 11568-6)

NAME |OF KEY MANAGEMENT SCHEME: Inter-Bank Key Management Scheme

SUBMITTED BY: AFNOR (France)

ASSOCIATED ALGORITHM(S): DEA

DESCRIPTION OF SCHEME:
Master|Key.
Connetgtion Keys: Cryptoperiod is several years.

Key encipherment keys: This is an gptional layer in the key hierarchy for use in high-volume sygtems.
Cryptoperiod is 3 times the cryptoperiod of data keys — less one day. This is 3 months at the most.

Data keys (= Session keys): Automatically generated and distributed every "n" days — 31 days at thg most.
These keys are:

O PIN Encryption key

O MAC key

NOTE Thissimplementation is a variation of Master Key/Session Key.

KNOWN IMPLEMENTATIONS: Inter-bank network in France.

TECHNICAL REFERENCES: Groupement Cartes Bancaires STUR RCB.
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A.2 Transaction key management scheme

©1SO

RETAIL BANKING — KEY MANAGEMENT SCHEMES

(to be used in conjunction with ISO 11568-6)

NAME OF KEY MANAGEMENT SCHEME: APACS 40 TRANSACTION KEY

SUBMITTED BY: APACS, U.K.

ASSOCIATED ALGORITHM(S): DEA (as defined in ANSI X3.92)

The sche

a) Mesg

Key Mang

Separate

DESCRIRTION OF SCHEME:

b) PIN éncryption — using a PIN/PAN block format in accordance with ANSI X9.8.

me carries out the functions of:

age authentication — producing 32-bit MAC's in accordanceith ANSI X9.19.

\gement

keys are used for the two functions. The’keys are updated for each transaction using card dat

key register and a one-way function. The key register is updated at the terminal and the host using MAC
residues.

Message$ within a transaction are linked-by including the MAC residue from the previous message in|the
MAC caldulation.

End-to-erjd and "break forward\protection for PIN's can be acheived by omitting some of the card data ffom
the transmitted messages.

NOTE This implementation is a variation on Non-Reversibly Transformed unique key per Transaction.

KNOWN |[MPLEMENTATIONS: U.K.

TECHNICAL REFERENCES: APACS Standard 40: Acquirer Interface Requirements for Electronic Data
Capture Terminals: Data Capture Terminals: Part 3, Section 3 — Security.
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A.3 Derived unique key per transaction scheme

RETAIL BANKING — KEY MANAGEMENT SCHEMES

(to be used in conjunction with ISO 11568-6)

NAME OF KEY MANAGEMENT SCHEME: Derived Unique Key per Transaction

SUBMITTED BY: U.S.A.

ASSOCIATED ALGORITHM(S): DEA

DESCRIPTION OF SCHEME:
A uniqlie key is generated for each transaction.

A Seclrity Management Information Data element (SMID) residesyin/each terminal and in each ag¢quirer
security module.

A SMID contains:

O kel set identifier (KSID) that identifies/designates base key;

O tamper resistant security module (TRSM) ID that'enables acquirer to compute initially;
O loaded key;

O trgnsaction counter, incremented with each transaction using cryptography.

Terminjal derives (i.e. creates) a néw)transaction key from previous transaction key.

Based [on data in its SMID,-.acquirer can compute transaction key for any transaction from any termjinal to
which it is linked.

KNOWN IMPEEMENTATIONS: U.S.A.

TECHNICAL REFERENCES: ANSI X9.24.
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A4 Tele

matic Base Security Standard
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RETAIL BANKING — KEY MANAGEMENT SCHEMES

(to be used in conjunction with ISO 11568-6)

NAME OF KEY MANAGEMENT SCHEME: Telematic Base Security Standard (TBSS)

SUBMITTED BY: National Body of Switzerland

ASSOCIATED ALGORITHM(S): RSA, RIPEMD

DESCRIP]

The TBSS
internation
interoperal
Services —
key manag

a) Key]

Desc

auth
and t

1

2)

3)

b) Publi
O
O
O

trans{ort always has to be done in an authenticated manner, these mechanisms fulfil the aim of entity (or U

Two pass; uses asymmetric encipherment (RSA) together with random numbers. Follows ISO/IEC 1177

Three pass; uses asymmetric encipherment (RSA) together with random numbers. Foll

Transpert.of a signed message containing the Public Key; check authenticity by comparing a h
fransported over a different channel (letter, registered mail).

[ION OF SCHEME:

specifies services and mechanisms required to secure telebanking services. All mechanisms fd
al standards (or drafts), limit the options allowed therein and specify algorithms to be uUsed such
Dility can be guaranteed. TBSS standardizes mechanisms and procedures for the _fellowing Sec
- Entity Authentication, Confidentiality, Non-repudiation of origin and receipt — and in¢ludes the neces
ement services and mechanisms. An outline of the relevant parts of TBSS is given helow.

[ ransport

ibes the mechanisms for the secure transfer of secret keys to be used for symmetric algorithms. As

ntication at the same time. Three key transport mechanisms (which¢differ in the capabilities of the part
e features) are specified:

ey Transport Mechanism 1

Dne pass; uses Digital Signatures and RSA enciphermenttogether with a time-stamp or sequence nunm
Follows ISO/IEC 11770-3 and conforms to ISO 11166:1.~Features: Mutual authentication (implicit/expl
ey determined by one party.

ey Transport Mechanism 2

Features: Unilateral authentication, key determined by one party.

ey Transport Mechanism 3

SO/IEC 11770-3. Features:;)Mutual authentication, key determined by both parties.

c Key Transport witheut certificate
ia authentic channel.

With writtensconfirmations.

llow
that
urity
sary

key
ser)
hers

ber.
cit),

DWS

ash

and Dolbla L

c) Certi

IP~oC TP~ AL Haetariac (Thi aptinn jo ot apittan o
oo ATt T gonmCIxCy O Tt CtoTnt S TS SCCUOIT 1S TTOT wWiTttCIT y T

NOTE Certain weaknesses in the RIPEMD algorithm have been identified by German cryptoanalysts.

KNOWN IMPLEMENTATIONS: Videotext telebanking: currently being developed under this standard.
EDIFACT message security: planned.

TECHNICAL REFERENCES: ISO/IEC 9796, ISO/IEC 9798-3, ISO/IEC 10118, 1SO 11166-1, 1SO 11568-1,
ISO/IEC 11770-3.
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A.5 Terminal to Acquirer Key Management — Transaction Keys

RETAIL BANKING — KEY MANAGEMENT SCHEMES

(to be used in conjunction with ISO 11568-6)

NAME OF KEY MANAGEMENT SCHEME: Terminal to Acquirer Key Management — Transaction Keys

SUBMITTED BY: Australian National Body — Technical Committee IT/5

ASSOCIATED ALGORITHM(S): DEA

DESCRIPTION OF SCHEME:

This sfandard specifies key management techniques for keys used in the authentication,encryptign and
decryption of electronic messages relating to financial transactions using transactionykeys. It nfay be
adoptef in situations where a secure terminal-acquirer dialogue is desired and the terminal devices|are at
least tgmper-evident, as defined in clause 4.4 of AS 2805 6.1.

This k¢y management system is based on a terminal key whose value at any_time is dependent pn the
Message Authentication Code (MAC) residues of previous transactions. Forieach transaction a new|set of
transagtion keys, including a MAC key and a PIN encryption key, is cryptographically generated usipg the
termindl key and data read from the financial transaction card.

The scheme is intended to prevent back-tracking of previous transactions and to fulfil the requirements of a
Terminfal Cryptographic Unit (TCU) utilizing a 64-bit block oriented algorithm. Furthermore, the s¢heme
providgs for:

a) the encryption keys to change with every transaction;

b) different keys for PIN encryption, message authentication and privacy (data encryption);

c) a measure of end-to-end (acceptor to issuer) protection when card key information is available ut not
transmitted;

d) card issuer authentication by means of an Authentication Parameter (AP);

e) prevention of the use of data’intercepted on the communications link from being used to derive|future
keys;

f) anl audit trail by ehaining together a successive set of transactions on the basis of the Mgssage
Adthentication €ade (MAC) residue key update procedures;

g) the¢ usage Of five permutations of subsets of the card data and the repeated application of a common
one-way-function;

h) th¢ progressive implementation of parts of the scheme in appropriate intelligent card technology, thus
providing a higher level of protection to the card holder.

NOTE This implementation is a variation on Non-Reversibly Transformed unique key per Transaction.

KNOWN IMPLEMENTATIONS: Australian EFT/POS Networks. Australian Banking Industry.

TECHNICAL REFERENCES: Australian Standard AS 2805 6.2 and others in this series.
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A.6 Node to Node Key Management — Session Keys
RETAIL BANKING — KEY MANAGEMENT SCHEMES
(to be used in conjunction with ISO 11568-6)

NAME OF KEY MANAGEMENT SCHEME: Node to Node Key Management — Session Keys
SUBMITTED BY: Australian National Body — Technical Committee IT/5
ASSOCIATED ALGORITHM(S): DEA
DESCRIATION OF SCHEME:
This stangdard specifies key management techniques for keys used in the @uthentication, encryption jand
decryption of electronic messages relating to financial transactions using. session keys. In particular, |this
standard |defines security interface procedures between nodes, metheds of interchange of the various
encryption keys used for securing transactions and ensures that messages can only be authenticated at
their corrgct destination. The conventions may be adopted in all’situations where a secure node-to-npode
dialogue |s desired and can be used in conjunction with the téfminal-to-acquirer systems, as describef in
another ppart of the standard.

The objegtive is to provide a key management scheme.for use between any two nodes in a network pnd

divide different keys for PIN encryption, message authentication and privacy (data encryption).

A key hiefarchy of two levels is maintained:

a) Leve| 1 — Key Encrypting Key (KEK); the KEK is statistically unique to each link and is used to encfypt
sessjon keys to enable secure exchange of the keys on that link.

b) Leve|]2 — Session Keys (KS); separate KS are maintained for each function and direction of
trangmission. There are two-privacy (data encryption) keys on a link; one for encrypting data to be $ent
and the other for decrypting data received. There are two MAC keys: one for computing MACY on
mesgages to be sent"and the other for verifying MACs on messages received. There shall be two PIN
encryption keys forencrypting PINs on a link, one for each direction of transmission.

The advantages.of.the system are two fold: a) the scheme is independent of the network architecture pnd

allows for|gateways to other networks, and b) the node-to-node scheme can be used in conjunction with|the

schemes jag-described in AS 2805 6.2 and AS 2805 6.4.

NOTE This implementation is a variation of Master Key/Session Key.

KNOWN IMPLEMENTATIONS:Australian EFT/POS Networks. Australian Banking Industry. Interchange

between Australian banks and switches.

TECHNICAL REFERENCES: Australian Standard AS 2805 6.3 and others in this series.
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