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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in

liaison with

Commissio

Draft Intern
Publication

h (IEC) on all matters of electrotechnical standardization.

Internationgl Standard 1SO 11568-4 was prepared by Technical Committee ISO/TC 68;.'Banking, secu
other finangial services, Subcommittee SC 6, Retalil financial services.

ISO 11568

0 Partl:
g Part2:
g Part3:
U Part4:
g Part5s:
0 Parté6:
Annexes A

consists of the following parts, under the title Banking — Key management (retail):
Introduction to key management

Key management techniques for symmetric ciphers

Key life cycle for symmetric ciphers

Key management techniques using public key cryptography

Key life cycle for public key cryptosystems

Key management schemes

and B form an integral part of this part of ISO 11568. Annexes C, D and E are for information on

SO, afso take part M the work. 1ISOcottaborates ctosely with the imtermationat Efectrgtechnical

htional Standards adopted by the technical committees are circulated to the member, bodies fpr voting.
as an International Standard requires approval by at least 75 % of the member bodies casting g vote.

rities and

Y.
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ISO 11568 describes procedures for the secure management of the cryptographic keys used to protect messages in a
retail banking environment, for instance, messages between an acquirer and a card acceptor, or an acquirer and a
card issuer. Management of keys used in an Integrated Circuit Card (ICC) environment is not covered by ISO 11568.

Wherea
high-sec

accessib
and cred

ISO 1154

This par
cryptosys
These se

O
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key
key
key
key
key
key

key

S

memmmmmmmmm i i i i m a relatively
rity environment, this standard addresses the key management requirements that are appli¢able in the

e domain of retail banking services. Typical of such services are point-of-sale/point-of-séryice
[ authorizations and automated teller machine (ATM) transactions.

8 is a multi-part standard.
of ISO 11568 describes key management techniques which are appropriate for use with

te.ms, and which, when used in combination, provide the key management(services identified in I

rvices are:

eparation

Substitution prevention

dentification

ynchronisation

ntegrity

confidentiality

compromise detection

(POS) debit

public key
50 11568-1.
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Banki

ng — Key management (retail) —

Part 4:
Key management techniques using public key cryptography

1 Scoq

This part
Cryptosys

It is appli
the life c
ISO 1156

NOTE
ISO 1156

Public k¢
Although
managen

The tech
particulal

Algorithn
approval

Annex B

Annex C
certificatg

Annex D

2 Normativereferences

The follo

e

of 1SO 11568 specifies techniques for the use and protection of the cryptogfaphic keys o
tems, when used in a retail banking environment.

cable to any organization which is responsible for implementing procedures for the protection of
cle. The techniques described in this part of ISO 11568 enable compliance with the principles
8-1.

Details of the protection required during each step in the key life cycle for public key cryptosystems ar
B-5.

y cryptosystems embrace asymmetric ciphers, digital sighature systems and public key distributi
this part of 1SO 11568 describes techniques using-”these systems when specifically app
nent, some of the techniques have equal applicability for the secure management of data.

hiques are described for generic public key-cryptosystems. Any required details which are g
system are described in an annex.

s approved for use with the techniques described in this part of ISO 11568 and the procedu
are given in annex A.

provides a normative overview, of public key certificate management.

provides a description~of “attribute certificates, a technique that enhances the functionality o
S.

provides an introéduction to the three types of public key cryptosystems indicated above.

ving standards contain provisions which, through reference in this text, constitute provisions o

public key

keys during
Hescribed in

e specified in

pn systems.
lied to key

pecific to a

res for their

[ public key

this part of

ISO 11568. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this part of ISO 11568 are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below. Members of IEC and ISO maintain registers of currently valid
International Standards.

ISO/IEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract Syntax

Notation

One (ASN.1).

ISO/IEC 8825:1990, Information technology — Open Systems Interconnection — Specification of Basic Encoding
Rules for Abstract Syntax Notation One (ASN.1).

ISO 8908:1993, Banking and related services — Vocabulary and data elements.


https://standardsiso.com/api/?name=9f67ca5a251b5972321cd147762d2691

ISO 11568-4:1998(E)

©1SO

ISO/IEC 9594-8:1990, Information technology — Open Systems Interconnection — The Directory — Part 8:
Authentication framework.

ISO/IEC 9796:1991, Information technology — Security techniques — Digital signature scheme giving message

recovery.

ISO 9807:1991, Banking and related financial services — Requirements for message authentication (retail).

ISO/IEC 10116:1997, Information technology — Security techniques — Modes of operation for an n-bit block cipher

algorithm.

ISO/IEC 10

ISO 11166 [all parts), Banking — Key management by means of asymmetric algorithms.

ISO/IEC 11f70-3:—1), Information technology — Security techniques — Key management —_Part 3: Me
using asymymetric techniques.

ISO 13491-1:—1), Banking — Secure cryptographic devices (retail) — Part1: Concepts, requirem
evaluation fnethods.

ANSI X9.30.1-1995, Public Key Cryptography Using Irreversible Algorithms forthe Financial Services In
Part 1: The|Digital Signature Algorithms (DSA).

ANSI X9.3(.2-1993, Public Key Cryptography — Part 2.

AS2805-5.3 Ciphers — DEA 2.

3 Definitipns

For the purq

3.1
asymmetric
a cipher in
to deduce t

3.2
asymmetric

a public key

3.3
certificate
the credent
rendered u

cipher
vhich the encipherment key and, the decipherment key are different, and it is computationally
he decipherment key from the)encipherment key

key pair
and related private key created by, and used with, a public key cryptosystem

als of_an entity, signed using the private key of the certification authority which issued it, an
forgeable

oses of this part of ISO 11568, the definitions’given in ISO 8908 and the following definitions apply.

rhanisms

ents  and

dustry —

nfeasible

] thereby

34
certification

authority (CA)

a centre trusted to create and assign certificates

NOTE

1) Tobe pu

Optionally, the certification authority may create and assign keys to the entities.

blished.
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35
computationally infeasible

the property that a computation is theoretically achievable but is not feasible in terms of the time or resources
required to perform it with the current or predicted power of computers

3.6
credentials

key identification data for an entity, incorporating at a minimum the entity's distinguished name and public key

NOTE Additional data may be included.

3.7
digital signature
a cryptographic transformation of a data unit that allows a recipient of the data unit to prove the,origin and integrity
of the daja unit and protects the sender against forgery by third parties or the recipient

3.8
digital signature system

a public key cryptosystem which provides for the creation and subsequent verification of digital signaturgs

3.9
hash fungtion

a one-wgy function which maps a set of arbitrary strings onto a set of fixed-length strings of bits

NOTE A collision-resistant hash function is one with the property that it{is computationally infeasible to congtruct distinct
inputs which map to the same output.

3.10
key agregment
the estaljlishment of a common secret key without reference to another common secret key

3.11
key pair pwner

the party|to which the key pair belongs

3.12
non-repudiation of origin
the property that the originator of-asmessage and associated cryptographic check value (digital signature) is not
able to stibsequently deny, with-an.accepted level of credibility, having originated the message

3.13
public ke cryptosystem
a cryptogystem consisting of two complementary operations each utilizing one of two distinct but related keys, the
public kely and theprivate key, having the property that it is computationally infeasible to determine the| private key
from the public key

3.14
public key-distribttion-—system

a public key cryptosystem which allows a secret key to be jointly created by two communicating entities

3.15
public key user
the party which uses the public key of another party for a cryptographic service

NOTE The Certification Authority is not a public key user.
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In retail banking systems, public key cryptosystems are used primarily for key management; firstly for the management
of the keys of symmetric ciphers, and secondly for the management of the keys of the public key cryptosystems
themselves. This clause describes these applications of public key cryptosystems; the techniques employed in support
of these applications are described in clause 5.

4.1 Distribution of symmetric keys

Distribution of one or more keys of a symmetric cipher may be by key transport or by key agreement.

NOTE \Y
referred to a

L . r bl L andpaidorpmgdhs r .y ! ! .l . =it 44290 o L L L
CLIAmSITIS TUT UTC UISUTOUlLIUTT UTSYTITTICUIC "RTYS dIT UTSUITUTU TIT TOUTNEC L1 7 7U=o, WITCTT RTY UIS

b key establishment.

4.1.1 Key fransport

When key transport is used, the symmetric keys shall be enciphered using an asymmetric cipher and the

enciphered
symmetric
message m

Key enciphg

NOTE 9
digital signat

key block shall be transmitted to the intended recipient. Key encipherment ensures-the confidentia
eys during distribution; the authenticity and integrity of the key block or of the complete tr
hy be ensured by signing the block or message using a digital signature system.

rment is described in clause 5.

0O 11166-1 describes protocols for the transport of symmetric keys. Fheg, protocols use both key enciphe
lires.

4.1.2 Key agreement

When key
distribution

4.2 Stora

The public K
use as an ¢
key need n
and integrity

NOTE
key.

S
One of the
distribution:

0 signth

hgreement is used, the keys for the symmetric ciphier shall be established by the use of a f

je and distribution of asymmetric public keys

ey of an asymmetric key pair needs toe distributed to, and stored by, one or more users for su
hcipherment key and/or signature verification key, or for use in a key agreement mechanism. AltH

is maintained.

pme applications are desighned such that the required security is dependent on the non-disclosure of

following methods-may be used to ensure the authenticity and integrity of a public key during s

b public kéy)and associated data using a digital signature system, thereby creating a key certifi

certificates, and-the management of the keys used to create and verify the certificates, are described i

clause

6;

ibution is

resulting
ity of the
Ansmitted

rment and

ublic key

bystem (see annex D). The mechanism used shall €nsure the authenticity of the communicating entities.

bsequent
ough this

pt be protected from disclosure, the distribution and storage procedures shall ensure that key adithenticity

the public

torage or

Cate. Key
h 5.3 and

only for this purpose;

0

encipher the public key and associated data, using a symmetric or asymmetric cipher.

Key encipherment is described in 5.2.

create a MAC Tor the public key and associated data, using the algorithm defined by 1SO 9807 and a key used
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The following additional method may be used to ensure the authenticity and integrity of a public key during distribution

only:

O

distribute the public key over an unprotected channel, and distribute a key verification value of the public key

and associated data using an authenticated channel with dual controls. Key verification is described in 5.5.

4.3 Sto

rage and transfer of asymmetric private keys

Since the private key of an asymmetric key pair does not need to be provided to any site other than that of the user, in
some cases it can be kept within the secure cryptographic device that generated it. If it must be output from the device

that gen

rated it (e.q. for transport to another secure cryptographic device where it is to be used. or

for backup

purposes
O enci
O divid

outp
used

the transfer shall only be permitted inside a secure environment.)

5 Techniques for the provision of key management services

This clau
managen

It is ofte

encipherment. In these cases, key separation techniquescshall be employed which ensure that the system

to attack

The sele

device shall ensure that the implementation-‘of:-a technique is such that the intended purpose of the

achieved
The char

5.1 Gel

The two |
Cryptosys
key.

Most pub)
of the da|

it shall be protected from compromise by at least one of the following three techniques:
bherment with another cryptographic key (see 5.2);
ing into two or more components, such that each bit in the protected key depends.an all compo

utting into another secure cryptographic device, which is the secure cryptographic device whe
, Or a secure transport device intended for this use. (If the communications path is not fully se

se describes the techniqgues which may be used, individually or in combination, to prov
hent services introduced in ISO 11568-1. Some techniques-provide multiple key management sen

h necessary (or desirable) to use a public key\ pair for multiple purposes, e.g. digital sig
by transformations using the key pair.

rted techniques shall be implemented ina-secure cryptographic device. The functionality of the ¢

hcteristics and managementrequirements for a secure cryptographic device are defined in ISO 13
neration of an asymnietric key pair

tem. The relationship is such that it is computationally infeasible to determine the private key fro

ic key Cryptosystems are based on modular arithmetic. The size of the modulus not only determin
a and‘key blocks, but also the difficulty in breaking the system. Where the strength of the syste

related t¢ ‘the size of the modulus, the modulus shall be chosen to be sufficiently large so as to ref

nents;

e it is to be
cured, then

de the key
ices.

natures and
iS not open

'yptographic
echnique is

491-1.

eys of an asymmetric key pair are mathematically related as defined by the design of the particular public key

M the public

es the sizes
m is directly

der attacks

computationally infeasible.

While ensuring that the required relationship between the two keys exists, key generation shall utilize a random or
pseudo-random process such that it is not possible to predict any key or determine that certain keys within the key
space are significantly more probable than others.

NOTE

In some cryptosystems it is possible to use a known constant value for a part of the public key. T

conflict with the requirement identified above.

his does not
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Key encipherment is a technique whereby one key is enciphered using another key. The resulting enciphered key may
then be managed securely (with confidentiality and/or authenticity ensured) outside of a secure cryptographic device. A

key used to

perform such encipherment is called a key encipherment key (KEK).

Three differing cases of key encipherment involving asymmetric keys and ciphers are described here, namely:

a)

b)

Encipherment of a symmetric key using an asymmetric cipher.

Encipherment of an asymmetric key using an asymmetric cipher.

c)

NOTE

Enciph
K|

Although k¢
association

erment of an asymmetric key using a symmetric cipher.
ey encipherment using a symmetric cipher to encipher a symmetric key is addressed in ISO 11568-2.

y encipherment ensures key confidentiality is maintained, other techniques may néed to be em
Wwith the key encipherment in order to ensure adequate key separation, e.g. key tagging (see 5.4).

5.2.1 Encipherment of a symmetric key using an asymmetric cipher

Enciphermg
that key usi
key hierarch

NOTE K

The symme
asymmetric
one key in
characters

nt of a symmetric key using the public key of an asymmetric cipher is, typically used for the dist
Ng a non-secure channel. The enciphered key may be a working keyf or may itself be a KEK. Th
ies may be created which incorporate the keys of both symmetrie-ahd asymmetric ciphers.

ey hierarchies are described in 1ISO 11568-2.

tric key must be formatted into a data block appropriateo the encipherment operation. As the blg
ciphers tend to be larger than the key size of symmeitric ciphers, it is usually possible to include
the data block for encipherment. Additionally, formatting information, random padding and re
hay be incorporated in the data block.

5.2.2 Encipherment of an asymmetric key using an asymmetric cipher

Either the p

Liblic key or the private key of an asymmetric cipher may itself be enciphered using an asymmetric

5.2.3 Encipherment of an asymmetric key\using a symmetric cipher

Either the p
cipher.

As the keys
be formatte
be used for

NOTE1l M

Liblic key or the private key of an asymmetric cipher may be required to be enciphered using a g

of asymmetric ciphers tend to be larger than the block size of symmetric ciphers, the asymmetric
| into multiple.data blocks for encipherment. Therefore, the cipher block chaining mode of operati
the encipherment operation.

odes of‘operation for an n-bit block cipher algorithm are standardized in ISO/IEC 10116.

Double-lend

ployed in

ibution of
s, mixed

ck size of
nhore than
dundancy

cipher.

ymmetric

key must
bn should

thi-keys shall be used in the encipherment of asymmetric private keys.

NOTE2 E

ncipherment using a double-length key is described in ISO 11568-2.

5.3 Key certification

During distribution to authorized recipients, or during storage in a key database, the authenticity of a user’'s public key
must be ensured.

Key certification is a technique which ensures the authenticity of a public key by creating a digital signature for the key
and associated validation data. Prior to using the public key, a recipient checks its authenticity by verifying the digital

signature.
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The public key and associated validity data for a user are together known as the user's credentials. The validity data
typically incorporates user and key identification data, and key validity data (e.g. expiry date). A key certificate is issued
by a trusted third party referred to as the Certification Authority. A key certificate is created by signing the user
credentials using a private key owned by the Certification Authority and used only for this purpose.

The management of public key certificates is described in detail in annex B.

5.4 Key separation techniques

Key tagging is a technique for identifying the type of a key existing outside a secure cryptographic facility and the uses
to which that key can be put. The key value and its privileges are bound together in a manner which prevents
undetectble modifications to either.

5.4.1 EXplicit key tagging
Explicit kpy tagging involves the use of a field containing information defining the limits of privilege for the associated
key and|key type. This field is bound together with the key value in a manner which prevents yndetectable
modificatjons to either.
Implicit key tagging does not rely on the use of an explicit field containing information-defining the limits of|privilege for
the assogiated key and key type, but rather relies on other characteristics of the,system such as the positign of the key
value in the record, or the associated functions to determine and limit the rightstand privileges of the key.
5.5 Key verification

Key verification is a technique which allows the value of a key to be\checked and verified, without exposing that value.
The techhique utilizes a Key Verification Code (KVC) which is’cryptographically related to the key vigd a collision-

resistant pne-way function.

At any time following initial generation of the KVC, the key can again be input to the one-way function. If the resulting
KVC is identical to the initial KVC, it is assumed that the value of the key is unchanged.

Key verification can be used to establish that ong_or more of the following conditions have been met:
a) A key has been correctly entered into'a cryptographic device.

b) A kel has been correctly received’over a communications channel.

c) AKkey has not been altered:

For private keys, key verifieation may be used to ensure that an enciphered key has not been corrdpted during
transmisgion or transfofpation, or that the key has not been corrupted or overwritten in storage.

For public keys, key’verification may additionally be used to facilitate key integrity checking. As long ag the KVC is
distribute via an.integrity-assured channel, the public key can be distributed via a hon-secure channel.

6 Public Key Certificate management

Public Key Certificates can be employed in order for one entity to use another entity’s public key with an acceptable
degree of confidence. The certificate provides a level of assurance for the integrity and authenticity of a public key.
Certificates are generated by a Certification Authority (CA). The public key owner registers its identity and the
corresponding public key with the CA. The CA provides the binding between the entity’s identity and its public key.
Subscribers can then obtain certificates directly from the CA or from the public key owner. For further information, see
annex B.
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Approved algorithms and algorithm approval procedure
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This annex identifies the algorithms which are approved for use in key management using public key cryptography, and
details the procedure that allows additional algorithms to be approved.

Al App
A1l Alg
RSA Ref: A
A.l2 Alg

RSA Ref: I§

oved algorithms

prithms approved for encipherment
S2805, Part 5.3.

prithms approved for digital signatures

bO/IEC 9796.

DSA Ref: ANSI X9.30, Part 1.

A.1.3 Apj
ISO/IEC 10

MD5

SHA Ref: ANSI X9.30, Part 2.

A.l.4 Apj

X9.42 Diffie

A.2 Prod

The followin

A.2.1 Jusg

ISO/TC 68 §

proved hash functions

118 (all parts), Hash functions.

proved algorithms for public key distribution systems

-Hellman.

edure for approval-of an algorithm

0 procedure fortapproval of an algorithm for use with this part of ISO 11568 shall be used by ISO/
tification/of proposal

hallkrequire the originator to justify a proposal by describing:

C 68.

a) the pur
b)

c)

how thi

0se e pProposdl iS10 Serve,

S purpose is better achieved by the proposal than algorithms already in the standard;

additional merits not described elsewhere;

d) experience in use with the new algorithm.
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The proposed algorithm shall be completely documented when submitted for consideration. The documentation shall

include:
a) afull

b)
ISO

c)

description of the algorithm proposed;

11568;

a definition and explanation of any new terms, factors, or variables introduced;

a clear acknowledgement that the algorithm satisfies, or is compatible with, all the requirements of this part of

d) astg
detal
cong
proc
certi
cong

e)

A.2.3 H

Any algo
been ma
a license
wishing {

equipmemt or material. All documentation and information submitted with the request for consideration of t

shall be @

A.2.4 H

ISO/TC §
the ISO/T
adequats
condition
for public

The I1SO/
by correg
date shal

Where a
originatol

A.2.5 H

p-by-step example illustrating the operation of the algorithm;

led information on any prior testing to which the proposed algorithm has been subjected,
erning its security, reliability and stability. Such information should include af-~outline of
pdures used, the results of the tests, and the identity of the agency or group-performing th
[ying the results (that is, sufficient information should be provided to enablenan independen
uct the same tests and to compare the results achieved).
ublic disclosure

ithm submitted for consideration shall be free of security classification. If copyright or patent apj
le on the algorithm, the originator shall submit the appropriatedetter stating that the originator is wi
under these copyrights and patents on reasonable and nen-discriminatory terms and condition
D obtain such a license to allow free and unconditional<use by testers, users and suppliers o
onsidered public information available to any individual, organization or agency for review, testing
Fxamination of proposals

8 shall examine and prepare a report on_each new proposal submitted. The report shall normall
C 68 Secretariat within 180 days of receipt of the proposal (see A.2.5). The report shall state if the
ly documented, if it has been properly tested and certified already, and if the proposed algorithm
review (see A.2.5).

TC 68 Secretariat shall-determine in each case whether such report and recommendations are bé

be given and of the,papers to be dealt with at the meeting.

majority of members of ISO/TC 68 recommends the rejection of the proposal, the Secretariat sh
, in writing;advising of the rejection and the reasons for it.

ublic\review

particularly
the testing
e tests and
t agency to

blication has
ling to grant
S to anyone
f supporting
he algorithm
and usage.

y be sent to
b proposal is
satisfies the

5 and requirements of this partof ISO 11568. The examination may also include submission of the proposal

st prepared

pondence between_the-members or by a meeting. If a meeting is to be held, at least 60 days fotice of the

all notify the

ISO/TC

8-stat-forward proposats whict it considers shoutd-be-accepted(amd-which rave ot atready een subjected

to extensive testing or experience) to selected agencies or institutions with an international reputation in this field.
These agencies and institutions will be requested to examine and report on the proposals within 90 days of receipt.

NOTE

This period of public review may extend the 180 days allowed for ISO/TC 68 to prepare its overall report on the
proposal (see A.2.4).

A.2.6 Appeal procedure

Originators whose proposals are rejected by ISO/TC 68 (see A.2.4) may ask the Secretariat of ISO/TC 68 to have the
proposals subjected to public review (see A.2.5) if this has not already been done. If, following submission of the public
review reports, ISO/TC 68 still recommends rejection, the originator may request the ISO/TC 68 Secretariat to circulate
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the proposal, together with copies of all relevant reports on it, for ballot by P-members of the subcommittee whose
ruling in the matter shall be final.

A.2.7 Incorporation of new algorithms

New algorithms recommended for acceptance by ISO/TC 68, together with relevant reports on them, shall be
circulated for letter ballot by the Secretariat of ISO/TC 68 to all P-members of the subcommittee. Proposals approved
as a result of this process shall be forwarded to the secretariat of ISO/TC 68 for action under the abbreviated
procedure to amend an existing standard (see 5.10.11 of Part 1 of the Directives for Technical Work of ISO). Once
approval is given, the new encipherment algorithm shall be added to this standard.

A.2.8 Majrtenanee

An algorithm approved by the method described in this part of ISO 11568 shall be reviewed at intervals-of [not more
than five years.

10
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Annex B
(normative)
Public Key Certificate management
B.1 Introduction
Public Kgy Certificates should be employed in order to establish and maintain the association between {
Owner anhd the public key. The certificate provides a high level of assurance for the integrity, auth
ownership of a public key.
This normative annex presents the following information, divided into three clauses:
Clause B|2 describes who the entities are, identifies documents, and explains.'these relationships fq
management.
Clause B|3 describes what the processes are and defines the responsibilities for each of the entities fi
management.
Clause B4 defines the mandatory, recommended and optional data.elements contained within a Public Key
Additiongl information for certificate management and certificate” data elements can be found in the AN
X9.57 which specifies Public Key Certificates. Both standards use ASN.1 as described in ISO/IEC 8824, IS
and ISO/[EC 9594-8.
B.2 Entities and documents
B.2.1 Igentification documents
Identificafion documents are the ~physical or electronic documents submitted to the Certification A
establishing the identity of the Key, Pair Owner.
B.2.2 (redentials
Credentials are the physieal or electronic documents submitted to the Certification Authority for establishing
of the public key. Refer to B.4.2.
B.2.3 RubliciKey Certificates
Public Key-Gertificates—are-thephysical-orelectronic-documents—ensuring-the-binding-between-the-identit

he Key Pair

bnticity, and

r certificate

br certificate

Certificate.

S| standard
O/IEC 8825

\uthority for

) the identity

/ of the Key

Pair Owner and the corresponding public key by means of a digital signature, generated by a Certification Authority and
its private key. Refer to B.4.1.

B.2.4 Certification Authority

The Certi

fication Authority (CA) is an authorized agent who provides the following services:

a) confirms the identity of the Key Pair Owner;

11
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b) verifies the correctness of the public key?);
c) generates a Public Key Certificate;

d) issues the Public Key Certificate to the Key Pair Owner (who in turn may distribute the certificate to Public Key
Users); and

e) possibly distributes or makes available the Public Key Certificate to Public Key Users.

B.2.5 Key Pair Owner

A Key Pair Dwner is the owner of the private and public key pair and the user of the private key, who eithergenerated
the asymmeatric keys or securely obtained the asymmetric keys from a trusted third party.

B.2.6 Pulblic Key User

A Public Kely User is the user of the public key, which was extracted from a Public Key Certificate originally| obtained
from a Certffication Authority. The Public Key User authenticates the certificate by vetifying the CA'’s signatlre using
the CA's pdblic key. A Public Key Certificate implies authentication of the Key Rair’ Owner's identity and| provides
integrity of the owner’s identity and his public key.

The Public Key User shall initially obtain the CA’s public key in such a mahner that its authenticity and imtegrity is
established [and maintained. This may be accomplished using Public Key<Certificates from another CA whdse public
key is alrealy established, manual exchange of the CA'’s public key since'the data is not secret, or other cryptographic
techniques including symmetric and asymmetric key management schemes.

B.2.7 Enfities and documents relationships

Figure B.1 is a visual representation depicting the relationships between the entities and the documents flescribed
above.

L

KPD CA C PKU
L 2 |
C

5

PKU
3
C PKU
Figure B.1

2) For example, the Key Pair Owner can generate a digital signature using the private key and the CA can verify the signature
using the public key. As another example, the CA can encrypt a message using the public key which the Key Pair Owner can
decrypt using the private key. In both examples, the CA is assured that the Key Pair Owner actually retains the corresponding
private key.

12
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a) The Key Pair Owner (KPO) registers the proper Identification Documentation (ID) and credentials with the

Certi

fication Authority (CA)3).

b) The CA generates the Public Key Certificate (C) and transfers a copy to the owner (KPO).

c) The owner may distribute certificate (C) copies to one or more Public Key User (PKU).

d) The CA may also distribute certificate copies to one or more users (PKU).

e) The CA may alternatively make certificates available to users by placing them on a database (DB) or a public
directory.

B.3 Processes and responsibilities

This subg
0 Reg

O Gen

0O Distiibution of a certificate.

0 Rev

0 Usa

Note that all actions taken by a Certification Authority shall be logged in an audit journal which

periodica
B.3.1 H

Registrat
validating

lause describes the responsibilities of each entity for the following certificate management proces
stration of a Key Pair Owner.

bration and transfer of a certificate.

pcation of a certificate.

e of a certificate by a Public Key User.

Y.
Registration of a Key Pair Owner

on is the process whereby the public:key's identity and the owner's identity are established K
the owner’s credentials and identification documents.

The app

Registratjon Authority (LRA) who isrecognized by the CA to validate identification documents. The LRA
performef either by the CA or a third party.

The LRA shall validate theZidentification documents and either creates or verifies a unique name for t

opriate identification documents' and credentials shall be submitted either directly to the CA o

besS:

s reviewed

y means of

r to a Local
s a function

he Key Pair

Owner. [fithe LRA is not part of the CA, then secure means shall be used to ensure the authenticity and infegrity of the

owner’s iflentity and credentials during transfer from the LRA to the CA.

An independentsnetification shall be used to verify that the submitted identification documents and cred
correct and authorized This requires a written or verbal confirmation obtained via a different channel ot
original opé-whereby the documents were obtained.

entials were
ner than the

This registration process shall be performed for each Public Key Certificate issued by a CA.

B.3.2 Generation and transfer of a certificate

Generation is the process whereby a Public Key Certificate is created by the CA.

3) Note that if the CA generates the KPO's asymmetric key pair, the KPO does not necessarily register its credentials with the

CA as the

credentials do not contain the public key.

13
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Upon successful completion of the registration process, the CA shall create the certificate by signing the appropriate
information, as defined in clause B.4, and concatenating the digital signature to the above signed data. The issuance of
a certificate ensures that the owner’s identity and public key are authentic and the digital signature provides integrity of

the informat

ion.

Transfer is the process whereby the Public Key Certificate is returned to the Key Pair Owner.

The CA may issue the Public Key Certificate to the Key Pair Owner at the time of generation or at a later time via the
distribution mechanism.

In addition, the CA may send an independent natification to the Key Pair Owner that a certificate has in fact been

issued.

B.3.3 Dis|

Distribution
certificate m

Certificates
including m
known to th

B.3.4 Re

Revocation
certificate m
CA'’s private
by the CA. /

The CRL sh
the Public K

The CA sh{
of the CRL

to ensure its
signed by tH

In addition,

been revoked.

B.3.5 Usage of a certificate by a Public Key User

Usage is th
make use o

tribution of a certificate

s the process whereby Public Key Users may obtain the Public Key Certificates for usage. Optig
ay contain an expiry date which indicates the end of its operational use.

may be obtained from either the Key Pair Owner or the CA. The actual distribution method 1
hiled documents, electronic media and on-line data bases. In any case, the)CA’s public key ne
b Public Key User for validating the certificate.

ocation of a certificate

s the process whereby a certificate is brought to the end of itSxOperational use prior to the expiry
ay be revoked for security reasons due to a possible or suspected compromise of either the enti
key or for other business reasons. At a minimum, a Certificate Revocation List (CRL) shall be m
A\l revoked certificates are added to the list regardless«©f the termination reason.

all be available for all Public Key Users. For example, the CA may distribute revocation notices
ey Users or maintain the CRL as an on-line database.

Shall be maintained by signing the entire’ CRL or applying message authentication as defined in |
integrity and provide independent verification. If revocations are individually distributed, they sha
e CA.

the CA shall send an independent signed revocation notice to the Key Pair Owner that a certi

b process whereby a Public Key User employs the Public Key Certificate. Before the Public Key
the certificate, the certificate shall be validated. This is accomplished in the following manner:

that.the correct Public Key Certificate is selected.

nally, the
nay vary,

Pds to be

date. The
y’s or the
aintained

Hirectly to

Il maintain the integrity of the CRL and ensure the authenticity of the entries. The integrity and adthenticity

SO 9807,
1l also be

icate has

Lser may

0 Ensureg
O
U
O
B.4 Cert
This clause

If start or expiry dates are contained in the certificate, ensure that the certificate is active.

ificate data elements

defines the data elements within a certificate. Options for data elements are defined as:

M: Mandatory data elements shall be present.

14

Ensure that the certificate has not been revoked by checking that the certificate does not appear in the CRL.

Verify the integrity of the certificate information (i.e. verify the digital signature using the CA'’s public key).
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R: Recommended data elements should be present.

O: Optional data elements may be present.

ISO 11568-4:1998(E)

Information is presented by a hierarchy of tables, the high level being the certificate itself, as described in B.4.1 with
further details described in B.4.2 and B.4.3.

B.4.1 Public Key Certificate data elements

Note that

Table B.1

Public Key Certificate data elements

data element(s):

2 O m I O O Z

. Key Pair Owner Credentials®
. Certificate Serial Number

. Certificate Start Date

. Certificate Expiry date

. CA Information®)

. Attribute Certificate Indicator

~N o o~ W N P

. Digital Signature

each data element.

B.4.1.1
See B.4.1
B.4.1.2

This is a
conjuncti

B.4.1.3

This is th
B.3.2.

B.4.1.4

This is th

Key Pair Owner Credentials
P for descriptions.

Certificate Serial Number

Certificate Start Date

Certificate Expiry Date

b end date after which the certificate is no longer usable, assigned by the CA. Refer to B.3.4.

the data elements presented in B.4.1 are listed in_recommended order. The following are dedcriptions for

number assigned by the CAto uniquely identify each certificate issued by the CA. This may| be used in
bn with certificate storage or jr’association with attribute certificates.

e beginning daté from which the certificate is usable, typically the issuance date assigned by the CA. Refer to

4) These data elements are further defined in B.4.2 and B.4.3, respectively.

15
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B.4.1.5 CA Information
See B.4.3 for descriptions.
B.4.1.6 Attribute Certificate Indicator

This is a value indicating that one or more corresponding attribute certificates exists which further define the usage of a
KPO's asymmetric key pair. Refer to annex C.

B.4.1.7 Digital Signature

This is the value generated from the public key cryptographic algorithm. Typically, the signature length is reduced by
first applying a hash function to the data. However, in some cases the signature may be generated without.the benefit
of a hash.

B.4.2 Key Pair Owner Credentials

Table B.2

Key Pair Owner Credentials

data element(s):

(@)
©

1. Relative Distinguished Name

2. Public Key Value

3. Public Key Length

4. Public Key Name

5. Public Key Parameter: Modulus

6. Public Key Parameter: Algorithm Identifier

7. Public Key. Parameter: Hash Identifier

Ol |W|AO[D|IZ|Z

8. Timeé and Date of Submission

Note that the data elements presented in"B:4.2 are listed in optional (op) order. The following are descriptions for each
data element.

B.4.2.1 Rdlative DistinguisheddName

This is the [Key Pair Owner's name, unique relative to all Key Pair Owners registered with the same Caértification
Authority.

B.4.2.2 Public Key-Value

This is the Vfalue of the Key Pair Owner's public key, typically expressed in binary or hexadecimal digits.

16
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Public Key Length

This is the length of the public key, typically expressed as the number of bits.

B.4.2.4

Public Key Name

This is the public key's name, unique relative to all public keys for each Key Pair Owner.

The following data elements are recommended parameters which are specific to a given public key algorithm.
Additional parameters may be necessary to completely define the algorithm.

B.4.2.5
This is th
B.4.2.6
Thisis a
B.4.2.7

This is a
digital sig

B.4.2.8

This is th
with the g

B.4.3 (

Note thaf]

ubtic Key Parameter vtodutus
b modulus value used with the public key algorithm, which is typically non-secret data.
Public Key Parameter: Algorithm Identifier
Value which identifies the specific public key algorithm intended for use with the Key)Pair Owner's
Public Key Parameter: Hash Identifier

value which identifies the specific hash function used in conjunction with‘the Key Pair Owner's p
natures.

Time and Date of Submission

e time and date of the Key Pair Owner's registration with’the LRA or CA, which may not necesss
tart date.

LA Information

Table B.3

CA Information

op data element(s):

1. CA Distinguished Name
2. CA Public Key Parameter: Modulus
3. CA Public Key Parameter: Algorithm Identifier

o ono =™

4. CA Public Key Parameter: Hash Identifier

the dataelements presented in B.4.3 are listed in optional (op) order. The following are descripti

data element,

B.4.3.1

bublic key.

ublic key for

rily coincide

bns for each

CA-Distinguished Name

This is the CA's name, unique relative to all other Certification Authorities.

B.4.3.2

CA Public Key Parameter: Modulus

This is the modulus value used with the CA's public key algorithm.

17
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B.4.3.3 CA Public Key Parameter: Algorithm Identifier
This is a value which identifies the specific public key algorithm intended for use with the CA's public key.
B.4.3.4 CA Public Key Parameter: Hash Identifier

This is a value which identifies the specific hash function used in conjunction with the CA's public key for signing
certificates.

18
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Attribute
interoper

The existence of one or more Attribute Certificates is denoted in the Public Key Certificate ‘bythe Attribuf

Indicator.
Certificat

The Pub
informati
an Attribd

C2 E

For exan
transactiq
authorize

In this ex
Pair Own

The AA
authoriza
after verif

In additio
such as ¢

The sam
countries|

A differe
different {

ISO 11568

Annex C
(informative)

Attribute Certificate

-4:1998(E)

Certificates are a technique to enhance the functionality of Public Key Certificates while)still
hbility with existing certificates, such as those defined in the ITU standard X.509.

Conversely, the Certificate Serial Number from the Public Key Certificate is\contained in eg

11”2

ic Key Certificate provides the Public Key User with a valid public key which is used to ei
n or to verify the signature on information. The purpose for which that\information can be used is
te Certificate.

amples of Attribute Certificates

ple, a Public Key Certificate would allow a merchant or an acquirer to verify the signature
n which provides authenticity of the Key Pair Owner. However, the Public Key Certificate by it
the Key Pair Owner to execute such a transactien.

Ample, another entity known as the Attribute-Authority may issue one or more Attribute Certificates
may issue an Attribute Certificate. which contains the Public Key Certificate Serial Number a
tion to the Key Pair Owner forretail purchases up to a certain monetary limit. Thus, the merchant
ying the signature and examining the Attribute Certificate, could approve the signed retail transact|
ash advances, hatels; restaurants, etc.

e AA may issue ‘another Attribute Certificate which might contain similar monetary information

Nt AAUmay issue another Attribute Certificate which might contain similar monetary informatic
inancial institution.

maintaining

e Certificate
ch Attribute

ther encrypt
specified in

on a retail
self may not

for the Key

er. Note that the Attribute Authority (AA).iS not necessarily the same entity as the Certification Autiority (CA).

nd provides
or acquirer,
on.

h, the same Attribute-Certificate could contain multiple monetary limits for different types of retail fransactions,

for different

n but for a

C.3 Roles and responsibilities

The roles and responsibilities are similar for Attribute Certificates as those for Public Key Certificates.

C.3.1 Certificatation Authority

The responsibility of the CA is the same as described for Public Key Certificate management (refer to B.2.4).
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C.3.2 Key Pair Owner

The responsibility of the Key Pair Owner is to ensure that the AA has the Public Key Certificate and any other
appropriate information that the AA requires.

C.3.3 Attribute Authority
The responsibilities of the AA are as follows:
O obtain the CA’s public key, either using initial key procedures or certificates;

D bt 1 k. Pl ] Yl Y1 + il £ . ) Dot O k. P T LOCA -
0 a.ln MO T UV TAT Yy OTTUTITUAlT TIUHTTT TTUTTT UTC TNT Y T Al JVVTTeT UT Ui urtiyirar O,

O verify the CA’s signature on the Public Key Certificate of the Key Pair Owner;

O specify|the appropriate information to the Key Pair Owner necessary for issuing a certificate;

O obtain the appropriate information from the Key Pair Owner, preferably signed by the Kéy Pair Owner;
O verify the Key Pair Owner’s signature, if the information is signed;

O generate and issue the Attribute Certificate, as described in clause C.4.

The format ind data content is described in clause C.4.

C.3.4 Public Key User

The responsibilities of the Public Key User are as follows:

O obtain fhe CA’s and AA’s public keys, either using initial key procedures or certificates;

O obtain fhe Public Key Certificate and the AttributeCertificate, either from the Key Pair Owner or the offiginal CA
and AA, respectively;

O verify the CA’s signature on the Public Key-Certificate of the Key Pair Owner;
O verify the AA’s signature on the Attribute Certificate of the Key Pair Owner;
O verify the Key Pair Owner’s signature on the transaction;

O approvg the transaction orexecute the requested function, if appropriate.

20
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C.4 Attribute Certificate data elements

Table C.1

Attribute Certificate data elements

op data element(s):

1. Key Pair Owner CredentialsS)

2. Certificate Serial Number5)

C4.1 H

This is t
Certificat

C.4.2 (

This is th
Key Cert

C.4.3 (
This is th
C.4.4 (
This is th

C45 A

This is similar to the infermation as discussed in annex B for Certification Authorities.

C46 A

This is th

3. Certificate Start Date

4. Certificate Expiry date

5. AA Information

6. Attribute Information

Z|IZ|1DM|WM|[O|WM|O

7. Digital Signature

(ey Pair Owner Credentials

ne same information as discussed in annex B. If the origifal™Public Key Certificate does ng
b Serial Number, then these data elements shall be present 10.ensure uniqueness.

Certificate Serial Number

e same information as discussed in annex B and-is recommended as the pointer back to the o
ficate.

Lertificate Start Date

b same information as discussed in‘annex B, except that the AA specifies this data.
Certificate Expiry Date

b same information as discussed in annex B except that the AA specifies this data.

\A Information

\ttributeinformation

b information which specifies the actual use of the Key Pair Owner’s private key.

C.4.7 Digital Signature

t contain a

ginal Public

This is the same information as discussed in annex B except that the AA generates the digital signature using its
private key.

5) Note that one of these data elements shall be present in order to provide the link to the corresponding Public Key
Certificate.
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