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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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mental, in_fiaison with 150, also take part in the work. 1SO collaborates closely with
| Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart2.
hsk of technical committees is to prepare International Standards. Draft International Stand
the technical committees are circulated to the member bodies for voting. -Publication as

| Standard requires approval by at least 75 % of the member bodies casting'a vote.

drawn to the possibility that some of the elements of this document miay be the subject of p3
shall not be held responsible for identifying any or all such patent rights.

P was prepared by Technical Committee ISO/TC 68, Finahcial services, Subcommittee S
nagement and general banking operations.

j edition cancels and replaces the first edition (ISO41568-2:1994), which has been techni
Iso cancels and replaces ISO 11568-3:1994, the content of which has been incorporated into
11568.

consists of the following parts, under the general title Banking — Key management (retail):
Principles

Symmetric ciphers, their key management and life cycle

IAsymmetric cryptosystems'— Key management and life cycle

Key life cycle for public_key cryptosystems [To be withdrawn and incorporated into Part 4]

Key management-schemes [since withdrawn]
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Introduction

ISO 11568-2 is one of a series of standards describing procedures for the secure management of
cryptographic keys used to protect messages in a retail financial services environment, for instance,
messages between an acquirer and a card acceptor, or an acquirer and a card issuer.

Thig
reta
auth

This
key

The)

part of ISO 11568 addresses the key management requirements that are applicable in thd
| financial services. Typical of such services are point-of-sale/point-of-service (POS)~debit
orizations and automated teller machine (ATM) transactions.

part of ISO 11568 describes key management techniques which, when used in-combination,
management services identified in ISO 11568-1. These services are:

key separation;

key substitution prevention;
key identification;

key synchronization;

key integrity;

key confidentiality;

key compromise detection.

key management services and thecorresponding key management techniques are cross-re

Clajise 7.

Thig part of ISO 11568 also describes the key life cycle in the context of secure management of ci
keys for symmetric ciphers. It states both requirements and implementation methods for each sts
of quch a key, utilizing the)key management principles, services and techniques described hg
ISO[11568-1. This part-of ISO 11568 does not cover the management or key life cycle for kg¢ys used in
asymmetric ciphers,.which are covered in ISO 11568-4.

In the development-of the ISO 11568 series due consideration was given to ISO/IEC 11770; the n
adopted and, dgscribed in this part of ISO 11568 are those required to satisfy the needs of t
seryices industry.

domain of
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INTERNATIONAL STANDARD

ISO 11568-2:2005(E)

Banking — Key management (retail) —

Part 2:
Symmetric ciphers, their key management and life cycle

1

This
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this

Scope

part of ISO 11568 specifies techniques for the protection of symmetric and asymmetric cr
5 in a retail banking environment using symmetric ciphers and the life-cycle maragément of thg
metric keys. The techniques described enable compliance with the principles described in ISO

techniques described are applicable to any symmetric key management.operation. The nota
part of ISO 11568 is given in Annex A.

Algorithms approved for use with the techniques described in this patt of ISO 11568 are given in A
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ISO

Normative references

following referenced documents are indispensable for the application of this document,
rences, only the edition cited applies. For undated references, the latest edition of the
iment (including any amendments) applies.

9564-1:2002, Banking — Personal Identification Number (PIN) management and security — H
riples and requirements for online PIN fiandling in ATM and POS systems

IEC 10116, Information Technolegy — Security techniques — Modes of operation for an
er

11568-1:2005, Banking — ‘Key management (retail) — Part 1: Principles

13491-1, Banking —.Secure cryptographic devices (retaill — Part 1: Concepts, require
uation methods

13491-2:2000y_Banking — Secure cryptographic devices (retail) — Part 2: Security complianc

for dlevices uset@hin magnetic stripe card systems

ISO

16609:2004, Banking — Requirements for message authentication using symmetric technique

yptographic
associated
11568-1.

tion used in

hnex B.

For dated
referenced

art 1: Basic

n-bit block

ments and

e checklists

S

ISO

IEC 18033-1, Information technology — Security techniques — Encryption algorithms — Part

1: General

ISO/TR 19038 1), Banking and related financial services— Triple DEA — Modes of operation —
Implementation guidelines

ANSI X9.24 Part 1-2004, Retail Financial Services Symmetric Key Management Part 1: Using Symmetric
Techniques

ANSI X9.65, Triple Data Encryption Algorithm (TDEA), Implementation Standard

1)

To be published
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

cipher

pair of operations that effect transformations between plaintext and ciphertext under the control of a parameter
called a key

NOTE The encipherment operation transforms data (plaintext) into an unintelligible form (ciphertext). The

decipherment operation restores the original text.

3.2
counter
incrementin
key enciphe

3.3
data integn
property tha

3.4

data key
randomly @
authenticati

g count used between two parties, e.g. to control successive key distributions under a partig
rment key

ty
t data has not been altered or destroyed in an unauthorized manner

r pseudo-randomly generated cryptographic key used for~the encipherment, deciphermen
on of data

3.5

dual control

process of ptilizing two or more separate entities (usually persons), operating in concert to protect sens
functions off information whereby no single entity is able;te’access or utilize the materials, e.g. cryptogra
key

3.6

exclusive-or

see modulg-2 addition

3.7

hexadecimial digit

single character in the range 0-9, ‘A-F (upper case), representing a four-bit string

3.8

key compdnent

one of at le
randomnes
modulo-2 a

3.9

hst two randomly or pseudo-randomly generated parameters having the characteristics (e.g. fo
5) of a erfyptographic key that is combined with one or more like parameters, e.g. by mean
jdition, 10 form a cryptographic key

ular

t or

itive
phic

mat,
s of

key mailer

tamper evident envelope that has been designed to convey a key component to an authorized person

3.10
key offset

result of adding a counter to a cryptographic key using modulo-2 addition

3.1
key space
set of all po

ssible keys used within a cipher

© I1SO 2005 — All rights reserved
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3.12
key transfer device
secure cryptographic device that provides key import, storage and export functionalities

[ISO 13491-2:2000, Annex F]

3.13
key transformation
derivation of a new key from an existing key using a non-reversible process

3.14
megsage authentication code
MA
codg in a message between an originator and a recipient, used to validate the source and part’or gl of the text
of almessage

NOTE The code is the result of an agreed calculation.

31

moglulo-2 addition
exclusive-or

XOR
bingry addition with no carry, giving the following values:

0+0=0
0+1=1
1+0=1
1+1=0

31
n-bit block cipher
blogk cipher algorithm with the propertythat plaintext blocks and ciphertext blocks are n-bits in length

31

notarization
method of modifying a key encipherment key in order to authenticate the identities of the originator and the
ultimate recipient

31
offget
see|key offsét

3.1¢
originator
party that is responsible for originating a cryptographic message

3.20

pseudo-random

process that is statistically random and essentially unpredictable although generated by an algorithmic
process

3.21

recipient
party that is responsible for receiving a cryptographic message

© I1SO 2005 — All rights reserved 3
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3.22

secure cryptographic device

device that provides security storage for secret information such as keys and provides security services based
on this secret information

[1SO 13491-2]

3.23

split knowledge

condition under which two or more parties separately and confidentially have custody of the constituent part of
a single cryptographic key which, individually, conveys no knowledge of the resultant cryptographic key

4 General environment for key management techniques

4.1 Genegral

The technidques that may be used to provide the key management services are described in Clause 5 and the
key life cyc|e in Clause 6. This clause describes the environment within which thase techniques operate [and
introduces $ome fundamental concepts and operations, which are common to sevetal techniques.

4.2 Fungtionality of a secure cryptographic device

4.2.1 Gernleral

The most findamental cryptographic operations for a symmetric‘block cipher are to encipher and deciphgr a
block of dafa using a supplied secret key. For multiple blocks ef data, these operations might use a mode of
operation of the cipher as described in ISO/IEC 10116. At this level, no meaning is given to the data, ang¢l no
particular significance is given to the keys. Typically, in_order to provide the required protection for keys [and
other sensifive information, a secure cryptographic_deyvice must provide a higher level functional interface,
whereby epch operation includes several of .the” fundamental cryptographic operations using spme
combination of keys and data obtained from thesinterface or from an intermediate result. These complex
cryptograplfic operations are known as functions, and each one operates only on data and keys off the
appropriate|type.

4.2.2 Datatypes

Application| level cryptographyCassigns meaning to data, and data with differing meanings need tq be
manipulated and protected indifferent ways by the secure cryptographic device. Data with a specific meahing
constitutes p data type.

The secure|cryptographic device ensures that it is not possible to manipulate a data type in an inappropfiate
manner; e.g. a PIN-is'a data type which must remain secret, whereas other transaction data may constitute a
ichrrequires authentication but not secrecy.

A cryptograptt
key can exist only in the permitted forms g|ven in4.7.2.

4.2.3 Key types

A key is categorized according to the type of data on which it operates and the manner in which it operates.
The secure cryptographic device ensures that key separation is maintained, so that a key cannot be used with
an inappropriate data type or in an inappropriate manner; e.g. a PIN encipherment key is a key type that is
used only to encipher PINs, whereas a key encipherment key (KEK) is a key type that is used only to encipher
other keys. Also a KEK may require categorization such that it operates only on one type of key, e.g. one type
of KEK may encipher a PIN encipherment key, while another may encipher a message authentication code
(MAC) key.

4 © I1SO 2005 — All rights reserved
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4.2.4 Cryptographic functions

The set of functions supported by the secure cryptographic device directly reflects the cryptographic

requirements of the application. It might include such functions as:
— enciphering a PIN;
— verifying an enciphered PIN;

— generating a MAC;

nnnnnn Hino on Aanaoinbharad oA oAy,

gorcratTgarT CrerpreTrotTartaorT T iIcTy T

The] design of the secure cryptographic device is such that no individual function may be\uss
unapthorized sensitive information. Additionally, no combination of functions exists which‘may re
datg being obtained. Such a design is referred to as being logically secure. A secure’ ¢ryptograg
may be required to manage keys of several types. Cryptographic keys used in such{a system n
seclirely outside of the cryptographic device by being stored in an enciphered ferm by using K
either exist only within the cryptographic device, or are enciphered under a higher level KEK. On
of providing key separation is to use a different KEK type for the encipherment, of each type of key
technique is used, and an enciphered key is passed to the secure cryptographic device, the key is
using the KEK type appropriate for the expected key type. If this key“is an incorrect type,
enc|phered under some other KEK type associated with some other Key type, the decipherment
meaningless key value.

4.3| Key generation

4.31 General

Thel key management principles given in ISO 11568-1 require that keys be generated using a g
enspres that it is not possible to predict any key _or-determine that certain keys within the key spa
probpable than others.

In drder to conform with this principle,- Keys and key components shall be generated using a
psepdo-random process. The pseudo-random key generation process may be either non-re
repeatable.

Thel random or pseudo-randor process used, shall be such that it is not feasible to predict ar
determine that certain keys are/more probable than other keys from the set of all possible keys.

Except for the variants-of’a key, the non-reversible transformations of a key, and keys enciphered
or derived from a key;-compromise of one secret key shall not feasibly provide useful informatio
othgr secret key.

4.3.2 Non.repeatable key generation

Thig precéss may involve a non-deterministic value such as the output of a random number gener
be 3 pseudo-random process.

d to obtain
sult in such
phic device
hay be held
KEKs which
e technique
. When this
deciphered
and thus is
produces a

rocess that
te are more

random or
beatable or

y key or to

under a key
h about any

btor, or may

An example of a pseudo-random process for generating a key, Kx, is as follows, where K

is a secret

cryptographic key reserved for key generation, V is a secret seed value and DT is a date-time vector updated

on each key generation:
Kx = eK[eK (DT) ® V]
and generate a new V as follows:

V =eK[Kx @ eK (DT)]

NOTE This method, among others, may be found in ISO 18031.
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4.3.3 Repeatable key generation

It is sometimes convenient to generate one or more keys, perhaps thousands, from a single key using a
repeatable process. Such a process allows for any of the resultant keys to be regenerated, as required, in any
location that possesses the seed key and appropriate generation data, and facilitates significant reductions in
the number of keys which require manual management, storage or distribution.

The generation process shall be such that if the initial key is unpredictable within the key space (as required
by the key management principles), then so is each resultant key.

The procedure may be used iteratively, as a key generated from one initial key may subsequently be used as

an initial kel to generate others.

The generation process shall be non-reversible, such that disclosure of a generated key disclosesneithel the
initial key nor any other generated key. An example of such a process is the encipherment ofa -non-sdcret
value using|the initial key.

4.4 Key galculation (variants)

It is possible to obtain a number of keys from a single key using a reversible pro€ess. An example of sugh a
process is the modulo-2 addition of the key and a non-secret value.

Key calculgtion has the qualities of speed and simplicity, but disclosure ef\0One key calculated in this manner
discloses tHe original key and all other keys calculated from it.

4.5 Key hierarchies

A key hierdrchy is a conceptual structure in which the confidentiality of certain keys is dependent upon| the

confidential
disclose an

Key enciph
higher level
enciphered
KEKs are 3

four or mor¢ layers.

Similarly, w
deterministi
generated K

Keys at the
protecting.

Due consiq
cryptograpH

ty of other keys. By definition, disclosure of @ key at one level of the key hierarchy shall
y key at a higher level.

prment introduces a key hierarchy whereby a key encipherment key (KEK) is considered to be
than the key that it enciphers. The-simplest is a two-level hierarchy, whereby the working keys
by KEKs which are themselves stored in a cryptographic device. In a three-level hierarchy, th
Iso managed in an enciphered.form using a higher-level KEK. The concept may be extende

hen an initial key or keyygenerating key (KGK) participates in the generation of other keys usi
C process, a hierarchy) may result whereby the KGK is considered to be at a higher level than
eys.

higher levels. of the key hierarchy shall be of equal or greater strength than the keys they

eration shall be paid to known attacks when assessing the equivalent strength of var
ic-algorithms. Generally an algorithm can be said to provide s bits of strength where the b

not

at a
are
ese
d to

g a
the

are

ous
est-

known atta

CK would 1ake, on average, T o atfack, wnhere [ IS the amount ol time that IS require

to

perform one encryption of a plaintext value and comparison of the result against the corresponding ciphertext
value.

E.g., in reference 2, an attack against 112-bit TDEA is presented that requires O(k) space and 2120-log &
operations, where k is the number of known plaintext-ciphertext pairs. As discussed in reference 3, given 240
known plaintext-ciphertext pairs, this reduces the strength of two-key (112-bit) TDEA to 280. Recommended
equivalent key sizes at the time of publication are given in Table 1. In assessing these numbers consideration
Shall be paid to any further developments in cryptanalysis, factoring and computing generally.
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Table 1 — Encryption algorithms — Equivalent strengths

-2:2005(E)

Effective Strength Symmetric RSA Elliptic Curve
80 112-bit TDEA (with 240 known pairs) 1024 160
112-bit TDEA (with no known pairs)
112 2048 224
168-bit TDEA

obable, 112-bit TDEA can be considered to offer sufficient security for the protection of 168-bit TDEA and 2 048-bit\RY

keys, and are
ying cipher is
A keys.

4.6

The

protected at all stages throughout their life cycle. An operation that changes a key's state is refe

life
ope

The
a)
b)

Ina
dist

Some key management schemes are desighed for transforming keys automatically during operatio]

c)

Figu
stat

A k
diffe

Key Life Cycle
states that make up a key's lifetime are collectively referred to as the Key's life cycle. Ke

Cycle operation. This subclause specifies the requirements for attainingta)given state or perforn
ration.

key life cycle consists of three phases as follows.
Pre-use: during which the key is generated and optionallystored prior to its use.
Use: during which the key is distributed amongst communicating parties for operational use.

process where both communicating parties contribute to the generation of a new key, key gen
ibution are closely integrated.

Post-use: during which a key is archived or terminated.

re 1 gives a schematic overview of the key life cycle. It shows how a given operation on a key

a)
.

by is considered to bea single object of which multiple instances can exist at different loca
rent forms. A clear-distinction is made between the following operations:

destruction.of.a single key instance;

deletion—of a key from a given location, which implies destruction of all instances of this
location;

ys shall be
red to as a
hing a given

eration and

nal use.

changes its

jons and in

key at that

termination or a key, which implies deletion ot the key rrom all locations.
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PRE-USE BEGIN STATE
l Operation
GENERATE
: flow
l ————— : condition
—————— : information
NEW
- STORE -
OPTIONAL Party 1 and/or2 or 3
USE — Transform — Distribute Transform <—
I I
Active =—USE —= Active
DESTROY RESTORE STORE RESTORE STORE. ) DESTROY
| I | L | |
Destroyed Destroyed
l/ Back-up Back-up _l
DESTROY DESTROY
Destroyed Destroyed
' '
DELETE DELETE
I I
Deleted Deleted
Party 1 Party 2
\/
POST-USE Archive
VERIFY Archived
]
= Terminate = Y
Terminated

Party 1 and/or 2 or 3

Figure 1 — Key life cycle schematic
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4.7 Key storage

4.71 General

The objective of secure key storage is to protect keys against unauthorized disclosure, modification and/or
substitution and to provide key separation.

4.7.2 Permissible forms

4.7.21 General

A ksz shall exist only in the following forms:
— | plaintext key;
— |key components;

— | enciphered key.

4.7.2.2 Plaintext key

Plaintext secret key(s) whose compromise would affect multiple{parties shall exist only within a secure
cryptographic device.

Plaintext secret key(s) whose compromise would affect‘only one party shall exist only within a secure
crypgtographic device or a physically secure environment aperated by or on behalf of that party.

4.7.2.3 Key components

A kpey existing in the form of at least two or more separate key components shall be prote¢ted by the
techniques of split knowledge and dual control. For host-based systems it is recommended that a key is
comnlprised of a minimum of three components.

A key component shall be accessible only to that person or group of persons to whom it has begn entrusted
for the minimum duration required.

If a [key component is in human comprehensible form (e.g., printed in plaintext inside a key mailer) it shall be
known to only one authafized person at only one point in time, and only for as long as requjred for the
comnponent to be entered into a secure cryptographic device.

No person with access to one component of the key shall have access to any other component of that key.

Key] components shall be stored in such a way that unauthorized access has a high probability of being
detgcted.

If kgy,components are stored in enciphered form, all requirements for enciphered keys shall apply.

4.7.2.4 Enciphered key

Encipherment of a key using a key encipherment key shall take place within a secure cryptographic device.
4.7.3 Key integrity

The integrity of a key shall be protected using techniques such as:

a) digital signatures;

b) MACs;

c) key block binding methods.

© I1SO 2005 — All rights reserved 9
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4.7.4 Protection against substitution

The unautho

rized substitution of stored keys shall be prevented by one or more of the following means:

eys

e of

hent

the

bed

nore

a) physically and procedurally preventing unauthorized access to the key-storage area;
b) storing a key enciphered as a function of its intended use;
c) ensuring that it is not possible to know both a plaintext value and its corresponding ciphertext enciphered
under a key encipherment key.
4.7.5 Proyisions for key separation
In order to pnsure that a stored key is useable only for its intended purpose, key separation for stored |
shall be prgvided by one or more of the following:
a) physically segregating stored keys as a function of their intended purpose;
b) itoring a key enciphered under a key encipherment key dedicated to encipherment of a specific typ
ey,
c) modifying or appending information to a key as a function of its intended ‘purpose, prior to encipherr
of the Key for storage.
4.8 Key restoration from back up
Key back up is storage of a copy for the purpose of reinstating a key that is accidentally destroyed, but
compromis¢ of which is not suspected.
Thf E;equirements for key restoration from back up are the same as for key distribution and loading descr
in4.9.
4.9 Key distribution and loading
491 Gerleral
ﬁ secure cryptographic device should Temain in a physically secure environment until loaded with one or n
eys.

Keys shall e protected dufing their distribution and loading by one of more the following forms:

a) plaintext within a-eryptographic device;
b) in componentform;

c) enciphéered:

4.9.2 Plaintext keys

The minimum requirements for the distribution and loading of plaintext keys are as follows.

a) Theke

y distribution process shall not disclose any portion of a plaintext key.

b) A plaintext key shall be loaded into a cryptographic device only when it can be assured that the device
has not been subject to prior tampering which might lead to the disclosure of keys or sensitive data.

10
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c) A plaintext key shall be transferred between secure cryptographic devices only when it can be ensured
that there is no tap at the interface that might disclose the transferred key.

d) A secure cryptographic device shall transfer a plaintext key only when at least two authorized persons are
authenticated by the device, e.g. by means of passwords.

e) When a device is used to transfer keys between the cryptographic device that generated the key and the
cryptographic device that will use the key, it shall be a secure cryptographic device. After loading of the
key into the target device the key transfer device shall not retain any information that might disclose that
key.

4.9.3 Key components
Thel minimum requirements for the distribution and loading of a key component are:

a) |the key component distribution process shall not disclose any portion of a‘key compdnent to an
unauthorized person;

b) |a key component shall be loaded into a cryptographic device only whenit\can be ensured that the device
has not been subject to prior tampering that might lead to the disclosure-of keys or sensitive data;

c) |a key component shall be transferred to a cryptographic device,only when it can be ensured that there is
no tap at the interface that might disclose the transferred compenent;

d) [the key distribution and loading process shall be performed.according to the principles of dual|control and
split knowledge.

494 Enciphered keys
An énciphered key may be distributed and loaded\electronically via a communications channel.
Thel distribution process of an enciphered kéy shall protect against key substitution and modification.

NOTE Methods for achieving the above’requirements can be found in ISO/IEC 11770-2.

410 Key use

Unguthorized key use shall bé prevented. A key shall be used for its intended function and only in fits intended
locdtion, however a variabt of a key may be used for a different function from that of the original key.

A key shall be used'for a single function only.

Any| key shall. exist in the minimum number of locations consistent with effective system operatipn. Any key
that|exists.in a transaction-originating device shall not exist in any other such device.

A keyShall cease to be used when its compromise is known or suspected.

411 Key replacement

A key and its variants shall be replaced when compromise or substitution of the key is known or suspected. If
the key under suspicion is a key encipherment key or a key from which other keys are derived, then all keys
that are hierarchically under it shall also be replaced.

A key shall be replaced within the least time deemed feasible to perform a dictionary or key exhaustion attack.
This time will depend upon the specific implementation and the technology available at the time of the attack.

Replacement of a key shall take place in all operational locations where the key exists.

© IS0 2005 — Al rights reserved 1


https://standardsiso.com/api/?name=4a9d6ffa1a0ae5f8c4eaacc714a259d6

ISO 11568-2:2005(E)

Replaced keys shall not be returned to active use.

There are two ways of replacing keys:

by non-

by distributing a new key;

reversibly transforming the current key.

When the compromise of a key is known or suspected the key shall be replaced by distribution of a new key
and not by the non-reversible transformation of the original key.

Key replace

Transforma
previously U

412 Ke)

An instancs
key can be

subsequently be restored for active use.

When a se
device shal

413 Ke)
When a key

Key deletio

414 Ke)

An archived key shall only be used to verify the legitimacy of transactions that occurred prior to archi

After such \
An archived
Archived ke

A key shall
increased.

An archiveq
obligations.

ment requires destruction of the old key.

tion of a key prevents backtracking; i.e., compromise of the current key does not ¢ompror
sed keys.

/ destruction

of a key shall be destroyed when it is no longer required for active use( Electronic instances
destroyed by erasure. However, information may still reside in other-forms so that the key

cure cryptographic device is to be permanently removed from ‘service, all keys stored within
be destroyed.

/ deletion
is no longer required at an operational location it:shall be deleted.

n occurs when all instances of the key have been destroyed at a given location.

y archive

erification, the instance of thé'key necessary to perform the verification shall be destroyed.
key shall not be returped to operational use.
ys shall be securely stored for the life of all data or keys enciphered under such keys.

be archived in~such a way that the risk of exposure of keys that are still in operational use is

key ‘shall be retained for no longer than is necessary to meet regulatory, legal and/or busir

hise

of a
may

the

ng.

not

€SS

415 Key termination

Key termination occurs when the key has been deleted from all locations where it has ever occurred.
Subsequent to key termination, no information shall exist from which the key can feasibly be reconstructed.

12
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5.1

ISO 11568-2:2005(E)

Techniques for the provision of key management services

Introduction

This clause describes the techniques that shall be used, individually or in combination, to provide the key
management services introduced in ISO 11568-1. Some techniques provide multiple key management
services. A cross reference between the key management services and the techniques is given in Clause 7.

The selected techniques shall be implemented in a secure cryptographic device (see ISO 13491-1 and -2) that
ensures the intended purpose of the technique and its security objectives are achieved.

5.2

Key
key
key
ens
key
key

Whd
blod

5.3

Key
diffe

This
eac
non
calg
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Key encipherment
encipherment is a technique whereby one key is enciphered using another key. Theresulting
may then be managed securely outside of the protected environment of a secureceryptograph
used to perform such encipherment is called a key encipherment key (KEK). Although key er

encipherment in order to ensure adequate key separation and to prevent key substitution an
integrity.

bre the length of the enciphered key exceeds the block size of theykey encrypting cipher, th
ks of the enciphered key shall:

have integrity whereby each block in the key has not been“altered in an unauthorized mann
time it was generated, transmitted or stored by an authorized source;

be used in the appropriate order as specified by the'particular mode;

be considered a fixed quantity in which an individual block cannot be manipulated whilst leavi
block(s) unchanged;

be such that they cannot be unbundledfor any unauthorized purpose.

Key variants

variants is a technique for.ebtaining a set of keys from a single key, with each resulting k
rent key type.

technique provides. key separation while eliminating the need to manage a separate, unre
h required type.“Each variant key is calculated from the original key and one constant frg
Lsecret constants using a repeatable process (f), as illustrated in Figure 2. The process of rep
ulation is described in 4.3.3.

bnstant-having a unique value in the set of constants shall be allocated to each key type to b¢

fronr the'original key using the key variants technique.

enciphered
¢ device. A
cipherment

res key confidentiality is maintained, other techniques may need to be empleyed in associatjon with the

d to ensure

e individual

Br since the

ng the other

by having a

ated key of
m a set of
eatable key

e calculated

(Co, Cyy .-y Cy ey Ci)

|
f
|

K; = key type i

Figure 2 — Variant key calculation
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A variant key calculated using a reversible process shall exist only in the cryptographic device which contains
the original key.

The key variants technique is applicable at all levels of a key hierarchy. A single key may be used to calculate

a set of KEKs of different types, i.e., each KEK is to be used to encipher a different key type. Alternatively, a
single key may generate a set of working keys of different types.

5.4 Key derivation

Key derivation is a technique by which a (potentially Iarge) number of keys is generated ( derived’) from a

generating a (statistically) unique key for each cryptographic device without the need to manage a large
number of separate, unrelated keys. This eliminates the need to store the ciphertext of each initial key af the
acquirer or feceiving node, as when a key is needed for subsequent use it is derived again from the derivgtion
key and appropriate derivation data.

The derivedq key generation procedure utilizes a non-reversible process, as illustrated in Figure 3, using| the
derivation key and data that uniquely identifies the target cryptographic device.

key Identification
Data

A

Derivation Key - A no;r-(i)'(z\é(:;s,lble - Derived Key

Figure 3 — Generation of a derived key

The use off a non-reversible process ensures that the compromise of a derived key does not disclose| the
derivation Key or any other derived keys.) However, compromise of a derivation key discloses all keys derjved
from it.

Key calculgtion (see 4.4) throeugh its use of a reversible process is not suitable for use as a key derivgtion
method.

5.5 Key transformation

Key transfgrmation-is a technique whereby a secure cryptographic device — typically the PIN pad of a POS
terminal — gffects key replacement by generating one or more future keys from its current key and then
erasing all fraceofthecurrent Ir\cy.

Key transformation lessens the impact of key compromise by enabling the cryptographic device to replace its
key(s) at frequent intervals (e.g., after every transaction) without the need for a key distribution process.

Key transformation is accomplished by using the current key as the initial key for a non-reversible key

generation process, as illustrated in Figure 4. The process also involves other data relevant to the
implementation that may be device- or transaction-related data, or may be a key replacement counter.
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Increments
after each
Fixed PIN encryption
Initial _Key Encryption
Serial Counter
Number
Rightmost
64-bits
Data | Input
Y

Non-reversible Current Key
function Register

Y
Data | Output

Figure 4 — Generation of future keys

vant data, which has ever existed outside of the device other than within another cryptographic

ipment in cryptographic communication with a device Which utilizes key transformation determ
e by the device at any time by either:

replicating the key transformation process .in~synchronization with the device, and storing t
key(s) for subsequent use or

replacement counter increments to a large value (e.g., 1 million, see ANSI X9.24 Part 1-2004,

Key offsetting

b transmitted,fo a receiving node.

technique prevents the substitution of a previous (but replaced) key for the current key
veen communicating parties.

use of a non-reversible function ensures that the compromise of a cryptographic dgvice using
sformed keys does not disclose any key previously used by/the device, even given the knowledge of all

device.

nes the key

he resultant

receiving the current value of the.key replacement counter, which is included in the trangaction data
transmitted from the device, and. generating the current key from the counter and the initial key. This
procedure involves performing, all those key transformations which lead directly from the initigl key to the
current key. Typically, the-aumber of transformations required is small (e.g.,10), even though the key

Annex A).

offsetting is astechnique for calculating a new KEK from an initial key each time a new enciphered key is

exchanged

A counter, which 1S Incremented each tme a replacement Key IS required, 1S combined with the initial KEK
using a repeatable process, (e.g., modulo-2 addition). The resulting key is the KEK with which the
replacement key is enciphered, as illustrated in Figure 5.

Typically, the current value of the counter is transmitted to the receiving node along with the enciphered key.

© I1SO 2005 — All rights reserved
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Counter

|

Repeatable
Process

|

KEKo

KEK —

Figure 5 — Calculation of a KEK offset (KEKo)

5.7 Key hotarization

5.7.1 Desgription

Key notarization is a technique whereby the identities of the communicating parties are incorporated in
KEK(s) befgre key encipherment occurs.

Key notarizption prevents key substitution. Should an enciphered key intended for use between other pa
be substitufed for the correct enciphered key, the decipherment of thevsubstituted key would produg
garbled resllt.

Key notarizption is a method for sealing keys with the identities ‘of the communication pair. It is achieve
creating a notary seal (NS). Once notarized, using the method.described below, keys can only be recov{
with knowlgdge of the key used to perform the notarization:(KP) and the identities of the communication
Key enciphering keys (KEK) or data enciphering keys\(KD) may be notarized by encipherment usir
notarizing Key (KN) formed by taking the modulo-2 sum\of the KP with the notary seal (NS).

5.7.2 Method

A unique identifier shall be used to identify each party to the notarization process. If necessary an iden
may be replicated to form the requisite~16bytes. Suppose that Party A wishes to send a key to Party B,
FM1 be thelfirst eight bytes of Party A's-identifier and let FM2 be the second eight bytes. Similarly let TO1

the

ties
e a

i by
bred
Dair.
ga

ifier
Let
and

TO2 represent the first and second-halves of Party B's identifier. Each party has prior knowledge of the shared

secret key (KP) used to perform’the notarization.
An intermedliate key (KI) isformed by the modulo-2 addition of KP and the concatenation of TO1 and FM1
Kl = KR/(TO1 || EM1)

Then the ngtary s€al (NS) is formed from the concatenation of the results of encrypting TO2 and FM2 with
intermediate Key'(KI).

the

NS = eKI(TO2) || eKI(FM2)

The notarization key (KN) is formed by the modulo-2 addition of KP with NS
KN = KP/NS

KN is then used to notarize (by encipherment) either a KD or KEK.
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5.8 Key tagging

Key tagging is a technique whereby a key existing outside of a cryptographic device has an associated tag
that identifies the key type. A key and its tag are bound together in a manner that prevents undetectable
modification of the key tag.

Key tagging provides key separation. It is used in combination with key encipherment, and allows multiple key
types to be enciphered using a single KEK.

A key tag consists of a distinct but otherwise arbitrary constant. A different key tag shall be allocated to each
key type to be tagged. When a key is generated in the secure cryptographic device, it is bound together with
the tag applupliatc to—the Ir\cy type—as—part of-the Ir\cy Cllb;phcllllcl t-process;—=as itustrated—n—igure 6. The

tagged key may then be stored or distributed outside of a cryptographic device.

Key 3
| Key 2
Key 1 Tag = type 1
KEK —— Encipherment

eKEK (Ki Il TAGI) = Tagged'Key, Ki of TYPE (type)

Figure 6 — Tagged key generation

When a tagged key is passed into a secufe cryptographic device for use in a specific function, it is|deciphered
and|the key tag is recovered and checked within the device, as illustrated in Figure 7. If the key|tag reveals
that|the type is not appropriate to the requested function, the function shall be aborted.

eKEK (K Il Tag)

|

KEK —={ Decipherment

TAG
Y
Reject
Requested Operation not
Operation | TEST " Valid for key of
l type (Tag)
Valid

Figure 7 — Tagged key use

The manner in which the key and its tag are bound is dependent on whether or not their combined length
exceeds the block length of the cipher used for key encipherment. If the block length is not exceeded, the key

© I1SO 2005 — All rights reserved 17


https://standardsiso.com/api/?name=4a9d6ffa1a0ae5f8c4eaacc714a259d6

ISO 11568-2:2005(E)

bits and tag bits may be concatenated or interleaved and the resultant block enciphered. If the block length is
exceeded, the key and tag occupy separate blocks for encipherment. In this case, a chaining mode of
encipherment (see ISO/IEC 10116), together with integrity protection techniques shall be used in order to bind
the key and its tag together.

5.9 Key verification

A key verification code (KVC) is a value cryptographically related to the key and some additional non-secret
information. When used in conjunction with appropriate integrity-assurance mechanisms the KVC provides
assurance that one or more of the following conditions has been met:

a) akey Has been correctly entered into a cryptographic device;

b) akey has been correctly received over a communications channel;

c) akey Has not been altered;

d) aninstance of a key transformation or derivation remains in synchronization.

A common use of KVCs is to find where keys have been altered or corrupted in a‘aetwork. Any key failind the
KVC test shall be suspected of having been corrupted or compromised.

An examplg of a KVC implementation is to encipher a fixed commonly &Known, non-secret constant (e.g., a
16-digit hejadecimal value), under the key in question (see Figure 8)<thén truncate the resulting ciphertext
(e.g., six digits).

Non Secret
Data¥alue

l

TDEA
Encipherment

Key —»

!

%

TRUNCATE

l

Verification Value

- — teofRvefamcti

The KVC is transported via an integrity assured channel (either electronically or by other means), to the
location where verification will take place and is entered into the cryptographic processor. The key that it is
verifying may be sent to this location by the same or by a different route. The same cryptographic function is
then performed on the received key and the output of this is compared to the key verification code.

The known, non-secret value should be supplied by the cryptographic device that generates the KVC, and the
KVC should be substantially truncated (e.g., to six digits). Otherwise the KVC-produced capability could be
misused to encipher known plaintext.

The KVC shall only be calculated over the entire key.
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5.10 Key identification

Key identification enables the transaction recipient to determine the appropriate key(s) associated with the
transaction. Two methods are available, explicit and implicit.

Explicit key identification is the inclusion in a transaction message of information that identifies the key(s) used
to encipher or authenticate data in that message. The technique is especially useful when many cryptographic
devices, all with unique keys, communicate with a single facility. This is because it enables this facility to
determine the key(s) to be used with any given message it receives.

With_implicit key identification, the key used with a message is determined from other message-related
infofmation such as the terminal identifier or the communications line over which the message is‘received.

5.11 Controls and audit

It is|not always possible or feasible to prevent security compromises. However, the effects of a gompromise
can|often be averted if the compromise is detected. It is especially important:

— |to detect the disclosure of a key and
— |to detect the substitution of a disclosed key for a legitimate key.
Keyl disclosure can be detected by:

— |audits and controls imposed on those individuals who ‘tmanage keys and/or cryptographic|devices, to
detect possible collusion between such people, which-might have resulted in key disclosure;

— | periodic inspection of and control over interface§ through which unenciphered keys or key ¢omponents
are transferred, to detect “bugs” or “taps” that@might have resulted in the disclosure of transferred keying
material;

— | control and auditing of cryptographic devices that contain keys, to detect any lost or stolen deVices.

If it|lis known or suspected that a cryptographic device has been lost or stolen, the keys contained in the
dev|ce are considered to have been.disclosed.

Key|substitution (of a disclosedikey) can be detected by:
— |when explicit key identification is used, verifying that a just-received key identifier has the expgcted value;

— |maintaining @_“negative file” of keys whose disclosure is known or suspected, and at [appropriate
occasions performing audits of presumed valid keys to ensure that none is listed on the negative file;
when explicit key identification is used, the key identifier of the disclosed key can be used to|identify the
key in,the “negative file” entry, otherwise the enciphered version of the key itself can be usef to identify
the'disclosed key in the “negative file” entry;

— performing periodic audits of presumed-valid keys to ensure that no key is associated with more than one
cryptographic device (the audit can use enciphered keys, or key identifiers). This detects the replication of
a disclosed key.

Unauthorized key modification, deletion and insertion, as well as some instances of key substitution, which
have occurred in association with a cryptographic device (e.g., a device that enciphers) are detected when the
corresponding cryptographic device that performs the inverse operation (e.g., deciphers) produces a garbled
or otherwise invalid result.

The above audits and controls also serve to deter, and thus prevent, some security compromises.

Furthermore, an audit of a cryptographic device's functionality can prevent key misuse, by ensuring that the
device is capable of performing only authorized functions.
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5.12 Key integrity

Techniques shall be used that cryptographically link all bits of the key in order to address the key integrity
requirements listed in 5.2.

Examples of methods for ensuring the integrity of enciphered keys include those specified in ISO/TR 19038.

Other methods are permissible provided the requirements of 5.2 are achieved.

6 Sym
6.1 General

Throughouf] the key life cycle, equipment and procedures used to store and manage keys shall be subje¢t to
controls ang audits so as to prevent or detect key compromise and to ensure integrity.

Requirements applying to specific life cycle stages are specified in the following sub clauses.

6.2 Key generation
Keys and key components shall be generated by one of the following methods described in 4.3.
a) non repeatable key generation using;
1) arandom process or
2) apseudo-random process;
b) repeatable key generation using;
1) kel transformation or

2) kel derivation.
6.3 Key ptorage

6.3.1 General

Keys are protected agairst dnauthorized disclosure and substitution by implementation of one of the seg¢ure
key storage forms described in 4.7.2.

Replacement of @ key for which substitution is known, suspected or anticipated requires execution of| the
procedures|deseribed in 6.3.3.

6.3.2 Permissible forms
6.3.21  General
This subclause describes the methods of secure key storage for each of the permissible forms.

6.3.2.2 Plaintext key

A plaintext key shall only be stored in a secure cryptographic device that complies with the requirements as
stated in ISO 13491-1 and -2.
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6.3.2.3 Key components

A key component shall be conveyed to authorized persons by means of a uniquely identifiable, e.g. serialized,
key mailer or a key transfer device.

A key mailer shall be printed in such a way that the key component cannot be observed until the envelope is
opened. The envelope shall display the minimum data necessary to deliver the key mailer to the authorized
person. A key mailer shall be constructed such that it is highly likely that accidental or fraudulent opening will
be obvious to the recipient, in which case the key component shall not be used.

After the key component has been entered into a secure cryptographic device, the key mailer shall be
desjroyed or sealed in a new tamper-evident key mailer for possible future use.

Key|components when stored in a key transfer device shall be protected by adequate access-eontfols such as
passwords.

6.3.2.4 Enciphered key

Key|encipherment shall be as specified in 5.2.

6.3.3 Key substitution — Remediation

If uhauthorized key substitution is known, suspected or anticipated based on information that an adversary
has|already obtained, the following procedure to replace the key'shall be followed:

a) |erase the enciphered version of any stored key for which substitution is known; verify that gll currently
stored enciphered keys are legitimate — if any are notlegitimate, they shall be deleted;

b) |translate the legitimate stored enciphered keys:to encipherment under a new key encipherment key;

c) |delete the old key encipherment key at all‘operational locations.

6.4| Key restoration from back up

Regtoration of keys from back up\shall be implemented by one of the methods described for loading and
distyibution.

6.5| Key distribution-and loading

6.5.1 General

Thig subclauSe ‘describes the implementation of key distribution and loading techniques for g¢ach of the
permissibleckey forms satisfying the requirements described in 4.9.

The| distribution and loading of keys into a secure cryptographic device shall be performed uging one of
following techniques:

a) manual, e.g. key component entry via a key pad;

b) electronic direct loading, e.g. direct key injection via a cable from the originating device or a key transfer
device;

c) network distribution and loading, e.g. remote key transport via a network.

The permissible techniques to load keys into a secure cryptographic device as a function of the different key
forms are indicated by a check mark in Table 2.
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Table 2 — Permissible key distribution and loading techniques

Techniques
Electronic
Key forms Manual Direct Network
Plaintext keys v
Key components N N
Enciphered J v v
6.5.2 Plaiptext keys
When a plgintext key is directly and electronically transferred between two secure cryptographic devices, it
shall be ensured that those devices are directly connected to each other (without-an“intervening tap) |and
operated under continuous dual control.
When explitit key identification is used, the (non-secret) key identifier should bg‘transferred at the same {ime
that the (segret) key is transferred.
When a kgy transfer device is used, the key (and its identifier, .if_explicit key identification is used) is
transferred [from the source secure cryptographic device into the keyytransfer device. This portable devige is
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ally transported to the secure cryptographic device that will actually use the key. The key (an
then transferred from the key transfer device into the key-using device. If the key-using device
originating device then the key shall be immediately erased from the key transfer device.
laintext keys shall take place as specified for direct electronic key loading.
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ic relationships between a number of remote cryptographic devices communicating with a si
tographic device. During the initialization process the key transfer device is attached to the ce
ic device to receive an initial key. The key transfer device shall then use non-reversible derivat
0 generate unique keys for the remote cryptographic devices, to which it is physically transpo
neration device shall’hot retain any information that could disclose any key after generation

he key verification code should be verified after key loading.
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When this fechnique is used the components that form the key are manually entered into the device. W

key components are distributed in human-comprehensible form each such component shall be distributed in a
key mailer that does not disclose the value of the component until opened.

Prior to entering the key component the key mailer shall be checked for signs of tampering. If tampering of
one of the components is detected the set of components shall not be used and shall be destroyed following
the procedures outlined in ISO 9564-1.

The key components shall be entered individually by each holder of a key component. The key verification
methods described in 5.9 shall be used to verify correct key component entry. When the last component has
been entered, the cryptographic device shall perform the action required to construct the key. If provided, a
key verification code generated over the resultant key by one of the methods described in 5.9 shall be used to
verify correct key construction.
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