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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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nd electronic equipment.

in_fiaison with 1S5S0, also take part in the wWork. IS0 collaborates closely wiin
| Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
the technical committees are circulated to the member bodies for voting. "Publication as
| Standard requires approval by at least 75 % of the member bodies casting'a vote.
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In recent years, an increasing number of electronic devices for controlling, monitoring and displaying a variety
of functions have been introduced into vehicle designs. It is necessary to consider the electrical and

elec

tromagnetic environment in which these devices operate.
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frical and radio-frequency disturbances occur during the normal operation of many tems of,m
pment. They are generated over a wide frequency range with various electrical characteristics
ibuted to on-board electronic devices and systems by conduction, radiation or both. Narrowb
erated from sources on or off the vehicle can also be coupled into the electrical and electro
cting the normal performance of electronic devices. Such sources of narrowband elec
Irbances include mobile radios and broadcast transmitters.

characteristics of the immunity of a vehicle to radiated disturbances have'to be established
ides various test methods for the evaluation of vehicle immunity characteristics. Not all methg
i for a given vehicle.

11451 is not intended as a product specification and cannot dunction as one (see A.1). Th
cific values for the test severity level are given.

ex A of this part of ISO 11451 specifies a general method for function performance status G
5C), while Annex B explains the principle of constant peak test level. Typical severity levels arg
nnex of each of the other parts of ISO 11451.

eved using the various parts of ISO 11451.

E Immunity measurements of complete vehicles are generally able to be carried out only by
ufacturer, owing to, for example, high costs’of absorber-lined shielded enclosures, the desire to preservd
rototypes or a large number of different vehicle models. ISO 11452 specifies test methods for the
ponent immunity, which are betterisuited for supplier use.
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rneral principles and terminology

Scope

part of ISO 11451 specifies general conditions, defines terms, gives.practical guidelines and
basic principles of the vehicle tests used in the other parts of ISO 11451 for determining the
senger cars and commercial vehicles to electrical disturbances from“narrowband radiated elec
rgy, regardless of the vehicle propulsion system (e.g. spark-ignition engine, diesel engine, elec

electromagnetic disturbances considered are limited to.continuous narrowband electromag

de frequency range (0,01 MHz to 18 000 MHz) is allowed for the immunity testing in this ar
s of ISO 11451.

Terms and definitions

the purposes of this document, the following terms and definitions apply.

absjorber-lined shielded enclosutre

shig

NOT

floon.

2.2

Ided enclosure/screened rqont with radio frequency-absorbing material on its internal ceiling ar

E The common prdctice is for the room to have a metallic floor, but absorbing material may also bd

amplitude modulation

AM
prog

23

ess byswhich the amplitude of a carrier wave is varied following a specified law, resulting in an

establishes
mmunity of
fromagnetic
ric motor).

netic fields.
d the other

d walls

used on the

AM signal

bul

current

total amount of common mode current in a harness

24

compression point
input signal level at which the measurement system becomes non-linear, when the output value will deviate
from the value given by an ideal linear system

2.5
cou

pling

means or device for transferring power between systems

NOTE Adapted from IEC 60050-726.
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current injection probe
device for injecting current in a conductor without interrupting the conductor and without introducing significant

impedance

2.7

into the associated circuits

current (measuring) probe
device for measuring the current in a conductor without interrupting the conductor and without introducing
significant impedance into the associated circuits

[IEC 60050-

161]

2.8

degradation (of performance)

undesired (
performanc

NOTE i

[IEC 60050

29

dual direct
four-port d¢
wave in any
of the latter
NOTE A
210
electromag
EMC
ability of eq

intolerable ¢lectromagnetic disturbance to anything in that environment

[IEC 60050

21

electromag
any electro
adversely a

EXAMPLE
propagation

[IEC 60050

eparture in the operational performance of any device, equipment or system from. itsS intern

a)
-

[he term “degradation” can apply to temporary or permanent failure.

161]

onal coupler

vice consisting of two transmission lines coupled together in.such a manner that a single travel
one transmission line will induce a single travelling wave.in the other, the direction of propaga

wave being dependent upon that of the former

dapted from IEC 60050-726.

netic compatibility

uipment or system to function satisfactarily in its electromagnetic environment without introdu

161]

netic disturbance

ffect living or inert-matter

medium itself.

161]

ded

lling
tion

cing

magnetic phenomenon which may degrade the performance of a device, equipment or systen, or

An electremagnetic disturbance may be an electromagnetic noise, an unwanted signal or a change in the

212

electromagnetic interference

EMI

degradation of the performance of equipment, transmission channel or system caused by electromagnetic

disturbance

NOTE

[IEC 60050-

213
forward po
power supp

The English words “interference” and “disturbance” are often used indiscriminately.

161]

wer
lied by the output of an amplifier or generator

© ISO 2005 — All rights reserved
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214
functional status
performance level agreed between the customer and the supplier which is specified in the test plan

215
ground (reference) plane
flat conductive surface whose potential is used as a common reference

[IEC 60050-161]

2.16

imnunity (to a disturbance)
ability of a device, equipment or system to perform without degradation in the presence of an €lecfromagnetic
disturbance

[IEG 60050-161]

2.17
immunity level
maximum level of a given electromagnetic disturbance incident on a particular device, equipmernt or system
for Wwhich it remains capable of operating at a required degree of performance

[[EQ 60050-161]

218
narfowband emission
emigsion which has a bandwidth less than that of a particular measuring apparatus or receiver

[IEG 60050-161]

2.14
polarization
property of sinusoidal electromagnetic wayé or field vector defined at a fixed point in space by the|direction of
the Electric field strength vector or of any specified field vector

NOTE 1 When this direction variesswith time, the property may be characterized by the locus desgribed by the
extrémity of the considered field vector.

NOTE2  Adapted from IEC 60050-726.

progess by which the amplitude of a carrier wave is varied following a specified law, resulting in an|{PM signal

ele¢tromagnetic radiation
phenomenon by WhiCh energy in

e form of electromagnefic waves emanates from a source Into space
NOTE By extension, the term “electromagnetic radiation” sometimes also covers induction phenomena.

[IEC 60050-161]

2.22

electromagnetic radiation

energy transferred through space in the form of electromagnetic waves

[[EC 60050-161]

© 1SO 2005 - All rights reserved 3
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2.23

reflected power
power reflected by the load due to impedance mismatch between RF source and the load

2.24

shielded enclosure
screened room

mesh or sheet metallic housing designed expressly for the purpose of separating electromagnetically the
internal and external environment

[IEC 60050-

161]

2,25
standing w
SWR

voltage standing wave ratio

VSWR
ratio, along
component

q
\

NOTE 1

SWR 4

where r is th

NOTE2 A

2.26

(electroma
inability of
electromag

[«

J

NOTE
[IEC 60050
2.27
transmissi
TLS
field-genere

EXAMPLE

pnetic) susceptibility

ave ratio

a transmission line, of a maximum to an adjacent minimum magnitude™of a particular
of a standing wave

WR is expressed by the equation:

(1+r)

17r)

b absolute value of the coefficient of reflection.

dapted from IEC 60050-726.

a device, equipment or system to, perform without degradation in the presence of
netic disturbance

busceptibility is the lack of immunity.

161]

bn line system
ting device that.works in a similar way to a TEM (transverse electromagnetic) wave generator

Stripline; TEM cell, parallel plate.

field

an

3 Gene

o

<

Dai , ical

The test methods, procedures, test instrumentation and levels specified in ISO 11451 are intended to facilitate
vehicle specification for electrical disturbances by narrowband radiated electromagnetic energy. A basis is
provided for mutual agreement between vehicle manufacturers and component suppliers intended to assist

rather than

restrict.

Certain devices are particularly susceptible to some characteristics of electromagnetic disturbance, such as
frequency, severity level, type of coupling or modulation.

Electronic devices are sometimes more susceptible to modulated, as opposed to unmodulated, radio-
frequency (RF) signals. The reason is that high-frequency disturbances may be demodulated by
semiconductors. In the case of unmodulated signals, this leads to a continuous shift of, for example, a voltage;

© ISO 2005 — All rights reserved
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in the case of amplitude-modulated signals, the resulting low-frequency fluctuations may be interpreted as
intentional signals (e.g. speed information) and therefore disturb the function of the device under test (DUT)
more severely.

A single standard test may not reveal all the needed information about the DUT. It is thus necessary for users
of ISO 11451 to anticipate the appropriate test conditions, select applicable parts of ISO 11451 and define
function performance objectives. The main characteristics of each test method in ISO 11451-2 to ISO 11451-4
are presented in Table 1.

Table 1 — Main characteristics of test methods in ISO 11451

Part of ISO 11451 Applicable Coupling to Test severity ProviJions
frequency range parameter and unit
MHz
1S 11451-2 . . .
Offjvehicle radiation 0,01 to 18 000 DUT and wiring | g1etric field (vim). {0/ \PSOrer-lingd shielded
harness enclosurerequired
soufce
1S 11451-3 .. . .
Onlboard transmitter 1,8 to 18 000 DUT and wiring PowéH{W) Absorber-lingd shielded
. . harness enclosure reqgommended
simplation
1S 11451-4 Shielded gnclosure

1 to 400 Wiring harness Current (mA)

Bulk current injection(BCI) recommended

4 |General test conditions

41| General

Un

éss otherwise specified, the following test:.conditions are common to all parts of ISO 11451:
— |test temperature;

— |supply voltage;

— | modulation;

— |dwell time;

— |frequency step_sizes;

— | definitionof test severity level;

— |test'signal quality.

NOTE The use of the same parameters as for the component test methods given in the corresponding parts of
ISO 11452 will achieve better correlation.

Unless otherwise specified, the variables used shall have the following tolerances:
— 110 % for durations and distances;

— £ 10 % for resistances and impedances;

— + 1 dB for power meter;

— =+ 3 dB for field probe.

© 1SO 2005 - All rights reserved 5
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4.2 Test temperature

Heat is generated in the test facility when the vehicle is operated during the performance of the test. Sufficient
cooling shall be provided to ensure that the engine does not overheat.

The ambient temperature during the test shall be (23 + 5) °C. If another value is agreed by users of ISO 11451,
the value shall be recorded in the test report.

4.3 Supply voltage

For tests tha

For
plan

4.4

The charac

ot sra thao vohiola anainaa 0 bha s i oy m-ahallbefunectional
L}
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, the b3
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Sine
See Ar

Sine w

In prag

(modul

ol a tha al frinal Al araina oot
COomCtC v CTmeIC— g toO— oo g, e CTrettear criargin g Sy Ste T Strian oC oo tuoTraT

here the vehicle engine is not required to be running, unless other values are specified in\the

llation

teristics of the DUT determine the type and frequency of modulation to_be ‘used. If no value]
Hulation techniques are agreed between the users of ISO 11451, the following shall be used.

ulated sine wave (CW). See Figure 1 a).

ave amplitude modulated (AM) by 1kHz sine wave at)"80 % (modulation index m =
nex B and Figure 1 b).

ave pulse modulated (PM) with 7., = 577 ps and period’= 4 600 us. See Figure 1 c).

tice, PM modulation should not be obtained using either the blanking of the amplifier or a 10
ation index m = 1) AM modulation type.

—t |

|

ttery voltage shall be maintained above 12 V for 12 V systems and above 24 V for 24 V systenis.

test

S or

,8).

0 %

Il

LR " 1
[T P i

Key
S

t

]

L 600

a)~ CW signal b) AM signal c) PM signal

frequency: 1 kHz

time, ps

Figure 1 — Modulation
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The following frequency ranges should be used for all applicable parts of ISO 11451:

CW: 0,01 MHz to 18 GHz
AM: 0,01 MHz to 800 MHz

PM: 800 MHz to 18 GHz.

4.5 Dwell time

-1:2005(E)

At each frequency, the DUT shall be exposed to the test level for the minimum response time needed to

con

4.6

All fests in ISO 11451 shall be conducted with frequency step sizes (logarithmic or_linear) not ¢
thoge specified in Table 2. The step sizes agreed upon by the users of this standard-shall be dog

the

If it

freq

Sus

4.7

The)
detd
unn

rol it. In all cases, this time of exposure shall not be less than 1 s.

Frequency step sizes

est report.

Table 2 — Maximum frequency step Sizes

Frequency band Linear steps Logarithmic steps
MHz MHz %
0,01t0 0,1 0,01 10
>0,1t01 0,4 10
>1t0 10 1 10
> 10 to 200 5 5
> 200 to 400 10 5
> 400 to 1 000 20 2
> 1000 to 18 000 40 2

Ceptibility thresholds.

Definition-of test severity levels

iled\in Annex A. For both the substitution and closed loop levelling methods, and for

reater than
umented in

appears that the susceptibility thresholds of the DUT are very near to the chosen test |evel, these
uency step sizes should be reduced in the frequency range concerned in order to find the minimum

usercshould specify the test severity level or levels over the frequency range. The concept|of FPSC is

tests with

odulated and amplitude modulated signals, the test severity levels of ISO 11451 (electric figld, current,

voltage or power) are expressed in terms of the equivalent root-mean-square level value of the unmodulated
wave.

Both these methods use a constant peak test level for tests with unmodulated and amplitude-modulated
signals. The relationship between the mean power for the amplitude-modulated signal and the mean power for
the unmodulated signal results from this principle (see Annex B).

© 1SO 2005 - All rights reserved
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2+m?

PAM:2(1+m)2 Pew (1)
where

Pam is the mean power for the amplitude-modulated signal;

Pcyw  is the mean power for the unmodulated signal;

m is-themodutatiomindex(0—<m=<—17-
EXAMPLE A test severity level of 20 V/m means that the unmodulated and amplitude modulated tests-will be
conducted with a 28 V/m peak value.
4.8 Disturbance application
For disturbance application, see 6.4.
5 Instrumentation — Test signal quality
In the frequency range limited by the bandwidth of both the amplifier and the antenna (transducer) in use] the
amplifier oytput harmonics content (up to the fifth harmonic) shall be limited to — 12 dB (- 6 dB for frequenicies
above 1 GHz) relative to the carrier wave unless otherwise specifiéd-for a particular test method or in the|test
plan. This characteristic is to be verified only during calibration testing.
6 Test procedure
6.1 Test|plan
Prior to performing the tests, a test plan shall be drawn up which shall include
— vehicle|test severity levels,
— vehiclefcomponent monitoring_conditions,
— frequemcy band(s),
— method(s) to be used,
— vehiclel modé&>ef operation,
— vehiclelacceptance-criteria;
— polarization,
— vehicle orientation,
— antenna location,
— test report content, and
— any special instructions and changes from the standard test.
NOTE Some of these items might not be applicable to all test methods.
8 © IS0 2005 — All rights reserved
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6.2 Test methods

6.2.1 General

CAUTION — Hazardous voltages and fields can exist within the test area. Take care to ensure that the
requirements for limiting the exposure of humans to RF energy are met.

The following two methodologies are used in certain parts of ISO 11451.

6.2.2 Substitution

The| substitution method is based upon the use of forward power as the reference parameter.fof calibration
and| testing. With this method, the specific test level (electric field, current, voltage or\power) shall be
calibrated prior to the actual testing.

The| test is conducted by subjecting the vehicle to the test signals based on the’ calibrated values as
predetermined in the test plan.

Dur|ng calibration and testing, both forward and reflected power shall be recorded.

Thel| forward power required to provide a specific test signal relative to a-calibration level can be ohtained from
the following formula:

k
Ly
Pror = Pforcal( = J
Lcal

where
Pior cal is the forward power by calibration;
Ligg is the test signal severity level,

L is the calibration level;

cal
k is a factor equal to/ T\for power test levels and to 2 for electric field, current or voltage fest levels.
6.2.3 Closed loop levelling
During actual testing-with the vehicle, the test level (electric field, voltage, current or power) is measured using

a calibrated device-and fed back to the signal generator in order to either increase or decrease the test level
unti| the predetermined level is achieved.

6.3| Calijbration

Cal IGt;UII oha“ bU pUrI‘UIIIICd ;II beuldallbc vv;th thc IU\..{U;IUIIIUI ItO Uf Uth ;lld;v;dua: tCDt IIIUthUd. The teSt
level versus frequency data shall be established using an unmodulated sine wave signal. The method and
results for each calibration shall also be documented in the test report.

6.4 Vehicle immunity measurement

The disturbance signal may be maintained at the required test level during frequency transitions (provided the
signal generation equipment is shown to be stable) or the disturbance signal level may be reduced before
frequency transition using the following process (Figure 2). The method chosen and the associated
parameters shall be defined in the test plan.

© 1SO 2005 - All rights reserved 9
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<
1
/o - 7T

V=) \ [

/ \ /

7 \ 7

/ \ /
— ™ — —
t
2 3 A 5

Key
A amplitude
t time
1 specified signal level
2 signal rige time to be defined in test plan (levelling algorithm to avoid overshooting is test-system-dependent)
3 dwell time (time of application > 1 s)
4 signal fa|l time to be defined in the test plan
5 recoverytime > 0 s for DUT to be defined in test plan
6 reduction of test signal level for DUT recovery

Figure 2 — Example of disturbance application process
The users ¢f this standard need to be aware of the following points to ensure that the tests are carried| out
satisfactorily:
— analog|systems may be susceptiblelonly at intermediate interference levels;
— sudder] application of interference’may cause errors;
— generafor switching transients may cause faults in the DUT;
The characferistics of thednterference signal may be modified depending on the test level due to limitations in
the signal generation-procedure (depth of amplitude modulation, rejection of harmonics, etc.)
6.5 Test|report

As required by the test plan, a test report shall be submitted detailing information regarding the DUT, test site,
test set-up, systems tested, test signal quality information, frequencies, power levels, system interactions and
any other information relevant to the test.

10

© ISO 2005 — All rights reserved


https://standardsiso.com/api/?name=1da82b124ae4f463b77c89925399e3bc

AA1

ISO 11451

Annex A
(normative)

Function performance status classification (FPSC)

General

-1:2005(E)

This
fung
thro
sign

It npust be emphasized that vehicles shall only be tested under those conditions, as spec

app
whi

eco

It sh

as ¢ne. It should be used in conjunction with a test procedure-specified in the relevant part of

The
the
care
a s{
cou

A.2

A.2

Thr
eled

A.2

Thig

method. It usually-refers to a specific test procedure, i.e. to the appropriate part of ISO 11451.

A.2

annex specifies a general method for the function performance status classification( (FH
tions of automotive electronic devices when using the test methods and under the test.cond
Lughout 1ISO 11451. The appropriate test signals and methods, functional status classificati
al severity levels are specified in the individual parts of ISO 11451.
ropriate parts of ISO 11451, which represent the simulated automotive electromagnetic envi
nomically optimized design for potentially susceptible components andsystems.
ould also be noted that this annex is not intended to serve as_aproduct specification and can
refore, no specific values for the test signal severity level aretincluded, since they are to be de
vehicle manufacturer and supplier. Nevertheless, using“\the concepts described in this ann
ful application and agreement between manufacturer-and supplier, the functional status requ

ecific device can be determined. This annex can, in.fact, serve as a statement of how a parti
d be expected to perform under the influence of the specified test signals.

Essential elements of FPSC

L1 General

be elements are required o determine an FPSC (see A.2.2 to A.2.4). These may be ag
tromagnetic disturbance immunity test procedures given in ISO 11451.

12 Test signal and method

element provides the reference to respective test signals applied to the vehicle for the

L3 Fuanctional status classification

SC) of the
itions given
bn and test

fied in the
onments to

th the devices would be subjected were they in actual use. This will-help to ensure a technically and

not function
ISO 11451.
termined by
ex, and by
rements for
cular device

plied to all

chosen test

Thid

gléement describes the onerational status of a device durina and after exnosure to an elec
g b4 g

romagnetic

environment.

Class A: all functions of a device or system perform as designed during and after exposure to a

disturbance.

Class B: all functions of a device or system perform as designed during exposure; however, one or more

of them may go beyond the specified tolerance. All functions return automatically to within n
after exposure is removed. Memory functions shall remain class A.

ormal limits

Class C: one or more functions of a device or system do not perform as designed during exposure but

return automatically to normal operation after exposure is removed.

© 1SO 2005 - All rights reserved
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Class D: one or more functions of a device or system do not perform as designed during exposure and

do not return to normal operation until exposure is removed and the device/system is reset by simple
“operator/use” action.

Class E: one or more functions of a device or system do not perform as designed during and after

exposure and cannot be returned to proper operation without repairing or replacing the device/system.

A.2.4 Test

This elemen
level is the

e device under test shall perform according to its classification of functional status during an

severity level

method. Th dyafter
the test. Typical severity level selection tables are included in annexes to the parts of ISO 11451. If the-values
listed in an pnnex are determined to be inappropriate, a new value shall be agreed between manufacturer|and
supplier, and shall be recorded in the test report.

A.3 lllustration of FPSC

Tables in ap annex to each part of ISO 11451 give the suggested test levels and‘\the frequency bands, ag| per
Tables A.1 pnd A.2.

Table A.1 — Suggested test severity levels — Scheme’ of presentation

Test severity level Value (e.g.V/m, mA, W)
I
Il
n

\Y

Specific'value agreed between the users of this part of

v ISO 11451 if necessary.

Table A.2 — Frequency bands

12

Frequency band Frequ?\;l‘l?z, range
F1 >.to<.
F2 >..to<..
F3 >..to<..
F4 >....to< ...
F5 > ... to<......
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Table A.3 is an example of test severity level according to functional status classification.

Table A.3 — Test severity level according to functional status classification

Test severity level
Frequency band

A B Cc D E
F1 | Il
F2 Il Il \%
E3 Vv
F4 |
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